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Abstract

The receiver in a restrictive blind certificate issuing protocol can blind the issued public key and the certificate
but not a certain blinding-invariant predicate of the secret key. Recently a generally applicable technique was
described for designing restrictive blind issuing protocols for a certain type of secret-key certificates, and it
was shown that the resulting issuing protocols should not be run in parallel since that would enable an attack
in which completely blinded triples can be retrieved. To allow the signer in highly demanding applications
to run the restrictive blind certificate issuing protocol in parallel mode, a simple technique for modifying the
issuing protocols was proposed. In this note it is shown that the proposed modification technique does not
overcome the parallel attack problem.
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1. INTRODUCTION

Recently [2] the notion of secret-key certificates was introduced. These certificates
can be used for secure management of cryptographic keys in much the same way as
can public-key certificates. Of particular interest for privacy-protecting mechanisms
for signature transport are so-called restrictive blind certificate issuing protocols, in-
troduced in [1]; the receiver in such a protocol can blind the issued public key and
the certificate but not a certain blinding-invariant predicate of the secret key. In [3] a
generally applicable technique was described for designing restrictive blind secret-key
certificate issuing protocols, and it was shown that the technique can be applied to any
Fiat-Shamir type signature scheme that can be turned into an ordinary blind signature
scheme by applying a divertability technique due to Okamoto and Ohta [11]; no such
generally applicable technique has yet been proposed for public-key certificates.
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Building on this work, it was shown in [4] that any of the new restrictive blind cer-
tificate issuing protocols can be used to design an efficient off-line untraceable elec-
tronic cash system. In particular, at least any of the following Fiat-Shamir type
signature schemes can be used as the basis of an off-line untraceable cash system:
Guillou-Quisquater [9], Schnorr [12], Fiat-Shamir [8], Brickell-McCurley [6], Feige-
Fiat-Shamir [7], and Okamoto [10] (several schemes). Given any of these Fiat-Shamir
type signature schemes, one merely needs to apply mechanically the techniques de-
scribed in [2] (for deriving a secret-key certificate scheme from the Fiat-Shamir sig-
nature scheme), [3] (for designing a restrictive blind issuing protocol for the resulting
secret-key certificate scheme), and [4] (for building the cash system protocols around
the restrictive blind certificate issuing scheme). The description in [4] demonstrates this
process explicitly for the Schnorr scheme, and the construction based on the Guillou-

Quisquater scheme then follows trivially from the description in [3].

As shown in [3] the restrictive blind issuing protocols may not be run in parallel,
because that would enable attackers to retrieve certified key pairs for which even the
presumed blinding-invariant part of the secret keys can be blinded. To enable the
signer in highly demanding applications to securely run executions of the proposed
restrictive blind certificate issuing protocols in parallel, a modification was proposed
in [3]| (see also [4]). Since the provided argument in favour of its presumed security
under parallel executions considers only one particular type of attack, the reader was
urged to be cautious and encouraged to try to break the modified issuing protocol in

other ways.

In this note it is shown that the proposed modification indeed is ineffective to over-

come the parallel attack problem.

2. WHY THE PROPOSED MODIFICATION IS INEFFECTIVE.
Since the description in [3] is in terms of the Guillou-Quisquater scheme, the alternative

attack in parallel mode will be described in terms of that scheme first.

In the restrictive blinding issuing protocol for the Guillou-Quisquater secret-key cer-
tificate scheme, as described in [3], a signer S uses a public key (n, v, h, g, H(-)) and a
corresponding secret key (h'/?, g'/*), denoted by (x,%) (alternatively, and more pow-
erful, the factorization of n can serve as the secret key). Here, n denotes the product
of two distinct prime numbers, v is a prime number that is co-prime with ¢(n) (al-

though other choices can be used as well, such as for instance taking v to be twice
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such a prime), h and g are elements of Z,, and H(-) is a polynomial-size description
of a correlation-free one-way hash-function that maps its inputs to Zs: for some ap-
propriate t. A secret-key certificate of S on a public key h; of a receiver R; is a pair
(r,c) € Z;, x Zgy such that

¢ = H(hi, (b h)~°).

A secret key of R; corresponding to its public key h; is a pair (s, $1;) such that
h; = g°%s7;.

(For off-line electronic cash purposes R; must use a one-time key pair (h;, a;) instead

of h;, as shown in [4].)

In an execution of the issuing protocol R; receives a certified key pair (s, $1i), b,
(r', '), with the blinding-invariant predicate of the secret key being equal to so; mod v.
The number ¢°% will be denoted by h;; it can be thought of as the “not-yet-blinded”
public key that is to be blinded to A.. The issuing protocol is as follows:

Step 1. S generates at random a number w € Z;, and sends a := w” to R;.

Step 2. R; generates at random two numbers sy;,t; € Z,, and a number t; € Z,. R;
computes h} := h;s};, ¢ := H(hL, t7(h h;)*a), and sends ¢ := ¢’ +t3 mod v to S.

Step 3. S sends r := (zy*)‘w to R;.

R; accepts if and only if 7*(h h;)~¢ = a. If this verification holds, R; computes r' :=

' : !
7ty (h hy)¢ T2 divese

As shown in Section 3.6 of [3], this issuing protocol is not restrictive blind when
executions with respect to different blinding-invariant numbers can be performed in
parallel. Motivated by the fact that the particular attack described in [3] requires the
attacking receivers to compute their respective challenges in terms of their respective
blinding-invariant numbers, a modification technique was proposed in [3] that simply
consists of ensuring that R; in the modified issuing protocol learns sgy; only after having

sent his challenge.

It will now be shown that this modification is ineffective, since an alternative attack,
similar to that in Section 3.6 of [3], can be performed that does not require knowledge

of the respective blinding-invariant numbers beforehand.
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Using the notation of Section 3.6 of [3], let sy; be the blinding-invariant number for
Ri, and sg; # sp; mod v that for R;; the corresponding “not-yet-blinded” public keys
are h; and h;. In its simplest form, the alternative attack on two parallel executions of

the issuing protocol is the following:

(Step 1 for R;) S generates at random a number w; € Z,, and sends a; := w! to R;.
(Step 1 for R;) S generates at random a number w; € Z,, and sends a; := w} to R;.

Cooperation between R; and R;) R; and R, decide on an arbitrary number a €
j j
N, and compute hy := h;"hjl-_"‘. They then compute ¢, := H(hg, a;a;).

(Step 2 for R;) R; sends ¢; := ac mod v to S.
(Step 2 for R;) R, sends ¢; := (1 — o), mod v to S.
(Step 3 for R;) S sends r; := (zy®°*)%w; to R;.
(Step 3 for R;) S sends r; := (zy*%)%w; to R;.
R; and R; accept if and only if
ri(hhi)~% =a; and 7i(hh;)"9 = aj.
If this verification holds, then R; and R; compute

T = ,ri,rj(hhi)f(ack div v) (hhj)f((lfa)ck div v).

Proposition 1 Let so; denote asy; + (1 — a)sg;. If R; and R; accept, then

(SOka 1)) hka (Tka ck)

15 a certified key pair.

Since the proof is similar to that of Proposition 9 in [3] (full paper), it is omitted here.

Observe that the attackers in the above attack do not need to know their respective
blinding-invariant numbers s¢; and sp; in order to determine ¢; and ¢; (they only need
to learn them at some time or another in order to know the secret key (sox, 1) corre-

sponding to hy), which immediately shows that the proposed modification in Section
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3.6 of [3] is ineffective: it is based on the incorrect assumption that the attackers must

know their respective blinding-invariant numbers to determine their challenges.

The same kind of attack applies obviously also to the issuing protocols for the other
Fiat-Shamir type secret-key certificates, since they are all derived according to the same
technique. Since the modification for the Schnorr-based scheme has been mentioned
in the description of [4], for the sake of concreteness the attack for the Schnorr-based

issuing protocol will now be described in detail.

In the restrictive blinding issuing protocol for the Schnorr secret-key certificate
scheme, using notation in line with the above description, signer S uses a public key
(desc(Gy), 9, h, g1, H(-)) and a corresponding secret key (log,h,log, g1), denoted by
(z,y). Here, desc(G,) denotes the polynomial-size description (including the specifi-
cation of ¢) of a group G, of prime order ¢ for which polynomial-time algorithms are
known to multiply, determine equality of elements, test membership, and to randomly
select elements, and for which no feasible algorithms for computing discrete logarithms
are known. Furthermore, g, h and g; are elements of G,, and H(:) is a polynomial-size
description of a correlation-free one-way hash-function that maps its inputs to Zs: for
some appropriate t. A secret-key certificate of S on a public key h; of receiver R; is a
pair (r,¢) € G, X Zy: such that

¢ = H(hi, g (hh;)~°).

A secret key of R, corresponding to its public key h; is a pair (so;, 51;) € Zq X Z, such
that
S04

hi = g1™g™".

In one execution of the issuing protocol R; receives a certified key pair (sg;, s1:), hi

79

(r', "), with the blinding-invariant predicate of the secret key being equal to sy; mod g.

The number ¢g;* will be denoted by h;. The issuing protocol is as follows:

Step 1. S generates at random a number w € Z,, and sends a := g* to R;.

Step 2. R, generates at random three numbers sy;,t1,t2 € Z,. R, computes h] :=
higsyi, ¢ := H(h., g"* (h h;)"?a), and sends ¢ := ¢’ +t, mod ¢ to S.

Step 3. S sends 7 := ¢(x + ysg;) + w mod ¢ to R;.

R; accepts if and only if g"(h h;)~¢ = a. If this verification holds, R; computes r' :=
r+t; + ¢'s; mod g.
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Let sp; denote the blinding-invariant number for R;, and sy; # s¢; mod ¢ that for
R;; the corresponding “not-yet-blinded” public keys are h; and h;. The alternative

attack on two parallel executions of this issuing protocol is the following:

Step 1 for R;) S generates at random a number w; € Z,, and sends a; := ¢*: to R;.
(Step 8 @ g
(Step 1 for R,) S generates at random a number w; € Z,, and sends a; := g*7 to R;.

(Cooperation between R; and R;) R; and R; decide on an arbitrary number o €

N, and compute h;, := h;"h}_“. They then compute ¢ := H(hx, a;a;).
(Step 2 for R;) R; sends ¢; := ac, mod g to S.
(Step 2 for R;) R, sends ¢; := (1 — a)cx mod ¢ to S.
(Step 3 for R;) S sends r; := ¢;(x + ys¢;) + w; mod ¢ to R;.

(Step 3 for R;) S sends r; := c¢j(z + ysoj) + w; mod g to R,;.

R; and R, accept if and only if
g"(hh;))™ =a;, and ¢ (hh;)"% =aj.

If this verification holds, then R, and R; compute 7y, := 7;7;.

Proposition 2 Let so;, denote asy; + (1 — a)sg; mod q. If R; and R, accept, then

(SOk, 1)7 hk, (Tka ck)

s a certified key pair.

3. CONCLUSION.

If using the secret-key certificate issuing protocols described in [3] only in sequential
mode is insufficient for some highly demanding practical application, then obviously
one must design different issuing protocols for these secret-key certificates that are
secure even in parallel mode (or design new secret-key certificate schemes altogether).
Although the modification technique proposed in [3] has been shown in this note to
be ineffective, there may very well exist other modifications that are secure in parallel

mode.
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It is clear that the main problem stems from the multiplicative relation between a;
and a; when algebraically combining the respective verification relations for R; and R;.
One trivial attempt to destroy this multiplicative relation would be to let S send f(a)
instead of @ in the first move of the issuing protocols, where f(-) is a correlation-free one-
way (hash-)function or permutation. This still enables R; to verify the correctness of
the response r in the third move (by verifying whether f(r?(hh;)~¢) resp. f(g"(hh;)~¢) is
equal to the number sent by S in the first move). Since it then is infeasible to determine
a number a; and constants I; and [; such that f(a;)%f(a;)% = f(ax), parallel attacks
such as those described above and in Section 3.6 of [3] will not work. There is one
problem with this modification, though: R; can no longer blind the certified public
keys (in particular, f(a)) that it retrieves in the modified issuing protocol, and so this

particular modification fails on another account.

Note that the restrictive blind issuing protocol for Schnorr-based public-key certifi-
cates, developed in [1] (see also [5]), seems resistant to parallel mode attacks such
as those described in [3] and in this note, and so for highly demanding Discrete Log
based systems one can always use that particular certificate scheme. A modification
technique for secret-key certificate issuing protocols that does seem to offer security in

parallel mode is the subject of forthcoming work.
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