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Abstract. The Fiat-Shamir transform is one of the most widely applied methods for
secure signature construction. Fiat-Shamir starts with an interactive zero-knowledge
identification protocol and transforms this via a hash function into a non-interactive
signature. The protocol’s zero-knowledge property ensures that a signature does not
leak information on its secret key s, which is achieved by blinding s via proper ran-
domness y. Most prominent Fiat-Shamir examples are EC-DSA signatures and the new
post-quantum standard ML-DSA (aka Dilithium). In practice, EC-DSA signatures have
experienced fatal attacks via leakage of a few bits of the randomness y per signature.
Similar attacks now emerge for lattice-based signatures, such as ML-DSA. We build on,
improve and generalize the pioneering leakage attack on ML-DSA by Liu, Zhou, Sun,
Wang, Zhang, and Ming. Using a transformation to Integer LWE (ILWE), their attack
can recover a 256-dimensional subkey of ML-DSA-44 from leakage in a single bit of
y per signature, in any bit position j > 6. However, the number of required signatures
grows exponentially as 4J . In this work, we show that not all leaky signatures carry
information about the secret subkey. We introduce the notion of informative signature
relations. This notion allows us to define a preprocessing step, called filter-and-shift
that leads to ILWE instances that require a smaller sample amount. Unlike the standard
ILWE transformation, filter-and-shift exploits the smallness of secret keys, and therefore
might be of independent cryptanalytic interest. In comparison to Liu et al., for j = 6
we require only a quarter of the signatures and reduce the exponential growth to 2/ In
addition, we show that the secret subkey can be recovered even with a leak bit corrupted
by a large amount of noise, in theory up to the maximum of 50%. Experimentally, we
still recover the secret with 43% noise, where we need 170 times as many signatures as in
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the noise-free setting. The attack applies more generally to all Fiat-Shamir-type lattice-
based signatures. For a signature scheme based on module LWE over an £-dimensional
module, the attack uses a 1-bit leak per signature to efficiently recover a %—fraction of
the secret key. In the ring LWE setting, which can be seen as module LWE with £ = 1,
the attack recovers the whole key.

Keywords. ML-DSA, Dilithium, Randomness leakage, Key recovery, Side-Channel.

1. Introduction

EC-DSA attacks as a warning. EC-DSA signatures are one of the most important
cornerstones for securing authenticity in our digital society. The origin of EC-DSA
lies in Schnorr’s identification protocol [48] that proves knowledge of a secret discrete
logarithm s via revealing some value z = c¢-s + y mod g, where c is a known challenge
and y an unknown randomness. For y chosen uniformly at random from Z, z is also
uniformly random over Z,. Hence, the value of ¢ - s is information theoretically hidden,
thereby perfectly blinding the secret s.

On the attack side, it was soon realized [25,42,43] that the Boneh-Venkatesan lattice-
based algorithm for the hidden number problem [8] can be utilized to tackle EC-DSA sig-
natures via leakage of y’s bits. While the original theoretical bound required O(/log q)
leaked bits of y per signature, this was quickly improved to a few bits of y in practical
DSA settings. Ever since then, the cryptographic community has been on a chase for
further reducing the required amount of leaked bits per signature [2—4,16,31,51].

A series of devastating real-world attacks [11,30,31,37,46] demonstrated that ran-

domness leakage is not only a theoretical threat. Interestingly, these real-world attacks
usually do not require invasive side-channel techniques. Instead, they often simply ex-
ploit a slight bias in the choice of y, e.g., when some bits of y are (unintentionally) set
to a fixed value. Moreover, the Dual EC disaster [10] showed that randomness selection
may also be biased maliciously. This warns us to carefully secure Fiat-Shamir based
post quantum signatures against similar randomness leakage attacks.
History of code- and lattice-based signatures. When looking at post-quantum cryp-
tography in general, the construction of efficient and secure signatures has been a more
delicate process than the construction of encryption. While initial constructions for en-
cryption from codes [38] and lattices [21,28] basically resisted cryptanalytic efforts and
just underwent some modernizations [1,32], the story of their signature counterparts
[9,26,29] has seen a series of breaks and improvements.

For codes, the well-known McEliece-type CFS signature [9] suffered from slow sign-
ing, initial parameters were broken by a Generalized Birthday attack due to Bleichen-
bacher (see [19]), and later a key distinguishing attack was found [18].

For lattices, the NTRU NSS scheme [29] and its successor NTRUSign [26] have
faced effective cryptanalytic attacks [22,24]. Nguyen and Regev [41] showed that the
inherently leaked information of GGH and NTRU signatures [21,26] can be exploited
to recover the secret key via gradient descent on a multivariate optimization problem.
The result of [41] already demonstrated that even a small leakage is a serious threat to
lattice signing schemes, resulting in full key recovery.
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In two breakthrough results on the constructive side, Gentry, Peikert, Vaikuntanathan
[23] and Lyubashevsky [34] demonstrated how to build lattice-based signatures, prov-
ably without secret key leakage. While [23] utilizes the hash-and-sign paradigm, Lyuba-
shevsky [34] uses the Fiat-Shamir transform. Lyubashevsky provides a method called
Fiat-Shamir with Aborts for achieving a zero-knowledge proof of an LWE secret key s,
heavily inspired by Schnort’s protocol [48]. The novel post-quantum standard ML-DSA
[33,40] is essentially a highly optimized variant of Lyubashevsky’s signature scheme.
Fiat-Shamir with Aborts. Let us dive a little deeper into the details of Lyubashevsky’s
Fiat-Shamir with Aborts [14,34] in various LWE settings. Let R = Z[X]/(X" + 1),
and let s € R be an LWE secret key having £n (small) polynomial coefficients. The
reader should think of £n as the security parameter. For a challenge ¢ € R derived from
a hashed message, Lyubashevsky’s scheme blinds the value cs via some randomness
y € R® as z := ¢s +y, analogous to [48].

Importantly, while Schnorr’s scheme is defined over the finite ring Z,, Lyubashevsky
uses the infinite ring R = Z[X]/(X" + 1). Using an infinite ring comes with the disad-
vantage that z can no longer be uniformly random over R. In particular, the computation
of z does not involve a modulo-q reduction. Thereby, z may leak information on s. To
prevent this, Lyubashevsky introduces a clever rejection sampling technique, which re-
runs the underlying identification protocol until the resulting z becomes independent of
s. However, this zero-knowledge argument crucially requires that y is chosen perfectly
secret and uniformly at random.

Randomness bit leakage model. For simplicity, in the remainder, we call (c, z) a sig-
nature, although a Lyubashevsky signature contains more information (that we do not
use in our attack).

Notice that the randomness y € R’ is represented as £n polynomial coefficients,
denoted yi, ..., yen € Z. As a running example, let us use ML-DSA-44 parameters
(aka Dilithium-II) with

fn =1024, and yi, ..., ye € (=2'7,2'7),

resulting in a randomness y having 1024 - 18 = 18, 432 bits. Let us write an 18-bit
polynomial coefficient y; in binary representation as

17

vi=Y_ yij2 withy; j € {0, 1},
j=0

e.g., in the standard binary two’s complement form. Out of the 18, 432 bits for repre-
senting y, we assume leakage of a single fixed bit y; j € {0, 1} in a position j > 6. Our
goal is to reconstruct s from many leaky signatures (c, z, y; j), for z = cs +y (with
proper rejection sampling) and leakage bit y; ; of y.

Integer LWE (ILWE). It was observed in [27] that Integer LWE (ILWE) — i.e., an
LWE instance without modular reduction, such as Galbraith’s binary matrix LWE [20] —
leads to efficient cryptanalysis using methods from linear optimization. In [17], Espitau,
Fouque, Gérard and Tibouchi described a side-channel attack on BLISS signatures [13]
that via leakage also leads to ILWE equations. Afterwards, the ILWE problem was
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systematically studied by Bootle, Delaplace, Espitau, Fouque and Tibouchi [5], who
showed that ILWE can in general be solved by linear regression. More precisely, given
an LWE instance t = As+ e over the integers, one can use linear regression to efficiently
compute an approximation § of s over the reals. The authors of [5] showed that, if the LWE
instance has enough samples (i.e., A provides sufficiently many rows), then rounding §
coordinate-wise reveals s.

By construction, an ML-DSA signature (c, z) already defines an ILWE instance z =

cs +y, where y plays the role of an LWE error. However, by Lyubashevsky’s zero
knowledge result [34] those equations perfectly protect s, resulting in an unsolvable
ILWE instance.
Liu-Zhou-Sun-Wang-Zhang-Ming attack [36]. The unsolvable ILWE instance z =
¢s +y in ML-DSA becomes solvable if we leak some bit y; ; of y for many signatures
(c, z), as first observed in the attack of Liu, Zhou, Sun, Wang, Zhang and Ming [36].
For ML-DSA-44, using knowledge of a single leaked bit y; ; in position j > 6, the
work of [36] shows how to transform into a solvable ILWE instance, whose solution is
a 256-dimensional subkey s of ML-DSA-44’s 1024-dimensional secret s. The authors
of [36] apply the ILWE framework of [5] to solve via linear regression for the subkey
S. For bit position j = 6, the regression successfully recovers all 256 coordinates of s
using roughly half a million signatures, that in turn lead to half a million ILWE relations.
Given the efficiency of linear regression, carrying out such an attack can be done in less
than 1 min for recovery of s.

However, for bit positions j > 6, the attack is significantly less efficient. The reason is
that, in the [36] attack, increasing j by 1 increases the number of required signatures by
a factor roughly 4. This exponential increase in signatures and ILWE relations quickly
makes the [36] attack impractical. As an example, if the bit leak is in the most significant
bit j = 17, the attack would require solving an ILWE instance with roughly 2*! relations.

For j = 6, the work of Qiao, Liu, Zhou, Ming, Jin and Li [45] demonstrated the
real-world relevance of the [36] attack, by realizing randomness bit leakage via a Public
Template Attack on a masked ML-DSA implementation.

1.1. Our Results

Our starting point is the [36] attack within the ILWE framework of [5]. However, we
strongly deviate from the original description of [36].

Understanding leakage and zero-knowledge. The original analysis shows that leakage
in y allows generation of new ILWE relations that, seemingly by chance, fall into a
regime where linear regression can recover the subkey S. A significant drawback of this
approach is, however, that it can not explain why leakage in y actually undermines the
zero-knowledge property of the signature scheme. This makes building upon the attack
quite challenging. Therefore, we develop a completely new approach towards the attack.
We formally analyze the distribution of leaky LWE signatures in detail, allowing us to
fully explain how leakage in y undermines zero-knowledge. This, in turn, allows us to
significantly improve the attack in various ways.

Informative relations. Our novel analysis shows that for increasing bit positions j,
most of the resulting ILWE relations actually do not provide any information on s. We
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call such relations zero-knowledge. Those relations that actually provide information are
called informative.

Using again ML-DSA-44 as an example, [36] feeds for j > 6 a mixture of many zero-
knowledge and few informative relations as input to linear regression. The use of zero-
knowledge relations slows down linear regression, since the zero-knowledge relations
dilute the input data, thereby resulting in a larger amount of required signatures. If we
instead feed only informative relations as input to linear regression, then the amount of
required signatures already drops significantly.

In the original attack of [36], the number of required signatures roughly grows by a
factor of 4 for every increase in bit position j. In ours, the growth per bit position drops to
roughly a factor of 2, making the attack more efficient for all bit positions j > 6. Notice
that such a (still) exponential growth in j is inherent. The reason is that the amount of
zero-knowledge relations roughly doubles per increase in j.

Easier ILWE via filter-and-shift. Besides filtering out the zero-knowledge relations,
we further propose to apply a novel shift transformation to the informative relations.
We prove that this strategy, which we call filter-and-shift, allows to solve ILWE using
significantly fewer samples. Remarkably, in the standard approach for solving an instance
t = As + e [5], the required amount of samples depends only on the distribution of A
and e. In contrast, ours also takes the distribution of s into account, thereby significantly
reducing the number of required samples. We therefore believe that our filter-and-shift
approach might be of independent interest for other cryptanalytic applications.
Subkey vs full secret key recovery. In a Lyubashevsky-type signature scheme based
on module LWE over an ¢-dimensional module, each signature coefficient is a function
of only a subkey, an %—fraction of the complete secret key s. In the ring LWE setting
with £ = 1, the subkey is in fact the whole secret key s. For ML-DSA-44 with ¢ = 4
each signature coefficient depends on a 256-coordinate subkey, a }T-fraction of the full
1024-coordinate s. Thus, assuming only a single bit leak our attack can naturally only
recover the corresponding subkey on which the signature coefficient depends. If multiple
bits are leaked — one for each of the £ rings in module LWE — the attack recovers all
subkeys, and thus the complete secret key.

However, throughout the paper we assume only a single bit leak. Thus, our main goal

is efficient subkey recovery. For completeness, we also briefly analyze the complexity of
recovering the whole key from a %—fraction subkey using standard lattice based methods
[12].
Noisy leakage. In practical side-channel attacks, a leak bit is often corrupted by noise,
i.e., the leak bit gets flipped with some error rate p € [0, 0.5). We analyze this noisy
leakage setting and show that the attack remains effective. Our attack uses knowledge
of p, but, building on [7], we show that even an unknown p can be effectively estimated
by an attacker.

In theory, a secret subkey can still be recovered for any error rate below the theoretical
maximum of 50%. In experiments, we successfully recover the secret subkey for both
known and unknown error rates p of up to 43%. Notably, recovery from an unknown,
estimated error rate p requires roughly the same number of samples as for known p.
Analysis of required relations. The work of [5] describes a very general framework for
solving ILWE via linear regression. By an application of the [5] framework, [36] achieve
alower bound for the number of required linear relations to successfully recover a secret
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subkey of s via rounding that is quite inaccurate in practice. We provide an improved
bound, by fine-tuning the analysis to our attack setting, that accurately matches our
experimental results in both the noise-free and in the noisy case.

Organization of the paper. In Sect. 2, we recall Lyubashevsky’s identification protocol,
that together with the Fiat-Shamir transform results in Lyubashevsky’s signature scheme.
We define our attack model with leaky LWE signatures in Sect. 3. We solve the problem
of key recovery from these leaky signatures by (1) extracting ILWE relations on the secret
key, (2) applying filter-and-shift to obtain an easier ILWE instance, and (3) solving the
resulting ILWE instance using least squares regression.

Since the filter-and-shift technique is not limited to our attack, we bring it forward to
Sect. 4, and postpone the rather technical relation extraction to Sect. 5. For ease of ex-
position, we first consider only the noise-free case p = 0, and afterwards generalize our
analysis to arbitrary noise p € [0, 0.5) in Sect. 6. In Sect. 7, we analyze the correctness
and run time of our attack. First, we show that least squares converges to the true secret
key, then we derive an estimate of the sample complexity. We provide experimental
results in Sect. 8. Lastly, we consider practical aspects of our attack in Sect.9.

2. Lyubashevsky ID Protocol, Fiat-Shamir with Aborts

In this section, we recall Lyubashevsky’s identification protocol [34,35] (ID protocol),
and introduce useful notations.

Notations. Lyubashevsky’s ID protocol is defined over the cyclotomic ring R := Z[ X1/ (X" +
1), where n is a power of two. Some operations are performed over the ring R; :=
Zq1X1/(X"

+ 1), for some prime g. Every ring element r € R is represented by a degree-(n — 1)
polynomial r = Z;:ol ri X', wherer; € Z.Foraringelementr € R, we define [rlg =7
mod ¢, i.e., applying [-], to r reduces the coefficients r; modulo g. We extend [-], to
vectors v € R’ by applying it coordinate-wise. We stress that throughout our paper,
all operations are performed over R and Z C R, unless we explicitly indicate modular
reduction by the [-],, operator, for some modulus m € N.

For y € N, we write [£y]" C R to denote the set of all ring elements r € R with
coefficients |r;| < y.Ifn = 1, then we drop the n-superscript from [y ]"”. Moreover, for
0 <t < n,wedefine [£1]7 C [£1]" C R asthesetofallring elementsr € [£1]" C R
having exactly t non-zero coefficients.

Lyubashevsky’s protocol. The ID protocol is parametrized by

— the ring dimension 7,

the modulus ¢,

— the LWE-secret dimension £,

the LWE-error dimension k,

the LWE-distribution width n,

— the commitment-distribution width y,
the randomness-distribution width y, and
— the challenge weight 7.

For notational convenience, we further define 8 :=n - 7.
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Prover P(A,t,s,s2) Verifier V(A, t)
yi e ([ y2 « (E=9]M)"
w = [Ay1 + y2lq

N
ce 1]}
P
Z1 = CS1 + Y1
Zy 1= CS2 + Y2
if z1 ¢ ([£(y = B)]")" or 22 & [£(y — A"
then restart.
(ZL@
Accept iff

z € ([E(y - B)")",
23 € [£(y — §)]"", and
[Az1 + 22 — ct]qg = W.

Fig. 1. Lyubashevsky’s ID protocol.

Public keys are of the form (A, t) € R’;Xlleq‘,whereA €R R’q‘xz andt = [As|+s2],,

for some 8| €g ([j:n]")é and sy € ([:I:n]”)k. (Throughout the paper, for a set A, we
denote by a €r A that a is sampled uniformly at random from A.) The secret key
corresponding to (A, t) is (s1, s2). Hence, a key pair defines a (module) LWE instance.
The goal of the ID protocol is to create a zero-knowledge proof of knowledge of the
secret key.

Following the notation of Lyubashevsky’s survey [35, Figure 5], we formally describe
the ID Protocol in Fig. 1. It follows the usual three-step ID structure of the prover P send-
ing a commitment w (depending on some randomness (y1, ¥2)), the verifier V sending a
challenge c, and the prover sending a response (z1, 72).

Notably, the computation of (z1, ) is not modulo ¢ but over the integers. The prover P
restarts the protocol, if the coefficients of z; and z, do not fall into the range [+(y — 8)].
This rejection sampling of Fiat-Shamir with Aborts is crucial for zero-knowledge. To
information-theoretically hide the secret key, the coefficients of the response have to be
uniformly distributed over the range [£(y — B)].

Typical parameters for the ID protocol are shown in Table 1. The ML-DSA columns
show the three standardized parameter sets. We provide an additional parameter set,
labelled Ring-LWE-1024, which is supposed to have the same security level as the ML-
DSA-44 parameters. Indeed, in ML-DSA-44 and Ring-LWE-1024, we have k - n =
£ -n = 1024, and all remaining parameters are identical. The complexity of all known
attacks does not depend on the values of n and £ themselves, but only on the product
£ -n. However, as we will discuss in the subsequent sections, in the presence of leakage,
the values of £ and n are very important for security. That is, the smaller £, the more
dangerous leakage becomes.

Differences with ML-DSA. For efficiency purposes, ML-DSA uses an optimized variant
of the ID protocol. Most importantly, it incorporates various clever techniques, that allow
to drop z; from the response, and to drop the low bits of t from the public key. We refer the
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Table 1. Various parameter sets for Lyubashevsky’s ID protocol.

ML-DSA-44 Ring-LWE-1024 ML-DSA-65 ML-DSA-87
n 256 1024 256 256
k 4 1 6 8
14 4 1 5 7
q 8380417 8380417 8380417 8380417
n 2 2 4 2
y 217 217 219 219
T 39 39 49 60
B 78 78 196 120

reader to Lyubashevsky’s survey [35, Sections 5.4 and 5.5] for an in-depth explanation
of these optimizations.

For ease of notation, throughout the paper we mostly consider the non-optimized
version of the ID protocol, as depicted in Fig. 1. We stress, however, that all our results
apply to the optimized variant used in ML-DSA as well. In particular, dropping z, from
the response does not affect our attack, since we attack only the z;-component of the
response. Dropping the low bits of t from the public key also has no effect on our attack,
since they can efficiently be recovered via linear programming [44].

3. Attack Model

We now formally describe our attack model. Consider a Lyubashevsky-type signature
scheme based on the ID protocol from Fig. 1. In a nutshell, we assume that there is
a flaw in the random number generator for sampling y; € R® = (Z[X]/(X" + 1)).
More precisely, we consider the following scenario: Implementations typically identify
y1 with its (n - £)-dimensional coefficient vector over 7/t The entries of the coefficient
vector are stored in two’s complement. We assume that one fixed bit in this binary two’s
complement is revealed to the attacker. One possible scenario might be, e.g., that in
every signature this bit is stuck at 0. Of course, more general scenarios are also possible.
Two’s complement. For a word width w, the two’s complement stores signed integers
x with —2@—1 < x < 2w—lgg a binary string (xy_1, Xy—2, - - ., X1, X0) € {0, 1}*, such

that
w—1
X = Z x;2/ ,
j:0 2w

where [-],» denotes the modulo-2" operator, that maps any a € Z to the unique centered
around 0 value [a]y» with [a]o» =a mod 2% and —2¥~! < [a]ow < 2¥~L. See Table
2 for an example of the two’s complement representations with word width w = 3. For
agiven j,0 < j < w, we call x; the j-th bit in the two’s complement representation of
X.

Formalizing our problem. In Lyubashevsky’s signature scheme, a signature contains
(among other values) a ring element ¢ € R and a vector z; € RE. Recall that z; is
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Table 2. Two’s complement representations with word width w = 3.

Integer x 3 2 1 0 -1 -2 -3 —4
Binary two’s complement 011 010 001 000 111 110 101 100

computed as
Z) =cS;+ Y1,

where s; is the LWE secret, coming from the secret key (s1,s2) € RY x R*. Write
s1 = (s1.1,81.2,...,51,¢) With s;; € R. Since each (R x R)-multiplication c - s1; in
¢sy = (¢c-s1.1,...,C81,¢) can be seen a matrix—vector multiplication in Z"*" x Z",
each of the n - € coefficients of z; yields one linear relation in the LWE secret s;.
Importantly, the first n coefficients of z; depend only on the first component s; 1, the
next n-coefficients depend only on the second component s1 », and so forth. Hence, in
our attack model, we are tasked with solving the following problem:

Definition 1. (Leaky-Signature-LWE) Fix some public parameters j, , 1, ¥, and define
B:=n-t.Let(A,t) € R’{;X’Z X R’(; be an LWE public key with corresponding secret key
(s1,82) € ([En1* x ([£n]*. Let x € Z" be the coefficient vector of one component
of s1. In the Leaky-Signature-LWE problem one is given the public key (A, t), along with
arbitrarily many relations of the form (¢, z, y;) € [£1]} x Z x {0, 1}, that are sampled
from the following distribution:

1. Sample y < [£y], and ¢ < [£1]].

2. Setz = (¢, x) +y.

3. If |z] < [£(y — B)], output (¢, z, ¥;), where y; is the j-th bit in the binary two’s
complement representation of y. Otherwise go back to Step 1.

The goal is to recover the LWE secret s;.

3.1. Recovering the Secret Key s| from a Subkey x

The tuples (¢, z, y;) in Definition 1 only reveal information about the subkey x. To
recover the whole key s; from x, we follow the LWE with side information framework
of [12,15,39]. Here, each of the n coordinates of x gives rise to a perfect hint on the
LWE secret s1. Given such perfect hints, the framework transforms the lattice problem
that underlies our LWE instance into a simpler one.

The work of Dachman-Soled, Ducas, Gong and Rossi [12] provides an estimator that

determines the complexity of the resulting lattice problem within the Core-SVP model.
In this model, one estimates the smallest BKZ blocksize 8 at which the BKZ algorithm
[47] successfully solves the problem. For a given blocksize 8, the bit complexity of BKZ
is then estimated as 202928,
Dilithium parameter sets. We ran the estimator of [12] on the standardized Dilithium
parameter sets (see Table 1) to determine the required BKZ blocksize g for recovering
the whole LWE secret key from « known coordinates (forallk =0, 1,2, ..., £-n). The
results are shown in Fig. 2.
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Fig. 2. Required BKZ blocksize to break Dilithium with known coordinates.

For our leakage attack, where x reveals k = n = 256 coordinates, we obtain blocksizes

B =287, f =469 and g = 712 for the parameter sets ML-DSA-44, ML-DSA-65 and
ML-DSA-87, respectively. The corresponding bit complexities are 84, 136 and 208. We
conclude that in all three parameter sets, recovering s from x still requires significant
computational effort. However, knowledge of x brings security significantly below the
desired levels of 128, 192 and 256 bits.
Comparison with Ring LWE. The hardness of recovering s from x strongly depends
on the value of £, since the n coordinates of x € Z" reveal a %—fraction of the LWE
secret 81 € (Z[X]/(X™" + H)HE. Naturally, the larger ¢, the harder recovering s from x
becomes.

In the ring LWE setting, where ¢ = 1, x fully reveals s;. Hence, we conclude that
instantiating Lyubashevsky’s signature scheme with ring LWE makes it particularly
vulnerable against the leakage attack.

We like to stress, however, that this only applies to the setting, where leakage occurs
in one fixed component of y € (Z[X]/(X" + 1))¢. If we would obtain leakage in all
£ components of y, then module LWE would be as vulnerable as ring LWE, since our
attack would recover all £ subkeys of s;.

4. ILWE via Filter-and-Shift Preprocessing

The core of both the randomness leakage attack in [36] and ours consists in solving an
ILWE instance z = Cx + y of the following shape:

the rows of C € Z™*" are sparse ternary vectors of £{-norm ,
the entries of x follow the uniform distribution over [£7], and

the entries of y follow the uniform distribution over [£y;], @))
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where 7, 7 and y; are some parameters. The parameters t and 7 are the same as in the ID
protocol from Fig. 1, but y; is strictly smaller than y in Fig. 1. We instead have y; ~ 2/,
where j is the bit leak index from Definition 1.

In Sect.5, we explain in detail how we extract an ILWE instance z = Cx + y of this
shape from leaky Lyubashevsky signatures. However, for now, we treat the explanation
of the extraction in a black box fashion, and instead first show how to solve the resulting
ILWE instance. To this end, we introduce a novel algorithm that recovers x from (C, z)
more efficiently than the standard approach of [5]. Specifically, instead of directly apply-
ing least squares regression to (C, z), we propose to first perform a novel preprocessing
step. Since ILWE instances as in Equation (1) might also arise in different contexts, we
believe that our algorithm for solving them might be of independent interest. We there-
fore chose to not obscure the algorithm’s description with the extraction that is specific
to the setting of leaky Lyubashevksy signatures.

Let o*j2 := y;j(y; + 1)/3 denote the variance of the entries of y, and let us model the

distribution of the entries of C by a zero-mean distribution with variance 062 = t/n.

Then the smallest m for which the standard approach successfully solves such an ILWE

instance grows as
o? yin
m=0(Llogn) | =6 ~=login) | . 2)
ox T

C

see [5, Theorem 4.5]. In contrast, the smallest m for which our novel approach suceeds
is

m= 0 (yjnn log(n)) . 3)

We therefore improve over the standard approach whenever

vi
n<?f. 4)

Equation (4) can be interpreted as follows. Let us denote the rows of C by ¢; and set
B :=nt. Then for any ¢; € [£1]7, we have

i, )| < lleillt - IXlloo = 8-

Since Equation (4) is equivalent to 8 < y;, it follows that our approach is superior
whenever the inner products (¢;, X) are small compared to y; = [|yllcc. In particular, in
contrast to the standard approach, ours incorporates the size of the entries of x.

4.1. Zero-Knowledge Samples

The ILWE instance z = Cx 4y from Equation (1) is closely related to Lyubashevsky’s
ID protocol from Fig. 1. Indeed, if we set y := y;, then every coefficient z; of the
response z; := ¢S] + y; computed in the protocol gives rise to an ILWE sample

Zi = (¢, X) + ¥,
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where X is a subkey of the secret s; and ¢; is derived from the challenge ¢ € R. There is,
however, a crucial difference between ILWE and the ID protocol: The prover restarts the
protocol whenever an ILWE sample z; is outside the range [4=(y; — B)]. In particular,
in the ID protocol, an attacker never sees ILWE samples z; ¢ [£(y; — B)]. As shown
by Lyubashevsky, this guarantees that no information on the secret key is revealed to an
attacker. More formally, Lyubashevsky’s proof shows that whenever an ILWE sample z;
is bounded in absolute value by |z;| < y; — B, then the distribution of the tuple (¢;, z;)
is independent of x. This motivates the following definition.

Definition 2. (Informative ILWE samples) Let z; be an ILWE sample from Equation
(1). We call z; a zero-knowledge sample if |z;| < y; — B, where B := nt, and we call
z; an informative sample otherwise.

While Lyubashevsky’s proof was originally meant for proving security of the ID
protocol, we will see below that it provides valuable insights for the cryptanalysis of
ILWE. The main idea behind the proof'is that zero-knowledge samples follow the uniform
distribution over [£(y; — B8)]. This, in turn, can be proven using the following lemma.

Lemma 3. Let (¢,Xx) € Z be a random inner product drawn from some probability
distribution. Suppose we sample y € Z uniformly at random from [£y;), independently
from (¢, X). Then for z := (¢, X) + y and any x € Z it holds that

Pr(x —yj < (¢, x) < x + yj]

Priz =x1= 2, +1
J

Proof. By definition of z, we have

Priz=x]=Prly=x—(e.x)]= Y Prly=x—i|(c.x)=i] Pr{c.x) =i].

i=—o00

Since y is uniformly random over [+y;] and independent of (c, x), the above becomes

x+y;
Priz =x] = . Pr{c,x) = 1],
[z = x] 2yj+1_2 (e, x) = i]
i=x—y;
from which the desired statement immediately follows. (]

For our ILWE instance with |{(¢;, x)| < B, Lemma 3 shows that the distribution of every
ILWE sample z; = (¢;, X) + y; is

1, if —yj+B=<x=<y;—8,
) Prl{ei.x) = x — vyl ify; —B<x <y +5,
2yij+1 | Prl{c;,x) <x+vy;l, if —y;—B<x<-y;+8
0, else.

Pr[z; = x] =

®)
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Pr[z = z]

—y; — B - + B v — B %"4‘5

Fig. 3. Distribution of z; = (¢;, X) + y; with [(¢;, x)| < B and y; < [Ly;].

As illustrated in Fig.3, the zero-knowledge samples z; € [£(y; — B)] thus in-
deed follow the uniform distribution over the interval [=(y; — B)]. (To visualize both
Pr[(¢;,x) > x — y;] and Pr[{(¢;, x) < x + y;] in Fig.3, we use the cumulative distri-
bution function of a properly parameterized Gaussian distribution. This is justified by
the central limit theorem, since (¢;, x) is the sum of t uniformly random integers from
[£n1)

Note that zero-knowledge samples only exist if y; > B, i.e., if the inner products
(¢;, x) are small compared to y;. (Otherwise the region —y; + 8 < x < y; — B inFig.3
is empty.) As we will see below, this is precisely the regime where we improve over the
standard approach for solving ILWE.

4.2. The Filter-and-Shift Preprocessing

Since zero-knowledge samples do not reveal any information on the secret x, they cannot
help in solving the ILWE instance. Based on this observation, we propose with Algorithm
1 a novel preprocessing technique for ILWE.

Algorithm 1: filter-and-shift
Input : ILWE instance (C, z) € Z"*" x Z™, parameters y;, f.
Output: Easier ILWE instance (C’,z’) € zm'xn s gm’ with m! <m.

1 if Vi < B then

2 ‘ return (C, z).

3 else

4 | Initialize empty matrix C’ and empty vector z'.

5 fori=1,...,mdo

6 if yj — B < lzi| < yj + B then > Filter to informative, Def. 2.
7 if z; > y; — B then

8 ‘ i<z —yj+B > Left shift.
9 elseif —y; — B >z; < —y; + B then

10 ‘ zi<zity;—B > Right shift.
1 Append z; to z’ and ciT to C'.

12 return (C’, z/).
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28 0 23
xT

Fig. 4. Distribution of z; after applying Equation (6). The circle at x = 0 is supposed to illustrate that z = 0
has probability 0.

Algorithm 1 filters out all zero-knowledge samples z; € [£(y; — B)] from the ILWE
instance, and transforms every informative sample z; by shifting it as'

< zi —vj+ B, %ZZ>V; B, ©)
zi+yi—B, ifzi <—y;+B.

Intuitively, the algorithm thus cuts out the region —y + 8 < x < y — B from Fig.3,
thereby producing a new ILWE instance (C’, z’) in which the samples follow the distri-
bution shown in Fig.4. As we will see below, (C’, Z') is easier to solve for least squares
regression than (C, z) is.

Error distribution. Comparing the distribution of the ILWE samples produced by
Algorithm 1 (Fig.4) with the distribution of the original samples (Fig. 3), it follows that
the output (C’, z’) of Algorithm 4 behaves like an ILWE instance in which the entries
of the error y’ := z’ — C'x follow the uniform distribution over [+8]. Indeed, if we set
yj := B inFig.3, then Figs. 3 and 4 become essentially identical. (The only insubstantial
inaccuracy being here that x = 0 is excluded in Fig.4.)

Number of ILWE samples. Suppose y; > B. Then by Equation (5), any given sample
z; in the original ILWE instance (C, z) € Z™*" x Z™ is an informative sample with
probability

vi—B
Prilzi] > y;—Bl=1— Y Prlu=x]=1

x==y;+p

2y B+l 2B
2y; +1 2)/j+l'

(7

The expected number of samples m’ in the ILWE instance (C',z)) € Z" " x 7"
produced by Algorithm 1 is therefore

/— . 2ﬂ - (~ .ﬁ
E[m'l=m 2yj+1—0<m yj). ®)

Success condition for least squares regression. Recall from Equation (2) that the
smallest m for which least squares regression solves the original ILWE instance (C, z) €

nits first if condition, Algorithm 1 furthemore checks whether |z;| < y;+ 8. This may seem unnecessary
for now, but will be useful later on.
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Z™*" x 7™ (in which the error is uniform over [£y;]) grows as

Zn
m=0 (yj— 10g(n)> .
T

As a consequence, for the ILWE instance (C', z') € gm'xn . gm' (in which the error is
essentially uniform over [+4]) the smallest such m’ grows as

2
m =6 (ﬂr—” log(n)) .

Using Equation (8) to estimate m’ and using 8 = nt, we rewrite the above as
m = O (yjnnlog(n)) .

This is precisely the desired bound from Equation (3), which improves over the state of
the art whenever y; > B.

5. Relation Extraction

Bit leak breaks zero-knowledge. In the Leaky-Signature-LWE problem (Definition
1), we are given arbitrarily many relations (c, z, y;) € [£1]? x Z x {0, 1}, where z is
defined as

z={(c,X)+y,

for some secret error y, and y; is the j-th bit of the two’s complement of y. Grouping
all z’s, y’s and ¢’s into vectors z, y and a matrix C, respectively, gives rise to an ILWE
instance

z=Cx+y,

with solution x. Importantly, since z is drawn according to the rejection sampling pro-
cedure of Fiat-Shamir with Aborts, the ILWE instance consists only of zero-knowledge
samples (as defined in Sect.4). Consequently, it is information-theoretically unsolvable.
For instance, linear regression-based algorithms fail here, because the distribution of
the error y does not meet the necessary requirements: Since z follows the uniform dis-
tribution over [+£(y — B)]", where m is the number of ILWE samples, it follows that
the distribution of y = z — Cx conditioned on Cx is the uniform distribution over the
interval
Iex == [£(y — BI" — Cx,

thereby failing to meet the requirements for linear regression to succeed [5].
As we will see below, having access to the leaked bit y; allows us to efficiently
transform every z = (¢, X) + y into

z:=(c,X) + [yl - &)
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We call the process of computing z relation extraction. Grouping all Z’s into a vector Z,
we obtain a new ILWE instance

z=Cx+[yly.

The crucial observation is now that replacing the error y < Icx by [y],; makes the
error distribution close to the uniform distribution over [2/~11". As a result, if m is
sufficently large, then the resulting ILWE instance does meet the requirements for linear
regression to succeed: If we combine linear regression with our novel filter-and-shift
technique from Sect.4, then Equation (3) shows that we can solve the ILWE instance
provided that

m=0@ <2j17n 10g(n)> ,

where 1 := ||x||so and 7 is the dimension of x. In other words, knowing one bit per entry
of y allows us to break zero-knowledge, and thereby to recover the secret x.
Differences with [36]. The seminal randomness leakage attack of Liu, Zhou, Sun,
Wang, Zhang, and Ming (LZS™) also uses leakage in y to transform the unsolvable
ILWE instance z = Cx + y into a solvable instance, in which the transformed error is
obtained by performing modular reduction on the original error y. There are, however,
two differences from the approach outlined above. First, while we work with the two’s
complement, LZS™ work with the less standard sign-and-magnitude bit representation.
Second, while we work with the standard [-],; modular reduction, LZS™ reduce y € Z
to some value y defined as follows:

1. If y > 0, then ¥ is the unique value in [0, 2/) satisfying ¥ = y mod 2/.
2. If y < 0, then y is the unique value in (—2/, 0) satisfying y = y mod 2.

LZS™ thus performs some kind of sign-preserving modular reduction.

As a result, LZS™ obtain an ILWE instance in which the error is close to uniform
over [427], whereas in ours it is close to uniform over [+£2/~!]. In particular, our ILWE
instance is slightly easier to solve. Another advantage of our approach is that our relation
extraction from z = (¢, x) + y to Z = (¢, x) + [y],; is provably correct, whereas LZS™
only claim that theirs is “almost always correct”. Furthermore, in contrast to ours, the
approach of LZS™ can not handle the particularly interesting (and arguably practically
highly relevant) case where the leaked bit y; corresponds to the sign of y.
Partitioning Z,;+1. Before we can describe our relation extraction, we have to make
some simple, yet important, observations about the ring Z, j+1. Throughout this section,
we identify Z,;+1 with the set

L1 = (=27, =2/ +1,...,2/ —1}.
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0 0 0
_o9i-1 9i—1 _9i-1 m 9i—1 _g9i-1 @a 9i—1
_93 _93 _93

Fig. 5. Intuition for our partitions of Z, j+1.

!

MNP where

We consider two partitions Zyj+1 = Z; UZy;,, and Zyj+1 = Z;H UZ

§+l = {_2]7 _2] + ]1 ey _l}s
;—H =7\ Z;H’
L = (=207 2 20
i
L3 =T\L},,,.
We also define
Z;H = Z;H n Z;Hv
ZZ/j’H = Z;—H n Z;Jru
Zz\ﬁ-l = Z2_/?4—1 N Zij+17
Ly =150 VLY,

It is convenient to think of Z,,+1 as a circle, as depicted in Fig. 5. As the figure shows,
Lyj+1 = 137, UZ,;, partitions our circle into a left and a right half. Similarly, Z,;+1 =

Z},,,UZ3,., partitions it into a top and bottom half, and Zy 1 = Z.},,UZ5;,,UZ,}, U
Z; 41 partitions it into four quarters.

We now use Fig. 5, to prove two technical lemmas.

Lemma 4. Forevery x € Zyj+1, it holds that

X, ifx€Z¢

] 2j+1°
[x]) = ¢ x + 2/, ifer/jH,
x—2/, ifxel

j+l:
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Proof. Looking at Fig. 5, we obtain

Z;Jrl Z2/a
Zz/jﬂ =2/ + {0, 1, T2 At R T ¥ ol R 1),
Z2\/‘+1 =2 4 {-1,-2,..., =27 41, -2/},
which already proves the lemma. O

Lemmas. Let x € Z be a signed integer with two’s complement representation
(Xw—1, Xw—2, ..., X1, X0) € {0, 1}**, for some word width w. For any j < w we have

xj =1<4= [x]p+ GZZ+1.

Proof. By definition of the two’s complement, we have x = [Z —0 Xi 2‘] . Together
with Fig. 5, this proves the lemma. (]

With the lemmas above, we are now ready to describe the relation extraction for pro-
ducing 7z as in Equation (9).

Normal-form relations. Recall that in the Leaky-Signature-LWE problem, we obtain
relations (c, z, y;), where z is defined as

z=(c,x)+y,

and y; is the j-th bit in two’s complement representation of y. Before doing the actual
relation extraction, we apply some pre-processing to our relations. This brings our rela-
tions into a special shape, which we call normal form. Dealing only with normal form
relations allows us to greatly simplify the relation extraction and its analysis.

Our pre-processing transforms a relation (¢, z, y;), by replacing z and y; with

2= if eZ5,,,
ZT — Z+ L 1 [2]2/+1 i+l (10)
z=217" if[z]y+ € ZZJ+1’
and
bJ — yj, if [Z]21+1 € Z2/+17 (11)
v @1, if [z]pj+1 €Z2/+1’
respectively.

Let us explain the effect of the pre-processing. In modulo-2/*! arithmetic, adding
2/~ corresponds to rotating the circles from Fig. 5 by 90 degrees clockwise. Similarly,
subtracting 2/~! corresponds to rotating the circle by 90 degrees counter clockwise.
Hence, Equation (10) ensures that

FNERA (12)

Dj+l "
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Let us write z' = (¢,x) + y1, for some unknown y*, which (by Equation (10)) is
defined as
v )y 2 i Lz € 235,
VT =2 ey e 23,
Assume for a moment that y* =y +2/71 i, [z]pj+1 € Z£7+1 . Then by Equation (11),
Lemma 5 and the fact that adding 2/~! rotates the circles Fig. 5 by 90 degrees clockwise,
we have the following equivalence:

bj=1&y; =1 €Ly = [ hn e Z], .
Analogously, if instead y* = y — 2/~!, we have the following equivalence:

bj=1y; =0 [ € Ly = [ hn € Z],,.
Thus, in any case, it holds that

bj=1 [y hn ezl . (13)
Relations (c, zT, bj) with 7zt = (e,x) + y', for which both Equations (12) and (13)
hold, are called normal form relations.

Relation extraction. With the normal form relations available after pre-processing, we
can now describe our relation extraction for constructing 7. Given a normal form relation
(c, 71, bj) with = (c, x) + yT, we compute

[ZT]2j+1, if bj =1,
Z:= [z +2/, ifb; =0and[z'],1 € Zsis (14)
(21541 =2/, ifb; =0and [z'],11 € L

As we show in Theorem 6 below, the resulting 7 has the desired shape. Worth noting, as
in the original relation extraction of [36], we also crucially require j to be sufficiently
large, such that j > log,(8) + 1.

Theorem 6. Let (c, 7T, bj) be a normal form relation with M = (c, x) + yT, where
[(c,x)| < B.If j > log,(B) + 1, then for 7 as defined in Equation (14) it holds that

T=(c.x) + [y
Proof Let us define u := [z'],;+1 — (¢, X). Then it holds that

u=y" mod?2/T!, (15)
and, in particular, [u],; = [yT]z . To prove the theorem, we show that

z=(c,x)+ [ul,y . (16)
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Since (¢, zT, b ;) is a normal form relation, we have by Equation (12) that [ZT]sz €

Z; ;+1- Let us distinguish the two cases

[Ny € 2, (17)

and
[ € 25, - (18)

Suppose we are in the case of quation (17). Then [zT]z j+1 lies in the upper left quarter
of the circles from Fig. 6, i.e., —2/~! =< [17]2,41 < 0. Moreover, since j > log,(8) + 1
and |(c, x)| < B, we have |(c, x)| < 2/~1. Tt follows that u = [z1],,+1 — (¢, x) satisfies

2 <y <271, (19)

In other words, u either lies in the upper left quarter, the upper right quarter, or the lower
left quarter of the circles from Fig. 6, i.e.,

u¢Z\

j+1*

(20)

Combining Equations (15) and (19), we obtainu = [u],j+1 = [y"1j+1 . Since (e, 2T, b))
is a normal form relation, this implies together with Equation (13) that

w2y, =uecll, =y el e bj=1

Hence, by Lemma 4 and Equation (20),

(] u, ifb; =1,
ulyj = )
2 u-+2/, else.

If we are instead in the case of Equation (18), one can show completely analogous that

(] u, ifb; =1,
ulyj = .
2 u—27/, else.

Combining both cases, we obtain

u, ifb; =1
[ulyy = Yu+2/, ifbj =0and [z']y4 € Z5,,
u—2/, ifb; =0and [z € Z},,.

Together with Equation (14) and the fact that [zT]z j+1 = (¢, X) +u, this implies Equation
(16) and thus concludes the proof of the theorem. O
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_93

Fig. 6. Intuition for the proof of Theorem 6. The colored area is the range for u := [z lpj+1—{¢, x), depending

on whether [ZT]Z./"H € Z;‘H (left) or [zT]2_/+1 € ZZ/_;_H (right) Color figure online..

The constraint j > log,(f) + 1. In the proof of Theorem 6, we crucially require
j >log,(B) + 1, where 8 is an upper bound on |(c, x)|. For the ML-DSA-44 parameter
set, which has 8 = 78 a2 23 (see Table 1), Theorem 6 thus suggests that our attack
requires j > [6.3 4+ 1] = 8 to work.

However, as we will show in Sect. 8, our attack works in practice for j as small as
j = 6. This is due to the fact that, in Dilithium with ML-DSA-44 parameters, the
inequality |(c, X)| < B = 78 is a rather coarse worst case bound. Yet, in practice, most
|(c, x)| are significantly smaller than 78: Since (c, x) is the sum of ¢ = 39 uniformly
random integers from [£7] = [£2], it follows from the central limit theorem that (c, x) is
close to a Gaussian distribution with mean 0 and variance o2 = w -1=2-39=78.
(Recall that @ is the variance of the discrete uniform distribution over [£n].) It is
well-known that a Gaussian random variable with variance o2 rarely exceeds 3 - o in
absolute value. Hence, almost all inner products (¢, x) in ML-DSA-44 are bounded by
l(c, x)| < 3-4/78 ~ 247, showing that our attack indeed works forall j > [4.7+17 = 6.

For the parameter sets ML-DSA-65 and -87, one can show completely analogously
that (c, x) is close to a Gaussian distribution with standard deviation o ~ 238 and
o~ 25 '0, respectively. Hence, for these parameter sets, our attack works for all j > 7
and j > 6, respectively.
Putting things together. The complete relation extraction is given in Algorithm 2. The
full randomness leakage would now proceed as follows:

1. Run relation extraction (Algorithm 2) on input the leaked data (¢, z, y;) to obtain
a solvable ILWE instance Z = Cx + [y],;.

2. Run filter-and-shift (Algorithm 1) on input (C, z) with parameters 8 and y; :=
2/=1 to obtain an easier ILWE instance.

3. Solve the resulting ILWE instance using least squares regression.

However, the above attack would only succeed if the leaked bits y; are always correct.
Below, we show how to adapt the attack to a more realistic setting in which the leak is
noisy and flips each y; with some error rate p. In a nutshell, this requires us to enhance
the above approach by incorporating a scaling step into least squares regression.
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Algorithm 2: Relation Extraction

Input : List L of relations (¢, z, y;) with
challenge vector ¢ € [+1]7,
signature coefficient z € [£(y — B)],
randomness bit yj € [0, 11,

leakage index j.

Output: An ILWE instance (C, z).

1 Initialize empty matrix C and vector Zz.

2 for (c,z,yj) e L do

3 Append c to C.

4

if [z]2j+| S ZZTH then > Normal form computation, Eqg. (10)&(11).
5 M=z 42071
6 ‘ bj:=y;j
7 else
8 =721
9 ‘ bj=y;j®1
10 if bj =1 then > Relation extraction 7z =(c,X)+ [yT]zj , Eqg.(14).
O L 1
12 else if [ZT]2,~+1 € Z;H then
13 ‘ 7= [ZTJZj+l +2J
14 else
15 | =1y — 2
16 Append 7 to z.

17 return (C, z).

6. Our Attack in the Presence of Noise

The leak bit y; may be corrupted by side-channel noise, such that it flips according to
some error rate.

Definition 7. (Errorrate)Let (¢, z, y;.P )) be a tuple from Definition 1, where the leaked

pit yﬁ.p ) is obtained by independently flipping the true bit y; with probability p € [0, 0.5),
ie.,
y;!” =y;®f;j, fj~ Bermoulli(p).

We refer to p as the error rate.

Remark 8. Any error rate p > 0.5 can be reduced to an error rate p < 0.5 by flipping
all leak bits. Hence, we restrict to p < 0.5.

For an error rate p, the resulting sample distribution is a p-weighted mixture of the
extreme case where the leak bit is always correct and the opposite extreme where the leak
bit is always flipped. In such a setting, we propose to solve the ILWE instance obtained
from relation extraction and filter-and-shift using our novel Algorithm 3, which enhances
the standard approach based on least squares regression by a scaling step in lines 2 and
3 of Algorithm 3. Our complete randomness leakage attack is provided in Algorithm 4.
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Algorithm 3: Subkey Estimation

Input :(C,z) € Z"*" x 7",
error rate p € [0, 0.5).

Output: LWE secret s € ([£7]™")".

1 Apply least squares regression to (C, z), to obtain an estimate X = (€T c)~1¢cTz € Q" for the subkey
X.

2 Set scaling factor r = (1 — 2p)_1.
3 Compute the subkey x := |r - X] € Z" of s| via coordinate-wise rounding.
4 return x.

Algorithm 4: Leaky-Signature-LWE Attack
(p)

) with
challenge vector ¢ € [:I:l]’;,
signature coefficient z € [£(y — B)],

Input : List L of tuples (c, z, Vi

randomness bity;p) € [0, 1],
leakage index j,
public key (A, t),

error rate p € [0,0.5). ; > Definition 7, p=0 noise-free.

Output: LWE secrets| € ([in]”)g.
1 (C,z) :=RelationExtraction(L, j); > Algorithm 2.
2 (C/,7) :=FilterAndshift(C,z 2/~1 B) > Algorithm 1.
3 X := SubKeyEstimation(C/, 7/, p) > Algorithm 3.

4 Recover the full LWE secret s1 via lattice reduction using the public key (A, t) and x.
> See Section 3.1.
5 return sj.

Let us analyze how tuples (c, z, yﬁp ) ) with a flipped leak bit are processed by the
relation extraction (Algorithm 2) and the subsequent call to filter-and-shift (Algorithm
1) inside Algorithm 4.

Relation extraction. We first notice that the leak bit is used only in the normal form
computation of Algorithm 2 and not in any subsequent steps. Therefore, it suffices to
determine the output of the normal form computation for a flipped leak bit and to analyze

how this output is handled by subsequent steps. Let us denote the flipped leak bit by

y/('f ) (C) @ 1, where y( ) denotes the true bit. When initialized with y(f )

form computatlon (Equatlon (11)) results in a flipped indicator bit

the normal

The subsequent step, i.e., the relation extraction, conditionally adds or subtracts 27,
depending on the value of this indicator bit.

We evaluate the relation extraction in the case of a flipped leak bit against the case of
a correct leak bit.
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Theorem 9. (Relation extraction with a flipped leak bit) Ler 7/) and 79 be defined
as in Equation (14) using a flipped and a correct leak bit, respectively. Then,

7 =7 —sign(z@) 27 .

Proof. Recall sz+1 = (-2/,-2/ +1,...,—1} and Z;
z € [£27], the relation extraction

=7\ Z§+| and, for

2Jj+1

Z, ifb; =1,
Z7=1z+2/, iftb; =0and z € Z5;.
z—2/, ifbj=0andz € Z;;

2j+1>

2j+1"

We have b(f ) =1 ® b(':) Let us distinguish the cases for b(f ) and for b(':)

Case 1: b(f) =1.1Ifz eZ
which glves

i+l the addition of 2/ that occurs for b; Q- O is omitted,

7D =z _9J ,
where 7¢ > 0.1If 7 € Zz 741 the subtraction of 27 is omitted, and we obtain

7N =7© 4 9J ,

where 79 < 0.

Case 2: '/ = 0.1f z € 3., then 2/ is added, which gives

Dj+1>
7D =30 4 oi

where 79 < 0.1fz € Z T then 27 is subtracted, resulting in

7 =z _ o/

where 79 > 0. '
In all cases, flipping the leak bit shifts 7 by exactly 2/ in the direction opposite to its
sign. This yields
7 =70 _ gign(z©) 2/

as claimed. O

Recall that 7€ is of the form 7' = (¢, x) 4 [y],,, and therefore follows the distri-

bution shown in Fig. 3 (with y; := 2/=1). Theorem 9 therefore shows that the resulting
distribution of /) is the top graph in Fig.7.
Filter-and-shift. We now consider how filter-and-shift (Algorithm 1) acts on 7.
Recall that filter-and-shift (instantiated with y; := 27=1) filters out all ILWE samples
that do not lie in between the dotted bars in Fig.7, i.e., the algorithm removes all 7N
satisfying
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Fig. 7. The top graph shows the distribution of 7D =z — sign (Z(C)) - 2J . The bottom graph shows the
distribution of 7(/) after applying filter-and-shift.

1.z < —2i-1 — B,
2.2 > 2714 8o
3. |z(f)| <2/l B.

The remaining /) are then shifted and thereby result in the distribution shown in the
bottom graph of Fig. 7.
Comparing Fig.7 with the distribution of Z'©) (recall Fig.4), it follows that, after
applying filter-and-shift, /) is given by
7 =7 —285ign(z?).

In the presence of bit flips of errors, we thus end up with an ILWE instance in which the
samples can be modeled via the following distribution.

Definition 10. (Noisy ILWE) Fix some public parameters 7, 7, and 8. In the Noisy
ILWE problem, we are given C € [£1]7*" and z € [£n]" such that

z=Cx+y+e
where each entry of y is drawn uniformly at random from [44], and e is defined as
e:=—2pf ©sign(Cx +Yy),

for some f ~ Bernoulli(p)”, ® as element-wise product, and sign(-) is applied entry
wise to Cx +y. The goal is to recover X.

We show below that the call to Algorithm 3 inside Algorithm 4 successfully solves Noisy
ILWE, provided that the number of samples m is sufficiently large.
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7. Least Squares Regression for Solving Noisy ILWE

To prove that Algorithm 3 recovers the secret subkey x, we proceed in three steps. First,
we show in Sect. 7.1 that the least squares estimator

=TTz 1)

from Algorithm 3, Line 1 exists with high probability and that its expectation is a multiple
of the secret subkey, such that it can be rescaled (Algorithm 3, Line 2). We then show
in Sect. 7.2 that this estimator converges to its expectation.

Finally, in Sect.7.3, we derive an estimate of the sample complexity by applying
a central limit theorem, and subsequently a Gaussian tail bound. We ensure that the
estimation error in each component after rescaling does not exceed %, so that rounding
(Algorithm 3, Line 3) correctly recovers the secret subkey.

7.1. Expectation of Least Squares Estimator

Let us first establish that CT C is invertible with high probability, which implies the
existence of the least squares estimator. In the same lemma, we derive the expectation
of %CTC, which is needed to compute the expectation of the least squares estimator.

Lemma 11. Let C be an (m x n) matrix with rows independently sampled from [£1]}.
For m > n, it holds that

1
Ec [—CTC] =1, (22)
m n

Each entry of %CTC converges to its expected value O (off-diagonal) or % (on-diagonal)
exponentially fast in m. For m > 2nIn(n), it holds that

Pr[ CTC is invertible] > 1 — ne ™ . (23)

Proof. See Appendix A. (]
As a consequence of Lemma 11, the least squares estimator exists with probability
close to one for sufficiently large m. In the following, we compute its expectation for

error rates p € [0, 0.5).

Theorem 12. (Expectation of least squares estimator) Consider the OLS estimate X =
(CTC)~!'CTz, where C and z are defined as in Definition 10, for some error rate
p € [0,0.5). Then,

E[X] = (1 —2p)x.

Proof.  Write the sample vector as

z=Cx+y+e, ¢ :=-2pfsign({c;,x)+y).
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The least squares estimator satisfies

x=(C'0)7'c’z
=x+ ('O IcTy+ O !cTe.

By Lemma 11, CT C is invertible with high probability such that we can compute the
estimator. Taking expectations and using linearity,

Ecyf[&] = x +Ecye[(CTC)'CTy] + Ecye[(CTC)'CTe].

The second term vanishes since y has zero mean and is independent of C.
To evaluate the third term, we compute

E,[sign({c, x) + y)]1 = (=D Pr[{e, x) + y < 0] + (+1) Pr[(c, x) + y > 0]
= —Prly < —{¢,x)] + Pr[y > —(¢, x}]
B — (e, x) " B+ (¢, x)
2p 2p
(¢, x)

5

where the third equality follows from the fact that y is uniform on [£8] and |{(c, X)| < B.
This computation together with independence of f;, y;, and ¢; yields

f1 sign({c1, x) + y1)

f2 sign({e2, X) + y2)
Ecyf[(CTC)'CTe] = —28Ecy¢| (CTO)"'CT ]

Sm sign({€y, X) + yim)

(€1, x)

2 (€2, x)
_ 2Py | cToeT |
p :
<cm7 X)
— _2px. 24)
Combining terms gives
E[X] = (1 -2p)x,
as claimed. (]

Theorem 12 implies that, in expectation, for p = 0, the estimator recovers x. For
p = %, the expectation vanishes, making recovery impossible (which is intuitive, as
now leak bits are perfectly random). In the presence of noise, the least squares estimator
has to be rescaled by r = ﬁ, as done in Line 2 in Algorithm 3.
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That is, for p € [0, %), the scaled least squares estimator 7X is an unbiased estimator

of the true x:
1-2p

1-2p

E[rx] = X =X. (25)
7.2. Convergence of Least Squares Estimator

To establish convergence of the least squares estimator to its expected value, we show
that its covariance matrix vanishes as the number of samples increases. This requires
deriving the expectation of the inverse Gram matrix (CT C)~!.

As the following lemma invokes a matrix norm, we provide a (very) brief reminder:
Recall that the spectral norm || - ||> of a matrix equals its largest singular value. For
symmetric matrices, including the Gram matrix, this simplifies to the largest absolute
eigenvalue.

Lemma 13. (Approximation of the inverse gram matrix) Let C be an (m x n) matrix

with rows independently sampled from [£1]?. For the matrix CTC and m large enough,
its inverse is given as

_ n
EC[(CTC) 1] = —L+0G 1417, (26)
Tm
where A = n%CTC - %E[CTC] is the observation error of %CTC (which decays
exponentially fast with m according to Lemma 11).
Proof. To show this lemma we make use of the Neumann Series to approximate the
inverse of a slightly perturbed matrix [49]. Assume that we only observe a matrix A up
to some small perturbation matrix A, i.e.,
A=FE[A]+A.
Then, we can approximate its inverse, A~ as
A~ = @A+ A)"' =E[A]"' —E[A]T'AE[A]T 014D . @7
To see this, we start with
—1
A7 = @Al +4)" = (EAJA + E[A] 4))

= (I+E[A]'A) 'E[A]".
B

For the matrix B = I+E[A]~! A, we now assume that it’s Neumann Series [49, Theorem
4.20] converges, i.e.,

klim (I —B)¥ = klim (-E[A]"'A)f =0. (28)
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Provided that Equation (28) holds, it directly follows that:

B! =) "(I-B) =) (-E[A]"'A)} =1-E[A]"'A + O(|A|P),
k=0 k=0

and therefore

AT = (1 JFIE:[A]*‘A)_1 E[A]"' = (Z(—E[A]‘A)") E[A]™'
k=0
=E[A]"' — E[A]T'AE[A]™ + O(AP) .

as claimed in Equation (27).
Coming back to our setting, we can view the observed Gram matrix, %CTC, (with
finitely many samples) as a disturbed version of its expected value

1 1
—C'Cc=—E[C"C]+ A.
m m
We already know from Lemma 11 that
I T I 7 “oog
E[—C C} =-I, = E[—C C} =-I,, E[A]=0,
m n m T

and that the matrix A is small as its entries decay exponentially fast with m. We proceed
to verify that the Neumann Series actually converges, i.e., whether Equation (28) holds
(for A = -LCTC), and we find that indeed

: 1eTor A = 1; n Ak
lim E[LCTCI7 ) = lim (24) =0.

The last equation follows from the fact that ||A|, — O with m (Lemma 11), which
implies |2 A2 < 1 for some m large enough (i.e., the magnitude of all eigenvalues
of %A is smaller than one, which is the sufficient condition required in [49, Theorem

4.20]). That is, Equation (27) applies for A = n%CTC and we obtain
(LcTe)™ =El(LcTC)1 ! —EI(LCTC)1  ARI(LCTC) 1™ + 0(1A1%) . (29)
Lastly, we take the expectation (invoking that E[A] = 0) and obtain
_ n
Ec[(%CTC) ‘] = "L+ O(AD).

By linearity of expectation (and the fact that (KA)~! = -A~! for an invertible matrix
A and K # 0), we obtain the approximation in Equation (26). ]
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By Lemma 13, the inverse of the Gram matrix is, in expectation, a scaled diagonal
matrix plus an error term that tends to zero with increasing m. Neglecting this quickly
vanishing error term, we can approximate the covariance matrix of the biased least
squares estimator defined in Equation (21).

Estimate 14 (Covariance of least squares estimator). Let X = (CTC)'CTz, where C
andzare defined as in Definition 10, for an error rate p € [0, 0.5) andwith Var[y;] = cryz.

Then,
2 2
. 1 no n
Covlx] ~ — (% +2p( Py ||x||%>> L.

T
Justification.  For brevity of notation, we write
c:=«cTo)~'cT.

Lete = (eq, ..., e,), where e; := —28f; sign({c;, X) + y;). We further assume the key
x to be fixed such that x is a constant. Then, the covariance can be computed as

Cov[X] = Ecyf[X — ER) (& — E[XD"]
_ Ecsy,f[((x +Cly+Ce) — (1 — 2p)x)((x + CTy + Cle — (1 — 2p)X)T]
_ Ec,y,f[(cfy +Cle+2px)(CTy + Cle + 2pX)T]
= Ecy[CTyy (€N ] + Ecy[Cyel (€] +2pEc, [Cyx |
+Ecy i Cley (€))7 | + By Clee” (€1 ]+ 2pBc [ Clex]

) pJEC,y[xyT(C"')T] +2 pEC,y,f[xeT(C"')T] +4p*Ecy [xxT] .

We solve all the terms individually. Since x is constant, several terms are straightforward.
According to Equation (24),

Ecy.t [CTexT] =Ecyt [C?e] x| = —2pxx! = Ecy¢[xe’ (CHT].
Furthermore, as y is independent of C with E[y] = 0, we obtain
Ecy[C'yx"] = Ec[CTIEy[y] x" = 0 = Ecylxy" (C)'1.

We further note that a scaled identity matrix is equal to its respective transpose.

We solve the more in involved terms in a series of lemmas, which are deferred to
Appendix B. Our approximation comes from the use of Lemma 13 with neglecting the
additional factor:

no

. 2
- Ec,y[CTny (CT)T] ~ -1, according to Lemma 17, Appendix B.
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- Ecyt [CTeeT (C*)T] ~ 4 (pﬁZ%In + p2XXT) according to Lemma 18, Appendix

m T

— Ecy.t [CTyeT (C*)T] ~ B (ﬁ + ||x||%) I,, according to Lemma 19, Appendix
B

Substituting these terms yields

—,32n

2
a1 I’lO’y p )
Cov{] ~ —21, + 2= ( —= + [x|3 )L, +2-0
mt m T

n
+4 (pﬂzﬁln + pzxxT) — 4p(2pxxT) + 4p2xxT

2 2
noy —2B°n

:_>1n+£< A
mt m T

+ 4p2XXT - 8p2xxT + 4p2XXT

2 2

1 [ noy np
=_< Y 41 2p <—+||x||§))1,,.

m T T

As a consequence of Estimate 14, the covariance matrix tends to zero as m increases.
This remains true even after rescaling by r, which multiplies the covariance according
to

2 2 n
+2[x115 ) L +4pB~—1,
mt

O

Cov[rk] = r>Cov[%]. (30)

Since the rescaled estimator X is unbiased (E[rX] = x) and its covariance vanishes,
we conclude that the rescaled Least Squares estimator converges to the true subkey x.

7.3. Sample Complexity of Least Squares Estimator

We proceed by providing an asymptotic analysis of the sample complexity of the least
squares estimator, i.e., the number of samples required to successfully recover the secret
subkey in Algorithm 3. Recall that we already established that the rescaled least squares
estimator rX is unbiased and quantified its covariance. Building on these results, we now
quantify the convergence rate with help of the Lindeberg-Feller central limit theorem,
which implies that the estimation error follows a Gaussian distribution. Consequently,
we employ a Gaussian tail bound to derive the sample complexity required for successful
subkey recovery for a specific success probability.

Estimate 15 (Sample complexity). Let C,z be defined as in Definition 10 for an
error rate p € [0,0.5). For any § € [0, 1], the rescaled least squares estimator
rx = U_;Zm(CTC)_ICTZ recovers the secret X after rounding with a probability of
at least (1 — §) given

20\ 1 (n(BB+1)
mZgl“(?)U_zmz(;( 3 +2pﬂ2>+2puxn%) (31)
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informative relations.

Justification. For completeness, we first require that CT C is invertible for the least
squares estimator to exist. According to Lemma 11, this already occurs with probability
1 — ne~ % whenever m > 2n In(n). This bound on m is small compared to Equation
(31) and therefore implicitly fulfilled.

We proceed to bound the estimation error, which describes how far the estimate is
from the true value.

The rescaled least squares estimator with r = 5 Jz - is unbiased according to Equation
(25), and we have

rX — X = X —
1-2p
1
= o)y e’z —x
1-2p
1
= CTo)'cT(Cx+y+e) —x
1-2p
1
1—217( ) (y—i—e)—i—l_sz X
1 2 px
= c’o'cT :
=2, (O T
We investigate each coefficient j € {1, ..., n} separately. Each component of the esti-

. A . m
mation error (rX — X); can be expressed as a sum of random variables Y, i( ).

(rf{—x)j =

1 ¢ T (w—1 T 2px;
1_sz(((c C)'CY) (i +ei) + - )

i=l1

.y
_'Yi

First, observe that the terms ¢;; (y; + e;) are independent for every sample i (Definition
10). In addition, for this estimate we build on Lemma 13 (and Equation (29)) that shows
«cro ! - ~=1,, and thus asymptotically guarantees independence of the random
: (m)
variables ¥,
We know from Theorem 12 and Equation (25) that E[Yi(m)] = 0, and from Estimate
14 that Var[Yl.(m)] = 07 < 0o. More precisely, in Estimate 14 we already established

1
that s,zn =3, aiz = %ag (where U}% is the scaling factor of the diagonal covariance
established in Estimate 14, not involving %).
Following [6, Theorem 27.3 and Example 27.4], it suffices to show that Lyapounov’s
condition is satisfied which in turn implies the Lindeberg-Feller central limit theorem
[6, Theorem 27.2].
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We proceed to show that Lyapounov’s condition (for its parameter § = 1) holds:

3/2 m
(m) _ T 1 ~T
mhngos—?l:E |Y; ]_mhm —05 IEI:IE (c"o'c ) (y:+e,)+ x,|]

We use of the asymptotic argument from Lemma 13 and Equation (29) again: (C” C)~!
is arbitrarily close to -1, for m large enough. Furthermore, entries in C as well as
(yi + ¢;) and x; are bounded, which implies for some K > 0 and m large enough

((€TC)'CT) ,; (i +e) + x| < . Tt follows that

- m32 2 K3 i m3/2 g3 i K3 1 0
m —-F— — = lm ———F = lIIm —F—==0U.
~ m—ooo gl m3 m—oo g3 m? m—oo g3 J/m
X i=1 X X

Therefore, the Lindeberg-Feller version of the central limit theorem applies, and the
estimation error per coefficient converges to a normal distribution:

. 1 1 no nB?
(VX—X)]"\'N(O m —+2p—+2P||X||2 )

effect of rescaling P

Note that now the original variance aﬁz (derived in Estimate 14) is amplified with the
rescaling r = ﬁ according to Equation (30).
We are now ready to apply a Gaussian tail bound for each component

Pr[lrx; — x| > 811 < 2exp (—

8im(1 —2p)?
202 ’
X

and utilize the union bound to cover all n dimensions

82m(1 — 2p)?
Pr[3i : [rX; — xj| > 81] < 2nexp (—M) )

202
X

In order to round rX successfully to x, we need to establish that no coordinate of rX has
an error of more than §; = 2, therefore bounding the £,-norm. If we want to succeed
with a probability of at least (1 — §), we can rearrange for the sample complexity by
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Table 3. Average run time for ordinary least squares regression, experimentally required number m of in-
formative relations in Algorithm 4 (compare with Fig.8), our estimate Eq. (31) from Estimate 15, and the
estimate Eq. (32) from [36] in the error-free setting.

Scheme Regression exp. m Estimate 15 [36]
[seconds] [million] [million] [million]
ML-DSA-44 4 0.50 0.75 11
ML-DSA-87 7 0.75 1.15 17
ML-DSA-65 40 2.4 3.7 54
Ring-LWE-1024 140 2.6 3.6 52

bounding the failure probability § € [0, 1]:

5 1 m(l —2p)°
Pr ||rxj—xj||oo>§ < 2nexp _T,% <4

Sm n 2n
>— P
Ty (8)

_ 8(no} +2pmp” + 7lIxII3) (2_n>
- (1 —2p)> "S-

BB+D
3

Plugging in 03 = and simplifying gives Equation (31). g

7.4. Tightness of our Bound and Comparison with [36]

In Tables 3 and 4, we compare our bound for m, the required number of informative
relations, from Equation (31) in Estimate 15 to our experimental data from Sect. 8, and to
the bound in [36]. The bound in [36] was derived from the work in [5]. In the noisy case

p > 0, Liu et al. obtain an additional scaling factor of For a fair comparison,

2(1 2 )2
we instantiate both bounds with success probablhty 5» which gives for [36] the formula

2+3p ﬁ(ﬁ+1)n
2(1 —2p)? 3t

m = 128 In(2n) 5 (32)

From Table 3, we see that our bound from Estimate 15 accurately matches the ex-
perimentally required amount of informative relations from column exp. m, and that we
significantly improve over the estimate from [36]. Our improvement comes from tailor-
ing our analysis in Sect. 6 to leaky LWE signatures for ML-DSA, whilst the analysis in
[36] relies on general sub-Gaussian tail bounds.

From Table 4, we observe that in the presence of noise, our bound is also more accurate
than that of [36]. Further, the ratio of experimentally observed equations to Equation
(31) does not show any trend, from which we gather that we captured all contributing
factors. While it still holds as a bound, this is not the case for Equation (32).
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Table 4. Experimentally required number m of informative relations in Algorithm 4 (compare with Fig. 11),
our estimate Eq. (31) from Estimate 15, and the estimate Eq. (32) from [36] for ML-DSA-44 parameters with
error rate p.

P exp. m Estimate 15 [36]
[million] [million] [million]

0 0.50 0.75 11

0.1 1.4 1.9 19

0.2 3.1 4.6 39

0.3 9.0 13 98

0.4 47 64 430

7.5. Estimating the Scale for an Unknown Error Rate

We already established in Theorem 12 and Algorithm 3 that for an error rate p, the secret
x can be recovered by scaling the estimate X by a factor r = 1/(1 —2p),ie., X =r~'x.
In practice, however, the error rate is usually unknown, and therefore the scaling factor
must be estimated.

Recall that the secret subkey is sampled coordinate-wise from some distribution D.
Let X ~ D be a random variable for a secret key coordinate. Then,

Var (r_1X> =r2. Var(X) .

Since D, and hence Var(X) is known, and the coordinates of X are sampled from the
scaled distribution » ~ 1D, it suffices to estimate the variance of X to recover the unknown
scaling factor r. This approach is introduced in [7], and we rely on their result.

Lemma 16. (Rescaling (adapted from Lemma 5 in [7])) Let x € R” be a secret subkey
sampled coordinate-wise from the uniform distribution U over [+n], and let X = r~'x
for some unknown r € R. Then

VnVar@)  /n( + Dn/3
Ikl 1%l

F=
is an asymptotically optimal estimator of the scaling factor r.

8. Experimental Results

We implemented our Leaky-Signature-LWE attack (Algorithm 4)?, and ran it on an
AMD EPYC 7763 with 1 TB of RAM, as well as on an AMD EPYC 7742 with 2TB of
RAM. Each EPYC is equipped with 128 cores.

We attacked a Lyubashevsky ring LWE signature with n = 1024 for full secret key
recovery, and all three Dilithium parameter sets ML-DSA-44, ML-DSA-65, and ML-

2The implementation is publicly available on Github.


https://github.com/nicolkraus/Leaky-Signature-MLDSA
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Fig. 8. Required informative relations to recover the secret key in Ring-LWE-1024 or the subkey in Dilithium
in the error-free setting.
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Fig. 9. Required leaky signatures to recover the secret key in Ring-LWE-1024 or the subkey in Dilithium in
the error-free setting.

DSA-87, each for a 256-dimensional subkey recovery. In our experiments, we generated
sufficiently many leaky signatures (c, z, y;) with a single known randomness bit y;.
Our results for the error-free setting are depicted in Figs. 8, 9 and 10, and our results
for the noisy setting with an error rate p € [0, 0.5) are shown in Fig. 11.
Amount of informative relations. Figure 8 nicely illustrates the effect of filter-and-
shift (Sect.4.2), which for any leak position j > log, B reduces the ILWE error to
the same uniform distribution in [+8]. Therefore, the same ILWE instance has to be
solved, requiring roughly the same amount of informative relations for successful subkey
recovery.
By Equation (8), the smaller 3, the fewer relations should be required. This observation
is in line with the results in Fig. 8. ML-DSA-44 with its small B = 78 (see Table 1)
requires the smallest amount of 0.5 million informative relations for j > log, 8. For
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Fig. 10. Required amount of leaky signatures to recover the secret subkey in Dilithium-II (ML-DSA-44) in
the error-free setting.

ML-DSA-87 with 8 = 120, we require 0.8 million informative relations. For ML-DSA-
65 with the largest § = 198 the number of informative relations increases to 2.4 million.

Although Ring-LWE-1024 has g = 78, it still requires 2.6 million relations, because
least squares regression has to recover n = 1024 coordinates of the secret key.
Amount of signatures. Figure 9 illustrates the total amount of signatures that we require
for (sub-)key recovery. We observe from Fig.9 that for all four attacked schemes the
number of signatures roughly doubles with each increase of the leakage position j by
1. This is expected, since by Equation (7) the number of zero-knowledge relations, that
we filtered out, also roughly doubles.

Interestingly, the amount of signatures that we require is almost alike for ML-DSA-44
and ML-DSA-87, although by Fig.8 we need significantly more informative relations
for ML-DSA-87. This follows also from Equation (7) as the larger S, the larger the
proportion of informative relations among all signatures. This implies that we generate
for ML-DSA-87 (with 8 = 120) more informative relations than for ML-DSA-44 (with
B = 78) from the same amount of signatures.

The same effect can be observed when comparing the required amount of signatures

of Ring-LWE-1024 (with § = 78) and ML-DSA-65 (with § = 198). Although both
require roughly the same amount of informative relations, we obtain this amount with
less ML-DSA-65 signatures.
Comparison with [36]. As can be seen in Fig. 10, for the most favorable leak position
Jj = 6 we require roughly 100.000 leaky signatures, while [36] require roughly 4 times
as many. This improvement is not due to filter-and-shift, since for j = 6 all samples
are informative. Instead, it stems from our novel approach of working in the two’s
complement which halves the error size. By Equation (2), halving the error size reduces
the number of samples required for least squares by a factor of 4.

In contrast to our factor 2 increase for each increment in j, [36]’s attack increases by
a factor 4. This is again explained by Equation (2), as the error size in [36] doubles with
every increment of j, which then leads to the factor 4 increase in the required number
of signatures.

Noisy leakage. We evaluated our attack under noisy leakage for an error rate p €
[0, 0.5), see Definition 7. Figure 11 shows that the secret subkey can be recovered in
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Fig. 11. Required amount of leaky signatures to recover the secret subkey in ML-DSA-44 for leakage position
j = 8 and different error rates p € [0, 0.5).

practice for p < 0.43. This is consistent with our theoretical analysis in Sect. 6, where
we established that recovery is possible for any p < 0.5. Remarkably, key recovery
with an unknown—and hence estimated—error rate p and scaling factor r as described
in Sect.7.5 and Lemma 16 requires roughly as many signatures as key recovery with a
known error rate.

We further include the theoretical bound from Estimate 15, scaled by a factor of
approximately 1.65 to account for the number of signatures rather than informative
relations in ML-DSA-44 at leakage position j = 8. We observe from Fig. 11 that our
experimental results are very close to this theoretical bound.

9. Practical Considerations

In this work, we focus on the leakage of a single bit y; at a fixed index j for all obtained
signatures. This allows for a clear exposition, yet is quite restrictive in practice. We now
briefly discuss how our attack generalizes to more settings.

Cross-index leakage. In the case of leakage across distinct indices j' > log,(8), our
relation extraction (Algorithm 4) can be called with a different index j for each leak.
The exception is when multiple bits leak for the same coefficient in a single signature.
Then, it is natural to use only the leak bit from the smallest index, since extraction from
the higher-order leak bits yields the same informative relation when successful, but with
a smaller extraction probability. (Recall that the probability of extracting an informative
relation halves with every increase in the leak bit position.)

Multi-bit leakage. Our randomness leakage attack becomes most powerful, when a
leak bit is obtained on each of the ¢ - n signature coefficients per signature. Then, for
each of the ¢ subkeys, n = 256 relations can be extracted per signature component
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z; € Z"". In this setting, the number of signatures required for key recovery would
drop by a factor of 256 compared to Figs.9, 10 and 11.

Positional noise. In practice, the exact leakage index j is not always known. Such
positional noise can be incorporated into a new error rate p’ as follows. Let y(p ) be our
leak bit with error rate p as defined in Definition 7, where in addition j € {1, ..., m}is
arandom variable for the unknown leakage position with known probability distribution
(P1s---s Pm), 1€,

Pr[j =il = pi.

Let f : i — p;. In the following we choose j* = arg max;¢(1,... m}{ f}. That is, we
choose the most likely leak bit position with the largest probability p j+. Assuming the y;
are independent and uniformly distributed, we obtain error 1/2 for an incorrect position
guess j* # j, which happens with probability 1 — p;+. Thus, we obtain

1 1 1

()

p'=Prly” #ypl=ppp+ 1 =pj)5=5=pjp (5 - p) . (33
Notice that p j+ = 1 means no positional noise, in which case we obtain the usual error
rate p. From Eq. (33) we also observe that p” is minimized by choosing the largest p .
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A. Proof of Lemma 11

For convenience of the reader, we restate the lemma.
Lemma 11 Let C be an (m x n) matrix with rows independently sampled from [£1]?. For m > n, it holds
that

Ee [%cTc} =, (22)


http://creativecommons.org/licenses/by/4.0/
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Each entry of %CTC converges to its expected value O (off-diagonal) or % (on-diagonal) exponentially fast
in m. For m > 2nIn(n), it holds that

m

Pr[CT Cisinvertible ] > 1 — ne™ 2n . 23)
Proof.  We start by computing the expectation and expand
E[C]|C.1] EIC] C2] E[C] C.y)
E [CTC} - . EICTCy)
E[C],C:n]

First, we consider the on-diagonal elements. For each column ¢.; of C,itholds,that]E[cg ci1=ED L, CI%i] =
m-12. % since we can assume, that each element in one column is i.i.d. and with probability % non-zero.
Next, we consider the off-diagonal elements for columns i # j, i.e. ¢; and ¢.;. We have E[cgc: il =
E[Y 3 ckickjl = m(1 -Q(ﬁ)z —1- Z(ﬁ)2 +0) = 0. The entries are from {—1, 0, 1} where both non-zero
elements occur with the same probability. We conclude that

1 1 1
E[chC] =_E[cc] =21, =1, (34)
m m m n n

which proofs Equation (22).
Using Hoeffding’s inequality for some §, > 0, we show that each diagonal element converges to % exponen-
tially fast in m as

[1
Pr

while each off diagonal element converges to 0 exponentially fast in m,

[]
Pr|—
m

Finally, we show that CTC is invertible for sufficiently large m. In order to do this, we use the fact that a
matrix is invertible if it only has positive eigenvalues. Therefore, we bound the smallest eigenvalue of cTc
away from zero. We first make use of the fact that this matrix can equally be expressed as the sum of outer
products of rows ¢;, i.e., cTc= 21_1 ¢i¢; T From this we yield

e - m%‘ > 52} = Z & —Eleq1| 2 52 | = 2exp (—2m83).

1| & mé3
T T 2
c;ic:j‘ > 52] =Pr - kg_l ckickj — Ele;ej1] > 82 | <2exp (— 5 ) .

m
clc= Z (c,-ciT) .

i=1
Si

The matrices S; are symmetric and also independent because rows ¢; are i.i.d., thus we can apply a Matrix
Chernoff bound [50, Remark 5.3]. For this, we investigate the spectrum of S;. Since S; is a rank one matrix,
n — 1 eigenvalues are 0, and the remaining eigenvalue that can be bounded using the trace A(S;) = Tr[S;] =
Z’;’:l Ci2j =1,ie.,

Amin(S;) =0 and  Amax(S;) <t (=R).
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We already know from Equation (34) that

m m
T
Hmin = Amin Z ES; | = Amin ZE[ci ¢

i=1 i=1

mt mt
= Amin (E[CTC]> = Amin (7111) = P

Then the Matrix Chernoff bound states that V83 € [0, 1]

m 2
3% imi
Pr | Amin Zsi < (1 = 33)4min Sn‘exP(_Tmm)
i=1
T mrt 532’”
= Pr[hnin (€7C) = (159" < noexp (- 2.
n 2n

‘We now set §3 = 1 and obtain

Pr [Amm (CTC) < 0] <n-exp(— %).

The probability that CT Cis invertible is simply the counter event, which gives Equation (23). This concludes
the proof. O

B. Additional Lemmas for Estimate 14

‘We present the lemmas required for the proof of Estimate 14. Throughout this section, let cf=«To)-IcT.

Lemma 17. Let C,y be defined as in Definition 10. We denote the variance of y by (7)2, = M Then

touT (T noy

lEc.y[C yy (C") } ~—1I .
mt

Proof.  We start by computing the expectation as
5 . _ — T
Eey[CiyyT (€)T] =B, [(€T O cTy) (€T o) cTy) ]
=Ecy(CTO~ ¢y cc’o™1.
As y is independent of C and E[y] = 0, its variance is E[ny] = JyZIm,

=o}Ec[c"O)"'cTcc o]

=oyE[(CTCO)7 )
2

y
I,
mt

no

~

where the approximation in the last line follows from Lemma 13. O

Lemma 18. Ler C, e,y, f be defined as in Definition 10. Then

n
Ecyy,f[cTeeT(cT)T] ~ 4(p;‘32$1n + p2xx7) .
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Proof.  We start by expanding the vector e. We use O to represent element-wise multiplication.
Ecy.[CTee” (€]

=Ecyr [(—mcT (f © sign (z))) (—zfsCT (f O sign (z)))T:|

fisign({e1, x) + y1) fisign({er, X) + y1)
—4p%Ecyyr | CT fasign((e2, %) +y2) | | fasign((e2. %) +32) | ()T | (35)

llllT

Next, we compute the expectation of uu’ over f and y, which are independent of C. For the diagonal items
i=J

Ey fluju;] = Ey g[ f7sign((e;. x) + y1)°]
=Plfi=1=p

For the off-diagonal terms i # j:
Ey tlujujl = Ey¢[f; sign((c;, x) + ;) f;sign((c;, x) + y;)]

= E¢lfi fj1Ec ylsign({c;, x) + ;) sign({c;, X) + ¥;)]
2

P
'32

(i, x){cj, x).

We express the entire matrix uu” using Cx and (cx)T = xT'CT. Further, we drop the small subtrahend for

the diagonal to ease computations (as this may only increase our final estimate for the sample complexity).
p* T T . T T
y f[llll 1=pln+ = ,3 (Cxx C’ —diag (Cxx C ))
S ol + 5 (CxxTCT)
B2

Finally, we plug Ey’f[uuT] into Equation (35) and continue:

=48%E¢ [(CTC)_ICT <p1,,, + = e (CxxTCT))C(CTC)_1i|

= 4/32 (p]EC [(CTC)”} + %zXXT) .

Using Lemma 13, we approximate

n
4<pﬁzﬂln + pzxxT> .

Lemma 19. Ler C,y, e, f be defined as in Definition 10. Then it holds that

. 2,
Ecys[Clyve’ €)T ]~ 2 (’i + ||x|2> L.
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Proof.  Asin Lemma 18, we first solve the expectation over f and expand e.

sign((e1, X) + y1)
Ecya[Cye” (€] = —2pEc,y | CTy | e X220 (ehT | (36)

Next, we consider the off-diagonal of the inner terms element-wise. Their expectation is zero as different
samples i and j are independent, which in turn implies Ec y[y; sign(z;)] = Ec,y[y; [Ec y[sign(z;)] = 0.
We compute the on-diagonal element-wise as well for any y and ¢. As they are independent, we first solve for
y and treat ¢ as a constant;

Ey[y sign({c, x) + y)] = Ey[—y | {¢.x) +y < O] Pr[{c.x) +y < 0]
+Eyly | (e.x)+y = 0]Prf(e.x) +y = 0]
=Ey[-y Iy < —(e,x)]Prly < —(¢. x)]
+Eylyly=—(e,x)]Prly = —{¢,x)]

1/—<°»X> 1 1//3 1 4
=—— — + —
2] 25" dy + 5 - T
1 2P 2,—{e.x)
4,3( exy =7 1p )
2 2 2 2
4,3 (ﬂ (c X" ))

L) x)2
2,3(’3 ).

Next, we compute Ec[(c, x)2] = Ee[Y_} c,%xiz] =Ly7 xi2 = %”XH%. We continue from Equation (36). To

solve the expectation over C, we use lemma 13 again. We write (Cx>2 = xT CT Cx and obtain

2 _ Tl .
Ec,y.f [nyeT(CT)T] = —2BpEc [CTdiag (fi’;ﬂCCX) (CT)T:|

2 2
B°— Tlx|3 oy
28 mrt

2
p (—Bn
= ( + |x||%) I,
m T

n

~ —2Bp
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