
Algorithmic Techniques in Algebraic

Cryptanalysis and their Applications

Proefschrift

ter verkrijging van
de graad van doctor aan de Universiteit Leiden,

op gezag van rector magnificus prof.dr. S. de Rijcke,
volgens besluit van het college voor promoties

te verdedigen op woensdag 27 mei 2026
klokke 14:30 uur

door

Rusydi Hasan Makarim
geboren te Cilacap, Indonesië
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1 Cryptography and Cryptanalysis
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1.1 Cryptography

Communication is one of the most basic human activities, enabling two or more
parties to exchange messages through various forms of media. Traditionally,
communication could only be achieved within a very limited distance by means
of meeting or gathering in one place. When the concept of writing was invented,
especially with portable mediums such as animal skins, bones, papyrus, etc,
information could reach longer distances by writing the message on a suitable
material and send it to the destination using a courier. If the message contains
sensitive information, the courier is assumed to be a trusted person that would
not leak it to malicious parties. In order to liberate the sender and receiver from
such assumptions, they need to devise techniques that guarantee the secrecy of
their message.

Classically, cryptography is the practice and study of techniques for secure
information processing in the presence of adversaries. This definition is rele-
vant when it comes to the study of encryption schemes and digital signatures,
both are used to ensure secrecy and authenticity of a communication channel.
Modern cryptography, on the other hand, has a broader context. It is a study
how to obtain cryptographic functionalities such as confidentiality, integrity,
entity authentication, and data origin authentication [MvOV96], typically us-
ing mathematical techniques related to various aspects of information security.
For instance, confidentiality is achieved using encryption primitives that protect
the data by converting it into an incomprehensible form that can be recovered
only by an authorized entity; integrity is ensured through mechanisms that
detect any unauthorized modification of information; entity authentication ver-
ifies the identity of a communicating party and is commonly achieved using
challenge-response protocols, digital certificates, or public-key infrastructures;
data origin authentication ensures that a received message originates from the
claimed source using message authentication codes or digital signatures. A fur-
ther example includes the study of secure computation, which allows arbitrary
computation to be distributed among multiple parties such that the computa-
tions remain confidential and performed correctly even if some parties involved
behave maliciously.

Encryption is a function that transforms a message (plaintext) into its cor-
responding incomprehensible form of information (ciphertext). The correspon-
dence between a plaintext and a ciphertext is necessary in order for the intended
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recipient to recover the original plaintext using a decryption function. To pro-
vide security against adversaries, the encryption and decryption function of
an encryption scheme require an additional secret information as input, which
should only be available to the designated parties. We refer to this secret input
as key. A classical construction of an encryption scheme is done storing every
possible plaintext and their corresponding ciphertext in a look-up table. An-
other well-known example is Caesar cipher (named after Julius Caesar), that
takes a secret number N as a key and the encryption function substitutes each
letter in a message by the next N -th letter in a cyclic and alphabetical ordering
(i.e., with N = 3, A is substituted by D, B by E, . . ., W by Z, X by A, Y by B,
and Z by C).

The encryption and decryption functions of an encryption scheme should
be invertible and efficiently computable, provided that the key is known. In
principle the security of an encryption scheme must only rely on the secrecy of
the key, not the secrecy of the scheme itself. This is known as the Kerckhoffs’
principle [Ker83]. The size of a key should be small enough to ensure low storage
distribution cost. However, given a plaintext and its corresponding ciphertext,
the number of all possible keys should be large enough such that no real-world
adversary is able to exhaustively try all possible keys. The usage of keys is also
beneficial whenever an adversary succeeds in revealing some information about
the key. Instead of redesigning the entire scheme, the legitimate parties can
simply replace the previous keys with the new ones.

Encryption schemes can be classified according to the relation between the
encryption key and decryption key. There are two main categories. The first cat-
egory is symmetric-key (or secret-key) cryptography. The name comes from the
fact that the same key is used to perform encryption and decryption. Thus, the
key must not be accessible by adversaries. The second category is asymmetric-
key (or public-key) cryptography. The idea is that, given an encryption key, it
should be computationally infeasible for an adversary to obtain the decryption
key. This allows the knowledge of the encryption key to be known publicly. The
idea of public-key cryptography was formally introduced in [Mer78, DH76].

There are a number of approaches to construct symmetric-key encryption
schemes. One particular class of symmetric-key cryptography are block ciphers.
As the name suggests, a block cipher operates on a fixed-length block of plain-
text. They are widely used on applications that require encryption on a bulk of
data. Modern block ciphers typically employ an iterated function called round
function. It is constructed as a composition of a nonlinear function together with
a linear function and key addition operation. The goal of employing a nonlinear
function is to make the ciphertext statistics depend on the plaintext statistics
in a way that makes it difficult to be exploited by an adversary. This design
principle is known as confusion. A linear function and key addition are used so
that each bit of the plaintext and each bit of the key influences many bits of the
ciphertext. This design principle is known as diffusion. Both principles were
first introduced by Shannon [Sha49]. Some notable examples of modern block
ciphers are Data Encryption Standard (Des) [Nat77] and Advanced Encryption
Standard (Aes) [NIS01]. In order to encrypt an arbitrary length plaintext using
a block cipher, one uses modes of operation, i.e., it is an algorithm that specifies
how a block cipher should be applied to achieve this. Some examples of block
cipher modes of operation include Electronic Codebook (ECB), Cipher Block
Chaining (CBC), and Cipher Feedback (CFB) (see [Pre11]).
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Another class of symmetric-key cryptography are stream ciphers, where en-
cryption and decryption functions operate on one bit at a time. They are
preferred over block ciphers in devices with limited memory and each plain-
text bit must be processed individually. An example of a simple, yet secure,
stream cipher is the one time pad. Given a sequence of bits s1, s2, . . . ∈ F2 called
keystream, the one-time pad encrypts a sequence of plaintext bits p1, p2, . . . ∈ F2

into a sequence of ciphertext bits c1, c2, . . . ∈ F2 as ci = pi + si for i ≥ 1. It
achieves perfect secrecy in the sense that a ciphertext does not reveal any in-
formation about the plaintext provided the same keystream is not used twice
to encrypt different plaintext. One drawback of the one-time pad is that the
length of the keystream must be equal to the length of the plaintext. A solution
for this drawback at the cost of losing perfect secrecy is to let a pseudo-random
generator generate the keystream. It takes a relatively short key as its initial
state together with some public parameters. The study of stream ciphers deals
with techniques to construct secure pseudo-random generator that generates the
keystream with low cost digital circuit operations.

One of the main building blocks of stream ciphers is a Linear Feedback Shift
Register (LFSR). An LFSR of length ℓ over F2 is a regularly clocked finite
state machine with internal state (x1, . . . , xℓ) ∈ Fℓ

2 and an update function
L(x1, . . . , xℓ) = (x2, . . . , xℓ,Λ(x1, . . . , xℓ)) where Λ : Fn

2 7→ F2 is a linear map.
At each clock, it outputs a specific entry of its internal state, followed by the
update function. Let St ∈ Fℓ

2 denote the internal state at time t. The internal
state at time t+1 is computed as St+1 = L(St) = Lt+1(S0) where S0 denote the
initial state of the LFSR. Note that L itself is a linear transformation. Thus, an
LFSR can not be used directly as a keystream generator because the knowledge
of the entire keystream can be efficiently recovered, provided that Λ is known
and an attacker has access to χ consecutive keystream bits, where χ is the size
of the smallest LFSR that generates the given sequence (also known as linear
complexity of the sequence). A common technique to construct a stream cipher
is to combine one or several LFSRs together with a nonlinear Boolean function
in order to increase the complexity of attacks that exploit algebraic relations
between the keystream bits and the initial state of the stream cipher.

The main problem of using symmetric-key encryption schemes for communi-
cation purposes is that the keys must be distributed to the intended recipients
via a secure channel. This limitation was solved with the introduction of public-
key cryptography. Recall that the encryption keys of a public-key encryption
scheme can be publicly known and only the decryption keys that must be kept se-
cret. This idea is possible due to the concept of a trapdoor one-way function. In-
formally, it is a function that is computationally feasible to compute in one direc-
tion yet it is computationally infeasible to compute its inverse unless one knows
some secret information called the trapdoor. One prominent example of trapdoor
one-way functions is Rsa [RSA78], that is based on the difficulty of integer fac-
torization. The trapdoor consists of prime factors of a sufficiently large positive
composite integer. Other examples of trapdoor one-way functions include the
knapsack problem [MH78], discrete logarithm problem [DH76, Gam84, Kra93],
lattice problems [BDK+18, DKL+18, HPS98, PFH+] and multivariate quadratic
(MQ) problem [Pat96, KPG99, PCDY17, CBD+09].

Such a trapdoor one-way function also enables a party to attest his approval
of a message, analogous to the concept of signing a document in a real-world
scenario. This mechanism is known as a digital signature scheme. A digital
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signature scheme consists of three different algorithms: key generation, signing,
and verification. The key generation algorithm is responsible for generating a
private-key and its corresponding public-key. The signing algorithm produces a
signature for a particular message using a private-key whereas the verification
algorithm verifies the signature of a given message using a public-key.

1.2 Cryptanalysis

Cryptanalysis is the process of developing methods to attack cryptographic
schemes by unveiling and exploiting their intrinsic properties. In the case of
encryption schemes, the aim is to devise an algorithm that breaks one of the
claimed security properties. The algorithm can be generic and applicable to
all encryption schemes that belongs to a specific family, or it can be dedicated
for a particular construction. Typically, an attack scenario assumes that the
encryption or decryption algorithm is known to the adversaries, and the key
used is chosen uniformly at random from the set of all possible keys.

There are different goals for cryptanalytic attacks. The strongest one is to
extract partial or full information about the key used in an encryption. This
would allow an adversary to recover any plaintext encrypted using the same
key. A weaker goal of cryptanalytic attack is to learn non-random behaviours
of a particular encryption scheme, known as distinguishing attacks. For block
ciphers, distinguishing attacks try to exhibit some properties that deviates from
a random permutation, while for the case of stream ciphers, it tries is to dis-
tinguish the keystream from a truly random sequence. In a digital signature
scheme, an attack that tries to falsify a signature for a given message without
an access the the actual signer’s private key is called a forgery attack.

In any cryptanalytic attack, it is possible to assume that adversaries have
access to various types of data (e.g., plaintext, ciphertext, etc). Not all data is
equally beneficial. Thus it is crucial to classify different attack scenarios based
on the data required to mount the attack. Let EK and DK denote encryption
and decryption function under the key K.

Ciphertext-Only Attack In this model an adversary is assumed to only have
access to a set of ciphertexts.

Known-Plaintext Attack In this attack model an adversary has access to a
set of, say, n plaintext p1, p2, . . . , pn and their corresponding ciphertext
c1, c2, . . . , cn.

Chosen-(Plaintext/Ciphertext) Attack In a chosen-plaintext attack an ad-
versary selects a set of plaintext p1, . . . , pn a priori and requests their
corresponding ciphertext ci = EK(pi) for all i = 1, 2, . . . , n. Conversely,
in a chosen-ciphertext attack an adversary chooses a set of ciphertext
c1, . . . , cn and requests their corresponding plaintext pi = DK(ci) for all
i = 1, 2, . . . , n.

Adaptively Chosen-(Plaintext/Ciphertext) Attack In an adaptively chosen-
plaintext attack, an adversary chooses plaintexts for encryption based on
previously selected plaintexts and the corresponding ciphertexts. In an
adaptively chosen-ciphertext attack the plaintext and encryption oracle
in the adaptively chosen-plaintext scenario are replaced by a ciphertext
and decryption oracle, respectively.
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Ciphertext-only and known-plaintext attacks are classified as passive at-
tacks, i.e., the adversary only observes communications or data. The former is
considered to be the most realistic attack scenario but it is also the most diffi-
cult one due to limited information available to the adversary. Thus, to recover
partial or full-information about the key in a ciphertext-only attack, additional
knowledge about the plaintext is often needed, such as some redundancy that
occurs in the plaintext or knowledge of a valid plaintext.

On the other hand, chosen-(plaintext/ciphertext) and adaptively chosen-
(plaintext/ciphertext) attacks are active attacks. These models assume that
the adversary has black-box access to the encryption (or decryption) oracle
with the user’s key, and therefore viewed as somewhat less realistic in practice.
In public-key cryptography, however, the encryption oracle comes for free since
the encryption key is public.

As we move down the list above, the requirements of the attack model be-
come increasingly difficult. This can be seen from the escalation in the type of
data required and the capability of the adversary. In order to compare differ-
ent types of attack, it is necessary to quantify their complexity in terms of all
involved parameters. The cost metric for a cryptanalytic attack consists of the
following parameters:

Time complexity In general, the time required to mount the attack is consid-
ered the most important cost metric in cryptanalysis. In symmetric-key
cryptanalysis, it is typically quantitatively measured relative to the cost
of an encryption or decryption call. In public-key cryptanalysis, the time
complexity is typically measured in terms of the number of bit operations.

Data complexity Every attack model previously described requires certain
information to be available. Not only the type of information, the amount
must also be taken into account as a cost metric for cryptanalytic attacks.
There is also a possible trade-off between data complexity and time com-
plexity. For instance an attack might need relatively few encryption or
decryption operations but it requires enormous amounts of plaintext or
ciphertext pairs, or vice versa.

Memory complexity The memory complexity is a metric that represents the
storage requirements to mount the attack. High memory complexities may
turn out to be the main bottleneck that causes an attack to be impractical.
It is also considered to be an expensive cost from practical point of view.
In the case where there is a trade-off between time complexity and memory
complexity, it is often more reasonable to reduce the memory complexity
at the expense of increasing time complexity.

Success probability In all attack settings, it is plausible to include success
probability as a cost metric to mount an attack. For instance, the adver-
sary may reduce the data complexity at the expense of a smaller success
probability. However, the probability should still be sufficiently high to
be considered as a valid attack.

The most straightforward cryptanalysis technique that recovers the key is
exhaustive key search. The goal is to recover the key used to encrypt a particular
ciphertext, which will allow an adversary to recover the corresponding plaintext
and any other ciphertexts encrypted with the same key. It requires only one
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ciphertext and sufficient knowledge about the plaintext to eliminate wrong keys
during the searching process. Exhaustive key search works for all encryption
schemes independent from their specification. Thus, it constitutes as a baseline
to determine whether a specific algorithm can be considered as a structural
attack. More formally, an algorithm is classified as a break of an encryption
scheme if its time complexity is strictly less than exhaustive-key search. Note
that it does not necessarily mean that a scheme that is broken in such sense is
considered to be broken in practice.

One of an early known documented cryptanalysis technique in history is
attributed to Al-Kindi (Alkindus) [Sin00, MAAT02][vzG15, Section G.1]. His
treatise, dated back in the 9-th century, described a method to recover the plain-
text from a ciphertext encrypted using monoalphabetic substitution cipher, i.e.,
it is an encryption scheme that substitutes each plaintext character into another
character/symbols and the rule of the substitution is unknown to adversaries.
The only requirement of the attack is that the original language used in the
communication is known. The main idea of the attack is the occurrences of a
letter or combination of letters for a particular language varies. For instance,
the letters ’E’, ’T’, and ’A’ are the three most-frequent letters that appear in
English language while occurrence of ’X’, ’Q’, or ’Z’ is rare. An adversary then
counts the frequency of each symbol in the ciphertext and associates each of
them with a corresponding letter of the language used such that the occurrence
falls within the same range. This can also be combined with more sophisti-
cated technique such as counting a pair of letters (bigram) or triplet of letters
(trigram). This technique, which is statistical in nature, is known as frequency
distribution analysis.

Many of the cryptanalysis approaches in modern cryptography, especially
in the domain of symmetric-key cryptanalysis, are also based on statistical
techniques. For instance, linear cryptanalysis [Mat93] and differential crypt-
analysis [BS90] are the two most-well known cryptanalysis techniques for block
ciphers exploiting non-random statistical behaviour of the encryption function.
In linear cryptanalysis, an adversary tries to identify linear relations among
parity bits of the plaintext, the ciphertext, and the key∗ that holds with high
or low probability. On the other hand, differential cryptanalysis studies how
the relation between two plaintexts affects the probabilistic occurrence of a cer-
tain relation in the corresponding ciphertexts. Both attacks are also applicable
to stream ciphers [Gol94, BD07]. Another type of statistical attack on stream
ciphers consists of correlation attacks [Sie85]. It is applicable to any stream
cipher where the keystream is generated by combining the output of several
LFSRs using a nonlinear function. A correlation attack exploits possible statis-
tical dependence between the keystream bits and the output of a single LFSR.
A more efficient variant of it is described in [MS89a].

One of the main drawbacks of statistical cryptanalysis is that it often requires
large amounts of plaintexts or ciphertexts, making it less realistic in practice
to mount the attack. Moreover, some statistical assumptions are required in
order to simplify the analysis. For instance, the assumption of independent
round keys is often stated in an attack against block ciphers based on linear or
differential cryptanalysis. This assumption does not hold true in general, but

∗ Concretely, the relation is of the form
∑n

i=1(αiPi+βiCi) =
∑k

j=1 γjKj where αi, βi, γj ∈ F2

and Pi, Ci,Kj are the plaintext bits, the ciphertext bits, and the key bits respectively
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often is an useful heuristic.
Another approach in cryptanalysis is algebraic cryptanalysis or algebraic at-

tack [Bar09]. From a high-level point-of-view, algebraic cryptanalysis consists
mainly of two steps. It first converts the encryption or decryption function of an
encryption scheme into a system of multivariate equations with coefficients in
some ring or field such as F2. The indeterminates of the system of equations rep-
resent the internal state of the encryption function and the key, both unknown
to the adversaries. The second step of the attack is to solve the constructed sys-
tem of equations for a given plaintext and its corresponding ciphertext. Solving
the system of equations means recovering the key as well as the internal state
of the cipher. Note that for a high-degree system of equations, a common strat-
egy to reduce the degree is by substituting all quadratic terms with auxiliary
variables. For instance, a term xixj is substituted by yi,j and the new equa-
tion xixj − yi,j = 0 is added to the system of equations [KS99, CKPS00]. By
iteratively applying such strategy, one can always reduce the degree of a system
of equations to a quadratic one at the expense of having more variables and
equations compared to the initial system of equations.

Algebraic cryptanalysis serves as a complementary technique to statistical
cryptanalysis. Its primary advantage is that it requires only few plaintext-
ciphertext pairs to mount the attack. In contrast to the probabilistic nature
of statistical cryptanalysis, algebraic cryptanalysis is a deterministic technique
and the success probability of the attack is always guaranteed since it requires
no a priori assumptions.

However, one drawback of algebraic cryptanalysis is that it is computation-
ally hard to solve a system of quadratic polynomial equations over a finite field,
even in the case of binary field F2. Solving a quadratic system of equations is
a well-known hard problem, known as the Multivariate Quadratic (MQ) prob-
lem. The computational intractability of the MQ problem over a finite field
is also used to construct trapdoor functions for public-key cryptography. We
refer to the family of such construction as multivariate public-key cryptography
(MPKC), which also includes digital signature schemes based on the hardness
of MQ problem. The primary challenge in MPKC is to construct a public-key
or digital signature scheme such that the complexity to solve the system of
equations representing the public-key is as close as possible to the complexity
of solving random quadratic polynomial equations.

MPKC is one of the mathematical platforms considered for post-quantum
cryptography. The US National Institute for Standards and Technology (NIST)
has initiated a competition for a post-quantum cryptography standardization
process. The goal is to develop classical cryptographic schemes that are com-
patible with existing network/communication protocols and considered secure
against attacks by both quantum and classical computers. The security of sev-
eral submitted proposals are based on the hardness of the MQ problem over
finite fields.

1.3 Contributions

1.3.1 Motivations

This thesis focuses on the development of Gröbner bases algorithms and their ap-
plications in the cryptanalysis of Multivariate Public-Key Cryptography (MPKC)
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and in other domains. The main research question in this work is how efficient
the Gröbner bases algorithms can be implemented in practice to solve a sys-
tem of equations that represent the public-key of MPKC. In this section we
shall discuss the motivations on why we focus on Gröbner bases algorithms and
why we concentrate on their applications in the cryptanalysis of MPKC. While
Gröbner bases algorithms and polynomial-solving methods are often associated
with the cryptanalysis of MPKC, they are equally applicable in the analysis
of symmetric-key primitives. These primitives can be expressed as systems of
polynomial equations over finite fields, which allows the use of Gröbner bases
algorithms to perform key-recovery attacks or to study the underlying algebraic
structures under certain conditions. Chapter 2 provides an overview of these
approaches.

In the view of algebraic cryptanalysis, there are two factors that influence
its effectiveness to attack cryptographic primitives. The first factor is the repre-
sentation of the primitive as a system of multivariate polynomial equations. An
adversary needs to find an algebraic modelling that maximizes the efficiency of
algorithms that solve it. For instance, when it comes to algebraic solvers such
as Gröbner bases algorithms [Buc65, Fau99] or the XL algorithm [CKPS00], it
is more desirable that the system contains as many linearly independent equa-
tions as possible (see Subsection 2.5.1 and Subsection 2.5.2). The efficiency of
other methods may be influenced by other parameters, such as the Raddum-
Semaev algorithm that takes the sparsity of the system and the order of the
finite field into account (see Subsection 2.5.4). The second factor, which is
arguably the most important one, is the algorithm used to solve the system
of polynomial equations. The SAT-based approach is applicable for polynomi-
als with coefficients in F2e where e is a positive integer (see Subsection 2.5.3
and Chapter 15 of [Bar09]). The Raddum-Semaev algorithm is applicable for
sparse systems of polynomial equations defined over a finite field having small
order. The MILP-based approach is so far limited only for polynomials defined
over F2 (see Subsection 2.5.5). Gröbner bases algorithms and linearization-
based algorithms remain as the most generic approaches. The latter approach
arguably received the most attention in cryptographic literature. Since the
introduction of the XL algorithm [CKPS00], several modified variants were pro-
posed [CP02, CP03, Cou04]. Even after it was shown that the XL algorithm
is a redundant variant of the F4 algorithm [AFI+04], the development of XL-
based algorithms still continued with the introduction of the concept of mutant
and MutantXL algorithms [MMDB08, MCD+09, MDBW09]. Eventually, the
MutantXL algorithm was also shown to be a redundant variant of the F4 algo-
rithm [ACFP12].

The primary motivation to develop a new Gröbner bases algorithm from a
cryptanalysis standpoint is to shift the attention from linearization-based ap-
proaches to a family of algorithms with a well-established theory. There are
several proposals of Gröbner bases algorithms dedicated for cryptanalysis pur-
poses [FJ03, JV11]. However, their exposure are limited to high-level descrip-
tions without much emphasis on the implementation aspects. This in contrast to
the fact that the efficiency of Gröbner bases algorithms are often shown by their
ability to solve computational problems in practice. For instance, the efficiency
of F4 [Fau99] was demonstrated by its implementation that solved the Cyclic
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9-roots problem.∗ The paper, however, mentioned almost no direction on how
to implement the algorithm. Moreover, two well-known implementations of the
Gröbner bases algorithm [Fau10, BCP97] are provided as closed-source binaries.
This thesis tries to address this problem: we develop a Gröbner bases algorithm
for cryptanalysis purposes and present its high-level description together with
its implementation in a unified theoretical framework.

We choose to focus on the cryptanalysis of MPKCs because of one main rea-
son: the growing interest in their development as candidates for post-quantum
cryptography. In December 2016, the US National Institute for Standards and
Technology (NIST) has initiated a call for proposals for a post-quantum crypto-
graphy standardization process. The goal is to develop classical cryptographic
schemes that are compatible with existing network/communication protocols
and considered secure against attacks by both quantum and classical comput-
ers. The security of several submitted proposals are based on the hardness of
the MQ problem over finite fields. These proposals are Dme [Lue17], Rain-
bow [DS05], Luov [BP17], DualModeMS [FPR17a], GeMSS [FPR+17b],
Gui [DCP+17], HIMQ-3 [SPK17] and MQDSS [CHR+17]. Among those pro-
posals, Rainbow was the one that advanced the furthest and emerged as one
of the Round 3 finalists [NIS20]. However, in Crypto 2022 [Beu22] Beullens
introduced a new attack on Rainbow that reduces the security level for all the
proposed parameters and was mounted in practice to recover the private key
for the smallest parameter. Nonetheless, this does not eliminate the interest
of having MPKC schemes in the NIST post-quantum standardization mainly
due to their features of having short signature and fast verification. Both fea-
tures are explicitly stated as the interests of NIST in its additional call for
post-quantum digital signature schemes [NIS22] where 10 out of 40 submissions
are classified under the category of multivariate signatures: 3Wise [Rod23a],
Dme Sign [Ln23], Hppc [Rod23b], Mayo [BCC+23], Prov [GCF+23], QR-
UOV [FIH+23], Snova [WCD+23], Tuov [DGG+23], Uov [BCD+23], and
Vox [PCF+23].

In Section 2.2 we describe that the public-key of encryption or signature
schemes based on the hardness of MQ problem consists of multivariate quadratic
polynomials over a finite field. Given a ciphertext (in the case of encryption
schemes) or a signature (in the case of digital signature schemes), the direct
approach to perform a plaintext-recovery or signature forgery attack on MQ-
based public-key and digital signature schemes is to compute a Gröbner basis
of the ideal generated by the polynomials in the public key. In order to gain
a better confidence in their security, it is crucial to understand the complex-
ity of computing Gröbner bases in practice. Following the same motivation,

∗ Cyclic n-roots problem is the problem of finding a solution for the system of equations

x1 + x2 + · · ·+ xn = 0,

x1x2 + x2x3 + · · ·+ xn−1xn + xnx1 = 0,

x1x2x3 + x2x3x4 + · · ·+ xnx1x2 = 0,

...

x1x2 · · ·xn − 1 = 0.

This is a well-known benchmark problem in computer algebra, popularized by James Daven-
port [Dav87].
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Yasuda et al. introduced an open challenge to solve concrete instances of the
MQ problem [YDH+15a]. The main goal of the challenge is to understand the
relation among the order of a finite field, the number of variables, and the num-
ber of equations with the hardness of solving MQ problem. The result of solved
challenges may contribute in determining appropriate parameters for MQ-based
public-key or digital signature schemes.

Gröbner bases and Gröbner bases algorithms are also known to have appli-
cations in other areas such as algebraic geometry [AL94, Section 2.5], coding
theory [BP09, Sak98], graph-coloring [Bay82, Section 3.2], integer program-
ming [MMR91], geometric theorem proving [Wan98], etc. In this thesis we also
explore other possible new applications of Gröbner bases, particularly on prob-
lems that can be expressed as a constraint satisfaction problem [RN10, Chapter
6] and also in the cryptanalysis of symmetric-key primitives.

1.3.2 Technical Contributions

The contribution of this thesis is divided into two parts. The first contribu-
tion deals with the algorithmic and the implementation aspect of the Gröbner
bases algorithm. The second contribution proposes several new applications of
Gröbner bases in different domains. All these contributions are described in
Chapter 5, Chapter 6, Chapter 7, and Chapter 8.

Part of the results in Chapter 5 and Chapter 6 have been published in the
following conference proceedings

Rusydi H. Makarim, Marc Stevens. M4GB: An Efficient Gröbner-
Basis Algorithm. Proceedings of the 2017 ACM on International
Symposium on Symbolic and Algebraic Computation, ISSAC 2017
[MS17].

Chapter 5 extends the results of [MS17] by providing a detailed rationale of the
reduction strategy of the M4GB algorithm as an improvement over the reduc-
tion strategy of the F4 algorithm [Fau99] (see Section 5.1). The same chapter
also provides an example to better illustrate the M4GB reduction and its gen-
eralization that applies on term-polynomial multiplication (see Section 5.2).
Chapter 6 also extends the results of [MS17] by giving an overview of the MQ
challenge [YDH+15a] and the hybrid approach [BFP09, BFP12] in a greater
details (see Section 6.1, Section 6.2 and Section 6.3). Moreover, Chapter 6 also
provides cost estimations, in terms of CPU time and memory, of using the cur-
rent implementation of the M4GB algorithm to solve other instances of the MQ
challenge with higher parameters (see Section 6.5).

Part of the results in Chapter 7 have been published in the following journal

Putranto H. Utomo, Rusydi H. Makarim. Solving a Binary Puzzle.
Mathematics in Computer Science, Volume 11, Numbers 3-4 [UM17].

Chapter 7 extends the result of [UM17] in threefold. Firstly, it provides a
new way to express the polynomial equation for one of the constraint of binary
puzzles as a linear combination of the elementary symmetric polynomials over F2

(see Theorem 7.14 in Section 7.5). Secondly, it introduces a strategy to reduce
the degree of the polynomials of binary puzzles over F2 at the expense of working
over the rational field or the integer ring (see Section 7.6). Lastly, it provides
a benchmark that compares the performance of the implementation of Gröbner
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bases algorithms in Magma[BCP97], Singular[DGPS18], and PolyBori[BD09a]
to solve systems of polynomial equations of binary puzzles over F2, the rational
field, and the integer ring (see Section 7.7).

M4GB Gröbner Bases Algorithm

In Chapter 5, we propose a new variant of the Gröbner bases algorithm called
M4GB algorithm. The algorithm is designed to consistently operate on and
maintain polynomials in tail-reduced form with respect to the current interme-
diate basis. In contrast to the F4 algorithm that computes the (reduced)-row
echelon form of coefficient matrices that includes reducible terms in the tail of
the corresponding polynomials, the strategy of M4GB can be seen as a way
to perform similar computation on coefficient matrices that contain only non-
reducible terms in the tail of each polynomial. We also introduce a new recursive
reduction algorithm on polynomials of the form tf where t and f are a term and
a polynomial in F[x1, . . . , xn] respectively. The M4GB algorithm is described
in a way that unifies high-level description together with its implementation as-
pects. Although this is different from the usual tradition to describe a Gröbner
bases algorithm, our goal here is to present it without obscuring the nature of
its implementation.
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Figure 1: The CPU time and memory comparison of M4GB with other Gröbner
bases implementation for system of equations with 2n equations over F31, where n is
the number of variables. The vertical dashed line separates the parameter with different
degree of regularity (DoR).

Following a similar approach as in [Fau99, Fau02], we demonstrate the effi-
ciency of the M4GB algorithm by implementing it in practice and comparing
its performance against other existing implementations of the Gröbner bases
algorithms. The implementation is available in the following link

https://github.com/cr-marcstevens/m4gb.

https://github.com/cr-marcstevens/m4gb
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Figure 2: The CPU time and memory comparison of M4GB with other Gröbner
bases implementation for system of equations with n + 1 equations over F31, where
n is the number of variables. The vertical dashed line separates the parameter with
different degree of regularity (DoR).
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We compare the implementation of our open-source M4GB with three state-of-
the-art Gröbner bases implementations, namely Magma [BCP97], FGb [Fau10],
and OpenF4 [CVJ]. We compare the performance and memory usage of our
M4GB algorithm against existing Gröbner bases implementations for system
of polynomial equations that represent a public-key of MPKC schemes, i.e.,
overdefined quadratic systems of equations over finite fields. The results of the
benchmarks are given in Figure 1 and Figure 2. Although OpenF4, FGb, and
Magma appear to provide a trade-off between CPU time and memory usage,
our implementation of M4GB consistently has the best performance and the
least memory usage in all benchmark parameters. For the case of 2n equations
with n variables, M4GB performs 2.5 up to 4 times faster than OpenF4 (the
second fastest implementation). M4GB also has the least memory usage by
a factor between 1.2 and 2.35 compared to FGb (having the second smallest
memory usage). For systems with n+1 equations and n variables, M4GB also
emerges as the most efficient algorithm to solve such systems. It performs 2.6
up to 3.3 times faster than OpenF4 as the second fastest implementation and
it uses 1.9 up to 4.4 times less memory compared to FGb and Magma.

The efficiency of the M4GB algorithm also contributes to the cryptanalysis
of existing multivariate-based post-quantum digital signatures. Recently Beul-
lens [Beu24] utilized our implementation of the M4GB algorithm to demon-
strate a practical attack against SNOVA [WCD+23], one of the candidate of
the NIST on-ramp post-quantum signature. The attack itself consists of multi-
ple steps where the M4GB algorithm is used in the last one, which is also the
bottleneck of the attack, that requires solving multiple systems of 14 polynomal
equations in 13 variables over F16 (see page 13-15 of [Beu24]).

MQ Challenge Computational Records

Chapter 6 presents the application of M4GB as a Gröbner bases algorithm to
solve some concrete challenges of MQ problems over finite fields. Particularly,
M4GB set a record in the Fukuoka MQ Challenge for parameters that represent
the public-key in MQ-based digital signature algorithms.∗ A short summary of
challenges solved by M4GB is available in Table 1. Moreover, in the same
chapter we provide an estimation of CPU time and memory to solve larger
parameters of type V and VI of MQ challenge. The result is described in
Table 2.

Solving Binary Puzzles using Gröbner Bases

Chapter 7 presents an application of Gröbner bases algorithms to find solutions
for binary puzzles. A binary puzzle is a Sudoku-like puzzle with an entry in
each cell taken from the set {0, 1} instead of {0, 1, . . . , 9}. Let n ≥ 4 be an even
integer and [n] = {1, 2, . . . , n}. We define the initial configuration of a binary
puzzle as a subset M ⊆ [n]2 × {0, 1}. The set M tells that the value at row i
and column j of the binary puzzle is equal to vi,j , for all ((i, j), vi,j) ∈ M . An
n×n binary puzzle with the initial configuration M ⊆ [n]2×{0, 1} is solvable if
there exists an assignment for each cell that satisfies the following constraints :

∗ The challenges are random instances of the MQ problem over finite fields that represent MQ-
based public-key cryptography and digital signature. All challenges and existing records are
available at https://www.mqchallenge.org.

https://www.mqchallenge.org
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Type (n,m) k Duration Search Space Covered
V (24, 16) 1 ≈ 9.3 hours 29%
V (25, 17) 1 ≈ 46.33 hours 46.5%
V (27, 18) 1 ≈ 10.9 days 95.7%
V (28, 19) 1 ≈ 69.75 days 71.5%
VI (24, 16) 1 ≈ 1.2 hours 22.6%
VI (25, 17) 1 ≈ 9.87 hours 64.5%
VI (27, 18) 1 ≈ 31.48 hours 12.9%
VI (28, 19) 1 ≈ 7.61 days 54.8%
VI (30, 20) 2 ≈ 11.32 days 21.5%

Table 1: Summary of solved MQ challenges with n variables and m equations using
the implementation of M4GB. Type V and VI consist of polynomials defined over F28

and F31 respectively. For each challenge, we solved qk subsystems by substituting k
variables with all possible values in Fq, where q is the order of the finite field. The
subsystems are generated after fixing the value of n−m chosen variables.

m m− n ≈ CPU hours ≈ Memory (GB)
V VI V VI V VI

20 1 - 402045 - 210 -
21 1 3 2.85 · 106 217452 764 5.47
22 1 2 2.02 · 107 1.39 · 106 2776 189
23 1 2 1.44 · 108 8.94 · 106 10087 654
24 1 3 1.02 · 109 1.43 · 107 36643 130
25 1 3 7.23 · 109 1.57 · 108 133110 528
26 1 3 5.13 · 1010 8.15 · 108 483536 1631
27 1 3 3.64 · 1011 4.24 · 109 1.76 · 106 5042
28 1 3 2.58 · 1012 2.20 · 1010 6.40 · 106 15584
29 1 3 1.83 · 1013 1.15 · 1011 2.32 · 107 4.81 · 104
30 1 3 1.30 · 1014 5.95 · 1011 8.44 · 107 1.49 · 105
31 1 3 9.23 · 1014 3.10 · 1012 3.06 · 108 4.61 · 105
32 1 3 6.55 · 1015 1.61 · 1013 1.11 · 109 1.42 · 106
33 1 3 4.64 · 1016 8.37 · 1013 4.04 · 109 4.40 · 106
34 1 3 3.30 · 1017 4.35 · 1014 1.47 · 1010 1.36 · 107
35 1 5 2.34 · 1018 1.95 · 1015 5.32 · 1010 8.37 · 104

Table 2: Estimated cost to solve larger parameters of type V (top) and VI (bottom)
using our implementation of M4GB algorithm running on Intel(R) Xeon(R) CPU
E5-2650 v3 @ 2.30 GHz. Memory usage is for a single subsystem and the total system
memory required depends on the number of subsystems being solved simultaneously.
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Figure 4: An example of initial configuration of an 8× 8 binary puzzle (left) and its
corresponding solution (right). Note that multiple solutions may exist depending on
the size and the initial configuration.

1. There exists no three (3) consecutive cells, both vertically and horizontally,
which are filled with the same value

2. The number of zeros and ones in each row and column must be equal, i.e.,
their number in each row and column must be equal to n/2

3. Every two distinct rows (resp. columns) must not be equal.

Solving a binary puzzle can then be viewed as a constraint satisfaction prob-
lem. Our approach is to see each constraint that must be satisfied as a polyno-
mial equation. Since each entry in the puzzle is taken from the set {0, 1}, the
first natural approach is to look at each constraint as a polynomial over F2.

Theorem 1.1. An n × n Binary puzzle with the initial configuration M is
solvable if and only if the following system of polynomial equations over F2 has

a solution in F(n2)
2 :

xi,j+1xi,j+2 + xi,jxi,j+2 + xi,j+2 1 ≤ i ≤ n, 1 ≤ j ≤ n− 2
+xi,jxi,j+1 + xi,j+1 + xi,j + 1,

xi+1,jxi+2,j + xi,jxi+2,j + xi+2,j 1 ≤ j ≤ n, 1 ≤ i ≤ n− 2
+xi,jxi+1,j + xi+1,j + xi,j + 1,

1 +

n∑
k=1

n/2⪯k

σk,n(xi,1, . . . , xi,n), 1 ≤ i ≤ n

1 +

n∑
k=1

n/2⪯k

σk,n(x1,j , . . . , xn,j), 1 ≤ j ≤ n

n∏
k=1

(xi,k + xj,k + 1), 1 ≤ i ≤ n− 1, i+ 1 ≤ j ≤ n

n∏
k=1

(xk,i + xk,j + 1), 1 ≤ i ≤ n− 1, i+ 1 ≤ j ≤ n

x2
i,j + xi,j 1 ≤ i ≤ n, 1 ≤ j ≤ n.

xi,j + vi,j ∀((i, j), vi,j) ∈M
where σk,n(x1, . . . , xn) denotes the k-th elementary symmetric polynomial in n-
variables x1, . . . , xn and a ⪯ b, (a, b ∈ Z≥0) if the binary representation of a is
covered by the binary representation of b, .

The second approach is to look at each constraint as polynomial over Q or Z.
One advantage of this approach is the polynomial representation for the second
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constraint is linear, thus significantly reducing the degree of the same constraint
at the expense of defining the polynomials over Q or Z.

Theorem 1.2. An n×n binary puzzle with the initial configuration M is solv-
able if and only if the following system of polynomial equations over Q (or Z)
has a solution in Q(n2) (or Z(n2)):

xi,j+1xi,j+2 + xi,jxi,j+2 − xi,j+2 1 ≤ i ≤ n, 1 ≤ j ≤ n− 2
+xi,jxi,j+1 − xi,j+1 − xi,j + 1,

xi+1,jxi+2,j + xi,jxi+2,j − xi+2,j 1 ≤ j ≤ n, 1 ≤ i ≤ n− 2
+xi,jxi+1,j − xi+1,j − xi,j + 1,

n∑
j=1

xi,j − n/2, 1 ≤ i ≤ n

n∑
i=1

xi,j − n/2, 1 ≤ j ≤ n

n∏
k=1

(xi,k + xj,k − 1), 1 ≤ i ≤ n− 1, i+ 1 ≤ j ≤ n

n∏
k=1

(xk,i + xk,j − 1), 1 ≤ i ≤ n− 1, i+ 1 ≤ j ≤ n

x2
i,j − xi,j 1 ≤ i ≤ n, 1 ≤ j ≤ n

xi,j − vi,j ∀((i, j), vi,j) ∈M.

The solutions for a binary puzzle can then be obtained by computing a
Gröbner bases of the ideal generated by either the polynomials in Theorem 1.1
or Theorem 1.2.

In order to understand the impact of reducing the degree of some equations
at the expense of changing the ring where coefficients of the polynomials are
defined, we also compare the performance of Gröbner bases algorithm in practice
to solve system of equations that represent binary puzzles over F2, Q, and Z.

New Characterizations of S-Boxes Criteria

Chapter 8 introduces a new-point-of-view to look at cryptographic properties
of a vectorial Boolean functions from the settings of ideals in multivariate poly-
nomial ring. We propose new characterization for notions related to the non-
linearity, differential, and autocorrelation from ideal-theoretic viewpoint. The
primary contributions are summarized in the following theorems.

Theorem 1.3. Let S : Fn
2 7→ Fm

2 and R be a polynomial ring over F2 in n+m
variables. For any a ∈ Fn

2 and b ∈ Fm
2 there exists an ideal I of R such that

the bias of a linear approximation on S with input mask a and output mask b
is equal to

2−n · (dimF2
(R/I)− 2n−1).

Theorem 1.4. Let S : Fn
2 7→ Fm

2 and R be a polynomial ring over F2 in 2(n+m)
variables. For any α ∈ Fn

2 ,β ∈ Fm
2 there exists an ideal I of R such that the

probability of a differential (α,β) is equal to

2−n · dimF2
(R/I).
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Theorem 1.5. Let S : Fn
2 7→ Fm

2 and R be a polynomial ring over F2 in 2(n+m)
variables. For any α ∈ Fn

2 , b ∈ Fm
2 there exists an ideal I of R such that the

autocorrelation of the component function b · S(x) at α is equal to

2n − 2 · dimF2
(R/I).

In the same chapter we also exhibit new approaches to compute the bias
of a linear approximation, the probability of a differential, and the autocorre-
lation of a component function that utilize Gröbner bases algorithms. To the
best of our knowledge, this is the first work that establishes connections among
cryptographic properties of vectorial Boolean functions and computational com-
mutative algebra.

1.3.3 Thesis Outline

The remainder of this thesis consists of seven chapters.
Chapter 2 is a survey on various aspects of MQ problems and solving systems

of polynomial equations in cryptology. It describes the intractability of the MQ
problem and how it can be used to construct public-key and digital signature
schemes. The chapter also describes the relevance of solving MQ problem and
systems of polynomial equations in the cryptanalysis of symmetric-key primi-
tives. It also provides a brief survey of existing techniques in the literatures to
solve systems of polynomial equations.

Chapter 3 discusses the Gröbner bases and their applications. It serves as
the preliminary chapter where we explain all notations and terminologies used
throughout this thesis. In the same chapter we also describe two applications of
Gröbner bases that are relevant within the scope of this thesis: solving the ideal
membership problem and solving systems of multivariate polynomial equations.

Chapter 4 focuses on the Gröbner bases algorithms. We shall explain Buch-
berger [Buc65, Buc06] and the F4 algorithm [Fau99] in Section 4.1 and Sec-
tion 4.2 respectively. In the same chapter, we also discuss several improve-
ment strategies for both algorithms, where their main goal is to detect un-
necessary computations in advance. Moreover, we also describe the XL algo-
rithm [CKPS00] in Section 4.3. Even though it was not originally proposed to
compute Gröbner bases of an ideal, it can actually be viewed as a redundant
variant of the F4 algorithm.

Chapter 5 explains the M4GB algorithm. It covers the description of the
algorithm, the reduction strategy, and the rationale behind its design. The
performance comparison of M4GB against FGb [Fau10], Magma [BCP97], and
OpenF4 [CVJ] are given in Section 5.7.

Chapter 6 describes the application of theM4GB algorithm to solve concrete
challenges of MQ problems proposed in [YDH+15a, YDH+15b] for parameters
that represent signature-type MPKC, i.e., an underdefined system of equations
over a finite field. We give an overview of existing strategies to solve such a
system of equations in Section 6.3. We also discuss the cost of solving larger
parameters of signature-type MQ challenge in Section 6.5.

Chapter 7 explains the application of the Gröbner bases algorithm to solve
binary puzzles. In particular, the proof of Theorem 1.1 and Theorem 1.2 are
given in Section 7.5 and Section 7.6 respectively. We also compare the perfor-
mance of different implementations of Gröbner bases algorithms to solve sys-
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tems of polynomial equations over F2, Q, and Z that represent a binary puzzle
in Section 7.7.

Chapter 8 presents the relation of cryptographic properties of vectorial Boolean
functions and their corresponding ideals. The proof of Theorem 1.3, Theo-
rem 1.4, and Theorem 1.5 are given in Section 8.2, Section 8.3, and Section 8.4
respectively. In each of those sections we also present the algorithms based on
the Gröbner bases that compute the bias of a linear approximation, the proba-
bility of a differential and the autocorrelation. In relation with autocorrelation,
we also discuss a possible way to look at the existence of a linear structure as
ideal membership problem in Subsection 8.4.1.

1.3.4 Publications

In addition to [MS17, UM17], the author has co-authored the following publi-
cation related to the study of the intractability of the MQ problem and multi-
variate public-key cryptosystems. The results, though related, are not covered
in this dissertation.
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bel. An Estimator for the Hardness of the MQ Problem. 13th Interna-
tional Conference on Cryptology in Africa (AFRICACRYPT), Fez, Mo-
rocco, 2022, pp. 323-347.

Moreover, the author has also contributed to the following publications in
the area of cryptanalysis of symmetric-key primitives. Hence, these results are
not covered in this dissertation.

[HDRM23] Solane El Hirch, Joan Daemen, Raghvendra Rohit, Rusydi H. Makarim.
Twin Column Parity Mixers and Gaston - A New Mixing Layer and Per-
mutation. 43rd Annual International Cryptology Conference, CRYPTO
2023, Santa Barbara, CA, USA, August 20–24, 2023, Proceedings, Part
III, pp. 475-506.

[BGG+23b] Emanuele Bellini, David Gérault, Juan Grados, Rusydi H. Makarim,
Thomas Peyrin. Boosting Differential-Linear Cryptanalysis of ChaCha7
with MILP . (2023). IACR Transactions on Symmetric Cryptology, Vol-
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Rusydi H. Makarim, Mohamed Rachidi, Sharwan K. Tiwari. CLAASP:
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2 Multivariate Quadratic (MQ) Problems in Cryp-
tology
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Algebraic cryptanalysis is a generic technique that allows assessment of nu-
merous cryptographic schemes. Its main principle is to express a cryptanalytic
problem (e.g., key-recovery, plaintext-recovery, etc) into a system of multivari-
ate polynomial equations. The public parameters, such as description of en-
cryption schemes or public-keys, are used to express the system of equations.
The construction of the equations are done in a way that allows a correspon-
dence between the solutions of the system with the secret component of the
cryptographic primitive. The polynomials are, in general, quadratic and the
coefficients are taken from a finite field.

The security level of an encryption scheme against algebraic cryptanalysis
is linked with the difficulty of solving system of polynomial equations over a
finite field. It is often the case that a cryptographic primitive can be repre-
sented by different system of equations. This cryptanalytic technique has been
successfully applied to break the security of multivariate public-key/signature
schemes [FJ03, FLP08] as well as certain families of stream ciphers [CP02,
CM03, Cou03].

This chapter is meant to provide a bird’s-eye view on various aspects of
algebraic cryptanalysis. We begin by describing a computationally intractable
problem related to solving a system of quadratic polynomial equations over
a field called the Multivariate Quadratic (MQ) problem in Section 2.1. This
hard computational problem is also used as a foundation to construct post-
quantum cryptographic primitives. The description of public-key cryptography
based on the difficulty of solving polynomial equations is given in Section 2.2.
This will be followed by Section 2.3 which provides a survey on how algebraic
cryptanalysis plays a role in the cryptanalysis of symmetric-key primitives. We
also give a brief overview of the algebraic cryptanalysis against post-quantum
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cryptographic schemes in Section 2.4. We will then discuss several methods that
have been applied to find a solution of multivariate polynomial equations from
different cryptographic primitives. Some of the methods mentioned are algebraic
in nature while others require reductions of solving multivariate polynomial
equations to other intractable problems. They will be explained in Section 2.5.

2.1 The Intractability of the MQ Problem

The central subject of this thesis is techniques to solve quadratic systems of
polynomial equations over a finite field. The term “solve” or ”solving” can
be interpreted in multiple ways. One may view it as an effort to recover all
solutions of the system of equations, including the one in the algebraic closure
of the coefficient field. However, in the context of cryptanalysis the term “solve”
and “solving” are restricted to finding a solution that lies in the coefficient field.
Definition 2.1 formally defines this perspective.

Definition 2.1 (Polynomial System Solving). Let R be a commutative ring
with a multiplicative identity 1 ̸= 0 and let f1, . . . , fm ∈ R[x1, . . . , xn] be m
polynomials over n-variables x1, . . . , xn with coefficients in R. The polynomial
system solving problem (PoSSo) for f1, . . . , fm over R is the problem of finding
an element (a1, . . . , an) ∈ Rn such that fi(a1, . . . , an) = 0 for all i ∈ {1, . . . ,m}.
We call the set {f1, . . . , fm} an instance of the PoSSo problem over R.

Definition 2.2 (MQ problem). An instance F = {f1, . . . , fm} ⊂ R[x1, . . . , xn]
of the PoSSo problem over R is called a multivariate quadratic (MQ) problem
over R if the degree of fi, 1 ≤ i ≤ m, is (at most) quadratic.∗ The decisional
MQ problem over R asks whether there exists an assignment (a1, . . . , an) ∈ Rn

such that fi(a1, . . . , an) = 0 for all i ∈ {1, . . . ,m}.

We will show that the decisional MQ problem over F2 is NP-complete. The
proof is based on the reduction to the following Boolean satisfiability problem.

Definition 2.3 (3-CNF SAT Problem). Let X = {X1, . . . , Xn} be a set of
Boolean variables, let L = {X1,¬X1, . . . , Xn,¬Xn} be the set of its correspond-
ing literals (where ¬Xi denotes the negation of Xi), and let ∧,∨ denote Boolean
AND and OR respectively. A Boolean formula C = {c1, . . . , cm} is in 3-CNF
(Conjunctive Normal Form) if it is of the form

c1 ∧ c2 ∧ · · · ∧ cm

where ci ∈ (L∪L2∪L3) is a Boolean OR of at most three literals (we shall call ci
a clause). The corresponding 3-CNF SAT problem is the problem to determine
if there is a valid assignment A ∈ {True, False}n for X such that all ci ∈ C
are true and, hence, C itself is satisfied.

The Cook-Levin theorem [Coo71, Lev73] states that the Boolean satisfia-
bility problem is NP-complete. Based on this result, the following proposition
shows that the decisional MQ problem over F2 is also NP-complete.

Proposition 2.4. The decisional MQ problem over F2 is NP-complete.

∗ See Definition 3.12 for the definition of the degree of a polynomial.
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Proof. The proof here is adapted from subsection 2.5.1 of [Wol05]. The outline
of this proof consists of two parts. We first show that solving an instance of
MQ problem over F2 is in NP, i.e., there exists a non-deterministic polynomial-
time algorithm that finds a solution if one exists. This will be followed by the
second part that shows there exists a polynomial-time reduction algorithm that
transforms an instance of 3-CNF SAT problem to an instance of MQ problem
over F2.

Let (f1, . . . , fm) ∈ F2[x1, . . . , xn] be an instance of MQ problem over F2.
There exists a non-deterministic algorithm that finds, in polynomial time, an
element (a1, . . . , an) ∈ Fn

2 such that fi(a1, . . . , an) = 0 for all i = 1, 2, . . . ,m if
one exists. The algorithm is described as follows

1. Select an element (a1, . . . , an) ∈ Fn
2 .

2. If fi(a1, . . . , an) = 0 for all i = 1, 2, . . . ,m, then return True. Otherwise,
go to step 1.

Note that the complexity of step (2) requiresm
∑2

i=0

(
n
i

)
= m(1+n+n(n−1)/2)

field operations, thus step (2) has polynomial-time complexity. The algorithm
is terminated if step (2) outputs True. Otherwise, it goes to an infinite loop.
Thus, the MQ problem over F2 is in NP.

In order to prove the NP-completeness, we reduce an instance of 3-CNF SAT
problem to an instance of MQ problem over F2. Let C be a set of clauses of n
Boolean variables in 3-CNF and |C| = m. Here we associate the Boolean value
True to 1 ∈ F2 and False to 0 ∈ F2. Similarly, for each i = 1, . . . , n we associate
each Boolean variableXi to its corresponding indeterminate xi in F2[x1, . . . , xn].
The following Algorithm 2.1 transforms C to a set of multivariate polynomial
equations over F2.

Input: A set of clauses C = {c1, . . . , cm} in CNF with variables
X1, . . . , Xn

Output: A subset F = {f1, . . . , fm} ⊂ F2[x1, . . . , xn]
1 F ← {}
2 for i = 1 to m do
3 fi ← 1 ∈ F2[x1, . . . , xn]
4 forall ℓ ∈ ci do
5 if ℓ = ¬Xj , j ∈ {1, . . . , n} then
6 fi ← fi · xj

7 else if ℓ = Xj , j ∈ {1, . . . , n} then
8 fi ← fi · (xj − 1)

9 F ← F ∪ {fi}
10 return F

Algorithm 2.1: Convert a 3-CNF problem into a MQ-problem over F2.

Note that an assignment (a1, . . . , an) ∈ Fn
2 to the variables of a polynomial

f ∈ F2[x1, . . . , xn] is considered “valid” if f(a1, . . . , an) = 0.∗ Each clause ci ∈ C

∗ By associating True ↔ 1 and False ↔ 0, the “satisfiability” of a polynomial is the opposite
of a clause. However, this does not affect the correctness of the result since the satisfiability
is not related with any assignment to the variables.
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is transformed to its corresponding polynomial equation fi ∈ F2[x1, . . . , xn] of
degree ≤ 3.

In order to reduce the degree of polynomials in F to quadratic, we introduce
n(n − 1)/2 additional variables yi,j that substitute the quadratic monomials
xixj , 1 ≤ i < j ≤ n. At the same time n(n − 1)/2 equations of the form
xixj+yi,j are also added to F . This yields a system of m+n(n−1)/2 quadratic
polynomials in n(n+1)/2 variables. If there exists a solution for this system of
equations, then we also have a solution to the 3-CNF SAT.∗ Since all the steps
require polynomial time and space, we have reduced an instance of 3-CNF SAT
in polynomial time to an instance of the MQ problem over F2. Therefore, the
decisional MQ problem over F2 is NP-complete. ■

Proposition 2.5. Let D be a finite integral domain. Then, the MQ problem
over D is NP-hard. In particular, if the addition and multiplication in D are
polynomial time operations, then the decisional MQ problem over D is NP-
complete.

Proof. The following proof is a summary of subsection 2.5.2 in [Wol05]. We first
prove that MQ over a finite integral domain D is NP-hard. The proof is based
on reduction of an instance of MQ over F2 to an instance of MQ over D.

Consider the following quadratic system of m equations in n variables over
F2 ∑

1≤j<k≤n

a
(1)
j,kxjxk +

n∑
j=1

b
(1)
j xj + c(1) = 0

...∑
1≤j<k≤n

a
(m)
j,k xjxk +

n∑
j=1

b
(m)
j xj + c(m) = 0

where a
(i)
j,k, b

(i)
j , c(i) ∈ F2 are constants, for 1 ≤ i ≤ m. Each polynomial above

is transformed into the following system of polynomial equations over F2

a
(i)
1,2x1x2 = y

(i)
1,2

a
(i)
1,3x1x3 = y

(i)
1,2 + y

(i)
1,3

...

a
(i)
n−1,nxn−1xn = y

(i)
n−2,n + y

(i)
n−1,n

b
(i)
1 x1 = y

(i)
n−1,n + z

(i)
1

b
(i)
2 x2 = z

(i)
1 + z

(i)
2

...

b
(i)
n−1xn−1 = z

(i)
n−2 + z

(i)
n−1

b(i)n xn + c(i) = z
(i)
n−1

(2.1)

∗ For instance, a clause (X1 ∨X2 ∨¬X3) is converted into a polynomial f = (x1 +1)(x2 +1)x3

by Algorithm 2.1. The set of solutions to f is F3
2 \ {(0, 0, 1)} and one can also verify that the

set of valid assignments to X1, X2, X3 is {True, False}3 \ {(False, False, True)}.



28 2.1 The Intractability of the MQ Problem

where y
(i)
j,k and z

(i)
j are new variables. Each polynomial is transformed into a set

of n(n+1)/2 equations with n+
(
n
2

)
+(n−1) = (n(n+3)−2)/2 variables. Thus,

the original system of equations is transformed into a system of mn(n + 1)/2
equations in n+m

(
n
2

)
+m(n− 1) = (2n+m(n− 1)(n+ 2))/2 variables. This

step requires polynomial-time in the size of the input.
The next step is to transfer the newly constructed system of equations over

F2 into a system of equations over D. This is done by considering the assign-

ment on each variables xj , y
(i)
j,k, z

(i)
j using the elements of D and each coefficient

a
(i)
j,k, b

(i)
j , c(i) ∈ F2 is replaced by either 0 ∈ D or 1 ∈ D. The multiplication in

F2 is replaced by the multiplication in D. However, the addition operation in
F2 needs to be replaced by (x+ y)((1 + 1)− (x+ y)) in D. Thus, from (2.1) we
obtain the following system of equations over D

a
(i)
1,2x1x2 = y

(i)
1,2

a
(i)
1,3x1x3 = (y

(i)
1,2 + y

(i)
1,3)((1 + 1)− (y

(i)
1,2 + y

(i)
1,3))

...

a
(i)
n−1,nxn−1xn = (y

(i)
n−2,n + y

(i)
n−1,n)((1 + 1)− (y

(i)
n−2,n + y

(i)
n−1,n))

b
(i)
1 x1 = (y

(i)
n−1,n + z

(i)
1 )((1 + 1)− (y

(i)
n−1,n + z

(i)
1 ))

b
(i)
2 x2 = (z

(i)
1 + z

(i)
2 )((1 + 1)− (z

(i)
1 + z

(i)
2 ))

...

b
(i)
n−1xn−1 = (z

(i)
n−2 + z

(i)
n−1)((1 + 1)− (z

(i)
n−2 + z

(i)
n−1))

z
(i)
n−1 = (b(i)n + c(i))((1 + 1)− (b(i)n + c(i)))

for all i = 1, . . . ,m. In order to restrict the solution in the set {0, 1} ⊂ D we
add new equations of the form x(1− x) for each variable. The number of such
equation is equal to (2n+m(n− 1)(n+2))/2. The system of equations over D
consists of n+m(n2 + n− 1) equations in (2n+m(n− 1)(n+ 2))/2 variables.
Thus, an instance of MQ problem over F2 is transformed into an instance of
MQ problem over D in polynomial-time complexity. The existence of a solution
for MQ problem over D implies the existence of a solution for MQ problem over
F2.

The last part of this proof is to show that if addition and multiplication in D
can be done in polynomial-time, then the MQ problem over D is NP-complete.
Consider the following nondeterministic algorithm to find a solution of an MQ
problem over D

1. Select an element (d1, . . . , dn) ∈ Dn for variables x1, . . . , xn.

2. If all m equations over D are satisfied by (d1, . . . , dn) then return True.
Otherwise, go to step 1.

Note that if addition and multiplication in D can be computed in polynomial-
time, then step 2 in the above procedure is also polynomial-time. Therefore,
the decisional MQ problem over D, where operations in D are computable in
polynomial-time, is NP-complete. Otherwise, the MQ problem over D is NP-
hard. ■
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2.2 Multivariate Public-Key Cryptography

In Chapter 1 we have discussed the importance of public-key cryptography in
solving the problem of key-distribution for symmetric-key primitives using inse-
cure channels. Two of the most successful proposals today are based on the dif-
ficulty of integer factorization [RSA78] and computation of discrete logarithms
in a cyclic group [Gam84]. Although both problems are regarded as hard prob-
lems for classical computers, in 1997 Peter Shor published a polynomial-time
quantum algorithm to solve integer factorization and discrete logarithm [Sho97].

This situation has prompted researchers to revisit public-key proposals in
the past that were based on different computational hard problems. In 1985,
Matsumoto and Imai introduced the first construction of multivariate public-
key cryptography in which the security is based on the difficulty of solving an
MQ-problem over F2 [IM85]. Since then, various other public-key cryptosystems
based on the hardness of solving systems of polynomial equations over (small)
finite field have been proposed [Pat96, PBD14, KPG99, PCDY17, DS05, Din04,
TDTD13, CBD+09]. This also has led to several submitted proposals to the
NIST post-quantum cryptography standardization process that are based on the
hardness of the MQ problem over finite fields: Dme [Lue17], Rainbow [DS05],
Luov [BP17], DualModeMS [FPR17a], GeMSS [FPR+17b], Gui [DCP+17],
HIMQ-3 [SPK17] and MQDSS [CHR+17]. Despite the devastating attack on
Rainbow [Beu22], which is the multivariate signature scheme that advances the
farthest from the initial NIST call-for-proposals for the post-quantum crypto-
graphy standardization, the interest in developing other multivariate-based dig-
ital signature schemes remains high due to its two primary advantages: small
signature size and fast verification. This is reflected in the 10 out of 40 submis-
sions to the NIST call for additional post-quantum digital signature schemes
standardization that are classified under the category of multivariate signa-
tures: 3Wise [Rod23a], Dme Sign [Ln23], Hppc [Rod23b], Mayo [BCC+23],
Prov [GCF+23], QR-UOV [FIH+23], Snova [WCD+23], Tuov [DGG+23],
Uov [BCD+23], and Vox [PCF+23]. Moreover, the security of two other sub-
missions that are classified under MPC-in-the-Head signatures, namely Bis-
cuit [BKPV23] and MQOM [FR23], are also based on the hardness of solving
multivariate polynomial equations over finite field.

The public-key of a multivariate-based encryption/signature scheme consists
of quadratic polynomials in F = (f1, . . . , fm) ⊂ Fq[x1, . . . , xn] (though there is
also a construction that uses cubic polynomials [DPW14]). Note that F has
three different natures: as an ordered subset of the ring Fq[x1, . . . , xn], as a
system of equations f1 = 0, . . . , fm = 0, and as a function F : Fn

q 7→ Fm
q .

The construction of F as a function is a composition of the following three
functions

F = B ◦ F̄ ◦A

where A : Fn
q 7→ Fn

q and B : Fm
q 7→ Fm

q are invertible affine transformations and

F̄ : Fn
q 7→ Fm

q is a quadratic map. The affine functions A and B are randomly

selected and their purpose is to hide the algebraic structure of F̄ given the
knowledge of F . The construction of F̄ must satisfy two main requirements.
The first one is, given any y in the image of F̄ , it should be computationally
feasible to find x ∈ Fn

q such that F̄ (x) = y. The second requirement is that the

complexity of solving F = B ◦ F̄ ◦ A as a system of equations must be as close
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as possible to the complexity of solving random quadratic system of equations
over Fq. The public-key consists of m polynomial components of F and the
private-key consists of A and B. The function F̄ may or may not be a part of
the private-key and that depends on its exact nature.

Public-key encryption In order to use MQ problems as an encryption func-
tion, the function F̄ must be injective, i.e., the preimage of every element
in the image of F̄ must be unambiguously determined. This implies that
F is an overdefined system of equations where m ≥ n. The encryption of
a plaintext P ∈ Fn

q is performed by computing C = F (P ) ∈ Fm
q . (When

F̄ is non-injective, one can concatenate the plaintext and its hash value
before encryption. The hash value helps to determine the correct preimage
when inverting F̄ .)

The receiver computes A−1(F̄−1(B−1(C))) to recover the original plain-
text P . Given F and C, in order to recover the plaintext P without
the knowledge of A,B, F̄ , an attacker must solve the system of equations
F (x1, . . . , xn) = C.

Public-key signature In the case of an MQ-based digital signature, the func-
tion F̄ should be close to surjective. This implies that F is an underdefined
system of equations where m ≤ n. A signature S for a plaintext P ∈ Fm

q

is computed as S = A−1(F̄−1(B−1(P ))).

The verifier computes F (S) and checks if P = F (S). In order to forge a
signature, an attacker has to solve the polynomial system F (x1, . . . , xn) =
P .

2.3 Algebraic Cryptanalysis of Symmetric-Key Crypto-
graphy

In this section we explain how the problem of solving a system of multivariate
polynomial equations over a finite field, especially over F2, occurs in the crypt-
analysis of symmetric-key primitives. We focus particularly on the cryptanalysis
of block ciphers and stream ciphers.

2.3.1 Algebraic Cryptanalysis of Block Ciphers

Let Fn
2 be the plaintext/ciphertext space and Fκ

2 be the key space. The function
E : Fn

2 × Fκ
2 7→ Fn

2 is an n-bit block cipher with κ-bit secret key if for every
K ∈ Fκ

2 the function

EK : Fn
2 7→ Fn

2 (2.2)

P 7→ E(P,K)

is invertible. A block cipher E is called an r-round iterated block cipher if

EK(P ) = RKr (RKr−1(. . . (RK1(P )))).

where R : Fn
2 × Fκ

2 7→ Fn
2 is a round function of E and RKi

is defined similarly
as in (2.2) with respect to R for i = 1, . . . , r and Ki ∈ Fκ

2 . The keys Ki are
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called the round keys and they are derived from the original key K using a key-
schedule algorithm. In this subsection, the term block cipher refers to iterated
block cipher.

Recall that conventional cryptanalytic approaches to block ciphers are dom-
inated by two techniques: linear cryptanalysis [Mat93] and differential crypt-
analysis [BS90]. In the case of linear cryptanalysis an attacker studies lin-
ear relations, i.e., the parity of chosen bits of the plaintext, ciphertext, and
the key, with high probability. On the other hand, differential cryptanalysis
studies the difference between two plaintexts and how this difference evolves
in various operations of the block cipher. Many other cryptanalytic tech-
niques for block ciphers are derived from the two techniques mentioned pre-
viously [Knu94, KR96, BBS99, LH94, HCN19]. These techniques are all statis-
tical in nature and they require large number of plaintexts and ciphertexts in
order to use them to obtain partial or full information about the key with high
success probability.

The approach to algebraically mount a key-recovery attack on a block cipher
E starts by viewing E as a system of multivariate polynomial equations over
F2. Given a plaintext and its corresponding ciphertext, the indeterminates in
this system of equations represent the internal state of the block cipher and the
unknown key. Solving this system means recovering full information about the
key as well as the internal state. In contrast to other conventional cryptanalysis
techniques for block ciphers, this approach is deterministic and it requires only
a handful of plaintexts-ciphertexts to obtain full information about the key.

In practice, modelling the encryption function of a block cipher as a system
of equations considers each layer of a round function (linear, nonlinear, key
addition) separately. For a block cipher with an ℓ layer of operations, the model
defines the internal state variables Xi = {xi,1, . . . , xi,n}, i = 0, 1, . . . , ℓ. The
set Xi has dual roles: it represents the output variables of the i-th layer and
the input variables for the (i + 1)-th layer. The set X0 and Xℓ are the set of
plaintext and ciphertext variables, respectively. Let K = {k1, . . . , kκ} denote
the set of key variables. If the round keys are generated by selecting a subset of
bits from the master key K, then K is the set of all key variables in the system
of equations. Otherwise, for each i = 1, . . . , r and for some j ∈ {1, . . . , n}, the
model defines the set Ki = {ki,1, . . . , ki,j} as the variables for the i-th round
key. The system of equations for a block cipher can then be divided into three
disjoint sets: (1) a set of linear equations that represent the linear layers and key
addition, (2) a set of non-linear equations describing the non-linear operations of
the cipher, and (3) a set of equations that describes the key-schedule algorithm.

Generating a system of equations for linear layers is rather obvious. For the
non-linear layers, block ciphers in general employ a nonlinear map S : Fs

2 7→ Ft
2

with relatively small s, t commonly referred to as substitution boxes (S-Box).
We describe two approaches to obtain a system of polynomial equations that
represent S. We denote by xi, yj (1 ≤ i ≤ s, 1 ≤ j ≤ t) the input and output
variable of S respectively. An S-Box S can be viewed as a parallel applications of
t s-variable Boolean functions i.e, S(x) = (h1(x), . . . , ht(x)) where hi : Fs

2 7→ F2

for i = 1, . . . , t. The first approach to obtain a set of polynomials that represent
S is to compute the algebraic normal form of hi for each i = 1, . . . , t (see [Car10,
pg. 9] for the definition and the algorithm to compute the algebraic normal form
of a Boolean function). An example of this approach is given in Figure 5. The
second approach is described in [BC03] and the goal is to obtain as many linearly
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independent polynomial equations as possible. Firstly, it selects d ∈ Z such that∑d
i=0

(
s+t
i

)
> 2s. In order to find all linearly independent equations involving

monomials of degree ≤ d, we construct a
∑d

i=0

(
s+t
i

)
×(2s+1) matrix containing

a separate row for each monomial, where the last column of the matrix consists
of these monomials. The entries from column 1 to the column 2s corresponding
to the different values of the particular monomial for all possible input and
output values. The final step is to compute the (reduced)-row echelon form
of the matrix and all row operations required by this step are applied to the
corresponding monomials as well. In this way, the zero rows appear in the
(reduced)-row echelon form of the matrix and all the polynomials corresponding
to these zero rows are a set of linearly independent equations representing the
S-Box. We provide an example for both approaches in Figure 6.

y1 + x1x2 + x1x3 + x1 + x2x3 + x2 + 1,

y2 + x1x3 + x2 + 1,

y3 + x1 + x2x3 + x2 + x3 + 1

Figure 5: An example of a system of equations representing the S-Box defined by
the lookup table (7, 6, 0, 4, 2, 5, 1, 3) by computing the algebraic normal form of each
coordinate function.



1 1 1 1 1 1 1 1 1
0 1 0 1 0 1 0 1 x1

0 0 1 1 0 0 1 1 x2

0 0 0 0 1 1 1 1 x3

1 0 0 0 0 1 1 1 y1

1 1 0 0 1 0 0 1 y2

1 1 0 1 0 1 0 0 y3

0 0 0 1 0 0 0 1 x1x2

0 0 0 0 0 1 0 1 x1x3

0 0 0 0 0 1 0 1 x1y1

0 1 0 0 0 0 0 1 x1y2

0 1 0 1 0 1 0 0 x1y3

0 0 0 0 0 0 1 1 x2x3

0 0 0 0 0 0 1 1 x2y1

0 0 0 0 0 0 0 1 x2y2

0 0 0 1 0 0 0 0 x2y3

0 0 0 0 0 1 1 1 x3y1

0 0 0 0 1 0 0 1 x3y2

0 0 0 0 0 1 0 0 x3y3

1 0 0 0 0 0 0 1 y1y2

1 0 0 0 0 1 0 0 y1y3

1 1 0 0 0 0 0 0 y2y3



→



1 0 0 0 0 0 0 0 x1y3 + y3

0 1 0 0 0 0 0 0 x1y3 + x1 + x3 + y1 + y2

0 0 1 0 0 0 0 0 x1y3 + x1 + x2 + x3 + y2 + y3

0 0 0 1 0 0 0 0 x1y3 + x2 + x3 + y1 + 1
0 0 0 0 1 0 0 0 x1y3 + x3 + y1 + y3

0 0 0 0 0 1 0 0 x1y3 + x1 + x2 + y2 + 1
0 0 0 0 0 0 1 0 x1y3 + x2 + y1 + y2 + y3 + 1
0 0 0 0 0 0 0 1 x1y3 + x1

0 0 0 0 0 0 0 0 x1x3 + x2 + y2 + 1
0 0 0 0 0 0 0 0 x1y1 + x2 + y2 + 1
0 0 0 0 0 0 0 0 x1y2 + x3 + y1 + y2

0 0 0 0 0 0 0 0 x1x2 + x1 + x2 + x3 + y1 + 1
0 0 0 0 0 0 0 0 x2x3 + x1 + x2 + y1 + y2 + y3 + 1
0 0 0 0 0 0 0 0 x2y1 + x1 + x2 + y1 + y2 + y3 + 1
0 0 0 0 0 0 0 0 x1y3 + x2y2 + x1

0 0 0 0 0 0 0 0 x1y3 + x2y3 + x2 + x3 + y1 + 1
0 0 0 0 0 0 0 0 x1y3 + x3y1 + y1 + y3

0 0 0 0 0 0 0 0 x3y2 + x1 + x3 + y1 + y3

0 0 0 0 0 0 0 0 x1y3 + x3y3 + x1 + x2 + y2 + 1
0 0 0 0 0 0 0 0 y1y2 + x1 + y3

0 0 0 0 0 0 0 0 y1y3 + x1 + x2 + y2 + y3 + 1
0 0 0 0 0 0 0 0 y2y3 + x1 + x3 + y1 + y2 + y3



Figure 6: An example of a system of equations representing the S-Box defined by the
lookup table (7, 6, 0, 4, 2, 5, 1, 3) using the method described in [BC03]. The zero-rows
correspond to the desired polynomial equations for the S-Box.

In order to restrict the set of solutions to the base field F2, we add polyno-
mials of the form x2 + x for all variables x in the system of equations. This is
equivalent to working in the quotient ring F2[x1, . . . , xn]/⟨x2

1+x1, . . . , x
2
n+xn⟩.

Magma [BCP97] and PolyBoRi/BRiAl [BD09b] offer dedicated implementation
for polynomial computations in F2[x1, . . . , xn]/⟨x2

1 + x1, . . . , x
2
n + xn⟩.

The systems of equations arising from block ciphers usually have large num-
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ber of variables and equations that are sparse and highly structured. Table 3
describes the size of the equation system from several block ciphers such as
Misty1 [Mat97],Khazad [BR00],Kasumi [Pro99], andCamellia-128 [AIK+00]
and Serpent-128 [BAK98].

# variables # equations
Khazad 6464 7664
Misty1 3856 3856
Kasumi 4264 4264

Camellia-128 3584 6224
Serpent-128 16640 17680

Table 3: The size of equation system from several block ciphers [BC03].

Note that due to the large number of variables and equations, the direct
approach to solve a system of polynomial equations from a block cipher often
turns out to be infeasible. A more promising approach is to combine generic
methods to solve polynomial equations together with techniques that exploit
the structural properties of block ciphers.

One direction is to employ a divide-and-conquer approach. For instance,
the iterative nature of a block cipher allows the equations to be splitted into
several subsystems. Let r be the number of rounds and assume that r is even.
We split the equations into two subsystems represent the first and the last r/2
rounds. The input variables of the second subsystem correspond to the output
variables of the first subsystem. The goal is to eliminate variables that do not
appear in the round r/2 and r/2 + 1 by computing the Gröbner bases of the
first and the second subsystem independently (see Chapter 3 for the definition
of Gröbner bases). This meet-in-the-middle approach was proposed and tested
by Cid et al. against small-scale variants of Advanced Encryption Standard
(Aes) [CMR05, CMR06]. Another divide-and-conquer approach, proposed by
Albrecht [Alb07], is based on an incremental method. The idea is to compute
the Gröbner basis of the whole system round-by-round, starting from the first
round. A Gröbner basis corresponding to the ideal generated by polynomials at
the i-th round is added to the set of polynomials for the (i+ 1)-th round. This
is iteratively applied until the system of equations for the last round.

Another approach in the algebraic cryptanalysis on block ciphers is to com-
bine it with conventional cryptanalysis techniques such as linear or differential
cryptanalysis. Albrecht and Cid [AC09] proposed an attack that combines an
algebraic attack with differential cryptanalysis. If an r′-rounds differential char-
acteristic was found, to perform a key-recovery attack typically an attacker tries
to guess several key bits in the last rd = r − r′ rounds for an r-rounds block
cipher. The authors used algebraic techniques to extend rd from 2 to 4 rounds
for the block cipher Present [BKL+07]. The proposed method is to construct
polynomial equations for many plaintext pairs and connect pairs using a set of
linear equations that represent a difference in the plaintext. A Gröbner basis
algorithm is used to check if the equations satisfy the differential characteristic,
instead of directly performing a key-recovery attack.
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2.3.2 Algebraic Cryptanalysis of Stream Ciphers

Even though algebraic cryptanalysis did not receive much success in attacking
block ciphers, it is considered to be an effective approach to attack several classes
of stream ciphers [CM03, Cou03]. The goal of algebraic cryptanalysis of stream
ciphers is to recover its initial state from some subset of the keystream. The
attack model assumes that the attacker has access to some keystream bits and
they need not even be consecutive.

There are two classical stream cipher constructions based on LFSR. The first
construction uses multiple LFSRs in parallel and combines their outputs with
a Boolean function. We refer to this construction as a combination generator.
Another construction employs one LFSR together with a Boolean function with
the LFSR state as its input to generate an output sequence. This construction
is known as a filter generator. We refer to the Boolean function used to filter
the output of multiple LFSRs in a combination generator or the internal state
of the stream cipher in a filter generator as a non-linear filter. A standard
cryptographic criterion for a non-linear filter is that its algebraic degree should
be sufficiently high. The high degree of the non-linear filter provides resistance
against algebraic cryptanalysis. In [CM03], Courtois and Meier introduced a
simple yet a powerful strategy to significantly reduce the degree of the polyno-
mials from a combination generator or a filter generator. The main idea is to
multiply each polynomial by a well-chosen nonzero polynomial such that the
resulting product is of low degree.

In this section, we outline the main idea behind the attack of Courtois
and Meier. We restrict ourselves to stream ciphers in which the state and
the keystream are elements of F2 and they generate one output bit at a time.
The Boolean function that computes the output bit from the internal state of
the stream cipher is denoted by f . The function L that computes the next state
of a stream cipher is a linear transformation over F2 and we assume L is public.
Note that the computation on polynomials representing stream ciphers is done
on the ring F2[x1, . . . , xn]/⟨x2

1 + x1, . . . , x
2
n + xn⟩.

Let s1, . . . , sn be variables that represent the initial state of a stream ci-
pher and let zt denote the variables that represent the output bit generated at
the time t. The polynomial equation of the stream cipher that represent the
computation of the output bit at time t is given by

f(Lt(s1, . . . , sn)) = zt t = 0, 1, 2, . . . .

The main idea of Courtois-Meier attack is to find a well-chosen multivariate
polynomial g such that multiplying g by f(Lt(s1, . . . , sn))+ zt yields a substan-
tially lower degree polynomial. For instance, when zt = 0 then we can get an
equation f(Lt(s1, . . . , sn))g(L

t(s1, . . . , sn)) = 0 of degree lower than the degree
of f(Lt(s1, . . . , sn)). With sufficiently many keystream bits, an attacker can ob-
tain an overdefined system of equations that is efficiently solvable. Note that in
case zt = 1, then g is also required to be a low degree polynomial. We may also
use different g for the same f in order to generate more polynomial equations.
The polynomial g is called the annihilator of f . The minimum degree of g such
that g is an annihilator of f is called the algebraic immunity of f . Courtois and
Meier proved that there exists such g of degree less than or equal to ⌈n/2⌉ such
that the degree of fg is at most ⌈(n + 1)/2⌉ (see Theorem 6.0.1 in [CM03]).
We refer to the Section 9 of [Car10] for further discussion about algebraic im-
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munity, its relation to other cryptographic criteria of Boolean functions, and
several known functions that have high algebraic immunity.

The next question arises is how to find such g. One strategy is to first
consider terms of high degree in f and see if they share a common non-trivial
low degree divisor g′. The product fg with g = g′ − 1 yields cancellation of
terms of f divisible by g′, which shows that the polynomial fg is of low degree.

Courtois and Meier demonstrated their idea to attack the stream cipher
Toyocrypt(see [DCG+01, Section 2] for a full description of ToyoCrypt).
It is a filter generator stream cipher with one 128-bit LFSR and a non-linear
Boolean function of the form

f(x1, . . . , x128) = x128 +

63∑
i=1

xixαi
+ x11x24x33x43+

x2x3x10x13x19x21x24x26x27x29x34x39x42x43x52x54x60 +

63∏
i=1

xi

with {α1, . . . , α63} being some permutation of the set {64, . . . , 126}. Observe
that that the terms of degree 4, 17, and 63 have a common factor x24x43. Let
g = x24 − 1. Multiplying f by g yields a cubic polynomial since all the terms
of f divisible by x24 are cancelled out. Similarly, the polynomial f · (x43 − 1) is
also of degree 3 by the same reasoning. Thus, for each keystream bit, we can
generate two cubic polynomials in variables s1, . . . , s128.

Let m be the number of known keystream bits, which corresponds to the
number of polynomials. Once an attacker obtainsm ≥

∑d
i=0

(
n
i

)
keystream bits,

the initial state of the stream cipher is recoverable in a polynomial-time using
standard techniques from linear algebra where each monomial in the system of
equations is treated as an independent variable.

In case of Toyocrypt, there are T =
∑3

i=0

(
128
i

)
monomials of degree less

than or equal to 3. Recall that for each keystream bit we obtain two linearly
independent cubic polynomials. By obtaining T/2 keystream bits, the initial
state can be recovered in Tω bit operations where 2 ≤ ω ≤ 3 is the linear
algebra constant.∗

A similar attack is also applied against Lili-128, an irregularly clocked
stream cipher consisting two LFSRs of size 39-bit and 89-bit [SDGM00]. The
first LFSR of size 39-bit is used to clock the second LFSR, in which the output is
filtered by a non-linear filter f . The non-linear filter in Lili-128 is a 10-variable
Boolean function of degree 6. The algebraic normal form of the non-linear filter
is the following

f(x1, . . . , x10) = x1x8x9x10 + x1x8 + x1x9 + x2x7x8x9 + x2x7x9x10 + x2x8+

x2x9x10 + x2 + x3x7x8x9x10 + x3x7x8x10 + x3x7x9 + x3x8x9x10 + x3x8x9+

x3x8x10 + x3x9x10 + x3x9 + x3 + x4x6x7x8x9x10 + x4x6x7x8x9+

x4x6x7x9x10 + x4x6x7x9 + x4x7x8x9x10 + x4x7x8x9 + x4x7x9x10 + x4x7x9+

x4x7x10 + x4x8x9x10 + x4x8x10 + x4x9x10 + x4x10 + x4 + x5x6x7x8x9x10+

x5x6x7x8x9 + x5x6x7x9x10 + x5x6x7x9 + x5x7x8x10 + x5x7x10 + x5x9x10+

x5 + x6x7x9x10 + x6x7x9 + x6x7x10 + x6x7 + x6x8x9x10 + x6x8x9 + x6x10.

∗ For instance, ω = 3 when uses Gaussian elimination.
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The terms of degree 5 and 6 of f have a common divisor x7x9. Thus, the
polynomials f · (x7 − 1) and f · (x9 − 1) have degree 5. Moreover, the terms
of degree 4 and 5 in f · (x9 − 1) have a common factor x10. Thus, the degree
of the polynomial f · (x9 − 1) · (x10 − 1) is equal to 4. In [CM03] Courtois and
Meier found 14 linearly independent polynomials g of degree 4 such that the
polynomial fg also has degree 4.

The attack for Lili-128 proceeds as follows. Since the first 39-bit LFSR is
used to clock the second LFSR, we need to guess the internal state of the first
LFSR which has 239 possible states. The degree of the polynomials are reduced
from degree 6 to degree 4, hence there are T =

∑4
i=0

(
89
i

)
possible monomials of

degree≤ 4. For each keystream bit, we obtain 14 linearly independent equations.
It is then sufficient to obtain T/14 keystream bits to recover the initial state.
The time complexity of the attack is then equal to 239 ·Tω where ω is the linear
algebra constant.

The same attack can also be applied against E0, a stream cipher which is
part of the Bluetooth scheme used for wireless communications [AK03, Blu01].
The stream cipher E0 is a non-linear combiner with a 4-bit memory and 4
LFSRs with a total length of 128-bits. Armknecht and Krause showed that
given 4 consecutive keystream bits, there exists a polynomial equation of degree
4 [AK03]. The number of polynomials of degree ≤ 4 is equal to T =

∑4
i=0

(
128
i

)
.

In order to minimize the amount of data needed, the attacker must have access
to T + 3 consecutive keystream bits. Otherwise, the algebraic cryptanalysis on
E0 requires access to T 4-bit consecutive keystream bits, which in total requires
4T keystream bits. Note that this is different from the previous attack on
Toyocrypt and Lili-128 that does not require access to consecutive keystream
bits.

In [Cou03] Courtois described a new approach to reduce the complexity of
algebraic attacks on stream ciphers called fast algebraic attack. The attack
model assumes that the attacker is able to obtain consecutive keystream bits.
Once obtained, the system of equations involved will have a recursive structure.
With such structure, Courtois proposed solving the system of equations using
Berlekamp-Massey algorithm, which has a linear complexity instead of Gaussian
elimination that has cubic complexity.

2.4 Algebraic Cryptanalysis of Post-Quantum Cryptography

When applied to post-quantum cryptographic (PQC) schemes, i.e., schemes that
are designed to withstand quantum adversaries, algebraic cryptanalysis also
serves as a valuable analytical tool. PQC schemes includes not only MPKCs,
but also code-based, lattice-based, hash-based, and isogeny-based constructions.
For an overview of code-based, lattice-based and hash-based schemes, we refer
the reader to [BBD09], while the overview on isogeny-based schemes can be
found in [JDF11, Feo17].

The primary targets of algebraic cryptanalysis within PQC schemes are nat-
urally the MPKCs. Nonetheless, its applicability extends beyond MPKCs, as it
has also proven relevant in the context of code-based and lattice-based schemes.
However, its impact tends to be more limited for isogeny-based and hash-based
schemes.

Based on the attack objective, the algebraic cryptanalysis against MPKCs
can be categorized into two types. The first type, direct attacks, aims at recov-
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ering plaintexts for encryption schemes or forging signatures for digital signa-
ture schemes. These attacks directly attempt to find a solution to the system
of polynomial equations from the public-key of the schemes [FJ03]. The sec-
ond type, key-recovery attacks, aim to recover the private key of the schemes.
This involves solving instances of the MinRank problem (see [BBD09, pg. 224]
for a detailed description). In many approaches, a critical step towards solving
MinRank instances requires solving systems of polynomial equations, as demon-
strated in [FGP+15, AST24, Beu22, Beu24].

In code-based schemes, algebraic cryptanalysis generally models the underly-
ing decoding problem, or closely related structural problems, as systems of poly-
nomial equations. For instance, the algebraic attack in [BBB+20] presents im-
provements over previous security assumptions. Similarly, the work in [FOPT10]
demonstrates that certain attempts to reduce the key size lead to a practical
algebraic attack that recovers the private key. In contrast, lattice-based PQC
schemes exhibit strong resistance against algebraic attacks. Nonetheless, sev-
eral works have explored the use of algebraic cryptanalysis to solve the com-
putational problem underpinning lattice-based PQC schemes [AG11, ACF+15,
Ste24].

2.5 Solving Systems of Polynomials in Algebraic Crypt-
analysis

2.5.1 Gröbner Bases

One of the most widely used methods to solve systems of polynomial equations
is using a Gröbner basis algorithm. The theory of Gröbner bases treats a sys-
tem of polynomial equations as generators for an ideal in the polynomial ring,
instead of merely as a set of polynomials. The rationale behind this is that a
solution for the system of equations is also a solution for any polynomial in the
ideal. Additionally using an appropriate ordering on the monomials, the set of
solutions for the system of equations can be parametrized by some polynomials
in the ideal.

Gröbner basis algorithms compute a so-called Gröbner basis of the ideal
generated by the polynomials in the equation system, with respect to a chosen
ordering on the set of monomials. The theory of Gröbner bases was developed
by Bruno Buchberger in his PhD thesis [Buc65, Buc06]. One of its immediate
application is that Gröbner bases allows us to determine whether a polynomial
in the ring is also an element of the ideal. In this regard, Gröbner bases is seen
as the multivariate generalization of the greatest common divisor of univariate
polynomials.

On the other hand, computing a Gröbner basis for the ideal equipped with
the appropriate monomial ordering allows us to recover a set of solutions for
the system of polynomial equations that generates the ideal. In this respect,
Gröbner bases algorithm is seen as a nonlinear generalization of Gaussian elim-
ination on a set of linear equations. The theory of Gröbner bases together with
its applications are discussed further in Chapter 3.

Given an arbitrary basis of a polynomial ideal, there exist algorithms that
compute a Gröbner basis of the ideal. Buchberger proposed the first algorithm
to compute a Gröbner basis of an ideal in his PhD thesis [Buc65, Buc06]. A
major improvement in this field was the F4 algorithm proposed by Jean-Charles
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Faugère [Fau99]. Faugère devised a method to perform reduction on multiple
polynomials at once using fast linear algebra. In Chapter 4 we will discuss both
algorithms in more detail.

2.5.2 Linearization Based Algorithms

Another technique to solve a system of quadratic polynomial equations that
received a lot of attention from cryptography community is linearization-based
algorithms. The main idea of linearization-based algorithms is to first interpret
each monomial occurring in the system of equations as a new variable. Once
linearized and solved, the solutions of the linearized system of equations is then
validated against the original system of polynomial equations.

Since the problem of solving an instance of MQ problem is now reduced to the
problem of solving a system of linear equations, the efficiency of linearization-
based algorithms relies on the number of linearly independent polynomials in
the system. For example, in an n-variables polynomial ring over F2 there are(
n
2

)
+ n monomials of degree less than or equal to 2 (considering x2 = x and

ignoring constant monomial). Thus, if an instance of MQ problem over F2 in
n variables has

(
n
2

)
+ n linearly independent equations, then the linearization

method works best for this particular case. There are many algorithms that are
based on linearization technique [CKPS00, CP02, CP03, Cou04, MP08, CB07,
MDBW09, MMDB08, MCD+09]. Most of the variants focus on generating
sufficiently many linearly independent equations.

One of the prominent example is eXtended Linearization (XL) algorithm,
which was introduced in [CKPS00]. XL algorithm takes a system of polynomial
equations and a positive integer D as inputs. It generates more polynomials by
multiplying a polynomial f in the initial system of equations by all monomials
m such that the degree of mf is less than or equal to D. Once all polynomials
of the form mf are added to the initial system of equations, the algorithm
proceeds by linearizing the system and tries to find solutions to the linearized
system of equations. Later XL turned out to be closely related to Gröbner
bases algorithms, in particular the F4 algorithm as shown in [AFI+04]. A more
detailed discussion on the XL algorithm and its F4-like description are given in
Section 4.3.

The simplicity of XL eventually stimulates the development of other vari-
ants. One of them is eXtended Sparse Linearization (XSL) [CP02]. Instead
of multiplying a polynomial f in the initial system by all possible monomials
of degree less than or equal to D − 2, XSL algorithm multiplies f by “care-
fully selected monomials” [CP02]. The aim is to avoid introducing unnecessary
monomials when generating new equations by taking advantage of the sparsity
and the structure of the system of equations. However, the authors did not
explicitly state how the monomials should be chosen, leaving some rooms for
interpretation.

In [MP08], Murphy and Paterson provide a generalization of the XL algo-
rithm. In the paper the authors proved that the XL algorithm is a specialization
of an algorithm that finds the intersection of hyperplanes called GeometricXL.
The main idea of GeometricXL is based on the fact that the formulation of
a MQ problem and its solution are invariant under a linear coordinate trans-
formation. This is particularly relevant especially in the case of multivariate
public-key cryptosystems where linear changes of coordinates are required in



39 2.5 Solving Systems of Polynomials in Algebraic Cryptanalysis

order to hide the structure of the central map. However, the algorithm requires
the order of the underlying finite field to be larger than the maximal degree D.

Another variant of XL calledMutantXL was introduced in [MMDB08, MCD+09,
MDBW09]. The authors proposed a concept of mutants. They are the polyno-
mials that have degree strictly less than D after the elimination step. However,
it turns out that the concept of mutant is closely related with normal selection
strategy used in the F4 algorithm. Thus the MutantXL algorithm can be fun-
damentally understood as a redundant variant of the F4 algorithm [ACFP12].

Another linearization based approach is the Crossbred algorithm, proposed
by Joux and Vitse [JV17]. It is a hybrid method for solving systems of mul-
tivariate polynomial equations over finite fields, particularly F2, that combines
variable partitioning and partial enumeration with XL-like linearization. Given
positive integers D, d, k, the algorithm first generates r new polynomials of de-
gree D and degree d in the first k variables, which are then appended to the
original system. Then it performs an exhaustive search over all possible values
Fn−k
2 for the last n−k variables. For each assignment to the last n−k variables,

the resulting system in the first k variables is solved. If it has no valid solution
then the exhaustive search continues until a valid solution is found [VDI24].

2.5.3 SAT Solving

Recall that the proof of NP-completeness of MQ over F2 in Proposition 2.4 is
based on the reduction of a 3-CNF SAT instance into an instance of multivariate
quadratic polynomials over F2. One may then ask the following question: can
we solve an instance of the MQ problem over F2 by reducing it into an instance
of the SAT problem in Conjunctive Normal Form ?

In this subsection we discuss how a problem of solving an instance of MQ
problem over F2 is viewed as a SAT problem. We mention two existing strategies
in the literature to convert a system of polynomial equations over F2 into a SAT
problem in CNF.

The first strategy is based on linearization of polynomials and conversion of
the resulting linear polynomial into CNF. Since this strategy is proven to be
effective for dense polynomial, we refer to this as dense conversion. The second
conversion strategy is based on the truth table of the polynomials. The method
relies on the number of variables in the polynomial being relatively small, i.e.,
the polynomials must be sparse. Thus we refer to the second strategy as sparse
conversion. We will now discuss them both in depth.

Dense conversion This idea of converting an instance of MQ over F2 into a
SAT problem in CNF was first proposed by Courtois, Bard, and Jefferson
in [BCJ07]. It is also mentioned in Gregory Bard’s PhD thesis [Bar07] and
in Chapter 13 of [Bar09]. The dense conversion strategy is based on the
observation that the derivation of the CNF formula for a linear polynomial
over F2 is straightforward. For instance, the polynomial x1+x2+x3+x4

is represented by the following Boolean formula in CNF

(X1 ∨X2 ∨X3 ∨X4) ∧ (X1 ∨X2 ∨ ¬X3 ∨ ¬X4)∧
(X1 ∨ ¬X2 ∨X3 ∨ ¬X4) ∧ (X1 ∨ ¬X2 ∨ ¬X3 ∨X4)∧
(¬X1 ∨X2 ∨X3 ∨ ¬X4) ∧ (¬X1 ∨X2 ∨ ¬X3 ∨X4)∧
(¬X1 ∨ ¬X2 ∨X3 ∨X4) ∧ (¬X1 ∨ ¬X2 ∨ ¬X3 ∨ ¬X4).

(2.3)
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The dense conversion converts a quadratic polynomial over F2 into a
Boolean formula in CNF in three steps.

The first step is to linearize the quadratic polynomial by replacing the
quadratic monomials of the form xixj using additional variables xi,j .

∗ An
equation of the form xixj+xi,j is then added to the system. Once a linear
polynomial is constructed, one may be tempted to directly convert it into
CNF. This yields a Boolean formula where the number of literals in each
clause is equal to the number of terms, say ℓ, in the linear polynomial. At
the same time, the number of clauses generated is equal to 2ℓ−1. Thus, this
is not a desirable approach since the large number of clauses and literals
in each clause increases the complexity of the SAT solving algorithm.

The second step in dense conversion reduces the number of literals in a
clause by cutting each sum in the linear equation into subsums of length,
say c. We refer to c as the cutting number. The cutting number represents
the number of terms in each subsum, which corresponds to the number of
literal in a clause once these subsums are converted to CNF. For instance,
let c = 4 and ℓ ≡ 2 (mod c). The linear equation x1 + · · · + xℓ = 0 is
converted into the following system of linear equations

x1 + x2 + x3 + y1 = 0

y1 + x4 + x5 + y2 = 0

...

yi + x4i+2 + x4i+3 + yi+1 = 0

...

y⌈ℓ/c⌉−2 + xℓ−2 + xℓ−1 + xℓ = 0.

where y1, . . . , y⌈ℓ/c⌉−2 are additional auxiliary variables. If ℓ ̸≡ 2 (mod c)
then the number of terms in the last equation is less than c. This implies
that the number of literals in the clause that corresponds to the last linear
equation is also less than c.

The third step, which is the last step, is to convert each cutted linear
equation into a Boolean formula in CNF, similar to Equation 2.3. For a
linear equations with ℓ number of terms, there are ⌈ℓ/c⌉ − 1 subsums and
each of it corresponds to a set of 2c−1 clauses with c literals. For quadratic
polynomials of the form xixj + xi,j that represent the substitution of
quadratic monomimals xixj by a dummy variable xi,j , we can examine
its truth table to derive its corresponding Boolean formula in CNF. For
instance, the CNF formula for xixj + xi,j is equal to

(Xi ∨ ¬Xi,j) ∧ (Xj ∨ ¬Xi,j) ∧ (¬Xi ∨ ¬Xj ∨Xi,j)

Sparse conversion The second approach to convert an instance of the MQ
problem over F2 to a Boolean formula in CNF is due to Brickenstein and

∗ Note that since Boolean formulas in CNF do not have any constant, an additional Boolean
variable, say T , must also be introduced to represent the constant term of the polynomial
together with a clause (T ) (or (T ∨ T ∨ · · ·T )). In this description, we assume that the
quadratic polynomial does not have a constant term.
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it is described in his PhD thesis [Bri10]. The conversion is essentially
truth-table based, thus requiring the number of variables in the polyno-
mial to be small enough such that it is feasible to obtain all solutions of
the polynomial. We demonstrate the sparse conversion strategy in the
following example.

Example. Let f = x1x3 + x1 + x2 + x3 + 1 ∈ F2[x1, x2, x3]. We define
the following set

Sf = {(v1, v2, v3) ∈ F3
2 : f(v1, v2, v3) = 1}.

For each vector (v1, v2, v3) ∈ Sf we construct a clause that eliminates
the corresponding assignment to be a solution for the Boolean formula in
CNF. In this example we have

Sf = {(0, 0, 0), (1, 1, 0), (0, 1, 1), (1, 1, 1)}.

Therefore, the corresponding Boolean formula for f in CNF is

(X1∨X2∨X3)∧(¬X1∨¬X2∨X3)∧(X1∨¬X2∨¬X3)∧(¬X1∨¬X2∨¬X3).

Note that the CNF representation of f above with sparse conversion is not
unique. For instance, we can further simplify the CNF formula of f as
follows

(X1 ∨X2 ∨X3) ∧ (¬X2 ∨ ¬X3) ∧ (¬X1 ∨ ¬X2).

The two approaches above can be seen as a companion to one another. There-
fore, a better algorithm to convert an instance of the MQ problem over F2 into
a SAT problem in CNF combines both techniques. If it encountered a sparse
polynomial in the system, the sparse conversion technique is employed to obtain
a more compact CNF. Otherwise the polynomial is considered dense and the
algorithm then uses dense conversion.

Once constructed, one can feed the CNF into an off-the-shelf SAT solver to
obtain a solution. Recall that the SAT problem is a well-known NP-complete
problem. This means that the worst-case time complexity is expected to be
exponential. Nevertheless, there are many good implementations of SAT solver
available such asMinisat [ES03], Cryptominisat [SNC09], plingeling [Bie17].
In particular, Cryptominisat is designed to efficiently work on cryptographic
related problems. More importantly, it provides an extension to the input lan-
guage by supporting XOR clauses.

Note that the algorithms to solve instances of the SAT problem in CNF are
randomized, implying that a careful approach has to be taken to estimate their
average case runtime to solve a particular instance.

2.5.4 Raddum-Semaev Algorithm

In [RS06], Raddum and Semaev introduced another approach to solve a system
of equations over F2. The approach works for sparse systems of equations such
that the number of variables that appear in each polynomial is relatively small.
We refer to this approach as the Raddum-Semaev algorithm.

Let f1, . . . , fm be polynomials with coefficients in F2 in variables X =
(x1, . . . , xn). Let Var(fi) ⊆ X be an ordered set of the variables that appear in
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fi. Assume that for all i = 1, . . . ,m, we have |Var(fi)| ≤ k for some positive
integer k such that 2k is relatively small. Raddum-Semaev algorithm does not
treat each polynomial as an element of the ring F2[x1, . . . , xn], but simply as an
equation restricted to variables that appear in each polynomial.

Definition 2.6. A configuration of a polynomial fi is an assignment of values
to the variables in Var(fi) such that fi = 0.

Note that the elements in Var(fi) are ordered and a configuration of fi is
represented by a bit string of length |Var(fi)|. The j-th bit of a configuration
then corresponds to the value for the j-th variable in Var(fi). This allows each
polynomial fi to be identified with Var(fi) and a set of configurations of fi.

Definition 2.7. A symbol Si = (Var(fi), Li) of the polynomial fi consists of
Var(fi) and a set Li of configurations of fi.

Since the cardinality of Var(fi) is small, it is possible to construct Li by
exhaustively running through all bit strings of length |Var(fi)| and checking
whether it satisfies as a configuration of fi.

Every solution s = (s1, . . . , sn) ∈ Fn
2 of the system of equations f1, . . . , fm

also satisfies each polynomial fi for all i = 1, . . . ,m. This implies that s re-
stricted to the variables in Var(fi) is a configuration of fi, i.e., it is an element
of Li.

The idea of the Raddum-Semaev algorithm is to repeatedly remove config-
urations that contradict a solution for the system of equations. Once all patho-
logical configurations are removed, the values of the remaining configurations
constitute as candidate solutions of the system.

Definition 2.8. Let Var(fi) ⊆ Var(fj) for i, j ∈ {1, . . . ,m}. A configuration of
fj covers a configuration of fi if the two are equal for all variables in Var(fi).

Definition 2.9. Let Si, Sj be the two symbols of the polynomials fi, fj, respec-
tively, where fi ̸= fj. Let fi,j be a polynomial with variables

Var(fi,j) = Var(fi) ∩ Var(fj)

and the symbol Si,j of fi,j is defined as

Si,j =
(
Var(fi,j),F

|Var(fi,j)|
2

)
.

Let Li,j , Lj,i ⊆ F|Var(fi,j)|
2 be two sets of all configurations of fi,j that are covered

by at least one configuration of fi, fj, respectively. The two symbols Si and Sj

agree if and only if Li,j = Lj,i.

When two distinct symbols Si and Sj do not agree, all configurations in both
Li and Lj that do not cover any configuration of Li,j ∩ Lj,i are eliminated to
obtain an updated set of configurations L′

i ⊆ Li, L
′
j ⊆ Lj . The configurations

removed from Li and Lj are indeed the wrong ones because they can not satisfy
both fi and fj . The set of configurations in Si = (Var(fi), L

′
i), Sj = (Var(fj), L

′
j)

are updated by L′
i, L

′
j respectively and both symbol now agree. The step above

is referred to as the agreeing procedure.
The procedure above is used inside the Agreeing algorithm. The algorithm

iteratively searches for two distinct polynomials fi, fj such that their respective
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symbols Si, Sj disagree and apply the agreeing procedure on Si and Sj . Let fk
be another polynomial such that Var(fj)∩Var(fk) is nonempty. Suppose that Sj

and Sk disagree when Si and Sj agree. Applying agreeing procedure on Sj , Sk

may cause Si and Sj to disagree. This means that running agreeing procedure
on one pair can cause other pairs to disagree.

Once all pairs of symbols agree, it is possible that the correct solution is
not yet recoverable from each set of configurations. In this case, there are
two methods proposed in [RS06] so that its possible to re-start the Agreeing
algorithm. The two methods are Splitting and Gluing.

Splitting After all possible pairs of symbols are already in agreeing state with-
out leading to an obvious solution for the system of equations, the splitting
strategy chooses a particular set of configurations Li of a symbol Si and

splits Li into two parts, L
(1)
i and L

(2)
i . Assuming there is an unique solu-

tion, then this is either contained in configuration L
(i)
i or in configuration

L
(2)
i . Replacing Li by L

(1)
i or L

(2)
i and restarting the Agreeing algorithm,

the splitting strategy essentially tries to guess which subset matches the
unique solution. If a particular choice of subset does not contain the cor-
rect configuration, then we proceed by running the Agreeing algorithm
with the other subset.

It is often the case that performing splitting once is still insufficient to
recover a solution for the system of equations, i.e., all distinct pairs of
symbols end up in agreeing state again without an obvious solution. What
Raddum-Semaev algorithm does to handle this situation is to perform
another guess followed by the Agreeing algorithm again.

When a wrong subset is chosen from Li, the Agreeing algorithm eventually
removes the correct configuration from a set of configurations of a symbol.
This means that the Agreeing algorithm eliminates all configurations in
some symbol Sj . When this event happens, the algorithm backtracks to
the last guess made and tries the other subset of configurations.

The splitting strategy can thus be viewed as the traversal of a binary search
tree. The leave nodes represent a situation when a solution is found or a
particular set of configurations Li is empty. Note that the depth of the
leave nodes varies and the complexity of this approach is exponential in
the average of their depth.

Gluing This method can be viewed as the opposite of splitting. It merges two
sets of configurations into one, essentially combining two symbols. Let
Xi,j = Var(fi) ∩ Var(fj) and Y = Var(fi) ∪ Var(fj) where fi and fj are
two distinct polynomials. We define a set L of configurations for Y that
consists of all configurations (p, o, q) such that o is a configuration for
Xi,j , (p, o) ∈ Li, and (o, q) ∈ Lj . Equivalently, every configuration in L
simultaneously covers one configuration of fi and one configuration of fj .

Let S = (Y,L) be the symbol constructed after gluing symbols Si and Sj .
The symbols Si and Sj can then be removed since their respective set of
configurations are already contained in L. We can then start the Agreeing
algorithm again.

The cost of gluing two symbols is that the cardinality of the set of merged
configurations is larger. Assume that Si and Sj are already in agreeing
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state. The new set of configurations L of S can have cardinality as small
as max{|Li|, |Lj |} and it can be as large as |Li| · |Lj |.

This approach was generalized later by the same authors in [RS08]. The
generalization does not consider multivariate polynomials over F2 and their
configurations but it treats each polynomial as multiple right hand side linear
(MRHS) equations.

2.5.5 Mixed Integer-Linear Programming

Another approach to solve a system of polynomial equations over F2 is by ex-
pressing it as a mixed integer-linear programming (MILP) problem. This tech-
nique was proposed in [BKS09] to solve polynomial equations of Bivium [Rad06],
a small-scale variant of the stream cipher Trivium [Can06].

Definition 2.10 (Mixed-Integer Linear Programming Problem). Let k, ℓ ∈ Z≥0

and set n = k + ℓ. A Mixed-Integer Linear Programming (MILP) problem is
defined as determining

min
x=(x1,...,xn)

{c · x : Ax ≤ b,x ∈ Zk × Rℓ}

given a vector c = (c1, . . . , cn), an m×n matrix A, and a vector b = (b1, . . . , bm).
Equivalently, it is a problem of minimizing the linear equation

∑n
i=1 cixi subject

to the linear inequality constraints defined by A and b. An element x ∈ Zk ×Rℓ

that satisfies Ax ≤ b is called a feasible point. The set of all feasible points is
called the feasible set.

In [BKS09], the authors mentioned three (3) techniques to convert a system
of multivariate polynomial equations over F2 to a set of (non-)linear (in-)equality
constraints.

Standard Conversion Method. This method is a straightforward approach
to express a polynomial over F2 into equalities in R. It converts binary
operations in F2 in the following way

x · y 7→ x · y
x+ y 7→ x+ y − 2xy

where x, y and x,y are variables over F2 and R respectively.

Adapted Standard Conversion (ASC) Method. This second approach takes
a polynomial over F2 and directly converts it into a set of (in)equalities,
instead of considering each binary operation in the polynomial. The ad-
dition and multiplication in F2 are converted into addition and multipli-
cation over R. The polynomial over R is evaluated for all values that
holds for the polynomial over F2. Each of these evaluations yields a new
equation over R by substracting the evaluation result from the left-hand
side of the polynomial. It implies that only one of these new polynomials
over R can hold and this is expressed by multiplying each equation with
an exclusion variable, followed by adding a new constraint that the sum of
all exclusion variables is equal to 1. The following example demonstrates
the above steps.
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Example 2.11. Consider the following equation over F2 in 6 variables

f(x1, x2, x3, x4, x5, x6) = x1 + x2 + x3x4 + x5 + x6. (2.4)

Let f be the corresponding polynomial of f over R. By evaluating f at
all solutions of f , we get 0, 2, 4 as results. This implies that one of the
following linear equations over R is true

x1 + x2 + x3x4 + x5 + x6 = 0,

x1 + x2 + x3x4 + x5 + x6 − 2 = 0,

x1 + x2 + x3x4 + x5 + x6 − 4 = 0.

Three exclusion variables xe1 ,xe2 ,xe3 are then introduced for each equa-
tion above.

xe1(x1 + x2 + x3x4 + x5 + x6) = 0,

xe2(x1 + x2 + x3x4 + x5 + x6 − 2) = 0,

xe3(x1 + x2 + x3x4 + x5 + x6 − 4) = 0,

xe1 + xe2 + xe3 = 1.

Integer Adapted Standard Conversion (IASC) Method. This conversion
technique is an improvement over the ASC method. It follows similar steps
as in ASC, except that there is no new equation generated over R. A crit-
ical observation used for this method is that when a polynomial over R
is evaluated for all solutions of its corresponding Boolean polynomial, the
results are multiples of 2. Instead of generating new equations and adding
exclusion variables, this method introduces only one new integer-valued
variable. The following example illustrates the benefit of IASC method
over ASC.

Example 2.12. We use the same polynomial as in (2.4). Recall that the
results of evaluating f at all solutions of f is 0, 2, 4. Thus, a solution of
(2.4) is a solution to the following equation

x1 + x2 + x3x4 + x5 + x6 − 2y = 0.

where y ∈ {0, 1, 2}. The advantage of IASC over ASC is obvious: the
degree of the converted polynomial is equal to the original polynomial and
the conversion introduces only one new monomial.

Note that IASC conversion is only applicable if the newly introduced vari-
able can be restricted to an integer value.

The above techniques to generate equalities from an instance of MQ prob-
lem over F2 do not automatically produce an instance of MILP problem, since
monomials of degree ≥ 2 still appear in the set of equalities. The final step
of the conversion resolves this situation by linearizing the equalities. It substi-
tutes monomials of the form xixj by auxiliary variables yi,j . The value yi,j is
equal to zero whenever xi = 0 or xj = 0 and this is expressed by the following
inequalities

yi,j ≤ xi, yi,j ≤ xj .
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The other case where yi,j = 1 if and only if xi = 1 and xj = 1 is ensured by
the following inequality

xi + xj − 1 ≤ yi,j .

In practice, the reduction of a MQ problem over F2 to a MILP problem com-
bines all three conversion techniques [BKS09]. Once constructed, an off-the-shelf
MILP solver such as Gurobi [Gur16], GLPK [Mak18] or SCIP [GEG+17] is used
to obtain a feasible solution for the set of linear constraints.

2.5.6 Fast Exhaustive Search

If an instance of an MQ problem in n variables and m equations is defined over a
small finite field, a possible approach to find a solution is to perform exhaustive
search. When evaluating the system of equations on a possible solution, one
can employ an early abort technique that terminates the evaluation after an
equation does not evaluate to zero [Nin17].

An improved exhaustive search technique leveraging partial derivatives and
Gray code enumeration was proposed in [BCC+10]. The algorithm iterates
through all possible solutions in Fn

2 with O(log2 n · 2n+2) elementary bit opera-
tions. The main idea is that the value of a function f evaluated at a ∈ Fn

2 can
be computed from the value of f and its derivative Deif(x) = f(x+ ei) + f(x)
evaluated at another point a′ = a+ ei where ei is the i-th canonical basis of Fn

2 ,
that is

f(a) = f(a′) +Deif(a
′).

This can then be applied recursively on the first order derivative. When applying
it to a quadratic equation, the first order derivative becomes linear, and the
second order derivative becomes constant. The latter serves as the base case for
the recursion.

Gray code enumeration ensures that two consecutive elements in Fn
2 differ

by only one bit, allowing efficient incremental evaluation. A key optimization
in fast-exhaustive search is that not all equations need to be evaluated simulta-
neously. Instead, only a subset of equations are evaluated with Gray code enu-
meration and the rest are evaluated using the naive approach when a solution
candidate is found. Consequently, the complexity of the algorithm is indepen-
dent of the number of equations. The implementation in [BCC+10] evaluates a
subset of 32 equations with Gray code enumeration in order to utilize the 32-bit
registers provided by the hardware.

2.5.7 Other Algorithms

In addition to the methods discussed earlier, several other algorithms exist for
solving systems of polynomial equations over finite fields. Among these are
probabilistic algorithms for systems over F2, such as those proposed by Lok-
shtanov et al. [LPT+17] and Björklund et al [BKW19]. A common feature
of both algorithms is that they asymptotically outperform exhaustive search
algorithms in the worst case and their complexity does not depend on any as-
sumption about the original system of equations. Other approaches combine
partial exhaustive search with algebraic solving procedure such as Boolean-
Solve [BFSS13], FXL [CKPS00], and Hybrid F4/F5 [BFP09]. Moreover, several
algorithms have been specifically designed to solve underdefined system of equa-
tions [KPG99, MHT13, CGMT02], where the number of variables exceeds the
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number of equations. For a comprehensive overview of existing techniques for
solving systems of equations over finite fields, we refer the reader to the sur-
vey by Bellini et al. [BMSV22] which provides a detailed discussion of their
computational complexity.
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This chapter is an overview of mathematical theory on Gröbner bases. The
notion of Gröbner basis for a polynomial ideal was introduced in 1965 by Bruno
Buchberger in his PhD thesis [Buc65, Buc06].∗ Buchberger also proposed an
algorithm that computes a Gröbner basis given a basis or a set of generators
for an ideal. In this chapter, we limit ourselves to describing Gröbner bases
as mathematical objects and their applications. The explanation on algorithms
that compute Gröbner bases shall be given in Chapter 4

This chapter is divided into five sections. We first introduce the notations,
definitions, and necessary preliminaries in Section 3.1. This will be followed by
the definition of monomial orderings and their examples in Section 3.2. Sec-
tion 3.3 introduces the division algorithm in a multivariate polynomial ring,
generalizing the existing algorithm in the univariate case. A natural character-
ization of the remainder together with the dedicated algorithm that computes
it are also given in the same section. The definition of Gröbner bases and some
of its properties will be presented in Section 3.4. Two relevant applications of
Gröbner bases in this thesis are going to be described in Section 3.5. This chap-
ter is a collection of topics from various existing literature on Gröbner bases,
such as Chapter 1-3 of [CLO15] and [BW93, KR00].

3.1 Notations and Preliminaries

Definition 3.1 (Group). A group is a set G together with a binary operation
∗ : G×G 7→ G such that

1. The binary operation ∗ is associative, that is a ∗ (b ∗ c) = (a ∗ b) ∗ c for any
a, b, c ∈ G.

2. There exists an element 0 ∈ G, called the identity, such that 0∗a = a∗0 = a
for all a ∈ G.

3. For every a ∈ G, there exists an element b ∈ G such that a ∗ b = b ∗ a = 0.

If the group G also satisfies a ∗ b = b ∗ a for all a, b ∈ G, then G is said to be
Abelian.

Definition 3.2 (Subgroup). A subset H of a group G is a subgroup of G if H
is itself a group w.r.t. the operation of G.

∗ The name “Gröbner bases” is originated from Buchberger’s PhD advisor, Wolfgang Gröbner.
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Definition 3.3 (Ring). A ring is a set R together with two binary operations
+, · : R×R 7→ R, called addition and multiplication respectively, such that

1. R is an Abelian group under +.

2. The binary operation · is associative, that is a · (b · c) = (a · b) · c for any
a, b, c ∈ R.

3. The distributive laws hold, that is, for all a, b, c ∈ R we have a · (b+ c) =
a · b+ a · c and (b+ c) · a = b · a+ c · a.

A ring R is called a ring with identity if there exists an element 1 ∈ R such
that a · 1 = 1 · a = a for all a ∈ R. A ring R is called a commutative ring if
a · b = b · a for all a, b ∈ R.

Definition 3.4 (Characteristic of a ring). Let R be a ring. If there exists a
positive integer n such that nr = 0 for all r ∈ R, then the least such positive
integer is called the characteristic of R. If no such positive integer exists, then
R is of characteristic 0.

Definition 3.5 (Field). A ring {0} ≠ R is called a field if R is a commutative
ring with identity and for all 0 ̸= a ∈ R there exists an element b ∈ R such that
a · b = 1. In other words, the nonzero elements of R form a group w.r.t. the
multiplication.

Definition 3.6 (Ideal). A subset I ⊆ R of a commutative ring R is an ideal of
R if it satisfies:

1. 0 ∈ I,

2. If f, g ∈ I then f + g ∈ I,

3. If f ∈ I and h ∈ R then hf = fh ∈ I.

Remark. The notion of ideal also exists for noncommutative ring. That is, a
left (resp. right) ideal is a subset I of a ring R which is an additive subgroup of
R and such that for all f ∈ I and all h ∈ R we have hf ∈ I (resp. fh ∈ I).

We use Z to denote the ring of integers and Z≥0 as the set of nonnegative
integers. The symbols F and Fq are used to denote an arbitrary field and the
finite field of order q, respectively.

The central subject of this thesis deals with polynomials in finitely many
variables. We start by introducing monomials, being the basic building blocks
of a polynomial, together with some of its related definitions below.

Definition 3.7. A monomial in variables x1, . . . , xn is a product of the form

xα1
1 · · ·xαn

n

where α1, . . . , αn ∈ Z≥0. The notation for monomial above can be simplified as
xα where x = (x1, . . . , xn) and α = (α1, . . . , αn). For the case α = (0, . . . , 0) we
simply write xα as 1.

Definition 3.8. Let α, β ∈ Zn
≥0 with α = (α1, . . . , αn) and β = (β1, . . . , βn).

We say that the monomial xα divides xβ, denoted by xα | xβ, if αi ≤ βi for all
i ∈ {1, . . . , n}.
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Definition 3.9. A polynomial in n variables x1, . . . , xn with coefficients in a
field F is a finite linear combination (with coefficients in F) of monomials. We
shall write a polynomial f in the form

f =
∑
α∈A

cαx
α, cα ∈ F

where A is a finite subset of Zn
≥0. If A is empty or cα = 0 for all α ∈ A, we

shall write f = 0 and f is said to be the zero polynomial.

Definition 3.10. The set of all polynomials in variables x1, . . . , xn with coeffi-
cients in the field F is denoted by

F[x1, . . . , xn].

The set F[x1, . . . , xn] is a commutative ring with identity with respect to poly-
nomial addition and multiplication.

Notation. Throughout this thesis, the polynomial ring F[x1, . . . , xn] will be de-
noted by R unless explicitly stated otherwise.

Remark 3.11. The ring R can also be viewed as an infinite-dimensional vector
space over F and the set of all monomials in R serves as a basis of R.

Definition 3.12. Let f =
∑

α cαx
α be a nonzero polynomial in R.

1. If cα ̸= 0 then we call cαx
α a term of f .∗ We say that a term t divides

another term t′, denoted by t | t′, if the monomial of t divides the monomial
of t′.

2. For a term cαx
α of f , we call cα the coefficient of the monomial xα.

3. The set of all terms of f and the set of all monomials of f are respectively
denoted by

T(f) = {cαxα : cα ̸= 0},
M(f) = {xα : cα ̸= 0}.

4. The definition of T(f),M(f) are naturally extended for a subset of poly-
nomials F ⊆ R, that is

T(F ) =
⋃
f∈F

T(f),

M(F ) =
⋃
f∈F

M(f).

The set of all terms in R and all monomials in R are then denoted by
T(R),M(R) respectively.

∗ In other existing literature, some authors interchange our definition of term and monomial
such as in [Fau99, BW93].
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5. The degree of a nonzero f ∈ R is defined as

deg(f) = max
α

{
n∑

i=1

αi : cα ̸= 0

}
.

The degree of the zero polynomial is equal to −∞ by convention.

Definition 3.13. Let F = {f1, . . . , fm} ⊆ R. We define the following set

⟨F ⟩ = ⟨f1, . . . , fm⟩ =

{
m∑
i=1

hifi : h1, . . . , hm ∈ R

}
.

The set ⟨F ⟩ = ⟨f1, . . . , fm⟩ is an ideal of R. We call ⟨f1, . . . , fm⟩ the ideal
generated by f1, . . . , fm.

3.2 Monomial Orderings

The first question that arises when dealing with multivariate polynomials is
how the monomials are supposed to be ordered. While it is trivial for the
case of univariate polynomials, the situation is no longer obvious when more
variables involved. For this purpose one needs to define the notion of monomial
ordering, that allows unambiguous arrangement of terms in a polynomial and
at the same time preserves the compatibility with the algebraic structure of
multivariate polynomial rings.

Definition 3.14 (Monomial Ordering [CLO15]). A monomial ordering ≥ is a
relation on M(R) satisfying:

1. ≥ is a total ordering on M(R), i.e., it satisfies the following

(a) xα ≥ xα for all xα ∈ M(R).
(b) xα ≥ xβ and xβ ≥ xα implies xα = xβ.

(c) xα ≥ xβ and xβ ≥ xγ implies xα ≥ xγ .

(d) For any xα, xβ ∈ M(R), either xα ≥ xβ or xβ ≥ xα

2. If xα ≥ xβ and xγ ∈ M(R), then xαxγ ≥ xβxγ .

3. ≥ is a well-ordering on M(R), that is every nonempty subset of M(R) has
a smallest element under ≥.

Remark 3.15. Since any monomial xα1
1 · · ·xαn

n can be associated with the n-
tuple of exponents (α1, . . . , αn) ∈ Zn

≥0 and vice versa, it follows that a monomial
ordering is also an ordering on the set Zn

≥0.

Proposition 3.16. An ordering on M(R) is a well-ordering if and only if every
strictly decreasing sequence in M(R)

m1 > m2 > m3 > · · ·

eventually terminates

Proof. See the proof of Lemma 2 in [CLO15, pg. 56]. ■



52 3.2 Monomial Orderings

We mention three examples of monomial ordering below: lexicographic (lex ),
degree lexicographic (deglex ), and degree-reverse lexicographic ordering (de-
grevlex ). Other monomial orderings do exist, however these are the most rele-
vant orderings within the scope of this thesis.

Definition 3.17 (Lexicographic Order). Let α = (α1, . . . , αn) and β = (β1, . . . , βn)
be elements of Zn

≥0. We say that xα >lex xβ if and only if the leftmost nonzero
entry of α− β ∈ Zn is positive.

Definition 3.18 (Degree Lexicographic Ordering). Let α, β ∈ Zn
≥0. We say

that xα >deglex xβ if and only if:

• deg(xα) > deg(xβ) or

• deg(xα) = deg(xβ) and xα >lex xβ.

Definition 3.19 (Degree-Reverse Lexicographic Ordering). Let α, β ∈ Zn
≥0.

We say that xα >degrevlex xβ if and only if:

• deg(xα) > deg(xβ) or

• deg(xα) = deg(xβ) and the rightmost nonzero entry of α − β ∈ Zn is
negative.

In addition to lex and degrevlex, we also mention a generic ordering be-
low called block ordering, which allows the incorporation of multiple monomial
orderings for disjoint subsets of the variables.

Definition 3.20 (Block Ordering). Let (x1, . . . , xi) and (y1, . . . , yj) be two or-
dered sets of variables. Let >1, >2 be monomial orderings on F[x1, . . . , xi] and
F[y1, . . . , yj ], respectively. We say that xαyβ > xAyB with respect to the block
ordering (>1, >2) on F[x1, . . . , xi, y1, . . . , yj ] if and only if:

• xα >1 xA or

• xα = xA and yβ >2 yB.

Remark. From now on whenever a polynomial ring R is defined, we adopt a
monomial ordering ≥ on M(R).

Definition 3.21 (Monomial Ideal [CLO15]). An ideal I ⊆ R is a monomial
ideal if there exists a (possibly infinite) subset A ⊆ M(R) such that I = ⟨A⟩.

Proposition 3.22. Let A ⊆ M(R) and let I = ⟨A⟩ be a monomial ideal. A
monomial m ∈ M(R) is an element of I if and only if m is divisible by a
monomial m′ for some m′ ∈ A.

Proof. See the proof of Lemma 2 in [CLO15, pg. 70]. ■

Theorem 3.23 (Dickson’s Lemma). Let A ⊆ M(R) and let I = ⟨A⟩ be a
monomial ideal. Then I can be written in the form I = ⟨m1, . . . ,ms⟩ for some
m1, . . . ,ms ∈ A. Thus, being finitely generated by monomials, we say that the
ideal I has a finite basis.

Proof. See the proof of Theorem 5 in [CLO15, pg. 72]. ■
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Once the notion of monomial ordering is established, we define the following
terminologies related to the largest monomial of nonzero polynomials in R.

Definition 3.24. Let f =
∑

α cαx
α be a nonzero polynomial in R and let ≥ be

a monomial ordering.

1. The multidegree of f is

multdeg(f) = max{α ∈ Zn
≥0 : cα ̸= 0}

where the maximum is taken with respect to ≥.

2. The leading coefficient of f is LC(f) = cmultdeg(f) ∈ F.

3. The leading monomial of f is LM(f) = xmultdeg(f).

4. The leading term of f is LT(f) = LC(f) · LM(f).

5. The tail∗ of f is Tail(f) = f − LT(f).

3.3 Polynomial Reduction

One of the important algorithms to work with multivariate polynomials is the
computation of the remainder of f ∈ R after division by a finite nonempty
ordered subset G ⊆ R. The central idea of the algorithm relies on the existence
of division algorithms in R.

Theorem 3.25 ([CLO15, KR00]). Let G = {g1, . . . , gs} be a nonempty finite
subset of R. Then every polynomial f ∈ R can be written as

f =

s∑
i=1

qigi + r, (3.1)

where q1, . . . , qs, r ∈ R such that

1. either r = 0 or no monomials of r is divisible by any of LM(g1), . . . , LM(gs),

2. if qigi ̸= 0 then LM(qigi) ≤ LM(f).

Proof. The pseudo-code of the division algorithm is given in Algorithm 3.1 for
the computation of r and q1, . . . , qs. Starting with p = f , in every step of the
iteration, the algorithm tries to eliminate the leading term of p, using polyno-
mials in G whenever possible. During the execution of the algorithm, either one
of the two events below happens :

1. When some LT(gi) divides LT(p), we call this step the division step. This
is seen in the line 6-9.

2. If there exists no LT(gi) that divides LT(p), we call this step the remainder
step. This is seen in the line 11-12.

∗ Also called reductum in [BW93].
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Termination : Let pj denote the value of p after the j-th iteration where
p0 = f . Suppose that at the j-th iteration, the division step occurred. We have
pj = pj−1 − LT(pj−1)/LT(gi) · gi and

LT(LT(pj−1)/LT(gi) · gi) = LT(pj−1)/LT(gi) · LT(gi) (by 2 of Definition 3.14)

= LT(pj−1).

so that pj−1 and LT(pj−1)/LT(gi) · gi have the same leading term. This implies
that LM(pj) < LM(pj−1) when pj ̸= 0. Next, suppose that at the j-th iteration,
the remainder step occurred. We have pj = Tail(pj−1) = pj−1−LT(pj−1). Here,
it is obvious that LM(pj) < LM(pj−1) when pj ̸= 0. Thus, in either case we
have

LM(p0) > LM(p1) > LM(p2) > · · · .

If the algorithm never terminated, then we would get an infinite decreasing
sequence of leading monomials. However, this contradicts the well-ordering
property of > in Proposition 3.16. Eventually, p = 0 must happen so that the
algorithm terminates after finitely many iterations.

Correctness : To prove the correctness, we will show that

f =

s∑
i=1

qigi + p+ r (3.2)

holds at every iteration. This is clearly true during the initialization since
q1 = . . . = qs = r = 0 and p = f . Suppose that (3.2) holds at one step of the
while-loop. If the algorithm executed the division step, then there exists gi ∈ G
such that LT(gi) | LT(p) and the following equality

qigi + p = (qi + LT(p)/LT(gi))gi + (p− LT(p)/LT(gi) · gi)

shows that qigi+p remains unaffected. Since other variables are also unchanged,
then (3.2) remains true in this case. Now if, instead of the division step, the
algorithm executed the remainder step then it affects both p and r. However,
the sum p+ r is unchanged since

p+ r = Tail(p) + (r + LT(p))

and therefore (3.2) remains true.
Note that the algorithm is terminated when p = 0 which (3.2) eventually

becomes

f =

s∑
i=1

qigi + r.

Since the leading term of p in each iteration is added to r whenever it is not
divisible by any of LT(g1), . . . , LT(gs) it follows that r has the desired property
when the algorithm terminates.

It remains to show the relation between LM(f) and LM(qigi) when qigi ̸= 0.
Every term of qi is of the form LT(p)/LT(gi) for some polynomial 0 ̸= p. Initially
p = f and in the proof of termination we showed that the leading monomial of
p decreases in every iteration. This implies that that LM(p) ≤ LM(f). Using 2
of Definition 3.14, it follows that LM(qigi) ≤ LM(f) when qigi ̸= 0.

■
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Input: G = {g1, . . . , gs} ⊆ R, f ∈ R
Output: q1, . . . , qs, r ∈ R such that f =

∑s
i=1 qigi + r and either r = 0

or no monomial of r is divisible by any of LM(g1), . . . , LM(gs)
1 (q1, . . . , qs)← (0, . . . , 0)
2 r ← 0
3 p← f
4 while p ̸= 0 do
5 if ∃gi ∈ G : LT(gi) | LT(p) then
6 Select gi ∈ G such that LT(gi) | LT(p)
7 t← LT(p)/LT(gi)
8 qi ← qi + t
9 p← p− t · gi

10 else
11 r ← r + LT(p)
12 p← Tail(p)

13 return q1, . . . , qs, r

Algorithm 3.1: The division algorithm in R.

Remark 3.26. The description of Algorithm 3.1 leaves some degrees of freedom
in the selection of gi in line 6. One way is to treat G as an ordered set (g1, . . . , gs)
and choose the smallest i ∈ {1, . . . , s} such that LT(gi) | LT(p). This strategy
is used in the description of the division algorithm in [CLO15, pg. 64]. In that

respect we denote by f
G

the remainder after division of f by an ordered set
G ⊆ R.

Definition 3.27. Let f ∈ R be a nonzero polynomial. A polynomial 0 ̸= g ∈ R
is a reductor of f if LM(g) ∈ M(f).

Definition 3.28. An algorithm that computes the remainder r (by omitting the
quotients qi) in Theorem 3.25 is called a reduction algorithm.

In this work we consider a family of reduction algorithms, instead of one
dedicated algorithm, such that each of the algorithms eliminates terms appear-
ing in a specific part of a polynomial. Before describing them, we first introduce
the notion of “reducibility”.

Definition 3.29. Let 0 ̸= f ∈ R and G = {g1, . . . , gt} be a subset of R.

1. The polynomial f is reducible by G if there exists a monomial m ∈ M(f)
such that m ∈ ⟨LM(g1), . . . , LM(gt)⟩.

2. The polynomial f is lead-reducible by G if LM(f) ∈ ⟨LM(g1), . . . , LM(gt)⟩.

3. The polynomial f is tail-reducible by G if Tail(f) ̸= 0 and Tail(f) is
reducible by G.

Definition 3.29 suggests formulation of reduction algorithms that are applied
on terms appearing in the leading term of a polynomial, the polynomial itself,
and its tail. We describe three reduction algorithms below.
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1. LeadReduce: This reduction algorithm plays the role of iteratively can-
celling the leading term of a polynomial f ∈ R by an ordered set G ⊂ R
until f is no longer lead-reducible by G. The description is given in Algo-
rithm 3.2.

2. FullReduce: The FullReduce algorithm returns either a zero poly-
nomial or a polynomial that is not reducible by G. One can verify this is
equal to computing the remainder of f after division by G. The iterative
reduction on f is done by calling the LeadReduce algorithm. This is
formally described in Algorithm 3.3.

3. TailReduce: The TailReduce algorithm returns a nonzero polynomial
that is not tail-reducible by G. It applies FullReduce algorithm on the
tail of f . The pseudo-code is given in Algorithm 3.4.

Input: A polynomial f ∈ R
Input: An ordered subset G = (g1, . . . , gt) ⊂ R
Result: A polynomial f such that f = 0 or

LM(f) ̸∈ ⟨LM(g1), . . . , LM(gt)⟩.
1 if f = 0 then
2 return f

3 for i = 1 to t do
4 if LT(gi) | LT(f) then
5 t← LT(f)/LT(gi)
6 return LeadReduce(f − t · gi, G)

7 return f

Algorithm 3.2: LeadReduce Algorithm.

Input: A polynomial f ∈ R.
Input: An ordered subset G = (g1, . . . , gt) ⊂ R.
Result: A polynomial r such that r = 0 or for all m ∈ M(r):

m ̸∈ ⟨LM(g1), . . . , LM(gt)⟩.
1 r ← 0
2 f ← LeadReduce(f,G)
3 while f ̸= 0 do
4 r ← r + LT(f)
5 f ← LeadReduce(f − LT(f), G)

6 return r

Algorithm 3.3: FullReduce Algorithm.

3.4 Gröbner Bases

This section presents the definition of Gröbner bases as the central subject of
this thesis. Gröbner bases are considered as the “nice” basis for polynomial
ideals. Its properties, that will be explained later, help in solving various prob-
lems in computational commutative algebra. Before defining Gröbner bases in
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Input: A polynomial f ∈ R.
Input: An ordered subset G ⊆ R.
Result: A polynomial f such that Tail(f) = 0 or

m ̸∈ ⟨LM(g1), . . . , LM(gt)⟩ for all m ∈ M(Tail(f)).
1 return LT(f) + FullReduce(Tail(f), G)

Algorithm 3.4: TailReduce Algorithm.

Definition 3.31, we want to recall the Hilbert basis theorem, that describes a
fundamental property of polynomial ideals.

Theorem 3.30 (Hilbert Basis Theorem). Every ideal I ⊂ R has a finite gen-
erating set, i.e. I = ⟨g1, . . . , gt⟩ for some g1, . . . , gt ∈ I.

Proof. See the proof of Theorem 4 in [CLO15, pg. 77]. ■

Definition 3.31 (Gröbner basis). Fix a monomial order on M(R). A finite
subset G of an ideal {0} ≠ I ⊆ R is said to be a Gröbner basis of I if for all
0 ̸= f ∈ I, there exists a polynomial g ∈ G such that LT(g) | LT(f).

Theorem 3.32. Every ideal {0} ≠ I ⊆ R has a Gröbner basis. Moreover, any
Gröbner basis for I is a basis of I.

Proof. See Corollary 6 in Section §2.5 of [CLO15]. ■

Theorem 3.33 (The Ascending Chain Condition). Let I1 ⊆ I2 ⊆ I3 ⊆ · · · be
ascending chain of ideals in F[x1, . . . , xn]. Then there exists a positive integer
N such that IN = IN+1 = IN+2 = . . ..

Proof. See the proof of Theorem 7 in Section §2.5 of [CLO15, pg. 80]. ■

Remark 3.34. A commutative ring that satisfies the property in Theorem 3.33
is also called a Noetherian ring.

We remark that Definition 3.31 allows inclusion of some unnecessary ele-
ments in a Gröbner basis. Let G be a Gröbner basis of an ideal I and let p ∈ G.
If there exists a polynomial g ∈ G \ {p} such that LT(g) | LT(p), we can remove
p from G as G \ {p} remains a Gröbner basis of I. This observation, together
with adjustment of coefficients to normalize the leading coefficient of elements
in G leads to the definition of minimal Gröbner bases.

Definition 3.35. A Gröbner basis G of an ideal I is a minimal Gröbner
basis if for all g ∈ G

1. LC(g) = 1 and

2. LM(g) ̸∈ ⟨LM(G \ {g})⟩.

In addition to Definition 3.35, there exists a stronger type of minimal Gröbner
bases that adds the condition that every polynomial g ∈ G is not reducible by
G \ {g}.

Definition 3.36. A Gröbner basis G of an ideal I is a reduced Gröbner
basis if for all g ∈ G

1. LC(g) = 1 and

2. For all m ∈ M(g), the monomial m /∈ ⟨LM(G \ {g})⟩.
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3.5 Applications

One of the main reasons behind the extensive study of Gröbner bases for the
past decades is its diverse application across numerous disciplines in mathemat-
ics. The wide-spectrum of its applications makes it impossible to exhaustively
mention all of it. Some of them are already discussed, for example, in Chapter
3 of [KR00] and Chapter 2 of [AL94]. We refer to [SSM+09] for readers who are
interested in applications related to coding theory and cryptography.

Within the scope of this thesis, we only describe two well-known applications
of Gröbner bases in this section.

3.5.1 Ideal Membership Problem

Problem (Ideal Membership). Given an ideal I = ⟨f1, . . . , fm⟩ ⊆ R, determine
whether a given polynomial f ∈ R lies in I.

Although the division algorithm seems to be an obvious solution for this
problem, i.e., if the remainder after division of f by the ordered set G =
(f1, . . . , fm) is zero then f ∈ I, we want to recall that uniqueness of the re-
mainder and the quotients in the division algorithm relies on the ordering of
elements in G. Thus, we may encounter a situation where f ∈ I and yet the
remainder on the division of f by G is nonzero.

Gröbner bases then plays the role of remedies in such situation. The follow-
ing property of Gröbner bases, together with the division algorithm, solves the
ideal membership problem in multivariate polynomial rings.

Proposition 3.37 ([CLO15]). Let I ⊆ R be an ideal and let G be a Gröbner
basis of I. Given f ∈ R, there exists a unique r ∈ R with the following properties

1. For any g ∈ G, no term of r is divisible by LT(g).

2. There exists a q ∈ I such that f = q + r.

More specifically, r is the remainder after division of f by G, no matter how
the elements of G are ordered when using the division algorithm.

Proof. See Proposition 1 in Section §2.6 of [CLO15]. ■

Corollary 3.38 ([CLO15]). Let I ⊆ R be an ideal and let G ⊆ I be a Gröbner
basis of I. The polynomial f ∈ R is an element of I if and only if the remainder
after division of f by G is zero.

Proof. First, it is obvious that if the remainder is zero, it immediately follows
that f ∈ I. To prove the converse for any f ∈ I, we can write f = f + 0. Since
G is a Gröbner basis, f = f + 0 satisfies both conditions in Proposition 3.37.
Thus, 0 is the remainder after division of f by G. ■

Assume that a Gröbner basis G of a polynomial ideal I is known. We already
have an algorithm that determines whether a polynomial f ∈ R is an element
of I by computing the remainder after division of f by G with the division
or FullReduce algorithm. The complete solution for the ideal membership
problem requires an algorithm that obtains a Gröbner basis from an arbitrary
basis of a polynomial ideal. This will be further described in Chapter 4.
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3.5.2 Solving Systems of Polynomial Equations

Another well-known application of Grobner bases, in addition to solving the
ideal membership problem, is its ability to solve systems of polynomial equa-
tions.

Problem. Let f1, . . . , fm ∈ R. Find all solutions (x1, . . . , xn) ∈ Fn of the
following system of polynomial equations

f1(x1, . . . , xn) = . . . = fm(x1, . . . , xn) = 0.

The analogous concept in algebraic geometry for a set that consists of solu-
tions of polynomial equations is known as an affine variety.

Definition 3.39. Let f1, . . . , fm be polynomials in R. We define the set

V(f1, . . . , fm) = {(a1, . . . , an) ∈ Fn : fi(a1, . . . , an) = 0, ∀i ∈ {1, . . . ,m}}

and we call V(f1, . . . , fm) the affine variety defined by f1, . . . , fm.

Both propositions below are crucial in order to understand the relation be-
tween the affine variety defined by a finite set of polynomials and the corre-
sponding ideal generated by the same polynomials.

Proposition 3.40. If f1, . . . , fm ∈ R and g1, . . . , gt ∈ R are bases of the same
ideal, i.e. ⟨f1, . . . , fm⟩ = ⟨g1, . . . , gt⟩, then we have

V(f1, . . . , fm) = V(g1, . . . , gt).

Proof. Let (a1, . . . , an) ∈ V(f1, . . . fm). Since ⟨f1, . . . , fm⟩ = ⟨g1, . . . , gt⟩ then
g1, . . . , gt ∈ ⟨f1, . . . , fm⟩. This implies that, every gj can be written as

gj =

m∑
i=i

hifi, hi ∈ R.

This shows that for all j = 1, . . . , t, we have

gj(a1, . . . , an) =

m∑
i=1

hi(a1, . . . , an)fi(a1, . . . , an)

= 0.

Thus (a1, . . . , an) ∈ V(g1, . . . , gt) and hence V(f1, . . . , fm) ⊆ V(g1, . . . , gt).
The other direction of the proof can be done in a similar manner by interchang-
ing the role of ⟨f1, . . . , fm⟩ and ⟨g1, . . . , gt⟩, i.e., expressing each fi as element
of ⟨g1, . . . , gt⟩. ■

Proposition 3.41. Let I be an ideal of R and let V(I) be the following set

V(I) = {(a1, . . . , an) ∈ Fn : f(a1, . . . , an) = 0, ∀f ∈ I}.

The set V(I) is an affine variety. In particular, if I = ⟨f1, . . . , fm⟩, then
V(I) = V(f1, . . . , fm).
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Proof. By the Hilbert Basis Theorem, there exists a finite generating set of
polynomials {f1, . . . , fm} for I, i.e. I = ⟨f1, . . . , fm⟩. Let (a1, . . . , an) ∈ V(I).
Since f1, . . . , fm ∈ I, then fi(a1, . . . , an) = 0 for all i = 1, . . . ,m by definition
and this shows that (a1, . . . , an) ∈ V(f1, . . . , fm). Hence V(I) ⊆ V(f1, . . . , fm).
On the other hand, let (a1, . . . , an) ∈ V(f1, . . . , fm). Every polynomial f ∈ I
can be expressed as f =

∑m
i=1 hifi, for some h1, . . . , hm ∈ R. It follows that

f(a1, . . . , an) =

m∑
i=1

hi(a1, . . . , an)fi(a1, . . . , an)

=

m∑
i=1

hi(a1, . . . , an) · 0 = 0.

Thus, (a1, . . . , an) ∈ V(I) and V(f1, . . . , fm) ⊆ V(I). Therefore, we have
V(I) = V(f1, . . . , fm). ■

Proposition 3.42. Let V ⊆ Fn be an affine variety. We define

I(V ) = {f ∈ R : f(a1, . . . , an) = 0,∀(a1, . . . , an) ∈ V }.

The set I(V ) is an ideal of R called the ideal of V .

Remark 3.43. Let f1, . . . , fm ∈ R and let ⟨f1, . . . , fm⟩ be an ideal of R. Since
f1, . . . , fm vanish on V(f1, . . . , fm) so does f =

∑m
i=1 hifi ∈ I where hi ∈ R.

This shows that f ∈ I(V(f1, . . . fm)) and implies that

⟨f1, . . . , fm⟩ ⊂ I(V(f1, . . . fm)).

An important remark following Proposition 3.41 is the fact that affine va-
rieties are determined by ideals. An implication of this together with Proposi-
tion 3.40 shows that in order to compute an affine variety defined by f1, . . . , fm,
one needs to obtain the right generating set for the ideal ⟨f1, . . . , fm⟩ that gives
a better description for the set of solutions. We will see that Gröbner bases
with respect to lexicographic monomial ordering is the desired generating set
that helps in solving a system of polynomial equations.

Definition 3.44 (ℓ-th Elimination Ideal). Let I be an ideal in F[x1, . . . , xn].
For ℓ = 0, . . . , n−1, the ℓ-th elimination ideal Iℓ is the ideal of F[xℓ+1, . . . , xn]
defined by

Iℓ = I ∩ F[xℓ+1, . . . , xn].

Theorem 3.45 (The Elimination Theorem). Let F[x1, . . . , xn] be a polynomial
ring with lexicographic monomial ordering where x1 > x2 > · · · > xn. Let I
be an ideal in F[x1, . . . , xn] and G be a Gröbner basis of I. Then for every
ℓ ∈ {0, 1, . . . , n− 1}, the set

Gℓ = G ∩ F[xℓ+1, . . . , xn]

is a Gröbner basis of the ℓ-th elimination ideal Iℓ.

Proof. See Theorem 2 in Section §3.1 of [CLO15, pg. 122]. ■
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Polynomial systems that come from cryptographic primitives are typically
defined over a finite field Fq and have a finite number of solutions. The ideal
generated by such polynomials has several algebraic properties described in the
following proposition.

Proposition 3.46 (Finiteness Criterion). Let F be an algebraic closure of the
field F and let I = ⟨f1, . . . , fm⟩ be an ideal of R = F[x1, . . . , xn]. The following
conditions are equivalent.

1. The system of equations {f1, . . . , fm} has only finitely many solutions in
F.

2. For i = 1, . . . , n, we have I ∩ F[xi] ̸= {0}.

3. The F-vector space F[x1, . . . , xn]/I is finite-dimensional.

4. The set M(R) \ LM(I) is finite.

5. For every i ∈ {1, . . . , n}, there exists a nonnegative integer αi such that
xαi
i ∈ LT(I).

Any ideal of R that satisfies one of the conditions above is called a zero-
dimensional ideal.

Proof. See Proposition 3.7.1 in Section §3.7 of [KR00, pg.243]. ■

Theorem 3.47 (Hilbert Nullstellensatz [CLO15]). Let F be an algebraically
closed field. If f, f1, . . . , fm ∈ F[x1, . . . , xn] then f ∈ I(V(f1, . . . , fm)) if and
only if

fs ∈ ⟨f1, . . . , fm⟩

for some positive integer s.

Proof. See the proof of Theorem 2 in [CLO15, pg. 179]. ■

Definition 3.48. Let I ⊆ R be an ideal of R. The radical of I, denoted by
√
I,

is defined to be the following set

√
I = {f : fs ∈ I for some integer s ≥ 1}.

Proposition 3.49. Let V ⊆ Fn be a variety and let f ∈ R. If fs ∈ I(V ) for
some integer s ∈ Z≥1 then f ∈ I(V ).

Proof. Let v ∈ V . If fs ∈ I(V ) then (f(v))s = 0. Since f(v) ∈ F, the relation
(f(v))s = 0 is possible only if f(v) = 0. Since v ∈ V is arbitrary, then f ∈
I(V ). ■

The above proposition implies that an ideal that consists of all polynomials
of R that vanish on a variety has a property that if some power of a polynomial
in R belongs to the ideal, then the polynomial itself must belong to the ideal.
This property motivates the following definition.

Definition 3.50 (Radical Ideal). An ideal I is radical if fs ∈ I for some
positive integer s implies that f ∈ I. Equivalently, I =

√
I.
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Let F = {f1, . . . , fm} ⊆ Fq[x1, . . . , xn] where Fq is the algebraic closure
of Fq. Note that, in the context of cryptanalysis, we are not interested with
solutions that exist in Fq \ Fq. In order to remove these unnecessary solutions,
the following set is appended to F

{xq
i − xi : ∀i = 1, . . . , n}.

This also ensures that the ideal ⟨F ∪{xq
i−xi : 1 ≤ i ≤ n}⟩ is zero-dimensional by

condition 5 of Proposition 3.46. In addition to being a zero-dimensional ideal,
the following Proposition shows that ⟨F ∪ {xq

i − xi : 1 ≤ i ≤ n}⟩ is a radical
ideal.

Proposition 3.51 (Seidenberg’s Lemma). Let I be a zero-dimensional ideal
in F[x1, . . . , xn]. Suppose that for every i ∈ {1, . . . , n}, there exists a nonzero
univariate polynomial gi ∈ I ∩F[xi] such that the greatest common divisor of gi
and its formal derivative is equal to 1. Then I is a radical ideal.

Proof. See Proposition 3.7.15 in Section §3.7 of [KR00, pg.250]. ■

Definition 3.52 (Perfect Field[KR00]). A field F is called a perfect field if
either

• its characteristic is equal to 0 or

• its characteristic is p > 0 and for every α ∈ F there exists β ∈ F such that
βp = α.

Remark 3.53. Every finite field Fq, where q = pe with p a prime number and
e ∈ Z>0, is a perfect field. By definition, the characteristic of Fq is equal to

p > 1. Note that the map x 7→ xpe−1

implies that
(
xpe−1

)p
= xq = x for all

x ∈ Fq.

The most important implication of the ideal ⟨F ∪ {xq
i − xi : 1 ≤ i ≤ n}⟩

being zero-dimensional and radical is related to the shape of its reduced Gröbner
basis w.r.t. lexicographic monomial ordering. This is formally described in the
following Theorem (also known as the Shape Lemma).

Theorem 3.54 (The Shape Lemma). Let F be a perfect field and let F[x1, . . . , xn]
be a polynomial ring with lexicographic monomial ordering. Let I ⊆ F[x1, . . . , xn]
be a zero-dimensional radical ideal such that for any two distinct elements in
V(I) their n-th coordinates are distinct. Also let gn ∈ F[xn] be the monic gen-
erator of the (n− 1)-th elimination ideal, i.e. ⟨gn⟩ = In−1 = I ∩ F[xn].

1. The reduced Gröbner basis of I is of the form

{x1 − g1, . . . , xn−1 − gn−1, gn}

where g1, . . . , gn−1 ∈ F[xn].

2. The polynomial gn has d = deg(gn) distinct zeros a1, . . . , ad ∈ F in the
algebraic closure F of F. The set of zeros of I is

{(g1(ai), . . . , gn−1(ai), ai) : i = 1, . . . , d}.
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Proof. See Theorem 3.7.25 in Section §3.7 of [KR00, pg.257]. ■

Following the Shape Lemma, if the reduced Gröbner basis G of an ideal I
has a triangular form, then gn is a univariate polynomial in G ∩ In−1 ⊆ F[xn].
The roots of gn can be obtained by polynomial factorization. Once the possible
solutions for xn are found, we can substitute each value in the polynomials
xi − gi ∈ F[xi, xn], for i = 1, . . . , n − 1, to obtain all solutions of the complete
system of equations.

One particular case that is often encountered in algebraic cryptanalysis is
that there exists an unique solution to the system of equations which lies in the
base field. This has the following consequences on the corresponding ideal and
its reduced Gröbner basis.

Proposition 3.55. Let F = {f1, . . . , fm} ⊂ R = Fq[x1, . . . , xn] and let Ĩ be the

ideal Ĩ = ⟨f1, . . . , fm, xq
1 − x1, . . . , x

q
n − xn⟩ ⊂ R. A solution (a1, . . . , an) ∈ Fn

q

of F is the unique solution in Fn
q if and only if Ĩ = ⟨x1 − a1, . . . , xn − an⟩.

Proof. If (a1, . . . , an) is the unique solution of F in Fn
q , then Ĩ ⊂ ⟨x1−a1, . . . , xn−

an⟩. Since the only roots of polynomials xq
i − xi are elements of Fq, the vector

(a1, . . . , an) is also the unique solution in the algebraic closure Fq of Fq for the
system of equations F ∪{xq

i −xi : i = 1, . . . , n}. Theorem 3.47 states that for all
i = 1, . . . , n there exists a positive integer mi such that (xi−ai)mi ∈ Ĩ. We have
xi− ai = gcd(xq

i − xi, (xi− ai)
mi) ∈ Ĩ and therefore Ĩ = ⟨x1− a1, . . . , xn− an⟩.

The converse is obvious. ■

Corollary 3.56. The reduced Gröbner basis G of Ĩ with respect to degree-
reverse lexicographic ordering is G = {x1 − a1, . . . , xn − an}.

Given a Gröbner basis G of an ideal I w.r.t. a particular monomial ordering,
there are algorithms that convert G to a Gröbner basis w.r.t. another monomial
ordering. Two of the examples are the FGLM algorithm [FGLM93] and the
Gröbner walk algorithm [CKM97]. Moreover, for a zero-dimensional ideal, the
FGLM algorithm has a polynomial-time complexity in the number of solutions
for the system of equations. A common strategy to solve a system of polyno-
mial equations that corresponds to a zero-dimensional ideal I is then done in the
following way: one starts by computing a Gröbner basis G of I using a mono-
mial ordering that is considered to be efficient for computational purpose (e.g.,
degree-reverse lexicographic), then G is converted to another Gröbner basis G′

w.r.t. lexicographic ordering using the FGLM algorithm. This, in practice, is
considered to be a more efficient technique rather than computing G′ directly
using lexicographic ordering.
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4 Gröbner Bases Algorithms
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The previous chapter described Gröbner basis, its properties and some of its
applications. We will now explain how to compute a Gröbner basis of an ideal
I = ⟨f1, . . . , fm⟩ ⊆ R from its initial basis {f1, . . . , fm}.

This chapter serves as a survey on existing Gröbner bases algorithms. We
will explain three different algorithms. The first Gröbner basis algorithm is
the Buchberger algorithm. It was introduced by Bruno Buchberger in his PhD
thesis [Buc65, Buc06]. We give its description in Section 4.1. Since then,
various attempts to improve its performance have been proposed. One of the
main directions in improving the Buchberger algorithm is by detecting useless
computations in advance. Some of the strategies to avoid useless computations
in Gröbner bases algorithm will be mentioned in the same section.

The description of the Buchberger algorithm will be followed by the F4 algo-
rithm [Fau99], which is considered as a state-of-the-art Gröbner basis algorithm.
One of its novel features is its ability to efficiently perform many polynomial
reductions together. This is accomplished by computing the (reduced-)row eche-
lon form of the coefficient matrix corresponding to a set of polynomial equations.
We will describe the algorithm in Section 4.2.

The last section shall describe the XL Algorithm [CKPS00]. Although it
was originally proposed as a way to solve overdefined system of equations, it
turns out that the XL Algorithm can be seen as a redundant variant of the F4

algorithm [AFI+04]. In that respect, the XL algorithm falls into the category
of Gröbner basis algorithms. The cryptographic relevance of XL encourages us
to mention it in this thesis.

This chapter, however, is not intended to be a complete survey that covers
all existing Gröbner bases algorithms in the literature. One particular family of
algorithms that we do not discuss is signature-based Gröbner bases algorithms.
The concept of signature for a Gröbner basis algorithm was formally introduced
by Faugère in the F5 algorithm [Fau02]. Since then, there are numerous propos-
als of signature-based algorithms [AP10, GGV10, GIW16, EP10, EP11, RS12].
We do not cover such family of algorithms because the subject of signatures in
the Gröbner bases algorithms deserves dedicated attention. Interested readers
are referred to [EF17] for a recent survey on signature-based Gröbner bases
algorithms.
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4.1 Buchberger Algorithm

Let I = ⟨f1, . . . , fm⟩ ⊆ R be an ideal generated by F = {f1, . . . , fm}. Recall
that the set G = {g1, . . . , gt} ⊆ I is a Gröbner basis of I if for all f ∈ I, there
exists a polynomial gi ∈ G such that LT(gi) | LT(f). As an element of I, each
gi can be written as a polynomial combination of f1, . . . , fm. Thus, Gröbner
bases algorithms can be viewed as a systematic approach of finding G using
appropriate polynomial combinations of elements in the basis of an ideal.

The main condition of F not being a Gröbner basis of I is the existence of a
polynomial h ∈ I such that LT(fi) ̸ | LT(h) for any i ∈ {1, . . . ,m}. The simplest
intuition to obtain candidates for such h is by taking two distinct polynomials
in the basis, say fi, fj with i ̸= j, and forming a suitable combination

axαfi − bxβfj ∈ I, a, b ∈ F, α, β ∈ Zn
≥0

such that a cancellation of the leading terms occurs, leaving only smaller terms.
Following this approach, Buchberger introduced the notion of S-polynomial.

Definition 4.1. Let α, β ∈ Zn
≥0 where α = (α1, . . . , αn) and β = (β1, . . . , βn).

Let γ = (γ1, . . . , γn) ∈ Zn
≥0 such that γi = max(αi, βi). We say that the

monomial xγ is the least common multiple of xα and xβ, denoted as xγ =
LCM(xα, xβ).

Definition 4.2 (S-polynomials). Let f, g ∈ R be nonzero polynomials and let
u = LCM(LM(f), LM(g)). The S-polynomial of f and g is defined as

Spoly(f, g) =
u

LT(f)
· f − u

LT(g)
· g.

Definition 4.3 (Critical Pair). For an S-polynomial Spoly(f, g), we call the
pair p = (f, g) a critical pair. The degree of a critical pair p is defined as
deg(p) = deg(LCM(LM(f), LM(g))).

Remark 4.4. Note that the S-polynomial Spoly(f, g) is defined in order to yield
the desired cancellation of leading terms, i.e.

Spoly(f, g) =
xγ

LT(f)
· f − xγ

LT(g)
· g

=
xγ

LT(f)
(LT(f) + Tail(f))− xγ

LT(g)
(LT(g) + Tail(g))

=
xγ

LT(f)
Tail(f)− xγ

LT(g)
Tail(g).

The following proposition shows that every cancellation of leading terms
among polynomials with identical leading monomial is attributed to the cancel-
lation that occur for S-polynomials.

Proposition 4.5. Let f1, . . . , fm ∈ R and LM(fi) = xα for all i = 1, . . . ,m.
Suppose we have a polynomial h =

∑m
i=1 fi. If LM(h) < xα, then h is a linear

combination, with coefficients in F, of the S-polynomials Spoly(fj , fk) for 1 ≤
j, k ≤ m. Furthermore, we have LM(Spoly(fj , fk)) < xα for each j, k.
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Proof. See Lemma 5 in Section §2.6 of [CLO15, pg. 85] ■

The notion of S-polynomials together with multivariate division and the
proposition above lead to an important and easily verifiable characterization of
Gröbner bases. This characterization is also a foundation for the formulation of
the Buchberger algorithm.

Theorem 4.6 (Buchberger’s Criterion). Let I be an ideal of the polynomial
ring R. A basis G = {g1, . . . , gt} of I is a Gröbner basis of I if and only if for
all pairs gi ̸= gj, the remainder after division of Spoly(gi, gj) by G (listed in
some order) is zero.

Proof. See Theorem 6 in Section §2.6 of [CLO15, pg. 86]. ■

Following Buchberger’s Criterion, the question now is what can be done
with the nonzero remainders resulting from S-polynomials divided by a (non-
Gröbner) basis of an ideal. Recall that a remainder from multivariate division
algorithm consists of terms, including the leading term, that are not divisible
by any leading term of polynomials in the divisor. If I is a polynomial ideal
and gi, gj ∈ G ⊆ I, the remainder after division of Spoly(gi, gj) by G is also an
element of I. These remainders are then considered as polynomials that provide
more informations about the ideal I. Thus, expanding the existing basis of an
ideal by adding these remainders is the most obvious method to reach a new
basis that eventually satisfies Buchberger’s criterion.

Theorem 4.7 (Buchberger’s Algorithm). Let I = ⟨f1, . . . , fm⟩ ̸= {0} be an
ideal of R. Then a Gröbner basis for I can be constructed in a finite number of
steps by Algorithm 4.1.

Proof. We first show that G ⊆ I holds in every iteration. This is true in the
initial step. The cardinality of G is increased by adding the remainder after
division of Spoly(h1, h2) by G′ with h1, h2 ∈ G′ ⊆ G. We have G ⊆ I, so
h1, h2 ∈ I. This implies that Spoly(h1, h2) ∈ I, and since we are dividing by G′,
the remainder r is also in I. Hence G ∪ {r} ⊆ I.

The algorithm stops when G = G′, that is for all h1, h2 ∈ G, the remainder
after division of Spoly(h1, h2) by G′ is equal to 0. By Theorem 4.6, the set G is
a Gröbner basis of I.

For a proof of its termination, we refer to the proof of Theorem 2 in Section
§2.7 of [CLO15, pg. 91]. ■

Remark 4.8. We refer to the set G in Algorithm 4.1 as the intermediate basis
of I = ⟨f1, . . . , fm⟩.

4.1.1 Improvements with Gebauer-Möller Installation

The Buchberger’s criterion and the Buchberger’s algorithm lay the foundation
for the development of other Gröbner bases algorithms. We will now discuss
some improvements in line with the strategy to avoid unnecessary reductions.

By “unnecessary reductions”, we mean reductions that yield the zero poly-
nomial, since these do not provide useful new information about the ideal. The
approach to avoid reductions to zero occurring in the main loop of Buchberger’s
algorithm is by detecting them in advance. Some criteria that identify some
zero-reductions beforehand are discussed below.
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Input: F = (f1, . . . , fm) ⊆ R
Result: A Gröbner basis G for I = ⟨f1, . . . , fm⟩

1 G← F
2 repeat
3 G′ ← G
4 forall (h1, h2) ∈ G′ ×G′ and h1 ̸= h2 do
5 r ← FullReduce(Spoly(h1, h2), G

′)
6 if r ̸= 0 then
7 G← G ∪ {r}

8 until G = G′;
9 return G

Algorithm 4.1: Buchberger’s Algorithm

Definition 4.9. Let G = {g1, . . . , gt} be a finite subset of R. We say that a
polynomial f ∈ R reduces to r modulo G, written f −→

G
r, if f can be written in

the form
f = q1g1 + . . .+ qtgt + r qi, r ∈ R (4.1)

such that whenever qigi ̸= 0, we have

LM(qigi) ≤ LM(f)

and r is either 0 or r is not reducible by G.

Remark. Definition 4.9 is defined independently from the existence of an algo-
rithm, such as Algorithm 3.1, that calculates q1, . . . , qt, r given f and G. That
is, if r is the remainder after the division of f by G, then f −→

G
r. However, the

converse is not true in general as the remainder after a division does not have
to be unique.

Definition 4.9 allows us to state a more general version of Buchberger’s cri-
terion below.

Theorem 4.10. A basis G for an ideal I is a Gröbner basis of I if and only if
Spoly(gi, gj) −→

G
0 for all i ̸= j.

Theorem 4.11 (Buchberger’s First Criterion). Let G be a finite subset of the
ring R. Let f, g ∈ G with LCM(LM(f), LM(g)) = LM(f) · LM(g). Then

Spoly(f, g) −→
G

0.

Proof. See Proposition 4 in Section §2.9 of [CLO15, pg. 106]. ■

Definition 4.12 (Standard Representation). Let f ∈ R and G = {g1, . . . , gk}
be a finite subset of R. A representation

f =

k∑
i=1

ti · gi

with terms ti ∈ T(R), gi ∈ G pairwise different is called a standard representa-
tion if max{LM(tigi) : 1 ≤ i ≤ k} ≤ LM(f).
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Theorem 4.13 (Buchberger’s Second Criterion). Let G = {g1, . . . , gk} be a
finite subset of R and f, h1, h2 ∈ R. If

1. LM(f) | LCM(LM(h1), LM(h2)) and

2. Spoly(f, h1) and Spoly(f, h2) have a standard representation w.r.t. G.

then, the S-polynomial Spoly(h1, h2) has a standard representation w.r.t. G.

Proof. See Proposition 5.70 in Section §5.5 of [BW93, pg. 223]. ■

There are at least two ways to incorporate both the Buchberger’s first and
the second criterion inside the Buchberger’s algorithm. The first one is done
by tracking which critical pairs have already been selected from the list during
an execution of the main loop. Following the first criterion of Buchberger,
whenever two polynomials g1, g2 are found in the intermediate basis G such
that LCM(LM(g1), LM(g2)) = LM(g1)LM(g2) the algorithm marks (g1, g2) as
having been treated and such pair is not added into the set of critical pairs.
Now suppose that a critical pair (g1, g2) is selected. The algorithm tries to
find a polynomial g ∈ G such that LM(g) | LCM(LM(g1), LM(g2)) and then it
marks two pairs (g, g1), (g, g2) as having been treated. If such event occurred,
then nothing is done about (g1, g2). Otherwise, the pair (g1, g2) is treated
similarly as in the Buchberger’s algorithm (see Algorithm 4.1). The algorithm
GRÖBNERNEW1 in [BW93, pg. 226] gives a more detail description of the
above variant of Buchberger’s algorithm.

Input: Polynomials f1, . . . , fm ∈ R
Input: A selection function Select
Result: A Gröbner basis G for the ideal ⟨f1, . . . , fm⟩

1 for i← 1 to m do
2 (G,P )← Update(G,P, fi)

3 while P ̸= {} do
4 (p1, p2)← Select(P )
5 P ← P \ {(p1, p2)}
6 f ← FullReduce(Spoly(p1, p2), G)
7 if f ̸= 0 then
8 (G,P )← Update(G,P, f)

9 return G

Algorithm 4.2: Improved Buchberger’s algorithm with Gebauer-Möller
installation.

The second way of integrating Buchberger’s first and second criterion is
given in Algorithm 4.2. The actual implementation of both criteria is done by
the Update routine. Unlike the previous variant that waits until a critical pair
is selected before making decision to eliminate it on the basis of the second crite-
rion, Algorithm 4.2 tries to achieve this as early as possible. In addition to that,
it also eliminates redundant elements in the intermediate basis G. Removing
such redundant elements also reduces the number of critical pairs that needs to
be processed.
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The Update function takes the intermediate basis G, the set of critical pairs
P and a polynomial f as inputs. It incorporates Buchberger’s first and second
criterion together with elimination of redundant polynomials in G by employing
four (4) while-loops. The first and second loops deal with the new critical pairs
constructed from the input f and other elements of the intermediate basis G.
The third and the fourth loop process elements in the old critical pair P and
remove redundant elements in G respectively.

Definition 4.14. Let g1, f, g2 ∈ R be polynomials that satisfy the equivalent
conditions

1. LM(f) | LCM(LM(g1), LM(g2)),

2. LCM(LM(g1), LM(f)) | LCM(LM(g1), LM(g2)) and
LCM(LM(f), LM(g2)) | LCM(LM(g1), LM(g2))

then we call (g1, f, g2) a Buchberger triple.

The first while-loop in the Update function checks for each new critical
pair (f, g1) and tries to find another critical pair (f, g2) on the existing list
such that LCM(LM(f), LM(g2)) | LCM(LM(f), LM(g1)). The occurrence of such
event causes elimination of the pair (f, g1) due to (f, g2, g1) being a Buchberger
triple. Furthermore, the pair (g1, g2) does not exist in this list at all. Notice that
this loop keeps the pairs (f, g1) with disjoint leading monomial. The rationale
behind keeping these pairs is as follows :

If two or more pairs in C have the same LCM of the leading mono-
mials, so that there is a choice as to which one(s) should be deleted,
then it is advantageous to try and keep one where the leading mono-
mials are disjoint; that way, one eventually gets rid of all of them. [BW93,
pg. 231]

The task of eliminating those new pairs with disjoint leading term is accom-
plished by the second while-loop, which is based on the Buchberger first crite-
rion.

A more general version of Buchberger’s criterion in Theorem 4.10 together
with Buchberger second criterion tell that whenever a Buchberger triple (g1, f, g2)
occurs in a Buchberger algorithm and both pairs (g1, f), (f, g2) are already
treated, then the critical pair (g1, g2) can be discarded from the computation.
This is achieved by the third while-loop. Note that if two out of three LCM of
leading monomials involved are equal, for instance

LCM(LM(g1), LM(f)) = LCM(LM(g1), LM(g2)),

then both (g1, f, g2) and (f, g2, g1) are Buchberger triples. Thus, either (g1, g2)
or (f, g1) can be eliminated. However, there is a risk of erroneously elimi-
nating both pairs (the first one on account of f and the latter one on ac-
count of g2). This loop avoids it by removing only those triples (g1, f, g2)
such that both LCM(LM(g1), LM(f)) and LCM(LM(f), LM(g2)) properly divide
LCM(LM(g1), LM(g2)).

After the updated new and old set of critical pairs are combined in P ′, the
Update function finally removes the redundant elements in G. Whenever a
new element f in the ideal was found during the execution of the algorithm,
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Input: An intermediate basis G
Input: A set of critical pairs P
Input: A nonzero polynomial f ∈ R
Result: An updated intermediate basis G′

Result: An updated set of critical pairs P ′

1 C ← {(f, g) : g ∈ G}
2 D ← {}
3 while C ̸= {} do
4 Select (f, g1) from C
5 C ← C \ {(f, g1)}
6 m← LCM(LM(f), LM(g1))
7 if m = LM(f) · LM(g1) or
8 (
9 LCM(LM(f), LM(g2)) ̸ | m ∀(f, g2) ∈ C

10 and
11 LCM(LM(f), LM(g2)) ̸ | m ∀(f, g2) ∈ D
12 )
13 then
14 D ← D ∪ {(f, g1)}

15 E ← {}
16 while D ̸= {} do
17 Select (f, g) from D
18 D ← D \ {(f, g)}
19 if LCM(LM(f), LM(g)) ̸= LM(f)LM(g) then
20 E ← E ∪ {(f, g)}

21 P ′ ← {}
22 while P ̸= {} do
23 Select (p1, p2) from P
24 P ← P \ {(p1, p2)}
25 m← LCM(LM(p1), LM(p2))
26 if LM(f) ̸ | m or LCM(LM(p1), LM(f)) = m or

LCM(LM(f), LM(p2)) = m then
27 P ′ ← P ′ ∪ {(p1, p2)}

28 P ′ ← P ′ ∪ E
29 G′ ← {}
30 while G ̸= {} do
31 Select g from G
32 G← G \ {g}
33 if LM(f) ̸ | LM(g) then
34 G′ ← G′ ∪ {g}

35 G′ ← G′ ∪ {f}
36 return G′, P ′

Algorithm 4.3: Gebauer-Möller Installation [BW93, GM88].
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all the polynomials g ∈ G such that LM(f) | LM(g) are eliminated from G.
One can justify this approach with the two arguments. First, if LM(f) | LM(g)
this implies that LM(f) | LCM(LM(g), LM(h)) for any h ∈ F[x1, . . . , xn]. Thus
(g, f, h) is a Buchberger triple. The second argument is, by removing g, at the
end the set G is still a Gröbner basis. In fact after the execution of the algorithm
is finished, normalizing all g ∈ G such that LC(g) = 1 will make G a minimal
Gröbner basis. However, later we will describe the drawback of this approach
and we will also propose a better strategy to optimally maintain G.

The above mechanism of incorporating both Buchberger first and second
criterion is due to Gebauer and Möller [GM88]. It is commonly referred as
Gebauer-Möller installation. The pseudo-code is available in Algorithm 4.3.

4.2 Faugère’s F4 Algorithm

In this section another Gröbner basis algorithm called the F4 algorithm[Fau99]
is described. Generally the F4 algorithm follows the same principles as the
Buchberger algorithm, i.e., iteratively extending the existing intermediate basis
by nonzero remainders after the division of S-polynomials with the current in-
termediate basis. Though a notable difference here is the F4 algorithm performs
the reduction of multiple S-polynomials together. This is achieved by mapping a
finite set of polynomials to its corresponding coefficient matrix over F, followed
by the computation of the (reduced) row echelon form of that matrix.

Before going to the actual description of the F4 algorithm, we first discuss
the relation between polynomial reduction and linear algebra. We will define
the notion of the coefficient matrix of a finite set of polynomials. This will
be followed by a short theorem that shows the usefulness of row echelon re-
duced matrices for Gröbner bases computation. After that, we will continue by
describing the basic version of the F4 algorithm. However, this basic version
generally has poor performance in practice. Thus, in the same paper Faugère
also provided an enhanced version of the F4 algorithm with better performance
in practice compared to its basic version. The enhanced version is discussed in
the last part of this section.

4.2.1 Linear Algebra and Gaussian Elimination of Polynomials

LetM be anm×r matrix defined over F. We denote byMi,j ∈ F the element in
row i ∈ {1, . . . ,m} and column j ∈ {1, . . . , r} ofM. The notation Row(M, i) ∈
Fr is used to denote the i-th row ofM.

Let M = (m1, . . . ,mr) be an ordered set of monomials in R and let VM =
{
∑r

i=1 cimi : ci ∈ F, 1 ≤ i ≤ r} be a vector subspace of R generated by M . We
consider the linear map

ϕM : VM 7→ Fr (4.2)

where ϕM (mi) = ei and e1, . . . , er are the elements of the canonical basis of Fr.
The map ϕM allows an interpretation of polynomials in VM as vectors in Fr.
On the other hand, the inverse function ϕ−1

M gives an interpretation of vectors in
Fr as polynomials in VM ⊆ R. We will now extend ϕM for a set of polynomials.

Definition 4.15. Let F = {f1, . . . , fm} ⊆ R and M = M(F ) be the ordered set
of monomials of F in descending order w.r.t. the monomial ordering < in R.
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The coefficient matrix of F is the m× r matrixM constructed by assigning

Row(M, i)← ϕM (fi), i ∈ {1, . . . ,m},

where ϕM is the linear function defined in (4.2).
Conversely, given the matrix M, we can reconstruct the set of polynomials

F below
F = {ϕ−1

M (Row(M, i)) : 1 ≤ i ≤ r} \ {0}.

The intuition behind the coefficient matrix M of F ⊆ F[x1, . . . , xn] is that
the element Mi,j at row i and column j is the coefficient of the monomial mj

in fi. Naturally, when no such monomial exists in fi, then Mi,j is equal to
zero. Equivalently, the rows and columns ofM represent the polynomials and
monomials of F respectively, as illustrated below:

M =

m1 m2 . . . mr


f1 ∗ ∗ · · · ∗
f2 ∗ ∗ · · · ∗
...

...
... · · ·

...
fm ∗ ∗ · · · ∗

This implies that row operations inM, such as addition and scalar multiplica-
tion, are essentially polynomial operations. In practice one can take advantage
of efficient implementations of matrix algorithms in order to perform computa-
tions on polynomials. The most important matrix operation used in Gröbner
bases computations is the computation of (reduced) row echelon form (also
known as Gaussian elimination).

Definition 4.16. Let F, |F | = m be a finite subset of R. Let M be the coeffi-

cient matrix of F and M̃ be the (reduced) row echelon form ofM. We say that
the set

F̃ = {ϕ−1
M (Row(M̃, i)) : 1 ≤ i ≤ m} \ {0}

is the (reduced) row echelon form of F where M = M(F ) is the ordered set of
monomials of F .

Definition 4.16 motivates the definition of a Gaussian elimination algorithm
for a finite set of polynomials F : Algorithm 4.4. The algorithm essentially
computes the (reduced) row echelon form of F by applying Gaussian elimination
on the coefficient matrix corresponding to F .

An important property of row echelon matrices is described in the following
theorem.

Theorem 4.17. [Fau99, pg. 65] Let F be a finite subset of F[x1, . . . , xn] and let

F̃ be the (reduced) row echelon form of F . Then F+ is defined as the following
set:

F̃+ = {g ∈ F̃ : LM(g) ̸∈ LM(F )}.

For any subset H ⊆ F such that |H| = |LM(F )| and LM(H) = LM(F ), the set

G = F̃+ ∪H is a triangular basis of the F-vector space V generated by F . That
is, for all f ∈ V , there exist ci ∈ F and gi ∈ G such that f =

∑
i cigi with

LM(g1) = LM(f) and LM(gi) > LM(gi+1).
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Input: F = {f1, . . . , f|F |} - a finite subset of R
Input: F̃ - a (reduced) row echelon form of F

1 M ← M(F ) ; // ordered in descending order

2 M← |F | × |M | zero matrix
3 for i = 1 to |F | do
4 Row(M, i)← ϕM (fi)

5 M̃ ← the (reduced) row echelon form ofM
6 F̃ ← {ϕ−1

M (Row(M̃, i)) : 1 ≤ i ≤ |F |} \ {0}
7 return F̃

Algorithm 4.4: GaussianElimination algorithm.

4.2.2 Basic F4 Algorithm

Before giving the actual description of the F4 algorithm, we first need the fol-
lowing definition.

Definition 4.18. For a given critical pair p = (f, g) ∈ R2, we define the
following functions

Left(p) = (xγ/LM(f), f), (4.3)

Right(p) = (xγ/LM(g), g) (4.4)

where xγ = LCM(LM(f), LM(g)). This definition is extended for a set of critical
pairs P ⊂ R2, that is:

Left(P ) =
⋃
p∈P

{Left(p)},

Right(P ) =
⋃
p∈P

{Right(p)}.

The equation (4.3) and (4.4) in Definition 4.18 above are seen as the “left”
part and the “right” part of S-polynomial Spoly(f, g). Note that the inver-
sion of the leading coefficients is omitted, since this will be taken care by the
computation of the row echelon form of Left(P ) ∪Right(P ).

Similar with Buchberger algorithm, the F4 algorithm takes as input a finite
set of polynomials in R together with a selection function Select. Unlike in
the Buchberger algorithm where the selection function only chooses one pair
at a time, the feature of the F4 algorithm to simultaneously reduce many S-
polynomials at once requires the selection function to choose a subset of critical
pairs. The description of the F4 algorithm does not strictly give a concrete
implementation of selection function. However, it is recommended to use normal
selection strategy.

Definition 4.19. Let P ⊂ R2 be a set of critical pairs and let dmin = min{deg(p) :
p ∈ P} be the minimal degree of critical pairs in P . The normal selection
strategy chooses a subset P ′ ⊆ P such that

P ′ = {p ∈ P : deg(p) = dmin}.
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We now have the necessary information to describe the basic version of the
F4 algorithm. The pseudo-code of the basic F4 algorithm is given in Algo-
rithm 4.5. During the initialization step, the only notable difference compared
to the Buchberger algorithm is that the F4 algorithm introduces a loop counter
d by which intermediate sets of the algorithm are indexed. The advantage of
this counter d will be obvious in the improved version of the algorithm later.
We will now describe the steps in the main iteration of the F4 algorithm.

The first step in the main iteration of the F4 algorithm is the selection of
critical pairs. This is relatively straightforward given the selection function
Select as input. This will be followed by the removal of selected pairs from
the set of critical pairs P . Then the algorithm calls the functions Left as well
as Right on the selected critical pairs and joins the two resulting sets into Ld.
The elements of the set Ld are unevaluated products of the components of S-
polynomials. Although this does not seem to provide an obvious advantage in
the basic F4 algorithm, the strategy that improves the performance of the F4

algorithm later relies heavily on having these unevaluated products.

Input: A finite subset F = {f1, . . . , fm} ⊆ R
Input: A selection function Select
Output: A Gröbner basis of the ideal ⟨f1, . . . , fm⟩

1 G← F , F̃+
0 ← F

2 d← 0
3 P ← {(fi, fj) : 1 ≤ i < j ≤ m}
4 while P ̸= {} do
5 d← d+ 1
6 Pd ← Select(P )
7 P ← P \ Pd

8 Ld ← Left(Pd) ∪Right(Pd)
9 Fd ← SymbolicPreprocessingBasic(Ld, G)

10 F̃d ← GaussianElimination(Fd)

11 F̃+
d ← {f ∈ F̃d : LM(f) ̸∈ LM(Fd)}

12 for h ∈ F̃+
d do

13 P ← P ∪ {{h, g} : g ∈ G}
14 G← G ∪ {h}

15 return G

Algorithm 4.5: Basic version of F4 Algorithm.

The next step in the main iteration of the F4 algorithm is the reduction
of S-polynomials in Ld. This is achieved by computing the row echelon form
of a suitable set of polynomials, c.f. SymbolicPreprocessingBasic and
GaussianElimination in line 9 and 10 respectively. The description of the
sub-routine SymbolicPreprocessingBasic is given in Algorithm 4.6.

SymbolicPreprocessingBasic (cf. Algorithm 4.6) starts by evaluating
the products (m · f) for all (m, f) ∈ L, which were previously constructed by
calling the function Left and Right on the selected critical pairs. The goal
of the algorithm is to add missing “reduction” polynomials u · g to F with
u ∈ M(R), g ∈ G and LM(u · g) ∈ M(F ) \ LM(F ), until no such polynomials can
be added anymore.
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Input: A finite subset L of M(R)×R
Input: A finite subset G of R
Output: A finite subset F of R

1 F ← {m · f : (m, f) ∈ L}
2 D ← LM(F )
3 while M(F ) ̸= D do
4 Choose an m ∈ M(F ) \D
5 D ← D ∪ {m}
6 if ∃g ∈ G : LM(g) | m then
7 F ← F ∪ {m/LM(g) · g}

8 return F

Algorithm 4.6: Algorithm SymbolicPreprocessingBasic.

The set D plays the role of tracking which monomials in M(F ) have already
been checked in the main loop of SymbolicPreprocessingBasic. It is ini-
tially set to LM(F ), since initially for each m ∈ LM(F ) there are already two
distinct f, f ′ ∈ F with LM(f) = LM(f ′) = m.

Lemma 4.20. [Fau99, pg. 67] Let G be a finite subset of R. Let F be the

output of SymbolicPreprocessingBasic(Ld, G) and F̃ be the reduced row

echelon form of F . For all h ∈ F̃+ = {f ∈ F̃ : LM(f) ̸∈ LM(F )} we have
LM(h) ̸∈ ⟨LM(G)⟩.

Proof. Assume that there exists h ∈ F̃+ such that LM(h) ∈ ⟨LM(G)⟩. This im-
plies that there exists g ∈ G such that LM(g) | LM(h). Moreover, we have

LM(h) ∈ M(F̃+) ⊂ M(F̃ ) ⊂ M(F ) and h is lead-reducible by G. Hence
LM(h)/LM(g) · g is inserted to F by SymbolicPreprocessingBasic which

by definition of F̃+ contradicts the fact that LM(h) ̸∈ LM(F ). ■

Lemma 4.21. Let G be a subset of R and let L be a finite subset of M(R) ×
R. We set F = SymbolicPreprocessingBasic(L,G) and F̃+ = {f ∈ F̃ :
LM(f) ̸∈ LM(F )}. For all polynomials f in the set L′ = {

∑
i cimifi : ci ∈

F, (mi, fi) ∈ L} we have
f −−−−→

F̃+∪G
0

Proof. Let f ∈ L′. By construction of F we have L′ ⊆ F . Theorem 4.17 implies
that f is an F-linear combination of the triangular basis F̃+ ∪H for a suitable
H ⊆ F . Polynomials in H are either elements of L′ or polynomials of the form
m · g for m ∈ M(R) and g ∈ G. Thus f can be written in the form

f =
∑
i

cifi +
∑
j

cjmjgj , ci, cj ∈ F

and fi ∈ F̃+,mj ∈ M(R), gj ∈ G. Thus, f −−−−→
F̃+∪G

0. ■

Theorem 4.22. [Fau99, pg. 68] Given a finite subset F ⊆ R, the F4 algorithm
returns a Gröbner basis G of an ideal ⟨F ⟩, with F ⊆ G and ⟨G⟩ = ⟨F ⟩.
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Proof. Termination. Assume that the while-loop does not terminate. There
exists an ascending sequence di > 0 such that F̃+

di
̸= {} for all i. Let

qi ∈ F̃+
di

and let Ui = Ui−1+ ⟨LM(qi)⟩ with U0 = {0} for i > 1. It is trivial

to show that Ui is an ideal of R. Because polynomials in F̃+
di

are added
to G at the end of every loop, by Lemma 4.20 we have Ui−1 ̸⊆ Ui. This
contradicts the fact that R is a Noetherian ring.

Correctness. The set G is constructed by G =
⋃

d≥0 F̃
+
d . We claim that both

statements below are loop-invariants of the while-loop.

1. The set G ⊂ R satisfies F ⊆ G ⊆ ⟨F ⟩.
2. For all g1, g2 ∈ G such that (g1, g2) ̸∈ P , we have Spoly(g1, g2) −→

G
0.

We will now prove the first claim. Since F̃+
0 = F , we have F ⊆ G.

Now suppose that Fd is the output of SymbolicPreprocessingBasic.
Polynomials in Fd are of the form m · g with m a monomial and g ∈ G.
Since F̃d consists of F-linear combination of polynomials in Fd, so does
F̃+
d . This shows that G =

⋃
d≥0 F̃

+
d ⊆ ⟨F ⟩.

To prove the second claim, note that for g1, g2 ∈ G such that (g1, g2) ̸∈ P
this means that the critical pair (g1, g2) has been selected in a previ-
ous iteration, say iteration i, by the function Select. This implies that
(m1, g1), (m2, g2) ∈ Li for some monomials m1,m2. Thus Spoly(g1, g2) is an
element of the F-vector space generated by the set {m · f : ∀(m, f) ∈ Li}.
Hence by Lemma 4.21, we have Spoly(g1, g2) −→

G
0.

■

4.2.3 The Improved F4 Algorithm

While the description of the basic F4 algorithm computes a Gröbner basis for a
given set of polynomials, the algorithm’s efficiency can be significantly improved.
There are two important techniques used to improve the basic F4 algorithm.

One can check that the previous description of the F4 algorithm keeps all
critical pairs and redundant elements in the intermediate basis. The first im-
provement of the F4 algorithm is the incorporation of the Buchberger’s first
and the second criterion. Faugère suggested the standard implementation of
Gebauer-Möller installation [GM88] (see Algorithm 4.3). Instead of adding all
critical pairs to P , the only pairs added are the ones that remain unaffected
by the Buchberger’s first and the second criterion implemented in the Update
function.

The second important improvement to the F4 algorithm is to reuse the com-
putational results from previous iterations. In the basic version of F4, the poly-
nomials in F̃d with leading monomials in LM(Fd) are simply discarded. These
polynomials are the fully-reduced polynomials from F̃d and discarding them
may lead to their recomputation in the next iterations. In the improved version
of the F4 algorithm, these polynomial are kept to replace some products m · f
with a new product m′ · f ′ with m,m′ be monomials of R such that m′ ≤ m
and LM(m · f) = LM(m′ · f ′). This means that more reductions are applied to
f ′ already. This is achieved by the subroutine Simplify (Algorithm 4.9). The
inputs to the Simplify function are a monomial m, a polynomial f ∈ R, and a
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Input: A finite subset F = {f1, . . . , fm} ⊆ R
Input: A selection function Select
Output: A Gröbner basis of the ideal ⟨f1, . . . , fm⟩

1 G← {}, P ← {}
2 d← 0
3 while F ̸= {} do
4 Choose an f ∈ F
5 F ← F \ {f}
6 (G,P )← Update(G,P, f)

7 while P ̸= {} do
8 d← d+ 1
9 Pd ← Select(P )

10 P ← P \ Pd

11 Ld ← Left(Pd) ∪Right(Pd)
12 Fd ← SymbolicPreprocessing(Ld, G, (F1, . . . , Fd−1))

13 F̃d ← GaussianElimination(Fd)

14 F̃+
d = {f ∈ F̃d : LM(f) ̸∈ LM(Fd)}

15 for h ∈ F̃+
d do

16 (G,P )← Update(G,P, h)

17 return G

Algorithm 4.7: An improved F4 algorithm.

(d−1)-tuple of all previously constructed F , i.e. (F1, . . . , Fd−1). The Simplify
function is called while constructing Fd from Ld, that is during the execution
of symbolic preprocessing. Some necessary changes are applied to the pre-
viously SymbolicPreprocessingBasic into the SymbolicPreprocessing
described in Algorithm 4.8.

Lemma 4.23. [Fau99] Let (m, f) ∈ M(R) × R. If (m′, f ′) ∈ M(R) × R
is an output of Simplify(m, f, (F1, . . . , Fd−1)), then LM(m′ · f ′) = LM(m · f).
Furthermore, if V is an F-vector space generated by

(⋃d−1
i=1 Fi

)⋃(⋃d−1
i=1 F̃i

)
,

then there exists a nonzero c ∈ F and r ∈ V such that mf = cm′f ′ + r with
LM(r) < LM(m · f)

Proof. See Lemma 2.3 in [Fau99, pg. 71]. ■

Theorem 4.24. [Fau99] Let F be a finite subset of R and let F = (F1, . . . , Fd−1)
with Fi ⊆ R for i = 1, . . . , d−1. Let (g1, g2) ⊂ R2 be a critical pair. For i = 1, 2
we define mi = xγ/LM(gi) with xγ = LCM(LM(g1), LM(g2)). If the following
conditions hold

1. For k = 1, . . . , d − 1, we have Fk = {m · f : ∀(m, f) ∈ Lk} where Lk is a
finite subset of M(R)×R,

2. For k = 1, . . . , d− 1, F̃k ⊂ G,

3. fi = m′
i · g′i where (m′

i, g
′
i) = Simplify(mi, gi,F) for i = 1, 2,

4. Spoly(f1, f2) −→
F

0
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then we have Spoly(g1, g2) −→
F

0.

Proof. See Theorem 2.4 in [Fau99, pg. 71]. ■

Input: A finite subset L of M(R)×R
Input: A finite subset G of R
Input: A tuple (F1, . . . , Fd−1) where Fi ⊆ R
Output: A finite subset F̃ of R

1 F ← {m′ · f ′ : (m, f) ∈ L, (m′, f ′)← Simplify(m, f, (F1, . . . , Fd−1))}
2 D ← LM(F )
3 while M(F ) ̸= D do
4 Choose an m ∈ M(F ) \D
5 D ← D ∪ {m}
6 if ∃g ∈ G : LM(g) | m then
7 (m′, g′)← Simplify(m/LM(g), g, (F1, . . . , Fd−1))
8 F ← F ∪ {m′ · g′}

9 return F

Algorithm 4.8: Algorithm SymbolicPreprocessing

Input: A monomial m ∈ M(R)
Input: A polynomial f ∈ R
Input: A tuple (F1, . . . , Fd−1), Fi ⊆ R, 1 ≤ i ≤ d− 1
Output: An element of M(R)×R

1 for u ∈ M(R) : u | m do
2 if ∃j ∈ {1, . . . , d− 1} : uf ∈ Fj then

3 F̃j ← row echelon form of Fj

4 There exists a p ∈ F̃j s.t. LM(p) = LM(uf)
5 if u ̸= m then
6 return Simplify(m/u, p, (F1, . . . , Fd−1))

7 else
8 return (1, p)

9 return (m, f)

Algorithm 4.9: Algorithm Simplify

4.3 Extended Linearization (XL) Algorithm

In this subsection we discuss the extended linearization (XL) algorithm to solve
a system of multivariate polynomial equations. The algorithm was proposed by
Courtois et al. [CKPS00] and it received a lot of attention in the cryptographic
community due to its relatively straightforward description as well as its sim-
plicity. The XL algorithm takes into account that the systems of equations
appear in cryptanalysis of cryptographic schemes are, in general, overdefined.
The authors of XL argued that these cases are not well-utilized by Gröbner bases



79 4.3 Extended Linearization (XL) Algorithm

algorithms and they claimed that the XL algorithm is a major improvement to
solve overdefined system of equations.

The theoretical foundation of the XL algorithm is build upon the lineariza-
tion technique. Let us now briefly discuss the idea of linearization. Consider a
random homogeneous quadratic polynomial equations F over a field F in vari-
ables x1, . . . , xn with

(
n
2

)
= n(n−1)/2 equations. The main idea of linearization

is to transform F into a system of linear equations by treating each monomial
xixj in F as a new independent variable, say, yij . The new linear system has
n(n − 1)/2 variables with n(n − 1)/2 equations. This can be efficiently solved
using Gaussian elimination. As soon as all solutions for yij were found, two pos-
sible values for xi are extracted by computing the square root of yii in F. The
values yij are used to remove pathological solutions by combining the correct
square roots of yii and yjj .

The linearization works well when there are sufficient number of linearly
independent equations. To increase the number of equations, Kipnis and Shamir
introduced a new method called relinearization [KS99]. The main principle of
relinearization is that variables yij in the linear equations are related rather
than independent. For instance, a relation that can be derived is based on the
commutativity of multiplication. Let i, j, k, ℓ ∈ {1, . . . , n}, we have the following
relation

(xixj)(xkxℓ) = (xixk)(xjxℓ) = (xixℓ)(xjxk).

This implies that yijykℓ = yikyjℓ = yiℓyjk and the following non-linear quadratic
equations can be added to the set of linear equations

yijykℓ − yikyjℓ = 0,

yijykℓ − yiℓyjk = 0,

yikyjℓ − yiℓyjk = 0.

Different variants of relinearization technique based on other relations, such as
recursive and commutativity of multiplication of higher degree monomials, were
also discussed in [KS99].

Let F = {f1, . . . , fm} be a set of quadratic polynomials in x1, . . . , xn over
the field F. Given a positive integer D, the XL algorithm adds polynomials of
the form m · fi to F , where m is a monomial, such that deg(m · fi) ≤ D. The
algorithm proceeds to solve the new equation system using the linearization
technique. The complete description is given below:

1. Multiply : Generate all polynomials of the form m · fi where m is a
monomial such that deg(m · fi) ≤ D for all i ∈ {1, . . . ,m}.

2. Linearize : Consider an ordering on monomials such that the univariate
monomials are the smallest monomials, i.e., these will be eliminated last.
We treat each monomial as a new variable independent from each other.

3. Reduction : Compute the (reduced) row echelon form of the correspond-
ing coefficient matrix of the linearized system of equations.

4. Solve : Assume the previous step yields a univariate polynomial h in the
variable xi. Find all the roots of h in F, e.g., by polynomial factorization.

5. Repeat : Simplify the original system of equations by substituting xi and
repeat similar process to obtain solutions for other variables.
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Based on experimental observation [CKPS00], the authors suggested the
following value for D.

D
m = n 2n

m = n+ 1 n
m = n+ 2

√
n+ C (C is a constant)

Table 4: Suggested values for D in XL.

The XL algorithm was intended to be an efficient algorithm to solve a system
of equations F with n variables over a finite field Fq in which F has only one
solution in Fn

q . Note that F may have another solution in Fn
qe where Fqe is

the e-th degree extension of Fq. Elimination of solutions in Fn
qe \ Fn

q is done by
inserting polynomials {xq

i − xi : i = 1, . . . , n} to F .

4.3.1 XL as a Variant of the F4 Algorithm

In this subsection, we briefly discuss the relation between the XL algorithm and
the F4 algorithm where the former is seen as a redundant variant of the latter.
The description of the XL algorithm as a variant of the F4 relies on the following
definitions.

Definition 4.25. For a critical pair p = (f, g) ∈ R2 and a nonnegative integer
d ∈ Z≥0 we define the following function

LeftXL(p, d) = {(m, f) : m ∈ M(R),deg(m · f) ≤ d},
RightXL(p, d) = {(m, g) : m ∈ M(R),deg(m · g) ≤ d}.

For a set of critical pairs P ⊆ R × R, we also define a natural extension of
above definitions as follows

LeftXL(P, d) =
⋃
p∈P

LeftXL(p, d),

RightXL(P, d) =
⋃
p∈P

RightXL(p, d).

Definition 4.26. Let P ⊆ R × R be a set of critical pairn. For nonnegative
integer d ∈ Z≥0 we define the following selection function for XL

SelectXL(P, d) = {p ∈ P : deg(p) ≤ d}.

The description of the XL algorithm in an F4-like fashion is given in Algo-
rithm 4.10. Note that the algorithm described differs slightly from the original
description of the XL algorithm. While the original algorithm sets the degree
bound D globally at once, Algorithm 4.10 determines the optimal value for D
iteratively. The Multiply step of the XL algorithm corresponds to the compu-
tation of Ld in line 9. The Reduction step of the XL algorithm corresponds to
the Gaussian elimination in line 10. Algorithm 4.10 clearly shows that the XL
algorithm is a redundant variant of the F4 algorithm since the function LeftXL

and RightXL collect more polynomials than the function Left and Right of
F4. This implies that there are more polynomials constructed in Fd in the XL
algorithm compared to the same set in the F4 algorithm.
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Input: A finite subset F = {f1, . . . , fm} ⊆ R
Output: A finite subset G ⊆ ⟨f1, . . . , fm⟩

1 G← F , F̃+
0 ← F

2 d← 0
3 P ← {(fi, fj) : 1 ≤ i < j ≤ m}
4 while P ̸= {} do
5 d← d+ 1
6 Pd ← SelectXL(P, d)
7 P ← P \ Pd

8 Ld ← LeftXL(Pd, d) ∪RightXL(Pd, d)
9 Fd ← {m · f : (m, f) ∈ Ld}

10 F̃d ← GaussianElimination(Fd)

11 F̃+
d ← {f ∈ F̃d : LM(f) ̸∈ LM(Fd)}

12 for h ∈ F̃+
d do

13 P ← P ∪ {(h, g) : g ∈ G}
14 G← G ∪ {h}

15 return G

Algorithm 4.10: An F4-like description of XL algorithm.

Theorem 4.27. Let F ⊆ R. Then Algorithm 4.10 computes a Gröbner basis
G of the ideal ⟨F ⟩ ⊆ R such that F ⊆ G.

Proof. See Theorem 3 in [AFI+04]. ■

4.3.2 The Advantage of XL Algorithm

Although the XL algorithm can be viewed as a variant of the F4 algorithm, its
distinct advantage is that it produces a sparse coefficient matrix. This sparsity
arises from the redundant polynomials added to the rows of the coefficient ma-
trix as a result of the multiply step. Consequently, the XL algorithm can lever-
age dedicated sparse linear algebra techniques, especially Wiedemann [Wie86]
and Block Wiedemann [Cop94], which are tailored for matrices over finite fields.
This property makes XL particularly appealing in cryptanalytic applications in-
volving sparse and overdefined systems of equations.
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Part III

Contributions and Main Results
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In algebraic cryptanalysis the most crucial step is solving a system of poly-
nomial equations. Since the classical Buchberger algorithm, the development of
Gröbner bases algorithms has reached significant improvements, notably with
the F4 [Fau99] and the F5 [Fau02] algorithm.

Even though the theoretical development of Gröbner bases algorithms has
achieved significant progress, many of their efficient implementations remain
as closed-source binaries such as the implementation of the F4 algorithm in
FGb [Fau10] and Magma [BCP97]. Note, that the original papers of the F4

and the F5 algorithm did not discuss how both algorithms should be efficiently
implemented. This is in contrast to the fact that their efficiency were proven
by means of computer implementation.

We believe it should be the norm to release the source code of academic
implementations belonging to a paper as well. As often important implementa-
tion details are not discussed in the paper, the source code is thereby necessary
to fully understand and verify the results. Moreover, importantly it facilitates
scientific progress and gives a thorough understanding of the problem from
practical point-of-view. Two important examples of open-source community
development in the domain of lattice reduction algorithms are fplll [dt16] and
g6k [ADH+19].

On the other hand, the rise of multivariate public-key cryptography (MPKC)
as one of the candidates for post-quantum cryptography requires a better un-
derstanding of the ability of Gröbner bases algorithms to solve MQ problems
in practice. Thus, there is a need to revisit and understand the internal details
of Gröbner bases algorithms in order to optimize it against specific types of
systems of polynomial equations, in particular systems of polynomial equations
underlying MPKC, i.e., dense and overdefined.

This chapter introduces a new Gröbner bases algorithm, whose name is
M4GB. The M4GB algorithm is designed to consistently maintain tail-reduced
polynomials, i.e., polynomials whose tail is not reducible by the intermediate
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basis. This strategy is employed to avoid redundant work in the reduction step of
the improved version of the F4 algorithm. Specifically, theM4GB algorithm can
be seen as operating on submatrices of the F4’s coefficient matrices, namely over
only those columns which belong to non-reducible monomials. To achieve this,
we also introduce a new reduction algorithm that performs an in-place reduction
on polynomials of the form t ·f , where t is a term and f is a polynomial, without
explicit construction of the polynomial t · f itself.

The M4GB algorithm is an extension of the Buchberger algorithm and it is
described more natively so that one can easily derive an implementation from
the high-level description of the algorithm. We have implemented a version
of the M4GB algorithm optimized for dense and overdefined quadratic sys-
tems of equations over finite fields. We compare our implementation of the
M4GB algorithm against three other implementations of Gröbner bases algo-
rithm: FGb [Fau10], Magma [BCP97], and OpenF4 [CVJ]. The benchmarks are
based on multivariate polynomial equations that represents multivariate public-
key and signature cryptosystems. We observed that the implementation of the
M4GB algorithm uses the least total CPU time and the least memory usage
among these implementations, often by a significant factor. This is also proven
by the ability of the M4GB algorithm to set new records in the computational
challenge related to the hardness of MQ problem [YDH+15a]. The result of this
chapter is a joint work with Marc Stevens presented at International Symposium
on Symbolic and Algebraic Computation (ISSAC) 2017 [MS17].

Related Work. Since the proposal of the Buchberger algorithm [Buc65,
Buc06], the progress on the development of Gröbner bases algorithm reached
a new direction with the introduction of the F4 algorithm [Fau99]. The ef-
forts to improve Gröbner bases computation before the introduction of the F4

algorithm were mainly focused around detecting useless computation in ad-
vance [GM88, Buc79]. The F4 algorithm improves the computation of Gröbner
bases by parallelizing the reduction of multiple S-polynomials at once using effi-
cient implementations of (sparse) linear algebra. The reduction algorithm con-
structs a coefficient matrix corresponding to a finite set of polynomials, followed
by the computation of its (reduced-)row echelon form. Moreover the existing
criteria to remove unnecessary computation, such as the Gebauer-Möller instal-
lation [GM88], can be easily integrated to the F4 algorithm. The algorithm
achieved a significant performance improvement compared to the Buchberger
algorithm which was demonstrated by its ability to compute a Gröbner basis
for the Cyclic-9 root problem for the first time in practice. Later, Faugère intro-
duced the concept of polynomial signature and proposed a new Gröbner bases
algorithm called F5 [Fau02]. The main advantage of the F5 algorithm over the
F4 algorithm is its ability to avoid zero reductions when the input polynomials
are a regular sequence.∗ The efficiency of the F5 algorithm was demonstrated
by its ability to compute a Gröbner basis for the Cyclic-10 problem.

The description of both the F4 and the F5 algorithms leaves several degrees
of freedom. For instance, the selection strategy and the choice of reductor were
left unexplained. This leads to the development of numerous variants of the
F4 and the F5 algorithms. For instance, Joux and Vitse proposed a heuris-

∗ An ordered set (f1, . . . , fm) ⊂ R is regular if fi is not a zero divisor in the quotient ring
R/⟨f1, . . . , fi−1⟩ for all i = 1, . . . ,m. Equivalently if there exists g ∈ R such that gfi ∈
⟨f1, . . . , fi−1⟩ then g belongs to ⟨f1, . . . , fi−1⟩ [BFS04, Definition 1].
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tic and probabilistic variant of the F4 algorithm in [JV11] which was claimed
to be suitable for algebraic attacks. Another heuristic adaptation of the F4

algorithm for cryptanalytic purposes was also proposed in [HB13]. The land-
scape of variants of the F5 algorithm is even more diverse than for the F4 algo-
rithm [AP10, FJ03, GGV10, GIW16, EP10, EP11, HA10]. An extensive survey
on variants of the F5 algorithm is described by Eder and Faugère in [EF17].

The F4 algorithm is implemented in various computer algebra software, such
as Maple [Map18], Magma [BCP97], Singular [DGPS18] and SageMath [The18].
Other implementations of the F4 algorithm are standalone implementations,
such as FGb [Fau10] and OpenF4 [CVJ]. The implementations dedicated for
Boolean polynomials, i.e., polynomials in F2[x1, . . . , xn]/⟨x2

1 + x1, . . . , x
2
n + xn⟩,

are available in Magma [BCP97] and PolyBoRi [BD09a]. These implementations
are particularly suitable for algebraic cryptanalysis of bit-based symmetric-key
primitives such as block ciphers and stream ciphers. An implementation of the
F4 algorithm dedicated for shared and distributed memory architecture is de-
scribed in [Neu13], which focuses on reducing memory usage and avoiding com-
munication overhead. Another implementation of the F4 algorithm described by
Pierce and Monagan in [MP15] also parallelizes the construction of coefficient
matrices. Finally, the computational techniques and data structures for Gröbner
bases algorithms that employ polynomial signatures is explained in [RS12].

Outline Although it is presented as a variant of the Buchberger’s algorithm,
the strategy to maintain tail-reduced polynomials can be seen as an improve-
ment of the Simplify function in the reduction step of the F4 algorithm algo-
rithm. We first revisit the reduction step of the F4 algorithm together with the
Simplify function in Section 5.1. It will be followed by the description of a
reduction algorithm in Section 5.2 that prioritizes the reduction of every newly
constructed reductor in a recursive manner. We generalize this reduction algo-
rithm to perform an in-place reduction on polynomials of the form t · f , where t
is a term and f is a polynomial. This generalization plays a role in maintaining
tail-reduced polynomials and it is employed in the reduction of S-polynomials
inside the M4GB algorithm, which will be described in Section 5.3. We dis-
cuss our implementation of the M4GB algorithm tailored for dense quadratic
overdefined system of equations in Section 5.6. Finally, the benchmark and
performance comparison of the M4GB algorithm against several existing im-
plementations of Gröbner bases algorithm is given in Section 5.7. The discussion
on the records of MQ challenges solved by the M4GB algorithm will be given
in Chapter 6.

5.1 Revisiting the Reduction Step of the F4 Algorithm

Recall that the original paper of the F4 algorithm describes two different variants
of the algorithm. The first variant is described without any criteria to remove
useless critical pairs. The second variant uses two additional routines to improve
its performance: Update and Simplify (see Algorithm 4.3 and Algorithm 4.9).
The Update function is integrated directly in the main iteration of the F4

algorithm, whereas the Simplify function is incorporated as a subroutine inside
the SymbolicPreprocessing.

Let I = ⟨f1, . . . , fm⟩ ⊂ R be an ideal of R generated by f1, . . . , fm ∈ R. The
goal of the Update function is to remove unnecessary critical pairs that appear
during the computation of a Gröbner basis of I using the Buchberger’s criteria.
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Faugerè suggested to use the Gebauer-Möller installation [GM88]. On the other
hand, the task of the Simplify function is to replace polynomials of the formm·f
by a new “equivalent” and “more reduced” polynomial of the form m′ · f ′ such
that m′ ≤ m where m,m′ ∈ M(R) and f, f ′ ∈ I. The notion of “equivalence”
here is that the polynomials m′ · f ′ satisfy LM(m · f) = LM(m′ · f ′) as stated in
Lemma 4.23. The paper also remarked that in 95% of cases, the monomial m′

is a variable in the ring R and m′ is often equal to xn [Fau99, Remark 2.6]. At
this point, however, the advantage of incorporating the Simplify function on
the performance of the improved F4 algorithm is not obvious. Our next aim is
to derive an intuitive explanation on the performance gain of the F4 algorithm
when using the Simplify function.

At iteration d, recall that the Simplify function takes as input m ∈ M(R),
f ∈ I and a tuple (F1, . . . , Fd−1) such that Fi ⊂ R for all i = 1, . . . , d− 1. Each
Fi corresponds to the constructed coefficient matrix at the i-th iteration. If m
has no nontrivial divisor, then it returns (m, f). Otherwise, for all divisors u of
m, it checks if there exists j ∈ {1, . . . , d− 1} such that u · f ∈ Fj . This implies

that there exists a polynomial p in the (reduced) row echelon form F̃j of Fj such
that LM(p) = LM(u · f). When u is a proper divisor of m, then it recursively
calls Simplify(m/u, p, (F1, . . . , Fd−1)). Otherwise, the function returns (1, p).
Suppose that such j exists. We then have

LM(m/u · p) = LM(m/u · uf) = LM(m · f)

The polynomial p ∈ F̃j is the result of a reduction of the polynomial u · f ∈ Fj

where LM(u · f) = LM(p). More precisely, it is the result of performing tail
reduction on u · f . We can now provide a more intuitive explanation of the
purpose of the Simplify function in the following remark.

Remark 5.1. Let I = ⟨f1, . . . , fm⟩ ⊂ R be an ideal of R generated by polyno-
mials f1, . . . , fm ∈ R. Given a monomial m ∈ M(R) and a nonzero polynomial
f ∈ I, the goal of Simplify function is to find a nonzero polynomial g ∈ I
such that LM(g) = LM(mf) and g is a polynomial in I that can be found with
the least number of terms in its tail. Thus, SymbolicPreprocessing returns
a sparser coefficient matrix or, if possible, a smaller coefficient matrix than
SymbolicPreprocessingBasic. This effectively reduces the number of field
operations when computing the (reduced)-row echelon form of the coefficient ma-
trix.

Remark 5.2. For Gröbner bases computations over fields, it is unnecessary
to store two distinct nonzero polynomials f, f ′ ∈ R such that LM(f) = LM(f ′)
since the reducibility of a term t only depends on the divisibility of the monomial
of t by LM(g) for some g ∈ G where G is the intermediate basis.

However, the Simplify function is implemented at the expense of storing
all previously constructed coefficient matrices F1, . . . , Fd−1 together with their
corresponding (reduced)-row echelon form F̃1, . . . , F̃d−1. Moreover, the way to
find an “equivalent” representation for m · f is done by constructing a finite
sequence (mk, fk) such that (m0, f0) = (m, f) and mk+1 ≤ mk. Note that in this
case there is a trade-off between time and memory: On one end one can improve
the performance of the F4 algorithm by implementing the Simplify function
and storing (part of) Fj , F̃j . Whereas on the other end one can reduce the
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memory usage of F4 algorithm by ignoring the Simplify function and discard
Fj , F̃j in each iteration, at the cost of increasing time complexity to compute
Gröbner bases.

5.2 M4GB Reduction

Suppose that we want to reduce a nonzero polynomial f ∈ R by a nonempty
intermediate basis G ⊂ R. Let t be a term of f and let g ∈ G such that LM(g)
divides the monomial of t. The standard reduction technique directly constructs
a reductor r = t/LT(g) · g and replaces f by f − r to eliminate t from f . It is
possible that the polynomial r may be used in future iterations as a reductor.
Thus in order to avoid recomputing r from g, one can store r as an element of
the intermediate basis G. An approach to efficiently store polynomials in the
intermediate basis G, based on Remark 5.1, is to ensure that each polynomial
in G is tail-reduced w.r.t. G itself. To achieve this, we develop a new reduction
algorithm that prioritizes tail-reduction of the newly constructed reductor over
the reduction of f . We refer to this algorithm as the M4GBReduction and it
is described in Algorithm 5.1.

The algorithm iterates over each term t of a polynomial f and checks the
reducibility of t. In case t is reducible then to obtain the reductor that elimi-
nates t, the function GetReductorBasic is called (see Algorithm 5.2) with
input parameter G and t. Suppose that t = c · m where c ∈ F,m ∈ M(R) and
assume there exists a g ∈ G such that LM(g) | m. The function GetReduc-
torBasic returns a reductor for t in two separate cases. The first case is when
there exists a g ∈ G such that LM(g) = m, otherwise in the second case there
is a g such that LM(g) strictly divides m. In the former, GetReductorBasic
directly returns g as a reductor while in the latter case it ensures that the newly
constructed reductor t/LT(g) ·g for t is tail-reduced. Note that reducing the tail
of t/LT(g) · g is equal to the reducing the polynomial ℓ = t/LT(g) · Tail(g). The
function GetReductorBasic then calls the M4GBReduction with input G
and ℓ. The polynomial t + ℓ′ is the tail-reduced reductor for t, where ℓ′ is the
polynomial output of M4GBReduction(G, ℓ).

Example 5.3. Let R = F2[x1, x2, x3, x4] we use the degree-reverse lexicographic
(degrevlex) ordering on the monomials of R. Suppose that we want to compute
the remainder after division of f = x2

1x
3
2+x1x

3
2x4+x1x

3
3+x3

1x4+x2x
2
3+x2

4 ∈ R
by G = {g1, g2, g3} ⊂ R where

g1 = x2
1x

3
2 + x1x

3
3 + x2

4,

g2 = x3
2x4 + x2x3 + x3 + 1,

g3 = x1x2x3 + x1x3.

Note that the polynomials in G are already tail-reduced.

1. (t = x2
1x

3
2) Since t is reducible by G and LM(g1) = x2

1x
3
2, then the function

GetReductorBasic(G, t) is called and immediately returns (g1, G). The
polynomial h is equal to

h = h− t/LT(g1) · Tail(g1) = x1x
3
3 + x2

4.

2. (t = x1x
3
2x4) Since LT(g2) | t then the function GetReductorBasic(G, t)

is again called in this iteration. At this step, we have a case where LM(g2)
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Input: A set G ⊂ R
Input: A polynomial f ∈ R
Output: An updated basis G′ ⊇ G with ⟨G′⟩ = ⟨G⟩
Output: Either 0 or a full-reduced nonzero polynomial

h = f −
∑

i gipi ∈ R where gi ∈ G′, pi ∈ R such that
LM(gipi) ≤ LM(f) whenever gipi ̸= 0

1 h← 0
2 G′ ← G
3 forall t ∈ T(f) do
4 if ∃g ∈ G′ : LT(g) | t then

/* LM(g) = LM(t), g is tail-reduced */

5 (G′, g)← GetReductorBasic(G′, t)
6 h← h− (t/LT(g)) · Tail(g)
7 else
8 h← h+ t

9 return (G′, h)

Algorithm 5.1: M4GBReduction

strictly divides the monomial of t. Thus, we construct the polynomial ℓ =
t/LT(g2) ·Tail(g2) = x1x2x3+x1x3+x1 and call M4GBReduction(G, ℓ).

2.1. (t = x1x2x3) Since LT(g3)|t and LM(g3) = x1x2x3 then the func-
tion GetReductorBasic(G, t) returns (g3, G). Thus,

h = h− (t/LT(g3)) · Tail(g3) = x1x3.

2.2. (t = x1x3) Since t is not reducible by G, then h = h+ t = 0.

2.3. (t = x1) Similarly in this case t is not reducible by G, and finally

h = h+ t = x1.

The newly constructed reductor g4 is equal to

g4 = t+ ℓ′ = x1x
3
2x4 + x1.

The intermediate basis G now consists of the polynomials G = {g1, g2, g3, g4}
and GetReductorBasic returns (G, g4). The polynomial h is now equal
to

h = h− (t/LT(g4)) · Tail(g4) = x1x
3
3 + x2

4 + x1.

3. At this stage, no remaining term of f is reducible by G. One can verify
that M4GBReduction eventually returns (G, h) where

h = x3
1x4 + x2x

2
3 + x1

and G = {g1, g2, g3, g4}.
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Input: A set G = {g1, . . . , gs} ⊂ R
Input: A term t ∈ T(R)
Output: An updated basis G′ ⊇ G with ⟨G′⟩ = ⟨G⟩
Output: A tail-reduced polynomial h ∈ G′ such that LM(h) = LM(t)

1 G′ ← G
2 if ∃g ∈ G′ : LM(g) = LM(t) then
3 h← g

4 else
5 Select g ∈ G′ such that LM(g) | LM(t)
6 ℓ← t/LT(g) · Tail(g)
7 (G′, ℓ′)←M4GBReduction(G′, ℓ)
8 gs+1 ← t+ ℓ′

9 G′ ← G′ ∪ gs+1

10 h← gs+1

11 return (G′, h)

Algorithm 5.2: GetReductorBasic

5.3 M4GB Algorithm

In this section we give the description of the M4GB algorithm. It is an exten-
sion of the Buchberger’s algorithm with the specific aim to store and process
polynomials only in tail-reduced form. In the remaining of this chapter, the
intermediate basis in M4GB algorithm is denoted by M .

5.3.1 M4GB Invariant

The main difference in the strategy of maintaining intermediate basis in the
M4GB algorithm compared to the Buchberger’s algorithm described in Algo-
rithm 4.2 is that the intermediate basis M in M4GB is not kept minimal, i.e.,
for some f ∈M there exists g ∈M such that LM(g) strictly divides LM(f). The
reason for keeping redundant elements in M is to avoid their recomputation as
reductors in the subsequent iterations. In addition to that, M4GB algorithm
sets a restriction that there exists no two distinct nonzero polynomials inM with
equal leading monomial. The rationale of this approach is based on Remark 5.2.

However, there are two problems with such strategy. Firstly, applying
Gebauer-Möller installation on M would remove the redundant polynomials
from M , thus contradicting our approach. Secondly, if we let M to be non-
minimal and at the same time we did not employ the Gebauer-Möller installa-
tion, then the algorithm would generate many useless critical pairs. To overcome
this situation, we introduce a set of monomials L ⊂ M(R). The purpose of the
set L is to indicate the elements of M that constitute a minimal intermediate
basis of the ideal. In addition to that, the set L replaces the role of the in-
termediate basis M inside the Gebauer-Möller installation and the reducibility
of a polynomial by the set M can be determined more efficiently using L. We
summarize this strategy in the following notion.

Definition 5.4 (M4GB Invariant). The pair (L,M) where L ⊂ M(R) and
M ⊂ R is said to satisfy the M4GB invariant if
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1. For all f, g ∈ M , LM(f) = LM(g) implies that f = g. For any monomial
m ∈ LM(M), we define M [m] to be the polynomial g ∈ M such that
LM(g) = m. Moreover, for any nonempty subset L ⊆ LM(M) we also
define M [L] = {f ∈M : LM(f) ∈ L}.

2. The set L is a subset of LM(M),

3. The ideal ⟨M⟩ is equal to ⟨M [L]⟩,

4. For all f ∈M , there exists m ∈ L such that m | LM(f),

5. For all f ∈M , the polynomial f is not tail-reducible by L.

5.3.2 Generalization of M4GB Reduction

In the previous section, we have introduced a new approach to perform polyno-
mial reduction with the M4GBReduction. In the actual M4GB algorithm,
we generalize the M4GBReduction to polynomials of the form t · f where
t ∈ T(R) and f ∈ R. This generalization allows reduction on t · f without the
explicit construction of the polynomial t·f itself, a strategy that is not employed
by both the Buchberger and the F4 algorithm. The resulting algorithm is called
the MulFullReduce and it is described in Algorithm 5.3.

Input: A pair of set (L,M) where L ⊂ M(R),M ⊂ R satisfying
M4GB invariant

Input: A term t ∈ T(R)
Input: A polynomial f ∈ R
Output: An updated intermediate basis M ′ ⊇M with ⟨M ′⟩ = ⟨M⟩
Output: Either 0 or a full-reduced nonzero polynomial

h = tf −
∑

i gipi ∈ R, where gi ∈M ′, pi ∈ R such that
LM(gipi) ≤ LM(tf) whenever gipi ̸= 0

1 M ′ ←M
2 h← 0
3 forall s ∈ T(f) do
4 r← t · s
5 if ∃m ∈ L : m | r then
6 (M ′, g)← GetReductor(L,M ′, r)
7 h← h− (r/LT(g)) · Tail(g)
8 else
9 h← h+ r

10 return (M ′, h)

Algorithm 5.3: MulFullReduce Algorithm.

The MulFullReduce function generalizes the M4GBReduction by per-
forming divisibility check and the reduction on the terms t · s for all s ∈ T(f).
Another difference with the M4GBReduction is that the reducibility test in
MulFullReduce uses the set L instead of the intermediate basis M , which
minimizes the number of divisibility checks. The function GetReductor is
an adjustment of the GetReductorBasic by incorporating the set L and M .
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Input: A pair of set (L,M) where L ⊂ M(R),M ⊂ R satisfying
M4GB invariant

Input: A term t ∈ T(R)
Output: An updated intermediate basis M ′ ⊇M with ⟨M ′⟩ = ⟨M⟩
Output: A tail-reduced reductor h ∈ ⟨M⟩ with LM(h) = LM(t)

1 M ′ ←M
2 if LM(t) ∈ LM(M ′) then
3 h←M ′[LM(t)]

4 else
5 Select m ∈ L such that m | t
6 r ←M ′[m]
7 (M ′, ℓ′)←MulFullReduce(L,M ′, t/LT(r),Tail(r))
8 h← t+ ℓ′

9 M ′ ←M ′ ∪ {h}
10 return (M ′, h)

Algorithm 5.4: GetReductor Algorithm.

Similar to the MulFullReduce function, it uses the set L to find a polynomial
in M that will be used to construct the reductor.

When a term in tf is reducible by M ′ (line 5-7 of Algorithm 5.3), Ge-
tReductor is called which would possibly followed by another call to Mul-
FullReduce to perform tail-reduction on a newly constructed reductor (line
7 of Algorithm 5.4). One then asks if the initial call to the MulFullReduce
eventually terminates. Suppose that we call MulFullReduce(L,M, t, f) and
let s ∈ T(f) such that there exists m ∈ L, m | r = ts and LM(r) ̸∈ LM(M ′). Then
GetReductor will call MulFullReduce(L,M ′, r/LT(r),Tail(r)). Assuming
Tail(r) ̸= 0, the important remark here is that

LM(r/LT(r) · Tail(r)) = LM(Tail(r/LT(r) · r)) < r ≤ LM(tf).

Since by definition a monomial ordering < is a well-ordering, (equivalently every
strictly decreasing sequence of monomials eventually terminates). Therefore a
call to MulFullReduce(L,M, t, f) always terminates.

5.3.3 Computation of S-Polynomials

The function MulFullReduce can easily be used to avoid unnecessary step in
the computation of S-polynomials. Recall that the S-polynomial of f, g ∈ R\{0}
is defined as

Spoly(f, g) =
u

LT(f)
· f − u

LT(g)
· g

where u = LCM(LM(f), LM(g)). The notion of S-polynomial was introduced
to produce cancellation of leading terms. Despite this cancellation is known in
advance, Buchberger algorithm and F4 algorithm still perform explicit compu-
tation of S-polynomials (in the F4 algorithm, an S-polynomial is computed by
substraction of two rows in the coefficient matrix that correspond to a critical
pair). Recall that by Remark 4.4 the S-polynomial Spoly(f, g) can be expressed
as

Spoly(f, g) =
u

LT(f)
· Tail(f)− u

LT(g)
· Tail(g).
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The M4GB algorithm computes the reduction of S-polynomials by taking the
advantage that the cancellation of leading terms is known in advance. It first
computes the reduction of the polynomial u

LT(f) ·Tail(f) followed by the reduction

of u
LT(g) ·Tail(g). These reductions are done by calling the functionMulFullRe-

duce with parameters (L,M, u/LT(f),Tail(f)) and (L,M,−u/LT(g),Tail(g))
respectively. Finally, the resulting polynomial outputs are added.

5.3.4 The M4GB Algorithm

The complete description of the M4GB algorithm is given in Algorithm 5.5.
During the initialization phase and for every new polynomial found in the ideal
as a result of the reduction of S-polynomial, the algorithm calls the function
UpdateReduce. Suppose that we call it with parameters (L,M,P, f). The
goal of theUpdateReduce function is to perform tail-reduction on polynomials
in the intermediate basis M using f . The tail-reduction of polynomials in M is
achieved in two phases. The first phase, described in line 3-7 of Algorithm 5.6,
is a collection of all necessary reductors constructed from f that will be used
to eliminate terms in the tail of polynomials in M . The constructed reductors
are stored in the set H. In addition to the reductors of polynomials in M , the
same step also constructs reductors to perform tail-reduction on polynomials in
H itself. This can be seen on the set Q that keeps updated during the iteration.
This will be followed by the second phase, which is the actual tail-reduction of
polynomials in M and H. Finally, UpdateReduce calls the Gebauer-Möller
installation as described in Algorithm 4.3.

Input: A finite nonempty subset F ⊂ R
Output: A Gröbner basis G of ⟨F ⟩

1 L← {}
2 M ← {}
3 P ← {}
4 forall f ∈ F do
5 (M,f)←MulFullReduce(L,M, 1, f)
6 (L,M,P )← UpdateReduce(L,M,P, f)

7 while P ̸= {} do
8 (fLM, gLM)← Select(P )
9 P ← P \ {(fLM, gLM)}

10 (f, g)← (M [fLM],M [gLM])
11 u← LCM(fLM, gLM)
12 (M,h1)←MulFullReduce(L,M, u/LT(f),Tail(f))
13 (M,h2)←MulFullReduce(L,M, u/LT(g),Tail(g))
14 h← h1 − h2

15 if h ̸= 0 then
16 (L,M,P )← UpdateReduce(L,M,P, h)

17 G←M [L]
18 return G

Algorithm 5.5: M4GB Algorithm.
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Input: A pair of set (L,M) where L ⊂ M(R),M ⊂ R satisfying
M4GB invariant

Input: A set of critical pairs P ⊂ M(R)×M(R)
Input: A polynomial f ∈ ⟨M⟩ \M
Output: An updated L′,M ′, satisfying M4GB invariant and

⟨M [L]⟩ = ⟨M ′[L′]⟩
Output: An updated set of critical pairs P ′

1 M ′ ←M
2 L′ ← L
// The set H contains polynomials to add to M ′, to

maintain M4GB invariant while adding f
3 H ← {LC(f)−1 · f}
// The set Q contains monomials that needs to be processed

4 Q← M(Tail(M ′ ∪H)) \ LM(H)
5 while ∃m ∈ Q : LM(f) | m do
6 m′ ← max{m ∈ Q : LM(f) | m}
7 (M ′, h)←MulFullReduce(L′,M ′,m′/LT(f),Tail(f))
8 H ← H ∪ {m′ + h}
9 Q← M(Tail(M ′ ∪H)) \ LM(H)

10 while H ̸= {} do
11 Select h ∈ H such that LM(h) = min(LM(H))
12 H ← {g − ch : g ∈ H, c is the coefficient of LM(h) in Tail(g)}
13 M ′ ← {g − ch : g ∈M ′, c is the coefficient of LM(h) in Tail(g)}
14 M ′ ←M ′ ∪ {h}
15 H ← H \ {h}
16 (L′, P ′)← Update(L′, P, LM(f))
17 return (L′,M ′, P ′)

Algorithm 5.6: UpdateReduce Algorithm.
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A
B

C D

(a) F4 matrix

A B

D

(b) M4GB’s M

Columns represent monomials, with non-reducible monomials last. Rows rep-
resent polynomials, with S-polynomial halves at the bottom (CD) and reductor
polynomials at the top (AB). We remark that A in M4GB is a diagonal sub-
matrix, represented as rowlabels of B.

Figure 7: Visualization of F4’s matrix and M4GB’s M

5.4 Comparison with the F4 Algorithm

In this section we shall discuss a comparison between M4GB algorithm and the
F4 algorithm.

The F4 algorithm achieves the reduction of S-polynomials by translating the
reduction of many S-polynomials to the computation of (reduced)-row echelon
form of the coefficient matrix. The M4GB algorithm performs addition and
scalar multiplication on tail of polynomials, which can be efficiently implemented
as scalar multiplication and addition of coefficient vectors. Both algorithms
keep track of prior reduced polynomials to speed up computations in the next
iterations. The F4 algorithm achieved this using the Simplify function, which
requires the algorithm to store all previously constructed coefficient matrices
and their corresponding (reduced)-row echelon forms. In the M4GB algorithm,
this is clearly achieved by the set M that not only contains the tail-reduced
intermediate basis but also tail-reduced multiples thereof that have been used
as reductors.

It should be noted that the M4GB algorithm has a more native description
instead of translating desired computations into an external linear algebra com-
putation. However, there are more important differences between the M4GB
and the F4 algorithm that would indicate that the former is more computational
and memory efficient than the latter.

Firstly, the M4GB algorithm reduces one critical pair at a time in con-
trast to the F4 algorithm that selects many critical pairs. In fact, the best
known selection strategy for the F4 algorithm is to choose all critical pairs of
the smallest degree (normal selection strategy). This seems to be the most effi-
cient even if more critical pairs are selected than necessary, because it reduces
the overhead associated in translating to and from coefficient matrices. Also
reducing the number of critical pairs may not significantly decrease the matrix
size anyway. Unfortunately, when a relatively small number of these critical
pairs would be sufficient, the F4 algorithm wastes a significant amount of com-
putation and memory. This is easily seen in the complexity graph for a growing
set of problems where there are significant “jumps” whenever the degree of reg-
ularity increase (see Figure 8). By operating on a single critical pair (or small
batches) at a time, the M4GB algorithm does not have this disadvantage as
can be seen from our experiments.

Secondly, the M4GB algorithm operates on coefficient vectors over non-
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reducible monomials, which in effect eliminates unnecessary computations and
memory use involving reducible monomials. In Figure 7 we have visualized
the M4GB’s M against matrices used by the F4 algorithm to showcase this
benefit. One can directly see that the F4 algorithm works with the upper-
triangular matrix A as well as larger matrices C and D. Note that for the
M4GB’s M , instead of representing A as a diagonal matrix, we represent A as
a single column of leading terms (instead of coefficients), or equivalently as the
labels for the coefficient rows in B. It is well known that matrices generated
by the F4 algorithm have special structure and most row pivots are known
in advance, namely those in A related to the reductor polynomials. Linear
algebra software can take advantage of this special structure, but inherently
must spent computation and memory in keeping track of coefficients related to
reducible monomials. In contrast, whenever a reducible terms arises, theM4GB
algorithm acts on this and reduces it without ever having to store the reducible
term in the result.

5.5 Correctness

We shall now discuss the correctness of the M4GB algorithm to compute a
Gröbner bases. We limit ourselves to proving the correctness of full-reduction
in the initial basis of the ideal and the S-polynomials since the algorithm itself
performs the same steps as Buchberger’s algorithm for any selection strategy
and Update function.

The MulFullReduce algorithm computes t · f by multiplying each term
s ∈ T(f) by t and if t·s is non-reducible by L, the result is added to h. Otherwise,
when the term r = t · s is reducible by L it will immediately reduce it with a
reductor g ∈M with LM(g) = LM(r) retrieved by calling GetReductor:

h← h+ r− (r/LT(g)) · g = h− (r/LT(g)) · Tail(g).

Assuming correctness of GetReductor we have that (L,M) satisfies the
M4GB invariant at every step and that any such g is tail-reduced by L itself∗.
Thus Tail(g) is full-reduced by L and the resulting h is always full-reduced by
L.

For the correctness of GetReductor, if for the input term t there exists
a polynomial g ∈ M with LM(g) = LM(t) then it immediately returns g which
is tail-reduced by L due to M4GB invariant. Otherwise, it selects a monomial
m ∈ L such that m | LM(t) and retrieves the unique r ∈ M with LM(r) = m
(which always exists since L ⊂ LM(M)). It then computes

t/LT(r) · r = t+ t/LT(r) · Tail(r)

in tail-reduced form t + ℓ′ by calling MulFullReduce to compute the full-
reduced tail ℓ′. Note that the set M ∪{t+ℓ′} still satisfies the M4GB invariant.

We will now discuss the correctness of UpdateReduce. It first updates the
set M so that all polynomials g ∈ M are not tail-reducible by L ∪ {LM(f)}.
Starting with H = {LC(f)−1 · f}, it will repeatedly insert m′/LT(f) · f into
H for the largest monomial m′ ∈ M(Tail(M ∪ H)) \ LM(H) that is reducible

∗ We also remark that L remains unchanged, i.e., a call to GetReductor does not cause h to
not be tail-reduced w.r.t. L.
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by f that still needs to be handled. Note that for any such m′, it will call
MulFullReduce which only calls GetReductor(L,M, r) for r < m′. The
sequence of chosen monomials m′ in line 4 of Algorithm 5.6 is monotonic decreas-
ing and thus finite, as any polynomial h in line 5 has LM(h) < m′. After this
procedure, at the beginning of step 8, for any monomial m′ ∈ M(Tail(M ∪H))
reducible by f , there exists h ∈ H with LM(h) = m′. At the same time, every
g ∈M∪H are tail-reduced by L due to the M4GB invariant and the correctness
of MulFullReduce. Therefore, after processing all h ∈ H in line 9-13 we have
that no monomial m′ ∈ M(Tail(M)) is reducible by L∪LM(f). Since eventually
LC(f)−1 · f ∈ M due to the step in line 1 and 12, the M4GB invariant will
be broken during the steps in line 8-13, however this is fixed when LM(f) is
inserted to L by the Update function in line 14.

For the correct application of Gebauer-Möller installation, let g1, g2, . . . be
the sequence of polynomials passed to the UpdateReduce function for M4GB.
Note that Gebauer-Möller installation may remove an element gi from the in-
termediate basis but keep the critical pair (gi, h) for some polynomial h in the
ideal. It suffices to use a proper references (integer indexing or leading mono-
mial) in the set of critical pairs. Since the polynomials g1, g2, . . . are inserted
to M , never removed, never replaced, and only further tail-reduced by Up-
dateReduce, in M4GB we represent critical pairs by leading monomials and
hence Algorithm 5.5 extracts the correct polynomials in line 10.

Lastly, it remains to verify that the steps in line 11-14 of Algorithm 5.5
indeed compute the full-reduction of the S-polynomial of f and g. The full-
reduction of Spoly(f, g) can be computed as the differences of the full-reduction
of (u/LT(f))·Tail(f) and u/LT(g)·Tail(g) where u = LCM(LM(f), LM(h)), which
is computed in line 12-13 of Algorithm 5.5 since full-reduction distributes over
polynomial addition for fixed basis. Let G = {f ∈ M : LM(f) ∈ L} is fixed
and for any monomial u reducible by G, a fixed tail-reduced polynomial h is
given by GetReductor. Let f1, f2 be any two polynomials with coefficients
c1, c2 ∈ F for monomial u respectively. In the full-reduction of f1, f2 and f1+f2
the only tail-reduced polynomial that affects the terms with monomial u is the
identical corresponding h with LM(h) = u. Without loss of generality, assume
that h is monic, then f1− c1h, f2− c2h and (f1+f2)− ch are full-reduced if and
only if c1+ c2 = c, which implies that full-reduction distributes over polynomial
addition for fixed tail-reduced reductors for reducible monomials.

5.6 Efficient Implementation

We provide a proof-of-concept implementation of the M4GB algorithm. The
implementation is tailored for dense overdefined systems over a finite field. Note
that an overdefined system of equations over a finite field typically have a unique
solution over the base field. In particular, we evaluate our implementation
against systems of polynomials equations that represent public-keys in mul-
tivariate public-key and digital signature algorithm. The source code of the
M4GB algorithm, written in C++11, is available under the GPLv3 license at

https://github.com/cr-marcstevens/m4gb.

Our implementation of the algorithm supports degree-reverse lexicographic
ordering, which is considered as a favorable ordering for Gröbner bases com-
putation. It consists mainly of finite field, monomials, parser, and threadpool

https://github.com/cr-marcstevens/m4gb
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implementations. It supports prime fields and even-characteristic finite fields
of small size. To facilitate timing and memory comparison, we also provide
convenient wrappers for FGb and OpenF4. The implementation of the M4GB
algorithm is also configurable at compile-time to optimize the run-time perfor-
mance and to produce more efficient compiled code. It automatically selects the
most efficient data types based on the order of the finite field and the number
of variables in the polynomial ring.

The M4GB algorithm performs computations on leading terms and tails
separately and frequently retrieves polynomials by their leading monomial. The
most efficient data structure for M is a hash-map, mapping the leading mono-
mial to the leading coefficient and the tail.

Operations on the tails of polynomials in M are scalar multiplication and
polynomial addition which, in the case of dense polynomials, are more efficient
to compute if these tails are stored as coefficient vectors relative to a global list
of non-reducible monomials in increasing order and are truncated by removing
trailing zeros. The global list stores monomials up to the largest least common
multiple of leading monomials in the set of critical pairs. It enables a simpler
implementation that does not have to deal with ad-hoc column insertions but at
the same time it allows a faster way to determine all reducible and non-reducible
monomials using an approach comparable to the sieve of Eratosthenes [Sho08,
pg. 115]. The monomials are represented as machine-size integers rather than
as exponent vectors. We implemented a fast order-preserving encoder/decoder
for monomials that utilizes small look-up tables that fit CPU cache memory.

For system of equations that represent the public-key of multivariate cryp-
tosystem, the order of the underlying finite field Fq is typically small with
q ≤ 256. We have chosen to implement finite field operations in a relatively sim-
ple way by using log and reverse-log lookup-tables, which remains performant
at least up to q ≤ 65535. For q ≤ 256 we additionally use a two-dimensional
array as a multiplication look-up table that easily fits into CPU cache memory.
Furthermore, for prime fields with q ≤ 31 we use a three-dimensional array
as a multiply-and-add look-up table, i.e., the entry A[i][j][k] stores the value
((i · j) + k) (mod q) for all i, j, k ∈ Fq.

5.7 Benchmark and Performance Comparison

We compared our implementation of the M4GB algorithm against existing
state-of-the-art implementations of Gröbner bases algorithm: FGb ∗, Magma
version 2.20-6 †, and OpenF4‡. While the first two are well-known implemen-
tations of Gröbner bases algorithm, the latter came to our attention when it
was proposed as an optional package for SageMath §. Unlike Magma and FGb,
OpenF4 is an open-source implementation of F4 algorithm that uses SIMD CPU
instructions which makes it an attractive competitor to existing closed-source
implementation of Gröbner bases algorithm.

∗ Available at http://www-polsys.lip6.fr/~jcf/FGb/C/index.html.
† Available at http://magma.maths.usyd.edu.au/magma/.
‡ Available at https://github.com/nauotit/openf4.
§ See https://trac.sagemath.org/ticket/18749.

http://www-polsys.lip6.fr/~jcf/FGb/C/index.html
http://magma.maths.usyd.edu.au/magma/
https://github.com/nauotit/openf4
https://trac.sagemath.org/ticket/18749
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5.7.1 Machines

There are two different machines used for benchmarking purposes :

A) Dual Intel Xeon E5-2650 v3 @ 2.3 GHz with 128GB RAM and

B) Quad Intel Xeon E5-4640 @ 2.4 GHz with 132GB RAM.

The first machine has been used to run and compare the performance of M4GB,
FGb, and OpenF4 while the comparison of M4GB with Magma was done in
the second machine. Both machines are Non-Uniform Memory Access (NUMA)
machine where memories are distributed accross different CPU chips. To ensure
that the cost of process and memory transfers among CPU chips does not affect
the experimental result, we enforce the processes to run in one CPU chip and
its associated memory using numactl available in most UNIX system. We are
also aware that the processors in both machines support Intel Hyper-Threading
technology, and we ensure all processes run in the physical cores.

5.7.2 Testcases

The test cases used to benchmark and compare the chosen implementations of
Gröbner bases algorithms consist of polynomial equation systems relating to
multivariate public-key encryption and signature schemes. These polynomial
systems are dense, quadratic, overdefined, and all coefficients are randomly
chosen from the finite field. The public challenges to solve MQ problems∗ are
based on three different finite fields: F2,F28 ,F31. Since F28 is not supported
by FGb and F2 needs more specialized data structure for the polynomials, our
benchmarks are limited to the field F31. The number of variables (n) and
equations (m) are chosen such that the execution can be completed within a
reasonable time.

Based on the number of variables and equations, there are two types of
equation system used in the experiment. The first type is a strongly over-defined
system of equations with m = 2n. The second type is a weakly overdefined
system of equations withm = n+1. The first type of equation system represents
equation system from multivariate public-key cryptography, while the second
type of equation system is the result of hybrid-approach in solving underdefined
system of equations that represent multivariate signature (see Chapter 6).

5.7.3 Results

Our benchmarking results for m = 2n and m = n+ 1 are listed in the Table 5
and Table 6 respectively. In order to allow comparisons in one single graph
and table, the runtime and memory usage of Magma had to be projected. The
actual results of comparison between Magma and M4GB is available in Table 8
and Table 9. Note that in light of the large ratios between the performance
of Magma and the performance of M4GB, the margin of error caused by the
projection for Magma should be insignificant. For the same reason and by taking
into account the time to complete the executions, it was not worth repeating
the experiments many times for the same parameters to obtain more accurate
expected time complexities.

∗ https://www.mqchallenge.org

https://www.mqchallenge.org
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Total CPU time (sec)
n m OpenF4 FGb Magma (projected) M4GB
20 40 206 470 232.17 57
21 42 472 1002 500.26 170
22 44 1145 3118 1616.73 424
23 46 2274 6849 3184.82 1060
24 48 10293 64700 31167.61 2556
25 50 - 151653 77678.58 5575
26 52 - 360055 183628.74 15517
27 54 - 767543 409451.87 46548

Memory (MB)
20 40 4240 112 361.84 73
21 42 6640 165 577.34 121
22 44 14368 525 853.84 226
23 46 26135 918 1324.16 395
24 48 161945 1561 8872.94 663
25 50 - 2765 19718.78 1471
26 52 - 4607 25197 3328
27 54 - 8180 39844.84 6799

Table 5: Performance comparison for systems with n variables and m = 2n equations
over F31. The corresponding graph is given in Figure 8.
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Figure 8: The graph of CPU time and memory usage (log-y scale) with n variables
and m = 2n equations over F31. The vertical dashed line separates the parameter with
different degree of regularity (DoR). The corresponding data is described in Table 5.



100 5.7 Benchmark and Performance Comparison

Total CPU time (sec)
n m OpenF4 FGb Magma (projected) M4GB
10 11 2.99 5 3.29 0.98
11 12 8.73 21 11.172 2.6
12 13 36.76 134 59.08 13.92
13 14 172.49 642 286.4 58.18
14 15 1258 5850 2810.75 393.19
15 16 7225 36361 17265.5 2424

Memory (MB)
10 11 101 33 32.09 17
11 12 341 50 64.12 16
12 13 1463 112 113.59 31
13 14 7622 323 281.53 74
14 15 33460 1098 1104 250
15 16 117396 4118 3320 837

Table 6: Performance comparison for systems with n variables and m = n + 1
equations over F31. The corresponding graph is given in Figure 9.
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Figure 9: The graph of CPU time and memory usage (log-y scale) with n variables
and m = n+1 equations over F31. The vertical dashed line separates the parameter with
different degree of regularity (DoR). The corresponding data is described in Table 6.
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5.7.4 Observations and Conclusions

In Table 5 one can see a clear trade-off between the CPU time and the memory
usage among OpenF4, FGb, and Magma. OpenF4 performs best in terms of
speed followed by Magma and FGb. However, FGb has the least memory usage
followed by Magma and OpenF4. The efficiency of time execution of OpenF4
is likely due to its usage of SIMD instructions to perform Gaussian elimination.
In terms of CPU time, OpenF4 performs 1.05 up to 3 times faster than Magma.
However, its memory usage is at least 11 times more than Magma, which does
not allow us to run OpenF4 for n ≥ 25.

In comparison to OpenF4 (which is the fastest implementation among OpenF4,
FGb, and Magma), our implementation of M4GB runs 2.15 and up to 4 times
faster and this puts M4GB as the fastest one. In comparison with FGb (which
uses the least memory among OpenF4, FGb, and Magma), M4GB uses less
memory by a factor between 1.2 and 2.35 and this puts M4GB as an imple-
mentation with the least memory usage.

The benchmarking results for m = n+1 in Table 6 shows the same ordering
in terms of CPU time performance, that is M4GB is the fastest followed by
OpenF4, Magma, and FGb. In terms of memory usage, M4GB is also the most
efficient one followed by both FGb and Magma which are comparably similar,
and OpenF4. M4GB performs 2.6 up to 3.3 faster than OpenF4 and uses less
memory by a factor of 1.9 up to 4.4 compared to Magma and FGb.

In order to understand the overall efficiency, we also computed the ratio
of time-memory product of other implementations relative to the time-memory
product of M4GB in Table 7. For the systems with n variables and 2n equa-
tions, OpenF4 has the highest ratio, ranging from 141.94 (n = 23) to 983.64
(n = 24), mainly due to its high memory usage. This is followed by Magma
with ratio ranging from 10.07 (n = 23) to 186.77 (n = 25). Lastly, FGb has
overall the smallest ratio ranging from 8.04 (n = 21) to 59.6 (n = 24). For
systems with n+1 equations and n variables, OpenF4 also has the highest ratio
from 18.13 (n = 10) up to 428.22 (n = 14). This is followed by FGb, with ratio
ranging from 9.9 (n = 10) to 73.8 (n = 15). Lastly, Magma has the closest ratio
to M4GB ranging from 6.34 (n = 10) to 31.57 (n = 14).

n m FGb Magma OpenF4
20 40 12.65 20.19 209.91
21 42 8.04 14.04 152.36
22 44 17.08 14.40 171.68
23 46 15.02 10.07 141.94
24 48 59.6 163.19 983.64
25 50 51.13 186.77 -
26 52 32.12 89.60 -
27 54 19.84 51.55 -

n m Magma FGb OpenF4
10 11 6.34 9.9 18.13
11 12 17.22 25.24 71.56
12 13 15.55 34.78 124.63
13 14 18.73 48.16 305.37
14 15 31.57 65.34 428.22
15 16 28.25 73.8 418.05

Table 7: The ratio of time-memory product of Magma, FGb, and OpenF4 relative
to the time-memory product of M4GB for systems with m = 2n equations (left) and
m = n + 1 equations (right) where n is the number of variables. The corresponding
graph is given in Figure 10.
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Figure 10: The ratio of time-memory product of Magma, FGb, and OpenF4 (log-y
axis) relative to the time-memory product of M4GB for system with 2n equations (left)
and n+1 equations (right) where n is the number of variables. The vertical dashed line
separates the parameter with different degree of regularity (DoR). The corresponding
data is described in Table 7.

CPU time (sec) Memory(MB)
n m M4GB Magma M4GB Magma
20 40 73.28 178.41 78 361.48
21 42 222.27 384.43 117 577.34
22 44 560.11 1242.39 230 853.84
23 46 1425.68 2447.40 354 1324.16
24 48 3474.01 23951.03 696 8872.94
25 50 7647.64 59692.81 1416 19718.78
26 52 21432.34 141111.18 3049 25197.97
27 54 64944.98 314647.02 6181 39844.84

Table 8: Performance comparison of M4GB and Magma for systems with n variables
and m = 2n equations over F31.

CPU time (sec) Memory(MB)
n m M4GB Magma M4GB Magma
10 11 1.74 2.35 23 32
11 12 4.36 7.98 24 64
12 13 15 42.20 51 114
13 14 51 204.57 104 281
14 15 326.96 2007.68 363 1104
15 16 1951.04 12332.51 1046 3320

Table 9: Performance comparison of M4GB and Magma for systems with n variables
and m = n+ 1 equations over F31.
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In Section 2.2, we have discussed the computational hardness of the MQ
problem that can be used as a basis for the security of public-key cryptography
even in the presence of quantum computers. There are several constructions of
public-key cryptography schemes whose security are based on the hardness of
the MQ problem over finite fields such as [FPR17a, DCP+17, BPSV17]. While
theoretical asymptotic complexity analysis to solve the MQ problem is impor-
tant, it is also necessary to assess the concrete hardness of this computational
problem.

In practice, studying the resources required to solve concrete MQ problem in-
stances can be used to determine security parameters for cryptographic schemes
that are deemed sufficient for concrete security levels. The difficulty of solving
the MQ problem over a finite field depends on several factors such as order
of the finite field, number of variables, number of equations, sparsity/density
of the system, etc. In order to investigate the impact of these parameters to
the complexity of solving the MQ problem in practice, one needs to construct
concrete instances of the MQ problems with realistic parameters. By realistic
parameters, we refer to parameters such that corresponding MQ problems are
neither too easy nor too hard to solve in practice.

In April 2015, Yasuda et al. [YDH+15a] presented an open public challenge
for the MQ problem with various parameters and increasing difficulty. One of
the aims of the challenge is to evaluate the current state-of-the-art implementa-
tion of different algorithms that can solve MQ problems over finite fields. The
official website of the MQ challenges can be found in the following link

https://www.mqchallenge.org.

In this chapter, we will describe these challenges and our efforts to solve
them. Section 6.1 gives an overview of the MQ challenge, the rationale behind
categorization of the challenges and how the parameters were selected. Sec-
tion 6.2 describes existing state-of-the-art implementation of algorithms that
managed to find solutions for some MQ challenge parameters. In Section 6.3
we present an overview of hybrid approach to solve the MQ problem over finite
fields. We use the hybrid approach to solve several signature-type MQ chal-
lenges using M4GB algorithm. We will discuss it further in Section 6.4. In
Section 6.5, we will give cost estimation in terms of CPU time and memory to
solve larger parameters of signature-type MQ challenge with respect to M4GB.

https://www.mqchallenge.org
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6.1 Overview of the MQ Challenge

The MQ challenges are sets of concrete instances of the MQ problems over finite
fields in various level of difficulties. The goal of the MQ challenges is to stimu-
late the research on algorithms to solve the MQ problems over finite fields and
to analyze their applicability in practice. The challenge was initiated follow-
ing similar directions of other existing open challenges for hard computational
problems used as trapdoor in public-key cryptography. For instance, the RSA
factoring challenge [RSA91], the Elliptic Curve Cryptography challenge (ECC)
by Certicom [ECC97], and the Lattice Challenge [SVP10]. These challenges
provided many publicly accessible concrete instances of problems with various
parameters in increasing difficulties.

The three parameters that needs to be set to construct an instance of the
MQ problem over a finite fields are: the order of the finite field q, the number of
variables n, and the number of equations m. The authors of the MQ challenges
selected F2, F28 , and F31 as the possible base fields for the polynomials. The
extension field F28 is constructed using the irreducible polynomial x8 + x4 +
x3 + x2 + 1 ∈ F2[x]. The rationale of choosing F28 and F31 is because typically
operations in an even-characteristic finite field are more efficient than in odd-
characteristic finite fields. This difference will affect the complexity of solving
larger instances of MQ problems in practice. The choice of F2 is considered to
be a special case since there are dedicated approaches to solve those challenges,
such as [FJ03, BCC+10, BCC+13].

The MQ challenges consider two types of challenge constructions. The first
type of construction is for encryption-type parameters and the second type is
for signature-type parameters. The former is characterized by an overdefined
system of equations, where m > n and the latter is characterized by an un-
derdefined system of equations where m < n. Note that a random system of
equations over Fq with m > n has a probability approximately 1

qm−n to have
a solution. In order to guarantee the existence of a solution for an overdefined
system, it is necessary to first randomly select a vector s ∈ Fn

q . Once the co-
efficients of polynomials f1, . . . , fm ∈ Fq[x1, . . . , xn] have been generated, the
constant coefficients c1, . . . , cm of each polynomial f1, . . . , fm must be adjusted
to ci ← ci − fi(s) for all i ∈ {1, . . . ,m}. In this way, the overdefined system
is guaranteed to have a solution, which is the vector s itself. However, for ran-
dom systems with m < n, it is generally unnecessary to generate a solution in
advance.

For MQ challenges representing public-key encryption, the authors selected
parameter values with m = 2n as in the case of several existing proposals such
as the ABC scheme [TDTD13] and ZHFE [PBD14]. As for signature schemes,
the organizer took Rainbow [DS05] as a representative of MQ-based digital
signature schemes and selected parameter values with n ≈ 1.5m.

In total there are six (6) different types of MQ challenges. The parameters
of all type of challenges are described in Table 10. Type I, II, and III consist of
overdefined system of equations with 2n equations and n variables. Type IV,
V and VI consist of underdefined systems of equations with m equations and
≈ 1.5m variables.

The smallest challenge parameters (n and m) for each type were chosen
based on estimations that it would take at least one month to solve them. For
systems over F2, the estimation is based on the benchmark of libFES [BCC+10].
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Type Fq Category (n,m) Parameter
I F2 Encryption m = 2n 55 ≤ n ≤ 100
II F28 Encryption m = 2n 35 ≤ n ≤ 54
III F31 Encryption m = 2n 34 ≤ n ≤ 53
IV F2 Signature n ≈ 1.5m 55 ≤ m ≤ 100
V F28 Signature n ≈ 1.5m 16 ≤ m ≤ 35
VI F31 Signature n ≈ 1.5m 16 ≤ m ≤ 35

Table 10: Six (6) different types of MQ challenges. The smallest choice of n and m
were selected based on an estimation that it would take at least one month of compu-
tation to find a solution using four 6-cores 2.9GHz Intel Xeon CPU E5-4617 equipped
with 15MB Intel smart cache and 1TB of RAM.

For systems over F28 and F31, the estimation is based on running the Gröbner
bases algorithm implemented in Magma [BCP97] v2.19-9 on four 6-cores 2.9GHz
Intel Xeon CPU E5-4617 equipped with 15MB cache and 1TB of RAM. The
experiments considers the direct approach to solve the system of equations for
encryption-type parameters, i.e., type I, II and III. For the signature-type pa-
rameters (type IV, V, and VI) the benchmark were done on square system
obtained by randomly fixing the value of n − m variables. The results also
estimated that the time complexity to solve encryption-type parameters and
signature-type parameters should increase by a factor of 2 and 10, respectively.

6.2 Related Work

Since its public announcement, there have been various approaches to solve the
MQ challenges. Some approaches were dedicated towards systems over F2 while
others are tailored for the non binary field encryption-type or signature-type
parameters. Thus we classify the approaches into three (3) different groups and
we summarize them in this section.

For systems over F2, i.e., type I and IV, almost all approaches were equally
effective to find solutions for both overdefined and underdefined systems of equa-
tions. At the time of writing there are six (6) algorithms that managed to solve
type I and IV challenges: High-Performance Crossbred [BS23], exhaustive search
with gray-code enumeration [BCC+13], Crossbred algorithm [JV17], a variant of
Crossbred algorithm implemented in GPU [NNY18], and two other algorithms
that, to the best of our knowledge, have no accompanying publications (in the
MQ challenge submission, the authors of these two algorithms referred to them
as “improved crossbred” and “a new algorithm”. We will refer to them similarly
to avoid confusion). We summarize these results in Table 11. We see that the
Crossbred algorithm and its variants have solved the highest parameter for type
I challenge (n = 83) and type IV challenge (m = 76).

For non-binary field overdefined systems of equations, i.e., type II and III
challenges, there are three (3) algorithms that managed to find solutions for
some of the parameters: the XL algorithm [CCNY12], the “Modified-F4” algo-
rithm, and the “F4-style” algorithm. However, we are not aware of any publica-
tions that described the last two algorithms or their implementations. The XL
algorithm in [CCNY12] uses the Block Wiedemann algorithm [Cop94] to find
a solution for the sparse system of linear equations defined over a finite field,
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Algorithms Type Reference
I (n) IV (m)

High-Performance 75-77, 80, 83 60, 64, 68, [BS23, JV17]
Crossbred 71-72, 75-76
Improved Crossbred† 74 68-69 -
Crossbred-GPU 55-74 67 [NNY18]
“A new algorithm”† 55-62, 67, 69 55, 60-67 -
Crossbred 67-74 - [JV17]
Exhaustive Search 55-66 55-66 [BCC+13]

Algorithms Resources
High-Performance n = 75, 76, 77 1024 AMD EPYC 7J13 cores
Crossbred n = 80 2048 AMD EPYC 7J13 cores

n = 83 3488 AMD EPYC 7J13 cores
m = 60 Intel Xeon Gold 6240 (40 cores)
m = 64 Intel Xeon Gold 6240 (2560 cores)
m = 68 Intel Xeon Gold 6240 (5120 cores)
m = 71 Intel Xeon Gold 6248 (10240 cores)
m = 72, 75, 76 Intel Xeon Gold 6248 (20480 cores)

Improved Crossbred† 8x Intel i7 8700 with 32GB RAM and 10x
GeForce GTX 1080Ti

Crossbred-GPU n = 55, . . . , 67 Nvidia GTX 980 graphics card.
n = 68, . . . , 74 27 x AMD FX(tm)-8350 with

11 x Nvidia GTX 780 CUDA v7.5,
1 x Nvidia GTX 780 CUDA v8.0 and
15 x Nvidia GTX 980 CUDA v7.5.

“A new algorithm”† Intel i9-7900X @ 3.30 GHz and a cluster of
Intel Xeon @ 2.6 GHz

Crossbred Heterogeneous cluster of Intel Xeon @ 2.7-
3.5 Ghz. The number of cores used for
n = 67, . . . , 74 are respectively equal to
256, 192, 512, 4096, 1760, 5320, 608 and 448.

Exhaustive Search Rivyera, 128 Spartan 6 FPGAs.

Table 11: Summary of algorithms and resources used to solve type I and IV chal-
lenges.
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Algorithms Type Reference
II (n) III (n)

XL - 34− 38 [CCNY12]
F4-style

† 36− 37 37 -
Modified-F4

† 35 34 -

Algorithms Resources
XL n = 34, . . . , 36 4 x AMD Opteron 6282 SE

n = 37, 38 2x AMD EPYC 7742
F4-style

† 4 x Intel(R) Xeon(R) CPU E5-4669 v4,
2.20GHz, 1TB RAM

Modified-F4
† Intel(R) Xeon(R) CPU E5-2620 v4, 2.10GHz

with 256GB RAM

Table 12: Summary of algorithms and resources used to solve type II and III chal-
lenges.

which is the case of the linearized system in XL. This algorithm currently holds
the record for type III challenge with n = 38 while the “F4-style” algorithm
holds the record for type II challenge with n = 37. We summarize these results
in Table 12.

For non-binary field underdefined systems of equations, i.e., type V and
VI, there are six (6) algorithms that successfully found solutions for some of
the parameters: M4GB [MS17], F4 based on Hilbert-driven algorithm [ST23],
Improved-F4, MiniGB-F4, M4GB 1.2 and Faugère’s F5 algorithm [Fau02]. Note
that at the time of writing, we are not aware of any accompanying publications
that describe MiniGB-F4, Improved-F4 and M4GB 1.2 algorithms. However a
brief description of the MiniGB-F4 can be found in the abstract of the following
presentation [Che16]. It mentioned MiniGB-F4 as a Buchberger-style Gröbner
bases algorithm that maintains minimal basis throughout the computation. For
the Improved-F4 algorithm, the description given in the MQ challenge sub-
mission is that the algorithm takes advantages of the sparsity of the matrices
combined with GPU-accelerated elimination steps.∗ The M4GB algorithms
hold the record for both type V and VI respectively for the period of 5.8 years
(Oct 2017-Aug 2023) and 6.3 years (Jul 2017-Oct 2023).

6.3 Overview of Hybrid Approach

One of the properties of polynomials in MPKC schemes is that they are defined
over a finite field. In some cases, the order of the finite field is relatively “small”.
For instance, the public-key of Gui [DCP+17], one of the multivariate-based dig-
ital signature proposal for NIST post-quantum cryptography, uses polynomials
over F2. Another NIST post-quantum proposal LUOV [BPSV17] uses polyno-
mials over F2r for r ∈ {8, 48, 64, 80}.

The hybrid approach to solve a zero-dimensional system of multivariate poly-
nomials over a finite field is a combination of a Gröbner basis algorithm and
exhaustive search. The method was proposed by Bettale, Faugère, and Perret

† We are not aware of any publication that mentioned this approach in detail.
∗ https://www.mqchallenge.org/details/details_V_20230822.html

https://www.mqchallenge.org/details/details_V_20230822.html
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Algorithms Type Reference
V (m) VI (m)

F4 based on Hilbert-driven - 21− 22 [ST23]
Improved-F4

† 20 - -
M4GB 16− 19 16− 20 [MS17]
MiniGB-F4 18, 19 - [Che16]
M4GB1.2† 16− 17 - -
F5 16 16 [Fau02]

Algorithms Resources
F4 based on AMD EPYC 7742, 2TB RAM
Hilbert-driven
Improved-F4 1 x AMD Ryzen Threadripper 3970X, 192GB RAM,

2 x GeForce RTX 3080Ti
M4GB 2 x Intel(R) Xeon(R) CPU E5-2650 v3 @ 2.30GHz

and 128GB RAM
MiniGB-F4 m = 18 8 x Intel(R) Xeon(R) CPU E5620,

1 x Intel(R) Xeon(R) CPU E3-1230 v3 and
1 x Intel(R) Xeon(R) CPU E3-1245 v3.

m = 19 2 x AMD opteron 6376x4 512GB RAM.
M4GB1.2 Intel(R) Xeon(R) Silver 4208 CPU @ 2.10GHz, 32GB

RAM
F5 Intel(R) Xeon(R) CPU E5-2670 v2 @ 2.50GHz

Table 13: Summary of algorithms and resources used to solve type V and VI chal-
lenges.
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in [BFP09, BFP12]. It broke some proposed parameters of the TRMS signature
scheme [WHL+05] and the UOV signature scheme [KPG99, BERW08]. The
hybrid approach also managed to find a collision in some proposed multivariate
hash functions [DY07].

The main idea of the hybrid approach is to solve many systems with less
number of variables than the original ones by fixing, say, k out of the n original
variables. This approach reduces the complexity of directly solving the original
system of equations using the Gröbner basis algorithm at the expense of having
to solve many of these subsystems. Furthermore, we can run the Gröbner basis
algorithm on each of the qk subsystems in parallel where q is the order of the
finite field.

We first recall the notion of degree of regularity as the main parameter to
measure the complexity of Gröbner bases algorithm.

Definition 6.1 (Degree of Regularity [BFS04]). The degree of regularity of a
zero-dimensional ideal I = ⟨f1, . . . , fm⟩ ⊂ F[x1, . . . , xn] (m ≥ n) is

dreg = min

{
d ≥ 0 : dimF({f ∈ I, deg(f) = d} ∪ {0}) =

(
n+ d− 1

d

)}
.

Remark 6.2. Intuitively, the degree of regularity is the smallest d such that
the number of linearly independent nonzero polynomials of degree d in a zero-
dimensional ideal I is equal to the number of monomials of degree d.

In order to understand the complexity of solving random system of equations,
the notion “random system” is formalized as regular sequence and semi-regular
sequence [Bar04]. We are mainly interested with the notion of semi-regular
sequence since a random overdefined system of equations is generally assumed
to be semi-regular (see for instance Hypothesis 3.3 in [BFP09] and Hypothesis
1 in [BFP12]).

Definition 6.3 (Semi-Regular Sequence [BFP09]). A sequence of homogeneous
polynomials (f1, . . . , fm) ⊂ F[x1, . . . , xn] of respective degrees d1, . . . , dm is semi-
regular if

• ⟨f1, . . . , fm⟩ ≠ F[x1, . . . , xn] and

• for all i ∈ {1, . . . ,m} and g ∈ F[x1, . . . , xn], g · fi ∈ ⟨f1, . . . , fi−1⟩ and
deg(g · fi) < dreg implies that g ∈ ⟨f1, . . . , fi−1⟩.

In [BFS04, Proposition 6], it has been shown that the degree of regularity
of a semi-regular sequence can be computed explicitly.

Proposition 6.4 (Degree of Regularity of Semi-Regular Sequence [BFS04]).
The degree of regularity of a semi-regular sequence (f1, . . . , fm) ∈ F[x1, . . . , xn]
of respective degrees d1, . . . , dm is given by the index of the first non-positive
coefficient of ∑

k≥0

ckz
k =

∏m
i=1(1− zdi)

(1− z)n
.

The complexity analysis of hybrid approach is based on the complexity of F5

algorithm. The complexity of computing Gröbner basis of a zero-dimensional
ideal with F5 algorithm is described in the following proposition.



110 6.3 Overview of Hybrid Approach

Proposition 6.5 (Complexity of F5 [BFP12, BFSY05]). The complexity of
computing Gröbner basis of a semi-regular zero-dimensional ideal in n variables
and m equations with F5 algorithm is

O
((

n+ dreg
dreg

)ω)
(6.1)

where dreg is the degree of regularity of the system and 2 ≤ ω ≤ 3 is the linear
algebra constant.∗

Remark 6.6. Although the number of equations m is not explicitly mentioned
in Equation 6.1, note that the degree of regularity depends on m.

When an n-variable system of equations is defined over a finite field Fq and
we are only concerned with solutions in Fn

q , it is possible to find all solutions by
exhaustive search, which has complexityO(qn). Moreover, the exhaustive search
is easily parallelizable with negligible memory cost. Thus, one can implement it
in massively parallel architectures such as Graphical Processing Units (GPUs) or
Field Programmable Gate Arrays (FPGAs). The effectiveness of this approach
has been shown in practice by solving systems of equations over F2 [BCC+10,
BCC+13]. In a scenario where it is not feasible to perform exhaustive search, one
can run a Gröbner basis algorithm with degree-reverse lexicographic ordering
followed by the FGLM algorithm (if necessary) to obtain the set of solutions.

The main question then for the hybrid approach is to find the value of k
such that the total expected complexity is minimal. Before obtaining the total
expected complexity of the hybrid approach, we first need to understand the
complexity of solving a single subsystem with m equations and n− k variables.
The authors of [BFP09] made the following assumption.

Assumption 6.7. Let {f1, . . . , fm} ⊂ Fq[x1, . . . , xn] be a semi-regular system
of equations with degree d. For all 0 ≤ k ≤ n and (v1, . . . , vk) ∈ Fk

q , we assume
that

{f1(x1, . . . , xn−k, v1, . . . , vk), . . . , fm(x1, . . . , xn−k, v1, . . . , vk)}

is also semi-regular system of equations.

The complexity of the hybrid approach for semi-regular system of equations
is stated in the following proposition.

Proposition 6.8 ([BFP12]). Using Stirling’s approximation, i.e. n! ∼
√
2πn

(
n
e

)n
,

the complexity of solving a semi-regular system of equations with a hybrid ap-
proach using F5 algorithm is equal to

qk

(
1√
2π
· (n− k + dreg(k))

n−k+dreg(k)+
1
2

(n− k)n−k+ 1
2 dreg(k)dreg(k)+

1
2

)ω

where 2 ≤ ω ≤ 3 is the linear algebra constant and dreg(k) is the degree of
regularity of each subsystem obtained after fixing k variables.

∗ The complexity of F5 algorithm mentioned in [BFP09] is equal to O
((

m ·
(n+dreg−1

dreg

))ω)
.

This was later revised in [BFP12] since Equation 6.1 is a more appropriate complexity esti-
mation for semi-regular systems (see Assumption 6.7).
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The initial result on the hybrid approach in [BFP09] suggested that one
should find the optimal value of k by simply comparing the total complexities
of the hybrid approach for different values of 0 ≤ k ≤ n. This approach is
described in Algorithm 6.1.

Input: q - order of the finite field
Input: n - number of variables of the system
Input: m - number of equations of the system
Input: d1, . . . , dm - the degree of each polynomial
Result: k - the best theoretical trade-off for hybrid approach

1 A← [ ]
2 for k ← 0 to n do
3 dk ← index of the first non-positive coefficient in the series∏m

i=1(1−zdi )

(1−z)n−k

4 A[k]← qk

(
1√
2π
· (n− k + dk)

n−k+dk+
1
2

(n− k)n−k+ 1
2 · ddk+

1
2

k

)ω

5 return k such that A[k] is minimum.

Algorithm 6.1: An algorithm to find the optimal value of k in hybrid
approach.

An improved analysis of hybrid approach in [BFP12] provided an explicit
formula for the best trade-off k to solve a system of quadratic equations, that is⌈

n · 10.86 · ω2

(4.16 · log2 q − 3.14 · ω)2

⌉
(6.2)

(see [BFP12, Proposition 3.3]). Using Equation 6.2, the complexity of the hybrid
approach for a random quadratic system of equations over Fq is asymptotically
equivalent to

2nω(1.38−0.63ω log2(q)
−1) (6.3)

when n→∞, q →∞ and log2(q)≪ n (see [BFP12, Theorem 3.1]).
We would like to remark that a similar approach was also proposed for the XL

algorithm in [CKPS00] called the FXL (Fixed XL) algorithm. The paper stated
that the complexity of solving a system of equations using the XL algorithm can
be reduced by guessing a small number of variables. The asymptotic complexity
of the FXL was further described in [YCC04]. Recall that the XL algorithm is
a redundant variant of the F4 algorithm, thus it is considered to be less efficient
than both the F4 and the F5 algorithm. Furthermore, the asymptotic analysis of
the FXL algorithm in [YCC04] did not yield a method to determine the optimal
number of guessed variables.

6.4 Solving Type V and VI of the MQ Challenge

In this section we will discuss how the M4GB algorithm was able to find solu-
tions of some of the MQ challenges. The M4GB algorithm managed to solve
signature-type parameters (underdefined systems) with coefficients in F31 and
F28 , i.e., type V and type VI of MQ challenge. We used the following two
machines to break these challenges.
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A) A desktop machine equipped with Intel(R) Core(TM) i7-2600K CPU @
3.40 GHz with four (4) processor cores and 16GB RAM

B) A NUMA (Non-Uniform Memory Access) machine with two nodes. Each
node is equipped with Intel(R) Xeon(R) CPU E5-2650 v3 @ 2.30GHz with
ten (10) processor cores and 128GB RAM.

We refer to the above machines as machine A and B respectively. The machine
A was used to find solutions for the smallest parameter of type V and type
VI, which consist of 24 variables and 16 equations defined over F28 and F31

respectively. Larger parameters were solved by running M4GB on machine B.
A summary of challenges solved by M4GB is shown in Table 14. The solutions
found are provided in Appendix A. It is expected for a random underdefined
system of equations to have multiple solutions. However, it is sufficient to find
a single solution in the base field in order to break a given parameter.

Our strategy to solve type V and VI MQ challenges uses the hybrid approach.
We first fix the value of n−m variables in order to yield a square system with
equal number of variables and equations. This will be followed by the hybrid
approach iterating over all possible values of another k number of variables. In
most cases, we selected k = 1 except for the largest parameter of type VI that
we solved, where we selected k = 2. A summary of this strategy is given in
Algorithm 6.2.

It is possible that the square system F ′ in Algorithm 6.2 has no solution.
For a system over a prime field, it is known that a random instance of a square
system with quadratic polynomials has no solution with probability 1/e asymp-
totically in n [FB09, Corollary 3.1].∗ If F ′ eventually had no solution, the
Algorithm 6.2 would run another iteration to generate a new F ′ by choosing a
new (v1, . . . , vt) ∈ Ft

q. The benefit of this approach is that the computation of
Gröbner bases from line 7 up to line 19 is trivially parallelizable, i.e., we can
compute Gröbner basis for each F ′′ independently. Moreover, we can also es-
timate the average complexity and worst-case complexity in practice to obtain
a solution for the whole system by computing a Gröbner basis for one of the
subsystems F ′′.

For instance, solving one subsystem of type VI with 15 variables and 16
equations took 1 hour and 10 minutes wall-clock time. An average total CPU-
time estimate to solve type VI parameter with m = 16 would thus take 18.7
hours, assuming that the generated square system has a solution. The imple-
mentation of M4GB uses 837MB of memory to solve each subsystem, which
allowed simultaneous computation on 8 subsytems within the available 16GB
of memory in machine A. We broke both type V and VI challenges for m = 16
on the quadcore desktop machine A in 9.3 hours and 1.2 hours wall-clock time
after covering 29% and 22.6% of the search space respectively. Note that this
is significantly faster than the original expected one month estimate on a Xeon
system using Magma by the authors of the MQ challenges.

For larger parameters for type V and VI, we used machine B. We ran 10
simultaneous Gröbner bases computations using M4GB by forcing each process
to one NUMA node using the numactl program.

∗ More generally, given a multivariate polynomial system with n+α random equations of degree
d ≥ 2 in n variables over Fp, with a prime p. The probability that the system has no solution

is e−p−α
asymptotically in n. For the proof, see [FB09, Section 3]
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Input: F = {f1, . . . , fm, xq
1 − x1, . . . , x

q
n − xn} ⊂ Fq[x1, . . . , xn] with

n > m
Input: k ∈ Z>0

Output: A solution (s1, . . . , sn) ∈ Fn
q of F (assume it exists)

1 G← {}
2 solution found← False
3 t← n−m
4 while solution found = False do
5 Choose randomly (v1, . . . , vt) ∈ Ft

q

6 F ′ ← {f(x1, . . . , xm, v1, . . . , vt) : f ∈ F}
7 for (w1, . . . , wk) ∈ Fk

q do
8 F ′′ ← {f ′(x1, . . . , xm−k, w1, . . . , wk) : f

′ ∈ F ′}
9 G← GröbnerBasis(F ′′) ▷ Compute the reduced Gröbner bases

10 if G ̸= {1} then
11 while ∃g ∈ G : g − LT(g) ̸∈ Fq do
12 Let x be a variable in g
13 for c ∈ Fq do
14 G′ ← GröbnerBasis(G ∪ {x+ c})
15 if G′ ̸= {1} then
16 G← G′

17 break

18 solution found← True
19 break

20 G is of the form {x1 + c1, . . . , xm−k + cm−k} where ci ∈ Fq.

21 (s1, . . . , sn)← (−c1, . . . ,−cm−k, w1, . . . , wk, v1, . . . , vt)
22 return (s1, . . . , sn)

Algorithm 6.2: A strategy based on hybrid approach to find a solution
for an underdefined system of equations over a finite field

For type VI with m = 19, we modified our strategy to compute simultaneous
Gröbner bases on subsystems with n = 18 variables. We first observed that in
the final stage, the M4GB algorithm takes a significant amount of time using
a single thread. Thus, instead of waiting for the whole process to finish, one
can start the Gröbner basis computation for the next subsystem as soon as
this last stage of the previous computation begins. Of course this requires
that the available memory is sufficiently large for these concurrently running
Gröbner basis computations. In this way, all processors are fully occupied and
it significantly reduces the time to obtain a solution.
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6.5 Cost Estimation for Other Parameters

In this section we provide a cost estimation to find solution for unsolved in-
stances of type V and VI of MQ challenge with hybrid approach using the
M4GB algorithm. We focus on estimating the total CPU time and memory
usage of the implementation described in Section 5.6.

6.5.1 Approach

Recall that solving an underdefined system of equations with n variables and
m equations, where n > m, is equivalent to solving a system with m variables
and m equations obtained after fixing the value of n − m variables from the
original system. To simplify our methodology, we only estimate the cost of
hybrid approach on systems with equal number of variables and equations and
we assume that such system obtained from type V or VI of MQ challenges has
a solution. We also assume that the CPU time and memory usage of M4GB
implementation in Section 5.6 grow exponentially in terms of the number of
variables n.

m = n 16 17 18 19 20 21 22 23 24 25

k
F28 2 1 2 1 2 1 2 2 2 2
F31 4 5 5 3 5 4 6 5 4 6

m = n 26 27 28 29 30 31 32 33 34 35

k
F28 3 2 3 2 3 3 3 3 2 3
F31 5 7 6 5 7 6 8 7 6 8

Table 15: Optimal number of fixed variables k for F5 algorithm applied to type V
and type VI parameters of MQ challenge using Algorithm 6.1 assuming ω = 2.4. The
numbers highlighted in bold are the maximum k for the given finite field.

Note that since type V and VI challenges are parametrized by the number
of equations m and we restrict our approach on systems with n = m variables,
the results in this section are described in terms of m in order to give a unified
picture of the estimation.

For a given number of equations/variables m and an order of a finite field
q, the first step of hybrid approach is to find the optimal value of the number
of fixed variables k. Here by optimal we mean the one that minimizes the total
CPU time.∗ In order to find the optimal value k in practice, we shall examine
the cost of running M4GB algorithm on subsystems generated after fixing k
variables.

For each q and m, we run the M4GB algorithm for systems with m −
1,m − 2, . . . ,m − kmax variables where kmax is the maximum number of fixed
variables. We select the value kmax by finding the maximum number of fixed
variables for a given q using the theoretical result described in Algorithm 6.1

∗ Note that it is also possible to define the optimal value k in terms of other costs such as
memory usage, energy, monetary cost, etc. We leave the study on those costs for future work.
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for n = m = 16, . . . , 35 and d1 = . . . = dm = 2. We obtain kmax = 3 for q = 256
and kmax = 8 for q = 31. The complete result is given in Table 15.

After obtaining kmax for both q = 31 and q = 256, we collected the CPU
time and memory usage of M4GB algorithm on subsystems of type V and VI
starting from m = 16 up to the number of equations that are feasible to solve
using a single node of machine B. The full result is described in Appendix B. The
total CPU time and total memory usage are the product of the CPU time and
memory usage by qk. To simplify the estimation, we took the base-2 logarithm
of the total CPU time as well as total memory usage and use the least square
method to predict the cost for the unsolved parameters.

6.5.2 Result

For type V, our estimation suggests that guessing one variable from the square
system is the optimal strategy for all the remaining unsolved challenge param-
eters, i.e., m = 20, . . . , 35. This can be seen from the growth of the CPU
hours for type V challenge in Figure 11 and the detail description in Table 16.
For the next unsolved parameter, i.e., m = 20, we estimate that it would cost
approximately 402045 CPU hours ≈ 45.9 CPU years and 52.61 TB of memory.

m

log (CPU time)
2

Figure 11: Estimated growth of total CPU time (left) and per-subsystem memory
usage (MB) (right) of hybrid approach for type V MQ challenge using the M4GB
algorithm.

For type VI challenge, the optimal number of variables to fix differs for dif-
ferent values of m. Our estimation suggests to fix 3 variables from the generated
square system to solve the next unsolved parameter, which is m = 21. The cost
to solve the next unsolved parameter, i.e., m = 21, would approximately takes
217452 CPU hours ≈ 24.82 CPU years and 159.17 TB. However, this is not
the case for m = 22, 23 where guessing 2 variables from the generated square
system is the optimal strategy to minimize the total CPU time. For m ≥ 24,
our estimation suggests to fix 3 variables except for the largest challenge pa-
rameter m = 35 where it suggests to fix 5 variables. The results are described
in Table 16 and Figure 12.
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m

log (CPU time)2

Figure 12: Estimated growth of total CPU time (left) and per-subsystem memory
usage (MB) (right) of hybrid approach for type VI MQ challenge using the M4GB
algorithm.

m m− n ≈ CPU hours ≈ Memory (GB)
V VI V VI V VI

20 1 - 402045 - 210 -
21 1 3 2.85 · 106 217452 764 5.47
22 1 2 2.02 · 107 1.39 · 106 2776 189
23 1 2 1.44 · 108 8.94 · 106 10087 654
24 1 3 1.02 · 109 1.43 · 107 36643 130
25 1 3 7.23 · 109 1.57 · 108 133110 528
26 1 3 5.13 · 1010 8.15 · 108 483536 1631
27 1 3 3.64 · 1011 4.24 · 109 1.76 · 106 5042
28 1 3 2.58 · 1012 2.20 · 1010 6.40 · 106 15584
29 1 3 1.83 · 1013 1.15 · 1011 2.32 · 107 4.81 · 104
30 1 3 1.30 · 1014 5.95 · 1011 8.44 · 107 1.49 · 105
31 1 3 9.23 · 1014 3.10 · 1012 3.06 · 108 4.61 · 105
32 1 3 6.55 · 1015 1.61 · 1013 1.11 · 109 1.42 · 106
33 1 3 4.64 · 1016 8.37 · 1013 4.04 · 109 4.40 · 106
34 1 3 3.30 · 1017 4.35 · 1014 1.47 · 1010 1.36 · 107
35 1 5 2.34 · 1018 1.95 · 1015 5.32 · 1010 8.37 · 104

Table 16: Estimated cost to solve larger parameters of type V (top) and VI (bottom)
using our implementation of M4GB algorithm running on Intel(R) Xeon(R) CPU
E5-2650 v3 @ 2.30 GHz. Memory usage is for a single subsystem and the total system
memory required depends on the number of subsystems being solved simultaneously.
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7 Solving Binary Puzzles using Gröbner Bases
Algorithms
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This chapter presents an application of Gröbner bases to solve binary puz-
zles.∗ These are Sudoku-like puzzles where the entries are taken from the set
{0, 1}. In this chapter we study the reduction of the problem of solving a binary
puzzle into a problem of solving a system of multivariate polynomial equations
over three different rings. The first approach reduces the problem into the prob-
lem of solving system of polynomials over F2. This is a natural approach since
we can view each entry of a binary puzzle as an element of F2. The second
approach reduces the problem into a system of polynomials over Q or Z. The
later approach decreases the degree of some polynomials into linear ones at the
expense of defining the polynomials over different rings. The solutions for these
system of equations correspond to the correct configurations for the binary puz-
zle (provided that a solution exists). Thus, we can run Gröbner bases algorithms
on these systems of equations to obtain a solution for the binary puzzle. We
compare the performance of Gröbner bases algorithm in Magma and SageMath
to solve systems of equations from binary puzzle of various sizes over F2, Q,
and Z.† The result of this chapter is an extension of the published work in
collaboration with Utomo [UM17].

We first give an overview of binary puzzles in Section 7.1. This is followed
by short description of Constraint Satisfaction Problem (CSP) in Section 7.2.
In Section 7.3 we give an overview of prior related works. We then describe
necessary notations and preliminaries in Section 7.4. Most of the contents of
Section 7.4 is related to the theory of cryptographic Boolean functions, which
can be found in [Car10]. The reduction of solving a binary puzzle into solving
a system of polynomials over F2 is described in Section 7.5. This is followed by
another reduction into a system polynomials overQ and Z in Section 7.6. Finally
we conclude this chapter by comparing the performance and memory usage of
existing Gröbner bases implementations on various sizes of binary puzzles in
Section 7.7.

∗ also known as Takuzu/Binero/Bineiro/Zernero/Binary Sudoku.
† We could not use M4GB in this case since it lacks optimization for polynomials over F2 and

it does not support Gröbner bases computation over Z and Q.
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7.1 Overview of Binary Puzzles

Binary puzzles are Sudoku-like puzzles in which the value in each cell is taken
from the set {0, 1} instead of {0, 1, . . . , 9}. A binary puzzle is represented by an
n× n square matrix where n ≥ 4. For some entries explicit values are initially
given, while the remaining entries are left undetermined. The goal of a player
is to fill every entry in the puzzle while observing the following constraints:

1. (Three-value constraint) There exist no three consecutive entries, both
vertically and horizontally, which are filled with the same value,

2. (Balancedness constraint) every row and column is balanced, i.e., in each
row and each column the number of ones and zeros must be equal,

3. (Distinctness constraint) there exist no two equal rows. Similarly, there
exist no two columns that are equal.

An example of initial configuration of a binary puzzle and its corresponding
solution is available in Figure 13. The gray-colored entries indicate that their
values are undetermined. The black and white cells represent zeroes and ones
respectively (or vice versa).

Figure 13: An example of initial configuration of an 8 × 8 binary puzzle (left) and
its corresponding solution (right). Note that multiple solutions may exist depending on
the size and the initial configuration.

7.2 Constraint Satisfaction Problem

The problem of solving a binary puzzle can be seen as a constraint satisfac-
tion problem (CSP) [RN10, Chapter 6]. A CSP consists of the following three
components

1. A set of variables X = {X1, . . . , Xn},

2. A set of domains D = {D1, . . . , Dn} where each domain Di is the set of
permitted values for the corresponding variable Xi,

3. A set of constraints C = {C1, . . . , Ck} where each constraint Ci consists
of a pair (S, rel) where S is an element of the power set of X which tells
the variables that participate in the constraint and rel is a relation that
defines the values that the variables in S can take on.

We speak about the relation rel in a loose fashion since there are multiple ways
to describe it. A relation can be described as an explicit list of all tuples of
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values that satisfy the constraint. For instance, a constraint that is satisfiable
when two variables X1, X2 are not equal and both have the domain {0, 1} can
be described as ({X1, X2}, {(0, 1), (1, 0)}). Another approach to describe the
relation rel is by using a Boolean formula. For instance, the constraint in the
previous example can be described as ({X1, X2}, X1 ̸= X2).

Described as a CSP, the problem of solving an n× n binary puzzle consists
of n2 variables. For 1 ≤ i, j ≤ n, we denote by xi,j the variable that represents
the entry at row i and column j. The domain Di,j of each variable xi,j is
equal to Di,j = {0, 1}. For the three-value constraint, the number of CSP
constraints for each row or column is equal to n− 2. In total, there are 2n(n−
2) constraints to describe it, each involving three variables. The number of
constraints needed to describe the balancedness constraint is 2n where each of
them involves n variables. Lastly, the number of constraints to describe the
distinctness constraint is 2 ·

(
n
2

)
= n(n − 1) where each of them involves 2n

variables. In total, there are 3n(n− 1) constraints to describe an n× n binary
puzzle as a CSP.

7.3 Related Work

The complexity of solving binary puzzles was studied in [dB12]. Utomo and
Pellikaan studied binary puzzle as a constrained array and analyzed its proper-
ties from erasure correcting point of view [UP15]. One direction to solve binary
puzzles was also proposed by the same author in [UP15, UP17] by expressing the
constraints as Boolean satisfiability problem in conjunctive normal form. An
off-the-shelf SAT solvers (e.g., CryptoMiniSAT [Soo16]) was employed to find a
solution for a binary puzzle. Utomo also proposed another approach that mod-
els the problem of solving binary puzzles as an instance of satisfiability modulo
theory [Uto17, Mon16]. A physical zero-knowledge proof to verify the solution
of a binary puzzle was developed in [BDDL16, Section 3].

The use of a system of multivariate polynomials to represent the constraints
in a finite-domain CSP was studied in [JJGvD13]. One primary advantage in
using multivariate polynomials to represent constraints in a CSP is that it allows
different forms of constraint to be treated in a uniform way. The polynomials
in [JJGvD13] are treated strictly as elements of C[x1, . . . , xn]. In order to re-
strict the domain of each variable to a finite set, say D ⊂ C, the polynomials
of the form

∏
j∈D(x − j) are included in the system of equation. The paper

also demonstrated how different types of constraints (constant, disjunctive, in-
equality, etc) can be expressed as multivariate polynomials. Finally, the authors
suggested to use Gröbner bases algorithms to solve a system of equations that
represents a CSP.

7.4 Notations and Preliminaries

We denote by wt(u) the Hamming weight of u ∈ {0, 1}n, that is the number of
nonzero components of u. The vector v = (v1, . . . , vn) ∈ Fn

2 is said to be covered
by w = (w1, . . . , wn) ∈ Fn

2 (or w covers v), denoted by v ⪯ w, if vi ≤ wi for all
i ∈ {1, . . . , n}. For nonnegative integers p =

∑n
i=0 pi2

i, q =
∑n

i=0 qi2
i we say

that p ⪯ q if (p0, p1, . . . , pn) ⪯ (q0, q1, . . . , qn) where n = ⌈log2(max(p, q))⌉ and
pi, qi ∈ {0, 1}.
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An n-variable Boolean function f is a mapping from Fn
2 to F2. The n-

variable pseudo Boolean function corresponding to f is the Z-valued function
φf on Fn

2 . By canonical ring embedding from Z to Q, φf can also be seen as
Q-valued function. The Boolean function f can be represented as an n-variable
polynomial in the ring F2[x1, . . . , xn]

f =
∑

u∈{0,1}n

u=(u1,...,un)

aux
u1
1 · · ·xun

n (7.1)

where au ∈ F2. The representation in (7.1) is called the algebraic normal form
(ANF) of f . The coefficients au is computed using the following proposition.

Proposition 7.1. Let
∑

u∈{0,1}n aux
u1
1 · · ·xun

n be the ANF of an n-variable

Boolean function f . For all u ∈ {0, 1}n, we have

au =
∑
x∈Fn

2
x⪯u

f(x).

Proof. See [Car10, Proposition 1]. ■

Similarly, one can obtain the polynomial representation of a Boolean function
f in Z[x1, . . . , xn]. We refer to such polynomial as the numerical normal form
(NNF) of f .

Proposition 7.2. Let
∑

u∈{0,1}n aux
u1
1 · · ·xun

n be the NNF of an n-variable

Boolean function f where au ∈ Z. For all u ∈ {0, 1}n we have

au = (−1)wt(u)
∑
x∈Fn

2
x⪯u

(−1)wt(x)φf (x).

Proof. See [Car10, Proposition 4]. ■

Remark 7.3. Note that the ANF of a Boolean function can be computed from
its NNF by reducing the coefficients modulo 2.

Definition 7.4. An n-variable Boolean function f is called symmetric if its
output is invariant under any permutation of its input bits, that is

f(x1, . . . , xn) = f(xπ(1), xπ(2), . . . , xπ(n))

for all permutation π : {1, . . . , n} 7→ {1, . . . , n}.

From the definition above, the output of a symmetric Boolean function de-
pends only on the Hamming weight of its input. The following notion defines
an efficient representation for a symmetric Boolean function.

Definition 7.5. For a symmetric n-variable Boolean function f , we associate
a function vf : {0, . . . , n} 7→ F2 such that f(x) = vf (wt(x)) for all x ∈ Fn

2 . The
sequence v(f) = (vf (0), . . . , vf (n)) is called the simplified value vector of f .
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Definition 7.6 (Elementary Symmetric Polynomials). The i-th elementary
symmetric polynomials σi,n in n-variables x1, . . . , xn is defined as

σi,n(x1, . . . , xn) =
∑

1≤j1<j2<···<ji≤n

xj1 · · ·xji .

Proposition 7.7. An n-variable Boolean function f is symmetric if and only
if its algebraic normal form can be written as

f(x1, . . . , xn) =

n∑
i=0

λf (i) · σi,n(x1, . . . , xn), λf (i) ∈ F2.

Proof. See [CV05, Proposition 1]. ■

Definition 7.8. The coefficients of the ANF of a symmetric Boolean function
f can be represented by the sequence of (n + 1)-bit λ(f) = (λf (0), . . . , λf (n))
called the simplified ANF vector of f .

Proposition 7.9. Let f be an n-variable symmetric Boolean function. The
simplified ANF vector λ(f) is related with its simplified value vector v(f) by

λf (i) =
∑
k⪯i

vf (k).

Proof. See [CV05, Proposition 2]. ■

7.5 Polynomial Equations over F2

In this work, we investigate the use of systems of polynomials to specify con-
straints of binary puzzles. Since the domain of each variable is {0, 1}, the first
natural approach is to treat this set as the binary field F2. This allows each con-
straint to be viewed as an k-variable Boolean function, where k is the number
of variables involved in the constraint. For instance, the three-value constraint
is a 3-variable Boolean function, whereas the balancedness constraint is an n-
variable Boolean function. We say that a Boolean function allows a specific value
assignment for its variables if and only if the Boolean function output equals 0.
This is in line with the notion of a solution to a system of polynomials.

Recall that an n-variable Boolean function can be represented as a multi-
variate polynomial in (7.1) over F2. We use this observation and Proposition 7.1
to derive the polynomial that represents the three-value constraint.

Theorem 7.10. Let x, y, z be variables that represent three adjacent cells (hor-
izontally or vertically) of an n× n binary puzzle. The three-value constraint of
an n× n binary puzzle is represented by the following polynomial over F2

xy + xz + x+ yz + y + z + 1. (7.2)

Proof. Let f1 be a Boolean function that represent the three-value constraint
of binary puzzle. By definition f1 is defined as

f1(x, y, z) =

{
1 if (x, y, z) = (0, 0, 0) or (x, y, z) = (1, 1, 1)

0 otherwise.
(7.3)
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By Proposition 7.1, the coefficients au of the ANF of f1 can be computed as:

au =

{
0 if u = (1, 1, 1)

1 otherwise.

Therefore f1(x, y, z) = xy + xz + x+ yz + y + z + 1. ■

We also use a similar approach to derive the polynomial representation for
the balancedness constraint. We first recall the following result.

Lemma 7.11 (Lucas’ Theorem [Luc78]). Let n,m be nonnegative integers. A
binomial coefficient

(
m
n

)
is divisible by a prime p if and only if at least one of

the digits in p-ary expansion of n is greater than the corresponding p-ary digit
of m.

Corollary 7.12. Let n,m be nonnegative integers. A binomial coefficient
(
m
n

)
is not divisible by 2 if and only if n ⪯ m.

Theorem 7.13. Let x1, . . . , xn be variables that represent the n cells in a single
row/column of an n × n binary puzzle. The balancedness constraint of binary
puzzle is represented by the following polynomial over F2

1 +
∑

u∈Fn
2 \{0}

n/2⪯wt(u)

xu1
1 · · ·xun

n . (7.4)

Proof. Let f2 : Fn
2 7→ F2 be a Boolean function that represents the balancedness

constraint. The function f2 is defined as

f2(x1, . . . , xn) =

{
0 if wt((x1, . . . , xn)) = n/2

1 otherwise.

By Proposition 7.1, the constant coefficient a0 in the ANF of f2 is equal to
a0 = f2(0) = 1. For the coefficients au such that u ∈ Fn

2 \ {0}, we will handle
the cases for wt(u) < n/2 and wt(u) ≥ n/2 separately.

For all nonzero u ∈ Fn
2 such that wt(u) < n/2 we define the set Su = {w ∈

Fn
2 : w ⪯ u}. By Proposition 7.1 , we have au = 0 since f2(w) = 1 for all w ∈ Su

and the cardinality of Su is even.
We will now determine the coefficients au for all nonzero u ∈ Fn

2 such that
wt(u) ≥ n/2. Let Supp(u) = {i : ui ̸= 0} denotes the support of u. The number

of w ∈ Fn
2 such that wt(w) = n/2 and w ⪯ u is equal to

(|Supp(u)|
n/2

)
=
(
wt(u)
n/2

)
.

Therefore, au = 1 if and only if
(
wt(u)
n/2

)
is odd, i.e., if and only if n/2 ⪯ wt(u)

by Corollary 7.12. Therefore,

f2(x1, . . . , xn) = 1 +
∑

u∈Fn
2 \{0}

n/2⪯wt(u)

xu1
1 · · ·xun

n .

■

Our next aim is to simplify the polynomial representation for the balanced-
ness constraint by taking into account some of the properties of the correspond-
ing Boolean function. Note that the Boolean function that represents the bal-
ancedness constraint of binary puzzle is symmetric. Following this observation,
we derive the following result.
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Theorem 7.14. Let x1, . . . , xn be variables that represent n entries in a single
row/column of an n × n binary puzzle. The balancedness constraint of binary
puzzle is represented by the following polynomial over F2

1 +

n∑
i=1

n/2⪯i

σi,n(x1, . . . , xn).

Proof. Let f2 : Fn
2 7→ F2 be the Boolean function that represents the bal-

ancedness constraint of binary puzzle. Since f2 is a symmetric function, by
Proposition 7.7 the algebraic normal form of f2 can be written as

f2(x1, . . . , xn) =

n∑
i=0

λf2(i) · σi,n(x1, . . . , xn), λf2(i) ∈ F2.

The coefficients λf2(i) can be computed from the simplified value vector vf2 of
f2. The function vf2 is defined as

vf2(i) =

{
0 if i = n/2,

1 otherwise.

Recall that by Proposition 7.9, λf2(i) =
∑

k⪯i vf2(k). For a nonzero i, the
cardinality of the set {k | k ⪯ i,∀0 ≤ k ≤ n} is even. Because vf2(i) = 0 only
for i = n/2, then for all nonzero i, we have

λf2(i) =

{
0 n/2 ̸⪯ i

1 n/2 ⪯ i.

For i = 0, by definition λf2(0) = 1. Therefore

f2(x1, . . . , xn) = 1 +

n∑
i=1

n/2⪯i

σi,n(x1, . . . , xn).

■

Finally, the following theorem gives a polynomial representation for the dis-
tinctness constraint of binary puzzle. The proof is straightforward from the
definition of the distinctness constraint.

Theorem 7.15. Let x1, . . . , xn and y1, . . . , yn be variables that represent two
distinct rows (or columns) of an n × n binary puzzle. The polynomial repre-
sentation over F2 for the distinctness constraint of the binary puzzle is given
by

n∏
i=1

(xi + yi + 1). (7.5)

For 1 ≤ i, j ≤ n, let xi,j be variable that represent the value at row i and
column j of an n × n binary puzzle. The system of equations over F2 that
represent an n× n binary puzzle is
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xi,j+1xi,j+2 + xi,jxi,j+2 + xi,j+2 1 ≤ i ≤ n, 1 ≤ j ≤ n− 2
+xi,jxi,j+1 + xi,j+1 + xi,j + 1,

xi+1,jxi+2,j + xi,jxi+2,j + xi+2,j 1 ≤ j ≤ n, 1 ≤ i ≤ n− 2
+xi,jxi+1,j + xi+1,j + xi,j + 1,

1 +

n∑
k=1

n/2⪯k

σk,n(xi,1, . . . , xi,n), 1 ≤ i ≤ n

1 +

n∑
k=1

n/2⪯k

σk,n(x1,j , . . . , xn,j), 1 ≤ j ≤ n

n∏
k=1

(xi,k + xj,k + 1), 1 ≤ i < j ≤ n

n∏
k=1

(xk,i + xk,j + 1), 1 ≤ i < j ≤ n

x2
i,j + xi,j 1 ≤ i ≤ n, 1 ≤ j ≤ n.

The polynomials of the form x2
i + xi are added to the systems in order to

eliminate possible solutions in the set F2 \ F2, where F2 is the algebraic closure
of F2. If the value of t entries of an n× n binary puzzle are initially given, the
number of variables in the system can be reduced to n − t by substituting the
corresponding variables with their given values.

7.6 Polynomial Equations over Q (or Z)
One of the important parameters that determines the complexity of solving
system of equations is the degree of the polynomials in the system. In some
cases, such as the system of equations from block ciphers (see Subsection 2.3.1)
and in the proof of NP-completeness of MQ over F2 (Proposition 2.4), the degree
of polynomials in the system can be reduced by introducing some auxiliary
variables. In the case of binary puzzles, we ask if it is possible to reduce the
degree of some equations without introducing additional variables in the system.

Although it is natural to express all three constraints of a binary puzzle as
polynomials over F2, one may observe that the polynomials representing the
balancedness constraint can be simplified by working over a different ring, such
as Q or Z.

Theorem 7.16. Let x1, . . . , xn be variables that represent n cells in a single
row/column of an n × n binary puzzle. The second constraint of binary puzzle
is represented by the following polynomial over Q (or Z)

n∑
i=1

xi − n/2. (7.6)

Similarly, we can also express the distinctness constraint as polynomials over
Q (or Z) in the following theorem.

Theorem 7.17. Let x1, . . . , xn and y1, . . . , yn be variables that represent two
distinct rows (or columns) of an n × n binary puzzle. The polynomial over Q
(or Z) that represents the distinctness constraint of a binary puzzle is given by

n∏
i=1

(xi + yi − 1). (7.7)
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The remaining step is to obtain the polynomial over Q (or Z) that represents
the three-value constraint. While this may not be obvious from the definition of
the constraint, we can derive the polynomial representation over Q (or Z) from
the Boolean function (7.3) that represent the first constraint.

Theorem 7.18. Let x, y, z be variables that represent three adjacent cells (hor-
izontally or vertically) of an n× n binary puzzle. The three-value constraint of
binary puzzle is represented by the following polynomial over Q (or Z)

yz + xz − z + xy − y − x+ 1 (7.8)

Proof. Let φf1 be the pseudo Boolean function of f1 in (7.3). The numerical
normal form of f1 over Q (or Z) is the polynomial that represent the first
constraint of binary puzzle. The coefficients of the NNF of f1 can be computed
using φf1 and Proposition 7.2. One can verify that the NNF of f1 is equal to
(7.8). ■

In order to eliminate superfluous solutions, i.e., solutions that do not belong
to the set {0, 1} ⊂ Q (or {0, 1} ⊂ Z), we also add polynomials of the form
x2
i,j − xi,j to the system. Thus, the system of equations over Q (or Z) that

represents an n× n binary puzzle is equal to
xi,j+1xi,j+2 + xi,jxi,j+2 − xi,j+2 1 ≤ i ≤ n, 1 ≤ j ≤ n− 2

+xi,jxi,j+1 − xi,j+1 − xi,j + 1,
xi+1,jxi+2,j + xi,jxi+2,j − xi+2,j 1 ≤ j ≤ n, 1 ≤ i ≤ n− 2

+xi,jxi+1,j − xi+1,j − xi,j + 1,
n∑

j=1

xi,j − n/2, 1 ≤ i ≤ n

n∑
i=1

xi,j − n/2, 1 ≤ j ≤ n

n∏
k=1

(xi,k + xj,k − 1), 1 ≤ i ≤ n− 1, i+ 1 ≤ j ≤ n

n∏
k=1

(xk,i + xk,j − 1), 1 ≤ i ≤ n− 1, i+ 1 ≤ j ≤ n

x2
i,j − xi,j 1 ≤ i ≤ n, 1 ≤ j ≤ n.

The system of equations over Q (or Z) of an n × n binary puzzle serves as
an example where the degree of some polynomials in the system can be reduced
without introducing additional variables. However, this comes at the cost of
defining the polynomials over a different ring.

7.7 Solving Binary Puzzles using Gröbner Bases

In order to understand the applicability of Gröbner bases algorithm to solve
binary puzzles, it is necessary to perform some practical experiments. The ex-
periments must cover the system of equations of binary puzzle over F2, Q, and
Z. We will compare the performance and memory usage of existing implemen-
tation of Gröbner bases algorithm in various computer algebra system. These
results can shed some lights in understanding the cost of reducing the degree of
the polynomials when defined over F2, at the expense of defining them over Q
or Z.
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We ran the experiments on binary puzzles of size n = 6, 8, 10, 12, 14. For
each n, we took the first five (5) samples of binary puzzles classified under “very
hard” category from http://www.binarypuzzle.com/. The experiments were
executed on a single core Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz equipped
with 128GB of RAM.
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Figure 14: Average CPU time and memory usage of various implementations of
Gröbner bases algorithm to solve polynomial systems from n× n binary puzzles.

For system of polynomials over F2, we compared the implementation of
Gröbner bases algorithm in Magma [BCP97] and PolyBoRi/BRiAl∗ [BD09a].
Magma provided Gröbner bases algorithm for Boolean polynomials since ver-
sion 2.15.† PolyBoRi/BRiAl is an open-source implementation of Gröbner basis
algorithm with specialized data-structure for Boolean polynomials using Zero-
Suppressed Binary Decision Diagram (ZDD) [Min95]. We use the implementa-
tion of PolyBoRi/BRiAl inside SageMath [The18]. The results of the experiment
are available in Table 17.

For system of equations that represent 6× 6 and 8× 8 puzzles over F2, the
implementation of Gröbner bases algorithm in Magma consistently solved those
systems faster with less memory usage compared to PolyBoRi/BRiAl. However,
PolyBoRi/BRiAl solved the systems from binary puzzles of size n ≥ 10 much
faster and with much less memory usage than Magma, often by significant factor.
For instance, the system of equations from 10×10 binary puzzles were solved 1.14
up to 43.94 times faster and it used 1.52 up to 7.66 less memory than Magma
(with exception on the first and the last puzzle where the memory usage of
Magma is less than PolyBoRi/BRiAl). This efficiency of PolyBoRi/BRiAl is
even more obvious for system of equations from 14 × 14 binary puzzles, where
it solved the second and the third cases 418 and 226 times faster than Magma,
respectively. For the same case, the efficiency of its memory usage reached a
factor of 52 and 37 times less than Magma. For n = 12, Magma performed faster
than PolyBoRi/BRiAl only for the fourth case by a factor of 1.86 but with 1.06
times more memory. The remaining four cases were solved by PolyBoRi/BRiAl
by a factor ranging from 3.49 up to 10.16 times faster and up to 3.3 times less
memory usage than Magma.

However, it is not possible to draw a conclusion why PolyBoRi/BRiAl per-
formed significantly better than Magma to solve system of equations from binary

∗ https://github.com/BRiAl/BRiAl
† http://magma.maths.usyd.edu.au/magma/handbook/text/1213#13600

http://www.binarypuzzle.com/
https://github.com/BRiAl/BRiAl
http://magma.maths.usyd.edu.au/magma/handbook/text/1213#13600
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puzzles with n ≥ 10 over F2. While much can be said about the internal im-
plementation of PolyBoRi/BRiAl, this is not the case with Magma due to its
closed-source nature.

For system of equations over Q and Z, we compared the implementations of
Gröbner bases algorithm in Magma and Singular [DGPS18]. The experiments
were limited to n = 6, 8 and the results are given in Table 18 and Table 19.
For n ≥ 10, the computation of Magma exceeded two-weeks time for one single
instance of polynomial system and some of the computation of Singular were
terminated because the process ran out of memory. At this point we can al-
ready see that reducing the degree of polynomials over F2 at the expense of
defining them as polynomials over Q and Z does not gain any practical advan-
tage to compute the Gröbner bases of the corresponding polynomial ideal. We
summarized the result in Figure 14.

Note that solving a binary puzzle using Gröbner bases algorithm is not the
most efficient method to obtain a solution for a binary puzzle. In [UM17], the
authors demonstrated that backtrack-based search and SAT solvers are better
approach to solve a binary puzzle than using Gröbner bases algorithm. The
advantage of using Gröbner bases is it allows a parametrization of the set of
solutions and it helps to show which cells from a configuration of a binary
puzzle that has multiple solutions.

7.8 Scope and Limitations

The scope of the modelling of binary puzzles presented in this chapter, formu-
lated as systems of equations, does not allow a direct comparison with M4GB
algorithm. This is because the current implementation of the M4GB algorithm
is tailored for quadratic, dense systems of equations defined over an odd prime
field or a proper extension of F2. In contrast, the systems of equations arising
from binary puzzles are sparse, of higher degree, and defined over the binary
field, the integer ring, or the field of rational number.

Furthermore, a complexity analysis of solving binary puzzles via Gröbner
bases is intentionally omitted. Such analysis would only be meaningful for
specific instances of the puzzle, and since different instantiations yield different
systems of equations, the resulting complexity estimates would vary accordingly.
Consequently, this approach would not provide a representative measure of the
average computational complexity of solving binary puzles using Gröbner bases
algorithm.
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6× 6 8× 8

PolyBoRi Magma PolyBoRi Magma

Time Memory Time Memory Time Memory Time Memory

2.19 s 262.6 MB 0.04 s 32.1 MB 2.45 s 263.3 MB 1.73 s 64.1 MB
2.12 s 262.4 MB 0.06 s 32.1 MB 2.35 s 263 MB 0.18 s 32.1 MB
2.22 s 261.4 MB 0.04 s 32.1 MB 2.49 s 262.3 MB 0.14 s 32.1 MB
2.10 s 261.3 MB 0.03 s 32.1 MB 2.48 s 261.8 MB 0.32 s 32.1 MB
2.19 s 263 MB 0.02 s 32.1 MB 2.65 s 261.9 MB 0.14 s 32.1 MB

10× 10

PolyBoRi Magma

Time Memory Time Memory

3.84 s 264.4 MB 15.45 s 250.8 MB
61.7 s 490.9 MB 1325.1 s 3761.1 MB
4.23 s 264.7 MB 51.38 s 401.5 MB
5.68 s 267.6 MB 249.56 s 1074.8 MB
2.94 s 263.9 MB 3.36 s 198.9 MB

12× 12

PolyBoRi Magma

Time Memory Time Memory

17.34 s 320.9 MB 60.46 s 1011.6 MB
4.10 s 265.5 MB 18.01 s 545.7 MB
4.72 s 265.5 MB 36.77 s 725.5 MB

119.86 s 756.0 MB 64.13 s 804.7 MB
4.19 s 266.3 MB 42.56 s 878.3 MB

14× 14

PolyBoRi Magma

Time Memory Time Memory

386.32 s 1659.5 MB 1238 s 6880.75 MB
11.85 s 279 MB 4962 s 14554.69 MB
9.32 s 275.3 MB 2111 s 10292.16 MB

401.83 s 2161.5 MB 903 s 4422.66 MB
823.32 s 3563.1 MB 1667 s 8539.16 MB

Table 17: Comparison of CPU time and memory usage to solve binary puzzles us-
ing Gröbner bases algorithms for Boolean polynomials implemented in PolyBoRi and
Magma.
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6× 6

Singular Magma

Time Memory Time Memory

1.84 s 226.46 MB 0.46 s 35.4 MB
1.83 s 225.14 MB 0.46 s 38.3 MB
1.74 s 225.80 MB 0.27 s 28.9 MB
1.84 s 225.54 MB 0.63 s 38.9 MB
1.87 s 224.48 MB 0.45 s 33.6 MB

8× 8

Singular Magma

Time Memory Time Memory

61.59 s 350.24 MB 61.84 s 2075.59 MB
5.32 s 245.12 MB 214.57 s 4033.69 MB
2.26 s 233.37 MB 4.57 s 152.12 MB
3.19 s 237.69 MB 12.19 s 488.4 MB
2.83 s 234.84 MB 5.72 s 158.35 MB

Table 18: Comparison of CPU time and memory usage to solve binary puzzles as
polynomials equations over Q using implementation of Gröbner bases in Singular and
Magma.

6× 6

Singular Magma

Time Memory Time Memory

2.32 s 234.14 MB 0.38 s 43.84 MB
2.04 s 231.65 MB 0.54 s 46.43 MB
1.94 s 230.73 MB 0.24 s 30.07 MB
2.05 s 230.05 MB 0.41 s 44.64 MB
1.95 s 229.97 MB 0.22 s 35.88 MB

8× 8

Singular Magma

Time Memory Time Memory

3.12 s 293.86 MB 778713 s 53762.45 MB
2.34 s 253.30 MB 4248.12 s 7486.61 MB
2.34 s 247.43 MB 88.04 s 203.57 MB
2.35 s 249.87 MB 336.85 s 1386.29 MB
3.98 s 266.30 MB 112.95 s 460.86 MB

Table 19: Comparison of CPU time and memory usage to solve binary puzzles as
polynomials equations over Z using implementation of Gröbner bases in Singular and
Magma.
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The main object studied in this chapter is the multi-output Boolean func-
tions, that is functions from Fn

2 to Fm
2 for some positive integers n and m. Such

functions are called vectorial Boolean functions. The vectorial Boolean func-
tions arise in many aspect of symmetric-key primitives, from S-Boxes, round
functions, block ciphers, hash functions, etc. Many criteria have been developed
to evaluate their suitability for cryptographic purposes. For instance, to design
a block cipher immune against linear cryptanalysis [Mat93] the S-Boxes used
must have high nonlinearity [Nyb92]. Another criterion is related to immunity of
a primitives against differential cryptanalysis [BS90], where the S-Boxes should
have low differential uniformity [Nyb93]. In addition to the two previous criteria,
the absence of linear structures [MS89b] is another criterion which was recently
shown to be related with differential-linear cryptanalysis [CKL+19, BDKW19].

In this chapter we shall present the relation among cryptographic criteria
of vectorial Boolean functions and their corresponding multivariate ideals. We
focus on the (non)linearity, differential, and autocorrelation of vectorial Boolean
functions. We also establish the relation between the Walsh transform as well as
Fourier transform with properties of multivariate ideals. Moreover, we exhibit
new algorithms to compute the bias of a linear approximation, the probability
of a differential, and the autocorrelation of the component functions using a
Gröbner bases algorithm.

Generous examples are provided to illustrate the important results. We
provide an open-source SageMath [The18] module Gbsbox to facilitate the
verification of examples and to stimulate the research on this area. The module
is available for download in the following link

https://github.com/rusydi/gbsbox.

We begin this chapter by describing necessary terminologies, notations, and
well-known results from computational commutative algebra and Boolean func-
tions in Section 8.1. This will be followed by Section 8.2, which describes the
relation between properties of a vectorial Boolean function relevant for linear
cryptanalysis and its corresponding ideal. An algorithm to compute the bias of
a linear approximation based on a Gröbner basis algorithm is described in the
same section. Section 8.3 presents the relation between properties of a vectorial
Boolean function relevant for differential cryptanalysis and its corresponding
ideal. The same section also explains an algorithm to compute the probability
of a differential using a Gröbner basis algorithm. The relation of the ideal of
a vectorial Boolean function with the notions of autocorrelation is described in
Section 8.4.

https://github.com/rusydi/gbsbox
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Related Work

To the best of our knowledge, the connection between computational commuta-
tive algebra and cryptographic properties of vectorial Boolean functions remains
underexplored to this date. The closest related works that we found are due to
Bellini, Simonetti, and Sala [BSS14] as well as the work of Bellini, Mora, and
Sala [BMS16]. Both papers proposed new algorithms to compute the nonlin-
earity of Boolean functions using Gröbner bases algorithms, where the latter is
an improvement of the former.

Our work differs from [BSS14, BMS16] in two respects. Firstly, their re-
sults as a mapping Fn

2 7→ Fm
2 are restricted for the case m = 1, while the

results in this chapter holds for any positive integers n,m. Secondly, the ap-
plications of Gröbner bases in [BSS14, BMS16] are limited within the context
of (non)linearity, while this work proposes new applications of Gröbner bases
related to the notions of (non)linearity, differential and autocorrelation.

Another related work is by Samardjiska and Gligoroski [SG14]. In their work,
the authors employ (non)linearity measures that are typically used to assess the
security of symmetric-key primitives to redefine certain properties of MPKCs.
Their framework enables a generalization of several known attacks on MPKC
schemes and offers insights into the factors that determine their effectiveness.

The differences between the results in this chapter and those in [SG14] are
twofold. First, while the work in [SG14] draws upon the notions from symmetric-
key cryptography to analyze MPKC schemes, our work takes the opposite di-
rection: we apply notions from computational commutative algebra, typically
used in the analysis of MPKCs, to investigate the properties of functions used
in symmetric-key cryptography. Second, whereas [SG14] mainly focuses on the
notion of (non)linearity, this chapter extends the discussion to include not only
(non)linearity, but also differential property and autocorrelation.

8.1 Notations and Preliminaries

Let F ⊆ R = F[x1, . . . , xn] be a nonempty subset of R. The main results in this
chapter are relevant for F = F2 but the propositions in this section are true for
any field F or any finite field Fq. We allow a mixed notation and write ⟨F, f⟩
for an ideal generated by F ∪ f where f ∈ R. For any residue class ring R/I
modulo an ideal I ⊆ R, we denote by dimF(R/I) the dimension of R/I as an
F-vector space. The set of zeros of F ⊆ R in an extension field E of F is denoted
by VE(F ) = {v ∈ En : f(v) = 0,∀f ∈ F}.

Proposition 8.1. For any ideal {0} ≠ I ⊂ R, we define RM(I) = M(R)\LM(I)
the set of reduced monomials w.r.t. I. Then

RM(I) = {m ∈ M(R) : s ∤ m,∀s ∈ LM(I)}
= {m ∈ M(R) : s ∤ m,∀s ∈ LM(G)}

where G is a Gröbner basis of I.

Proof. See the proof of Lemma 6.51 in [BW93, pg. 272]. ■

Proposition 8.2. The set {m+ I : m ∈ RM(I)} is a basis of the F-vector space
R/I.
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Proof. See the proof of Proposition 6.52 in [BW93, pg. 273]. ■

Proposition 8.3. Let F be an algebraic closure of the field F and assume that
I ⊂ R is a zero-dimensional ideal. Then

|VF(I)| ≤ dimF(R/I).

Moreover, if F has characteristic zero or is a finite field and I is a radical ideal,
then the equality holds.∗

Proof. See the proof of Theorem 8.32 in [BW93, pg. 348] ■

Definition 8.4. For any polynomial ring R = Fq[x1, . . . , xn] defined over a
finite field Fq, we define the set of field polynomials of R as

FP(R) = {xq
i − xi : i = 1, . . . , n}.

Proposition 8.5. If I is an ideal of R = Fq[x1, . . . , xn] where FP(R) ⊆ I, then
the following holds

1. I is a zero-dimensional ideal,

2. I is a radical ideal,

3. VFq (I) = VFq
(I).

Proof. The proof of 1) follows from 5) in Proposition 3.46. The proof of 2) is
immediate from Proposition 3.51. Finally, 3) is true since FP(R) ⊆ I implies
that VFq

(I) ⊆ VFq (I). ■

In the pseudo-code of algorithms described in this chapter, the algorithm
ReducedMonomials(G) takes a Gröbner basis G of a zero-dimensional ideal
I ⊆ R and returns the set of reduced monomials of I. We provide the description
of ReducedMonomials in Algorithm 8.1. The pseudo-code is adapted from
the RedTerms algorithm in [BW93, pg. 424]. The algorithm maintain the
set R of intermediate reduced monomials. In each iteration i, it multiplies
all monomials in R by xi, x

2
i , . . . , x

ki
i . The resulting non-reducible monomial

product is then added to R.
For the rest of this chapter, we will work with the binary field F2. For

any v = (v1, . . . , vn) ∈ Fn
2 , we sometimes write v as an integer

∑n
i=1 vi2

i−1

in hexadecimal format using teletype font family (e.g, v = (0, 1, 1, 1) ∈ F4
2

can be written as E). The Hamming weight of v is denoted by wt(v) and the
concatenation of v with w = (w1, . . . , wm) ∈ Fm

2 is denoted by (v ∥ w) =
(v1, . . . , vn, w1, . . . , wm). For any Boolean function f : Fn

2 7→ F2, we denote the

Z-valued function of f as f̂ . We also define the Hamming weight of a Boolean
function f : Fn

2 7→ F2 as wt(f) = |{v ∈ Fn
2 : f(v) ̸= 0}|. For any b ∈ Fm

2

and S : Fn
2 7→ Fm

2 , we define Sb(x) = b · S(x) as a component functions of S,
where “·” denotes the dot product vector. We call the function S0 the trivial
component function of S. For any ej ∈ Fm

2 , where ej denotes a vector with a 1
in its j-th coordinate and 0 otherwise, we call Sej the j-th coordinate function
of S.

∗ This proposition can be generalized to any perfect field F (see Definition 3.52 for the definition
of perfect field).
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Input: A Gröbner basis G of a zero-dimensional ideal I ⊆ F[x1, . . . , xn]
Output: The set RM(I) of reduced monomials of I

1 R← {1}
2 for i = 1 to n do
3 M ← R
4 ki ← max({ei : xe1

1 · · ·x
ei
i · · ·xen

n ∈ LM(G)})
5 while M ̸= {} do
6 m← Select(M)
7 M ←M \ {m}
8 for l = 1 to ki do
9 m← m · xi

10 if ∀g ∈ G : LM(g) ∤ m then
11 R← R ∪ {m}

12 return R

Algorithm 8.1: Algorithm ReducedMonomials.

Definition 8.6. Let f be an n-variable Boolean function. The Fourier trans-
form Ff : Fn

2 7→ Z and the Walsh transform Wf : Fn
2 7→ Z of f are defined

as

Ff (u) =
∑
v∈Fn

2

f̂(v) · (−1)u·v, Wf (u) =
∑
v∈Fn

2

(−1)f̂(v) · (−1)u·v.

Proposition 8.7. Let f be an n-variable Boolean function. We have the fol-
lowing relation

Ff (u) = 2n−1δ(u)− 1

2
· Wf (u)

where δ(u) = 1 if u = 0 and 0 otherwise.

Proof. See the proof of Lemma 2.9 in [CS09, pg. 9]. ■

The primary theme of this chapter is the relation between cryptographic
properties of S and ideals in multivariate polynomial ring. The variables of
the input and output of S are denoted using xi, yj respectively. A system of
equations that defines S is given by the set

FS = {yj + hj(x1, . . . , xn) : 1 ≤ j ≤ m} ⊂ F2[x1, . . . , xn, y1, . . . , ym]

where hj(x1, . . . , xn) is the algebraic normal form of Sej . We refer to the set
FS as the algebraic normal form of S.

Throughout this chapter, we also provide examples to illustrate the main
results. All examples use the mapping defined in Table 20 and its algebraic
normal form consists of the following polynomials

y1 + x1x2x3 + x1x3 + x1 + x2 + x3x4,

y2 + x1x2x4 + x1x2 + x1x3x4 + x1x3 + x1 + x2x3x4 + x2x4 + x3 + x4,

y3 + x1x2x4 + x1x2 + x1x3 + x2x3x4 + x2x3 + x2 + x3 + x4,

y4 + x1x2x3 + x1x2 + x1x3x4 + x1x3 + x2x3 + x3x4 + x4.
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x 0 1 2 3 4 5 6 7 8 9 A B C D E F

S(x) 0 3 5 8 6 A F 4 E D 9 2 1 7 C B

Table 20: An example of S : F4
2 7→ F4

2.

8.2 Multivariate Ideals and Linear Property

In this section we shall prove the result stated in Theorem 1.3. The result
establishes a relation between ideals in multivariate polynomial ring and prop-
erties of vectorial Boolean functions relevant for linear cryptanalysis [Mat93].
Linear cryptanalysis studies linear relations among parity bits of the plaintext,
the ciphertext, and the secret key that holds with a certain probability. If there
exists such relation with high probability, an attacker can estimate the parity
bit of the key using the parity bits of known plaintexts and their corresponding
ciphertexts. Formally, let E : Fn

2 × Fk
2 7→ Fn

2 where Fk
2 is the key space and for

any fix k ∈ Fk
2 we define Ek(x) = E(x,k). The goal of linear cryptanalysis is

to find a linear expression of the following form

a · v + b · Ek(v) = c · k a, b ∈ Fn
2 , c ∈ Fk

2

that holds with probability p ̸= 1/2 for randomly given plaintext v and its
corresponding ciphertext Ek(v). Clearly, the effectiveness of linear cryptanalysis
depends on the magnitude of |p − 1/2|. Once such approximation is found, it
is possible to determine the value of c · k based on the maximum likelihood
method (see Algorithm 1 of [Mat93]).

The probability of a linear approximation on S : Fn
2 7→ Fm

2 with input mask
a ∈ Fn

2 and output mask b ∈ Fm
2 is equal to

Pr[a · x = b · S(x)] = 2−n · |{v ∈ Fn
2 : a · v = b · S(v)}|.

and we refer to the value Pr[a · x = b · S(x)] − 1/2 as the bias of the linear
approximation. If n,m are relatively small, we can enumerate the bias of all
possible linear approximations on S and store the corresponding numerator in a
2n × 2m linear approximation table of S. The entry at row a ∈ Fn

2 and column
b ∈ Fm

2 of the linear approximation table of S is defined as

λS(a, b) = |{(v ∥ S(v)) ∈ Fn+m
2 : a · v = b · S(v)}| − 2n−1.

An example of a linear approximation table is provided in Table 21.

Definition 8.8 (Linear ideal). Let S : Fn
2 7→ Fm

2 and let R be the poly-
nomial ring F2[x1, . . . , xn, y1, . . . , ym]. For any a = (a1, . . . , an) ∈ Fn

2 , b =
(b1, . . . , bm) ∈ Fm

2 we define the linear ideal λIS(a, b) ⊆ R of S with input mask
a and output mask b as

λIS(a, b) =

〈
FS ,

n∑
i=1

aixi +

m∑
j=1

bjyj ,FP(R)

〉
where FS ⊂ R is the algebraic normal form of S.

Theorem 8.9. Let S : Fn
2 7→ Fm

2 and R = F2[x1, . . . , xn, y1, . . . , ym]. The bias
of a linear approximation on S with input mask a ∈ Fn

2 and output mask b ∈ Fm
2

is equal to
2−n · (dimF2(R/λIS(a, b))− 2n−1).
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0 1 2 3 4 5 6 7 8 9 A B C D E F

0 8 - - - - - - - - - - - - - - -
1 - - 2 -2 -2 -2 4 - - - 2 -2 2 2 - 4
2 - - -2 -2 - - 2 2 2 -2 - 4 2 -2 4 -
3 - 4 - - 2 -2 2 2 2 2 2 -2 - - - -4
4 - - 2 -2 2 2 - 4 - - -2 2 2 2 -4 -
5 - - - - - - - - - - 4 4 -4 4 - -
6 - - - 4 -2 -2 -2 2 -2 2 2 2 4 - - -
7 - 4 -2 2 - 4 2 -2 -2 -2 - - 2 2 - -
8 - 2 - 2 - 2 - 2 2 - 2 - -2 -4 -2 4
9 - -2 -2 - -2 4 - 2 2 4 - -2 - 2 2 -
A - 2 -2 - 4 -2 -2 - - 2 -2 - - 2 2 4
B - 2 4 2 -2 - 2 - - 2 -4 2 -2 - 2 -
C - -2 2 4 2 - - 2 2 -4 - -2 - 2 2 -
D - 2 4 -2 - 2 -4 -2 2 - 2 - 2 - 2 -
E - -2 - 2 2 - 2 -4 4 2 - 2 2 - -2 -
F - -2 2 - 4 2 2 - -4 2 2 - - -2 2 -

Table 21: Linear approximation table of S defined in Table 20. The entries denoted
by ’-’ are equal to zero.

Proof. Let a = (a1, . . . , an) ∈ Fn
2 and b = (b1, . . . , bm) ∈ Fm

2 . Suppose that the
system of equations F = FS ∪ {

∑n
i=1 aixi +

∑m
j=1 bjyj} ∪ FP(R) has a solution

in Fn+m
2 . We claim that

VF2
(λIS(a, b)) = {(v ∥ w) ∈ Fn+m

2 : v ∈ Fn
2 ,w = S(v) and∑n

i=1 aivi +
∑m

j=1 bjwj = 0}.

Let u = (u1, u2, . . . , un+m) ∈ VF2
(λIS(a, b)). Since VF2

(λIS(a, b)) = VF2
(F ),

then f(u) = 0 for all f ∈ F . This implies that (un+1, . . . , un+m) = S(u1, . . . , un)
(by the definition of FS) and

∑n
i=1 aiui +

∑m
j=1 bjun+j = 0. The converse

inclusion is obvious since the condition w = S(v) implies f(v ∥ w) = 0 for
all f ∈ FS and clearly (v ∥ w) is a solution for the polynomial

∑n
i=1 aixi +∑m

j=1 bjyj . Thus, (v ∥ w) ∈ VF2(F ) = VF2(λIS(a, b)).
Since FP(R) ⊂ λIS(a, b), by 1) and 2) of Proposition 8.5, the ideal λIS(a, b)

is zero-dimensional and radical. We then have the following relation

|VF2
(λIS(a, b))| = dimF2(R/λIS(a, b)) = |VF2(λIS(a, b))|.

where the first equality is implied by Proposition 8.3 and the second equality is
implied by 3) of Proposition 8.5. Therefore we have

λS(a, b) = dimF2
(R/λIS(a, b))− 2n−1 (8.1)

and the bias of the linear approximation is equal to 2−n · (dimF2(R/λIS(a, b))−
2n−1). ■

In the following lemma, for a given a ∈ Fn
2 , we denote by ℓa the n-variable

Boolean function ℓa(x) = a ·x and for any n-variable Boolean functions f, g we
define d(f, g) = |{x ∈ Fn

2 : f(x) ̸= g(x)}| to be the Hamming distance of f and
g.

Lemma 8.10. Let S : Fn
2 7→ Fm

2 . We have the following equality

WSb
(a) = 2n − 2 · d(Sb, ℓa).
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Proof. Recall that WSb
(a) =

∑
x∈Fn

2
(−1)Ŝb(x)(−1)ℓ̂a(x). For any x ∈ Fn

2 such

that Sb(x) = ℓa(x) we have (−1)Ŝb(x)(−1)ℓ̂a(x) = 1 and −1 otherwise. The
number of −1 in the summation is equal to |{x ∈ Fn

2 : Sb(x) ̸= ℓa(x)}| =
d(Sb, ℓa). On the other hand, the number of +1 in the summation is equal to
2n − d(Sb, ℓa). Therefore WSb

(a) = 2n − 2 · d(Sb, ℓa). ■

Theorem 8.11. Let S : Fn
2 7→ Fm

2 and R = F2[x1, . . . , xn, y1, . . . , ym]. For any
b ∈ Fm

2 , we have the following

WSb
(a) = 2 · dimF2

(R/λIS(a, b))− 2n, (8.2)

FSb
(a) = 2n−1(δ(a) + 1)− dimF2(R/λIS(a, b)) (8.3)

where δ(a) = 1 if a = 0 and 0 otherwise.

Proof. By the definition of λS(a, b), we can express it as

λS(a, b) = |{(v ∥ S(v)) ∈ Fn+m
2 : a · v = b · S(v)}| − 2n−1

= 2n − d(Sb, ℓa)− 2n−1

= 2n−1 − d(Sb, ℓa)

and by Lemma 8.10 we have WSb
(a) = 2 · λS(a, b). From this, the proof of

(8.2) is immediate from (8.1), i.e.,

WSb
(a) = 2 · λS(a, b) = 2 · dimF2

(R/λIS(a, b))− 2n.

The proof of (8.3) is a straightforward implication of Proposition 8.7 and (8.2).
■

Input: A vectorial Boolean function S : Fn
2 7→ Fm

2

Input: An input mask a ∈ Fn
2

Input: An output mask b ∈ Fm
2

Output: The bias of the linear approximation a · x = b · S(x).
1 R ← F2[x1, . . . , xn, y1, . . . , ym]
2 FS ← Algebraic Normal Form of S
3 λIS(a, b)← ⟨FS ,

∑n
i=1 aixi +

∑m
j=1 bjyj ,FP(R)⟩

4 G← GröbnerBasis(λIS(a, b))
5 RM(λIS(a, b))← ReducedMonomials(G)
6 return 2−n · (|RM(λIS(a, b))| − 2n−1)

Algorithm 8.2: An algorithm to compute the bias of a linear approxi-
mation on S using a Gröbner bases algorithm.

Theorem 8.12. Given S : Fn
2 7→ Fm

2 , a ∈ Fn
2 and b ∈ Fm

2 , Algorithm 8.2
computes the bias of a linear approximation on S with input mask a and output
mask b.

Proof. Termination: Since each step in line 1-4 terminates, then eventually the
algorithm terminates.∗

∗ The termination of a Gröbner bases algorithm is due to the Noetherianity ofR (see for example
the proof of Theorem 2 in [CLO15, pg. 91]) and the termination of ReducedMonomials is
due to the fact that the ideal λIS(a, b) is zero-dimensional (see Proposition 8.1 and 4) of
Proposition 3.46).
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Correctness: By Proposition 8.2, the set {m + λIS(a, b) : m ∈ RM(λIS(a, b))}
is a basis of the F2-vector space R/λIS(a, b). It follows from Theorem 8.9,
that the bias of the linear approximation a · x = b · S(x) is equal to 2−n ·
(|RM(λIS(a, b))| − 2n−1). ■

Example 8.13. Let S be the mapping defined in Table 20. Let a = F =
(1, 1, 1, 1), b = 8 = (0, 0, 0, 1) and I = λIS(a, b). The reduced Gröbner basis of
the ideal I w.r.t. degree-reverse lexicographic ordering consists of the following
polynomials

y21 + y1, y2y4 + y2, x3 + y1 + y2 + y4,
y1y2, y24 + y4, x4 + y1 + y4,
y22 + y2, x1, y3 + y4,
y1y4, x2 + y2 + y4.

The basis of the F2-vector space R/I is the following

{y4 + I, y2 + I, y1 + I, 1 + I}.

Therefore λS(F, 8) = dimF2
(R/I)− 23 = −4 (see also Table 21).

8.3 Multivariate Ideals and Differential Property

In this section we present relations between ideals in multivariate polynomial
ring and properties of vectorial Boolean functions that are relevant for differ-
ential cryptanalysis. Differential cryptanalysis is one class of attacks applicable
to wide-range of symmetric-key primitives, particularly block ciphers and hash
functions. The attack studies how a difference in two inputs to a vectorial
Boolean function affects differences of their corresponding outputs. The com-
mon difference operation is bitwise exclusive-or (XOR) operation, which corre-
sponds to vector addition in Fn

2 . This is also the difference operation considered
throughout this chapter.

Let α ∈ Fn
2 ,β ∈ Fm

2 be differences in the input and output of S : Fn
2 7→ Fm

2

respectively. We refer to the pair (α,β) as a differential of S and its probability
is defined as

Pr[α
S−→ β] =

|{v ∈ Fn
2 : S(v +α) + S(v) = β}|

2n
=

δS(α,β)

2n
.

Note that for small n,m, the values (δS(α,β))α∈Fn
2 ,β∈Fm

2
are typically stored

in a two-dimensional array called the difference distribution table of S. An
example of a difference distribution table is provided in Table 22. Another
relevant parameter to determine the resistance of a vectorial Boolean function
against differential cryptanalysis is differential uniformity [Nyb93].

Definition 8.14. Let S : Fn
2 7→ Fm

2 . The function S has differential uniformity
equal to δS if

δS = max
0̸=α∈Fn

2 ,β∈Fm
2

δS(α,β).

In order to study the properties relevant for differential cryptanalysis, we
first need to construct the required polynomial ring. Recall that in differential
cryptanalysis, we consider two inputs to a vectorial Boolean function S : Fn

2 7→
Fm
2 . Let x′

1, . . . , x
′
n and x′′

1 , . . . , x
′′
n be two sets of variables that represent two



139 8.3 Multivariate Ideals and Differential Property

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 − − − − − − − − − − − − − − −
1 − − − 4 − − 2 2 − − − 4 2 2 − −
2 − − − − − 2 − 2 − 2 − 2 2 2 2 2
3 − − 2 − 2 2 2 − 2 − 2 2 2 − − −
4 − − − − − 2 2 − − 4 4 − 2 − − 2
5 − 2 2 − − 2 − 2 − 2 2 − 2 − 2 −
6 − − 4 2 − 2 2 2 2 − − − − − − 2
7 − 2 − 2 2 2 − − − − − − 2 − 4 2
8 − − − 2 − − − 2 − − 2 − 2 2 4 2
9 − 4 − − 2 − − 2 2 − − 2 − 4 − −
A − 4 − 2 − 2 − − − 2 2 2 − − 2 −
B − − 2 − − 2 4 − 4 − 2 − − 2 − −
C − 2 − 2 2 − 4 2 2 2 − − − − − −
D − − 2 − 4 − − 2 − − − 2 − 4 2 −
E − 2 − − 2 − − − 4 2 − − 2 − − 4
F − − 4 2 2 − − − − 2 2 2 − − − 2

Table 22: Difference distribution table of S defined in Table 20. The entries denoted
by ’−’ are equal to zero.

inputs to S. Their respective output are denoted by variables y′1, . . . , y
′
m and

y′′1 , . . . , y
′′
m. Thus, for notions related to differential cryptanalysis, we will use

the following ring

R = F2[x
′
1, . . . , x

′
n, y

′
1, . . . , y

′
m, x′′

1 , . . . , x
′′
n, y

′′
1 , . . . , y

′′
m]. (8.4)

However, we stress that the results of this chapter are independent from the
choice of variable ordering and the monomial ordering in R.

Definition 8.15 (Differential ideal). Let S : Fn
2 7→ Fm

2 and let R be a polynomial
ring defined in (8.4). For any α = (α1, . . . , αn) ∈ Fn

2 ,β = (β1, . . . , βm) ∈ Fm
2

we define the differential ideal δIS(α,β) ⊆ R of S w.r.t. the differential (α,β)
as

δIS(α,β) = ⟨F ′
S , F

′′
S , {x′

i + x′′
i + αi : 1 ≤ i ≤ n},

{y′j + y′′j + βj : 1 ≤ j ≤ m},FP(R)⟩

where F ′
S and F ′′

S are the sets of polynomials that represent S in variables x′
i, y

′
j

and x′′
i , y

′′
j respectively.

Theorem 8.16. Let S : Fn
2 7→ Fm

2 and let R be a polynomial ring defined
in (8.4). The probability of a differential (α,β) ∈ Fn

2 × Fm
2 is equal to

Pr[α
S−→ β] =

dimF2(R/δIS(α,β))

2n
.

Proof. Let α = (α1, . . . , αn) ∈ Fn
2 and β = (β1, . . . , βm) ∈ Fm

2 . Suppose that
the following system of equations

F = F ′
S ∪F ′′

S ∪ {x′
i + x′′

i +αi : 1 ≤ i ≤ n} ∪ {y′j + y′′j + βj : 1 ≤ j ≤ m} ∪ FP(R)

has a solution in F2(n+m)
2 . Let ∆S(α,β) be the following set

∆S(α,β) = {(v ∥ S(v) ∥ v +α ∥ S(v +α)) : v ∈ Fn
2 , S(v +α) + S(v) = β}.



140 8.3 Multivariate Ideals and Differential Property

We will first show that VF2
(δIS(α,β)) = ∆S(α,β).

Let u = (u1, . . . , u2(n+m)) ∈ VF2
(δIS(α,β)). Since VF2

(δIS(α,β)) =
VF2

(F ) then f(u) = 0 for all f ∈ F . Thus, (un+1, . . . , un+m) = S(u1, . . . , un)
by the definition of F ′

S , (un+m+1, . . . , u2n+m) = (u1 + α1, . . . , un + αn) due
to ui + un+m+i + αi = 0 for 1 ≤ i ≤ n, and (u2n+m+1, . . . , u2(n+m)) =
S(un+m+1, . . . , u2n+m) by the definition of F ′′

S such that un+j+u2n+m+j+βj = 0
for 1 ≤ j ≤ m. Conversely, let (v ∥ S(v) ∥ v+α ∥ S(v+α)) ∈ ∆S(α,β) where
v ∈ Fn

2 . Clearly f ′(v ∥ S(v)) = 0 for all f ′ ∈ F ′
S and f ′′(v +α ∥ S(v +α)) = 0

for all f ′′ ∈ F ′′
S . Similarly, (v ∥ v+α) is a solution of x′

i+x′′
i +αi for 1 ≤ i ≤ n

and (S(v) ∥ S(v + α)) is also a solution for y′j + y′′j + βj = 0 for 1 ≤ j ≤ m
by the condition S(v +α) + S(v) = β. Thus (v ∥ S(v) ∥ v +α ∥ S(v +α)) ∈
VF2

(F ) = VF2
(δIS(α,β)).

Since FP(R) ⊂ δIS(α,β), by 1) and 2) of Proposition 8.5, the ideal δIS(α,β)
is zero-dimensional and radical. We then have the following relation

|VF2
(δIS(α,β))| = dimF2

(R/δIS(α,β)) = |VF2
(δIS(α,β))|

where the first equality is an implication of Proposition 8.3 and the second
equality is an implication of 3) in Proposition 8.5. Since it is trivial to see that
δIS(α,β) = |∆S(α,β)|, therefore we have the following

δS(α,β) = dimF2
(R/δIS(α,β)). (8.5)

■

Remark 8.17. From (8.5) and Definition 8.14, computing the differential uni-
formity of S is equivalent to finding an F2-vector space R/δIS(α,β), for 0 ̸=
α ∈ Fn

2 and β ∈ Fm
2 , of maximum dimension.

In the following, we shall apply the result from Theorem 8.16 to compute
the probability of a differential using a Gröbner basis algorithm.

Theorem 8.18. Given S : Fn
2 7→ Fm

2 and a differential (α,β) ∈ Fn
2 × Fm

2 ,
Algorithm 8.3 computes the differential probability of (α,β).

Input: A vectorial Boolean function S : Fn
2 7→ Fm

2

Input: A differential (α,β) ∈ Fn
2 × Fm

2

Output: The probability Pr[α→S β]
1 R ← F2[x

′
1, . . . , x

′
n, y

′
1, . . . , y

′
m, x′′

1 , . . . , x
′′
n, y

′′
1 , . . . , y

′′
m]

2 F ′
S ← Algebraic Normal Form of S in x′

1, . . . , x
′
n, y

′
1, . . . , y

′
m

3 F ′′
S ← Algebraic Normal Form of S in x′′

1 , . . . , x
′′
n, y

′′
1 , . . . , y

′′
m

4 A← {x′
i + x′′

i + αi : 1 ≤ i ≤ n}
5 B ← {y′j + y′′j + βj : 1 ≤ j ≤ m}
6 δIS(α,β)← ⟨F ′

S , F
′′
S , A,B,FP(R)⟩

7 G← GröbnerBasis(δIS(α,β))
8 RM(δIS(α,β))← ReducedMonomials(G)
9 return |RM(δIS(α,β))|/2n

Algorithm 8.3: An algorithm to compute the probability of a differen-
tial on S using a Gröbner bases algorithm.



141 8.4 Multivariate Ideals and Autocorrelation

Proof. Termination : The termination of the above algorithm is obvious since
the computation of algebraic normal form of S, Gröbner basis of δIS(α,β),
and the ReducedMonomials terminates where the latter is due to the ideal
δIS(α,β) being a zero-dimensional.
Correctness : By Proposition 8.2, the set {m+ δIS(α,β) : m ∈ RM(δIS(α,β))}
is a basis of the F2-vector space R/δIS(α,β) and clearly by Theorem 8.16,

Pr[α
S−→ β] = |RM(δIS(α,β))|/2n. ■

Example 8.19. Let S be the mapping defined in Table 20. Let α = 6 =
(0, 1, 1, 0) ∈ F4

2,β = 2 = (0, 1, 0, 0) ∈ F4
2 and let I = δIS(α,β) ⊂ R where R

is a polynomial ring defined in (8.4) with n = m = 4. The reduced Gröbner
basis of I w.r.t. degree-reverse lexicographic ordering consists of the following
polynomials

y′′22 + y′′2 , x′
3 + y′′2 + y′′3 + 1, y′3 + y′′3 , x′′

3 + y′′2 + y′′3 ,
y′′23 + y′′3 , x′

4 + y′′3 , y′4 + 1, x′′
4 + y′′3 ,

x′
1 + y′′3 + 1, y′1, x′′

1 + y′′3 + 1, y′′1 ,
x′
2 + y′′2 , y′2 + y′′2 + 1, x′′

2 + y′′2 + 1, y′′4 + 1.

The basis of the F2-vector space R/I consists of the following elements

1 + I, y′′2 + I, y′′3 + I, y′′2 y
′′
3 + I.

Therefore δS(6, 2) = dimF2
(R/I) = 4 (see also Table 22).

8.4 Multivariate Ideals and Autocorrelation

In this section we shall describe the relation of autocorrelation of vectorial
Boolean functions and ideals in multivariate polynomial ring. The notion of
autocorrelation is related to the derivative of Boolean functions. The derivative
of an n-variable Boolean function f : Fn

2 7→ F2 with respect to α ∈ Fn
2 is the

Boolean function Dαf(x) = f(x+α) + f(x).

Definition 8.20 (Autocorrelation). Let S : Fn
2 7→ Fm

2 . The autocorrelation of
a component function Sb at α is defined as

τS(α, b) =
∑
v∈Fn

2

(−1)D̂αSb(v).

If n andm are relatively small, it is possible to exhaustively compute τS(α, b)
for all α ∈ Fn

2 , b ∈ Fm
2 . We refer to (τS(α, b))α∈Fn

2 ,b∈Fm
2

as the autocorrelation
table of S. An example of autocorrelation table is provided in Table 23.

The work in [CKL+19] demonstrates that autocorrelation is closely related to
the differential-linear cryptanalysis [LH94]. For instance, the notion of differential-
linear connectivity table (DLCT) introduced in [BDKW19] to examine the differential-
linear property of S-Boxes, coincides with the autocorrelation table. Other re-
lated cryptographic weaknesses is the notion of linear structures which we will
describe in Subsection 8.4.1.

We will now present the construction of an ideal that corresponds to the
autocorrelation of a component function of S.
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0 1 2 3 4 5 6 7 8 9 A B C D E F

0 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16
1 16 -8 -8 8 - -8 -8 8 - - -8 - - - 8 -
2 16 -8 - - -8 - - - -8 - - - - 8 - -
3 16 8 - - - - -8 - - - - -8 -8 - - -
4 16 - - -8 - - - -8 -8 - - - -8 - - 16
5 16 - - -8 - - - -8 - -8 - - - 8 - -
6 16 - -8 - - 8 - - 8 - -8 -8 - - -8 -
7 16 - - - -8 -8 - - - -8 8 - 8 - -8 -
8 16 - -8 - -8 - - - -8 -8 - 8 8 - - -
9 16 -8 8 - - - - - - - - - - -8 8 -16
A 16 -8 - -8 8 -8 - - - -8 8 - - - - -
B 16 8 - -8 - 8 - 8 - - -8 -8 -8 -8 - -
C 16 - - - - -8 8 - 8 - -8 - -8 -8 - -
D 16 - - - -8 - -8 - - 8 - 8 - - - -16
E 16 - 8 8 - - 8 -8 -8 - - -8 - -8 -8 -
F 16 - -8 - 8 - -8 -8 - 8 - - - - -8 -

Table 23: Autocorrelation table of S defined in Table 20. The entries denoted by ’-’
are equal to zero.

Definition 8.21 (Autocorrelation ideal). Let S : Fn
2 7→ Fm

2 and let R be a
polynomial ring defined in (8.4). For any α = (α1, . . . , αn) ∈ Fn

2 and b =
(b1, . . . , bm) ∈ Fm

2 we define the autocorrelation ideal τIS(α, b) ⊆ R of S with
input difference α and output mask b as

τIS(α, b) = ⟨F ′
S , F

′′
S , {x′

i + x′′
i + αi : 1 ≤ i ≤ n} ,∑m

j=1 bj(y
′
j + y′′j ) + 1,FP(R)}⟩.

where F ′
S and F ′′

S are the set of polynomials that represent S in variables x′
i, y

′
j

and x′′
i , y

′′
j respectively.

Theorem 8.22. Let S : Fn
2 7→ Fm

2 and let R be a polynomial ring defined
in (8.4). The autocorrelation of a component function Sb at α is equal to

τS(α, b) = 2n − 2 · dimF2
(R/τIS(α, b)).

Proof. Let α = (α1, . . . , αn) ∈ Fn
2 and b = (b1, . . . , bm) ∈ Fm

2 . Suppose that the
following system of equations

F = F ′
S ∪ F ′′

S ∪ {x′
i + x′′

i + αi : 1 ≤ i ≤ n} ∪ {
∑m

j=1 bj(y
′
j + y′′j ) + 1} ∪ FP(R)

has a solution in F2(n+m)
2 . We first define the following set

TS(α, b) = {(v ∥ S(v) ∥ v +α ∥ S(v +α)) : v ∈ Fn
2 , Sb(v +α) + Sb(v) = 1}

and we will show that VF2
(τIS(α, b)) = TS(α, b).

Let u = (u1, . . . , u2(n+m)) ∈ VF2(τIS(α, b)). SinceVF2(τIS(α, b)) = VF2(F ),
then f(u) = 0 for all f ∈ F . Thus, (un+m+1, . . . , u2n+m) = (u1 + α1, . . . , un +
αn) by the polynomials in {x′

i + x′′
i + αi : 1 ≤ i ≤ n}. Moreover, we have

(un+1, . . . , un+m) = S(u1, . . . , un) and at the same time (u2n+m+1, . . . u2(n+m)) =
S(un+m+1, . . . , u2n+m) by the definition of F ′

S , F
′′
S respectively such that

m∑
j=1

bj(uj+n+uj+2n+m)+1 = Sb(u1, . . . , un)+S(u1+α1, . . . , un+αn)+1 = 0.
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Therefore, u ∈ TS(α, b). Conversely, let (v ∥ S(v) ∥ v + α ∥ S(v + α)) ∈
TS(α, b) where v ∈ Fn

2 and Sb(v) + Sb(v + α) = 1. Clearly f ′(v ∥ S(v)) = 0
for all f ′ ∈ F ′

S and f ′′(v + α ∥ S(v + α)) = 0 for all f ′′ ∈ F ′′
S . Similarly,

(v ∥ v + α) is a solution of x′
i + x′′

i + αi = 0 for all 1 ≤ i ≤ n and the
condition Sb(v) + Sb(v + α) = 1 implies that (S(v) ∥ S(v + α)) is a solution
for
∑m

j=1 bj(y
′
j + y′′j ) + 1 = 0. Thus (v ∥ S(v) ∥ v +α ∥ S(v +α)) ∈ VF2

(F ) =
VF2

(τIS(α, b)).
Since FP(R) ⊆ τIS(α, b), by 1) and 2) of Proposition 8.5 the ideal τIS(α, b)

is zero-dimensional and radical. We then have the following relation

|VF2
(τIS(α, b))| = dimF2

(R/τIS(α, b)) = |VF2
(τIS(α,β))|

where the first equality is an implication of Proposition 8.3 and the second
equality is an implication of 3) in Proposition 8.5.

By the definition of Hamming weight, clearly wt(DαSb) = |VF2
(τIS(α, b))|

and for any n-variable Boolean function f ,
∑

v∈Fn
2
(−1)f̂(v) = 2n − 2 · wt(f)

holds. Therefore

τS(α, b) = 2n − 2 · wt(DαSb) = 2n − 2 · dimF2
(R/τIS(α, b).

■

Theorem 8.23. Given S : Fn
2 7→ Fm

2 , α ∈ Fn
2 , and b ∈ Fm

2 , Algorithm 8.4
computes the autocorrelation τS(α, b).

Input: A vectorial Boolean function S : Fn
2 7→ Fm

2

Input: An input difference α ∈ Fn
2

Input: An output mask b ∈ Fm
2

Output: The autocorrelation τS(α, b)
1 R ← F2[x

′
1, . . . , x

′
n, y

′
1, . . . , y

′
m, x′′

1 , . . . , x
′′
n, y

′′
1 , . . . , y

′′
m]

2 F ′
S ← Algebraic Normal Form of S in x′

1, . . . , x
′
n, y

′
1, . . . , y

′
m

3 F ′′
S ← Algebraic Normal Form of S in x′′

1 , . . . , x
′′
n, y

′′
1 , . . . , y

′′
m

4 A← {x′
i + x′′

i + αi : 1 ≤ i ≤ n}
5 f ←

∑m
j=1 bj(y

′
j + y′′j ) + 1

6 τIS(α, b)← ⟨F ′
S , F

′′
S , A, f,FP(R)⟩

7 G← GröbnerBasis(τIS(α,β))
8 RM(τIS(α, b))← ReducedMonomials(G)
9 return 2n − 2 · |RM(τIS(α, b))|
Algorithm 8.4: An algorithm to compute the autocorrelation τS(α,β)
using a Gröbner bases algorithm.

Proof. Termination: Clearly Algorithm 8.4 terminates since the computation of
the algebraic normal form of S, Gröbner basis, and the ReducedMonomials
eventually terminate.
Correctness: By Proposition 8.2, {m+τIS(α, b) : m ∈ RM(τIS(α, b))} is a basis
of the F2-vector space R/τIS(α, b) and clearly by Theorem 8.22, τS(α, b) =
2n − 2 · |RM(τIS(α, b))|. ■

Example 8.24. Let S be the mapping defined in Table 20. Let α = 5 =
(1, 0, 1, 0) ∈ F4

2, b = D = (1, 0, 1, 1) ∈ F4
2. The reduced Gröbner basis of the
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ideal I = τIS(α, b) w.r.t. degree-reverse lexicographic ordering consists of the
following polynomials

y′′21 + y′′1 , x′
1 + y′′1 + y′′3 + y′′4 + 1, y′3 + y′′3 ,

y′′1 y
′′
3 + y′′1 , x′

2 + y′′3 , y′4 + y′′3 + y′′4 + 1,
y′′23 + y′′3 , x′

3 + y′′1 + y′′3 + y′′4 + 1, x′′
1 + y′′1 + y′′3 + y′′4 ,

y′′1 y
′′
4 , x′

4, x′′
2 + y′′3 ,

y′′3 y
′′
4 , y′1 + y′′1 + y′′3 , x′′

3 + y′′1 + y′′3 + y′′4 ,
y′′24 + y′′4 , y′2 + y′′3 + y′′4 + 1,
x′′
4 , y′′2 + y′′4 ,

and the basis of the F2-vector space R/I consists of the following elements

y′′4 + I, y′′3 + I, y′′1 + I, 1 + I.

Therefore τS(5, D) = 24 − 2 · dimF2(R/I) = 8 (see also Table 23).

8.4.1 Linear Structures and Ideal Membership Problem

One particular application of autocorrelation is to determine whether a vectorial
Boolean function has a linear structure. The vector α is a linear structure of
an n-variable Boolean function f if Dαf is a constant function. If the constant
function Dαf is equal to c ∈ F2, we say that α is a c-linear structure of f . A
Boolean function f is said to have a linear structure if there exists a nonzero
α ∈ Fn

2 such that Dαf is a constant function [Eve87, Lai94]. This definition
was generalized for the case of vectorial Boolean functions in [MS89b, pg. 4].

Definition 8.25. A vectorial Boolean function S : Fn
2 7→ Fm

2 is said to have a
linear structure if one of its nontrivial component function has a linear structure,
i.e., there exists a nonzero b ∈ Fm

2 and a nonzero α ∈ Fn
2 such that Sb(x+α)+

Sb(x) is a constant function.

Clearly, S has a linear structure if and only if there exists a nonzero α ∈ Fn
2

and a nonzero b ∈ Fm
2 such that τS(α, b) = ±2n. The magnitude of τ(α, b)

tells about the constant function DαSb, i.e., it is a 0-linear structure (resp.
1-linear structure) if and only if τS(α, b) = 2n (resp. τS(α, b) = −2n). From
the autocorrelation table in Table 23, one can see that the function defined in
Table 20 has a linear structure (see the entries in the column F). The following
corollary is an immediate consequences of Theorem 8.22.

Corollary 8.26. Let S : Fn
2 7→ Fm

2 . A vector α ∈ Fn
2 is a linear structure of

the component function Sb if and only if dimF2(R/τIS(α, b)) ∈ {0, 2n}.

We will now discuss other possible means to characterize whether a vectorial
Boolean functions has a linear structure. We first recall the following result that
describes the relation of a linear structure, when viewed as an input difference
to S, and the set of all its possible output differences.

Proposition 8.27. Let S : Fn
2 7→ Fm

2 . The vector α ∈ Fn
2 is a c-linear structure

of the component function Sb if and only if b · β = c for all β ∈ Fm
2 such that

δS(α,β) > 0.

Proof. See the proof of Theorem 7 in [MT14, pg. 17]. ■
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Let α = (α1, . . . , αn) ∈ Fn
2 , b = (b1, . . . , bm) ∈ Fm

2 . In the construction of
autocorrelation ideals τIS(α, b), we look at the implication of the derivative of
Sb w.r.t. α. However, the construction of this ideal is too restrictive when we
want to characterize α as a linear structure of some component functions of S
because in this case α is the only relevant parameter.

Recall that we may view α as an input difference to S. A set of polynomials
in R that describes the application of α to two different inputs of S is given by

F ′
S ∪ F ′′

S ∪ {x′
i + x′′

i + αi : 1 ≤ i ≤ n}

where F ′
S and F ′′

S are the set of polynomials that represent S in variables x′
i, y

′
j

and x′′
i , y

′′
j respectively, 1 ≤ i ≤ n, 1 ≤ j ≤ m. If α is a linear structure to some

component functions of S, then the ideal

⟨F ′
S ∪ F ′′

S ∪ {x′
i + x′′

i + αi : 1 ≤ i ≤ n}⟩

contains all polynomials that are implied by having α as an input difference
to S. One possible element of ⟨F ′

S ∪ F ′′
S ∪ {x′

i + x′′
i + αi : 1 ≤ i ≤ n}⟩ is the

polynomial that represents Proposition 8.27, i.e. m∑
j=1

bj(y
′
j + y′′j )

+ c =

 m∑
j=1

bjy
′
j + bjy

′′
j

+ c. (8.6)

Conjecture 8.28. Let S : Fn
2 7→ Fm

2 and let R be a polynomial ring defined
in (8.4). A vector α ∈ Fn

2 is a c-linear structure of the component function Sb,
b = (b1, . . . , bm) ∈ Fm

2 , if and only if m∑
j=1

bjy
′
j + bjy

′′
j

+ c ∈ ⟨F ′
S , F

′′
S , {x′

i + x′′
i + αi : 1 ≤ i ≤ n}⟩

where F ′
S and F ′′

S are the set of polynomials that represent S in variables x′
i, y

′
j

and x′′
i , y

′′
j respectively.

Note that by computing a Gröbner bases of the ideal I = ⟨F ′
S , F

′′
S , {x′

i +
x′′
i + αi : 1 ≤ i ≤ n}⟩, we can determine whether the polynomial of the form

(8.6) is in I (see Corollary 3.38). In the following, we provide an example that
demonstrate Conjecture 8.28.

Example 8.29. Let S be the mapping defined in Table 20 and let α = 4 =
(0, 0, 1, 0) ∈ F4

2. We construct the polynomial ring R as in (8.4) with n = m = 4
and use lexicographic monomial ordering in R. The reduced Gröbner basis G of
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I = ⟨F ′
S , F

′′
S , {x′

i + x′′
i + αi : 1 ≤ i ≤ 4}⟩ consists of the following polynomials

g1 = x′
1 + y′′1 y

′′
2 y

′′
4 + y′′1 y

′′
3 y

′′
4 + y′′1 y

′′
3 + y′′1 y

′′
4 + y′′2 y

′′
4 + y′′2 + y′′3 + y′′4 ,

g2 = x′
2 + y′′1 y

′′
2 y

′′
3 + y′′1 y

′′
2 + y′′1 y

′′
3 y

′′
4 + y′′2 + y′′3 y

′′
4 + y′′3 + y′′4 ,

g3 = x′
3 + y′′1 y

′′
2 y

′′
4 + y′′1 y

′′
2 + y′′1 y

′′
3 y

′′
4 + y′′1 y

′′
4 + y′′1 + y′′2 y

′′
4 + y′′3 + 1,

g4 = x′
4 + y′′1 y

′′
2 y

′′
3 + y′′1 y

′′
3 + y′′1 + y′′2 y

′′
3 y

′′
4 + y′′2 y

′′
3 + y′′2 y

′′
4 + y′′2 + y′′3 y

′′
4 ,

g5 = y′1 + y′′1 y
′′
2 y

′′
3 + y′′1 y

′′
2 + y′′1 y

′′
3 y

′′
4 + y′′1 y

′′
3 + y′′2 y

′′
3 + y′′2 + y′′3 y

′′
4 ,

g6 = y′2 + y′′1 y
′′
2 y

′′
3 + y′′1 y

′′
3 + y′′2 y

′′
3 y

′′
4 + y′′2 y

′′
4 + y′′3 y

′′
4 + y′′3 + y′′4 + 1,

g7 = y′3 + y′′1 y
′′
3 + y′′2 y

′′
3 + y′′2 + y′′3 + 1,

g8 = y′4 + y′′1 y
′′
2 + y′′1 y

′′
3 y

′′
4 + y′′1 y

′′
3 + y′′1 + y′′2 y

′′
3 y

′′
4 + y′′2 y

′′
4 + y′′2 + y′′3 ,

g9 = x′′
1 + y′′1 y

′′
2 y

′′
4 + y′′1 y

′′
3 y

′′
4 + y′′1 y

′′
3 + y′′1 y

′′
4 + y′′2 y

′′
4 + y′′2 + y′′3 + y′′4 ,

g10 = x′′
2 + y′′1 y

′′
2 y

′′
3 + y′′1 y

′′
2 + y′′1 y

′′
3 y

′′
4 + y′′2 + y′′3 y

′′
4 + y′′3 + y′′4 ,

g11 = x′′
3 + y′′1 y

′′
2 y

′′
4 + y′′1 y

′′
2 + y′′1 y

′′
3 y

′′
4 + y′′1 y

′′
4 + y′′1 + y′′2 y

′′
4 + y′′3 ,

g12 = x′′
4 + y′′1 y

′′
2 y

′′
3 + y′′1 y

′′
3 + y′′1 + y′′2 y

′′
3 y

′′
4 + y′′2 y

′′
3 + y′′2 y

′′
4 + y′′2 + y′′3 y

′′
4 ,

g13 = y′′21 + y′′1 ,

g14 = y′′22 + y′′2 ,

g15 = y′′23 + y′′3 ,

g16 = y′′24 + y′′4 .

Let b = F = (1, 1, 1, 1) ∈ F4
2 and let f =

∑4
i=1 biy

′
i + biy

′′
i + 0. We see that

f ∈ I = ⟨G⟩ because f = g5 + g6 + g7 + g8. Therefore 4 is a 0-linear structure
of the component function Sb (see also that τS(4, F) = 16 in Table 23).

Note that if the ring R used a monomial ordering that respects the degree of
monomials (e.g., degree-lexicographic or degree-reverse lexicographic ordering),
it is possible that a polynomial of the form (8.6) is an element of the Gröbner
basis. For instance, if we use the ring

R = F2[x
′
1, x

′
2, x

′
3, x

′
4, x

′′
1 , x

′′
2 , x

′′
3 , x

′′
4 , y

′
1, y

′
2, y

′
3, y

′
4, y

′′
1 , y

′′
2 , y

′′
3 , y

′′
4 ]

together with degree-lexicographic ordering, the polynomials f will appear in
a Gröbner bases G of I. This, however, is not the case if we use different ordering
of variables such asR = F2[x

′
1, x

′
2, x

′
3, x

′
4, y

′
1, y

′
2, y

′
3, y

′
4, x

′′
1 , x

′′
2 , x

′′
3 , x

′′
4 , y

′′
1 , y

′′
2 , y

′′
3 , y

′′
4 ].

More generally, assuming Conjecture 8.28 is true, if R uses a monomial
ordering that respects the degree of monomials and S has a linear structure, then
there exists a polynomial of degree 1 in a Gröbner basis of ⟨F ′

S , F
′′
S , {x′

i+x′′
i +αi :

1 ≤ i ≤ n}⟩.
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A Solutions to Type V and VI MQ Challenge

Type V - (n, m) = (24, 16) - Seed 1
(46, 0C, 42, 10, 26, 4F, 43, 31, C4, 9D, 34, 55, 3A, C9, 39,

3F, D4, 3A, 88, E5, 05, 17, 2D, 4B)

Type V - (n, m) = (25, 17) - Seed 0
(49, BB, 5E, C9, E, BF, 1B, FE, 9E, F6, C8, DC, 4C, 3, C9, AA,

53, 20, 34, 1A, 16, 62, 94, 45, 8C)

Type V - (n, m) = (27, 18) - Seed 0
(21, 21, 9E, 93, 6A, 19, 3E, CE, A2, 1A, 5D, 19, D3, D7, 16,

5, 9F, E1, 0, DA, 92, 55, EB, 19, 89, F0, 1)

Type V - (n, m) = (28, 19) - Seed 0
(F0, E2, 62, D7, 7F, A7, B3, 72, 51, 91, AD, 89, 57, F3, E6,

42, 4C, 63, C2, 16, FA, 6B, 54, 9B, 10, 62, C3, 34)

Type VI - (n, m) = (24, 16) - Seed 1
(30, 9, 25, 25, 23, 22, 25, 18, 4, 25, 23, 30, 26, 13, 19, 14,

30, 29, 6, 0, 3, 14, 23, 23)

Type VI - (n, m) = (25, 17) - Seed 0
(8, 1, 4, 15, 3, 14, 18, 16, 28, 2, 29, 24, 11, 17, 18, 8, 26,

27, 12, 23, 26, 18, 11, 26, 6)

Type VI - (n, m) = (27, 18) - Seed 0
(19, 19, 20, 30, 13, 12, 6, 11, 3, 16, 12, 14, 29, 29, 26, 0,

13, 11, 20, 17, 1, 11, 30, 11, 14, 2, 24)

Type VI - (n, m) = (28, 19) - Seed 0
(12, 26, 6, 4, 9, 24, 21, 8, 0, 19, 23, 28, 11, 24, 22, 5, 9,

24, 24, 13, 0, 19, 25, 25, 26, 10, 27, 16)

Type VI - (n, m) = (30, 20) - Seed 0
(11, 4, 28, 8, 10, 20, 26, 20, 30, 28, 0, 13, 26, 2, 22, 9, 8,

26, 7, 6, 9, 26, 24, 15, 22, 18, 12, 3, 11, 13)
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B CPU Time and Memory usage of M4GB

F28 , m− n = 1

n m CPU time Memory

15 16 2121.83 s 1149 MB
16 17 18454.55 s 4557 MB
17 18 96000.30 s 14935 MB
18 19 840535.63 s 57000 MB

F28 , m− n = 2

n m CPU time Memory

14 16 81.73 s 108 MB
15 17 489.34 s 395 MB
16 18 2593.36 s 1169 MB
17 19 21461.78 s 4696 MB
18 20 106369.83 s 14880 MB
19 21 930243.86 s 55410 MB

F28 , m− n = 3

n m CPU time Memory

13 16 5.85 s 21 MB
14 17 35.56 s 66 MB
15 18 132.68 s 167 MB
16 19 1148.80 s 576 MB
17 20 4929.98 s 1723 MB
18 21 26096.75 s 5334 MB
19 22 207408.54 s 19835 MB
20 23 1115986.42 s 74004 MB

Table 24: The CPU time and memory usage of M4GB to solve system of polynomials
over F28 .
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F31,m− n = 1

n m CPU time Memory

15 16 2157.01 s 1149 MB
16 17 18592.99 s 4559 MB
17 18 119299.90 s 14868 MB
18 19 847613.39 s 57011 MB

F31, m− n = 2

n m CPU time Memory

14 16 81.47 s 109 MB
15 17 491.49 s 398 MB
16 18 2620.79 s 1168 MB
17 19 21632.05 s 4657 MB
18 20 107099.96 s 14868 MB
19 21 941960.45 s 55516 MB

F31, m− n = 3

n m CPU time Memory

13 16 6.29 s 21 MB
14 17 36.69 s 66 MB
15 18 134.21 s 164 MB
16 19 1157.86 s 580 MB
17 20 4961.64 s 1733 MB
18 21 26277.35 s 5343 MB
19 22 208961.14 s 19842 MB
20 23 1124110.35 s 74265 MB
21 24 1729007.02 s 126538 MB

F31, m− n = 4

n m CPU Time Memory

12 16 0.83 s 10 MB
13 17 4.47 s 18 MB
14 18 10.13 s 31 MB
15 19 80.41 s 100 MB
16 20 284.43 s 275 MB
17 21 1640.92 s 796 MB
18 22 11400.29s 2749 MB
19 23 51281.00 s 8438 MB
20 24 323866.14 s 28865 MB
21 25 2114895.49 s 99646 MB

F31, m− n = 5

n m CPU Time Memory

11 16 0.44 s 10 MB
12 17 0.80 s 10 MB
13 18 1.55 s 10 MB
14 19 7.54 s 25 MB
15 20 30.13 s 52 MB
16 21 181.32 s 154 MB
17 22 719.10 s 460 MB
18 23 3538.91 s 1368 MB
19 24 25530.18 s 4240 MB
20 25 111324.47 s 14035 MB
21 26 678252.18 s 46196 MB

F31, m− n = 6

n m CPU Time Memory

10 16 0.12 s 9 MB
11 17 0.39 s 10 MB
12 18 0.77 s 10 MB
13 19 1.61 s 10 MB
14 20 6.40 s 20 MB
15 21 14.16 s 37 MB
16 22 72.64 s 83 MB
17 23 417.50 s 268 MB
18 24 1604.10 s 733 MB
19 25 8600.97 s 2468 MB
20 26 59280.30 s 7332 MB
21 27 262183.34 s 24526 MB
22 28 1465417.71 s 78768 MB

F31, m− n = 7

n m CPU Time Memory

9 16 0.07 s 8 MB
10 17 0.12 s 9 MB
11 18 0.16 s 9 MB
12 19 0.66 s 9 MB
13 20 1.27 s 10 MB
14 21 2.29 s 11 MB
15 22 12.90 s 30 MB
16 23 42.25 s 64 MB
17 24 173.77 s 164 MB
18 25 1016.54 s 468 MB
19 26 3641.07 s 1301 MB
20 27 21341.13 s 4274 MB
21 28 139796.22 s 12595 MB
22 29 578488.31 s 40602 MB

F31, m− n = 8

n m CPU Time Memory

8 16 0.05 s 7 MB
9 17 0.10 s 8 MB
10 18 0.13 s 9 MB
11 19 0.18 s 9 MB
12 20 0.28 s 8 MB
13 21 1.07 s 9 MB
14 22 1.97 s 11 MB
15 23 7.44 s 17 MB
16 24 25.80 s 47 MB
17 25 100.40 s 108 MB
18 26 440.25 s 288 MB
19 27 2414.14 s 807 MB
20 28 9464.87 s 2311 MB
21 29 52474.98 s 7678 MB
22 30 320730.95 s 22185 MB
23 31 1345880.83 s 70750 MB

Table 25: The CPU time and memory usage of M4GB to solve system of polynomials
over F31.
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Gröbner basis algorithms, J. Symb. Comput. 47 (2012), no. 8, 926–
941.
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Peter Schwabe, Gregor Seiler, and Damien Stehlé, CRYSTALS-
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of Gröbner bases algorithm to solve polynomial systems from
n× n binary puzzles. . . . . . . . . . . . . . . . . . . . . . . . . . 127



180 LIST OF TABLES

List of Tables

1 Summary of solved MQ challenges with n variables and m equa-
tions using the implementation of M4GB. Type V and VI consist
of polynomials defined over F28 and F31 respectively. For each
challenge, we solved qk subsystems by substituting k variables
with all possible values in Fq, where q is the order of the finite
field. The subsystems are generated after fixing the value of n−m
chosen variables. . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2 Estimated cost to solve larger parameters of type V (top) and VI
(bottom) using our implementation of M4GB algorithm running
on Intel(R) Xeon(R) CPU E5-2650 v3 @ 2.30 GHz. Memory
usage is for a single subsystem and the total system memory
required depends on the number of subsystems being solved si-
multaneously. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

3 The size of equation system from several block ciphers [BC03]. . 33
4 Suggested values for D in XL. . . . . . . . . . . . . . . . . . . . . 80
5 Performance comparison for systems with n variables andm = 2n

equations over F31. The corresponding graph is given in Figure 8. 99
6 Performance comparison for systems with n variables and m =

n + 1 equations over F31. The corresponding graph is given in
Figure 9. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

7 The ratio of time-memory product of Magma, FGb, and OpenF4
relative to the time-memory product of M4GB for systems with
m = 2n equations (left) and m = n + 1 equations (right) where
n is the number of variables. The corresponding graph is given
in Figure 10. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

8 Performance comparison of M4GB and Magma for systems with
n variables and m = 2n equations over F31. . . . . . . . . . . . . 102

9 Performance comparison of M4GB and Magma for systems with
n variables and m = n+ 1 equations over F31. . . . . . . . . . . . 102

10 Six (6) different types of MQ challenges. The smallest choice of
n and m were selected based on an estimation that it would take
at least one month of computation to find a solution using four
6-cores 2.9GHz Intel Xeon CPU E5-4617 equipped with 15MB
Intel smart cache and 1TB of RAM. . . . . . . . . . . . . . . . . 105

11 Summary of algorithms and resources used to solve type I and
IV challenges. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

12 Summary of algorithms and resources used to solve type II and
III challenges. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

13 Summary of algorithms and resources used to solve type V and
VI challenges. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

14 Summary of MQ challenge parameters solved using M4GB . . . . 114
15 Optimal number of fixed variables k for F5 algorithm applied

to type V and type VI parameters of MQ challenge using Algo-
rithm 6.1 assuming ω = 2.4. The numbers highlighted in bold
are the maximum k for the given finite field. . . . . . . . . . . . . 115



181 LIST OF TABLES

16 Estimated cost to solve larger parameters of type V (top) and VI
(bottom) using our implementation of M4GB algorithm running
on Intel(R) Xeon(R) CPU E5-2650 v3 @ 2.30 GHz. Memory
usage is for a single subsystem and the total system memory
required depends on the number of subsystems being solved si-
multaneously. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

17 Comparison of CPU time and memory usage to solve binary puz-
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English Summary

Let F[x1, . . . , xn] be a multivariate polynomial ring in variables x1, . . . , xn with
coefficients in a field F and a chosen monomial ordering. Let I ⊆ F[x1, . . . , xn]
be an ideal such that I ̸= {0}. A finite subset G of the ideal I is said to be a
Gröbner basis of I if for all f ∈ I \ {0} there exists a polynomial g ∈ G such
that the leading term of g divides the leading term of f .

The primary subject in this thesis are Gröbner-basis algorithms, i.e., algo-
rithms that compute a Gröbner basis for a given ideal I ̸= {0} of F[x1, . . . , xn].
In addition to the interest in the algorithms themselves, the work in this thesis
also covers applications of Gröbner-basis algorithms. For instance, to solve sys-
tems of equations of F[x1, . . . , xn] over a finite field F, which often arise in the
security analysis of cryptographic schemes.

In Chapter 5 we introduce a variant Gröbner basis algorithm called M4GB.
The M4GB algorithm is described in a way that unifies high-level descrip-
tion together with its main implementation aspects, with the goal to present
it without obscuring the nature of its implementation. It is namely designed
to consistently operate on and maintain polynomials in tail-reduced form with
respect to the current intermediate basis. Our new algorithm relies on a new
recursive reduction algorithm for polynomials given in the form t · f , where t
and f are a term and a non-zero polynomial in F[x1, . . . , xn] respectively.

In Chapter 6 we present the application of M4GB to solve several concrete
challenges of multivariate quadratic (MQ) problems over finite fields. In par-
ticular M4GB sets a new record in the Fukuoka MQ challenge∗ for parameters
that represent the public-key in MQ-based digital signature algorithms. In the
same chapter we also analyze the expected required CPU time and memory to
solver larger parameters.

In Chapter 7 we demonstrate another application of Gröbner-basis algo-
rithms to solve binary puzzles. A binary puzzle is a Sudoku-like puzzle with an
entry in each cell taken from the set {0, 1} instead of {0, 1, . . . , 9}. A binary
puzzle is solvable if there exists an assignment for each cell that satisfies all
three constraints:

1. there exists no three (3) consecutive cells, both vertically and horizontally,
which are filed with the same value;

2. the number of zeros and ones in each row and column must be equal;

3. every two distinct rows (resp. columns) must not be equal.

The main idea to solve binary puzzles using Gröbner bases algorithms is to view
it as a constraint satisfaction problem where each constraint above is represented
by a set of multivariate polynomials. We introduce two approaches for the
derivation of such a set of polynomials that represent the solvability of a binary
puzzle. The first approach is to model the constraints as polynomials over F2.
The second one is to model the polynomials over Z or Q. The advantage of the
latter approach than the former is it reduces the degree of some polynomials at
the expense of defining the coefficients over different rings. A solution for the
binary puzzle is obtained by computing a Gröbner basis of the ideal generated
by the polynomials that represent the three constraints.

∗ https://www.mqchallenge.org

https://www.mqchallenge.org
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In Chapter 8 we establish connections among cryptographic properties of
vectorial Boolean functions and computational commutative algebra. We pro-
pose ideal-theoretic characterization for notions related to the (non)linearity,
differential, and autocorrelation of vectorial Boolean functions. The three men-
tioned notions are related to the linear, differential, and differential-linear crypt-
analysis of symmetric-key cryptography. The primary contributions are the con-
struction of ideals that are useful to analyse the algebraic implications of linear,
differential, and differential-linear cryptanalysis on a vectorial Boolean function.
We also exhibit new approaches to compute the bias of a linear approximation
(including Walsh and Fourier transform), the probability of a differential, and
the autocorrelation of the component functions using Gröbner bases algorithms.
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Nederlandse Samenvatting

Neem een polynomiale ring F[x1, . . . , xn] in variabelen x1, . . . , xn met coëffi-
cienten in een lichaam F en een gekozen monomiale ordening. Neem een ideaal
I ⊆ F[x1, . . . , xn] met I ̸= {0}. Een eindige deelverzameling G van het ideaal
I wordt een Gröbner basis van I genoemd indien voor alle f ∈ I \ {0} er een
polynoom g ∈ G bestaat zodat de leidende term van g de leidende term van f
deelt.

Het hoofdonderwerp van dit proefschrift zijn Gröbner-basis algoritmen, dat
wil zeggen algoritmen die een Gröbner basis berekenen voor een gegeven ideaal
I ̸= {0} van F[x1, . . . , xn]. Naast de interesse in de algoritmen zelf, worden
ook toepassingen van Gröbner-basis algoritmen behandeld in dit proefschrift.
Bijvoorbeeld om systemen van vergelijkingen van F[x1, . . . , xn] over een ein-
dig lichaam F op te lossen, welke vaak voorkomen in de veiligheidsanalyze van
cryptografische systemen.

In hoofdstuk 5 introduceren we een variant Gröbner-basis algoritme genaamd
M4GB. HetM4GB algoritme is beschreven op een wijze waarbij de hoog niveau
beschrijving geintegreerd is met belangrijke implementatie aspecten, met het
doel het algoritme te presenteren zonder het karakter van de implementatie te
verliezen. Dit algoritme is namelijk ontworpen om altijd te berekenen op, en bij-
werken van, polynomen in staart-gereduceerde vorm met respect tot de huidige
tussentijdse basis. Ons nieuwe algoritme berust op een nieuw recursief reduceer
algoritme voor polynomen gegeven in de vorm t · f , waar t en f respectievelijk
een term en een niet-nul polynoom zijn in F[x1, . . . , xn].

In hoofdstuk 6 behandelen we de applicatie van M4GB om meerdere con-
crete uitdagingen van multivariate kwadratische (MQ) vergelijkingen over ein-
dige lichamen. In het bijzonder heeft M4GB een nieuwe record gezet in de Fu-
kuoka MQ Challenge∗ voor parameters die gerelateerd zijn aan MQ-gebaseerde
cryptografische digitale handtekening systemen. In hetzelfde hoofdstuk analyze-
ren we ook de verwachte benodigde CPU tijd en geheugen om grotere parameters
te kunnen oplossen.

In hoofdstuk 7 demonstreren we een andere applicatie van Gröbner-basis
algoritmen om binaire puzzels op te lossen. Een binaire puzzel een Sodoku-
achtige puzzel waar een waarde in elke cel alleen 0 of 1 mag zijn, in plaats van
1 tot en met 9. Een binaire puzzel is oplosbaar als er elke cel met een waarde
gevuld kan worden onder de volgende drie condities:

1. er bestaan geen drie (3) opeenvolgende cellen, danwel verticaal of horizon-
taal, die dezelfde waarde hebben;

2. het aantal nullen en aantal enen in elke rij of kolom moet gelijk zijn;

3. er mogen geen twee rijen, danwel twee kolommen, gelijk aan elkaar zijn.

De kerngedachte om binaire puzzels op te lossen met Gröbner-basis algorit-
men is om de puzzel te zien als een Constraint Satisfaction Problem, waar elke
bovenstaande conditie wordt beschreven door een set multivariate polynomen.
We introduceren twee methoden om een dergelijke set van polynomen die de
oplosbaarheid modeleren te bepalen. De eerste methode is om de condities te
modeleren als polynomen over het eindige lichaam F2. De tweede methode

∗ https://www.mqchallenge.org

https://www.mqchallenge.org
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modeleert polynomen over Z of Q. Het voordeel van de tweede methode over
de eerste methode is dat het de graad van bepaalde polynomen reduceert ten
koste van coefficienten over andere ringen. Een oplossing voor de binaire puzzel
kan worden uitgerekend door een Gröbner basis uit te rekenen voor het ideaal
gegenereerd door de set polynomen die de drie condities modeleren.

In hoofdstuk 8 leggen we verbanden tussen cryptografische eigenschappen
van vectoriële Booleaanse functies en computationele commutatieve algebra.
We stellen een ideaaltheoretische karakterisering voor voor noties gerelateerd
aan de (niet)lineariteit, differentiaal en autocorrelatie van vectoriële Boole-
aanse functies. De drie genoemde begrippen houden verband met de line-
aire, differentiële en differentieel-lineaire cryptoanalyse van cryptografie primi-
tieven met symmetrische sleutels. De belangrijkste bijdragen zijn de constructie
van idealen die nuttig zijn om de algebräısche implicaties van lineaire, diffe-
rentiële en differentieellineaire cryptanalyse op een vectoriële Booleaanse func-
tie te analyseren. We laten ook nieuwe benaderingen zien om de bias van een
lineaire benadering (inclusief Walsh- en Fourier-transformatie), de waarschijn-
lijkheid van een differentiaal en de autocorrelatie van de componentfuncties te
berekenen met behulp van Gröbner-basis algoritmen.
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