On the Impossibility of Round-Optimal Pairing-Free Blind
Signatures in the ROM

Marian Dietz!, Julia Kastner?, and Stefano Tessaro®
L Department of Computer Science
ETH Zurich
Zurich, Switzerland
marian.dietz@inf.ethz.ch
2 Cryptology Group
Centrum Wiskunde & Informatica
Amsterdam, The Netherlands
julia.kastner@cwi.nl
3 Paul G. Allen School of Computer Science & Engineering
University of Washington
Seattle, USA

tessaro@cs.washington.edu

Abstract. Blind signatures play a central role in cryptographic protocols for privacy-preserving
authentication and have attracted substantial attention in both theory and practice. A major
line of research, dating back to the 1990s, has focused on constructing blind signatures from
pairing-free groups. However, all known constructions in this setting require at least three moves
of interaction between the signer and the user. These schemes treat the underlying group as a
black box and rely on the random oracle in their security proofs. While computationally efficient,
they suffer from the drawback that the signer must maintain state during a signing session. In
contrast, round-optimal solutions are known under other assumptions and structures (e.g., RSA,
lattices, and pairings), or via generic transformations such as Fischlin’s method (CRYPTO ’06),
which employ non-black-box techniques.

This paper investigates whether the three-round barrier for pairing-free groups is inherent. We
provide the first negative evidence by proving that, in a model combining the Random Oracle
Model (ROM) with Maurer’s Generic Group Model, no blind signature scheme can be secure
if it signs sufficiently long messages while making at most a logarithmic number of random
oracle queries. Our lower-bound techniques are novel in that they address the interaction of
both models (generic groups and random oracles) simultaneously.

1 Introduction

Blind signatures were initially introduced by Chaum [21] in the context of e-cash [21,23,48] and then
used in e-voting [33]. They enable a user to obtain a signature on a message by a signer, without the
signer learning what message is being signed, nor which signature has been generated. Blind signatures
have recently attracted industry interest as a stepping stone towards implementations of anonymous
tokens [35], which are used by Cloudflare’s PrivacyPass [27,19], proposals for privacy-preserving ad-
click measurement by Apple [3] and Meta [1], along with Google Trust Tokens [4]. Blind Signatures
are also used in Apple’s iCloud Private Relay [2] and Google One VPN Service [5].

The wish for round-optimality. A multitude of constructions of blind signatures from a variety
of assumptions have been proposed over the last four decades. Interestingly, however, most practical
applications still rely on RSA-based blind signatures [10,11,28,44], despite RSA being largely depre-
cated in many other contexts—the idea of blinding RSA was in fact already proposed in Chaum’s
seminal work [21,22]. There are two reasons for this somewhat anachronistic preference. The first is
that RSA blind signatures are easily implementable from cryptographic libraries (such as BoringSSL
and NSS) available in browsers. The second is that they are round optimal, i.e., they require a single



round trip between a user and the issuer. This is beneficial, as the issuer does not need to maintain
any state associated with a particular signing session.

Round optimal blind signatures can also be obtained from pairing-friendly groups (e.g., [16,34,40])
and from lattices (e.g., [7,49,15]). The former can be very efficient, but require pairing support and
are often avoided in practice, as pairings are not as widely supported by libraries and standards.
The latter, while generally post-quantum secure, are still significantly less efficient than pairing-
and RSA-based counterparts. Another option is a generic construction by Fischlin [30], based on a
commitment scheme, a (standard) signature scheme, and NIZKs, where the signer (non-blindly) signs
a commitment to a message to be signed (rather than the message) itself, and the user then produces
a proof of knowledge of a signature on a commitment to the message as the actual blind signature.
Instantiations are however expensive.

Absent from our discussion above are constructions from pairing-free groups, typically obtained
from standard elliptic curves. In some sense, these are most attractive, as very efficient signatures
(such as Schnorr signatures [51], EADSA [14], and ECDSA [8]) solely rely on these curves and it is
advantageous to come with blind signing protocols for these (or similar) signatures. And furthermore,
pairing-free constructions are equally likely to be implementable from existing libraries. Such con-
structions have been extensively studied (e.g., [24,52,47,50,6,32,37,54,26,20,43,42,17]), yet all of them
to date require at least three moves. This not only forces the issuer to maintain state (hence making
them less appealing for practice), but it also leads to challenges in proving their concurrent security,
such as those surfaced by ROS attacks [52,55,13].

This paper: Round-optimal pairing-free blind signatures. We stress that in principle one
could obtain a pairing-free blind signature by instantiating Fischlin’s construction, but the use of
non-black box techniques would increase the computational and communication costs substantially.
All aforementioned blind signatures with at least three rounds, in contrast, make black box use of
the underlying group and of a hash function, and this makes them very lightweight. We will capture
the class of such schemes within a combination of Maurer’s generic group model (GGM) [45] and the
random oracle model (ROM) [12], which we formalize, and refer to generically as GGM+ROM. The
class of blind signatures in the GGM+ROM prevents for example the use of generic zero-knowledge
proofs (as required by Fischlin’s construction) that represent a signature scheme as a circuit. It does
not exclude X-protocol type proofs that are fully algebraic. We stress here that we do not rely on
Shoup’s GGM [53], as it allows for non-algebraic constructions which in particular make use of the
generic-group encodings (such as what has been done in [25] to prove security of Schnorr signatures
without relying on the random oracle model).

At the core of our paper is the following question:

Can we design round-optimal blind signatures from pairing-free groups in the
GGM+ROM?

An informal folklore intuition says that this should not be possible. Namely, the standard known
way towards a round optimal construction is to efficiently instantiate Fischlin’s construction using an
algebraic non-generic NIZK that leverages the algebraic structure of a signature scheme. However,
such fully algebraic signature schemes are known not to exist in pairing-free groups, something which
is formally verified by a result of Dottling et al. [29]. However, can we verify this intuition formally?
This question has remained open so far.

This paper provides a first formal negative answer by ruling out any round-optimal pairing-free
blind signature in the GGM+ROM under two constraints. The first is that the user and verification
make O(log \) queries to the random oracle, where A is the security parameter (this restriction does
not apply to the signer). The second is that the message space is sufficiently large (i.e., w(log A) bits).
Both restrictions apply to all existing constructions of blind signatures making black-box use of the
group.

For simplicity, we will present our result with a third restriction, namely we initially do not cover
constructions where the random oracle explicitly outputs a group elements, as opposed to a string.



Still, adapting our result to cover these constructions is not very hard, and we briefly highlight the
modifications needed to cover this case, too.

Formally, as in prior work [29], our result takes the form of a concrete attack which performs a
polynomial number of group operations and random oracle queries, but can otherwise run in expo-
nential time. Our attack breaks the one-more unforgeability of a blind signature. We note that group
and random oracle queries (as opposed to actual running time) are the relevant complexity metric in
the GGM+ROM, in that all schemes we consider are secure against such attacks (polynomial queries,
with unbounded running time). However, a potential avenue to bypass our impossibility result is to
introduce additional computational assumptions unrelated to the group.

Concurrent work. Concurrent work by Kastner, Tessaro, and Zaverucha [39] considers the com-
plementary question of what is possible when adopting non-black-box techniques, and how efficiently
Fischlin’s construction can be instantiated from pairing-free curves. To this end, they present a spe-
cific instantiation based on (variants of) the Nyberg-Rueppel signature scheme [46]. Their result uses
NIZKs about the correct evaluation of a conversion function from group elements to scalars - this is
a non-black-box technique that falls outside of our model. This result is complementary to ours, as
we show that such (heavier) non-black box techniques are inherent for round optimality. In contrast,
they show an efficient instantiation of such non-black-box techniques.

Other important related work. Kastner, Nguyen, and Reichle [38] developed a round-optimal
pairing-free scheme that combines both an RSA assumption and DDH (in a pairing-free group), and
hence does not fit within our model. The core structure behind their scheme is in fact RSA based.
Katz, Schroder, and Yerukhimovich [41] proved that blind signatures do not exist in the random
oracle model, which in turn implies impossibility of black box constructions from one-way functions
and permutations. Our techniques differ from theirs—they rely on the intersection-query sampling
technique [36,9] used to prove impossibility of key-agreement in the random oracle model. While
we share some similarities in some aspects of our proof, it is not clear whether the intersection-

query technique as is can help in our setting. (We also note that key-agreement does exist in the
GGM+ROM.)

1.1 Technical Overview

Throughout this paper, we use fraktur font (e.g. g) to emphasize that the object is a group element
of a group, whose order is a publicly known prime p. The group’s neutral element and a canonical
generator are written as o and 1, respectively.

The attack by Dottling et al. We first recap the impossibility result from [29] for standard
(non-blind) signature schemes in the GGM, which will serve as a starting point for our attack.

Concretely, [29] considers signature schemes in the GGM, where a signature o must have, w.l.o.g.,
the form o = (¢, g, ), where t is a string, and g,, is a vector of group elements. Similarly, let us assume
the public key has format vk = (s, g,,), where s is a string and g, is a vector of group elements
that must contain the generator 1. Then, [29] makes the simplifying assumption that verification only
checks whether the following system of equations is satisfied (a scheme with this assumption is called
“purely algebraic”):*

A-g,=B-gy. (1)

where A = A(s,t,m) and B = B(s,t,m) are matrices that depend on s, ¢, and the signed message
m. It is important to appreciate two things: (1) such a system is not necessarily solvable, i.e., given
A(s,t,m), B(s,t,m), and g, it may be the system has no solution, (2) if there is a solution for some
s,m, t, then one can compute it efficiently with a small number of group operations as g, = A™-B-g,,
where AT is a weak left-inverse® of A(s,t,m). Then, o = (t,g,) is a valid signature for m. A naive
attack could pick a particular message m, iterate over all t’s, compute g, = AT - B - g, and

4 This is not without loss of generality, so we will revisit this later on.
5 i.e., a matrix such that AAT A = A, which can be found efficiently for any A.



check whether (1) is satisfied. As there are potentially exponentially many ¢’s, this would require an
exponential number of group operations.

The key technical observation in [29] is a strategy to efficiently find an m and a ¢ for which
(1) is solvable. Crucially, efficiency here is measured in terms of group operations, while the actual
running time can be exponential. To this end, they observe that each s, m,t defines a vector space of
constraints L(s, t,m) C ZLng‘ such that there exists g, satisfying (1) if and only if v’ -g,, = o for each
v € L(s,t,m). (Intuitively, L(s,t,m) denotes a set of constraints that necessarily need to hold if we
want to find a valid signature for m with string portion ¢.) Importantly, L(s,t, m) can be computed
efficiently from A(s,t,m) and B(s,t,m) without group operations as L(s,t,m) = LKer(A)- B. Then,
we can find a forgery as follows, for a sequence of random messages mq,mo,.... We start with
Ly = {0}, i.e., Ly is the trivial subspace. Then, at each step i:

1. If there exists t* such that L(s,t*,m;) C L;_1, then we find g’ satisfying (1) as above. We obtain
a forgery o* = (t*, g%).

2. Otherwise, we ask for a signature on m;, learning o; = (ti,go,i). We then set L; = L;_1 +
L(s,t;,;m;), where “+” denotes the vector space sum.

If the attack returns o*, this must be a valid signature due to the invariant that each L; forms a
vector space of true constraints that are known to hold for g,.

We note that step 2 can occur at most a finite number of times, corresponding to the dimension of
g,k Further, step 1 is generally inefficient (we need to iterate over all t*), but the check L(s,t*,m;) C
L;_; does not need any GGM operations. Therefore, the overall attack requires a polynomial number
of group operations.

Extension to general verification. Looking ahead, we will eventually need to handle arbitrary
verification algorithms for blind signature schemes in the combined generic group and random oracle
model.

As a first step towards this, we have to extend the described framework of [29] beyond the class
of purely algebraic signatures. In particular, we allow arbitrary (but deterministic) verification pro-
cedures in the GGM. This means that we now allow for group-equality checks that may depend on
the outcomes of previous such checks. We can no longer write verification as an explicit relation as
in (1) that, once fulfilled, immediately implies a valid signature. A similar generalization was already
done in [18], but we will view the generalization from a different angle.

Recall that, in the GGM, for every group-equality b £ 0 that is checked within Verify((s, g ), m, (t,8,)),
the verification algorithm knows a representation v of the group elements b in terms of group elements

gy and g,,°% i.e., it can rewrite “h £ 0” as shown on the left-hand side in (2).

VerifY((Sa gvk)7 m, (ta go)) Slm((87 gvk)a m, (t7 LSim)) (2)
//some code here //some code here
?
vT. (gvk> Lo ~ v € Lgm
9
//more code here //more code here

The core idea towards proving impossibility in this more general setting is what we refer to as a
simulation Sim of the verification procedure Verify, illustrated on the right-hand side of the prior
equation. It is meant to be functionally equivalent to the original verification procedure, except that
Sim replaces all queries that Verify would make to the GGM for checking group-equalities (which
would count towards the attack’s costs), by a simulation that is based on some suitably defined

vector space Lgm C Z]LMH‘Q”‘. This set L, is meant to cover all linear constraints imposed on group
elements g, and g, that are potentially checked at any time during verification, and is hence a

6 Readers familiar with the algebraic group model [31] may think of v as an “algebraic representation” in
terms of the group elements g,,.
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generalization of the two matrices A and B from before. Note that “v € Lgy,” can be tested without

issuing any GGM queries, and thus it is “for free” in our setting.

Adapting the strategy we introduced earlier for the purely algebraic case, we can construct an
adversary as follows: We start with Ly = {0} C ZL,EV”HE”‘. As before, L; should be thought of as
a vector space of linear constraints we have learned about g, so far. (In fact, we will always have
L; C{e1,...,eyq, ), despite the vectors themselves being of dimension |g,,| + |g,|. This oddity will
simplify the adversary description.) Then, at each step i:

1. If there exists (t*, Leim) with L;_; = Lsimﬂ<e1, e 7e‘gvk|>, such that the simulation Sim((s, g ), ™,
(t*, Leim)) outputs 1, then we compute matrices A and B with rowsp(B | —A) = Lgn. Finally, just
like before, we compute g = A* - B - g,,, and obtain a forgery o* = (t*, g%).”

2. Otherwise, we ask for a signature on m;, learning o; = (¢;, 8, ;). We run Verify((s, ), m, (¢,8,)),
while keeping track of a vector space L that contains all vectors v for which an equality-check
(left-hand side in (2)) returns 1. We then set L; = Li—1 + (LN (e1,..., €4, ))- (Intuitively, the
right summand contains those linear constraints about g, that are implied by L.)

As before, note that step 2 can occur at most a finite number of times, because each time the dimension
of L; increases by at least 1 compared to L;_; (if not, then L itself would have been a valid choice
for Lgm in step 1). Further, step 1 does not require any GGM operations since it relies solely on Sim.

Dealing with random oracles. Before looking into blind signatures, let us see what happens
when adding a random oracle (RO). In the GGM+ROM, verification is additionally allowed to make
random oracle queries. We write them as y < H(h, z), where b is a vector of group elements, and z,y
are both bit-strings.® To show an impossibility, we would need to find an attacker that is query-efficient
in the number of queries to both the group oracle and the RO.

Note that equality-checks may depend on previous random oracle outputs. For example, a Schnorr
signature has format o; = (g;, z;) such that g; + ¢; - g — 2; - 1 = o is fulfilled, where the public key
consists of two group elements g,, = (1, gvk)- A forgery would be trivial if it weren’t for the fact that
¢; is the output H(g;, m;) of the RO on input g; and the message.

We can still attempt to construct simulator Sim as before, but it gets more involved since now it
will also need to simulate RO queries (otherwise, running Sim would not be free anymore in terms
of queries!). In general, we simulate all RO outputs as uniformly random, while ensuring consistency
between several queries to H. The simulator will therefore keep track of a list S of previously-seen
inputs. Its entries have the form (T,x,y) where T is a matrix that describes the group elements
queried to the random oracle (similar to what we previously denoted by v' in (2), except that T
contains multiple rows). More precisely, Sim would start out with S := (), and replace RO calls in
Verify by the following;:

Verif}’((svgvk)am’ (taga)) Sim((sagvk)’mv (taLSim)) (3)

//some code here //some code here

if (T",z,y") € S with rowsp(T —T") C Leim
y < H(T- (i:‘)@) ~ theny«y

else y < {0,1}*;S := SU{(T, z,y)}

//more code here //more code here

" We are sweeping under the rug some technicalities: Note that the chosen g’ may accidentally satisfy an
equality check v (see left-hand side of (2)), even though Sim simulated it as 0 due to v ¢ Lgim. Then, o™ is not
necessarily a valid forgery. In order to mitigate this, we will actually choose g7 := A*-B-g,,+(AT-A—1I)-z-1
for some uniformly random z <s Zz‘f"‘. This injects sufficient randomness to ensure that if the resulting
forgery o* still is not valid, then w.h.p., we can infer from this a new constraint v € (e1,...,ey,|) that
we may add to L;, similar to case 2.

8 For now we assume that the output of 7 is a bitstring, i.e., it does not contain group elements. We later
describe how to lift this restriction.



Note that “rowsp(T —T’) C Lgm” can be thought of as checking whether the two group element
vectors (described by T and T” w.r.t. a base consisting of g, and g,) are identical, according to the
simulation space Leim.

Note that Sim is not deterministic anymore, and therefore the attack from before would have to

be changed s.t. step 1 attempts to find (¢*, Leim) with say

Pr[Sim((s, gy), M, (t*, Lsim)) outputs 1] >

(4)

DN | =

i.e., the “simulated” success probability is sufficiently high.

Of course, for plain signatures, this strategy cannot successfully create forgeries for arbitrary
schemes (since Schnorr signatures are provably secure in the GGM+ROM). In the attack from before,
step 2 is what fails now due to the added RO: The space L N <e1, el ,e|gvk‘> of “learned” linear
constraints about vk will be empty, and therefore the dimension of L; does not increase at all.

In the following, we will however see how to make such an attack work in the setting of blind
signatures.

Blind signatures. It is first convenient to introduce some notation—whenever we talk about a
round-optimal blind signature scheme, we think of the user first running an algorithm Userq (vk,m)
that takes as input the public verification key together with the message to be signed, and it outputs
the message msgU meant for the signer, as well as some state stU to be kept locally by the user. The
signer then runs Sign(sk, msgU) (where sk is the signing key), and this produces a response msgS.
Finally, the user runs Userg(msgS, stU) to produce signature o.

Blindness restricts the signer’s random oracle queries. A first helpful observation that was
already made by [41] is that random oracle queries that are made both by the signer as well as the
verification algorithm may be used to link signing sessions and signatures, thus breaking blindness.
The only case where such queries do not break blindness is when they are “irrelevant” in the sense
that they are not specific to the message-signature pair, i.e., they are made during the verification of
many message-signature pairs (say, upon signing a random message). However, such irrelevant queries
are easy for us to learn by simply requesting several signatures on random messages and observing the
random oracle queries made during verification, and adding those to S before running the simulator
Sim. For the purpose of this technical overview, we therefore assume for most parts that the signer is
guaranteed to never make RO queries that appear again later during Verify.

First attempt: Straight to the signature. Given that observation, one might ask whether the
described attack strategy (i.e., given a message m, iterating through all possible choices of (t*, Lgim),
checking (4) for each of them and if true, construct g, from g, and Lgny) is already sufficient in
the blind signature setting. After all, the Schnorr scheme (which, when transformed into the blind
signature setting would mean msgU, := m;, and the signature o; := msgS, := (g;, z;) is taken verbatim
from the signer) that was a counterexample for the plain signature setting, would now contradict the
assumption that the signer never makes the same RO query as the verifier.

Let us put aside for now the issue of learning, i.e., finding a way to ensure that in each step
2, the dimension of space L; increases by at least 1 compared to L;_1. Even if that is taken care
of, it may be straight up impossible to find any (¢*, Lgm) for which (4) holds. The issue is that, in
a blind signature protocol, some random oracle queries may already be made by the user during
the issuance protocol such that they are not “fresh” during verification, thus introducing additional
interdependencies between RO input-output pairs and parts of the signature such as t.

As a very simple counterexample, suppose that some blind signature scheme requires the user to
make a query y < H(g,,m), and the signature consists only of the bit-string o := y. Then, Verify
checks whether y = H(g,,, m) indeed holds. Clearly, the simulator Sim, regardless of the choice of
(y*, Lsim), will be “incorrect” in the sense that it simulates the output y of H(g,,, m) as uniformly
random, which is equal to y* with no more than negligible probability.



The user’s random oracle queries. Of course the forger can easily run msgU, stU « User;(m) on
the target message m to obtain the queries that are made during User;, and immediately add them
to the set S in order to aid the simulator Sim. However, the same does not apply to Users (which
would require as input a signer message msgS). Therefore, our goal will be the following: Instead of
directly forging a signature o = (g,,,t), we aim to “forge” a message msgS = (@pses; tmsgs) sent from
the signer to the user, for which the simulation of Usery+Verify has high success probability.

More precisely, instead of letting Sim be transformations (2) and (3) applied to Verify, we apply
these two transformations to the following combined procedure (taking as input the user state stU in
addition to vk, m, and msgS):

o + Usery(stU, msgS) ; return Verify(vk, m, o)

We note that by doing so, group-equality checks within Users and Verify are no longer made using
representations for a base consisting of gy, 8., but instead for a base that consists of gy, Gmsgs- Thus,
Lgm must no longer be a subspace of Z‘pg“klﬂg”l, but instead a subspace of ZLg”kH‘gmsgSl.

When the attacker finds some ( msgS Lgm) for which the probability in (4) is sufficiently large, it
will be able to construct gy,q.s from g, and Lgm as before. In order to construct the actual signature
forgery, it remains to compute o* <— Userz(stU, msgS) on msgS = (g;,.s: tmsgs) (in the real world, not
as a simulation!)

The signer’s random oracle queries, revisited. RO queries made by User; and Users are now
taken care of by our simulator. However, recall that this requires Sim to not only simulate Verify, but
even Usery. This may cause new issues, since there is no guarantee that all queries made in Users
(apart from those also made in Usery) are fresh. While we managed to exclude queries that are made
by both Sign and Verify (by utilizing blindness), this does not apply to Sign and Users.

To illustrate this issue, consider another contrived scheme: User; sends the message m to the
signer, who replies with a Schnorr signature msgS = (g;, ;). Then, Usery(stU, msgS) checks that msgS
is indeed a valid Schnorr signature for m, and if not, outputs 0 = L. Verify, on the other hand,
always outputs 1 (unless 0 = L). In this case, the attacker won’t ever be able to come up with any
( r’;sgs,Lsim) for which the probability in (4) is more than negligible, because that requires knowing
the dlog of vk’s group elements.

This issue is resolvable due to the following intuition: since the RO query y <+ H(g;,m) is not
made in Verify, it is not necessary to run Usery using the real RO output y. Instead, we may simply
“pretend” that y has some fixed value, e.g. y = 0, and Lg,, may even depend on this chosen value.

More precisely, we modify the simulator Sim so that it additionally accepts a set of “fake” queries
Stake- Whenever Users would make a query in Spye, then the corresponding fake output would be
used by Sim instead of sampling a random one. On the other hand, when Verify would make some
query, a normal simulation as before must be used. Then, the attack does not only iterate through all
(tmsgs» Lsim) and compute the corresponding probability in (4), but it will iterate through all triples
( ;sgS,Lsim,Sfake) (where Spke does not have to be consistent with the real RO) and compute that
probability (using the modified Sim).?

Learning knowledge. Now that we know how to simulate for free given some already-learned
knowledge L;, we want to look at how the adversary obtains these L;’s while ensuring that its
dimension indeed grows in each iteration. Previously, as part of step 2 in each iteration of the basic
attack outline for generalized plain signature schemes, we simply ran Verify(vk, m, o), keeping track of
a vector space L that contains all vectors v for which an equality-check returns 1. Naively generalizing
this to the blind signature setting, we could attempt to now keep track of all equality-checks v (where

9 We gloss over another detail here: In our actual attack, in order to avoid exceeding even polynomial space
by having to iterate through all exponentially-sized sets Stake, We also introduce “fake-relations” L used
for answering fake queries in Stake While simulating Userz. Then, |Stke| is bounded by the number of queries
in Sign.



v now is a representation vector w.r.t. the basis that contains g, and g,,s instead of g,) during
both o + Usery(stU, msgS) and Verify(vk, m, o).

Unfortunately, this is insufficient to ensure growing knowledge in each iteration in our interactive
case. To see this, we consider yet another contrived scheme to produce Schnorr signatures: the public
key contains group elements 1 and gy s.t. gux = « - 1. Then, User; sends an empty message to Sign,
who always replies with the discrete log x together with Schnorr-commitment g; = r; - 1 and its dlog
r;. Usery uses the dlogs z,7; and the commitment g; in order to run ¢; + H(g;,m) and compute a
Schnorr signature o := (g, 2;) that is verified in Verify (for simplicity, we omit blinding the Schnorr
commitment here, but the protocol can be made blind using standard Schnorr blinding techniques).
Note that there are no RO queries made by both Sign and Verify, and therefore our attack needs to
be able to handle such a scheme.

Learning more knowledge. While this scheme is obviously insecure, our generic attacker is
oblivious to the relations gy = x - 1, and g; = r; - 1 with the values z,r; from the signer’s message
and will not learn them from merely observing a single run of Usery and Verify. It would only see the
following relation on the group elements:

gi tCi Gk — 2 1=0.

The space of “learned constraints” L about @, §msgs merely consists of L = <(—zi, Ci, 1)T>. This does
not imply any linear constraints on g,, by itself, i.e., LN (e1,e2) = {0}, and therefore our knowledge
L; = L;_; = {0} stays trivial.

This means that we cannot find any triple (t;;sg&Lsimeake) for which our simulator has high
success probability, because Sim will need to output 1 for a large fraction of potential RO outputs
H(g,m), whereas the bit-strings ¢; ¢ = (z,7;) must have been chosen before starting the simulator.
We want to use this fact to allow our adversary to extract additional information from the signer’s
message. We employ a strategy of re-randomizing the random oracle for a single msgS many times,
i.e., re-running Usera+Verify several times on the same user state stU; and signer message msgS;, but
with different random oracle responses (thus, we learn all relations that are relevant for most ROs).

In example above we would learn one additional equation when re-randomizing just once. We get
gitc gk—2-1=0 and g +c gu—2-1=0,

i.e., the space of “learned constraints” L about @, 8mss now is w.h.p. two-dimensional: L =
((=zi,¢;,1)T, (=2}, ¢;,1)T). Thus, the attack learns the non-trivial linear constraints L N (e, e2) =

27 )

<(—Jc, 1, O)T> about the verification key (i.e., it learns the discrete log of gyk).

In the blind signature scheme just considered, there is only one random oracle query per signing
session and it is made for the first time during Users. In general, there may however be several random
oracle queries during Users, some of which may have already been made before by Sign or KeyGen.
Even if these queries might not appear during verification later on, re-randomizing their responses
might result in invalid or no signatures. Ideally we would therefore like to only re-randomize those
queries that are made for the first time by Users.

Suppose we are capable of performing re-randomization in this way, and we obtained many sig-
natures o1, ..., 0, for the same message m; (but different RO’s, except for queries that were already
fixed by KeyGen, Usery, and Sign). Combining all relations from all of these signatures, we can learn
more linear constraints than with just one signature. If, for m; and corresponding signer-message
msgS; = (tmsgS, Bmsgs)» €Vven after running a large (but polynomial) number of re-randomizations, the
space L of implied constraints does not contain any new information, i.e., L N <e1, . ,e|gvk|> =L; 1,
then simulation (as per (4)) should have had large success probability'® on the triple (tmsgs, L Stake),
with Spke being chosen as the set of real RO queries made by Sign. Hence, we would have been able
to construct a signature in step 1 by ourselves.

10 The rough intuition for this is that the probability of Sim returning 1 can be seen to be taken over re-
randomizations of the RO, and therefore is identical to a “real” re-randomization given the real msgS.
However, formalizing this intuition requires a lot of care, which is done in the main body of this paper.



One technical difficulty comes from the fact that it is difficult for the attacker to determine whether
a given query has been made before by KeyGen or Sign, and hence whether it should be re-randomized
or not. This is the reason why our impossibility result is restricted to ¢ < O(log A\) many queries during
Usery and Verify combined: the attack performs re-randomization by just guessing for every query
whether it was made before during this signing session or not. This is successful only with probability
279, We stress that the number of queries during KeyGen, Usery, and Sign is not affected by this.

Other technical challenges. Earlier on, we have made the simplifying assumption that the verifier
never makes any RO query that has also been made by the signer (justified using the blindness
property). Translating this intuition into a rigorous impossibility proof is possible (we refer the reader
to the main body of this paper for the details) but complicates many things. For example, while
“irrelevant” queries (that occur during the signing session for a large number of messages) are indeed
easily learned by the attacker, this is “imperfect” in the sense that the attacker only learns a superset
of those queries, and cannot easily tell which of them are indeed irrelevant and which ones are not.
This affects our simulator Sim in a subtle way, because Sim treats all learned queries as fixed, even
including some non-irrelevant ones. Thus, it is not a priori clear that Sim’s success probability (4) is
still sufficiently high despite knowing “too many” queries. To prove this, we need a technical lemma
showing that, given a procedure that makes at most ¢ RO queries and has probability p of returning 0,
after fixing some arbitrary number of RO outputs and simulating all others in fresh way, the resulting
procedure still has probability < 29 - p of returning O.

As another technicality, we note that when learning “irrelevant” queries, the attacker may not
necessarily have representations of their input elements w.r.t. base g, but only w.r.t. g, plus
elements from msgS; (for many different ¢). Hence, the final attacker will in fact need to keep state of
a large “pile” of group elements, denoted by g, which not only includes g, but also ge.s, for many
1. Forgeries will need to be constructed from g instead of just g,.

ROs that output group elements. Finally, we note that our impossibility extends an RO that
outputs group elements in addition to bitstrings: In transformation (3), we would additionally need
to handle returning random group elements. An important observation is that it is very unlikely that
a random group element is non-trivially related to other group elements, and therefore the simulator
can simply return random representations. See Section 3.10 for details.

2 Preliminaries

2.1 Notation

We denote vectors v in bold face and matrices using capital letters. (vy,...,v,) denotes the vector
space of all linear combinations of vy, ..., v,. We denote by Z° the set of vectors with entries in Z,
that have finitely many non-zero entries. We use v; to denote the i-th entry of vector v, and similarly
M; denotes the i-th row of a matrix M. We denote by e; the ith unit vector in Z;°. By default, all
vectors are column vectors. Two vectors, arrays, or bitstrings can be concatenated using “||”. The
bitwise XOR operation is denoted by “@®”.

“

In pseudocode, we use “:=" for assignment, “<-” for assignment from a potentially randomized
process, and “«s” for assignment from a uniform distribution specified by an explicit set on the
right-hand side.

We use A9 to denote the execution of an algorithm A with oracle access to another algorithm
O. The notation A[z] is used when a value z is hard-coded into A, and Al*! denotes that A has
read-and-write access to the variable z that may be modified both outside and inside of A. For any
two oracles O1, 02, we will use the notation O; < Oy to denote a “fallback”, i.e., it denotes a new
oracle O that, on input z, first runs y; < O;(x) and returns y; if y; # L. Whenever y; = L, O
additionally runs ys < Oz2(x) and returns ys instead.



2.2 Generic Group Model

We will consider the same version of Maurer’s Generic Group Model as used e.g. by Dottling et
al. in [29], and what is denoted the “type safe” GGM in [56] (except that the latter only supports
circuits instead of arbitrary algorithms). In order to rigorously prove our main result, we need a more
formal version of those GGM definitions, which is given in this section.

In order to provide a clear distinction between group elements and other objects, we write group
elements in fraktur, e.g. g, and a vector of group elements in bold fraktur, e.g. g.

GGM algorithms. Intuitively, a GGM algorithm A operates on labels in N which reference group
elements in some group G that are unknown to A. Each input/output of A and each input/output
of an oracle call made by A will only contain such labels. In order to make such a GGM algorithm A
compatible with other algorithms, we define a non-GGM transformation A that works on real group
elements in G instead of labels:

Definition 2.1 (Generic Group Model). Let G = G(X) be a family of groups s.t. G (written
additively) has prime order p = p(\). Further, let 1 = 1(\) denote an arbitrary generator of G, and
let 0 = o(A\) be G’s neutral element.

Let 07, ...,0) be oracles (we omit A\ when clear from context), with input/output space G*x{0,1}*
(i.e., consisting of an arbitrary number of group elements and a bitstring; we call an element in
G* x {0,1}* an object).

Then, we say that Eis a GGM algorithm compatible with O1,...,O; if it has oracle access to
Oeqs Ogrp, and O1, ..., Oy, where:

o A takes an input (1*,1", ) for \,;n € X\ and x € {0,1}* (where n denotes the number of input
labels and x is a bitstring), and produces an output of the form (i1, ..., im,y) € N* x{0,1}* (where
i1,...,0m denote labels and y is a bitstring),

o the group equality oracle Ocq(i,7), given two labels i,j € N, returns a value in {0,1, L},

o the group operation oracle Ogep (i, j), given two labels i,j € N, returns either a label in N or L, and

e cach oracle Oy, given an input of the form (i1,...,i.,x) € N* x {0,1}* (where iy,...,i, denote
labels and x is a bitstring), returns an output of the form (iy, ... i, y) € N* x {0,1}* or L (where
i,...,1. denote labels and y is a bitstring).

For any such GGM algorithm A, we define a transformation that results in a (non-GGM) algorithm
A that has access to oracles Oq, ..., Oy. This transformation is defined in Figure 1.

For blind signatures, we will actually require algorithms whose input/output consists of multiple
objects, i.e., has the form (G* x {0,1}*)* for some k € N. For example, User; takes two objects (vk
and message m), and produces two objects (msgU and stU). The above definition can easily extended
to handle these cases.

2.3 Random Oracles

Definition 2.2 (Random Oracle for Groups). A Random Oracle (RO) H with n" input group

elements and an output of bitlength v is an oracle that implements a function with input space G"" x
{0,1}* and output space {0,1}". Unless the function table of H has been fized beforehand, using H
inside a probability implicitly means that the function table is chosen uniformly at random.

Remark 2.3. One could also define random oracles to have output space G™" x {0,1}" instead of just
{0,1}". For simplicity of our lower bound, we assume that the RO only outputs bitstrings, but we
remark that it is possible to extend the lower bound to this more general setting (see Section 3.10).
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Algorithm A®+-%¢(1* g1,... gn, ) Group Equation Oracle OQ[T] (,7)

T:= [1(N)] return T[{] = T[j] endif
for j =1 to n do append g; to T endfor
(@155 im, Y) Group Operation Oracle (’)gA,’p[T](i,j)
oMM a M1 FXIT) a1l

— AT OO (1* 1", z) if i > |T| or j > |T| then return L

return (T[i1,...,%m],y) else
append (T[i] + T[j]) € G(A\) to T
Oracle @2’”] By yir, ) return |T|
endif

(917---7957?/) A OQ(T[ilv"wiT]?z)
for j =1 to s do append g; to T endfor
return ([T| —s+1,...,|T|,y)

Fig. 1: Definition of the transformation A for some GGM algorithm A (top-left). We use T to denote
an array of group elements from G, initially containing only the generator 1 of G. |T| denotes the
current length of T (initially 1), T[¢] € G U {L} denotes the i-th element in the table (1-indexed) or
Lifi¢ {1,...,|T|}, and T[éy, ..., ] denotes the vector (T[i1],...,T[i;]) of group elements. Inside A,
the GGM algorithm A is run using the two group oracles Ogq and Oy, (right-hand side) as well as
Oy, (bottom-left), all of which have (read and write) access to the table T.

eqs Ogrp, H

As an example, a GGM algorithm compatible with H would have the form a° , where
H has the interface N x {0,1}* — {0,1}*. Running the transformation A* requires access to
some RO H as defined in Definition 2.2 with interface G x {0,1}* — {0,1}*. Note that there are
some subtleties involving GGM algorithms: Consider two GGM algorithms A and B, where A is
compatible with #, and B is compatible with both 4 and #. Then, we may run the transformed
algorithm BA™H, However, the transformations A and B encapsulate separate tables T when running
A and B, respectively. Thus, the labels used by A for invoking # are entirely independent of the labels
used by B for invoking H, but A and B would still receive the same outputs if the associated group
elements are the same.

2.4 Blind Signatures

Definition 2.4 (Blind Signatures). Let G = G(\) be a family of groups s.t. G has prime order
p = p(A\). Then, a round-optimal blind signature scheme BS = (KeyGen, Usery, Sign, Users, Verify) in
the ROM with message space M = M()) consists of five ppt algorithms with access to an RO H:'!

KeyGen™(1*) The key generation algorithm outputs a keypair (sk,vk) where sk is a bitstring, and vk
is of the form (u*, s"%) € G"" x {0,1}*.

Useri’t (vk,m) On input of a verification key vk and a message m € M, the first user algorithm outputs
a user-message msgU = (umeY, smseV) ¢ G {0,1}* and an internal state stU = (1, s%) €
G™" x {0,1}*.

SignH(sk, msgU) On input of a secret key sk and a user message msgU as above, the signer outputs a
signer-message msgS = (uMeS smseS) ¢ G"™ x {0,1}*.

User%'[(stU, msgS) On input of an internal state stU and a signer-message msgS as above, the user
outputs a signature o = (u5€, s58) € G x {0,1}*.

1 Note that this definition is unrelated to the GGM. The algorithms could avoid outputting group elements

and instead pass around bitstrings only. However, without group elements, it is trivial to design a compu-
tationally unbounded attack.
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VerifyH(vk,m,o) On input of a verification key vk, a message m and a signature o as above, the
verification algorithm deterministically outputs a bit b, where b = 1 indicates that the signature
is valid and b = 0 indicates that it is not.

vk msgS

In the above, n'¥, n%t, n™eY n , and n*8 (denoting the number of group elements in their respective
objects) are all fived polynomials in X. For any algorithm A from the above, we use ga = qa(\) to
denote an upper bound on the number of calls to H made by A.

When writing o < (User™ (vk,m), Sign™(sk)), we mean the sequential ezecution of (msgU, stU) <
User, 7 (vk,m), msgS <« Sign™(sk, msgl), and o < Usery™ (stU, msgS).

In the following, we will also just use the term “blind signature scheme” to refer to a round-optimal
blind signature scheme in the ROM. We require the following properties from a blind signature scheme:

Definition 2.5 (Correctness). A blind signature scheme BS is correct if

(sk, vk) < KeyGen™* (1)

. Verify(vk —1] >1 - negl()) .
(User™ (vk,m), Sign (sk)) erify(vk, m, o) > negl(A)

Definition 2.6 (Blindness). The blindness game blindgs s for a blind signature scheme BS and
an adversary S is defined as follows: First, sample a bit b +s${0,1}. Then, with H being an RO and
the remaining oracles defined in the following, output b’ < ST Onit:Ousers,0,Ousers 1,Ousery,0:Ousers 1 (14

Oinit(Vk,mo, m1). May be called at most once. Stores vk, mg, my.

Ouser, ¢ for c € {0,1}. Each of these be called at most once, and only if Oinir was called before. Runs
(stU., msgU,) < Useri*(vk, mya.), and returns msgU,.

Ouser,,c(msgS,) for ¢ € {0,1}. Each of these may be called at most once, and only if Ouser,,c Was
called before. Store opgy. User%’t (stU¢, msgS,.). If Ouser, 10c was called before and VerifyH (vk, me, 0.) =
1 for ¢ = 0,1, return (mo,00) and (m1,01). Otherwise, return L.

We define the advantage advgls"‘fgd =2 |Pr[blindgs s : b=1b]— 1].

Definition 2.7 (One-More Unforgeability (OMUF)). The one-more unforgeability game omufgs 14
for a blind signature scheme BS and an adversary U is defined as follows, where H is an RO.

1. Sample a keypair (sk,vk) < KeyGenH(l)‘).

2. Invoke (my, 04)ic(r41] < UM-Osien (12 vk), where £ is the number of calls to Osign, and Osign(-) is
defined as SignH(sk, ).

3. Output 1 if for all i # j € [€+1] it holds that m; # m; and for all i € [(+1], Verify(vk, m;,0;) = 1.

We define the advantage advgg?af = Prlomufgsy = 1].

3 Impossibility Result

We now state our main theorem that we will prove in this section.

Theorem 3.1. There does not exist a round-optimal blind signature scheme BS in the ROM for
which all of the following requirements are satisfied:

o BS fulfills correctness.
e For any ppt GGM'? blindness adversary S, the advantage advtB’lside is negligible in \.

12 Normally we allow GGM algorithms to be computationally unbounded, but note that the lower bound
becomes stronger by relaxing this to ppt.
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e For any computationally unbounded GGM OMUF adversary U that makes at most a polynomial

number of calls to its oracles Ogrp, H and Osign, the advantage advgrslejf 1s negligible in .

o The algorithms Usery, Usery, and Verify are transformations of GGM algorithms Usery, Usery, and
Verify, respectively.

o The message space M has size super-polynomial in .

o The number of RO queries q := quser, + Qverity during Users and Verify is bounded by ¢ < O(log \).

We start by proving a property that follows from blindness (Section 3.1), and then we use this for
constructing a successful OMUF adversary (Section 3.2) that makes a polynomial number of oracle
(group, RO, and signature) queries.

3.1 Blindness restricts relevant queries during verification

We define irrelevant hash queries which are intuitively those hash queries which are made during the
verification of many potential signatures:

Definition 3.2. For fized keypair (sk,vk) and RO H, we say that a query Q € G x {0,1}* s
a-irrelevant, if

$
pr|" ? M : Q is made during Verify™ (vk,m,o)| > o .
o < (User™ (vk,m), Sign™(sk))

We use IRR‘;E’;Z( to denote the set of all a-irrelevant hash queries w.r.t. keypair (sk,vk) and RO H.
Note that we will typically treat IRR\:,’;k as a random variable (when (sk,vk) and H are also random

variables).

We first prove a helpful property of irrelevant hash queries:

Lemma 3.3. For any (vk,sk) & KeyGen(1*) we have ‘I’RRZ&;‘(

—1
<a - QVerify -

Proof. Any query @ € IRR;‘T’i{k needs to happen during verification of an a-fraction of valid message
signature pairs. As each verification can make at most gverir, queries, there can be at most gveriy - a1

distinct irrelevant queries. O

Now we present the main result regarding blindness.
Lemma 3.4. If for a blind signature scheme BS it holds that

(vk, sk) & KeyGen™ (1%) _ '

Pr | & M QYT 1 @S\ TR £ 0| > )
o < (User™(vk,m), Sign™ (sk))
1

for some a = 5oy () and B (where QVeY s the set of RO queries that the deterministic verifier

VerifyH(vk,m,o) would make, Q58" is the set of RO queries that the execution of SignH(sk,ngU)
made, and H is uniformly random), then there is a polynomial-time GGM blindness adversary S that
has advantage

i logy (V) — A —logy gverif _
d blind > o . " . 2 2 enty . — 2 A
advegs s =Z 6 &+ QVerify 10g2(1 — \/a) \/a qsSig
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Remark 3.5. As a consequence, the blind signature scheme cannot fulfill blindness against all ppt

GGM adversaries if inequality (5) holds for values 8 = and a =

_ 1 B
poly(X) ( 2qverify (At qsign+108 qveriy) )

(with some arbitrary polynomial poly(\)).

Proof of Lemma 3.4. We describe a ppt strategy A for breaking blindness in the case that there is
message m for which the signer makes a relevant hash query. (Tt is easy to see that A can be written
as the transformation of some GGM algorithm A.)

First, the signer attempts to construct a set C that contains as many irrelevant hash queries as
possible for /a which is > «. The reason why we collect irrelevant queries w.r.t. i/« instead of
« is that this collection will yield many false positives. To form C, the signer first samples a key

pair (vk, sk) & KeyGen(1*). It then samples my, ..., m, & M for g= logQ(g)z;\:\l/o% Qvery For each

m; it simulates the signing protocol by taking the role of both the signer and the user to generate
signatures o;. It makes a list of candidate irrelevant queries C by adding all queries that are made
during Verify(vk, m;, g;) for some i to C.

By a union bound and Lemma 3.3, it holds that

PHIRRYZ ¢ C] < (1 - a)?

1
ﬁ * QVerify *
and plugging in the above value for g:

* QVerify * (]- - \/a)g

logg (Vo) = A—logg averify
* QVerify - (1 _ \/a) Togs (1—va)

. qurify . 210g2(\/a)_)‘_10g2 QVerify

Sl= 5= 5

—2—A

The signer then picks two new random messages m(,, m} as the challenge and calls O;nic(vk, mg, m}).
It honestly runs the signing protocol: first call msgU_ <— Ouser, ,c(), then compute msgS, < Sign(sk, msgU,.),
and finally call Ouyser, (msgS,) (for ¢ € {0,1}). The latter results in the two signatures of, and of.
While running Sign(sk, msgU, ), the signer keeps track of the hash queries it makes in the set Q3" Af-
ter obtaining the two signature pairs (my, o(,) and (m/, o), the signer runs the verification algorithm
on both of them, keeping track of the hash queries that Verify(vk, m/, ') made in QYerfv.

c? C
Tt now checks whether Qgerify N Qgig" \ C = () and if yes it returns b’ = 1, otherwise b’ = 0.
We compute the probability of success:
advggnd (A)

=2

Pr[b:b’]—;‘ >2Pr[b=10]-1
= Pr[b = 0jb=0] — Pr[t = 0fb = 1] (6)
= Pr[Qy™ ngiE\c # (Z)‘b = 0] - Pr[Q}™"n gf*\ ¢ £ (Z)‘b 1] (7)

Verif Sign vk,sk CNQyE™n gy
> Pr|Qp™ N Qe \IRRY 5 # 0 A \175722‘,’;{“:00 b=0
_pr [Qgerify N Qe ¢ £ Q)’b — 1} (8)
> ﬂ — O g QVerify — Pr {leerify N Qgign \C 7é @‘b = 1} (9)
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= =g aqueriy — Pr [ QY N QFE\ € £ 0 ATRRYZ, Cclo=1]

Va,H
_ Pr [QgenfmeSIgn\C#@/\IRRVkSk ,@C‘b—l]
> f—a-g-queity — V- gsign — Pr [IRRVk g C} (10)
lo a)—A—1lo eri —
>pB-a- QVerify g2(\/1;;2(1 — \/ag)Q Qerify _ f * GSign — 272

where in (6) we reformulated the advantage for the distinguishing game, in (7) we replaced the ¥’
with the set intersections that the adversary does, in (8) we used a union bound over the a-irrelevant
queries not contained in C, in (9) we used S from the lemma statement as well as a union bound (over
all g - qverity elements in C) showing that the probability of the event C N Qve"fy \IT\’,RVk Sk £ (s

at most a- g - Gverify, in (10) we bounded the probability of the event Qoe”fy N Qg'g" \IRRVk Sk £ )

conditioned on b = 1, in which case the sets QS &M and Qve”fy are generated independently, Wthh (by

definition of an \/a-irrelevant query) means that for any fixed query in Qs'g" the probability of also
occuring in Qve”fy is < v/, and in the final inequality we used our previously shown bound on the

probability of IRR"" < ZC. O

3.2 Our OMUF Adversary

We will now describe our OMUF adversray. In order to minimize clutter, we directly define adversary
A instead of the GGM adversary A, but it is clear that all steps of A cleanly correspond to GGM
operations. For example, whenever we use fraktur, e.g. g, then the GGM adversary A would store
the group element g in the form of a label. Whenever we do not use fraktur for some variable, then
its value is accessible by A as it is. We also write H instead of H and Osign instead of Tign,. We
omit the explicit use of group oracles Ocq and Oy, by writing g + b instead of the more cumbersome

Ogrp(9,h), and g z b instead of Oeq(g, h).

The pile of group elements g. Forging will require us to construct a signature o = (use, s%€),
with u¥8 depending on previously seen group elements. Hence, our adversary maintains a vector
g = (g[l], g2 )T € G of group elements obtained so far “from the outside”: Initially, after
receiving vk = (u'k, s), we set g[1] := 1 and g[2..n" + 1] := u'*,!? and whenever we make a query
to the signing oracle to receive the message msgS = (1€, s58), we append u¥8 to g. At any time, n9
denotes the number of slots that are “in use” (initially n® := n¥* + 1), i.e., only the first n9 entries

may be non-o.

Group element representations. Whenever A4 has a label to a group element b, then it also knows
(or it is always able to recover by studying previously made group operations) a “representation”
t € Z,° of b in terms of g, i.e., a vector t that fulfills b := tTg. (Similarly, a matrix T € Z’;XOO may
be used to describe the vector of group elements h =T - g.)

Now, our OMUF adversary A uses T'k = (ez ...enka)T to refer to the group elements u'
because we always have u* = TV%.g. We will use the notation vk = (T, 5%), to denote such an object
consisting of a representation matrix together with a bitstring, as a counterpart to vk = (u'k, s¥%)
that consists of group elements and a bitstring. The same can be done for msgU, msgS and o.

Since A will have to run the blind signature algorithms Usery, Users, and Verify as subroutines and
we still need to know explicit representations of all group elements returned by these three algorithms,
we first transform their GGM counterparts Usery, Usery, and Verify into new algorithms User;, Users,

and Verify that make group element representations explicit, see Figure 2.

13 In the overview, we implicitly assumed that 1 is always contained in vk, but for the purpose of this formal
description, we explicitly add 1 to g.
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) Ou (0,3

if ¢ > |T| or j > |T| then return L return Og(T[7], T[4])

else
append T[¢] + T[j] € Z;° to T @OH»[T] (i1 ri )
return |T|

endif return Oy (T[i1, ..., i,n],2)

— Deq,OH , ~
User, " (vk, m)
parse vk = (T, s™)
T := [el]|| T

> [T 5 Oeq[T] 5= On, 1]
([st7 SSt), (Imng7 Smng) - User?grp ,0eq 41,0y ((nd, SVk), (07 m))

return st := (T[I*], s), msgU := (T[I™=], s™=V)

— 0eq,OH  ~ ——
User, " (st, msgS)

parse st = (T, s*) and msgS = (T sm8%)

T:= [e]| 77T

. ) 5Tl 57 Oeqs[T] 75 OH:[T]
(Islg’ Sslg) P Userg)grp ,Oeq ed ’OH ((nst7 SSt), (nmsg57 SmsgS))

return ¢ := (T[ISEg}, SSig)

——~—0e¢q,OH

Verify (vk,m,5)

parse vk = (T**, s*) and & = (T"%, s°¢)
T = [ed]| 7| T°*
5 [T O, (1]

O™ 5017,

b < Verify ((n, 87, (0,m), (n°%, 5°))

return b

Fig. 2: Modified blind signature “GGM-like” algorithms Jggrh lj;grg, and Verify. Instead of operating
on labels the way a GGM algorithm would, User; operates on vectors in Z;°, i.e., it queries Oeq on a
pair (t1,t2) € Z;°, its input is a pair (v~k, m) with vk = (T, s¥), TV ¢ Z’;XOO, etc. Analogous changes
apply to J;grg and Verify. Note that there is no Qg needed when running any of these modified
algorithms, because they can add two vectors on its own. The table T here contains representation
vectors (from Z3°) and should not be confused with the table from Figure 1 that maps labels to group
elements.
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Adversary overview. The adversary’s outline is as follows.

Oracles H, Osign
Input: vk = (uk, s¥%)
Step 1: Initialization.

e T .
e We initialize g := (1, u‘{k . u‘;kvk, 0.. ) to contain the generator 1 as well as all vk-elements.

Let n% := n¥® + 1 be the current number of “in use” elements.

e Define vk := (TVk, s¥%), where TV := (62 eank)T is the matrix that describes vk’s group
elements on basis g.

e Let L := {0} C Z;° be an (initially trivial) vector space containing known linear relations
about g. Let S = () be a set of known RO query input-output pairs.

Step 2: Learning Phase. See Figure 6.
Step 3: Forging Phase. See Figure 7.

In addition to the group elements g, the adversary maintains (1) a vector space L C Z,° containing
linear relations about g, and (2) a set S of RO input-output pairs. In step 2, A tries to learn as much
as possible about L and S. In step 3, verification is then simulated (for free) on all possible messages
and signatures in order to find a forgery. However, this simulation only works sufficiently well if
enough knowledge about L and S has been gathered in step 2.

Learning L and simulating with L. At any point in time, L should indeed only contain linear
relations (also called “constraints”) about g, i.e., v' g = o should be satisfied for every v € L. Such
a relation is learned whenever A makes a call to its group-equality oracle that returns 1: assuming
A kept track of the representations t; and ty of the two input group elements t] g and tJ g, it can
update L < L+ (v) to contain the new relation v := t; — ts.

Ocq[g](t, t') SimOeq[L] (t, t')

7 ,?
b [t-g=t"-g] returnt —t € L

if b =1 and LearnRel : (Liearn, S) is active then
Liearn := Liearn <t - t,>
endif

return b

Fig. 3: Group equality oracles used within our adversary. Left-hand side: Ogq[g] should be thought

of as the real equality oracle; invoking it is costly. The shaded part is only used for learning whenever
LearnRel : (Liearn, S) is active (which we will always specify when invoking a procedure that utilizes
Oeql9]), and does not affect the outcome of the call to Oeq[g]. It ensures that all observed relation
will be added to Liearn. Right-hand side: SimOeq[L] should be thought of as a simulating equality
oracle, which is free.

To formalize this idea, we define the oracle Oeq[g] in Figure 3, which takes two vectors t,t’ € Ly
as input and checks (using .A’s own group-equality oracle) whether tTg and t'T g are equal. Whenever

the answer is positive, the shaded part of Oeq[g] ensures that the corresponding relation is recorded.

—_~—

Note that we can plug in Oeq[g] to any execution of Jggrl, Uggrg, or Verify in order to make sure
that all relations observed during the execution of these algorithms are stored. We do so during A’s
learning phase.

On the right-hand side in Figure 3, we also define an oracle SimOeq[L] that we plug into any

e~

execution of ljggrl, U?&g, or Verify that we want to simulate during the forging phase of A. SimQOeq[L]
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is entirely free, as it simply checks whether t —t’ € L, i.e., whether it “believes” that the real response
would be 1.

Learning S and simulating with §. Similarly to L, the adversary attempts to learn all important
RO input-output pairs S before forging. Each member (M, z,y) € S (with M € Z;‘HX"O) indicates
H(M - g,z) =y. Such a triple is learned whenever A makes a call to its RO oracle Oy on some input
(M - g, z) for some representation matrix M that it kept track of, and receives the output y: in this
case, A can add (M, z,y) to S.

Off[g](M, z) SimOu|[L, S|(M, z)
if LearnRel : (Liearn, S) is active then if I(M',z,y) € S with rowsp(M’ — M) C L then
for all (M',m,y) €S andi € [nH] do return y
if M;-g= M; - g then endif
Liearn := Liearn + rowsp(M — M") return L
endif
endfor
endif

y < H(M - g,z)

if StoreRO : Siearn is active then
Sleam = Sleam U {(Ma x, y)}
endif

return y

Fig. 4: These oracles provide the analogue of Figure 3 for the RO. Left-hand side: Oﬁ [g] behaves
like the real RO; invoking it is costly. The shaded part again denotes the learning process. If we
specify StoreRO : Siearn when invoking a procedure that utilizes Oﬂ, then all RO queries that are made
will also be added t0 Sjearn. Furthermore, as in Figure 3, whenever LearnRel : (Ljearn, S) is activated, we
learn new linear relations by comparing to existing queries in S. Right-hand side: The simulation
counterpart to Off[g]; it returns L if no matching query was found.

To formalize this, we define the oracle O}f[g] in Figure 4, which behaves like the real RO, but
also ensures that all observed input-output pairs are recorded in S (in addition, using costly group
equality operations, it checks whether a given RO input has been seen before by comparing it to all
existing entries; if so, the corresponding linear relations on the RO input group elements are recorded
as well). The “simulated” RO SimOy[L, S| is defined on the right-hand side of Figure 4. Note that it
returns L if no matching query was found in S.

In Figure 5 we give two additional versions of Oy: The first is RandomOy, which always returns a
random output. Note that the combination SimOy[L, S] < RandomOy essentially simulates a random
oracle (consistent with S) for free, so this is what 4 uses in the forging phase when trying to simulate
the user/verification.

The second is RandomizeO}{[g, S|, which is used in the learning phase. This oracle, on every input
it receives, tosses a coin to decide whether to query the real RO or output a random value. This will
be crucial when arguing that sufficient information about L and S is learned in the learning phase.

The learning phase. The full learning phase is defined in Figure 6. Each learning iteration ¢ consists

of sampling a random message m;, computing the corresponding user-message msgU;, querying for
the signer-message msgS;, and invoking GATHERKNOWLEDGERAND repeatedly. The latter repeatedly
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RandomOu (M, x) RandomizeOf[g, S](M, )
y s {0,1}" y « Off[g)(M, )
if StoreRandRO : Sicarn is active then b s {0,1}
Stz = S U {(M, x, y)} if 6 =0 then
endif return y
else if A(M',z,y') € S with Mg = M'g then
return y ,
return y
else
return RandomOy (M, x)
endif

Fig.5: Left-hand side: RandomOy always returns a random output. Right-hand side:
RandomizeO}}[g, S] is used inside GATHERKNOWLEDGERAND in Figure 6. It employs either the real
RO or the random one with probability % each. This will be crucial in the learning phase.

—_—~—

runs @grg and Verify with a re-randomized RO (as described in the overview, this is necessary to
learn all information required when forging).

Note that we perform £ number of learning iterations, where £ is randomly chosen from {0, . . ., {nax },
with £ynax defined in Figure 6. The purpose of this is to simplify the proof: there are £ /4 “pieces
of information” (see Definition 3.13) that we can learn that may be required for forging. In each
iteration, we will (w.h.p.) either (1) learn a new piece of information, or (2) the existing knowledge
is already sufficient for forging. By choosing ¢ at random, we can claim that with probability %, the
message myy1 that we attempt to find a forgery for corresponds to case (2).

We formalize the desired outcome of the learning phase in Lemma 3.8.

The forging phase. A will then attempt to come up with a signer’s message msgS = (u™8>, sms€3)
that yields a valid signature for mg41. It does so by iterating through all possible tuples (Lsorgery sMeS

Liake, Sfake)14 and simulating Us:rg and Verify with these values in order to check whether verification
would succeed. The meaning of these four things is as follows:

® Liorgery © (€1,...,€,8 1 ,mes) should be thought of as a vector space of linear relations that the
length-(n® + n™e%) vector g[1,...,n%]||ume will fulfill.

e ™85 is an arbitrary bitstring that will be placed into msgS, verbatim.

o She is a set of “imaginary” RO input-outputs. When forging, Users is allowed to answer its queries
using their “fake” output as determined by See (since a forgery o does not need to be computed
using an honest Users), while Verify will have to work correctly without Stage.

o We also utilize a set Ly of “fake” linear relations for answering fake queries in Spyke. This allows
the adversary to match some query that it makes during Usery to some query in Stae, €ven though
the query’s group elements use a different representation than that used by the element in Stape.

If the simulated success probability for a tuple is sufficiently high, then FORGE is run (which is not
free anymore). This either results in a successful forgery, or A learns a new piece of information by
doing so.

We prove that the forging phase is indeed successful (under the assumption that the learning
phase was successful) in Lemma 3.9.

4 Leorgery 1s similar to what is called Lsim in the overview (the difference being that Leorgery is a vector space on
all of g, not just the group elements from vk). In addition, what was ¢ in the overview is now called s™&°
in order to clarify its role among the large amount of other objects.
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Learning Phase. Sample £ < {0, ..., #max}, where

Lmax 1= ((quyGen + ’V)\/a] ' (querl + gsign + Quser, + qurify)) : (nH + 1) + 1+ nd) -4
B=1/2"" a = (B/(2qverity (A + gsign + 10g querity)))”
For each i € [¢], do the following:

o L,S,my,st;, ;sz;/UZ + INITSESSION™ (L, S, g, vk)

INITSESSION™ (L, S, g, vk)

sample m <+s$ M

Y~ — O, ,OH ~
st, msgU < User; als).On [g](vk, m)

with LearnRel : (L,S) and StoreRO : S activated

return L, S, m, st, msgU

This selects a random message and runs the first User on it, while keeping track of all linear relations
in L and all RO triples in S.

e g,n?, r;s\g/SZ +— OBTAINMSGSPsen (g, n®, msgU,)

OBTAINMSGS s (g, n®, msgU = (T™eY, smseV))
(umsgS7 smsgS) — OSign (Tmng - g, Smng)

g[nﬂ +]} — u;wsgs (for je [nmsgS]) and TmsgS — (en9+1 | e | enngnrnsgS)

T

s
n® :=n® 4+ nm*

return g, n®, msgS := (T™, s™°)

This queries the signing oracle. Newly received group elements are added to g, and T™ contains their
descriptions pointing to those new elements.

o (L, SE) + GATHERKNOWLEDGERAND™ (g, S, vk, st;, msgS;, m;) for j € [Krand] With Krana := A-4-29,
and after each iteration, update

L:=L+L{, and S:=SuUsY),.

GATHERKNOWLEDGERAND™ (g, S, vk, st, msgS, m)

Lnew = {0}78new = @,Srand = @

- NOeq[g],Randomizeoa{[g,S 4l ~ ——
o < User, " (st, msgS)

/—\/Oeq[g],RandomizeO#[g,S,and] ~

Verify (vk,m, o)

both Users and Verify have LearnRel : (Lnew, S U Snew)
and StoreRO : Spew and StoreRandRO : S;ang activated

return (LneW7 Snew)

This simulates each RO query with a fresh random output (instead of H’s real output) with probability
%, to ensure that we learn all necessary information.

Fig. 6: Our adversary’s learning phase.

20




Forging Phase. Run (L,S,mg+1,s~tg+17asxgﬂul) — INITSESSIONH(L,S,Q,\;T(). Then, repeat the fol-
lowing Kattempts := 6 + (n® + gkeyGen + £ * gsign) + 24\ many times:

e Tind a tuple (Lorgery, S™, Ltake; Stake) With |Stake| < gsign and

Lforgery7 Lfake g <ela < €ng +nm5g5> and Lforgery N <el7 s >en9> g L

s.t. Pr [SIMFORGE(L + Litorgery, S, VK, Stey1, met1, 8™, Liake, Stake) = 1] > 1.

SIMFORGE(Lau, S, vk, gt, m, SmSgS, Liake, Sfake)

Srand = @

msgS := (7™, s™) with T™ := (ens41 |+ | €p04nmss)

~ “—— SimOeq[Lai],SIMOy [Liake » Stake] <SIMOK [ L)1, SUSang] <Random Oy~ ——

o « User, (st, msgS)
——~——SimO¢q[L,|],SImOy[Ly)),SUSand] <RandomOy  ~ -

b < Verify (vk, m, o)
both with StoreRandRO : Siana activated

return b

This procedure (which does not require any real group operations or RO calls) tells us whether a
potential tuple (Lsorgery, smsgs, Liake, Stake) 18 likely to succeed. The randomness inside the probability may
come from Usery itself, but more importantly also the “RO simulation” RandomOy.

e If no such tuple exists, exit without forgery. Otherwise, run

H v S
(LneW7 SneW7 0041, b) < FORGE (97 ng7 L, 87 Vk, StZ+17 me+1, Lforgery, Smsg 9 Lfake7 Sfake) .

N S
FORGE™ (g,n%, L, S, vk, st, m, Lorgery, ™%, Liake, Stake)

Lnew = {0}78new =10
compute A and B for which L + Lorgery = rowsp(—B | A | 0...)

mseS
sample z < Z,

gn®+ 1.0 +n™") .= A B g[l..n%+(ATA-1)-2-1

msgS := (T, s™%) with 7™ := (ens 1 | -+ | €04 mes)’
’ ’ —— Oeq[8],5iMOn [ Liake sStake | < Oft (8], ~ ——
(T*®,5"8) := G + User, alel e Stael <O 0] (st, msgS)
—~— 0l 0}t lg] ~
b+ Verify " (vk,m,5)

both with LearnRel : (Lnew, S U Snew) and StoreRO : Snew activated

return (Lnew, Shew, 0, b) where o := (TSig - g, sSig)

e If b =1, return ((m1,01),...,(met1,0041)), with o1, ..., 00 computed as
. . . . —— Ok, ReXas ~ —
o= (T;%-g,s;%) with (T7%,s}®) « Usery alal Olal (vk, m;, msgS;) .

Otherwise, update L := L + (Lnew N {€1,...,€n8)), S := S U Snew and continue.

Fig. 7: Our adversary’s forging phase.
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3.3 Proof of Theorem 3.1

Towards proving that the adversary A as described in Section 3.2 breaks OMUF as required by
Theorem 3.1, we first of all stress that the number of calls to Ogrp, Ocq, H, and Osjgn made by A is
indeed polynomial. (The number of signing queries is bounded by ¢ax as defined in Figure 6.) The
only part of A that is not poly-time is the first step of each iteration in the forging phase, since A
needs to iterate through all possible tuples (Lsorgery, smsgs, Ltake, Stake). However, it does not make any
oracle calls in there (see definition of SIMFORGE).

We now give some definitions that will help modularizing our proof.

Definition 3.6. We call a vector space L C Z;° of linear relations valid w.r.t. a vector g of group
elements and n® € N (s.t. g may be non-o only in the first n® components), if

LC{e,...,ens) and VWeEL:v -g=o.

We call a set S of RO input-output pairs valid w.r.t. RO H, g and n® € N (as above), if for all
(M,z,y) € S:

rowsp(M) C (e1,...,eps) and H(M-g,z)=vy.

The following definition (when applied to message my41) states what we hope from the learning
phase to achieve (see Lemma 3.8):

Definition 3.7. Given a current state of g, n®, L, S and RO H (s.t. @ is non-0 only in the ﬁrst ns
components, and L and S are valid), as well as vk st,m, we say that Forgeability(g,n®, L, S, H, vk st,m)
holds, if the following is true:

. S .
There exists a tuple (Leorgery; S™ 8, Lfake, Stake) With |Stake| < gsign and
Lforgerya Lfake g <ela -1 €ne +nmsg5> and Lforgery N <e17 cee 7en9> g L

s.t. for every valid L' O L and for every valid S’ D S:

l\D\H

Pr [SIMFORGE(L' + Liorgery, S, K, 5t 1, 5™85, Liske, Sive) = 1] =

We stress the slight mismatch between the requirements that the definition above places on
(Lforgery,SmSgS,Lfake,Sfake), and the requirements that our adversary’s forging phase places on the
tuple (Lforgemsmsgs,Lfake,Sfake) it attempts to find: Definition 3.7 requires the probability over an
execution of SIMFORGE to be sufficiently large for all valid L' D L and all valid 8" O S, while our
adversary only needs it to be sufficiently large for the current state of L and S. The reason for requir-
ing the stronger Definition 3.7 is that during the forging phase, there may be failed attempts that
need to be utilized for advancing the knowledge of L and S. Hence, the latter may change throughout
the forging phase.

The following two lemmas show that (1) the learning phase yields the desired outcome with suffi-
cient probability, and (2) the desired outcome (i.e., Forgeability) indeed results in a successful forging
phase. Combining Lemmas 3.8 and 3.9, we immediately get Theorem 3.1 (because the probability of
the game omufgs 4 returning 1 becomes > 1 — negl(})).

Lemma 3.8. Given a blind signature scheme BS with the same restrictions as in Theorem 3.1, the
following holds for sufficiently large \:

~ ~ 1

Prlomufgs 4 : Forgeability(g,n®, L, S, H, vk, ste11, mes1)] > 2

where g, n%, L, and S refer to the state of the variables of the same name used within adversary A,
at the point in time immediately after running INITSESSION at the beginning of the forging phase.
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Lemma 3.9. Using the same notation as in Lemma 3.8, the following holds:
Prlomufgs 4 outputs 1]

> Prlomufpgs 4 : Forgeability(g, n®, L, S, H, vk, Stey1,mey1)] — negl(N) .

In Section 3.4, we give the outline for proving Lemma 3.8, following that we prove a range of
lemmas required for Lemma 3.8, and finally in Section 3.9 we prove Lemma 3.9.

3.4 Outline for proving Forgeability (Lemma 3.8)

Note that in Lemma 3.8, we are not concerned at all with the forging phase of the adversary, but
only with the outcome of the learning phase. To this end, we consider the experiment Exp defined in
Figure 8.

1. H is a fresh RO. Run (sk,vk) < KeyGen(1*).

2. For i € [[A/a]] times, sample m <+ M, and run the entire protocol, i.e., (st,msgU) < User;(vk, m),
msgS < Sign(sk, msgU), o + Usera(st, msgS), and Verify(vk, m, o).

3. Run A(vk)’s initialization step to create g,, ng, and vk. Define Lj := {0} and S; := 0.
4. Sample £ < {0, ..., fmax}, but run the following for each ¢ € [fmax + 1]:

. (Li,Si,mi,Eti,;sEUi) + INITSESSION™ (L?_ 1,81, 8,_,,Vk)

° g;,nf, ”T%?z — OBTAINMSGS™E" %) (g, nf |, ;5\%61)

e Initialize L; o := L; and S;,0 := S;, and for each j € [krand], run

(Lr(éav, S,Eﬁv)v) + GATHERKNOWLEDGERAND (8,Si,5-1, v~k, st;, r;s\g/Si, m;)

and update L := L j_1 + L\ and Sij := Si,j—1 USE.
Then choose Lj := L; i, and S := S

rand rand *

Fig. 8: The experiment Exp. We note the following differences compared to omufgs 4: (1) we omit
the forging phase, (2) the learning phase is run for exactly £max+1 iterations (i.e., even for the message
myy1 that A would attempt to forge a signature for), (3) we keep track of the state of L and S in
each iteration (denoted by L; and S;), and (4) step 2 (which runs a large number of signing sessions
that does not have any effect on the remainder) is entirely new and merely used to help us in the
proof.

Comparing Exp with omufgs 4, note that S; and L; can be thought of as the state that S
and L would have in omufgs 4 right before the king merandomizations are performed in the i-th
iteration, and S; and L] is their state afterwards. Thus, Lyy; and Sp4q correspond to the state of

variables L and S in the first iteration of the forging phase. We always have L;11 C (eq,...,e,s) and
L;ifl - <e17 LERE enf+1>'

Lemma 3.8 is immediately implied by

Pr(Exp : Forgeability(gy, ng, Les1, Ser1, H, VK, Stes1, mes1)] > = (11)

DO =

since we did not make any changes to omufpgs 4 that can have an effect on Forgeability, i.e., the
probability above is identical to that in Lemma 3.8.
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Definitions regarding Exp. In the experiment Exp, we denote by R the set of all RO queries (b, x)
that have been made at some point during any of the 5 algorithms in steps 1 and 2. (Intuitively, this set
R will contain w.h.p. all irrelevant queries, which then allows us to use our result concerning irrelevant
queries, see Lemma 3.4). Similarly, we define the set QY (resp. Qf'g") for each i € {0,...,lmax}
as the set of RO queries (h,z) that have been made at some point during the i-th execution of
INITSESSION (resp. OBTAINMSGS).

Hybrids. We prove (11) by relating SIMFORGE (as defined in the forging phase, see Figure 7) with

the execution of User, and Verify on the real signer-message msgS,, ; that is present in Exp. To this
end, we define the two hybrid procedures in Figure 9 and corresponding shorthands

HyB}, := HyBo(g,, vk, st;, m;, msgS;, R, Q%e" QU= /) and
HyB! (L, S) := HyB1 (g;, Vk, st;, m;, msgS;, R, Q5" QU % L., 8

for each i € {0,...,max + 1}.

Definition 3.10. We define an event for both hybrids from Figure 9:
e BadVerifyQuery: m at any point made a query (M, x) with (Mg,z) € Q%&" \ R.
In HYB1, we further define the following event:

e InconsistentRO: Two queries (M, z) and (M’ x) with Mg = M’'g have been made (either by User,

or by Verify, or each algorithm made one of the two queries) for which two different outputs y # '
were returned.

Note that InconsistentRO only applies HYB;, because it can never be true inside HyBy (since
Ol [8](M, z) returns H' (Mg, z), with H' being a function).

HYBo(g, vk, st, m, msgS, R, Q¢", QU1 %)
H' is a fresh RO, except that ¥(h,z) € RU QY U Q%" : 1'(h,z) = H(h, z)

— O, ,OH/ e~
o « User, (8] O [al (st, msgS)

—~—Oulal.OF 8] ~
b+ Verify " (vk,m, o)

HYBl (ga \;T(7 &7 m, r;;é/sa R7 QSigna QUserl ’ H ’ L;IIa Sl )
H' is a fresh RO, except that ¥(h,z) € RU QY U Q%" : #'(h,z) = H(h, z)

!
. Oclal],SimOy[LY,,8' 1= O}t [g]
o < User, °

(st, msgS)

 Ocqla], SIMOW LY, S 1< OF 8] ~ ~
b <+ Verify ¢ il " (vk,m, o)

Fig. 9: Hybrids that SIMFORGE(L' + Leorgery, ', VK, Stos 1, 11, 8™, Liake, Stake) Will be close to. The
difference between the two hybrids is highlighted using a shaded background. HyBy will have high
success probability by correctness and blindness, and hence SIMFORGE will also have high success
probability.

We start by showing that HYBé‘|r1 has indeed large success probability, and that furthermore it is

unlikely that Verify would make an RO query that coincides with one of the signers queries (unless
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already in R or previously made by User;). The former follows by the scheme’s correctness, and the
latter from our result about irrelevant queries (Lemma 3.4). The following, proven in Section 3.5,
summarizes this:

Lemma 3.11. In the experiment Exp, we say that the event Bady holds whenever

Pr |[HyB " :b=0V BadVerinyuery] > Sari -

For sufficiently large X, we have Pr[Exp : Badg] < 1.'°

In the next step, we show that HyBy and HYB; are close. Intuitively, since HyB; utilizes the
simulating RO SimOy[LY,, S'] before invoking O [g] (given some “knowledge” S’ about the real RO
H), this can be interpreted as the fact that an increasing amount of knowledge about H does not
hurt the success probability by too much.'® In other words, while HYB, assigns fresh outputs to all
RO queries except those in R U QYse U Q%" HyB, treats more RO queries as fixed and assigns only
fresh outputs to those that are not already covered by what SimOy[L,,,S’] knows about H. This is
captured by the following lemma (proven in Section 3.6).

Lemma 3.12. In the experiment Exp, we say that the event Bady holds whenever there exists a valid

vector space L., C (e1,... ,eng+1> with LY, O Lyyq and a valid set 8" O Spq1, s.t.

Pr [HYB{H( 2 S") (b= 0V BadVerifyQuery) A InconsistentRO}

all»

> 9012 . py {Hyaﬁ“ h=0V BadVerinyuery} .

We have Pr[Exp : Bad] < 1.

Measuring knowledge. The connection between HyB; and SIMFORGE is the most involved part
of the proof of Lemma 3.8, because we will need to prove that the adversary indeed learns sufficient
knowledge. To this end, we first need to precisely define what we mean by “knowledge”, and we need
a way to measure it: For each ¢ € [{max + 1], we define the vector space

Vii={(e1,...,€1 nw) + Z rowsp(M) .
(M,z,y)€S;
(M-g,z)€ER

Note that this holds all descriptions of “necessary” group elements that were seen up to iteration i.
“Necessary” here means we may require them for forging; this includes the generator 1, the verification
key’s elements, and those group elements that are part of any input to an RO query contained in the
set R.

For the experiment Exp, we now define the event MissingKnowledge,. Intuitively, this event states

that for message m; and corresponding state st; and n?sTg/Si, when running User, /Verify, it is likely (i.e.,
has probability > i) that we learn new relations about the necessary group elements (i.e., those de-
scribed by V;) or that we encounter at least one new query in R that we have never seen before (which
may enlargen the vector space V;). For our adversary, MissingKnowledge; would mean that we are un-
able to find a forgery for m; with sufficient probability, and therefore we want MissingKnowledge, , |
to be false. On the other hand, whenever MissingKnowledge; is true, then we will be able to show that
we likely learn new knowledge in the i-th iteration.

15 We point out that Badg is an event in the experiment Exp, but its definition contains a probability itself.
That probability is taken over randomness inside HYBéJr1 (such as the fresh RO H' generated by HYBf)H)
that is entirely separate from the randomness that is used in Exp.

16 It may sound obvious that more knowledge can never be worse than less knowledge. However, this is not
quite true in our case, where every piece of knowledge may affect our simulated forging probability.
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Definition 3.13. In HYB;, we can initialize Lyew := {0}, Snew := 0, and run both lj;e/rg and Verify
with LearnRel : (Lnew, S U Snew) and StoreRO : Snew activated. This does not change anything about
the distribition of existing variables.

Given this, we define the following events for HyB] :

e LearnedRelation: Lpew NV; € L;.

o LearnedQuery: There exists a triple (h,z) € R s.t. there is no (M,x,y) € S; with Mg = §, but
there is some (M, x,y") € Spew with Mg =18.

For the experiment Exp, we say that the event MissingKnowledge, (for i € [lmax + 1]) holds if there
exists a valid space of relations L., C (ey,... ,eng+1> with L; C L., as well as a valid set of RO

all all
triples 8" 2 S;, s.t.

(12)

| =

Pr[HyB!(L.,,S’) : LearnedRelation \ LearnedQuery] >

Now, connecting HYB§+1 to SIMFORGE consists of two parts: First, event MissingKnowledge,, ; is

unlikely to hold, captured by the following lemma proven in Section 3.7. It mainly uses the observation
that A repeatedly invoking GATHERKNOWLEDGERAND can be seen as running HyB; for every choice
of L', Liake, S', and Sgke (even though there are exponentially many of them).

Lemma 3.14. The following holds for sufficiently large \:

Pr[Exp : MissingKnowledge,, ;] <

A~

Finally, provided that MissingKnowledge, , ; holds, the existing knowledge L, S it is indeed sufficient
to simulate all relations and necessary RO calls. This is captured by the following lemma (proven in
Section 3.8).

Lemma 3.15. Consider an ezecution of the experiment Exp for which the event MissingKnowledge, , |
holds. Then, there must exist a tuple (Lorgery, $™85 | Leover Stake) With |Seake| < Gsign and

Lforgeryv Ltake C <e17 s »en?+1> and Lforgery n <ela cee 7en?> C Loy

s.t. for every valid L' C (eq,... ,e,,/;) with L' O Lyy1 and for every valid 8’ O Spi1, we have

Pr[SIMFORGE(L" + Liorgery: S’,\ﬁ(, Stop1, Mgt "8, Liake, Stake) outputs 1]

. 1
> Pr[HYB{™ (L' 4 Ltorgery; S') : (b = 1 A BadVerifyQuery) V InconsistentRO] — 1

Putting it together. Combining Lemmas 3.11, 3.12, 3.14 and 3.15, we get (for sufficiently large
A):

Pr[Exp : Forgeability(g,, n?, Lov1,Sev1,H, \H@ Steg1, mes1)]

1
> Pr[Badj A Bad; A MissingKnowledge, , ;] > 1

because Badg A Bad; A MissingKnowledge, , ; implies existence of (Ltorgery, S™ES Lete, Stake), .t. for all
valid L' C (eq,..., enngl) with L' D Ly.q and for every valid 8’ 2 Sp11:

Pr[SIMFORGE(L/ + Lforgery, S’, \ﬁ(, S~tg+1, Moy, SmSgS7 Lfake, Sfake) outputs 1]
1 1
> (1292, Py [HYB(‘;“ b= 0V BadVerifyQuery|) — 7 >
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3.5 Proof of Lemma 3.11 (Success probability of Hybg‘H)
We first recall the lemma that we want to prove:
Lemma 3.11. In the experiment Exp, we say that the event Bady holds whenever

. 1
Pr [HyB)™ :b=0V BadVern‘yQuery] > Pyl

For sufficiently large X, we have Pr[Exp : Badg] < .17

Proof. Suppose we are running both Exp and then HYBS+1 in sequence. By correctness of the blind

signature scheme, the signature computed within HYB%+1 for the message my,1 that was generated

by Exp must be valid with overwhelming probability, i.e.,

Exp
Pr [HYB€+1 b= 1} >1—negl(A).

Recall that b refers to the output of Verify invoked inside HYBf;H. While Exp and HYBS+1 run the
blind signature algorithms using different RO’s, correctness still applies: First, Exp runs KeyGen,
Usery, and Sign using H. Then, HYBSJrl samples a fresh RO H’, except it enforces that H’ matches H
on all inputs in RU QY U Q5%&". Hence, the entire execution is equivalent to using a single lazy RO,
and therefore it is also equivalent to the experiment inside the correctness definition (Definition 2.5).

—~—

We let QVe' be the set of RO queries (b, ) made within the execution of Verify inside HYBg‘H.
Then, by Lemma 3.4, with probability at most 3, verification makes an irrelevant query that the
signer has made as well, i.e.,

Exp

Pr
Hys,

b=1A(QV ™ N Q%) \ TRRYS = 0| > 1 —negl(\) — 3. (13)

Otherwise there would be a polynomial-time blindness adversary with non-negligible advantage.

Also note that in the experiment Exp, we have
Pr[Exp : R 2 ZRRY] > 1 — negl()) - (14)

This follows from the following observation: Recall that the set R is computed in Exp through [A/a/]
independent signing sessions. Thus, for each individual irrelevant query (§,z) € IRRL&;S_;(, by defini-
tion (see Definition 3.2), we have

PrExp: (h,z) e R >1—(1—a)MV*>1—e?.

Thus, (14) holds by union-bound (which also uses the fact that the size of IRR‘;‘T’;k is polyomial, see
Lemma 3.3).

Combining Equations (13) and (14) with 8 = 3, we get

eri ign 1
b=1A(Q" N QYN \R=0| > 1-neglN) ~B>1— 5,

Exp
Pr Hysj,

for sufficiently large \. Note that, by definition, (QVe N Q?frl') \ R = 0 holds iff BadVerifyQuery.

Thus, as desired, we get Pr[Exp : Badg] < i (since otherwise, taken over both Exp and HYBé‘H7 the
probability of b = 0V BadVerifyQuery would be at greater than ﬁ, thus contradicting the inequality

above.) O

17 We point out that Badg is an event in the experiment Exp, but its definition contains a probability itself.
That probability is taken over randomness inside HYBS+1 (such as the fresh RO H' generated by HYBSH)
that is entirely separate from the randomness that is used in Exp.
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3.6 Proof of Lemma 3.12 (Difference between Hyb5™" and Hyb%t!)
We will conclude Lemma 3.12 from the following technical result that may be of independent interest.

Definition 3.16. Let H be a random oracle (with input space T and oulput space O). Suppose that
P™ s a procedure (without input and returning a single bit) that has access to H, such that P is
guaranteed to never make the same query twice. Note that we can view P as a randomized function
that maps transcripts (i.e., a list of previous oracle input/output pairs) to either the next query x € T
or to an output in {0,1}.

Now suppose that the RO H is fivred. Then we say that the oracle H (which has input space
Z x {0,1} and output space O) extends the RO H, if H(x,1) = H(z) for all x € T and H(x,0) is
assigned a uniformly random output y € O. Given a fired RO H, we call a procedure pH oracle-fixing
for P, if for each query (x,b) it makes, the marginal distribution of x is identical to the distribution
of query x made by P (both conditioned on the transcript so far); and if the output distributions of
P and P (conditioned on the entire transcript) are identical in both cases.

Intuitively, an oracle-fixing procedure P must be identical to the original procedure P, except
that for each query that it makes, it may choose to either use the output of a previously-fixed oracle
‘H (whose entire function table is public) or to query a fresh RO (whose function table is unknown).
We can now prove the following result, showing that despite this capability, when the first oracle is a
uniformly random RO #, then with sufficient probability, no query-fixing procedure P (that is given
access to a fresh RO ﬁ) exists that deviates too much from the original procedure P.

Lemma 3.17. Suppose that P is a procedure (without input and returning a single bit) that is
guaranteed to make at most q queries to a random oracle H. Let

p = I;r[PH outputs 0]

be the probability of P returning 0 (taken over P’s internal randomness as well as the RO H).

__ Then, the following yields a bound regarding the expectation of output O for the optimal choice of
P (where “optimal” refers to probability of output 0):

E {mgx P

r [ﬁﬁ outputs OH <29.p
HL P #H

Note that the expectation Eq is only taken over the choice of RO H, the mazimum is taken over all
query-fizing procedures P of P (which may depend on the entire function table of H since it is already

fized), and the inner probability is taken over both P’s internal randomness and the random choice
of an extension H of H.

Consequently:

DH 1
Pr [max Pr {PH outputs 0} > 2012 -p} <.
HLP #H 4

Proof. W.l.o.g. we assume that P makes exactly ¢ queries (otherwise, P can be transformed into
some equivalent P’ that performs some dummy queries whose output is ignored; if the input space 7
is not large enough, we can simply make it larger without changing the statement).

We proceed by induction on ¢. For ¢ = 0, the claim is trivial, since P does not make any RO
queries, and therefore every “transcript” that determines the output of P will always be empty. Thus,
every query-fixing P will be identical to P, i.e.,

Pr [ﬁﬁ outputs 0} =p=27-p.
#H

Now assume that the claim holds for ¢—1. We show that it also holds for ¢, so let P be a procedure
that makes exactly ¢ queries. Note that P can be rewritten in the following form:
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1. P selects (potentially non-deterministically) a query 2* € Z that it sends to its oracle.
2. P receives an output y* € O from the oracle.

3. P runs Py« ,~, where Py« - is a procedure that has the current transcript (z*, y*) hardcoded and
makes exactly ¢ — 1 querles to the RO.

4. P returns the output of Py« y«.

In order to prove the lemma, we need to upper-bound E[S], where S is the following random variable
that depends on H:

S := maxPr [ﬁﬁ outputs O] .
P #H

(Again, P is any query-fixing procedure of P that may depend on the RO H, and the probability is
taken over a uniformly random extension H of H.)

For every query x € Z, we define the random variable S, identically, except that the probability
in the definition of S, is additionally conditioned on the first query being x. We get (where Pr[z* = z]
denotes the probability that the procedure P chooses x as its first query)

S} <) Prfa* =a]- E[Sa] (15)

zel
because of max E vs < E maxvs . for arbitrary values of v _. In addition, for every input x and
= P,z B P,z P,z ’

xT xr
every output y € O, we define the random variable S , identically to S, except that the procedure
P, , instead of P is used.

Fix H and some query z, and let P be the best corresponding query-fixing procedure (i.e., the one
for which the term inside the definition of S, is maximized). Its first query is either (x,0) or (z,1).
Thus, since ﬁ(x, 1) = H(x) while ﬁ(x, 0) is chosen uniformly from O, combined with the fact that
P, , is guaranteed to never query x, we have

S, = max

x?—t(x)a ‘O| Z Sry

yeO

Hence, the expected value (with H not being fixed anymore — i.e., P is also a random variable) is

= <

where we used the fact max(R1, R2) < Ry + Rs for any two real values Ry, Ry > 0, together with
linearity of expectation.

The term Ey[S; 3(«)] is equal to

Sesun) = 3 ElSonor | H(z) = 3] - Peli(z) =3] = 750 S B[S (1)

yeO

For every input « and every output y € O, note that by induction applied to procedure P, ,, we get

B[Sy, <20 ! Pr[PH outputs 0] , (18)

By combining Equations (15) to (18), we obtain

E < 9] Z Pr[z Pr[PH outputs 0]
€T
yeO
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Note that the term on the right is equal to 22-p by definition of P (using the fact that P, , will never
query x and therefore it does not matter if the probability on the right is conditioned on H(x) =y
or not). O

We are now ready to prove Lemma 3.12, which we recall here:

Lemma 3.12. In the experiment Exp, we say that the event Bady holds whenever there exists a valid

vector space L., C (e1,... ,eng+1> with L, O Lyy1 and a valid set S’ O Sgy1, s.t.

Pr [HYBZH( 2> S’) (b= 0V BadVerifyQuery) A InconsistentRO}

> 2072 Py [Hysf;“ =0V BadVerinyuery} .
We have Pr[Exp : Bad] < 1.

Proof. Consider a fixed execution of the experiment Exp. We define the following procedure P that

has oracle access to some H* whose input space is Z := (ZZH x {0,1}*)\ (RU nglrl Q?f;) (ie
Userq

the usual input space of H, except that all inputs from R U Q, 7' U Q, +r1‘ are removed) and Whose
output space is {0,1}":
_ — O, , Oeql8,41]1:00  ~
1. Run & « User, (82411, H(Ste+1, msgS,, ;) and b < Verlfy o (vk,me41,0), where Oy(M, x)
is implemented as follows:

e If a query (M',x) with Mg,,, = M'g,,, was made before, return the same output as before.

o Otherwise, if (Mg, ,,2) € RU ngl“ U Q?E, then return H(Mg,, , ).

e Otherwise, query H*(Mg,,,,x) and return its output.
2. Output 1 iff b = 1 A BadVerifyQuery.

Note that the procedure P (given a fresh RO H™*) is identical to the hybrid HYBZ‘H because both of
them answer queries (M, z) using either H (if the query matches an input in R U nglr 'Y Q?'f'l')
else uniformly random. Thus:

Eg [PH* outputs 0} =Pr [HYBZ‘H b=0V BadVerinyuery] (19)

Now fix some RO H*, as well as any valid L), and any set of RO queries &’ O Syq; that is
valid w.r.t. H (on inputs R U ng_elrl U Q?frl') and H* (on all other inputs). Given these, we define a

query-fixing procedure ]3L;”’5/ for P (see Definition 3.16) as follows:

— 0. 11,0 ——~—0cq[8,41],0n ~
1. Run ¢ « User, (el H(St[+1, msgS,, ;) and b < Verify o H(vk met1,0), where Oy(M, x)

is implemented as follows:

o If a query (M’,x) with Mg,,, = M'g,,, was made before, return the same output as before.
e Otherwise, if (Mg, ,7) € RU QU U Q%" then return H(Mg, ).

e Otherwise, if SimOy[L.,,S'](M,x) # L, then query (Mg, ,,2),1) to H* and return its output.

all»

e Otherwise, query ((Mg,,,,),0) to H* and return its output.
2. Output 1 iff b = 1 A BadVerifyQuery.

Note that the query-fixing procedure JSL;”’ s+ (given a randomly chosen extension H* of H*) is almost
identical to the hybrid HYB”I(L/ "). The only difference is that ﬁL/ s never returns two different

all»
answers for two queries (M, x),(M’', z) with Mg,,, = M'g,,, while HYB“‘1 might (because for the
latter, it is possible e.g. that SimOy[L.,,S’] returns L when given (M, x) but not given (M’,x)).

all»
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Whenever this happens, the event InconsistentRO must apply, and hence we can still conclude the
relation

Pr ﬁﬁ” 5 outputs 0} > Pr [HYB?*I( 1S+ (b= 0V BadVerifyQuery) A InconsistentRO| . (20)

Given the fixed execution of Exp, define p := Prys« [PH* outputs O} as the probability of P
returning 0 for a uniformly random H*. We can now apply Lemma 3.17 to procedure P, which shows

g 1
Pr {3 valid L', S’ with Pr [Pﬁ” & outputs 0] S 9ut2. p} <i (21)
s H* all”
where “validity” of &’ is defined w.r.t. 4 (on inputs R U Qgielr U Q?f;) and H* (on all other inputs),

and the inner probability is taken over a uniformly random extension H* of H*.

Note that while Exp may make RO queries to H that are outside of R U nglr Ty Q?'frl], none of
their outputs affect any of the variables used inside P. In fact, instead of running the entire Exp, we
could equivalently just run its first 3 steps as well as INITSESSION and OBTAINMSGS of the (/+1)-th
iteration of step 4 (see Figure 8).!% Therefore, we can view the fresh RO H* (whose input space
encompasses exactly those queries that are not in R U Q;Jfl” U Q?fr{) as the “remainder” of the RO
‘H that has not been queried yet by Exp and therefore is information-theoretically hidden in P.

Given a fixed execution of Exp, let Bad be true iff the event inside the probability in (21) is true
for the unique RO H* with #*(h,z) = H(h,z) for all (h,z) € Z. Then we have Pr[Exp : Bad}] < 1
by the discussion above and (21). Furthermore, combining Equations (19) and (20), we obtain the
implication Bad; = Bad]. Thus, Pr[Exp : Bad;] < %. O

3.7 Proof of Lemma 3.14 (Bounding MissingKnowledge,_ ,)

We recall the lemma:
Lemma 3.14. The following holds for sufficiently large \:

Pr[Exp : MissingKnowledge,, ;] <

NG

Proof. In the following, we abuse notation to write S MR to denote the set
{(p,2) | 3(M,z,y) € S with Mg = b}
of RO inputs in R that have a matching triple in S. Note that |[S N R| < |R| for any S.

Given a set S, we define a modified set Scs , which for every unique pair (b, ) may contain at
most one triple (M, z,y) with Mg = §. If there are multiple triples mapping to the same (§,x), it
does not matter which ones of them are deleted as long as this is done consistently (for example, we
could use the convention we only keep the lexicographically smallest triple). Now we also define YZ
for each iteration 7 in the same way as V;, except that in its definition we replace S; by ‘SA}

Clearly, we always have S; C §F C S;41 and Liﬁ@ CL? ﬂ‘z C Ly 017,-:1 (we only ever add new
elements to any of these sets). Furthermore, we have dim V; < 1+ n'® + |R| - n! for every i because
there cannot be any two different (M, x,y), (M, z,y') € S with M - g = M’ - g. Thus, denoting by

IT:={i|SSNRCSNR V LNV, C LNV}

18 Strictly speaking, we would also need to increment n? := n | +n™%#° in each of the remaining iterations i.
However, for running the procedure P, only the group elements g, ,[1... n** 4+ 1] and gopang+1... n?_H]
are relevant and therefore all other group elements can be set to e.g. o.
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those iterations in which either ;R or L;NV; grows, then we have |Z| < 14n"k+|R|-(n"+1) < 3 Umax-
Later we will prove that, taken over the experiment Exp, for every ¢ € [{max],
Pr[MissingKnowledge, = i € Z] > 1 — negl(}A) . (22)

Thus, denoting by Z’ := {i | MissingKnowledge, } those iterations where MissingKnowledge, holds, by
union-bound we have

1 1
Pr [|I’ > ~£max] <Pr [|I| > ~€max} +negl(A) < negl(A) .

=0

Then, because ¢ is randomly picked from {0, ..., ¢nax} (and it is not used anywhere within Exp), the
probability of MissingKnowledge,, ; is

1
Prll+1€T]<Pr [I’| > .emax] +Pr [e+ 1e|7|

1
|Il| < Z 'gmaxil

gmax < 1

1
Snegl()\)—kz-ig 1157
max

for sufficiently large .

It remains to prove (22). To this end, fix an execution of Exp, and suppose that MissingKnowledge,
holds for some 4. By Definition 3.13, this means that there exists a valid L), C (e1,...,e,s ) with

b 7L/L-+1
L;” D L; as well as a valid 8§’ D §; for which (12) holds. For all of these fixed values, we study the

experiment GATHERKNOWLEDGERANDH(gi,Si,\ﬁ(,SNtZ', rr/15\g/Si,mi), for which we say that the event

CorrectGuesses is true if for every query (M, x) made by either Users or Verify, the random bit b chosen
within RandomizeOn[Srand) is 1 iff SimOy[L.,, S'|(M,z) = L.

Conditioned on CorrectGuesses, we have

_ LearnedRelation

Pr |:GATHERKNOWLEDGERANDH(gi,Si,\ﬁ(,s~ti, @i,mi) " LearnedQuery

CorrectGu esses]

_ LearnedRelation

_ [ / /
= Pr [HYBl( anS) V LearnedQuery

—_~—

To see this, note that the oracles that GATHERKNOWLEDGERAND provides to Jszrg and Verify be-

have identically to those in HYB;, because &’ is valid and thus whenever SimOy[L/,,S’] outputs

something other than L, this output always matches that of the real RO H, i.e., exactly the same
as what RandomizeOy[Syand] would return due to b = 0. Moreover, all other queries (not captured
by SimOu[L.,,S’]) will receive a uniformly random output (either due the use of RandomOy when
b =1 in the first case, or due to the use of a fresh RO H' in the latter case). If such a query is made
a second time (and still not captured by SimOy|[L},,S’]), then the same output will be given as the
first time: in the former case, note that RandomizeQOy ensures this by looking up the query in Syang,

and in the latter case, H' is always consistent with repeated queries by definition.

Since the probability of CorrectGuesses is clearly > - the following event holds in Exp conditioned

= 2q>»
on MissingKnowledge;:
_ LearnedRelation 1

: >
V LearnedQuery | = 4.2¢

Pr | GATHERKNOWLEDGERAND™ (g;, S, vk, st;, msgS,, m;)

Note that our OMUF adversary repeats GATHERKNOWLEDGERAND for kyang = A -4 - 27 inde-
pendent times. Thus, given the above, LearnedRelation V LearnedQuery will be true for at least one of
these kyang iterations with probability

1\ M2 1
21(14.2(]) 2176—/\>17negl()\).
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Furthermore, if for at least one of Exp’s iterations j € [krand] of GATHERKNOWLEDGERAND, one of
the two events is true, then we get the following:

e LearnedQuery: There is some (M, x,y) € SrEQV with (M -g,x) € R, but there is no other (M’,z,y’) €
S; with M -g = M’-g. In this case, we will have (M, z,y) € S; ; C S} and therefore S;NR C SFNR.
e LearnedRelation: L,(QN NV, € L;, i.e., there exists a vector v € L,(fe\)N NV; with v ¢ L;. Due to
nge\),\, C L} (by definition of L), this means v € LY N V;.
Recall that the only difference between V; and ‘71 is that the first one sums up all rowsp(M) for
(M,z,y) €S (s.t. (Mg, z) € R), while V; only takes triples in (M, z,y) € S. However, whenever A
calls the RO on two queries (M, z) and (M',z) with Mg = M’g, then (due to LearnRel : (Lpew,S)
being activated) it adds rowsp(M — M’) to the set of linear relations. Hence, for any v € V;, there
exists some v/ € L; with v —v' € X//\;
Hence, we have v —v' € Lf N IZ and simultaneously v — v’ ¢ L; N ‘Z (due tov ¢ L; and v’ € L;).
Thus, we can conclude L; N IZ cLiN ‘72

This proves (22). O

3.8 Proof of Lemma 3.15 (Difference between Hyb%"! and SimForge)

We recall the lemma:

Lemma 3.15. Consider an execution of the experiment Exp for which the event MissingKnowledge,, ;
holds. Then, there must exist a tuple (Lorgery, sMseS Liake, Stake) With |Stake| < gsign and

Lforgerya Lfake g <e17 cee 7eng+1> and Lforgery N <ela s 7eng> g LZ+1
s.t. for every valid L' C (e1,...,e,s) with L' 2 Ly and for every valid 8" 2 Sp11, we have

Pr[SIMFORGE(L" + Liorgerys S’,\ﬁ(, Stor1, Met1, smseS Liake, Stake) outputs 1]

1
> Pr[HYB{™ (L' 4 Ltorgery; S') : (b = 1 A BadVerifyQuery) V InconsistentRO] — 1

Proof. We start by constructing the tuple (Lsorgery, smsgs, Ltake, Stake), in which we essentially imitates
the “real” signer message msgS,, ;. (Recall that msgS,, is present in experiment Exp, even though
it would not be available to the adversary A in the omufgs 4 game. Of course the adversary A may
be unable to come up with this exact tuple, but recall that it suffices for us to prove existence of a
tuple for which the adversary may successfully simulate a forgery session.)

® Liorgery i= {v| ngH-l =0} N (Lgp1 + <en?+1, - ’e”5+1>)'
(Intuitively, this Leorgery tncludes all linear constraints about the “real” signer-message elements
9011, as long as they are explainable using the existing knowledge (i.e., using LZ+1+<en?+17 . >en;}+1>)-)
Note that Leorgery (€1, - - ., €,8)  (Les1+(€ps 1, ,eng+1>) N{e1,...,e,s) = L¢i1, and therefore
the required condition Lorgery N (€1, - - ., en?) C Ly4q is fulfilled.

° smsgS — SmsgS
T4+
(We choose exactly the same bitstring as in the “real” signer message.)
® Lake :={v|vigy =0}N{el,... ’e”§’+1>
(Note that this is essentially the vector space of all linear constraints, which will be sufficient for
the simulation to recognize all queries in Skake correctly, regardless of their representation.)

o Stk :={(M,z,H(H,z)) | (h,2) € Q?f;}, where M is an arbitrarily chosen matrix M with Mg =§
(for example, we may choose the first column of M to be equal to all dlog’s of § to base 1, and
everything else is 0).

(This is exactly the set of all queries made by the “real” signer, except that we write its triples in

matriz form so that it is compatible with SIMFORGE.)
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Now consider any valid vector space L' with Ly C L' C (eq,... ,en3> as stated in the lemma, and

consider any valid set S’ D Sy; of RO queries. In the following, the use the shorthand notation
Ly = L'+ Lorgery-

We will show that, unless one of the three events LearnedRelation, LearnedQuery, or BadVerifyQuery
holds, the distribution of b induced by

‘
Hys ™ (LY, S')
is identical to the output distribution of

/ /L S
SIMFORGE(LY,, S, vk, stet1, met1, $™°8, Liakes Stake) -

In addition, we will prove that in the former, LearnedRelation is implied by InconsistentRO. Combining
all of this, the probability of SIMFORGE to output 1 is at least

Pr[b = 1 A BadVerifyQuery A LearnedRelation A LearnedQuery]
= Pr[((b =1 A BadVerifyQuery) V InconsistentRO) A LearnedRelation A LearnedQuery|

_ 1
> Pr[(b =1 A BadVerifyQuery) V InconsistentRO] — 1

where all probabilities are taken over running HYB{™* (L., S’). Thus, we get exactly the lemma’s state-
ment as required. Note that the equality follows from the implication InconsistentRO = LearnedRelation,
and the inequality follows from the assumption MissingKnowledge,, ; (which bounds Pr[LearnedRelationV

LearnedQuery] < 1).

Note that, by definition, the only difference between SIMFORGE and HYB; are the oracles (“group

equality” and RO) that they provide to the executions of lj;rg and Verify. We will prove that either
those oracles behave identically, or one of the events LearnedRelation, LearnedQuery, or BadVerifyQuery
is true.

First recall that the only group elements that the procedure User; takes as input are those in vk,
meaning that their representations TV fulfill rowsp(T%) C (e, ..., v, 1) C Viy1. Because User; can
compute group elements only as linear combinations of these vectors, its output fulfills TZ:‘H C Voyr-

Similarly, we have rowsp(TZ"j:fS) =(ensq1s--- ’e”?+1>' Because the input to Usery consists only of

).

Therefore, both U;EFQ and Verify only ever invoke their group equality oracle on vectors (t,t’)
with t,t' € Vo1 + <en?+1, cee e"f+1>’ and they only ever invoke their RO on an input (M, x) with

I‘OWSp(M) C Ve+1 + <en?+17 te >

e First, we prove that the group equality oracles

P

steiq msgS,, 1, its output fulfills T;ifl C Vo1 + <e"?+1’ e

e s
9 Moty

e s
) Mgy

SimOgq[Ly]  and  Oeqlgs41]

behave identically (the left-hand side is what is used in SIMFORGE, and the right-hand side in
HyB,). Consider a query (t,t'). If t —t’ € L} (i.e., the left-hand side returns 1), then we clearly

all

also have (t —t’) - g, ; = o by validity of L, (and therefore the right-hand side returns 1). Vice

all

versa, if (t —t') - g,,, = 0, then the relation t —t’ is added to Lpen. By the above, t —t" € Vpy1 +
(en?H, ceey e"?+1>’ and unless LearnedRelation holds, note that we also have Lpew N Vig1 C Lyyq.

Thus, t —t’ € Lyyq+ (en}:H, R e"f+1>' By definition of Lyorgery, this implies t —t" € Leorgery € L.
e Now we prove that the ROs behave identically. Recall that SIMFORGE supplies
SimOu|Ltake, Stake) < SImOK[LL,, S’ U Sand] < RandomOy  to Users and
SimOW[LLy, S’ U Srand] < RandomOy  to  Verify
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(while RandomOy always stores all queries it answers in the initially empty set Syand), and the
procedure HyB; supplies

—~

SimOy[L.,,S'] < OfF [8,,1] to both User, and Verify |,

which RO #H’ being sampled as a fresh RO, except that V(h,z) € R U nglrl U QZ’E; :H (h,x) =
H(h,x). In the following, we will treat H' as a lazy RO that samples the output of a query
(h,2) ¢ RU Q;;Jflr Y jSﬂ whenever it is made for the first time.

For convenience, we first unroll the definitions of the oracles above, while simultaneously plugging
in our definitions of Lgke and Spke (Which are chosen in such a way that SimOy[Leake, Stake] returns
H(Mgy, 1, x) iff (Mgpyq,2) € Q?'f?, and L otherwise). In particular, given a query (M,x), the
oracle provided by SIMFORGE to ljggrg is stated on the left-hand side (for the oracle provided to

Verify, simply disregard case 1), and the oracle provided by HyB; to both lj;e/rg and m is stated
on the right-hand side:

SIMFORGE HyB;

1: if (Mg, ,2) € Q?if?

return H(Mg,, , )
2: if M, z,y) € S s.t. rowsp(M — M') C L if 3(M',2,y) € & s.t. rowsp(M — M') C L,

all

return y return y

3: if I(M', 2,) € Srand 8-t. rowsp(M — M) C L., if (Mg, 1,2) ERU ng{l U Q?f; U Qrand
return y return H'(Mg,, ,,z)

4: y<«+s${0,1}"; H (Mg, 2) =y <+s{0,1}";
Srand := Srand U {(M, 2, y)}; return y Qrand := Qrand U {(M, z)}; return y

Note that on both sides, due to validity of S’ and L., whenever case 2 applies (which is the same
on both sides), it always returns the real output, i.e., y = H(Mg, ,x). The same clearly applies
to case 1. Only cases 3 and 4 may return outputs that do not agree with H.

For the sake of contradiction, suppose that there is some query (M, x) on which the two oracles
behave differently, and assume that (M, x) is the first such query. First suppose that (Mg, ,,z) €

Q?f; U ng_elr ' UR. In this case we will prove that the real output H(Mg,, ,,x) will be returned on

both sides (and, by the left side, even when case 1 is not present). There are three cases:

— (Mgyyq,7) € Qiiﬂ \ R. Unless BadVerifyQuery holds, the query must have been made inside

Us?rg (instead of Verify). This means that we can assume that step 1 is present on the left-hand
side, which therefore must return y := H(M g, 1, ). On the right-hand side, either case 2 applies
(which always returns the real output y), or otherwise case 3 applies, which also returns y by
definition.

— (Mg;,q,7) € R. Note that because (M, z,y) will be added to Snew, unless LearnedQuery holds,
there must be some M’ with Mg,,, = M'g,,, and (M',z,y) € Se41. Thus, by definition of the
vector space Vi1, we have rowsp(M') C Vyy1. As argued before, we always have rowsp(M) C
Vegr + <en?+1, e ,eng+1> for every query (M, z), which means that

).

For the sake of contradiction, suppose that case 2 does not find the triple (M’,x,y). Then,
by definition of O}’ [9,41] (with LearnRel : (Lnew,Se+1) activated), rowsp(M — M’) would be
added t0 Lpew. As in the proof for identical behavior of SimQOeq[LY,] and Oeq[g, 1], this implies
rowsp(M — M’) C L., i.e., case 2 does find the triple (M’, z,y), a contradiction.

— (Mg,.,,z) € Q%" During the execution of the (£+ 1)-th INITSESSION, a triple (M’, z,y) with
l+1 l+1

Mg, = M'g,,, must have been added to Sy41. Because all input elements INITSESSION only
have representations in (e1,...,€,u 1)+ (€n0 41, .. ’e”?+1> C Viy1, we must have rowsp(M') C

rowsp(M — M') C Vg1 + (€ps4q,..., @

9
Nyt

Vig1. As in the previous case, this implies that case 2 applies, i.e., y = H(Mg,,, ) is returned
by all oracles.
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Now consider any query (M, z) made by Users or Verify for which (Mgpq,2) ¢ RU Q;;Jielrl U Qif;.
Here, we may disregard case 1. In addition, since case 2 is identical in both SIMFORGE and HYBy,
we only need to show that cases 3-4 behave identically for a sequence of RO inputs (M, z) all of
which satisfy (Mg, ,,z) ¢ RU Qﬁelrl U Q?f?.

Whenever such a query (M, x) is made for which no prior (M’,z) with Mg,,, = M’'g,,, has been
queried, note that case 3 does not apply. Thus, in both oracles, case 4 returns a uniformly random
y €{0,1}".

If another (M’ x) with Mg,,;, = M'g,,, has been queried before, then the oracle in HyB; (using
case 3) returns the same output y as before, because (M’ - g, ,x) was added to Qpang. Similarly,
the oracle in SIMFORGE added the triple (M’,z,y) to S;and- Hence, case 3 finds (M, x,y) € Srand
when given the query (M, x) unless rowsp(M —M')  L.,,. However, since rowsp(M — M’) is added
t0 Lpew, similar to before this would result in a contradiction unless LearnedRelation holds.

To prove the implication InconsistentRO = LearnedRelation, note that InconsistentRO in HyB; means
that there have been two queries (M, z), (M', x) with Mg,,; = M'g,,, s.t. case 2 applied to one of
them but not the other. However, this would mean rowsp(M — M') € L, and since rowsp(M — M’)
is added to Ley this would result in a contradiction unless LearnedRelation holds. O

3.9 Proving success conditioned on Forgeability (Lemma 3.9)

On a high level, note that Forgeability directly implies the existence of a tuple (Lsorgery, SMES [ee, Stake)
that results in a successful forgery. However, this does not mean that our adversary computes a valid
forgery: our adversary may find a different tuple for which the simulated forging probability is high,
but then it turns out that in reality it does not result in a forgery. Hence, a crucial observation is
that whenever it does not result in a forgery, with large probability we are still going to have some
“positive outcome”, meaning that we learned some new linear relations or RO input-output pairs.
Then, because a sufficient number of forging attempts is performed and there is a limited amount of
information to learn, at some point a forgery must be produced.

Consider any fixed execution of omufgs 4, which defines a vector g of group elements with
corresponding length n® (these variables refer to the state at the end of the adversary’s execution —
but note that they never change after running INITSESSION in the beginning of the forging phase),
as well as a message myy1 and state s~tg+1. Let

e O* be an arbitrary set of triples (§,z,y) € G x {0,1}* x {0,1}" where no (b, x) appears more
than once (we can think of Q* as a partial RO in which only part of the function table has been
fixed so far),

e ' C{ey,...,eps) be an arbitrary valid vector space (w.r.t. g and n?),

® Liake, Lorgery C (€1, - - -, €n0 1 nmses) be arbitrary vector spaces s.t. Leorgery N (€1, .. .,€p8) C L,
e &’ be an arbitrary valid set of RO triples (w.r.t. Q*, g, and n?),

e Shke be an arbitrary set of RO triples (which does not have to be valid), and

e s™85 be an arbitrary bitstring.

Further assume that given all of these variables, the following applies:

(23)

DN | =

Pr [SIMFORGE(L/ + Lforgery7 Sla vk, stoq1, Mo, SmsgS, Ltake; Stake) = 1] >

Treating all of this as fixed, we can define the following experiment Exp’:

e '’ is a fresh RO, except that H'(h,z) = y for every (b, z,y) € O*

H 3 S
L4 (LneW7 Snew; g, b) + FORGE (97 ngv L/a Sla Vk; Stg+1, mye+ta, Lforgery; sms8 3 Lfakea Sfake)
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For Exp’, we define two bad events (both of which imply that the adversary learns something):

e Bady: In the end, we have Lyey N{€1,...,€,90) € L'.

e Bads: In the end, there is a triple (M, z,y) € Spew for which (M -g,z,y) € Q* but no (M, z,y) € S’
with M -g=M'-g.

Now we are ready to state the following lemma, saying that for any tuple that the adversary may
find in the forging phase, it likely results in a valid forgery, or in another event that allows us to learn
something.

Lemma 3.18. For any Q*, L/7Lf0rgery,Lfake,Sl7Sfake,SmSgs fulfilling the criteria described above, we
have

1
Pr[Exp’ : b=1V Bady, V Bads] > 3 negl(A) .

Before proving Lemma 3.18, we show how it implies Lemma 3.9.

We now consider a slight modification of our OMUF adversary A in which exactly kattempts iter-
ations are executed in the forging phase, even when a valid forgery has been found earlier. For each
i € [Kattempts), we denote by QF the set that contains all RO triples (b, z,y) for queries H(h,z) =y
that have been made at some point before the i-th forging attempt by anyone during the omufgs 4-
game. In addition, let L be the state of the vector space L at that time (note that this implies L, D L
since the space of learned linear relations can only grow), and similarly let S/ be the state of S at
that time (for which we have S/ D S). Let the event FoundTuple!” be true iff the adversary did find
a tuple (Leorgery, 5™85 | Leoke, Stake) in the i-th forging iteration.

We will view the RO H (sampled inside the game omufgs 4) as being lazy, i.e., it only samples
the output corresponding to some query when it is made for the first time. Thus, the randomness
inside the i-th execution of FORGE™ (see Figure 7) not only consists of the randomness of @Erg, but
also that of fresh RO queries that are not contained in Q. Thus, whenever FoundTu ple(i) holds, then
we may identify the corresponding i-th forging attempt

(LW 80 50 p@)y

new?’ new’
H rol L & msgS
(97 n?, Lia Sia vk, steq1, Mg, Lforgery7 58 Ltake, Sfake) .

FORGE

mseS) If we

with an execution of the experiment Exp’ (on QF, L., Lforgery, Lfake, Sty Stake, and s
now define (whenever FoundTuple! is true) the event Bad(Li) as L&y N (e1,...,ens) € L and the
event Badg) as existence of a triple (M, z,y) € Sr(é?,\, for which (M - g,z,y) € Q* while there is no
(M',z,y) € S with M -g = M’ g, then for every fized state of A at the beginning of the i-th forging

iteration, we have (for sufficiently large \):

P ) B i i 1
Pr | FoundTuple® v ) = 1v Bad{ v Bad{| > 5 —negl(}) >

W =

where the probability is taken over FORGEH(g,ng,Lg,SZ{,\ﬁ(, §t£+1,mg+1,Lforgery,SmSgS,Lfake,Sfake).
This follows from Lemma 3.18 for sufficiently large A.

Let Good® := FoundTupIe(i) Vb =1v Bad(Li) \Y Badg). Note that the kattempts €vents Good® (in
the omufgs 4 game) are not necessarily independent of each other. Nevertheless, as shown above,
for every fixed state before the i-th iteration, the event Good” has probability at least % Hence,
sampling Good(l), .. .,Good(ka“emp“) using the game omufgs 4 can be no worse than sampling all
Kattempts variables independently s.t. Good™ is 1 with probability = % This means that we can still
apply a Chernoff bound to obtain the following: Let N := |[{i € [Kattempts) | Good(i)}| the number

of iterations in which Good” holds. The expected value is E[N]| > Kattempts/3 = 2(n% + gkeyGen + £
gsign) + 8, and therefore

Pr[N < n® + gkeyGen + £ - gsign] < Pr[N < 0.5-E[N]] <

D
=
>~
[

9]
>
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taken over omufgs 4. Note that

e whenever Badg) holds for some i, then dim(Lj, ;) > dim(Lj) (because LN (e1,...,eps) contains
a vector that is not in Lj but is in L], = L} + (Lr(]?W (e1,...,ens))); and

e whenever Badg) holds for some i, then Qf,; \ Si,; € Q;j \ S}, where we abuse notation to denote

by .
O\S={(h,z) € Q|AM,z,y) € S with Mg = bh}

the set of RO inputs in Q that do not have a matching triple in S.

Note that, intuitively, QF \ S; denotes the number of RO queries that have been made before the
i-th forging attempt by anyone, while A was not yet aware of this query. Hence, why the strict
inclusion Q7 \ §;,; € Q;f \ S} holds can be seen as follows: For every query (h,z) € Q; ; \ Q;,
there must be some corresponding triple (M,z,y) € S;,,, because A does not call the signing
oracle in the forging phase and hence A itself is the one who initiates any new RO queries which
are therefore added to A’s knowledge, i.e., (b,z) ¢ Qj,; \ S, ;. Furthermore, due to Badg), there
must be some (b, z) € Q7 \S; for which A adds a new triple (M, z,y) with h = Mg to Spew € S,
Le., (b,2) ¢ Q71 \ Sipy-

Therefore, Bad;, can happen at most n% times, and Bads can happen at most |Q}| = gkeyGen + ¢ - gSign
times. Thus, whenever N > 18 4 gkeyGen + £ - Gsign, there must have been some iteration ¢ € [kattempts}

for which b = 1 or FoundTupIe(i) is false. Furthermore, by definition of Forgeability (and using the fact
that L, and S are Valid for each iteration i € [Kattempts) ), note that Forgeability(g, n®, L, S, H, vk, stot 1, me41)
implies FoundTuple!” for all i.

Whenever b9 = 1, then the adversary has found a valid signature o,11 for myy; in the i-th
iteration, i.e., Verify(vk,mgy1,0041) = 1 (since b) = 1 means that the execution of Verify inside
FORGE returned 1 given oyy1; and Verify is deterministic). Also note that by correctness of the blind
signature scheme, we have (taken over omufgs 4)

Pr[Vi € [€] : Verify(vk,m;,0;) = 1] > 1 — negl(\) ,
i.e., the signature pairs (my,01), ..., (myg, o¢) (which the adversary didn’t actively have to forge since
the real signer messages msgS, for i € [¢] have been received during the learning phase) are all valid.

Since A wins whenever all pairs (mi,01),..., (Me+1,00+1) are valid, combining all of the facts
above with a union bound, we get

N >n® + gKeyGen +L- QSign~/\
Prlomufgs 4 outputs 1] > Pr | Forgeability(g,n?, L, S, H, vk, stoi1,mes1) A
Verify(vk, m;, 0;) =1 Vi € [{]

> Pr[Forgeabi”ty(gv ngv La 87 H7 \;T(v &£+17 m2+1)] - negl(A)
as desired.

Proof of Lemma 3.18. For notational convenience, whenever we write down a finitely-long vector, it
is implicitly padded with an infinite number of 0.

/
a

As in FORGE, we define L := L' + Lorgery and use A and B to denote matrices with
L., =rowsp(—=B | A).

In the following, we use g to refer to the state of this group element vector inside FORGE, i.e., we
have

gn®+1..n% + 0™ = ATB . g[l..n% + (ATA-1)-2-1
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. msgS . .
for some uniformly random z < Zj * sampled within FORGE.

We define another bad event for the experiment Exp’ (which we will later prove to have negligible
probability, see (27)):

e Bad,: There is a vector tT = (r" | sT) € Lpey (withr € ZZB and s € ngsgs) (as a result of a call to
Ocqlg] or OFf [g]), despite sT - (ATA —T) 40T,

We first prove the following:
Pr[Exp’ : b =1V Bady, V Bads V Bad,] (24)

>Pr [SIMFORGE(LI + Lforgerya Slv vk, éié«kh mey+1, SmsgS7 Lefake, Sfake) = 1} 5

where the first probability is taken over Exp’, and the second one of the execution of SIMFORGE. Note
that the only differences in the two underlying probabiliswocedures are the oracles that FORGE
and SIMFORGE provide to their invocations of lj;grg and Verify. Hence, it suffices to for us to prove
that at least one of the events Bady, Bads, and Bad, holds in Exp, or else that

1. Oeqlg] and SimOeq[LY,] behave identically, and that

2. Oﬂ/ [g] and SimOy[L,;, S’ U Srana] < RandomOy behave identically. Recall that H’ is uniformly
random, except on that it matches the set @*. Further note that the latter has StoreRandRO : S;ang
activated, meaning that any query that is answered by RandomQOy will, in later RO invocations,
be contained in Syang.

We are now going to prove for each query that is made by Uggrz or Verify to the group-equality oracle
or to the RO, that the behaviors indeed match (or, alternatively, that one of the bad events becomes
true):

1. Ocqlg] and SimOeq[LY,].
Suppose that the group-equality is called on the pair (t',t”). We are going to write t := t' — t”
as tT = (r' | sT), withr € Z" and s € ngsgs. To show that Oeq[g] and SimOeq[L},] behave
identically on (t’,t”), we need to prove

r'g+s - (ATB-g+(ATA-1)-z-1)=0 < (r'|s") e L], . (25)

First suppose (r' | sT) € L., (right-hand side). Note that s € rowsp(A), and since we also have
AAT A = A by definition of a weak-left inverse, the equality sT AT A = sT must hold.
Hence, we get

r'-g+s - (ATB-g+(ATA-1)-z-1)=(r"+s"-A"B) g
=(@T|sN) +(sTATB|-sT)) 9. (26)

We already know (by assumption) that (r' | sT) € L. In addition, we have (sTATB | —sT) € L/

all»
because multiplying sT A* with rowsp(B | —A) (which is contained in L, by definition) shows that
(sTA*B | —sTAtA) = (sTA*B | —sT) is also in L. Thus, the term ((r7 | sT) + (sTATB | —sT))
from (26) is in L}, and (by validity of L’,) multiplying this with g yields o.

Now suppose that the left-hand side of (25) holds. Then, either Bad, applies or else we get s' -
(At A—1T) =0, and therefore (r" +sT AT B)-g = 0. Because of (r" | sT) being added to Lyew and

as before) (sTATB | —sT) € L, we obtain
all
(I'T +s'ATB | OT) € (Ll + Lnew) -

Recall that L, N{ey,...,e,s) C L'. In addition, we either have Bady, or LpewN{€1,...,€ps) C L.

all
Combining these three facts with (r" +sTATB | 07) € (e1,...,e,q) yields
(T +sTAtB|OY el C L,

all »

which combined with (s"A*B | —sT) € L, then proves (r' |sT) € L

all*
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2. (’)ﬁ‘/ [g] and SimOy[L.,, S’ U Srand] < RandomOy (the latter with StoreRandRO : Syang activated).
First, suppose a query (M, x) with (M - g, z,y) € Q* is made. We know that either Bads holds, or
that (by validity of S&’) there is some (M’,x,y) € S’ with M - g = M’ - g. Analogously to the proof
above that shows that the group-equality oracles match, we know that SimOu[L/, S’ USrand] finds
the triple (M',z,y) € &' U Srand (i-e., for all rows i € [n"], we have M; — M/ € L) and hence
returns y. Hence, both RO implementations return y when given (M, x).

Now suppose that a query (M, z) with (M -g,z,y) ¢ Q* (for all bitstrings y) is made. Again there
are two cases:

e Either no query (M’ x) with M -g = M’ - g has been made before. Then, (’)ﬁ/ returns a freshly
generated random output, and similarly RandomOy also returns a fresh random output (note
that SImOy([L,,, S’ U Srand] (M, ) must return L, which again follows analogously to the proof
above for group-equality oracles). Hence, both oracles behave identically.

e Orsome (M’ ) (with M-g = M’-g) has been queried before and returned y. Again analogously
to the proof for group-equality oracles, we know that SimOy[L., S’ U S;and] finds the triple

all»
(M',z,y) € 8" USand and hence returns y. Furthermore, OHH/ [g] must also return the same
output as for (M’ z) because it implements a function.

This concludes the proof of (24).

Next, we prove

Pr[Exp’ : Bad,, A Bads A Bad,] < negl()) . (27)

Note that the proof above shows that the behavior of the oracles supplied by Exp’ to U;rg and Verify
actually does not depend at all on its choice of z (i.e., the behavior can be simulated knowing only
L., and 8’), unless one of the three events Bady, Bads, and Bad, holds. Hence, it suffices if for any

fixed state of Exp’ that is about to check t - g 20 (either in Ogqlg] or O} [g]) and for which none of
the bad events hold yet (i.e., so far the behavior was unaffected by the choice of z), we have

Prfr" - g+s"ATB-g+s"(ATA—1)-z-1=0] <negl()\)

whenever sT - (ATA —I) # 07 (i.e., with only negligible probability, Bad, will become true at this
point in time of running Exp’, assuming that z is sampled now instead of at the beginning of FORGE).
Then, by union bound (over all polynomially-many such invocations inside Exp’) we obtain (27).
Clearly, the inequality above holds since at least one of the components in sT(ATA — I) must be
non-zero, and therefore the distribution of sT(A*A — I) - z is uniformly random in Z,. Thus, the
probability is = 1/p < negl()).

Combining Equations (23), (24) and (27), we get

Pr[Exp’ : b= 1V Bady V Badg]

> Pr[Exp’ : b =1V Bady, v Bads V Bad,] — Pr[Exp’ : Bady, A Bads A Bad,]
> Pr[SIMFORGE(L;||,S’7\ﬁ<,§cz+17mg+1, 5™ Leake, Stake) = 1] — negl(\)
1
2 P negl()\) ’
2
as desired. O]

3.10 Extension to ROs with outputs containing group elements

We assumed in Definition 2.2 and hence also in Theorem 3.1 that the random oracle has output

space {0,1}". Tt is possible to extend our result to random oracles with output space G™" x {0,1}",
i.e., outputs containing both group elements and bitstrings. In order to avoid adding clutter, we only
describe the main changes to the proof of Theorem 3.1 here:
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e Whenever adversary A makes a (real) RO query H (b, z) with corresponding output (h’,y) (either
during learning or during forging), it obtains m" new group elements whose representation (in
terms of g) it does not know. Hence, A must append b’ to g (this would happen in O}f[g] in
Figure 4).

The set S of “learned” RO queries does not contain triples (M, z,y) anymore, but instead quadru-
ples (M, x, M’ y), where M’ denotes the representation of the output group elements. Oracles such
as SimOy[L, S] (Figure 4) are adjusted accordingly.

e The oracle RandomOy that is used by SIMFORGE and simulates random RO outputs (see Figure 5)
must now additionally take care of returning the representation matrix M’ e Z;”H %20 of uniformly
generated group elements h’. Since we do not need to explicitly construct ', we can just sample
the first column of T" as uniformly random, and set everything else to 0. Then, RandomOy returns
(T,y) (with y <3 {0,1}" as before).

e In Definition 3.7, in Lemma 3.12, and in Lemma 3.15: whenever quantifying over valid vector spaces
L' and valid sets of RO queries S’, we would first need to quantify over all possible extensions of g
that L' and 8’ would have to be consistent with. (This is because g is allowed to continue growing
even after the forging phase has started.)

e The notion of learning a relation (Definition 3.13) needs to be adapted: the vector space V; of
“necessary” group elements now also spans the output group element representation rowsp(M") for
each quadruple (M, z, M’ y) € S; with (M - g,x) € R, in addition to rowsp(M).

e The proof of forging being successful (Lemma 3.9) changes slightly: without the extension, note

that n® and g never change during the forging phase. This meant that n® was a fixed polynomial,
which allowed us to easily conclude that the event Bady, (which denotes that A4 has found a new
linear relation while forging) may happen at most a fixed (polynomial) number of times.
With the extension, n® may increase during the forging phase, and hence it may seem that we may
run into the event Bad; an unlimited number of times. However, the crucial observation here is
that given group elements b’ that are appended to g due to an RO query that was not previously
made by the challenger, w.h.p. A will never learn any linear relation that non-trivially involves the
group elements b’. (This is because h’ is chosen uniformly at random, and similar to the hardness
of DLog, in the GGM it is highly unlikely to find a non-trivial linear relation involving a uniformly
random group element when making only a polynomial number of queries.) Hence, the number of
times the event Bady, occurs w.h.p. does not exceed n® + (gkeyGen + £ - Gsign) -mH (where n® denotes
the state at the beginning of the forging phase).
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