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Chapter 1

Introduction

1.1 Provable Security

Cryptography has a history spanning several millennia. The cryptographic
techniques were originally in rudimentary forms. They mainly consisted of ad-
hoc tricks, most (if not all) of which, though becoming more sophisticated over
time, did not withstand the test of time: they are eventually “broken” one way
or another.

The cryptographic landscape changed with the seminal work of Shannon
[Sha49], who took a scientific approach through mathematically defining and
proving information-theoretic security of a certain cryptographic scheme. The
works in late 1970s and early 1980s by Diffie and Hellman [DH76], and by
Goldwasser and Micali [GM82] and others, further considered the notion of
computational security and introduced formal security definitions, respectively.
This marks the beginning of modern cryptography, where security is no longer
based on the mere absence of known attacks, but on the study of rigorously
defined mathematical notions—what we know today as the provable security
paradigm.

Security definition. To be able to assess whether a given cryptographic
scheme is secure, the first and immediate challenge is to formalize the right
definition of the intended security notion. This may be accompanied with a
security game, specifying in which way an adversary is allowed to interact with
the cryptographic scheme, and what it means to “break” the scheme.

For a signature scheme S = (KGen,Sign,Vrfy) as an example, it might be
natural to require in the security definition that it is hard for an attacker to
forge a valid signature given the public key (only). This is formally captured
in the UF-NMA security game1 as in Fig. 1.1. The corresponding security

1The acronym stands for (existential) unforgeability against no-message attacks.

1



1.1. Provable Security

definition would then require that, for all (computationally bounded) attackers,
it can only win the security game with a small probability.

However, an attacker in real life may fool the signer into signing certain
messages. This kind of attack is not captured by the above notion of UF-NMA,
and it motivates the stronger notion UF-CMA (see Fig. 1.1)2, where an attacker
is given oracle access to the signing procedure Sign(sk, ·); in each query, it
sends over a message m, and in return receives a signature σ ← Sign(sk,m)
corresponding to that message. To make the attacker’s task non-trivial, its
goal here is to instead produce a forgery that is valid under a fresh message,
i.e. a message that has never been queried to the oracle Sign(sk, ·).

UF-NMA:

1: (sk, pk)← KGen
2: (m∗, σ∗)← A(pk)
3: return Vrfy(pk,m∗, σ∗)

?
= 1

UF-CMA:

1: (sk, pk)← KGen
2: (m∗, σ∗)← ASign(sk,·)(pk)
3: {let mi be the ith query to Sign(sk, ·)}
4: return Vrfy(pk,m∗, σ∗) ∧ m∗ ̸∈ {mi}i

Figure 1.1: Security games UF-NMA and UF-CMA, where the attackers are
denoted by A.

Needless to say, different security games may result in differently powerful
security definitions. In the above example, any UF-CMA signature scheme
is also UF-NMA, but not vice versa—the Lamport signature scheme [Lam79]
satisfies UF-NMA security (assuming the underlying one-way function is secure),
but does not satisfy UF-CMA in that there is an explicit attack. The bottom
line is: setting up proper security definitions has always been a central question
in modern cryptography, which is by no means trivial: on one hand, a definition
that is too weak may not rule out all relevant attacks; on the other hand, a
definition that is un-necessarily strong may end up unachievable at all.

Security reduction. Once a security definition is set-up, one can proceed to
prove it for a given scheme. However, a security proof of a scheme often implies
resolution of the P vs NP problem, which is out of reach from the current
mathematical tools. Therefore, oftentimes security proofs are conditional, of
the following form: if a computational problem P is hard, then the considered
scheme is secure (i.e. satisfying its corresponding security definition).3

For example, to prove security of a signature scheme, one would show that
every attackerA winning the UF-CMA security game with non-negligible proba-
bility can be turned into a similarly efficient algorithm B that solves a computa-
tional problem P (again with non-negligible probability/advantage depending

2The acronym stands for (existential) unforgeability against chosen-message attacks
3Sometimes, there are multiple computational problems whose hardness is being relied

on, but for the simplicity of exposition we did not bring this up here.
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Chapter 1. Introduction

on P being a search/decision problem) that we believe to be hard. The qual-
ity of a reduction depends on the resources taken by B (such as the runtime
TIME(B), or the number of queries that is made to the signing oracle), and the
success probability AdvP(B) of B solving P—the less resources B takes and
the higher probability B succeeds in solving P, the stronger security is provided
by such a security reduction. This is often quantitatively discussed, and the
precise form may vary, such as the following hypothetical examples:

AdvUF-CMA
S (A) ≤ qS ·AdvP(B) , AdvUF-CMA

S (A) ≤
√

AdvP(B)

AdvUF-CMA
S (A) ≤ AdvP(B) + qS · ϵ ,

where TIME(B) ≈ TIME(A), qS is the number of chosen-message queries A
makes, and ϵ > 0 is a quantity determined by the scheme S. In each of these
examples, there may be a gap between the theoretical guarantee obtained from
the reduction, and the actual security of S. We informally refer to such a gap
as the security loss.

The point here is that, with security reductions, one can relate the security
of a cryptographic scheme, with the hardness of better-understood computa-
tional problems, and thereby increase the confidence of the considered scheme.
Moreover, the smaller security loss one has in a reduction, the better security
guarantee one would get.

Random oracle model. For a cryptographic scheme that relies on a hash
function H, ideally one can prove security of the scheme based on a simple
computational assumption on the hash function, such as collision resistance.
However, in many cases, the security requires that the hash function itself
behaves as if it is a random function. Namely, every hash value looks random
and unpredictable unless explicitly computed. Such an intuitive requirement
is much more elusive, as it cannot be formalized as a property of H in the
standard model (also known as the plain model).

To mitigate this difficulty, H is often idealized, treated as a random func-
tion (which we call a random oracle) chosen uniformly at the beginning of each
relevant security game,4 where an adversary is allowed to make oracle queries
to H in order to learn its outputs on any inputs. This is commonly known
as the random oracle model (ROM) today. Initially, the ROM was introduced
in the context of computational complexity theory, without having any hash
function in mind [BG81]. Soon after, it found relevance in cryptography, both
for proving security of concrete constructions [FS87], and for establishing im-
possibility results [IR90]. In 1993, Bellare and Rogaway further popularized
the idea of proving security of cryptographic schemes in the ROM [BR93].

4One may also consider a more fine-grained setting, where only a certain component of
the hash function is idealized.
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1.1. Provable Security

On one hand, the ROM facilitates provable security of many more efficient
cryptographic constructions. In this model, a security reduction B is by default
in charge of simulating the random oracle that interacts with the considered
attacker A. This is of great advantage for the reduction. For instance, B may
observe A’s queries to H, so, intuitively, it knows which hash values A knows
and which ones not. On the other hand, modelling H as a random oracle is,
after all, still a heuristic. For certain constructions, this heuristic is not sound.
Specifically, there have been contrived separating examples that are provably
secure in the ROM, but insecure for every concrete instantiation of the hash
function [Bar01, GK03, CGH04]. For a period of time in the past, having a
security proof (only) in the ROM was considered a major drawback.

Nevertheless, experience shows that natural schemes tend to remain secure,
and since the ROM typically allows (proving security of) significantly more
efficient schemes, it has remained a common methodology. Nowadays, while
there is still some controversy, it is fair to say that the ROM is widely accepted:
many schemes rely on the ROM, and looking ahead to the post-quantum se-
curity discussion and proposals for post-quantum secure schemes, there are
very few non-random-oracle alternatives, even if one would be willing to accept
worse efficiency.

A very recent work [KRS25] deserves special attention, as it demonstrates
an attack against a natural scheme that is provably secure in the ROM. Again,
the attack applies regardless of the concrete instantiation of the hash function.
Despite ongoing controversy in the community about its impact on our confi-
dence in the random oracle methodology, this attack still contains some aspect
that does not appear in typical cryptographic schemes, such as the main focus
of this thesis, signature schemes.

Post-quantum cryptography and the NIST competition. Early works
of the last century [Deu85, BV93, Sim94] have provided strong evidence that
the quantum model of computation is strictly more powerful than its classi-
cal counterpart. Therefore, provable security against classical attackers may
not hold against quantum attackers. In fact, most of the public-key crypto-
graphic schemes we use today, including the RSA and Diffie-Hellman families of
constructions, are completely broken by Shor’s (quantum) algorithm [Sho94].
Amidst global efforts to develop quantum computers, the study of crypto-
graphic schemes that remain secure against quantum attackers, also known as
post-quantum cryptography (PQC), is thus of undeniable importance.

Already in the late 20th century, there have been candidates that seem to
resist quantum attackers, which, though, was not regarded a main feature orig-
inally. This includes early works of Lamport [Lam79], McEliece [McE78], Ajtai
[Ajt96], Matsumoto and Imai [MI88],5 and Couveignes (re-uploaded version

5The construction proposed in [MI88] was soon broken, but it inspired an important
branch of PQC based on multivariate polynomials.
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Chapter 1. Introduction

available at [Cou06]). With Shor’s algorithm being a clear threat, the research
greatly intensified, and security against quantum attackers turned into an ex-
plicit goal.

The search for practical post-quantum schemes further intensified in 2016,
when the US National Institute of Standards and Technology (NIST) initi-
ated a competition for selecting future standards of post-quantum crypto-
graphic schemes, including public-key encryption (PKE)6 and digital signa-
ture schemes. In this competition, experts around the world join forces into
proposing future post-quantum standards, and assessing their security. Ini-
tially there were 82 candidates submitted to the first round; until now, 5 win-
ners—Dilithium [LDK+22], Falcon [PFH+22], SPHINCS+ [HBD+22], Kyber
[SAB+22], and HQC [AAB+22]—have been selected in the 3rd and 4th rounds;
in addition, there is an extra round for signature schemes [NIST22], which has
now proceeded to the second stage with 14 candidates still on the table.

Quantum impacts on provable security. The presence of quantum at-
tackers impacts provable security in the following three-fold manner.

First of all, if a reduction transforms an attacker A of the considered scheme
to an algorithm solving a computational problem P, then P itself must remain
hard for quantum computers to provide a meaningful security guarantee. Since
1990s, candidates of P have been extensively investigated, including those based
on lattices, isogenies, multi-variate polynomial, coding theory, and symmetric
cryptography.

Second, the security definition may require non-trivial modifications in or-
der to capture our intuition, beyond simply extending the quantification to all
quantum attackers. A notable example is the collision resistance, a property
of a hash function H that prevents an attacker to find two distinct inputs x1

and x2 such that H(x1) = H(x2). Classically, this reflects the intuition that a
hash value H(x) uniquely determines its preimage x, at least against efficient
attackers. However, the very same intuition fails against quantum attackers,
because collision resistance per se does not necessarily prevent a quantum at-
tacker to provide a hash value, and later offer one or another preimage (but
not both) on its choice. This gap is addressed in [Unr16], which introduces
a stronger security notion for H, the collapsing property, that is sufficient to
capture our intuition in the quantum case. In fact, as later shown in [DS23],
the collapsing property is (essentially) also necessary.

Last but not least, a security reduction must also work in the presence
of quantum attackers. While sometimes the reduction carries over directly,
this is generally not the case. As a transformation from one algorithm to
another, a reduction is by default tailored to the underlying model of compu-
tation. Changing the model to allow quantum computation can compromise

6Technically speaking, the competition selects key-encapsulation mechanisms (KEMs),
which are essentially equivalent to PKE schemes due to the modern KEM-DEM paradigm.
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1.2. Cryptographic Transformations

the reduction’s validity, meaning it may no longer solve the underlying com-
putational problem successfully, and thus fail to provide meaningful security
guarantees.

One of the earliest such examples appeared in [BDF+11], and since then,
more prominent cases have been identified, especially in the ROM. Indeed, a
typical classical security proof in the ROM exploits that the reduction B can
observe the queries that the attacker A makes to the random oracle. If A is
quantum though, then these queries can be made “in superposition.” Namely,
they would be in a quantum state that, by fundamental properties of quantum
mechanics, B cannot observe without causing any disturbance— in which case
A may notice and then simply shut itself down. Therefore, more often than
not, a classical security proof in the ROM does not (naively) carry over to the
quantum setting.

Another concrete example where classical security proofs fall apart in the
quantum realm is when a reduction uses rewinding. That is, when B undoes
A’s computation to an earlier point in time, in order to re-run it from there
later. Classically, this is realized by copying the internal state of A at the time
to which it is to be rewound. However, if A is quantum, then its internal state
cannot be copied due to the no-cloning theorem. This barrier turns out to be
intrinsic— [ARU14] shows that, relative to an oracle, there exists a family of
cryptographic schemes whose classical security, proven via reductions that use
rewinding, does not carry over to the quantum setting. More investigation is
thus necessary. We refer interested readers to a line of work that has emerged
over more than a decade [Unr12, CMSZ22, LMS22, CAD+24] to salvage the
quantum rewinding.

The bottom line is: even with quantum computational hardness in place,
there still are many cases where a security proof does not (trivially) carry over
to the quantum setting.

1.2 Cryptographic Transformations

A security proof of a cryptographic scheme is typically built up from a se-
quence of reductions, where one first considers a simpler but weaker scheme,
and then strengthens it into a more sophisticated variant with stronger security.
Sometimes, certain parts of the sequence can be obtained via applying generic
cryptographic transformations that are not tailored to the specific scheme at
hand. For instance, one of the earliest such transformations, known as the
Goldreich-Levin construction [GL89], allows one to enhance a public-key en-
cryption (PKE) scheme into achieving semantic security (IND-CPA). Later
works such as the Fujisaki-Okamoto transformation [FO99, FO13] is capable
of achieving stronger security guarantee (IND-CCA) while being much more
efficient.

In the context of signature schemes, most practically relevant constructions
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Chapter 1. Introduction

that achieve the standard UF-CMA security follow some variant of either the
Fiat-Shamir transformation, or the hash-and-sign design principle. In the con-
text of key-encapsulation mechanisms (KEMs) and others, there have recently
been increasing attention toward designing more conservative schemes. In that
regard, cryptographic combiners may also come in handy. We will describe the
above in more detail, for the rest of this section.

Hash-and-sign design principle The hash-and-sign (H&S) design princi-
ple is widely used for constructing signature schemes from a trapdoor one-way
function f , while the specific requirements of f may differ. To sign a mes-
sage m, one produces (with a secret trapdoor of f) a preimage x ∈ f−1(y) of
the hash y := H(m) of m, which can then be efficiently verified via checking
f(x) = y.

Security of H&S has been studied in the ROM, with the earliest clas-
sical analysis traced back to the full-domain hash (FDH) signature scheme
[BR93], where f is a permutation based on RSA. More than a decade after-
ward, [GPV08] introduce and analyze a generic framework for constructing
H&S signature schemes, in which f , a preimage sampleable function as they
call it, only needs to satisfy certain weaker properties. The earliest quantum
analysis is treated in [BDF+11], assuming f is collision resistant, which is fur-
ther relaxed by [Zha12] assuming only the one-way security of f .

To facilitates security proofs, H&S is often made probabilistic, where the
message is hashed via y := H(m, r) with a randomized salt r instead, and
then r is appended as an additional part of the signature. As summarized in
[KX24, Table 1], the quantum analyses of [BDF+11, Zha12] carries over to this
probabilistic variant. Moreover, it enjoys tighter security reductions [KX24],
as well as more freedom to choose the function f [CD20].

Fiat-Shamir transformation. The Fiat-Shamir transformation, proposed
by Amos Fiat and Adi Shamir [FS87] in 1986, plays an important role in
building signature schemes.7 Consider a 3-round (public-coin) interactive proof
system Σ = (P,V), commonly known as a Sigma protocol. In this protocol, a
prover P tries to convince a verifier V that it knows some secret witness w of a
statement x, i.e. (x,w) ∈ R for some well-defined relation R ⊆ {0, 1}∗×{0, 1}∗.
This protocol proceeds as spelled out in Fig. 1.2: First, P sends over a message
r. Then V poses to P its challenge y ← Y which is sampled uniformly random
from a finite set Y. Then P responds to the challenge with z. Finally, the
verifier outputs a bit b := V(x, r, y, z) indicating whether or not it is convinced.

7More generally, the Fiat-Shamir transformation can also be used to build non-interactive
zero-knowledge proof (NIZK).
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Σ(x,w):

1: (r, st)← P(x,w)
2: y ← Y
3: z ← P(y, st)
4: return V(x, r, y, z)

Figure 1.2: An honest execution of the Sigma protocol Σ = (P,V)

Every such interactive proof can be made non-interactive, by replacing the
challenge y with the hash of the first message y := H(r) for a hash function H;
this can be turned into a signature by hashing the messagem as well, i.e. setting
y := H(r,m). To construct a proper signature scheme, though, one additionally
needs to be able to efficiently sample a “hard instance” (x,w) in R, where
computing w given x is hard. Formally, we specify such a signature scheme
FS[Σ, H] in Fig. 1.3, assuming that there is indeed an efficiently sampleable
distribution DR generating a hard instance (x,w) in R.

KGen:

1: (x,w)← DR

2: sk := (x,w)
3: pk := x
4: return (sk, pk)

Sign(sk = (x,w),m):

1: (r, st)← P(x,w)
2: y := H(r,m)
3: z ← P(y, st)
4: return σ := (r, z)

Vrfy(pk = x, σ = (r, z),m):

1: y := H(r,m)
2: return V(x, r, y, z)

Figure 1.3: The Fiat-Shamir signature scheme FS[Σ, H] = (KGen,Sign,Vrfy)
constructed from a Sigma protocol Σ = (P,V), where H is a hash function and
DR efficiently samples a hard instance in R.

Security properties of the signature scheme FS[Σ, H] are typically proven in
the ROM. The earliest formal analysis goes back to [PS96]. However, establish-
ing quantum security turns out significantly more challenging. The community
was facing an (improper) impossibility result [DFG13], as well as quantum
attacks [ARU14] breaking certain artificial choice of Σ, which carries over to
the Fiat-Shamir scheme FS[Σ, H]. Facing these negative results, Dominique
Unruh proposed and analyzed a variant known as the Unruh transformation
[Unr15], and studied the plain Fiat-Shamir transformation when given statis-
tical soundness of Σ in [Unr17]. It took several decades from the first classical
analysis of the Fiat-Shamir transformation, before the generic quantum security
is formally proven [DFMS19, LZ19] under a slightly stronger (computational)
assumption of Σ, known as the collapsing property,8 than what is necessary for
achieving classical security.

8As its name suggests, the definition of Σ’s collapsing property is inspired by that of a
hash function.
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In retrospect, it has become clear how the security properties of FS[Σ, H]
in the ROM follow from those of Σ. If Σ is knowledge sound, which prevents
P to convince V without knowing the witness w, then FS[Σ, H] is UF-NMA
against classical attackers. In addition, whenever Σ satisfy the collapsing prop-
erty, the above holds against quantum attackers as well. If Σ (1) satisfies the
honest-verifier zero-knowledge property (HVZK), which prevents V to learn
anything about w in an honest execution, and (2) contains high min-entropy
in its first message,9 then there is an UF-CMA-to-UF-NMA security reduction,
i.e. FS[Σ, H] is UF-CMA as long as it is UF-NMA, covering both classical and
quantum attackers. Indeed, the security proof of FS[Σ, H] applies regardless
of the concrete instantiation of Σ, provided the aforementioned premises are
satisfied.

Fiat-Shamir with aborts. The Fiat-Shamir with aborts (FSwA) transfor-
mation is adapted from the above Fiat-Shamir transformation by Vadim Lyuba-
shevsky [Lyu09] in 2009. It is especially useful for constructing lattice-based
and isogeny-based signature schemes, many of which are relevant to the NIST
PQC competition.

The main difference between FSwA and the original Fiat-Shamir transfor-
mation stems from the fact that, for many Sigma protocols Σ = (P,V) relevant
to the post-quantum setting, the prover P aborts with a certain probability.
Typically, the abort by P is introduced, because otherwise completing the pro-
tocol would leak the witness w to the verifier V. For P(x,w) to convince V(x)
that (x,w) is a valid instance in R, the entire protocol must then be repeated
until P does not abort. This is sometimes referred to as rejection sampling, and
it carries over when constructing an FSwA signature scheme S, which simply
replaces V’s challenge in each repetition with a suitable hash value.

Similar to the case of the plain Fiat-Shamir transformation, analyses of
FSwA are typically performed in the ROM. The first classical analysis of FSwA
was treated in [Lyu09], and since then FSwA has been used in many concrete
signature schemes. This includes Lyubashevsky’s signature scheme [Lyu09,
Lyu12], GLP [GLP12], TESLA [ABB+20], Dilithium [DKL+18], SeaSign [DG19],
and HAETAE [CCD+24]. Among these, TESLA was the earliest analyzed in
the quantum setting, though the proof was tailored to the specifics of the
scheme. Toward achieving full-fledged quantum security of FSwA, the authors
of [KLS18] provided a generic UF-CMA-to-UF-NMA security reduction, which,
however, is shown to be flawed in our later works (see Section 1.3). They also
showed that FSwA satisfies UF-NMA under a more stringent condition on Σ
than one would ideally require. This condition was later relaxed by [DFMS19]
through a generic UF-NMA security proof that holds for Fiat-Shamir transfor-
mations, both with and without aborts.

9The second requirement is mild, and easily enforceable.
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Hash-and-sign with retry/aborts. Just as the original Fiat-Shamir trans-
formation can be generalized to FSwA, the H&S design principle can likewise
be extended. In particular, many post-quantum signature schemes, especially
those based on coding theory and multivariate polynomials, relies on a variant
known as the hash-and-sign with retry/aborts (HSwA) design principle. As its
name suggests, in a HSwA signature scheme, the main body of the signing pro-
cedure may abort with a certain probability, and thus have to be repeated sev-
eral times until it does not abort. This new design principle is adopted by var-
ious constructions, many of which are relevant to the NIST PQC competition.
Concrete examples include the Hidden Field Equation (HFE) scheme [Pat96],
the Unbalanced Oil and Vinegar (UOV) scheme [KPG99], the Courtois-Finiasz-
Sendrier (CFS) scheme [CFS01, Dal08], GeMSS [CFMR+17], Wave [DST19],
MAYO [Beu21], QR-UOV [FIKT21], and Falcon+ [GJK24] (an updated version
of Falcon).

BUFF transformations. The next transformation we want to briefly intro-
duce here is the BUFF transformation.10 It is relatively niche compared to,
e.g. the Fiat-Shamir transformation, in that its purpose is to provide certain
non-standard security properties that are not relevant in typical applications
of digital signature schemes. However, it has recently gained quite some at-
tention since the call for additional post-quantum signature candidate schemes
by NIST [NIST22] explicitly refers to these non-standard security properties
as being “desirable,” and many of the recent signature candidates refer to it.
The BUFF transformation additionally gained attention due to our work which
shows that the original understanding of what the BUFF transform achieves,
has to be revised (see Section 1.3 for more details).

In more detail, in [CDF+21], Cremers, Düzlü, Fiedler, Fischlin, and Janson
proposed the first formal definition of the aforementioned additional desirable
security properties, including exclusive ownership [PS05], message-bound signa-
tures, and non-resignability [JCCS19]. They act as a second layer of protection
against atypical misuses of a signature scheme under a higher-level protocol—
indeed, there have been real-life attacks that exploit the lack of these properties,
as discussed in [CDF+21]. The authors of [CDF+21] then proposed the BUFF
transformation as a simple and efficient generic compiler that transforms any
signature scheme, into another one that (is claimed to) achieve all these addi-
tional security properties. As will be elaborated in Fig. 4.3, it simply performs
an additional pre-hash to the message with the public key, signs the hash, and
appends the hash as an additional part of the signature, with verification done
in the obvious way.

Candidate signature schemes in the extra round, such as Squirrels [ENST23],
Racoon [dEK+23], HAWK [BBD+24], PROV [GCF+23], Vox [PCF+23], and
eMLE [LZ23] have referred to BUFF in their proposal— some have incorpo-

10The acronym BUFF stands for Beyond-UnForgeability-Feature.
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rated BUFF as a part of their design, while some others mentioned the possi-
bility of applying BUFF to their schemes. BUFF is also relevant to two of the
winners in round 3. As argued in [CDF+21], Dilithium has implicitly applied
BUFF, inheriting generic security guarantees of BUFF, while Falcon does not.
Nevertheless, the Falcon team has announced that they will also apply BUFF
[FHK+22] to achieve the additional security properties.

Cryptographic combiners. A cryptographic combiner transforms multiple
cryptographic schemes into a single (hybrid) scheme with the same or similar
functionality, such that the resulting scheme remains secure as long as at least
one of the component schemes is secure.

Combiners are particularly relevant in the context of post-quantum cryp-
tography, where the security of post-quantum schemes often relies on relatively
new computational assumptions, compared to well-established pre-quantum
schemes based on RSA, Diffie-Hellman, and elliptic-curve cryptography. Com-
bining a post-quantum scheme with a pre-quantum one thus provides a conser-
vative transition to gain quantum security while retaining the classical one.
This is not merely of theoretical interest— indeed, combiners can be used
in standardized protocols such as Internet Key Exchange Protocol version 2
(IKEv2) [TTB+23] and Transport Layer Security 1.3 (TLS 1.3) [SFG25].11

In the Netherlands, a nationwide initiative involving industry and academia,
Hybrid Approach for quantum-safe Public Key Infrastructure Development for
Organisations (HAPKIDO), has also been studying both practical and theoret-
ical aspects of hybrid PKI as well as combiners. We note that, as observed in a
recent literature survey [FHA23], different parties may have different opinions
toward this kind of hybrid approach. Some government agencies in Europe pub-
licly endorsed the use of combiners, such as the French Cybersecurity Agency
(ANSSI) [ANSS22] and the German Federal Office for Information Security
(BSI) [EHH+22], while some others hold a rather negative opinion about it,
like the American National Security Agency (NSA) [NSA24].

Needless to say, the precise security notion of a combiner depends on that
of the primitive being combined. In some cases, there is a straightforward con-
struction: for instance, concatenating signatures produced by the component
schemes trivially yields a combiner that preserves the standard UF-CMA secu-
rity. In some other cases, however, a more sophisticated approach is required.

Relevant to this thesis, notable examples are combiners for key-encapsulation
mechanisms (KEMs). In a nutshell, a KEM is a public-key primitive where,
anyone with a long-term public key pk can (produce and) encapsulate a ses-
sion key k in a ciphertext c that can later be decapsulated to the same k by
the holder of the long-term secret key sk corresponding to pk. Securely com-
bining KEMs is far from obvious. Indeed, the standard security of a KEM

11The use of combiners is not standardized in TLS 1.3, but it is supported by the IETF
informational document [SFG25].
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is IND-CCA, which prevents a valid ciphertext being mauled into another one
that is decapsulated to the same session key. This property is in particular not
preserved by the naive KEM combiner that concatenates all ciphertexts and
takes the xor of the session keys, as the combined ciphertext and the combined
session key respectively. Moreover, [GHP18] shows that for the similar rea-
son, another natural construction called the xor-then-PRF combiner does not
preserve IND-CCA security either.

On the positive side, constructing KEM combiners has been a topic under
active research, with various concrete constructions shown to be secure. This
includes combiners that are based on PRF-then-xor [GHP18], split-key PRF
(skPRF) [GHP18], xor-then-MAC (XtM) [BBF+19], dual PRF [BBF+19], and
the FO transformation [HV21]. Looking ahead at our contributions, our work
in [DFH22], on which this thesis is based, helps establish (quantum) security of
a particularly efficient construction based on skPRF. For the sake of efficiency,
recent works also look into concrete constructions of hybrid KEMs [BCD+24],
and KEM combiners that are not full-fledged since they rely on additional
properties of the component schemes [ABK25].

1.3 Our Contributions

In this thesis, we (re)consider and study the following cryptographic trans-
formations: the hash-and-sign and Fiat-Shamir (with Aborts), which will be
covered in Chapter 3; the BUFF transformation, which will be covered in
Chapter 4; and a particularly efficient KEM combiner, which will be covered
in Chapter 5. For the first three cases (HSwA, FSwA, and BUFF), our results
significantly contribute to the security understanding of the transformations,
both when considering classical and quantum attacks. In particular, we show
that there were incorrect understandings of them prior to our results, and we
re-establish security (to the extent possible). For the KEM combiner, on the
other hand, we provide the first quantum security proof.

Security of FSwA and HSwA. As have been discussed in the prior sec-
tion, FSwA was first introduced in [Lyu09] as a variant of the Fiat-Shamir
transformation, with quantum security analyzed in [KLS18, DFMS19], and is
often used for constructing post-quantum signature schemes. Unexpectedly,
though, there turns out to be a crucial but subtle flaw in [KLS18] and all prior
UF-CMA-to-UF-NMA security reductions of FSwA signature schemes. The flaw
applies both classically and quantum, and was discovered during the course of
a formal verification project in [BBD+23]. It was also independently and con-
currently discovered by [DFPS23], and reappeared in the context of HSwA
signature schemes [KX24]. As a consequence, security proofs of a long list of
(potentially hundreds of) works based on FSwA or HSwA are invalidated, and
there is no known easy fix. Specifically, the upcoming NIST PQC standard,
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Dilithium [DKL+18], is left with no valid security proof. We will describe this
flaw in Section 3.3.

The main technical contribution of Chapter 3 is to restore confidence toward
FSwA and HSwA signature schemes from the aforementioned flaw. Below, we
briefly explain how we achieve this.

To begin with, as a conceptual contribution, we notice the structural re-
semblance of FSwA and HSwA, and put together (in Section 3.2.1) a unified
framework capturing both, which we refer to as generalized Fiat-Shamir with
aborts signature schemes. In Section 3.4, we then provide a new, fixed, and
generic UF-CMA-to-UF-NMA security proof in the ROM, which applies both
classically and quantum, for all such (generalized) FSwA signature schemes
S. Concretely, we show that as long as S satisfies what we call the accept-
ing honest-verifier zero-knowledge (acHVZK) property, together with a mild
requirement about min-entropy, and if it is UF-NMA, then it is also UF-CMA.
The acHVZK property that we premise is essentially the minimal: it ensures
that an “honestly generated signature” leaks nothing about the secret key. In
particular, it is weaker than the naHVZK property premised in the prior flawed
security proof by [KLS18].

More formally, in Section 3.4, based on our work in [BBD+23], we show
that every UF-CMA attacker A making at most qH quantum queries to the
random oracle H, and at most qS classical queries to the signing oracle, can be
transformed into a similarly efficient UF-NMA attacker B such that

AdvUF-CMA
S (A) ≤ AdvUF-NMA

S (B) +O

(
qH
√
qS

1− p
+

qS
√
qH

(1− p)2

)√
ϵ+ qSζ ,

for parameters p, ϵ, ζ dependent on the scheme,12 where ϵ, ζ > 0 are negligibly
small, and 0 ≤ p < 1, which we call the “abort rate,” is not too close to
1. In the case where queries to H are restricted to be classical, we have a
correspondingly tighter bound

AdvUF-CMA
S (A) ≤ AdvUF-NMA

S (B) +O

(
qSqH
1− p

+
q2S

(1− p)2

)
ϵ+ qSζ .

In Section 3.5, based on our follow-up work in [FFH25], we further improve
the generic quantum bound to

AdvUF-CMA
S (A) ≤ AdvUF-NMA

S (B) +O

(
qS
√
qH

1− p

)√
ϵ+ qSζ .

Note that, most of the time qH is much larger than qS , with qSζ being non-
dominating. In this case, the quantum security loss is brought down from

O
(

qH
√
qS

1−p

)√
ϵ to O

(
qS
√
qH

1−p

)√
ϵ. Concretely, this amounts to a factor of

12In general, these parameters may be key-dependent, but we ignore it here for simplicity.
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roughly
√
qH/qS ≈ 232, for the NIST security level 2 where qS and qH are

up to 264 and 2128 respectively. This, as well as the classical bound, is (to some
extent) as tight as one can hope for. Specifically, in all relevant regimes,13

the obtained additive security loss, up to a constant factor, matches that
of the standard, well-studied Fiat-Shamir transformation without aborts (see
[GHHM21, Theorem 3]).14 Therefore, any further improvements, should they
exist, also need to carry over to this well-understood setting without aborts.

Naively applying our generic bound to Dilithium, however, does not provide
sufficient concrete security. This is mainly due to our generic bounds still being
worse compared to those of the flawed analyses in [KLS18]. The bounds in
[KLS18] are independent of qS and qH , while our losses scale along with qS and
qH . Therefore, we provide a more elaborated concrete analysis of Dilithium
in Section 3.6, which is partially computer-aided, and recover its full security
level.

(In)security of BUFF. Recall that, the BUFF transformation is introduced
in [CDF+21], and is claimed to achieve several additional security properties
that they formally defined: exclusive ownership, message-bound signatures, and
non-resignability (NR). However, in Chapter 4, which is based on our works in
[DFHS24, DFH+24, FHK25], we show that the actual situation for the case of
NR is much more subtle.

In Section 4.3, we show that the NR property, as defined in [CDF+21], is es-
sentially impossible to achieve. More precisely, we show that, when considering
a signature scheme that has sufficient computational min-entropy (HILL en-
tropy) within a randomly chosen message given its signature, there is an explicit
attack breaking NR, both in the plain model and the ROM. In particular, for
every signature scheme obtained via applying the BUFF transformation, there
is a concrete attack breaking its NR security, provided that the underlying hash
function is sufficiently compressing, as is typically the case. At the opposite
extreme, if a message can be efficiently recovered from its signature, then as
noted by [CDF+21], the scheme is trivially not NR. While there is still a small,
artificial gap that is not covered, all natural schemes fall into either of the above
two categories.

Our generic attack against NR contradicts and invalidates the claimed se-
curity of BUFF in [CDF+21], for which we then identify the crucial flawed
step in the security proof. We observe that the flawed analysis reduces the NR
security of the BUFF transformation, to a particular security of the underlying
hash function called Φ-non-malleability (Φ-NM), where the prefix Φ specifies
a suitable class of functions of relevance to the security definition. Then, to
complete the full security justification of BUFF, a claim in [BFS11] that the

13If the abort rate p is very close to 1, which practically never happens, then our security
bounds degrade slightly.

14In the (atypical) regime where qS is much larger than qH , our quantum bound is even
tighter.
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random oracle satisfy Φ-NM is recycled. Unfortunately, this particular claim
is false. As shown in Section 4.3, for any hash function that is sufficiently
compressing (which is typically so), there is an explicit attack breaking its
Φ-non-malleability.

We observe, however, that there are certain aspects of our attack that do
not appear in real-world scenarios. Therefore, rather than being viewed as
a practical threat, our attack shows that the definition of NR security as in
[CDF+21] is not the “right” one. To recover from this negative state of affairs, it
is necessary to explore alternative definitions of NR, and to investigate whether
they can be achieved. That is exactly what we do for the rest of Chapter 4.

In Section 4.4, we introduce a slightly weaker yet still meaningful definition
of non-resignability in the ROM, which we call NRH,⊥. With NRH,⊥ in place,
the generic attack no longer applies. Whether or not BUFF satisfies NRH,⊥

is far from obvious. Therefore, to begin with, we introduce a salted variant
of BUFF, $-BUFF, and show that it satisfies NRH,⊥, covering both classical
and quantum attackers, if the entropy requirement in the definition of NRH,⊥

is statistical. On the other hand, if the entropy requirement is computational,
then there is a counter example, for which applying $-BUFF (or BUFF) would
result in a scheme that does not satisfy NRH,⊥. Again, the attack here still
contains a certain level of contrivedness, which does not seem very realistic
either.

In Section 4.5, we introduce yet another variant of NR in the ROM, which
we call sNRH,⊥. One motivation doing so is to mitigate the negative result for
NRH,⊥ under the computational entropy requirement, which no longer applies
to sNRH,⊥. Moreover, it also serves as a proxy for analyzing the NRH,⊥ property
of the original, unsalted BUFF, since under the statistical entropy requirement,
any scheme that satisfies sNRH,⊥ also satisfies NRH,⊥.15 As the main technical
contribution of this section, we then show that the (unsalted) BUFF satisfies
sNRH,⊥, which implies that it also satisfies NRH,⊥. This confirms our intuition
that BUFF indeed satisfies a meaningful notion of NR, when the underlying
hash function is idealized as a random oracle.

In Section 4.6, we further investigate the security of BUFF, when using a
typical iterative hash function, e.g. SHA-2, SHA-3, or SHAKE. Specifically,
we consider a more fine-grained setting, where, instead of idealizing the entire
hash function as a random oracle, only the round function is idealized. To
our surprise, in this fine-grained setting, the BUFF transformation is no longer
secure! We show that, if the underlying hash function of BUFF is an iterative
hash function, then there is an explicit attack breaking the (fine-grained version
of) sNRH,⊥ for any scheme obtained from applying the BUFF transformation.

To recover from the above (fine-grained) negative result, we introduce the
third variant of BUFF in Section 4.7, which we call the Sandwich BUFF trans-

15On the other hand, under the computational entropy requirement, sNRH,⊥ and NRH,⊥

become incomparable.
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formation (sBUFF). Recall that the original BUFF works via hashing the mes-
sage with the public key, signing the hash, and then appending the hash to the
signature. As its name suggests, the Sandwich BUFF is almost identical, ex-
cept that in the hashing step, the public key is sandwiched between two copies
of the message, rather than concatenated after it. We then show that, if the
Sandwich BUFF transformation sBUFF[S,MD] uses the Merkle-Damg̊ard hash
function MDH , where the compression function is modelled as a random oracle
H, then it satisfies sNRH,⊥.16

Finally, we conclude Chapter 4 with Section 4.8, where we show that all
positive results in terms of sNRH,⊥ (and its fine-grained version) carries over,
when the underlying entropy requirements are computational.

Quantum security of a KEM combiner In [GHP18], Giacon, Heuer and
Poettering showed that any split-key PRF (skPRF) gives rise to a secure KEM
combiner. In more detail, they show that if an skPRF is used in the (rather)
obvious way as a key-derivation function in a KEM combiner, then the resulting
hybrid KEM is IND-CCA secure if at least one of the component KEMs is
IND-CCA secure. They also suggest a few candidates for skPRFs. The most
efficient of the proposed constructions is a hash-based skPRF, which is proven
secure in [GHP18] in the random-oracle model, considering classical attackers.
However, in the context of a quantum attack, which is in particular relevant
in the above example application of a combiner, it is crucial to prove security
when quantum attackers are in place, i.e. when attacker can query the random
oracle in quantum superposition. In Chapter 5, which is based on our work in
[DFH22], we close this gap by proving post-quantum security of the hash-based
skPRF construction as mentioned above.

16For simplicity, we do not cover the case of sBUFF using a Sponge function, but it is
treated in our work [FHK25].
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Chapter 2

Preliminaries

Throughout this thesis, we assume readers’ familiarity with general mathemat-
ics and a basic understanding of algorithms, computational complexity, and
quantum information science. In this chapter, though, we set out our notation
and terminology, and discuss several aspects that are particularly relevant.

2.1 Notations

Basic mathematics. Throughout the thesis, we take the convention that
ln(x) and log(x) are the natural and binary logarithm respectively, and for
every positive integer n we denote by [n] := {1, . . . , n}.

The security parameter. In cryptography, it is a standard convention that
all algorithms and adversaries (and likewise, functions) take as input the unary
representation 1λ of a security parameter λ. Throughout this thesis, we adopt
this convention and keep λ implicit unless necessary. Whenever the considered
algorithms or functions are associated with a mathematical object, such as
their input/output space or an oracle they query, it is to be understood that
the object is implicitly parameterized by λ as well.

The arrow notation. For a finite set X , we will denote a random variable
x being sampled uniformly from the set by x ← X . For a distribution D that
is not necessarily uniform, though, we will write x ← D to indicate that x is
drawn from D. Similarly, since an algorithm may in general have a randomized
output, we denote by x ← A that x is an output generated by running A.
Sometimes we are interested in the probability that x = x◦ for a certain fixed
value x◦, in which case we often use the following short-hand notation

Pr [x◦ ← A ] := Pr
x←A

[x = x◦ ] .
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2.2. Oracle Algorithms

Signature schemes. Following the standard definition, a signature scheme
S consists of a key generation algorithms KGen, a signing algorithm Sign, and
a verification algorithm Vrfy, all of which are PPT algorithms. By default, we
denote by PK the space of public keys, by SK the space of secret keys, by
M the message space and by SGN the space of signatures. For simplicity, we
assume throughout that S is perfectly correct, i.e. Vrfy

(
pk,m,Sign(sk,m)

)
= 1

with certainty, and that the public key can be efficiently derived from the secret
key.

Statistical distance. For any two random variables x1, x2 over a finite set
X , we denote their statistical distance by

SD(x1, x2) :=
1

2

∑
x◦∈X

∣∣Pr [x1 = x◦ ]− Pr [x2 = x◦ ]
∣∣ ,

which is known to equal maxV (Pr [V (x1) = 1 ]−Pr [V (x2) = 1 ]) with the max-
imization over all predicates V : X → {0, 1}.

Guessing probability and min-entropy. For a random variable y over
a finite set Y, the guessing probability and the min-entropy are respectively
defined as

guess(y) := max
y◦

Pr
[
y=y◦

]
and H∞(y) := − log

(
guess(y)

)
.

For random variables x and y over respective finite sets X and Y, the conditional
guessing probability is defined as

guess(y | x) :=
∑
x◦

Pr[x=x◦] ·max
y◦

Pr
[
y=y◦

∣∣ x=x◦
]
.

It is well known that guess(y | x) = maxf Pr[y=f(x)], where the maximization
is over all (deterministic or randomized) functions f : X → Y. In line with
the unconditional case above, the conditional min-entropy is then given by
H∞(y | x) := − log

(
guess(y | x)

)
.

2.2 Oracle Algorithms

Throughout this thesis, we frequently consider the random oracle model (ROM),
where parties/algorithms have oracle access to a uniformly random function
H : X → Y, with suitably chosen finite domain X and range Y. We also con-
sider quantum algorithms, which can then query H “in superposition,” i.e. in
the form of the unitary |x, y⟩ 7→ |x, y +H(x)⟩. We write AH to denote a (clas-
sical or quantum) algorithm with query access to H. Similarly, we write AH,•

18



Chapter 2. Preliminaries

in case A may additionally make queries to another, possibly unspecified ora-
cle, hinted at with a placeholder “•” (or �, 
, � etc.). Furthermore, in case of
such an oracle algorithm AH,•, we write AH,O to express that the unspecified
oracle is instantiated with the particular algorithm O. We note that such an
instantiation may also have access to H, i.e., the oracle may be instantiated

with an algorithm OH , in which case we then naturally write AH,OH

.

We stress that we use the same notation for classical and quantum algo-
rithms with respective classical or quantum access to the random oracle H,
while the query access to any other oracle is always assumed to be classical in
this work, and thus so is any oracle instantiation O we consider. Furthermore,
by default we assume any oracle instantiation O to be at most statically state-
ful, meaning that the state (if any) is chosen at the beginning and then remains
fixed.1

Regarding language and notation, since in the random oracle model by
default all algorithms have access to H, we reserve the terminology oracle
algorithm for those that have access to one (or more) additional oracle(s).
Also, once we have specified that an oracle algorithm is of the form, say, AH,•,
i.e., with access to H and to another, unspecified oracle, we may then simply
write A in later occurrences, taking the considered form as understood.

We note that even though an oracle algorithm AH,• typically expects a
particular instantiation O of the oracle, we may consider a run of AH,O′ for
any instantiation O′. We may also consider a run of A where different calls to
the oracle are answered by different instantiations. We then write

AH,[Oi1
1 ,Oi2

2 ,...]

to capture that the first i1 oracle queries are answered by O1, the following i2
queries by O2, etc. We note that in-between these oracle queries, there may be
multiple queries to H.

For proof-technical reasons, we will also consider the case where an (oracle)
algorithm may make write (a.k.a. reprogramming) queries to the random oracle
H. On input (x, y), such a write query will redefine the function value of H(x)
to y; we will capture this by the commandH(x) := y. We only consider classical

write queries, and we will write AH̄ ,AH̄,•,AH̄,OH̄

etc. to indicate that A (and
O) may also make classical write queries to H, next to the ordinary (classical
or quantum) read queries.

For an oracle algorithm AH̄,• and a specific instantiation of the oracle, say,
as OH̄ , we write

BH̄ := AH̄,OH̄

1For comparison, the random oracle H with read queries only is statically stateful when
instantiated/implemented (inefficiently) by choosing a random function at the beginning,
while it is adaptively stateful when done using lazy sampling. The random oracle H̄ with
write queries (see below) is adaptively stateful no matter how it is implemented.
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to specify that the algorithm B runs A and answers all oracle queries by means
of running OH̄ internally, while forwarding all random oracle queries of A and
O to H. This indeed makes B an algorithm of the form BH̄ .

Pushing this a bit further, BH̄,• := AH̄,[Oi−1,•,P∞] then denotes the oracle
algorithm that runs A, answers the first i− 1 oracle queries with O, forwards
the ith query to B’s oracle, and answers all the remaining ones with P. In case
A makes at most q oracle queries, we could just as well write Pq−i instead of
P∞.

2.2.1 Equivalences of Oracle Algorithms

Different (oracle) algorithms may “behave the same way”. We want to formally
capture the possible meanings of the latter that will be important for us.

We say that two algorithms BH̄ and CH̄ are semantically equal, written as
equality BH̄ = CH̄ , if the joint distribution of: (1) the output of the considered
algorithm, and (2) the (possibly reprogrammed) random oracle H at the end
of the execution of the algorithm, are the same, for any initial choice of H
and any joint input. This is for instance satisfied when C is a purely syntactic
rewriting of the defining code of B.

Another natural, but weaker, equivalence relation, which we call output
equivalent, is BH̄ ≃ CH̄ , which (by our definition) expresses that the two dis-
tributions of the respective outputs only are equal, on average over the random
choice of H and for any joint input.

We stress that the assignment BH̄ := AH̄,OH̄

implies semantical equivalence

BH̄ = AH̄,OH̄

. Furthermore,

OH̄ = PH̄ =⇒ AH̄,OH̄

= AH̄,PH̄

for any AH̄,•, while OH̄ ≃ PH̄ is in general not sufficient to conclude AH̄,OH̄ ≃
AH̄,PH̄

.2

Output equivalence sometimes only holds approximately, informally de-
noted as BH̄ ≈ CH̄ then. This is commonly quantified via the distinguishing
advantage ∣∣Pr[1← BH̄ ]− Pr

[
1← CH̄

]∣∣ ,
where B and C are then typically assumed to have a binary output, and where
the probability is over the randomness of the algorithms (B and C) and the ran-
dom choice of the random oracle H. We note that for simplicity, we consider
here algorithms with no input, but the same quantities can also be consid-
ered for any choice of input, of course. In case of binary outputs, the above
distinguishing advantage coincides with the statistical distance SD

(
BH̄ , CH̄

)
between the two output distributions, and so we then use the two expressions

2Even if O and P are restricted to read access only, still OH ≃ PH ̸⇒ AH̄,OH ≃ AH̄,PH
.
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interchangeably.3 In case of non-binary outputs, the statistical distance upper
bounds the distinguishing advantage.

2.2.2 Conditioning of Oracle Algorithms

The run of an algorithm AH̄ defines the (distribution of the) output of the
algorithm, but also various internal variables, like the local randomness of A
in case of a classical algorithm or the measurement outcomes of measurements
performed by A in case of a quantum algorithm, the (classical) write queries
to H, etc. For any event Λ defined by these random variables, we can then
consider a run of AH̄ conditioned on Λ, which we will denote by AH̄ [Λ]. We
may use the variation A[Λ]H̄ on the notation to indicate that Λ does not depend
on H. We mainly use the latter in case of a classical algorithm A, where it
then means that Λ is determined by A’s local randomness (and its input). In
this case, the assignment BH̄ := A[Λ]H̄ is well-defined as the oracle algorithm
that runs A but samples the local randomness conditioned on Λ.

This notation extends naturally to AH̄,OH̄

[Λ] for any oracle algorithm AH̄,•

and instantiation OH̄ , as well as to the variations A[Λ]H̄,• and AH̄ [Λ] •, when
Λ does not depend on (H and) the oracle.

The above notation will mainly be useful in the following context. Consider
two algorithms BH̄ and CH̄ , as well as an event Λ that is well-defined for either of
the two executions. Then the equivalences BH̄ [Λ] = CH̄ [Λ] and BH̄ [Λ] ≃ CH̄ [Λ]
are naturally defined by means of the equality of the respective conditional
distributions. Furthermore, if Λ has the same probability Pr[Λ] in a run of BH̄
and in a run of CH̄ , then

SD
(
BH̄ , CH̄

)
≤ Pr[Λ] · SD

(
BH̄ [Λ], CH̄ [Λ]

)
+ Pr[¬Λ] · SD

(
BH̄ [¬Λ], CH̄ [¬Λ]

)
.

In particular, if BH̄ [Λ] ≃ CH̄ [Λ] then SD
(
BH̄ , CH̄

)
≤ Pr[¬Λ].

We conclude by noting that in case of an oracle algorithm AH̄,•, an instan-
tiation OH̄ of the oracle, and an event Λ defined by the local randomness of
O (for any fixed input to O), if AH̄,• is promised to make precisely one query
to the oracle then the event Λ is also well-defined by a run of AH̄,OH̄

, and

AH̄,O[Λ]H̄ = AH̄,OH̄

[Λ].

2.2.3 Simulating the Write Access

It is not too hard to see that write queries to H can always be simulated
internally, in the sense that there exists an (adaptively stateful) algorithm SH ,
which makes one H-query whenever it is invoked with a read request (and

no query upon any write request), and such that AH̄ ≃ ASH

for every AH̄ .

3The former is more common in the cryptography literature, while the advantage of the
latter is its succinctness.
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S simply simulates any write query to H by bookkeeping the reprogramming
requests and properly adjusting the future read queries to H, which it relays.
It is obvious how this works in case A makes classical read queries to H, but
it can also be done in case of quantum read queries, where S then is a suitable
quantum algorithm.

Lemma 2.1. There exists a stateful oracle algorithm SH , which makes 1 read

query per each read-query invocation, and such that AH̄ = ASH

for every AH̄ .

Proof. The oracle algorithm SH operates by bookkeeping a list of classical write
queries of A. Upon receiving a write query (x, y), it first removes any occur-
rences of the form (x, ·) from the list (if there exists any) and then inserts (x, y)
into the list. Answering a read query then can be performed by SH , by invoking
one single query to H, as follows. Given a list {(x1, y1), . . . , (xL, yL)} ⊂ X ×Y
of classical write queries with pairwise distinct xi’s, SH (efficiently) computes
the unitary |x, y⟩ 7→ |x, y +H ′(x)⟩ by means of a quantum algorithm that
makes a single quantum query to H, i.e. to the unitary |x, y⟩ 7→ |x, y +H(x)⟩,
for H ′ defined as

H ′(x) =

{
yi if ∃ i : x = xi ,

H(x) otherwise .

This is trivial if S is given control access to H, i.e., access to the unitary
|b, x, y⟩ 7→ |b, x, y + bH(x)⟩. Furthermore, control access to H can be simulated
using a single ordinary quantum access to H as follows: S first prepares a
uniform superposition of elements in Y in an auxiliary register |z⟩, applies a
control swap to |y, z⟩ with |b⟩ being the control bit, makes the quantum query
to H, and finally applies a control swap again. One can conclude by noting
that SH perfectly simulates the view of the attacker A.

By default, we then write ĀH := ASH

for the algorithm that simulates
A’s write queries internally, and thus is such that ĀH ≃ AH̄ .4 We note that

in case of an oracle algorithm AH̄,• and setting ĀH,• := ASH ,•, the equality

ĀH,OH̄ ≃ AH̄,OH̄

of the output distributions holds (only) conditioned on the
event that O makes no (read or write) query toH on a point that has previously

been reprogrammed by A. Thus, ĀH,OH̄

[Ω] ≃ AH̄,OH̄

[Ω] with Ω being the said
event.

4Here the respective output distributions of the two algorithms are actually equal for any
choice of H; thus, we have an equivalence that lies in-between = and ≃, but this is not
important to us.
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Chapter 3

Fiat-Shamir and
Hash-and-Sign with Aborts

3.1 Introduction

Fiat-Shamir-with-aborts (FSwA) and probabilistic hash-and-sign with retry/abort
(HSwA) are important design principles for digital signature schemes (in the
random oracle model), in particular for constructing quantum-secure signature
schemes. Both have in common that the signature generation may require sev-
eral trials until a “good” signature is obtained; informally speaking, the retrying
is typically necessary in order to not leak unwanted information about the se-
cret key via a “bad” choice of the signature. Examples of signature schemes
that follow one or the other are Lyubashevsky’s signature [Lyu09, Lyu12],
GLP [GLP12], TESLA [ABB+17], Dilithium [DKL+18], SeaSign [DFG19a],
and HAETAE [CCD+24] in the FSwA paradigm, and Hidden Field Equation
(HFE) signatures [Pat96], Unbalanced Oil and Vinegar (UOV) [KPG99], the
Courtois-Finiasz-Sendrier (CFS) signature [CFS01, Dal08], GeMSS [CFMR+17],
Wave [DST19], MAYO [Beu21], and QR-UOV [FIKT21] in the HSwA paradigm.

The two design principles, FSwA and HSwA, also have in common that
security is typically proven in two steps: first, the specific instantiation is ex-
ploited in order to show UF-NMA security, and then an argument that is generic
for the design principle (and only requires some mild additional properties from
the instantiation) is used to conclude full-fledged (strong or ordinary) UF-CMA
security, i.e., security against chosen-message attacks.

Quite recently, a subtle but crucial flaw was independently and concurrently
discovered by [BBD+23] and [DFPS23] in all prior UF-CMA-to-UF-NMA reduc-
tions of FSwA. The flaw applies both classically and quantum, and invalidates
all prior security proofs of FSwA signature schemes, most notably leaving the
future NIST PQC standard, Dilithium, without a valid proof. Moving on to
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HSwA signature schemes, the authors of [KX24] followed up on the observation
from [CDP23] that the original security reduction of HSwA in [SSH11] contains
a similar flaw, and they provide the first correct such reduction in the ROM,
covering both classical and quantum attacks. However, as will be seen later,
their quantum analysis suffers a rather non-ideal security loss.

3.1.1 Our Contribution

Facing the aforementioned flaw, we re-establish the security analyses of FSwA
and HSwA signature schemes in this chapter, to the extent possible. Specifi-
cally, we consider a unified, abstract class of digital signature schemes, which
we call generalized Fiat-Shamir with aborts signature schemes, covering both
FSwA and HSwA (see Section 3.2.1). We then describe the flaw in Section 3.3
under this abstract formalism, and provide a new generic UF-CMA-to-UF-NMA
reduction, accompanied with various bounds that covers both classical and
quantum attacks in the random oracle model.

A new security proof. In Section 3.4, we provide a new security proof in
the ROM from scratch, reducing the UF-CMA security of a generalized FSwA
scheme S to the UF-NMA security. On a very high level, our reduction relies
on a simulator Sim that can efficiently simulate the signing procedure Sign
without knowing the secret key. This may seem contradictory to the very
definition of the UF-CMA security, but the catch here is that, as a part of our
reduction, Sim is allowed to reprogram the random oracle H(r,m) := y, once
it produces a suitable simulated transcript (r, y, z). With such a simulator in
place, any UF-CMA attacker A can be transformed into a similarly efficient
UF-NMA attacker B, via forwarding each signing queries made by A to the
simulator.

For this approach to work, it is sufficient to show that Sign and Sim are
indistinguishable, even if one can query the random oracle H. Moreover, the
UF-CMA-to-UF-NMA security loss is roughly upperbounded by the distinguish-
ing advantage, i.e.

AdvUF-CMA
S (A)−AdvUF-NMA

S (B) ≤ SD(AH,Sign,AH,Sim) ,

assuming A makes a few more queries for technical reasons. To prove this
indistinguishability, our analyses proceed through a sophisticated hybrid argu-
ment, detailed in Section 3.4.2, with two additional intermediate oracles Prog
and Trans come into the play. The main technical challenge is to show that
AH,Sign ≈ AH,Prog ≈ AH,Trans, while the closeness AH,Trans ≈ AH,Sim follows
straightforwardly with advantage bounded by qSζ, where qS is the number of
signing queries A can make, and ζ is a scheme-dependent parameter that is
close to zero.

In the general case where A is allowed to make quantum queries, we obtain
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SD
(
AH,Sign,AH,Prog

)
≤ O

(
qS
√
qHϵ

1−p

)
and SD

(
AH,Prog,AH,Trans

)
≤ O

(
qH
√

qSϵ
1−p

)
,

where qH is the number of A’s queries to the random oracle H, and p and ϵ
are scheme-dependent parameters with p ∈ [0, 1) being not too close to 1, and
ϵ being close-to-zero.1 This leads to the following security loss

AdvUF-CMA
S (A)−AdvUF-NMA

S (B) ≤ O

(
qH

√
qSϵ

1− p
+

qS
1− p

√
qHϵ

)
+ qSζ .

In the case where A is restricted to making classical queries only, via replacing
relevant parts of the quantum analysis with a classical bound, we obtain a
correspondingly tighter security loss

AdvUF-CMA
S (A)−AdvUF-NMA

S (B) ≤ O

(
qHqSϵ

1− p
+

q2Sϵ

(1− p)2

)
+ qSζ .

We note that, typically qH is much bigger than qS , e.g. in the NIST-2 secu-
rity level, (qS , qH) can be all the way up to (264, 2128). Therefore, the above

quantum and classical bounds are dominated by O
(
qH
√

qS
1−pϵ

)
and O

(
qHqSϵ
1−p

)
respectively (assuming qSζ is not too big). For the classical bound there is a
matching attack where SD(AH,Sign,AH,Sim) ≥ Ω(qHqSϵ). However, (in the case
where qS = 1)2 the best known quantum attack as presented in [GHHM21]
only yields SD(AH,Sign,AH,Sim) ≥ Ω(

√
qHϵ), with the qH term inside of the

square-root, suggesting that the quantum bound as stated above may still be
suboptimal. This seemingly suboptimal loss also appears in prior analyses of
HSwA [KX24] in the quantum setting.

Improving the quantum analysis. In Section 3.5, we further improve

the hybrid step AH,Prog ≈ AH,Trans to SD(AH,Prog,AH,Trans) ≤ O
(

qS
1−p
√
qHϵ

)
,

which then leads to a tighter overall security loss in the quantum setting:

AdvUF-CMA(A)−AdvUF-NMA(B) ≤ O

(
qS

1− p

√
qHϵ

)
+ qSζ .

Plugging in the numbers with (qS , qH) = (264, 2128), and suppressing less rele-
vant terms, we obtain qS

√
qHϵ = 2128

√
ϵ, an improvement against qH

√
qSϵ =

2160
√
ϵ by a multiplicative factor of 232. This improved quantum bound as

well as the above classical bound, matches the well-studied analyses of the
original Fiat-Shamir signature schemes (without aborts).3 Though it remains

1As a matter of fact, we allow these parameters to be key-dependent, which is omitted in
this introduction for simplicity.

2The situation when qS scales up remains unclear.
3In the atypical regime where qS is much bigger than qH , our quantum bound of order

O(qS
√
qHϵ) even outperforms the standard bound of order O(qS

√
(qS + qH)ϵ).
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open whether the quantum bound is optimal, any further improvement would
also need to carry over to the better-understood setting without aborts.

At the core of our improvement is the following technical challenge (some-
what simplified here for the ease of exposition). Let D be a distribution over
a set R with the promise that Pr[ r= r◦] ≤ ϵ for any r◦ ∈ R and r ← D, and
let f be an arbitrary (randomized or deterministic) function with domainR×Y
and with a special symbol ⊥ in its co-domain. Consider an arbitrary quantum
algorithm AH that gets a sample produced by one or the other of the following
two procedures:

1: r ← D
2: H(r) := y ← Y
3: z ← f(r, y)
4:

5: if z = ⊥ then return ⊥
6: else return (r, z)

or

1: r ← D
2: y ← Y
3: z ← f(r, y)
4: if z ̸= ⊥ then H(r) := y
5: if z = ⊥ then return ⊥
6: else return (r, z)

and that can make superposition queries to the random oracle H before and
after it gets the sample, say qH in total. The goal now is to show that it is
hard for AH to decide from which of the two it got the sample.

We note that the only difference between the two is that the first procedure
reprograms H(r) to y no matter what, while the latter does so only in case of a
non-⊥ output. Thus, intuitively it is clear that it is hard for AH to distinguish
the two: it can notice the difference only when the procedure outputs ⊥ and
AH queries H(r) after having received the sample (thus ⊥); but the latter
is unlikely to happen then due to the high entropy in r. However, making
this a rigorous argument in the case of quantum queries results in a hybrid
argument over all the queries to H (after having received the sample), where
(for the sake of the argument) one would then measure for each query if the
query is to r or not. This then leads to a distinguishing advantage of qH

√
ϵ,

where the square-root comes from the Gentle-Measurement Lemma, used to
argue that the measurements cause little disturbance, and the factor qH is by
quantifying over all queries. Thus, the real challenge is to prove a bound on
the distinguishing advantage that scales as

√
qHϵ instead; this is what we aim

for and achieve in this work.4

Concrete analyses of Dilithium. In Section 3.6, we perform a more elab-
orated concrete analysis on the NIST PQC standard Dilithium, where the
parameter ϵ is better controlled. This is achieved both via a computer-aided

4One might also be tempted to argue that the two can only be distinguished by AH if AH

has queried H(r) before it receives the sample (and then use compressed-oracle techniques
to get the qH inside the square-root)—but then one falls for the same trap as earlier, faulty
FSwA proofs: due to the conditional reprogramming of H in the second procedure, H may
become non-uniformly random there. One expects this non-uniformity to be negligible and
hard to notice for AH , but giving a concrete (and sufficiently good) bound appears difficult.
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approach that yields better numerical results, and via a pen-and-paper version
that is easier to verify, but with a slightly worse concrete bound.

The technical challenge that we address in order to control ϵ for Dilithium, is
a rather innocent-looking mathematical problem. We consider a block diagonal
square matrix A□ := D1⊕· · ·⊕Dn with each block Di ← F

ℓ×ℓ
q being an ℓ-by-ℓ

random matrix over a finite field of order q, where concretely speaking q ≈ 223

and nℓ ∈ (1000, 2000). The goal here is to show that, with a cryptographically
close-to-1 probability, the rank of A□ is very close to nℓ. We note that this is
not as straightforward as it may seem. For instance, one may be tempted to
argue that A□ is invertible with a probability close to 1, but this probability
is in fact roughly 1 − n/q ≈ 1 − n · 2−23, which is not cryptographically close
to 1.

3.2 Preliminaries

3.2.1 Generalized Fiat-Shamir with Aborts Signatures

LetM,R,Y and Z be arbitrary non-empty finite sets, and fix the domain and
range of the random oracle to be R×M and Y, respectively, i.e. H : R×M→
Y. Furthermore, let ⊥ be some special symbol not contained in Z. These sets
may depend on a security parameter, but we leave this dependency—and the
security parameter itself— implicit throughout most of the document.

We consider signature schemes
(
KGen,SignH ,VrfyH

)
in the random ora-

cle model of the following form. On input the security parameter, the key-
generation algorithm KGen produces a key pair (sk, pk), which in turn specifies
a distribution D over a set R, an ensemble {f(r, y)}r∈R,y∈Y of distributions
over Z ∪ {⊥}, and a predicate V : R× Y × Z → {0, 1}. Signing of a message
m ∈ M works as specified in Fig. 3.1 below, and the verification Vrfy, given
a claimed signature σ = (r, z) for a message m ∈ M, accept if and only if
V(r,H(r,m), z) = 1.

Remark 3.1. How the predicate V(r, y, z) works is irrelevant for this chapter,
but a natural way is to check that z falls in the support of the distribution
f(r, y).
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SignH(sk,m):

1: repeat
2: r ← D
3: y := H(r,m)
4: z ← f(r, y)
5: until z ̸= ⊥
6: return (r, z)

Figure 3.1: The signing procedure, where the hash function H in step 3 is
modelled as a random oracle. The dependency of D and f on sk is left implicit.

Obviously, for signing to be efficient, it is necessary that D is efficiently
sampleable when given the secret key sk, and f(r, y) is efficiently sampleable
(for any r and y) when given sk and the randomness used to sample r ← D. For
verification to be efficient, it needs to be efficiently testable given the public
key (only) if z is in the support of f(r, y), for any r, y, z. Similarly, for the
scheme to be secure (against key-only attacks) it is necessary that signing
should be computationally hard when only given the public key pk. However,
these (in)efficiency aspects are not our concern; our security reductions also
apply for non-efficient or insecure schemes (though they become somewhat
pointless then). Therefore, we keep the public key pk and the secret key sk
implicit—unless specified otherwise, we consider them arbitrary but fixed—
and so we also keep the dependency of D and f on (pk, sk), implicit; the same
for the parameters p and ϵ below.

Two important parameters for such a signature scheme are

p := Pr
r←D,y←Y
z←f(r,y)

[ z = ⊥ ] , (3.1)

referred to as the abort probability, and

ϵ := guess
r←D

(r) := max
r◦

Pr
r←D

[ r = r◦ ] , (3.2)

which is the guessing probability of the distribution D.
The above abstract signature scheme design is well motivated by the fact

that it covers both Fiat-Shamir with aborts (FSwA) signature schemes, as well
as probabilistic hash-and-sign with retry/abort (HSwA) signature schemes. In
the case of FSwA signatures, f is usually a deterministic function, which can be
efficiently computed given the secret key and the randomness used to sample
r (the “first message” in the Σ-protocol); in the case of HSwA signatures, D
is typically the uniform distribution over strings of a certain length, and f
is the preimage-sampling algorithm of a so-called weak preimage-sampleable
function.
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As a matter of fact, a HSwA signature can be understood as the FSwA
signature obtained from the Σ-protocol that chooses a random bit string r as
the “first message”, and samples the response z as a preimage of the (random)
challenge under the weak preimage-sampleable function. We therefore call the
general class of signature schemes considered here (covering FSwA and HSwA
signatures) generalized FSwA signature schemes.

To formally capture that such an honestly generated signature leaks nothing
about the secret key, we define the following accepting honest-verifier zero-
knowledge (acHVZK) property.

Definition 3.2 (Accepting (Statistical) Honest-Verifier Zero-Knowledge). Let
ζ > 0 and T ∈ Z≥0. A generalized FSwA signature scheme Σ = (KGen,D, f,V)
is called (ζ, T )-acHVZK if there exists an algorithm acSim with runtime T , such
that on input a public key pk it outputs a triple (r̂, ŷ, ẑ) that (on average over
the choice of pk generated by KGen) is ζ-close in statistical distance to (r, y, z)
conditioned on z ̸= ⊥, where r ← D, y ← Y and z ← f(r, y).

Remark 3.3. In the above definition, we consider the statistical distance for
fixed pk, then average it over the randomness of pk.

3.2.2 A variant of the Adaptive Reprogramming Lemma

We consider the following, slightly extended variant of the Adaptive Repro-
gramming Lemma from [GHHM21]. It differs from the original variant in that,
next to the quantum read queries, we allow the distinguisher to make (classical)
write queries to H (with a bound on the expected number of write queries).

Lemma 3.4. Let ϵ > 0, and let {Di}i∈I be a family of distributions over X
indexed by a finite set I, such that

guess
x←Di

(x) := max
x◦∈X

Pr
x←Di

[x = x◦] ≤ ϵ

for all i ∈ I. Let AH̄,
 be an oracle algorithm that makes one query to an
oracle ( 
), which is to be instantiated by OH

0 or OH̄
1 as specified in Fig. 3.2;

furthermore, prior to that query, A makes at most qr quantum read queries
to H, and in expectation at most qw classical write queries to H, for given
positive numbers qr, qw ∈ Z.5 Then∣∣∣ Pr [1← AH̄,OH

0

]
− Pr

[
1← AH̄,OH̄

1

] ∣∣∣ ≤ (2qw +
qr
2

)
ϵ+
√
qrϵ .

5We allow arbitrary many read/write H-queries after the query to O0 or O1.
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OH
0 (i):

1: x← Di

2: y := H(x)
3: return (x, y)

OH̄
1 (i):

1: x← Di

2: H(x) := y ← Y
3: return (x, y)

Figure 3.2: Reprogramming or not reprogramming, that is the question.

The proof for this extended variant is a quite simple reduction to the original
version [GHHM21], exploiting that we can simulate the write queries.

Proof. Consider ĀH,OH
0 = ASH ,OH

0 and ĀH,OH̄
1 = ASH ,OH̄

1 , which run A and
simulate the write queries locally, and let Ω be the event that A has not made
a write query (prior to the oracle call) for the point s sampled by the oracle
then. This event is well defined and has the same probability in any of the
executions of AH̄,O0 , ĀH,O0 , ĀH,O1 ,AH̄,O1 . Furthermore,

ĀH,OH
0 [Ω] ≃ AH̄,OH

0 [Ω] and ĀH,OH̄
1 [Ω] ≃ AH̄,OH̄

1 [Ω] .

It thus follows that

SD(AH̄,OH
0 ,AH̄,OH̄

1 )

≤ SD(AH̄,OH
0 , ĀH,OH

0 ) + SD(ĀH,OH
0 , ĀH,OH̄

1 ) + SD(ĀH,OH̄
1 ,AH̄,OH̄

1 )

≤ 2Pr[¬Ω] + SD(ĀH,OH
0 , ĀH,OH̄

1 ) ≤ 2qwϵ+
qr
2
ϵ+
√
qrϵ .

where the bound on SD(ĀH,OH
0 , ĀH,OH̄

1 ) follows from the standard adaptive
reprogramming lemma (see Proposition 2 in [GHHM21]).

3.3 A Gap in Prior Analyses of FSwA

A gap in prior analyses of FSwA occurs in the UF-CMA-to-UF-NMA reduction.
In this step, signature queries made by the considered UF-CMA-attacker A,
which has query access to a signing oracle Sign(sk, ·) and a random oracle H,
must be answered without knowledge of the secret key, replacing real signatures
with simulated ones produced by an Honest-Verifier Zero Knowledge (HVZK)
simulator associated with the sigma protocol. To ensure that the attacker
cannot detect that it is being given simulated signatures, it is also necessary
to reprogram the random oracle to be consistent with the transcripts produced
by the simulator. The crucial step boils down to replacing the oracle Sign by
the oracle Trans (see Fig. 3.3).
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Sign(sk,m)

1: repeat
2: r ← D
3: y := H(r,m)
4: z ← f(r, y)
5: until z ̸= ⊥
6:

7: return (r, z)

Trans(sk,m)

1: repeat
2: r ← D
3: y ← Y
4: z ← f(r, y)
5: until z ̸= ⊥
6: H(r,m) := y
7: return (r, z)

Figure 3.3: Oracles Sign and Trans.

Clearly, the adversary A can attempt to guess r and query H on r before
calling Sign/Trans, and then detect the inconsistency introduced by the repro-
gramming in case of Trans. However, even if the adversary makes no prior
H-queries, the distribution of the random oracle changes, and this is where
the gap lies. The reprogramming in Trans only reprograms the random or-
acle with accepting transcripts and thereby shifts the random oracle slightly
towards pairs ((r,m), y) such that f(r, y) ̸= ⊥ with higher probability. Even
though one expects this change in the distribution of the random oracle to be
small, there is still a gap that needs to be properly bounded.

Both Lyubashevsky [Lyu12] and KLS [KLS18] miss the loss incurred by the
bias in H in their analysis. In [Lyu12] this is missed in the hop from the real
signing oracle to Hybrid 1 in the proof of Lemma 5.3—note that the bound
in [Lyu12] remains correct due to a loose analysis. In [KLS18] the gap is missed
in the game hop from G0 to G1 in the proof of Theorem 3.2. Moreover, this
oversight is not a problem limited to [Lyu12] and [KLS18], and it potentially
affects all FS-based schemes involving rejection sampling. This includes a long
list of works [LNP22, DKL+18, DFG19b, BKP20, BDK+22] on lattice-based
and isogeny-based signature schemes (and non-interactive proof systems) that
need to be re-examined carefully.

3.4 A UF-CMA-to-UF-NMA Reduction

Throughout this section, and the rest of the chapter, let Σ be an aborting
sigma protocol, and S := FSwA[Σ, H] be the corresponding FSwA signature
scheme, as introduced in Sect. 3.1, with parameters ϵ and p defined as in (3.1)
and (3.2). We assume S to be (ζ, T )-acHVZK for given ζ and T .

Following standard notation, we write AdvUF-CMA
S (A) for the advantage of

an attacker A of winning the standard UF-CMA security game (in the QROM)
for the scheme S, and similarly AdvUF-NMA

S (B) for the advantage of an attacker
B of winning the standard UF-NMA security game.
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3.4.1 The Statements

Our main result is a UF-CMA-to-UF-NMA reduction. The reductions loss is in
terms of (bounds on) the parameters p and ϵ. Since these parameters are in
general key-dependent, we first state the improved reduction loss for a fixed
choice of key pair (sk, pk), and we write psk and ϵsk when we want to make the
dependency on the choice of the key explicit (where we assume without loss of
generality that pk is determined by sk).

Similarly, we write ζsk for the statistical distance of the simulated tran-
script to the actual accepted transcript for the specific choice sk of the key
pair; it then obviously holds that E[ζsk] = ζ, with the expectation taken over
(sk, pk) ← KGen. Finally, we write AdvUF-CMA

S (A, sk) and AdvUF-NMA
S (B, sk)

for the respective advantages when the key is chosen to be sk.
The proof of the following main theorem is presented in the subsequent

subsections.

Theorem 3.5. Let S be a generalized FSwA signature scheme. Then for every
UF-CMA attacker AH,• making at most QH quantum queries to H and qS
classical queries to the signing oracle, there exists an UF-NMA attacker BH
making at most QH quantum queries to H such that for every fixed choice of
key sk with psk < 1, and for qH = QH + 1 we have

AdvUF-CMA
S (A, sk) ≤ AdvUF-NMA

S (B, sk) +
3qS
√
qHϵsk

1− psk
+ 2qH

√
qSϵsk
1− psk

+ qSζsk .

Moreover, if we count runtime in terms of the number of gates, except that
each arithmetic operation on X and Y and every comparison among them (with
respect to a strict total ordering) are counted as unit runtime, then TIME(B) ≤
TIME(A) +O

(
qST + qHqS + q2S

)
.

Remark 3.6. Suppose B is allowed to use a QRAM, where each cell may
contain an element of X×Y, up to O(1) many memory pointers and up to O(1)
many auxiliary bits. If we count each arithmetic operation and each comparison
of the memory pointers as being unit runtime, then B can further achieve the
runtime TIME(B) ≤ TIME(A) + O

(
qST + (qS + qH) log qS

)
using only O(qS)

many cells.

When taking the expectation over sk on both sides, in order to get the
average reduction loss for a random key-pair, one can apply Jensen’s inequality
to E[

√
ϵsk] get a bound in terms of the expectation of ϵsk (over the choice of

sk). Unfortunately, this does not work for the parameter psk, where Jensen’s
inequality goes the wrong way round. Hence, we need to have a bound p̄ on
psk that holds for all sk, or holds except with small probability (over the choice
of sk).

Towards optimizing the bound, it may also make sense to avoid some bad,
yet unlikely, choices of (sk, pk) that make ϵsk large, i.e. to consider a bound ϵ̄
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on the sub-normalized conditional expectation Pr[sk∈ Γϵ]E[ϵsk|sk∈ Γϵ], where
Γϵ is a subset of the keys for which Pr[sk ̸∈Γϵ] is small.

Altogether, this then gives the following statement.

Corollary 3.7. Let S be a generalized FSwA signature scheme that is (ζ, T )-
acHVZK. Furthermore, let Γϵ and Γp be subsets of keys sk such that psk ≤ p̄ for
all sk ∈ Γp and Pr[sk∈Γϵ]E[ϵsk|sk∈Γϵ] ≤ ϵ̄ for parameters 0 < ϵ̄, p̄ < 1. Then
for every UF-CMA attacker A making at most QH quantum queries to H and
qS classical queries to the signing oracle, the UF-NMA attacker B (dependent on
A) as defined in Theorem 3.5 is such that the following holds for qH := QH+1:

AdvUF-CMA
S (A) ≤ AdvUF-NMA

S (B) + 3qS
√
qH ϵ̄

1− p̄
+ 2qH

√
qS ϵ̄

1− p̄
+ qSζ

+ Pr[sk ̸∈Γp] + Pr[sk ̸∈Γϵ] .

3.4.2 Proof Strategy

Towards proving the above claim, we consider an arbitrary UF-CMA attacker
AH,•, where by default the queries to the oracle • are answered by the signing
algorithm/oracle Sign in the obvious way.6 It will be convenient to assume that
A makes one more query to H (which are qH = QH + 1 queries in total) in
order to check himself if the forged signature is valid under a new message that
has not been queried, and then aborts (i.e. outputs ⊥) if the check fails.

Our goal is to show that

AH,SignH(sk,·)(pk) ≈ AH,SimH̄(pk,·)(pk) (3.3)

with an upper bound on the distance that is in line with the security loss in the
theorem statement. Here, Sim simulates the signing oracle by exploiting the
non-abort ZK property and the ability to reprogram H, as specified in Fig. 3.4
below.

SimH̄(pk,m):

1: (r̂, ŷ, ẑ)← acSim(pk)
2: H(r̂,m) := ŷ
3: return (r̂, ẑ)

Figure 3.4: Simulating the signing oracle by means of the acHVZK simulator
and reprogramming H.

This then implies that the UF-NMA attacker B̄H(pk) = BSH

(pk) obtained

by running BH̄(pk) := AH,SimH̄(pk,·)(pk) but simulating the write queries to H

6I.e., using the secret key that corresponds to the public key that is given to Ã as input.
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internally, is similarly successful in forging a signature as the original UF-CMA
attacker A. The crucial property of Sim is of course that it does not need the
secret key, and so can indeed be simulated by B itself.

By assumption on A (to verify the forged signature before outputting it),
we know that BH̄(pk) outputs a forgery σ∗ for a message m∗ that correctly
verifies under the reprogrammed oracle H (or else outputs ⊥). However, since
H gets reprogrammed only at places (r̂,m) for m∗ ̸= m, σ∗ also verifies under
the original (unreprogrammed) choice of H. Consequently, whenever B̄ outputs
non-⊥, it outputs a valid forgery. Thus, we have

AdvUF-NMA(B̄)= Pr
[
B̄H(pk) ̸= ⊥

]
= Pr

[
BH̄(pk) ̸= ⊥

]
= Pr

[
AH,SimH̄ (pk,·)(pk) ̸= ⊥

]
≥ AdvUF-CMA(A)− SD

(
AH,SignH(sk,·)(pk),AH,SimH̄(sk,·)(pk)

)
, (3.4)

where the second and third equalities follow B̄H(pk) ≃ BH̄(pk) = AH,SignH̄ (sk,·)(pk).

Remark 3.8. If we aim for strong unforgeability, similar argument applies,
but we additionally require what is known as the computational unique-response
property, which prevents an efficient attacker to come up with two valid triples
(r, y, z1), (r, y, z2) with the same first message r and the same challenge y but
distinct responses z1 ̸= z2

Towards showing the closeness (3.3), we introduce intermediate oracles Prog
and Trans between Sign and Sim as in Fig. 3.5. The closeness (3.3) is to be
shown by means of the following sequence of closeness results:

AH,SignH(sk,·)(pk)
(a)
≈ AH,ProgH(sk,·)(pk)

(b)
≈ AH,TransH(sk,·)(pk)

(c)
≈ AH,Sim(pk)H̄ (pk) .

The closeness claims (a) and (b) are to be shown in Sections 3.4.3 and 3.4.4
respectively, and the closeness claim (c) follows directly from the defining prop-
erties of the non-abort ZK simulator; with distance ζsk for a fixed choice sk of
the key, and with distance ζ on average.

SignH(sk,m):

1: repeat
2: r ← D
3: y := H(r,m)
4: z := f(r, y)
5: until z ̸= ⊥
6:

7: return (r, z)

ProgH̄(sk,m):

1: repeat
2: r ← D
3: H(r,m) := y ← Y
4: z := f(r, y)
5: until z ̸= ⊥
6:

7: return (r, z)

TransH̄(sk,m):

1: repeat
2: r ← D
3: y ← Y
4: z := f(r, y)
5: until z ̸= ⊥
6: H(r,m) := y
7: return (r, z)

Figure 3.5: The oracles Prog,Trans compared with Sign.
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Looking ahead, both (a) and (b) hold even for fixed choices of sk and pk;
we now consider them arbitrary but fixed in the remainder of this work, and
we do not write them explicitly anymore as input to A,Sign etc., and we leave
the dependency of p and ϵ on the key implicit again.

3.4.3 From Sign to Prog

For A making qS queries to Sign, let GH̄,•
i := AH,[(Prog)i−1,•,(SignH̄)qS−i] be a

run of A such that the first i − 1 signing queries are answered by Prog, the
ith signing query is answered by an unspecified oracle (which will later be
instantiated either by Sign or by Prog), and all remaining signing queries are

answered by Sign. Our goal here, is to prove the closeness of GH̄,Sign
i ≈ GH̄,Prog

i .
For that purpose, we consider the following sequence of intermediate oracles

O�

j := Loop[(BP)
j−1,�,(BS)

∞] for every j ∈ Z>0, where OBS
1 = LoopBS = Sign and

O�

∞ = LoopBP = Prog regardless of the instantiation of �, and so we might just
denote the latter as O∞. Our proof proceeds as outlined below:

AH,Sign = GH̄,Sign
1 = GH̄,O

BS
1

1 ≈ · · · ≈ GH̄,O
BS
k

1 ≈ GH̄,O∞
1

= GH̄,Sign
2 = GH̄,O

BS
2

2 ≈ · · · ≈ GH̄,O
BS
k

2 ≈ GH̄,O∞
2

...

= GH̄,Sign
qS = GH̄,O

BS
qS

qS ≈ · · · ≈ GH̄,O
BS
k

qS ≈ GH̄,O∞
qS = AH,Prog ,

where k ∈ Z>0 and the closenesses are to be shown in Lemmas 3.9 and 3.10.

Loop�(m):

1: repeat
2: out← �(m)
3: until out ̸= ⊥
4: return out

BH
S (m):

1: r ← D
2: y := H(r,m)
3: z ← f(r, y)
4: if z = ⊥ return ⊥
5: return (r, z)

BH̄
P (m):

1: r ← D
2: H(r,m) := y ← Y
3: z ← f(r, y)
4: if z = ⊥ return ⊥
5: else return (r, z)

Figure 3.6: The repetition loop Loop� (left), and different instantiations of the
body of the loop (BS,BP).

Lemma 3.9. Let AH,• be given qH quantum queries to H and qS classical
queries to •. Then for every i ∈ [qS ] and j ∈ Z≥0 we have

SD

(
GH̄,O

BS
j

i ,GH̄,O∞
i

)
≤ pj−1 .
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Proof. Let Ej be the event that the jth iteration of Oj is reached. Conditioned
on ¬Ej , the oracles behave identically, i.e. Oj [¬Ej ] = Oj+1[¬Ej ]. Hence we
have

SD

(
GH̄,O

BS
j

i ,GH̄,O∞
i

)
≤ Pr[¬Ej ] ≤ pj−1 .

Lemma 3.10. Let AH,• be given qH quantum queries to H and qS classical
queries to •. Then for every i ∈ [qS ] and j ∈ Z≥0 we have

SD

(
GH̄,O

BS
j

i ,GH̄,O
BS
j+1

i

)
≤ pj−1 ·

((
2(i− 1)

1− p
+ 2(j − 1) +

qH
2

)
ϵ+
√
qHϵ

)
.

Proof. Let Ej be the event that the jth iteration of Oj is reached. Conditioned
on ¬Ej , the oracles behave identically, i.e. Oj [¬Ej ] = Oj+1[¬Ej ]. We thus have

SD

(
GH̄,O

BS
j

i ,GH̄,O
BP
j

i

)
= Pr[Ej ] · SD

(
GH̄,O

BS
j [Ej ]

i ,GH̄,O
BP[Ej ]

j

i

)
≤ pj−1 ·

((
2(i− 1)

1− p
+ 2(j − 1) +

qH
2

)
ϵ+
√
qHϵ

)
,

where the last inequality is via a direct application of our adaptive reprogram-
ming lemma (Lemma 3.4).

Corollary 3.11. Let AH,• make at most qH quantum queries to H and qS
classical queries to •. Then

SD
(
AH,SignH ,AH,ProgH̄

)
≤ 2q2Sϵ

(1− p)2
+

3qS
√
qHϵ

2(1− p)
≤

3qS
√
qHϵ

1− p
,

where the last inequality holds as long as qH > 0 and the right-hand-side is at
most 1.

Proof. Combining Lemmas 3.9 and 3.10, we obtain

SD
(
GH̄,Sign
i ,GH̄,Prog

i+1

)
≤ SD

(
GH̄,OBS

k+1

i ,GH̄,O∞
i

)
+
∑
j∈[k]

SD

(
GH̄,OBS

j

i ,GH̄,OBS
j+1

i

)

≤ pk +
∑
j∈[k]

pj−1 ·
((

2(i− 1)

1− p
+ 2(j − 1) +

qH
2

)
ϵ+
√
qHϵ

)

≤ pk +
2qSϵ

(1− p)2
+

qHϵ

2(1− p)
+

√
qHϵ

1− p
,

where the last inequality is via p ≤ 1 and i ≤ qS and the pk term vanishes as
k →∞. Summing the above over i ∈ [qH ], the proof is concluded.
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3.4.4 From Prog to Trans

For the purpose of showing closeness of AProg,H and ATrans,H , we introduce a
second instantiation H ′ of the random oracle, which is set to be equal to H
at the beginning, and we modify Prog to Prog′ so as to also reprogram H ′,
but only on the accepted transcript (see Fig. 3.7 middle). Looking ahead, we
notice that this detour via Prog′ and H ′ is not done in the ROM proof; there,
we have a (more) direct argument to go from AProg,H to ATrans,H , very similar
to the one going from ASign,H to AProg,H . The reason we do it this way here is
that we obtain a better bound than when trying to mimic the reasoning that
is used in the ROM proof.

Prog(m):

1: repeat
2: r ← D(sk)
3: H(r,m) := y ← Y
4: z := f(r, z)
5: until z ̸= ⊥
6:

7: return (r, z)

Prog′(m):

1: repeat
2: r ← D(sk)
3: H(r,m) := y ← Y
4: z := f(r, z)
5: until z ̸= ⊥
6: H ′(r,m) := y
7: return (r, z)

Trans(m):

1: repeat
2: r ← D(sk)
3: y ← Y
4: z := f(r, z)
5: until z ̸= ⊥
6: H(r,m) := y
7: return (r, z)

Figure 3.7: The oracles Prog, Prog′ and Trans.

Since the adversary A in an execution of AH,Prog has its random-oracle
queries answered by H, and A has no access to H ′, we obviously have that
AH,Prog = AH,Prog′ . Similarly, AH′,Prog′ = AH,Trans. Thus, it remains to show
closeness of AH,Prog′ and AH′,Prog′ . Towards this goal, we first settle the fol-
lowing properties of an execution of Prog′.

Proposition 3.12. For an arbitrary but fixed message m0, let (r, y, z) be the
first non-⊥ transcript produced in an invocation of Prog′(m0), and let S′ be the
set of r’s sampled in the loop for which z = ⊥. Then the following holds.

� The distribution of (S′, r, y, z) is invariant to the choice of m0. (3.5)

� S′ is statistically independent of (r, y, z). (3.6)

� For every r◦ ∈ A, Pr[r◦ ∈ S′] ≤ ϵ
1−p . (3.7)

Proof. Let ti = (ri, yi, zi) be the transcript sampled in the ith iteration of the
loop. For the purpose of the analysis, we assume that ti is sampled for every
i ∈ Z>0, even if the loop stops before. Then, the ti’s are i.i.d. distributed,
and S′ equals {r1, . . . , rK−1}, with K being minimal such that zK ̸= ⊥ and
(r, y, z) = tK . As the sampling of (S′, r, y, z) does not involve m0 at all, (3.5)
follows immediately.
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For the analysis of (3.6), we consider the list L := [t1, . . . , tK−1]; clearly
showing independence of L and (r, y, z) implies independence of S′ and (r, y, z).
Further consider an arbitrary but fixed list L◦ = [t◦1, . . . , t

◦
k−1] of transcripts

t◦i = (r◦i , y
◦
i , z
◦
i ), and an arbitrary but fixed transcript t◦ = (r◦, y◦, z◦). With

the goal to show that

Pr
[
L = L◦ and (r, y, z) = t◦

]
= Pr

[
L = L◦

]
· Pr
[
(r, y, z) = t◦

]
, (3.8)

we may assume z◦1 = · · · = z◦k−1 = ⊥ and z◦ ̸= ⊥, because otherwise both sides
of Equation (3.8) vanish trivially. But then, by definition of L and (r, y, z),

Pr
[
L = L◦ and (r, y, z) = t◦

]
= Pr

[
∀i < k : ti = t◦i and tk = t◦

]
= Pr

[
∀i < k : ti = t◦i and tk = t◦ and zk ̸= ⊥

]
= Pr

[
zk ̸= ⊥

∀i <k : ti = t◦i

]
· Pr

[
tk = t◦

∣∣∣∣∣ zk ̸= ⊥
∀i <k : ti = t◦i

]

= Pr

[
zk ̸= ⊥

∀i <k : ti = t◦i

]
· Pr

[
tk = t◦

∣∣∣zk ̸= ⊥]
= Pr

[
L = L◦

]
· Pr

[
tk = t◦

∣∣zk ̸= ⊥] ,
where the fourth equality is due to independence between (t1, . . . , tk−1) and
tk. Furthermore, summing up both sides of the above equality over all choices
of L◦, noting that Pr

[
tk = t◦

∣∣zk ̸= ⊥] does not depend on k (since the ti’s are

i.i.d.), we immediately get that Pr
[
tk = t◦

∣∣zk ̸= ⊥] = Pr
[
(r, y, z) = t◦

]
, which

shows (3.8) and thus (3.6).

Next, notice that |L| ≥ ℓ implies z1 = · · · = zℓ = ⊥. Thus,

Pr
[
a◦ ∈ S′

]
≤
∑
ℓ≥1

Pr
[
rℓ = r◦ and |L| ≥ ℓ

]
≤
∑
ℓ≥1

Pr
[
rℓ = r◦ and z1 = · · · = zℓ−1 = ⊥

]
=
∑
ℓ≥1

Pr
[
rℓ = r◦

]
· Pr
[
z1 = · · · = zℓ−1 = ⊥

]
≤
∑
ℓ≥1

pℓ−1ϵ ≤ ϵ

1− p
,

where the equality holds due to the independence between aℓ and (z1, . . . , zℓ−1).
This concludes (3.7).

For this purpose, for every 0 ≤ i ≤ qH we let Gi be the hybrid between
AH,Prog′ and AH′,Prog′ that has the first i queries to the random oracle answered
by H ′, and the remaining ones by H. Obviously, G0 = AH,Prog′ , while GqH =

AH′,Prog′ . Thus, considering an arbitrary but fixed 1 ≤ i ≤ qH and setting
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G := Gi−1 and G′ := Gi, it is sufficient to show that G and G′ are close. This is
indeed the case:

Lemma 3.13. SD (G,G′) ≤ 2
√

qSϵ
1−p .

Proof. Below, we refer to the ith query of A to the random oracle, i.e., the
query on which G and G′ differ, as the crucial query.

In the respective executions of G and G′, we define S as the set of all the
r’s that Prog′ sampled but for which the corresponding z = ⊥, in all the
invocations of Prog′ before the crucial query. Thus, by construction, at the
time of the crucial query, H and H ′ differ at most at the points in S. (They
might agree on a point in S, if the freshly sampled value for H at this point
equals the old value.)

For the sake of analysis, consider a binary projective measurement on the
input query register for the crucial query, which measures whether or not the
input (r,m) is such that r ∈ S. Let Γ be satisfied if r ̸∈ S, and let G̃ and G̃′ be
the two respective games obtained by performing this measurement. Since H
and H ′ only differ at the places (r,m) where r ∈ S, conditioned on Γ, the two
oracles behave identically, and thus do G̃ and G̃′. Furthermore, the probability
Pr[Γ] is the same in both games.

Thus by a double application of the gentle measurement lemma [Wil11], we
have

SD(G,G′) ≤ SD(G, G̃′[Γ]) + SD(G̃′[Γ], G̃[Γ]) + SD(G̃[Γ],G]) ≤ 2
√
Pr[¬Γ] .

Hence, it remains to bound the probability Pr[¬Γ]. The intuition is that S
collects those r’s that Prog dismisses; thus, A does not get to see them, so it is
hard for him to find an element in S, hence Γ is satisfied most likely. However,
turning this intuition into a rigorous argument is not fully straightforward,
since the set S, as a random variable, has a somewhat odd distribution.

Let Q be the random variable indicating the number of queries made to
Prog prior to the crucial query; we have with certainty that Q ≤ qS .

A crucial observation that holds for both G,G′ is that, conditioned on Q = q
for an arbitrary but fixed q, the set S equals S′1∪· · ·∪S′q where every S′j is the set

S′ that was produced in the jth query of Prog′ as specified in Proposition 3.12.
We note that, at the time the adversary A makes the crucial query, H has not
been queried, and (r, y, z) in Proposition 3.12 is the only information that is
dissipated to the adversary for every prior query to Prog′. It follows from (3.5)
and (3.6) that every S′j is independent from the view of adversary, and hence
so is S.

Due to the independence, it suffices to bound Pr[r◦ ∈ S|Q = q] for every
r◦ ∈ R. Then it follows from the union bound and (3.7) that

Pr[r◦ ∈ S|Q = q] ≤
∑
j∈[q]

Pr[r◦ ∈ S′j ] ≤
qSϵ

1− p
.
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Putting things together, the proof is concluded.

Corollary 3.14. Let AH,• make at most qH quantum queries to H and at
most qS queries to •. Then,

SD
(
AH,Prog,AH,Trans

)
≤ 2qH

√
qSϵ

1− p
.

3.4.5 Wrapping up the Proof of Theorem 3.5

Collecting the bounds in Corollaries 3.11 and 3.14, for a fixed choice of sk, we
obtain

SD
(
AH,Sign,AH,Sim

)
≤ SD

(
AH,Sign,AH,Prog

)
+ SD

(
AH,Prog,AH,Trans

)
+ SD

(
AH,Trans,AH,Sim

)
≤

3qS
√
qHϵsk

1− psk
+ 2qH

√
qSϵsk
1− psk

+ qSζsk .

Plugging the above back to Eq. (3.4), we conclude the proof.

3.4.6 Classical Bounds

Assuming now A makes only classical queries to H, we give a classical bound
below. First, Lemma 3.10 can be replaced with

SD

(
GH̄,O

BS
j

j ,GH̄,O
BS
j+1

i

)
≤ pj−1

(
i− 1

1− p
+ j − 1 + qH

)
ϵ ,

leading to a tighter classical variant of Corollary 3.11 as follows

SD
(
AH,SignH ,AH,ProgH̄

)
≤ SD

(
GH̄,O

BS
k+1

i ,GH̄,O∞
i

)
+
∑
j∈[k]

SD

(
GH̄,O

BS
j

i ,GH̄,O
BS
j+1

i

)

≤ pk +
∑
j∈[k]

pj−1
(
i− 1

1− p
+ j − 1 + qH

)

≤ pk +

(
qS

(1− p)2
+

qH
1− p

)
ϵ ,

where the pk term vanishes as k → ∞ and the last inequality is again via
i ≤ qS . Then, we replace Lemma 3.13 with

SD(G,G′) = SD(G̃′, G̃) ≤ Pr[¬Γ] · SD(G̃′[Γ], G̃[Γ]) ≤ Pr[¬Γ] ≤ qSϵ

1− p
,
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where G̃ and G̃′ are as defined in the proof of Lemma 3.13, which gives us

SD
(
AH,Prog,AH,Trans

)
≤ qHqSϵ

1− p
.

Collecting the bounds, for a fixed choice of sk, we obtain

SD
(
AH,Sign,AH,Sim

)
≤ SD

(
AH,Sign,AH,Prog

)
+ SD

(
AH,Prog,AH,Trans

)
+ SD

(
AH,Trans,AH,Sim

)
≤
(

q2S
(1− p)2

+
2qHqS
1− p

)
ϵ+ qSζsk ,

Plugging into Eq. (3.4), we immediately obtain the following.

Theorem 3.15. Let S be a generalized FSwA signature scheme. Then, for
every UF-CMA attacker AH,• making at most QH and qS classical queries to
H and the signing oracle respectively, the UF-NMA attacker B (dependent on
A) as defined in Theorem 3.5 is such that for every fixed choice of key sk with
psk < 1, and for qH = QH + 1 we have

AdvUF-CMA
S (A, sk) ≤ AdvUF-NMA

S (B, sk) +
(

q2S
(1− psk)2

+
2qHqS
1− psk

)
ϵsk + qSζsk .

Corollary 3.16. Let S be a generalized FSwA signature scheme that is (ζ, T )-
acHVZK. Furthermore, let Γϵ and Γp be subsets of keys sk such that psk ≤ p̄ for
all sk ∈ Γp and Pr[sk∈Γϵ]E[ϵsk|sk∈Γϵ] ≤ ϵ̄ for parameters 0 < ϵ̄, p̄ < 1. Then
for every UF-CMA attacker A making at most QH and qS classical queries to
H and the signing oracle respectively, the UF-NMA attacker B (dependent on
A) as defined in Theorem 3.5 is such that the following holds for qH := QH+1:

AdvUF-CMA
S (A) ≤ AdvUF-NMA

S (B) +
(

q2S
(1− p̄)2

+
2qHqS
1− p̄

)
ϵ̄+ qSζ

+ Pr[sk ̸∈Γp] + Pr[sk ̸∈Γϵ] .

3.5 Tighter Bounds in QROM

In this section we provide tighter bounds in QROM. We recycle the same
reduction and the same proving strategy as in Section 3.4. The only difference is
that we provide a more efficient hybrid sequence to show the closenessAH,Prog ≈
AH,Trans, compared to Section 3.4.4.
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3.5.1 The Statements

Theorem 3.17. Let S be a generalized FSwA signature scheme. Then for
every UF-CMA attacker AH,• making at most QH quantum queries to H and
qS classical queries to the signing oracle, the UF-NMA attacker B (dependent
on A) as defined in Theorem 3.5 is such that is such that for every fixed choice
of key sk with psk < 1, and for qH = QH + 1 we have

AdvUF-CMA
S (A, sk) ≤ AdvUF-NMA

S (B, sk) +
8qS
√
qHϵsk

1− psk
+ qSζsk .

Corollary 3.18. Let S be a generalized FSwA signature scheme that is (ζ, T )-
acHVZK. Furthermore, let Γϵ and Γp be subsets of keys sk such that psk ≤ p̄ for
all sk ∈ Γp and Pr[sk∈Γϵ]E[ϵsk|sk∈Γϵ] ≤ ϵ̄ for parameters 0 < ϵ̄, p̄ < 1. Then
for every UF-CMA attacker A making at most QH quantum queries to H and
qS classical queries to the signing oracle, the UF-NMA attacker B (dependent on
A) as defined in Theorem 3.5 is such that the following holds for qH := QH+1:

AdvUF-CMA
S (A) ≤ AdvUF-NMA

S (B) + 8qS
√
qH ϵ̄

1− p̄
+ qSζ + Pr[sk ̸∈Γp] + Pr[sk ̸∈Γϵ] .

3.5.2 From Prog to Trans

We recap the oracles Loop, BP and introduce a new oracle BT in Fig. 3.8. Our
strategy for proving closeness of AH,Prog and AH,Trans is to replace, query by

query and iteration by iteration, the body BH̄
P of the repeat loop of ProgH̄ =

LoopB
H̄
P by the body BH̄

T of the repeat loop of TransH̄ = LoopB
H̄
T .

Loop�(sk,m):

1: repeat
2: out← �(sk,m)
3: until out ̸= ⊥
4: return out

BH̄
P (sk,m):

1: r ← D
2: H(r,m) := y ← Y
3: z ← f(r, y)
4: if z ̸= ⊥, H(r,m) := y
5: if z = ⊥ return ⊥
6: else return (r, z)

BH̄
T (sk,m):

1: r ← D
2: y ← Y
3: z ← f(r, y)
4: if z ̸= ⊥, H(r,m) := y
5: if z = ⊥ return ⊥
6: else return (r, z)

Figure 3.8: The repetition loop (left), and different instantiations of the body
of the loop (BP,BT). The greyed out line 4 in BP is irrelevant and can be
ignored.

In order to capture the corresponding hybrid game and hybrid step, we
introduce the following game, played by an oracle algorithm CH̄,� with the
following features (see Fig. 3.9). During its run, C is allowed to make multiple
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quantum read and classical write queries to H, and moreover one single query
to an unspecified oracle that is to be instantiated by BP or BT.

HBPC HBTC

Figure 3.9: The oracle algorithm C, which makes an fixed number of (at most)
qr quantum read queries to H, an expected number of (at most) qw classical
write queries to H, and one query to either BP or BT.

For parameters qr, qw, we then define Adv(qr, qw) to be the maximal ad-
vantage of distinguishing the two games from Fig. 3.9, i.e.,

Adv(qr, qw) := sup
C

SD
(
CH̄,BP , CH̄,BT

)
, (3.9)

takes the supremum over all CH̄,� as above that make at most qr quantum
read queries to H in the worst case and at most qw classical write queries on
average, regardless of how the unspecified oracle (�) is instantiated.

The following allows us to control the closeness of AH,Prog and AH,Trans in
terms of Adv(qr, qw).

Lemma 3.19. Let AH,• be given qH (read) queries to H and qS signing queries.
Then for p as in (3.1),

SD
(
AH,ProgH̄ ,AH,TransH̄

)
≤ qS

1− p
·Adv

(
qH ,

qS
1− p

)
.

At first glance, this is a straightforward hybrid argument, where we switch,
one by one, the body of the jth iteration of the repeat loop in the ith signing
query from BP to BT; however, one needs to be careful since there is no fixed
upper bound on the number of times the loop in Prog and Trans is repeated.
However, via similar reasoning as in [BBD+23], we can exploit that it becomes
less and less likely that the loop where we switch from BP to BT is reached, and
so we can bound the distinguishing advantage by an infinite geometric series,
which can be controlled. For this to work it is crucial that A cannot influence
the number of loop repetitions (by the way of choosing m); whether the loop
is repeated or not depends solely on the random choice of r.
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For completeness, we work out the details in the formal proof below; it is
somewhat tedious but altogether rather straightforward.

Proof. Let

GH̄,•
i := AH,[(TransH̄)i−1,•,(ProgH̄)qS−i]

be a run of A such that the first i − 1 signing queries are answered by Trans,
the ith signing query is answered by an unspecified oracle (which will later be
instantiate either by Trans or by Prog), and all remaining signing queries are
answered by Prog. By construction, GH̄,•

i makes qH quantum read queries to
H, an expected number of at most qS/(1− p) classical write queries to H (the
ones made by the runs of Trans and Prog), and one query to the unspecified
oracle. Furthermore,

AH,ProgH̄ = GH̄,ProgH̄

1 , GH̄,Trans
i = GH̄,Prog

i+1 and GH̄,TransH̄

qS = AH,TransH̄ .

Our goal is to show the closeness of GH̄,ProgH̄

i and GH̄,TransH̄

i for every i ∈
{1, . . . , qS}, with error at most 1

1−pAdv
(
qH , qS

1−p
)
, which then implies the claim

via

AH,ProgH̄ = GH̄,ProgH̄

1 ≈ GH̄,TransH̄

1 = GH̄,ProgH̄

2 ≈ · · · ≈ GH̄,TransH̄

qS = AH,TransH̄ .

To show the claimed closeness, we do a similar hybrid argument as above,
but now over the different iterations of the repeat loop in Trans and Prog.
Concretely, we consider

LoopH̄,�
j := Loop[(B

H̄
T )j−1,�,(BH̄

P )∞]

and observe that

LoopH̄,BP

1 = ProgH̄ , LoopH̄,BT

j = LoopH̄,BP

j+1 and LoopH̄,BP
∞ = LoopH̄,BT

∞ = TransH̄ ,

and so it remains to show the following closeness claims:

GH̄,ProgH̄

i = GH̄,Loop
H̄,BP
1

i ≈ GH̄,Loop
H̄,BT
1

i = GH̄,Loop
H̄,BP
2

i

≈ · · · ≈ GH̄,Loop
H̄,BP
k

i ≈ GH̄,Loop
H̄,BP
∞

i = GH̄,TransH̄

i (3.10)

for sufficiently large k > 1.

The last closeness claim is rather straightforward. Indeed, LoopH̄,BP
∞ and

LoopH̄,BP

k behave (potentially) differently only if the repeat loop, which is at
the core of the two algorithms, is repeated at least k times, which happens
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only if all the k prior calls to BT produce ⊥.7 Formally, we write Ek for this
event that the loop is repeated at least k times, and we observe that it happens
with probability Pr[Ek] = pk−1 only. Then Loopk[¬Ek] = Loop∞[¬Ek], and
therefore, exploiting that Gi makes only one call to (whatever version of) Loop,

SD

(
GH̄,Loop

H̄,BP
k

i ,GH̄,Loop
H̄,BP
∞

i

)
≤ SD

(
GH̄,Loop

H̄,BP
k [Ek]

i ,GH̄,Loop
H̄,BP
∞ [Ek]

i

)
Pr[Ek]

≤ Pr[Ek] ≤ pk−1 .

It remains to show that GH̄,Loop
H̄,BP
j

i ≈ GH̄,Loop
H̄,BT
j

i for every j. Similar to
above, we note and exploit that

LoopH̄,BP

j [¬Ej ] = LoopH̄,BT

j [¬Ej ] ,

i.e., the two behave identically if the jth iteration is not reached. Thus,

SD

(
GH̄,Loop

H̄,BP
j

i ,GH̄,Loop
H̄,BT
j

i

)
≤ SD

(
GH̄,Loop

H̄,BP
j [Ej ]

i ,GH̄,Loop
H̄,BT
j [Ej ]

i

)
Pr[Ej ]

≤ SD
(
CH̄,BP

i,j , CH̄,BT

i,j

)
pj−1 ≤ Adv

(
qH , qS

1−p

)
pj−1 ,

where the second inequality is obtained by letting CH̄,�
i,j to be the oracle algo-

rithm GH̄,LoopH̄,�
j [Ej ]

i , which performs the run of Loopj [Ej ] (which is promised
to reach the jth iteration) internally, but forwards the oracle query. Noting
that CH̄,�

i,j is as required, with at most qH quantum read queries to H and an
average of at most qS

1−p classical write queries, the final upper bound applies.

Adding up all the error terms in (3.10), we get that

SD
(
GH̄,ProgH̄

i ,GH̄,TransH̄

i

)
≤ Adv

(
qH ,

qS
1− p

) k−1∑
j=1

pj−1 + pk−1

−→ 1

1− p
Adv

(
qH ,

qS
1− p

)
for k →∞. This concludes the proof.

The main technical challenge, and so the main innovation of this work, lies
in establishing the following claim.

Proposition 3.20. For any positive qr, qw ∈ Z and for Adv as specified in
(3.9)

Adv(qr, qw) ≤ (5qw + qr)ϵ+ 2
√
qrϵ .

7It is actually necessary to loop for k + 1 iterations for the two to behave differently, but
we do not need to be tight here.
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We note that the only difference between BP and BT is whether H gets
reprogrammed or not in case z = ⊥ (in which case r remains unknown). This
difference can only be detected when C makes a future query to H on input r;
but due to the assumed high entropy in r, this is unlikely to happen. Turning
this intuition into a proof when C can make quantum queries to H results in a
hybrid argument over the qr queries to H, which in turn results in a bound on
the distinguishing advantage of the order qr

√
ϵ. Thus, the actual challenge lies

in finding a hybrid argument that shows that the advantage actually scales as√
qrϵ (plus neglectable terms).

Proof. For the sake of the analysis, we introduce the following aborting variants
of BP and BT, defined in Fig. 3.10. The only different to the non-aborting
variants is line 6., where aBP and aBT instruct to abort instead of returning
(r, z) in case z ̸= ⊥. We stress that the abort command is a global abort,
causing the ambient game (CH̄,aBP or CH̄,aBT) to abort if z ̸= ⊥, instead of
returning (r, z) to the ambient game then.

aBH̄
P (m):

1: r ← D
2: H(r,m) := y ← Y
3: z ← f(r, y)
4: if z ̸= ⊥ thenH(r,m) := y
5: if z = ⊥ then return ⊥
6: else abort

aBT(m):

1: r ← D
2: y ← Y
3: z ← f(r, y)
4: if z ̸= ⊥ thenH(r,m) := y
5: if z = ⊥ then return ⊥
6: else abort

Figure 3.10: Aborting variants of BP and BT, which cause the ambient game
to abort if z ̸= ⊥, instead of returning (r, z). Line 4. then becomes irrelevant
also for aBT.

Since BH̄
P and BH̄

T behave identically anyway if z ̸= ⊥ (both have repro-
grammed H(r,m) and return (r,m)), asking to abort in that a case does not
affect the distinguishing advantage, i.e.,

Pr
[
1← CH̄,BH̄

P

]
− Pr

[
1← CH̄,BH̄

T

]
= Pr

[
1← CH̄,aBH̄

P

]
− Pr

[
1← CH̄,aBT

]
.

In order to show that the right hand side is small, we proceed through the
following sequence of hybrid games G0 to G5, given in Fig. 3.11. We refer to the
Gi’s as “games” but after all these are just algorithms GH̄i with write access to
H, and so the concepts from Sect. 2.2 readily apply.

We also note that GH̄0 is semantically equal to CH̄,aBH̄
P , i.e. GH̄0 = CH̄,aBH̄

P ;
we merely have split C into two parts, which respectively captures C’s behavior
before and after the call to aBH̄

P , and we have spelled out aBH̄
P . Correspondingly

for GH̄5 and CH̄,aBH̄
T .
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G0:
1: (m, st)← CH̄0
2:

3: r ← D
4: H(r,m) := y ← Y
5: z ← f(r, y)
6: if z ̸= ⊥ abort
7: b← CH̄1 (st,⊥)
8: return b

G3:
1: (m, st)← CH̄0
2: b← CH̄1 (st,⊥)
3: r ← D
4: H(r,m) := y ← Y
5: z ← f(r, y)
6: if z ̸= ⊥ abort
7:

8: return b

G1:
1: (m, st)← CH̄0
2:

3: r ← D
4: y := H(r,m)
5: z ← f(r, y)
6: if z ̸= ⊥ abort
7: b← CH̄1 (st,⊥)
8: return b

G4:
1: (m, st)← CH̄0
2: b← CH̄1 (st,⊥)
3: r ← D
4: y ← Y
5: z ← f(r, y)
6: if z ̸= ⊥ abort
7:

8: return b

G2:
1: (m, st)← CH̄0
2: b← CH̄1 (st,⊥)
3: r ← D
4: y := H(r,m)
5: z ← f(r, y)
6: if z ̸= ⊥ abort
7:

8: return b

G5:
1: (m, st)← CH̄0
2:

3: r ← D
4: y ← Y
5: z ← f(r, y)
6: if z ̸= ⊥ abort
7: b← CH̄1 (st,⊥)
8: return b

Figure 3.11: The hybrid games.

Game hop G0 to G1. The game G1 is obtained from G0 by replacing the
reprogramming step H(r,m) := y ← Y to the hash evaluation y := H(r,m)
in line 4. Therefore, recalling the bound qr on the number of quantum read
queries to H and the bound qw on the expected number of (classical) write
queries of C, from directly applying our variant of the adaptive reprogramming
lemma (Lemma 3.4) we obtain∣∣ Pr [1← G0]− Pr [1← G1]

∣∣ ≤ (2qw +
qr
2

)
ϵ+
√
qrϵ .

As a quick remark, considering the bigger context, we note that y is now
computed as in the original signing oracle; thus, at first glance it seems that we
are making a step back again, towards AH,Sign instead of AH,Trans. However, it
is a crucial step in this delicate sequence of hybrids.

Game hop G1 to G2. The game G2 is identical to G1 except that the run of
aBP (including the decision to abort) is delayed to the very end of the game.
Conditioned on the event that the execution of CH̄1 (st,⊥) does not reprogram
H at the point (r,m), for the r sampled in step 3., the two games G1 and G2
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behave identically. I.e., using our formalism,

G1
[
CH̄1 (st,⊥) does not program H(r,m)

]
= G2[ CH̄1 (st,⊥) does not program H(r,m) ] .

Due to the min-entropy requirement (3.2) on r, and due to the bound qw
on the expected number of write queries that C performs, the probability that
CH̄1 (st,⊥) does reprogram H(r,m) is at most qwϵ (and it is the same probability
in both games). Therefore,∣∣ Pr [1← G1]− Pr [1← G2]

∣∣ ≤ qwϵ .

Game hop G2 to G3. The game G3 is defined from G2 by replacing the hash
evaluation y := H(r,m) in line 4 to reprogramming H(r,m) := y ← Y. This
is again a direct application of the adaptive reprogramming lemma, and so∣∣ Pr [1← G2]− Pr [1← G3]

∣∣ ≤ (2qw +
qr
2

)
ϵ+
√
qrϵ .

Game hop G3 to G4. The game G4 is obtained from G3 by dropping the
reprogramming H(r,m) := y in line 4. Since there are no further queries to H
after that point, this change has no effect on the output b, and so

Pr [1← G3] = Pr [1← G4] .

Game hop G4 to G5. The game G5 is the same as G4, but the run of CH̄1 (st,⊥)
is moved to the end again. This is just a syntactic change, which only affects
when the abort decision is made, but does not affect the actual outcome of the
game. Hence

Pr [1← G4] = Pr [1← G5] .

Collecting the upperbounds, the proof is concluded.

3.5.3 Wrapping up the Proof of Theorem 3.17

For a fixed choice of sk, collecting the bounds in Lemma 3.19 and Proposition 3.20,
we obtain

SD(AH,Prog,AH,Trans) ≤ qS
1− p

·Adv

(
qH ,

qS
1− p

)

≤
(

5q2S
(1− p)2

+
qSqH
1− p

)
ϵ+

2qS
1− p

√
qHϵ ≤

√
6q2SqH
(1− p)2

+
2qS
1− p

√
qHϵ ≤ 5qS

1− p

√
qHϵ ,

where the third inequality holds as long as qH > 0 (which is satisfied because
qH = QH + 1 > 0) and the right-hand side is at most 1. Combined with
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Corollary 3.11, we obtain

SD
(
AH,Sign,AH,Sim

)
≤ SD

(
AH,Sign,AH,Prog

)
+ SD

(
AH,Prog,AH,Trans

)
+ SD

(
AH,Trans,AH,Sim

)
≤ 3qS

1− psk

√
qHϵsk
1− psk

+
5qS

1− psk

√
qHϵsk
1− psk

+ qSζsk ≤
8qS

1− psk

√
qHϵsk
1− psk

+ qSζsk .

Plugging the above back to Eq. (3.4), we conclude Theorem 3.17.

3.6 Concrete Analysis of Dilithium

In this section, we show, partly computer aided, a lower bound on the min-
entropy, i.e., an upper bound on the guessing probability, of the first message
highBits(Ay, 2γ2) in the sigma protocol underlying Dilithium for some relevant
choices of the parameters.

We briefly recall relevant details of Dilithium here. LetRq
∼= Fq[X]/(Xn+1)

be a cyclotomic ring over the finite field Fq of order q, where Xn + 1 splits
completely in Fq, i.e. there exist pair-wise distinct α1, . . . , αn ∈ Fq such that
Xn+1 = (X−α1) · · · (X−αn). Let k, ℓ, γ1, γ2 ∈ Z>0 be so that k ≥ ℓ, γ1 > γ2,
and let Sγ1−1 ⊆ Rq be of size 2γ1−1. In addition, let highBits : Rq×Z>0 → Rq

be a function so that each preimage of highBits(·, 2γ2) (restricting the second
input to be 2γ2) is of size at most 2γ2 + 1.8 What we are interested in, is to
show that, with overwhelming probability over the choice of A ← Rk×ℓ

q , the

min-entropy of highBits(Ay, 2γ2) is large over the randomness of y ← Sℓ
γ1−1.

The concrete parameters are specified in Fig. 3.12 below.

n ℓ q γ1 γ2

NIST2 256 4 8380417 217 (q − 1)/88

NIST3 256 5 8380417 219 (q − 1)/32

NIST5 256 7 8380417 219 (q − 1)/32

Figure 3.12: Concrete parameters of Dilithium.

3.6.1 Controlling the Min-Entropy via the Rank of A

First, note that, for the top-most square A□ ∈ Rℓ×ℓ
q of A ∈ Rk×ℓ

q ,

H∞(highBits(Ay, 2γ2)) ≥ H∞(highBits(A□y, 2γ2)) ≥ H∞(A□y)− nℓ log(2γ2 + 1) .

8We are going to slightly abuse the notation: when highBits(·, 2γ2) is applied to a tuple
of elements in Rq , we take it as understood that it is applied componentwisely to the tuple.
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Furthermore,

H∞(A□y) ≥ H∞(y)− (nℓ− rank(A□)) log(q) ,

where rank(A□) is the rank of A□ acting on Rℓ
q as a Fq-linear space. Finally,

by the choice of y, H∞(y) ≥ nℓ log(2γ1 − 1). Thus, altogether,

H∞(highBits(Ay, 2γ2)) ≥ nℓ log

(
2γ1 − 1

2γ2 + 1

)
− (nℓ− rank(A□)) log(q) . (3.11)

Therefore, it suffices to have good enough control over rank(A□).

3.6.2 Numerically Controlling the Rank of A

The following is a direct consequence of the requirement that Xn + 1 splits
completely in Fq.

Lemma 3.21. There is a Fq-algebra isomorphism between

ϕ : Rℓ×ℓ
q

∼−→
⊕

1≤i≤n

F
ℓ×ℓ
q .

Furthermore, ϕ is Fq-rank-preserving, i.e. for every A□, with ϕ(A□) =
⊕

i Di,
we have rank(A□) = rank(ϕ(A□)) =

∑
i rank(Di).

From Lemma 3.21, we now know that the distribution of rank(A□) equals
the distribution of

∑
i rank(Di) for random and independent D1, . . . ,Dn ←

F
ℓ×ℓ
q .

The rank of a random matrix. Below, we thus consider a uniformly ran-
dom D← F

ℓ×ℓ
q , and we work out the distribution of rank(D). For this purpose,

let
D =

(
D1 . . . Dℓ

)
,

where each Dj ∈ Fℓ
q is the jth column of D. Define the rank sequence r1, . . . , rℓ

given by
rj := rank

(
D1 . . . Dj

)
.

With the convention that r0 := 0, define their difference sequence d1, . . . , dℓ as
dj := rj − rj−1 ∈ {0, 1}. In other words, dj indicates whether the jth column
increases the rank or not.

Lemma 3.22 below gives the distribution of the difference sequence (d1, . . . , dn)
for a random D.

Lemma 3.22. The probability that a random matrix D ∈ F
ℓ×ℓ
q has a given
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difference sequence (d1, . . . , dℓ) ∈ {0, 1}ℓ is

πℓ(q, d1, . . . , dℓ) :=
∏

1≤j≤ℓ

(
dj + (−1)djq−(ℓ−rj−1)

)
,

where r1, . . . , rℓ is naturally defined as rj = d1 + · · ·+ dj, with r0 = 0.

Proof. For any j ∈ {1, . . . , ℓ}, conditioned on the columns D1, . . . ,Dj−1, the
matrixD has dj = 0 if and only if the jth columnDj lies in span

Fq
{D1, . . . ,Dj−1},

which happens with probability

Pr
[
Dj ∈ span

Fq
{D1, . . . ,Dj−1}

]
=

∣∣∣ spanFq
{D1, . . . ,Dj−1}

∣∣∣
qℓ

= q−(ℓ−rj−1) ,

and it has dj = 1 with complementary probability 1 − q−(ℓ−rj−1). The prob-
ability of a particular difference sequence d1, . . . , dℓ is then the product of the
respective probabilities above, which matches the claim.

Since rank(D) = d1 + · · ·+ dℓ, we have

Pr [rank(D) = r] =
∑
d∈Sℓ

r

πℓ(q, d) , (3.12)

where Sℓ
r := {(d1, . . . , dℓ) ∈ {0, 1}ℓ | d1 + · · · + dℓ = r}. Note that, by us-

ing Lemma 3.22, one can show that Pr [rank(D) = r] = pr(1/q) for an (ℓ-
dependent) integer polynomial pr of degree at most ℓ2. The equality (3.12)
gives rise to an algorithm that computes the distribution of Pr [rank(D) = r]
(as polynomials in 1/q) in time 2O(ℓ). For ℓ = 5 (which is in line with the NIST3
parameters of Dilithium) one obtains the polynomials given in Fig. 3.13.9

9For such a small choice of ℓ the exponential run time is no issue. As a matter of fact,
this could still be worked out by hand.
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p0(1/q) = q−25

p1(1/q) = −q−25 − q−24 − q−23 − q−22 − q−21 + q−20 + q−19 + q−18 + q−17 + q−16

p2(1/q) = q−24 + q−23 + 2q−22 + 2q−21 + q−20 − q−19 − 2q−18 − 4q−17 − 4q−16

− 2q−15 − q−14 + q−13 + 2q−12 + 2q−11 + q−10 + q−9

p3(1/q) = −q−22 − q−21 − 2q−20 − q−19 + 3q−17 + 4q−16 + 5q−15 + 3q−14

− 3q−12 − 5q−11 − 4q−10 − 3q−9 + q−7 + 2q−6 + q−5 + q−4

p4(1/q) = q−19 + q−18 − q−16 − 2q−15 − 3q−14 − 2q−13 + q−12 + 3q−11 + 4q−10

+ 3q−9 + q−8 − 2q−7 − 3q−6 − 2q−5 − q−4 + q−2 + q−1

p5(1/q) = −q−15 + q−14 + q−13 − q−10 − q−9 − q−8 + q−7 + q−6 + q−5

− q−2 − q−1 + 1 .

Figure 3.13: The polynomials pr(1/q) = Pr [rank(D) = r] for ℓ = 5.

The rank of a random block-diagonal matrix. Towards controlling the
distribution of rank(A□), we consider the generating function for the distribu-
tion of rank(D), given by

f(z) :=
∑

0≤r≤ℓ

Pr [rank(D) = r] · zr =
∑

0≤r≤ℓ

pr(1/q) · zr . (3.13)

Then, the nth power fn(z) of the above generating function generates the
distribution of rank(A□) = rank(D1) + · · ·+ rank(Dn), i.e.

fn(z) =
∑

0≤r≤ℓn

Pr
[
rank(A□) = r

]
· zr .

On input f(z), as a polynomial in z with degree ℓ, with coefficient being poly-
nomials in 1/q with degree (at most) ℓ2, the nth power fn(z) can be computed
in time polynomial in n and ℓ. Pr

[
rank(A□) = r

]
can then be obtained by

reading out the coefficient of the degree-r term of fn(z), which is again an
integer polynomial in 1/q, and evaluating it (as a rational number) for the
considered choice of q ∈ Z.

For any i ∈ Z>0, we can then compute

Pr
[
rank(A□) < nℓ− i

]
=

∑
r<nℓ−i

Pr
[
rank(A□) = r

]
as a rational number a

b with a ≤ b ∈ Z, which we can then upper bound by
writing b = ad+ e for e ∈ {0, . . . , a− 1}, and noting that

Pr
[
rank(A□) < nℓ− i

]
=

a

b
=

a

ad+ e
≤ 1

d
.
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Finally, counting the number of bits in the bit representation of d excluding
the most significant bit gives us the largest δ ∈ Z so that 2δ ≤ d, and thus
Pr
[
rank(A□) < nℓ− i

]
≤ 2−δ.

3.6.3 Plugging in the Numbers

For parameters as described in Fig. 3.12, we present the relevant quantities, ob-
tained by following the above computation steps using Sage. In Fig. 3.14 below
are the obtained upper bounds δi such that Pr[rank(A□) < nℓ−i] ≤ δi for selec-
tive choices of i’s, together with the resulting bounds H∞(highBits(Ay, 2γ2)) ≥
ηi obtained via (3.11). For the NIST3 parameter, in particular, we see that
except with probability at most 2−440 the matrix A□ has corank at most 23,
and then

H∞(highBits(Ay, 2γ2)) ≥ 752 ,

which means that the guessing probability is at most

guess
(
highBits(Ay, 2γ2)

)
≤ 2−752 ,

where the randomness is over the choice of y.

i 0 1 5 6 8 12 23 33 44 63

− log δi 14 31 99 117 153 227 440 641 867 1268

η(2)

i 471 448 356 333 287 195 0 0 0 0

η(3)

i 1281 1258 1166 1143 1097 1005 752 522 269 0

η(5)

i 1794 1771 1679 1656 1610 1518 1265 1035 782 345

Figure 3.14: Pr
[
H∞(highBits(Ay, 2γ2)) ≥ η(ι)

i

]
≤ δi for NISTι parameters,

ι ∈ {2, 3, 5}

One can obtain a slightly better bound by considering the average guessing
probability over the choice of A, averaged over the non-normalized distribution
of A conditioned on A□ having corank at most 12. Concretely, letting Γ23 be
the event thatA□ has corank at most 23, where we know that Pr[¬Γ23] ≤ 2−752,
we obtain

E
A

[
guess

(
highBits(Ay, 2γ2)

) ∣∣ Γ23

]
· Pr [ Γ23 ]

≤
∑

0≤i≤23

Pr[rank(A□) = nℓ− i ∧ Γ23] · 2−η
(3)
i ≤

∑
0≤i≤23

δi−1 · 2−η
(3)
i ≤ 2−1172 ,

with the convention that δ−1 = 1. Similarly, we work out the (average-case)
entropy bounds for all parameters. In Fig. 3.15, for a suitable choice of a ∈ Z≥0,
and the corresponding event Γϵ : rank(A

□) ≥ nℓ−a, we provide an upperbound
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for Pr[¬Γϵ], and an upperbound on

ϵ̄ := E
A

[
guess

(
highBits(Ay, 2γ2)

)
|Γϵ

]
· Pr [ Γϵ ] .

Then, we compare the obtained classical security loss in Corollary 3.16

L =

(
q2S

(1− p̄)2
+

2qHqS
1− p̄

)
ϵ̄+ qSζ + Pr [¬Γp ] + Pr [¬Γϵ ] ,

with the corresponding quantum security loss in Corollary 3.7

L∗ =
8qS
√
qH ϵ̄

1− p̄
+ qSζ + Pr [¬Γp ] + Pr [¬Γϵ ] ,

taking ζ = 0, Γp as always satisfied, and a heuristic choice for p̄, as in [KLS18].

p̄ qS qH a Pr[¬Γϵ] ϵ̄ security loss

NIST2 ≤ 49
64 264

2128
5 ≤ 2−99 ≤ 2−437 L∗ ≤ 2−85

12 ≤ 2−227 ≤ 2−404 L ≤ 2−209

264 6 ≤ 2−117 ≤ 2−432 L∗ ≤ 2−114

1 8 ≤ 2−153 ≤ 2−422 L∗ ≤ 2−141

NIST3 ≤ 103
128 264 2192

23 ≤ 2−440 ≤ 2−1172 L∗ ≤ 2−421

44 ≤ 2−867 ≤ 2−1115 L ≤ 2−856

NIST5 ≤ 759
1024 264 2256

33 ≤ 2−641 ≤ 2−1655 L∗ ≤ 2−630

63 ≤ 2−1268 ≤ 2−1591 L ≤ 2−1267

Figure 3.15: Concrete security loss of Dilithium, worked out via numeric cal-
culation as described above.

3.6.4 Analytically Controlling ϵsk

Next, we give an analytic bound controlling rank(A□) and hence ϵsk via (3.11).
Crucially, by Lemma 8 in the full version of [BBD+23], over the random choice
of the key pair (sk, pk), the distribution of rank(A□) is identical to that of∑

i∈[n] rank(Di) where D1, . . . ,Dn ← F
ℓ×ℓ
q are sampled uniformly and inde-

pendently, which we bound below.

Theorem 3.23. Let ℓ, n ∈ Z>0 and q be a prime. Then for D1, . . . ,Dn ← F
ℓ×ℓ
q
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and for every a ∈ Z≥0,

Pr

∑
i∈[n]

rank(Di) ≤ nℓ− a

 ≤ e4/3 (n/q)
a · (1− 1/q)−nℓ .

Proof. Let corank(Di) := ℓ − rank(Di) for each i ∈ [n], we first work out
the probability that corank(Di) = r for every r ∈ {0, . . . , ℓ}. Via one of the
isomorphism theorems of linear spaces, once ker(Di) := {v ∈ F

ℓ
q | Div = 0}

and Im(Di) := {Div | v ∈ F
ℓ
q} are fixed, the linear mapping Di/ ker(Di) :

F
ℓ
q/ ker(Di)→ Im(Di) with v + ker(Di) 7→ Div uniquely determines Di. Note

that for corank(Di) = r, the spaces ker(Di) and Im(Di) can be (and only
be) any sub-spaces of dimensions r and n − r respectively, and Di/ ker(Di)
is bijective, and hence uniquely determined by an (ℓ − r) × (ℓ − r) invertible
matrix (once the two spaces are fixed). Hence, we have the following chain of
bijective correspondences:{

D ∈ Fℓ×ℓ
q

∣∣ corank(D) = r
}

↕{
K ≤ F

ℓ
q

∣∣ dim(K) = r
}
×
{
V ≤ F

ℓ
q

∣∣ dim(V ) = ℓ− r
}
× GL(ℓ− r,Fq)

↕{
K ≤ F

ℓ
q

∣∣ dim(K) = r
}2 × GL(ℓ− r,Fq) ,

where we denote the Fq-subspace relation by ≤, and the second correspondence
is via identifying the dual space V ⊥ := {u ∈ F

ℓ
q | uT v = 0 ∀v ∈ V } so that

dimV ⊥ + dimV = ℓ for every subspace V ≤ F
ℓ
q. Working out the above

numbers via counting, we obtain

Pr [corank(Di) = r] =
∣∣ {D ∈ Fℓ×ℓ

q

∣∣ corank(D) = r
} ∣∣ · q−ℓ2

=
∣∣ {K ≤ F

ℓ
q

∣∣ dim(V ) = r
} ∣∣2 · |GL(ℓ− r,Fq) | · q−ℓ

2

=

(∏
i∈[r]

(
qℓ − qi−1

)∏
i∈[r] (q

r − qi−1)

)2

·

 ∏
i∈[ℓ−r]

(
qℓ−r − qi−1

) · q−ℓ2
≤ q−r

2

·
(
1− 1

q

)−ℓ
, (3.14)

where the last inequality is via pulling out the leading factors from the products,
and simplifying the remaining terms.

What we are interested in is the event where
∑

i rank(Di) ≤ nℓ− a, which
is equivalent to the event where

∑
i corank(Di) ≥ a, and can be bounded as
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below, for every t > 0:

Pr

∑
i∈[n]

corank(Di) ≥ a

 ≤ e−at · E
[
e
∑

i corank(Di)·t
]
= e−at

∏
i∈[n]

E

[
ecorank(Di)·t

]

≤ e−at ·

∑
r≥0

ert · q−r
2

n

·
(
1− 1

q

)−nℓ

≤ e−at · exp

(∑
r>0

n · ert · q−r
2

)
·
(
1− 1

q

)−nℓ
,

(3.15)

where the first inequality is via Markov’s bound, the first equality is via noticing
that D1, . . . ,Dn are mutually independent, the second inequality is via (3.14),
and the last inequality is via the fact that 1 + x ≤ exp(x) for every x ∈ R.
Plugging in t = ln(q)− ln(n), we immediately obtain

(3.15) ≤
(
n

q

)a

· exp

(∑
r>0

n−(r−1) · q−r(r−1)
)
·
(
1− 1

q

)−nℓ

≤
(
n

q

)a

· exp

∑
r≥0

n−r · q−2r
 · (1− 1

q

)−nℓ

≤
(
n

q

)a

· exp
(

1

1− 1/(nq2)

)
·
(
1− 1

q

)−nℓ
≤
(
n

q

)a

· e4/3 ·
(
1− 1

q

)−nℓ
,

where the last inequality is via the fact that q ≥ 2. This concludes the proof.

Combining the above and (3.11) with Γϵ : corank(A
□) ≤ a, we get

Pr [Γϵ] · E[ϵsk | Γϵ] ≤
∑

0≤r≤a

Pr
[
corank(A□) = r

]
· E
[
ϵsk
∣∣ corank(A□) = r

]
≤
∑

0≤r≤a

e4/3(n/q)r · (1− 1/q)−nℓ ·
(
2γ2 + 1

2γ1 − 1

)nℓ

· qr

≤ a · e4/3 · na ·
(
2γ2 + 1

2γ1 − 1

)nℓ

· (1− 1/q)−nℓ .

Corollary 3.24. Let Dilithium with relevant parameters n, q, ℓ, γ1, γ2 be as
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described in [BBD+23], and in addition q ≥ nℓ. Then for every a ∈ Z>0 there
is an event Γϵ of the key sk such that Pr [¬Γϵ] ≤ e7/3(n/q)a+1, and

Pr [Γϵ] · E[ϵsk | Γϵ] ≤ a · e7/3 · na ·
(
2γ2 + 1

2γ1 − 1

)nℓ

.

Combining the above bound with Corollary 3.18, and simplifying the bound
under a suitable choice of a, yields Corollary 3.25, and the corresponding con-
crete bounds in Table 3.16 (taking Γp as always satisfied, and a heuristic choice
of p̄, as in [KLS18]).

p̄ qS qH a security loss

NIST2 ≤ 49
64 264

2128 5 ≤ 2−79

264 7 ≤ 2−103

1 9 ≤ 2−127

NIST3 ≤ 103
128 264 2192 25 ≤ 2−371

NIST5 ≤ 759
1024 264 2256 37 ≤ 2−547

Figure 3.16: Concrete security loss of Dilithium from Corollary 3.25.

Corollary 3.25. Let Dilithium with relevant parameters n, q, ℓ, γ1, γ2 be as
described in this section above, and in addition q ≥ nℓ. Let 0 < p̄ < 1 and Γp

be an event on (sk, pk)← KGen that implies psk ≤ p̄. Then for every UF-CMA
attacker A making at most QH quantum queries to H and qS classical queries
to the signing oracle, the UF-NMA attacker B (dependent on A) as defined in
Theorem 3.5 is such that for qH := QH + 1 we have

AdvUF-CMA
Dilithium(A) ≤ AdvUF-NMA

Dilithium(B) +
37 · qS
1− p̄

√
a · na · qH

(
2γ2 + 1

2γ1 − 1

)nℓ

+ Pr[¬Γp] ,

whenever

a :=


nℓ · log

(
2γ1−1
2γ2+1

)
− 2 log(q/n)− log

(
q2SqH

)
2 log q − log n

 > 0 .
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Chapter 4

BUFF Transformations

4.1 Introduction

Beyond the standard unforgeability security for digital signature schemes, addi-
tional security properties are sometimes desirable, like exclusive ownership [PS05],
message-bound signatures, and non-resignability [JCCS19]. The NIST explic-
itly mentioned them as “additional desirable security properties” in their call
for additional post-quantum signatures [NIST22]. As discussed in [CDF+21],
there are real-life attacks in certain applications that exploit the lack of these
additional security properties.

Non-resignability for example requires, informally, that it is hard for an
attacker to maul a signature σ for a message m into a signature σ′ under his
own public-key, when he only gets to see the signature σ of m (under someone
else’s public key) and some auxiliary information on m, but not the message m
itself. The relevance of non-resignability has been shown in [JCCS19], where
the authors identified an attack against the “Dynamically Recreatable Key”
protocol [KBJ+14] that indeed applies in case the deployed signature scheme
does not satisfy non-resignability, uncovering a flaw in the protocol’s original
security analysis [ZBPB17].

On top of discussing these additional security properties and their rele-
vance in applications, Cremers, Düzlü, Fiedler, Fischlin, and Janson [CDF+21]
offer a generic transformation, the BUFF transform (which stands for Beyond
UnForgeability Features), that turns any signature scheme into a new signa-
ture scheme that is argued to then satisfy these additional security properties
either in the random oracle model (ROM) or in the plain model under some
non-standard assumptions on the hash function F .1

1The original publication [CDF+21] has been revised in reaction to [DFHS24], one of
the works on which this chapter is based; our discussion here is with respect to the original
version of [CDF+21]; we discuss the revision [CDF+23] explicitly in Section 4.1.2.
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The BUFF transform is very simple and causes little computational over-
head. Indeed, instead of signing the original message, the BUFF-transformed
signature scheme simply signs the hash y = F(m∥pk) of the message and the
public-key, to get a signature σ, and then outputs the pair (σ, y) as signa-
ture; verification works in the obvious way. Motivated by the reference in the
NIST call and the little overhead caused by the BUFF transform, several of
the submissions to the NIST call for additional post-quantum signatures have
the BUFF transform built in, or mention the possibility of applying the BUFF
transform to the proposed scheme.2

There have also been some claims about (some of) these additional security
properties being achieved by the three signature schemes that were selected by
the NIST in 2022 to be standardized. Indeed, Cremers et al. [CDF+21] argue
that Dilithium [LDK+20] uses the BUFF transform implicitly, allowing them to
apply their main result regarding the BUFF transform. Falcon [PFH+20] does
not achieve the beyond unforgeability features; however, the Falcon team an-
nounced that they will deploy the BUFF transform to achieve them [FHK+22].
Finally, Cremers et al. expect that SPHINCS [HBD+20] also achieves non-
resignability, though only using some informal arguments.

4.1.1 Our Contribution

In this chapter, we show that the security of BUFF transformation, particularly
the non-resignability (NR), is more subtle than originally believed. We then
launch a quest to re-establishing the “right” definition of NR, via studying
strength and achievability of various candidate definitions, respectively.

Impossibility of NR. First, we show in Section 4.3 that the NR security, as
defined in [CDF+21], is essentially unachievable. When considering the plain
model, we observe that for any signature scheme with the property that there
is sufficient (computational) entropy in the message when given its signature
(and the public key), there is a simple attack that entirely breaks NR of the
signature scheme.3

Given that, by design, the BUFF transform satisfies this entropy require-
ment, it follows directly that the BUFF transform does not satisfy NR in the
plain model, regardless of the hash function used (and regardless of the hash
function being fixed or chosen from a family of possible hash functions). We
stress that not only is there no proof for the NR of the BUFF transform in the
plain model, but our aforementioned attack easily breaks it.

Moving to the random oracle model (ROM), somewhat surprising in the
light of the positive results claimed in [CDF+21] on the BUFF transform in

2The following submissions explicitly refer to the BUFF transform: Squirrels [ENST23],
Racoon [dEK+23], HAWK [BBD+24], PROV [GCF+23], Vox [PCF+23], and eMLE [LZ23].

3On the other hand, if the message can be efficiently computed from its signature, NR is
also not satisfied, as already pointed out in [CDF+21].
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the ROM, we show that, as a matter of fact, also in the ROM the BUFF
transform does not satisfy NR. The matter is slightly more subtle here since
prior works did not rigorously define NR in the ROM. What we show is that for
the natural extension of NR to the ROM, our negative results from the plain
model carry over, and thus, in particular, that the BUFF transform does not
achieve (this natural notion of) NR in the ROM.

Given the positive claims in prior work, we discuss what is wrong with the
reasoning in [CDF+21], where the BUFF transform is claimed to satisfy NR.
Namely, the issue lies in the Φ-non-malleability property of the random oracle,
incorrectly claimed in [BFS11] and used in [CDF+21]. More precisely, we show
that Φ-non-malleability as stated in these works is unachievable.

We note that our generic attack on NR is embarrassingly simple in ret-
rospect. It exploits that there is no restriction on the attacker’s auxiliary
information on the signed message m, subject to that it does not reveal m;
this pretty much allows to embed the mauled signature σ′ into the auxiliary
information, making the attacker’s job of finding σ′ trivial. This attack has
no (direct) real-world impact, since the auxiliary information is typically not
adversarially chosen, but determined by the application. Instead, the point of
our attack is to show that the formal definition put forward in [CDF+21] is too
strong, and that prior positive results on achieving NR are incorrect. Thus,
we need to go back to the drawing board: both the formal definition as well
as achievability results need to be revised. This is what we do, to a certain
degree, in the main part of this chapter, as discussed below.

A weaker variant: NRH,⊥. Facing the above strong negative result, we
introduce in Section 4.4 a weaker variant of the original definition of the non-
resignability property, which is still meaningful from an application perspective
yet avoids the above generic attack, by requesting the auxiliary information to
be computed without access to the random oracle.4 This definition is thus
still meaningful whenever in the considered application the computation of the
auxiliary information does not depend on the random oracle that is used in the
signing process for the considered signature scheme (which can typically be en-
forced via domain separation). We call this weaker variant NRH,⊥ (pronounced
“NR-bot”).

A natural question then is whether the BUFF transform satisfies NRH,⊥.
Interestingly, this remains a non-trivial problem; as a matter of fact, depending
on the precise formulation of the entropy requirement, which captures that the
signed message m should remain hidden to the attacker, we show yet another
negative result (see below).

On the positive side, we show that NRH,⊥ is satisfied in the ROM by a salted
version of the BUFF transform, if the entropy requirement on the message m

4A more radical solution is to disallow any auxiliary information altogether, which in
essence is done in [CDF+23]; see later for a more elaborate discussion of [CDF+23].
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is statistical (rather than computational). The salted version of the BUFF
transform includes a random salt in the hash and appends the salt to the
signature. This is proven in the classical as well as in the quantum ROM (with
different respective reduction losses), covering thus both classical and quantum
attacks. Yet again on the negative side, by means of a counterexample in
the form of a contrived signature scheme, we show that the above result on
the salted version of the BUFF transform does not carry over in case the
entropy requirement on the message m is computational (by means of the HILL
entropy), as originally considered in [CDF+21]. This in particular also applies
to the original (unsalted) BUFF transform.

Secret-key non-resignability. In Section 4.5, we introduce yet another
variant of non-resignability, which we call secret-key non-resignability (sNR),
and we show that the (original) BUFF transform satisfies sNR in the statistical
setting, where the entropy condition holds statistically and adversaries may be
computationally unbounded. Looking ahead at Section 4.8, this positive re-
sult also carries over to the computational setting, where the entropy condition
holds computationally and adversaries have bounded computing power only.

In the statistical setting, sNR is strictly stronger than NRH,⊥; in the com-
putational setting, the two notions are (probably) incomparable, yet sNR is
strictly stronger than the notion considered in [CDF+23]. Given that, as shown
in Section 4.4, the BUFF transform does not satisfy NRH,⊥ in the computa-
tional setting, our results appear to be the best we can hope for towards proving
positive results on the non-resignability of the BUFF transform.

The approach in Section 4.5 recycle and adjust some of the arguments from
the analyses of salted BUFF in Section 4.4. The crucial part of course is when
Section 4.4 exploits the salt that originates from the salted BUFF transform,
which we cannot do in Section 4.5, given that the original, unsalted variant is
considered. Instead, we capture the crucial, missing piece in terms of a simple
security game of the underlying hash function F called Hide-and-Seek, in the
random oracle model, where, slightly more general than the usual case, we
consider F that is given query access to a random oracle H. In essence, the
game asks to find x when given FH(x) and query-bounded access to H, where
x may be chosen arbitrarily dependent on H subject to the condition that it
is hard to guess when given access to H only, i.e., without being given FH(x).
We then reduce the sNR property of the BUFF transform to the hardness of
winning Hide-and-Seek, when F is modelled as a random oracle H.

Despite its simplicity and harmless appearance, this game turns out to be
surprisingly tricky to analyze. Thus, the technical core of Section 4.5 is in
analyzing Hide-and-Seek of the random oracle, and showing that it is hard to
win, both in the classical and in the quantum setting.
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Fine-grained attack on BUFF. A natural question that is still open from
Section 4.5 though, is whether the BUFF transform satisfies sNR in a more fine-
grained use of the random oracle model, when considering a real-life iterative-
hash-function design (such as Merkle-Damg̊ard [Mer79, Mer90, Dam90] or
Sponge [BDPA07]), where merely the round function is modelled via an ide-
alized function. One might expect that the results where F is modelled as a
random oracle would carry over, and that it is mainly a question of extending
the proof—however, as we will see in the following, this is not the case.

We describe in Section 4.6 a simple attack on sNR of the BUFF transform
when instantiated with any iterative hash function, where the round function
may have access to an idealized function. This covers both Merkle-Damg̊ard
(in the random oracle model) and Sponge-based hash functions (in the random
permutation model), and thus the design principles behind SHA-2, SHA-3, and
SHAKE.

Again, the devil lies in the auxiliary information, which here can be abused
to communicate an intermediate hash value to the adversary, making its task of
resigning the unknown message a very easy one. Indeed, the adversary can then
finalize the computation of the hash F(m∥pk′) even when it has uncertainty
in the first blocks of the message m, and then simply sign the hash using its
secret key sk′, resulting in a resigning of the (partially) unknown message m.
We note that this attack also applies to other notions of non-resignability where
the adversary receives auxiliary information about the message.

We note that our negative result does not contradict the fact that Merkle-
Damg̊ard and Sponge are known to be indifferentiable from a random oracle,
and thus can securely replace a random oracle (in certain cases), since the latter
only holds for single-stage games, while non-resignability is a two-stage game.
In that light, it is also not surprising that our attack shows some resemblance
to the counter example provided in [RSS11].

Our attack is theoretical in nature, as similar to the attack in Section 4.3,
it also exploits an artificial choice of the message and auxiliary information,
which would be very unlikely to actually occur in a real-world protocol. How-
ever, more realistic attacks exploiting the iterative structure of the hash func-
tion might exist, highlighting the importance of provable security of the non-
resignability property in this model.

Regaining sNR via the Sandwich BUFF. Towards preventing the above
attack, and with the hope to re-establish sNR for the BUFF transform in
the considered setting, we propose in Section 4.7 a simple modification to the
transform, where instead of hashing m∥pk for signing, the hash of m∥pk∥m is
computed and signed. Due to this sandwich structure of the hash input, we
call this variant of the BUFF transform Sandwich BUFF, or sBUFF for short.

The main technical challenge in Section 4.7 is to show that this modification
not only mitigates the attack, but also allows us to prove sNR for the Merkle-
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Damg̊ard hash function, when the round function is modelled using a random
oracle.5 To this end, we follow the similar strategy as in Section 4.5, show how
an adversary against the sNR can be used to break the Hide-and-Seek game,
which we then show is hard to win for the Merkle-Damg̊ard hash function.

Achieving sNR in the computational setting Finally, we show in Sec-
tion 4.8 that all positive results regarding sNR carries over to the computa-
tionally setting, where attackers are computationally bounded, and where the
underlying entropy requirement is computational. This includes the sNR prop-
erty of BUFF when F is modelled as a random oracle, and the sNR property
of Sandwich BUFF in the fine-grained idealization setting.

4.1.2 Related Work

We already mentioned [CDF+21] and [JCCS19], upon which our work builds
up. In reaction to our negative results in [DFHS24], on which Section 4.3 is
based, the authors of [CDF+21] have updated their work; we briefly discuss
this update [CDF+23] here.

In order to avoid our negative results (cf. Theorem 4.9), which exploit that
the auxiliary information can be misused to embed a mauled signature, the
authors modified the definition of non-resignability to require the auxiliary in-
formation to be computationally independent of the message (see [CDF+23,
Fig. 4] for the non-resignability game and [CDF+23, Definition 4.3] for the
actual definition). This is equivalent to not allowing any auxiliary informa-
tion at all, and thus weaker than the variant of non-resignability we consider.
Indeed, in the security reduction it is argued that, due to the computational in-
dependence, one can drop the auxiliary information altogether, and so reduce
the non-resignability of the original BUFF transform to a variant of Φ-non-
malleability with no auxiliary information (see [CDF+23, Fig. 1, right]).

Interestingly though, in the updated version [CDF+23], the authors have
not adjusted their reasoning for their claim on the random oracle satisfying
(the now weaker notion of) Φ-non-malleability, which is the place where the
original flaw was hiding. They still argue via the very same informal reasoning
as in the original version (see the quote in our Section 4.3.3). Although it is
tempting to believe that this argumentation is sufficient, it is actually not.

Indeed, by means of a simple counter example we show in Appendix A.1
that no hash function (or hash function family), including the random ora-
cle, satisfies the considered (weaker) notion of Φ-non-malleability. Thus, their
claim on the BUFF transform satisfying the version of non-resignability con-
sidered in [CDF+23], under the assumption that the hash function satisfies the
considered Φ-non-malleability notion, is vacuous.

5In [FHK25], one of the works on which this chapter is based, we also analyzed the security
of Sponge, but for simplicity it is omitted here.
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4.2 Preliminaries

4.2.1 (HILL) Entropy

The HILL entropy is a computational variant of min-entropy. First, we recall
that for two random variables x and y, the computational distance

δs(x, y) := max
C
| Pr[C(x) = 1]− Pr[C(y) = 1] |

is the maximum distinguishing advantage over all circuits C of size s. Then,
the HILL entropy is defined as below.

Definition 4.1. For a pair of random variables (x, z), the conditional HILL
entropy (with parameters δ and s) is defined as

δ,sHILL∞(x | z) := max
y

H∞(y | z) ,

where the max is over all random variables y such that δs
(
(x, z), (y, z)

)
≤ δ.

Remark 4.2. When switching to asymptotic notation, for a family of pairs of
random variables {(xλ, zλ)}λ∈N, a bound HILL∞(xλ | zλ) ≥ k(λ) then naturally
means that for every λ there exists Yλ such that H∞(yλ | zλ) ≥ k(λ), and for ev-
ery polynomial s(λ) there is a negligible δ(λ) such that δs(λ)

(
(xλ, zλ), (yλ, zλ)

)
≤

δ(λ). In this case, we tend to omit the security parameter λ and simply write
(x, y) and HILL∞(x | z) ≥ k.

In the plain model, the notion of min-entropy and the above HILL en-
tropy captures unpredictability of random variables. Throughout this chapter,
though, it is also relevant to consider the similar notion of unpredictability in
the ROM. However, the random oracle itself becomes a source of randomness.
Thus, by choosing the message to be the hash of a fixed string, it has high
min-entropy but is still easy to guess, by just making one query to the random
oracle. In the statistical setting, this can be dealt with by considering the min-
entropy and additionally conditioning on the (function table of the) random
oracle. On the other hand, conditioning on the exponentially large function
table of the random oracle is problematic when considering the HILL entropy,
which is defined computationally.

Below, we consider a natural way to overcome this issue by introducing a
notion of HILL entropy in the ROM. In spirit, a random variable x, which
may be correlated with the random oracle, has high HILL entropy, if it is
indistinguishable from a random variable that has high statistical entropy, and
where indistinguishability must hold for efficient oracle algorithms that may
query the random oracle. Formally, for two random variables x, y that may
depend on the random oracle H, we define the computational distance relative
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to H as

δHs,q(x, y) := max
C

∣∣Pr [1← CH(x)
]
− Pr

[
1← CH(y)

]∣∣ ,
where the maximum is taken over all circuits C of size s and additionally given
at most q queries toH. The definition of the (conditional) HILL entropy HILLH∞
relative to H is then in line with Definition 4.1.

Definition 4.3. For a pair of random variables (x, z), possibly dependent on
the random oracle H, the conditional HILL entropy (with parameters δ, s and
q) relative to the random oracle is defined as

δ,s,qHILLH∞(x | z) := max
y

H∞(y | z,H) ,

where the max is over all random variables y with δHs,q((x, z), (y, z)) ≤ δ .

Note that we can also consider a variant where the indistinguishability is
captured via quantum circuits, but for the sake of simplicity, here we con-
sider only the classical variant of HILL entropy. Furthermore, similarly to
Remark 4.2, we may also use an asymptotic notation and omit the parameters.

4.2.2 Non-Resignability and Φ-Non-Malleability

For a signature scheme S = (KGen,Sign,Vrfy), non-resignability is defined via
game NR, given in Fig. 4.1, which involves an adversary ANR = (D,A) and a
(possibly randomized) auxiliary function aux. We say that ANR is PPT if D
and A are. In spirit, the goal of the adversary is to turn a signature σ for
an unknown message m into a signature for the same message, but under a
different, adversarially chosen, public key. We write

AdvNR
S (λ,ANR, aux) = Pr[1← NRS ]

for the probability that the NRS game outputs 1 when instantiated with sig-
nature scheme S and with adversary A and auxiliary function aux. Similarly,
for variants of NR and for other games that we will consider. For simplicity, we
will often leave the security parameter λ implicit. We stress that beyond the
input given to A, no additional information is communicated from D to A.
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NRS :

1: (sk, pk)← KGen
2: m← D(pk)
3: σ ← Sign(sk,m)
4: (σ′, pk′)← A(pk, σ, aux(m, pk))
5: v := Vrfy(pk′,m, σ′)
6: return (v = 1 ∧ pk′ ̸= pk)

Figure 4.1: Security game NRS (in the plain model) with an explicit hint func-
tion aux and a signature scheme S = (KGen,Sign,Vrfy). The original definition
in [CDF+21] had both m and aux(m, pk) produced by D(pk). This change in
the definition only makes our negative result stronger (since it is a restriction
on how h is produced), and will be convenient later on when trying to restore
positive results.

As pointed out in [CDF+21], an adversary ANR = (D,A) can easily win NR
if A can compute m; indeed, it can then just sign m under a public-key pk′ for
which it knows the secret key. Thus, for this to be a potentially hard game, we
need to enforce an entropy requirement on m. In this work, we consider two
variants, by requiring the statistical entropy H∞(m | pk, a) or the computational
entropy HILL∞(m | pk, a) to be lower bounded, where m, pk and a are chosen
as in NR.

Following [CDF+21] (subject to this minor change in the game NR men-
tioned in Fig. 4.1), non-resignability is defined as follows.

Definition 4.4. In the plain model, a signature scheme S = (KGen,Sign,Vrfy)
is called non-resignable if for every PPT adversary ANR = (D,A) and every
PPT function aux that satisfy the computational entropy condition

HILL∞
(sk,pk)←KGen
m←D(pk)

(
m
∣∣ pk, aux(m, pk)

)
≥ ω(log λ) (4.1)

it holds that AdvNR
S (ANR, aux) ≤ negl(λ) .

A related notion, which is used in [CDF+21] towards proving non-resignability
of the BUFF transform (see Section 4.2.3), is Φ-non-malleability, first in-
troduced in [BCFW09], for a hash function F . The definition is via game
Φ-NMF , given in Fig. 4.2, and, as for non-resignability, we need to require a
certain amount of statistical entropy H∞(x | aux(x)) or computational entropy
HILL∞(x | hk, aux(x)), for the game to be non-trivial.

Remark 4.5. Strictly speaking, [BCFW09, CDF+21] consider key-ed hash
functions, while we restrict our attention to key-less hash functions for sim-
plicity.
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Φ-NMF :

1: x← D
2: y := F(x)
3: (y′, ϕ)← A(y, aux(x))
4: return [ϕ ∈ Φ ∧ F(ϕ(x)) = y′ ∧ ϕ(x) ̸= x ]

Figure 4.2: Security game Φ-NMF with explicit hint function aux and a hash
function F .

Following [BFS11, CDF+21], for a family Φ of functions, Φ-non-malleability
is defined as follows. Looking ahead, of particular interest is the case where x
consists of two parts, conveniently written as x = (pk,m), and Φ consists of
shifts of pk but leaves m untouched.

Definition 4.6. A hash function F is called Φ-non-malleable if for any PPT
adversary ANR = (D,A) that satisfies the computational entropy condition

HILL∞
x←D

(
x
∣∣ aux(x)) ≥ ω(log λ) (4.2)

it holds that AdvΦ-NM
F (A) ≤ negl(λ) .

4.2.3 BUFF Transform

The BUFF transform [CDF+21] is a generic transform for signature schemes
to achieve additional security properties beyond standard unforgeability. The
transformation comes in two variants—BUFF and BUFF-lite. Throughout
this work, we only consider the former, stronger variant6 which is displayed in
Fig. 4.3.

KGen:

1: (sk, pk)← KGenS
2: return (sk, pk)

Sign(sk,m):

1: y := F(m, pk)
2: σS ← SignS(sk, y)
3: return σ :=

(σS , y)

Vrfy(pk,m, σ):

1: (σS , y) := σ
2: return Vrfy(pk, y, σS) ∧
3: y = F(m, pk)

Figure 4.3: The signature scheme BUFF[S,F ] = (KGen,Sign,Vrfy), obtained
from applying the BUFF transform to S = (KGenS ,SignS ,VrfyS) with a hash
function F .

6The weaker one, BUFF-lite, does not achieve non-resignability, which is the focus of our
work.
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Remark 4.7. A typical hash function takes as input a bit string, in which
case we take it as understood that the hash F(m, pk) in BUFF is defined in
terms of a unique representation of (m, pk). Throughout the chapter, whenever
this becomes relevant (like, in Section 4.6), we assume for simplicity that the
public-key length | pk | is fixed and the hash is evaluated after concatenating its
input, i.e. F(m, pk) := F(m∥pk).

The idea of the BUFF transform is to sign the hash of the message and the
public key, and to append this hash to the signature. This “binds” the public
key to the signature, which ensures that no other keys can be generated that
Ver such a signature, thus ensuring what is known as exclusive ownership. The
idea behind non-resignability is as follows. In order to turn a signature into a
new signature for the same message but under a different public key pk′, the
adversary needs to produce the hash value y′ := F(m, pk′) for the modified
public key pk′ and the unknown message m, which should be hard by the Φ-
non-malleability of the hash function. Indeed, [CDF+21] states the following
result (where we omit the claims regarding further security properties that are
not relevant to our work).

Claim 4.8 ([CDF+21, Theorem 5.5]). Let S be an EUFCMA-secure signa-
ture scheme. Then the application of the BUFF transformation produces an
EUFCMA-secure signature scheme BUFF[S,F ] that additionally provides [...]
NR if F is Φ-non-malleable where Φ = {ϕpk′ | pk ∈ K} and ϕpk′(pk,m) =
(pk′,m).

In combination with the claim on the random oracle being Φ-non-malleable
for this choice Φ from [BFS11], the authors of [CDF+21] then conclude non-
resignability of the BUFF transform in the ROM.

4.3 On the Impossibility of Non-Resignability

In this section, we show strong negative results on the non-resignability prop-
erty in general, and on the BUFF transform in particular.

First, we consider the plain model, where we show, by means of a simple at-
tack, that non-resignability is not satisfied when applied to a signature scheme
with the property that the message has high (computational) entropy when
given its signature (and the public key).7

Since the BUFF transform, when applied to any signature scheme, sat-
isfies the considered entropy requirement (assuming the hash function to be
compressing), it follows directly that the BUFF transform does not satisfy
non-resignability in the plain model, regardless of the hash function used. We

7In the other extreme, if the message can be efficiently computed from its signature,
non-resignability is also not satisfied, as already pointed out in [CDF+21].
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stress that not only is there no proof for the non-resignability of the BUFF
transform in the plain model, but there is also an attack that breaks it.

These negative results from the plain model carry over to the random oracle
model (ROM) when considering the natural extension of the non-resignability
property to the ROM (prior works did not rigorously specify the property in
the ROM). Thus, also in the ROM the BUFF transform does not (necessarily)
satisfy non-resignability, invalidating the positive results claimed in [CDF+21]
in that respect. In essence, the claim on the random oracle being Φ-non-
malleable, made in [CDF+21, BFS11], is false.

4.3.1 Non-Resignability and BUFF Transform in the Plain
Model

It is clear that the NRS game (Fig. 4.1) is easy to win if the message m can be
efficiently computed from its signature σ. In the following theorem, we show
that if, on the other hand, the signature scheme is such that the message m
has high computational entropy given its signature (and the public key), then
another attack applies.8

Theorem 4.9. Let S be a signature scheme such that for a random message
m′ ←M and keys (sk′, pk′)← KGen(1λ) we have HILL∞(m′ | pk′,Sign(sk′,m))
≥ ω(log λ). Then there exists a PPT adversary ANR = (D,A) and a PPT
function aux such that the computational entropy condition (4.1) is satisfied,
yet

AdvNR
S (ANR, aux) ≥ 1− negl(λ) .

The attack is surprisingly simple. Instead of burdening A with finding σ,
which, intuitively, is hard since A does not know m, we simply let aux compute
σ and hand it over to A as auxiliary information h. The entropy condition on
the signature scheme then ensures that this is an eligible attack. The proof
below spells out the details.

Proof. We construct the adversary ANR = (D,A) and function aux as shown
in Fig. 4.4. In the first stage, D samples a message uniformly at random and
outputs it. The function aux, which receives m as an input, generates a new key
pair (sk′, pk′) ← KGen(1λ), computes σ ← Sign(sk′,m), and outputs the hint
h := (σ, pk′). In the second stage, A receives as input the public key pk, the
signature σ ← Sign(sk,m), and the hint h = (σ, pk′), and it outputs (σ, pk′).

By the completeness property, we have Pr[Vrfy(pk′,m, σ) = 1] ≥ 1−negl(λ).
We further have Pr[pk′ ̸= pk] ≥ 1− negl(λ) due to the high min-entropy of key
generation.

8This leaves open only a very small, artificial gap for signature schemes that may po-
tentially satisfy non-resignability: the message must be hard to compute from its signature
while having low conditional HILL entropy.
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It remains to argue that ANR satisfies the entropy condition (4.1). It holds
that

HILL∞
(
m
∣∣ pk, aux(m, pk)

)
= HILL∞

(
m
∣∣ aux(m, pk)

)
= HILL∞

(
m
∣∣ pk′,Sign(sk′,m)

)
≥ ω(log λ) ,

where the first equality holds by the independence of pk and (m, aux(m, pk)),
the second equality holds by the construction of aux, and the last inequality
holds from the entropy requirement. Taking all of this together, we get that
ANR is a valid adversary playing NRS such that

AdvNR
S (ANR, aux) ≥ 1− negl(λ) .

This concludes the proof.

D(pk):
1: m←M
2: return m

A(pk, σ, h):
1: (σ, pk′) := h
2: return (σ, pk′)

aux(m, pk):

1: (sk′, pk′)← KGen
2: σ ← S.Sign(sk′,m)
3: return (σ, pk′)

Figure 4.4: Adversary ANR = (D,A) and function aux used in the proof of
Theorem 4.9.

Having established Theorem 4.9, it then follows as an immediate corollary
that the BUFF-transform does not achieve non-resignability, no matter what
hash function is used, as long as it is compressing, so that there is entropy in
the message m when given Fhk(pk,m) (here, the entropy is even statistical).

Corollary 4.10. Let S be a signature scheme, and let BUFF[S,F ] be the signa-
ture scheme obtained via the BUFF transform obtained by using a (keyed) hash
function F that compresses by at least the size of the public key plus ω(log λ)
bits. Then there exists a PPT adversary ANR = (D,A) and a PPT function
aux such that the entropy condition (4.1) is satisfied, yet

AdvNR
BUFF[S,F ](ANR, aux) ≥ 1− negl(λ) .

Clearly, a non-compressing hash function avoids this particular attack; how-
ever, it is unclear if security would be restored (in particular in the light of
Footnote 8). Also, from a practical point of view, hash functions used in the
BUFFtransform will be compressing.
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4.3.2 Non-Resignability and the BUFF Transform in the
ROM

When considering the random oracle model, things become somewhat subtle.
First, we note that no definition of non-resignability in the ROM has been
explicitly provided in the previous literature; the definitions given in [CDF+21]
are in the plain model. When switching to the ROM, one needs to specify who
is given access to the random oracle. Clearly, considering a signature scheme
“in the ROM”, we give KGen, Sign, and Vrfy oracle access to the random
oracle H.9 Also, by default, the attacker is given oracle access to the random
oracle. Thus, looking at Fig. 4.1, this means we certainly want to give D and
A oracle access to the random oracle. But, say, what about the function aux?
Given that in the original definition in [CDF+21], the auxiliary information h
is actually computed by D (and our re-writing in terms of a function aux is
for later convenience), it is natural to then also allow the function aux to have
oracle access the random oracle. We make this explicit in Fig. 4.5, where we
give the resulting security game for non-resignability in the ROM.

However, there is another subtle matter in the definition of non-resignability
when switching to the ROM. Namely, the entropy condition (4.1), as well as
its unconditional counterpart H∞(m | pk, auxH(m, pk)) ≥ ω(log λ), are not
sufficient anymore for the definition to be meaningful. Indeed, DH could simply
choose m to be the hash of 0. In the ROM, this will be of high entropy and
independent of pk; yet, AH can easily recover it (as the hash of 0), and then
honestly Sign it using his secret key. For this reason, in the definition of non-
resignability in the ROM, we change the entropy requirement on the message
to hold when additionally conditioning on the random oracle, i.e., we require

H∞
(sk,pk)←KGenH (1λ)

m←DH (pk)

(
m
∣∣ pk, auxH(m, pk), H

)
≥ ω(log λ) . (4.3)

We stress that we consider the statistical variant of the entropy condition here;
with H an exponentially large function table, switching to the computational
HILL variant will bring up further issues, which we want to avoid— for now
(though we will look into this issue in Section 4.4.4). Furthermore, having
this more stringent requirement on the attacker only makes our negative result
stronger.

The following theorem shows that, considering the above natural definition
of non-resignability in the ROM, the impossibility result from the plain model
(Theorem 4.9) carries over pretty much in the obvious way.

Theorem 4.11. Let H be a random oracle and SH = (KGenH ,SignH ,VrfyH)
be a signature scheme given query access to H such that for message m′ ←M
and key-pair (sk′, pk′) ← KGenH we have H∞(m′ | pk′,SignH(sk′,m), H) ≥

9We make this explicit by writing KGenH etc.
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NRH
S :

1: (sk, pk)← KGenH(1λ)
2: m← DH(pk)
3: σ ← SignH(sk,m)
4: (σ, pk′)← AH

(
pk, σ, auxH(m, pk)

)
5: v := VrfyH(pk′,m, σ)
6: return (v = 1 ∧ pk′ ̸= pk)

Figure 4.5: Security game NRH
S for the signature SH = (KGenH ,SignH ,VrfyH)

in the random oracle model. In this variant, both the adversary and the func-
tion aux are granted access to the random oracle H.

ω(log λ). Then there exists a PPT adversary AH
NR = (DH ,AH) and a PPT

function auxH with access to H such that the entropy condition (4.3) is satisfied,
yet

AdvNRH

S (ANR, aux) ≥ 1− negl(λ) .

The proof follows essentially from the proof of Theorem 4.9 with some
obvious adjustments regarding the random oracle.

Proof. For the signature scheme SH = (KGenH ,SignH ,VrfyH), we give adver-
saries DH and AH and the auxiliary function auxH that wins the game NRH

S
with overwhelming probability, in Fig. 4.6. In the first stage, DH chooses a
random message m that it will output. The auxiliary function, which receives
the message m as input, first generates a new key pair (sk′, pk′)← KGenH(1λ),
computes σ′ ← SignH(sk′, y′), and outputs h := (pk′, σ′). In the second state,
AH gets the public key pk, the signature σ (of message m using secret key
sk), and the hint h (consisting of pk′ and σ′) as input and simply outputs
h = (pk′, σ′). It is easy to see that NRH

S outputs 1 with overwhelming prob-
ability. This is because, by the correctness of S, we have that σ′ is a valid
signature of m under pk′ with overwhelming probability, and by the high min-
entropy of a public key conditioned on H, we have pk′ ̸= pk with overwhelming
probability.

The remaining is to argue that ANR satisfies the entropy condition (4.3). It
holds that

H∞(m | pk, auxH(m, pk), H) = H∞(m | auxH(m, pk), H)

= H∞(m | pk′,SignH(sk′,m), H) ≥ ω(log λ) .

The first equality holds by noticing that m→ (auxH(m, pk), H)→ pk forms a
Markov chain, the second equality holds by the construction of auxH , and the
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last inequality holds from the entropy requirement. Collecting the above yields

AdvNRH

S (ANR, aux) ≥ 1− negl(λ) ,

which concludes the proof.

DH(pk):

1: m←M
2: return m

AH(pk, σ, h):

1: (σ, pk′) := h
2: return (σ, pk′)

auxH(m, pk):

1: (sk′, pk′)← KGenH(1λ)
2: σ ← S.SignH(sk′,m)
3: return (σ, pk′)

Figure 4.6: Adversary AH
NR = (DH ,AH) and function aux used in the proof of

Theorem 4.11.

We can leverage Theorem 4.11 to show that a BUFF-transformed signature
scheme does not achieve non-resignability in the ROM. This is formalized in
the following corollary.

Corollary 4.12. Let H be a random oracle, FH be a PPT hash function given
query access to H, compressing by at least the size of the public-key plus ω(log λ)
bits, SH be a signature scheme given query access to H, and BUFF[S,F ] be
the signature scheme obtained via the BUFF transform with FH . Then there
exists a PPT adversary AH

NR = (DH ,AH) and a PPT function aux such that
the entropy condition (4.3) is satisfied, yet

AdvNRH

BUFF[S,F ](ANR, aux) ≥ 1− negl(λ) .

The above negative claim on the BUFF transform contradicts [CDF+21],
which claims that the BUFF transform does satisfy non-resignability in the
ROM (though without being explicit about the definition in the ROM). We
discuss below the source of the false positive claim.

4.3.3 Φ-Non-Malleability in the ROM

[CDF+21] argues the non-resignability of the BUFF transform (in the ROM)
in two steps. First, they prove the security of the BUFF transform in the plain
model under the assumption that the hash function (family) satisfies the notion
of Φ-non malleability (for a certain class Φ of functions). The formal statement
is given in [CDF+21, Theorem 5.5] (cf. Theorem 4.8). Then, the following is
remarked in [CDF+21, page 9], from which it is then concluded that the BUFF
transform satisfies non-resignability in the ROM.

We note that if we model H as a random oracle then the hash func-
tion satisfies the definition of Φ-non-malleability for any class Φ
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where the functions ϕ preserve sufficient entropy in x, as will be
the case for our results. The reason is that the adversary can only
output a related random oracle value y’ if it has queried the random
oracle about ϕ(x) before. But this is infeasible if ϕ(x) still contains
enough entropy.

Note that this claim originates from [BFS11], where a similar argument is made.

We show that this claim on the Φ-non-malleability of the random oracle is
incorrect (under some mild assumption on Φ). As a matter of fact, the same
kind of attack as for the non-resignability of signature schemes applies here as
well: we can simply let aux compute the mauled hash value. This bypasses the
argument that the adversary has to make this particular query to the random
oracle.

First, we explicitly spell out in Fig. 4.7 the security game of Φ-non-malleability
in the ROM, for any PPT hash function FH with query access to the random
oracle H. Then, we state the negative result in Theorem 4.13 below. Note that
the latter in particular implies that the random oracle itself, i.e., when setting
FH = H, is not Φ-non-malleable.

Φ-NMH
F :

1: x← DH

2: h := auxH(x)
3: y := FH(x)
4: (y′, ϕ)← AH(y, h)
5: return (FH(ϕ(x)) = y′∧ϕ(x) ̸= x)

Figure 4.7: Security game Φ-NMH
F for the hash function FH in the ROM and

an arbitrary function family Φ.

Theorem 4.13. Let H be a random oracle, FH : X → Y be a PPT hash
function given query access to H, compressing by least ω(log λ) bits, and Φ ⊆
XX be such that there is a PPT algorithm DΦ producing ϕ ∈ Φ that does not
fix most points with overwhelming probability, i.e.

Pr
ϕ←DΦ
x←X

[ϕ(x) = x] ≤ negl(λ) . (4.4)

Then, there exist a PPT adversary AH
Φ-NM = (DH ,AH) and a polynomial-time

computable function auxH , both given query access to H, such that the entropy
condition

H∞
x←DH

(
x
∣∣ auxH(x), H

)
≥ ω(log λ)
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is satisfied, yet

AdvΦ-NMH

F (AΦ-NM, aux) ≥ 1− negl(λ) .

Proof. We give a PPT adversary AH
Φ-NM = (DH ,AH) that wins the game

Φ-NMH with overwhelming probability. Both AH
Φ-NM = (DH ,AH) and auxH

are given in Fig. 4.8. In the first stage, adversary D chooses x uniformly at
random. The auxiliary function on input x ∈ X , chooses a function ϕ ← DΦ,
computes y′ := FH(ϕ(x)), and returns the pair (y′, ϕ) as hint. In the second
stage, adversary A gets y = FH(x) along with the hint h = (y′, ϕ) as input
and outputs the (y′, ϕ) from the hint. It is easy to see that 1← Φ-NMH , unless
ϕ(x) = x, which only happens with negligible probability due to (4.4). Further-
more, the entropy requirement follows from the fact that x is chosen uniformly
from X independent of (ϕ,H), and that FH is compressing by ω(log λ) bits.

DH(pk)

1: x← X
2: return x

AH(y, h)

1: (y′, ϕ) := h
2: return (y′, ϕ)

auxH(x)

1: ϕ← DΦ

2: y′ := FH(ϕ(x))
3: return (y′, ϕ)

Figure 4.8: The adversary AH
Φ-NM = (DH ,AH) and the function auxH used in

the proof of Theorem 4.13.

Remark 4.14. The above theorem is stated for the random oracle model. It is
easy to see, though, that the result carries over to the plain model for concrete
hash functions.

4.4 Salted BUFF and NR-bot

In this section, we partly recover from the negative results from the previous
section by considering a salted version of the BUFF transform, and showing
that it satisfies a weaker variant of non-resignability in the ROM. At the end
of this section, we show another negative result, when the entropy requirement
posed on the adversaries is only computational.

4.4.1 Positive Results

The formal specification of the salted BUFF transform, denoted $-BUFF, is
given in Fig. 4.9. It matches with the original BUFF transform, except that
some random salt s is added to the signature and used for the hash.

Our goal is to show that the salted BUFF transform satisfies the weaker vari-
ant of non-resignability in the ROM obtained by replacing the non-resignability
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KGen:

1: (sk, pk)← KGenS
2: return (sk, pk)

Sign(sk,m):

1: s← {0, 1}ℓ
2: y := F(m, pk, s)
3: σ ← SignS(sk, y)
4: return (σ, y, s)

Vrfy(pk,m, (σ, y, s)):

1: y′ := F(m, pk, s)
2: d := VrfyS(pk, y

′, σ)
3: return (d = 1∧ y = y′)

Figure 4.9: The salted BUFF transform $-BUFF[S,F ] for a signature scheme
S = (KGenS ,SignS ,VrfyS) and a hash function F .

game NRS to NRH,⊥
S , as given in Fig. 4.10. The only difference is that the func-

tion aux, which computes a piece of auxiliary information, is not given access
to the random oracle anymore.

NRH,⊥
S

1: (sk, pk)← KGenH

2: m← DH(pk)

3: (σ′, pk′)← AH
(
pk,SignH(sk,m), aux(m, pk)

)
4: return VrfyH(pk′,m, σ′) ∧ pk′ ̸= pk

Figure 4.10: The NRH,⊥
S game.

Indeed, below we will prove the following. To start with, we consider the
entropy condition on the message to be statistical; as explained in Section 4.3.2,
here in the ROM we additionally need to condition on H (in order to avoid
letting m = H(0)). In Section 4.4.4, we then discuss the case of computational
entropy.

We consider both the case of classical and of quantum queries by the ad-
versary A when querying the random oracle, as well as a “semi-quantum” case
where D is classical yet A may be quantum. The latter is motivated by the fact
that D is typically not adversarially chosen, but determined by the considered
application.10

Theorem 4.15. Let H be a random oracle with co-domain denoted by Y, let
SH = (KGen,SignH ,VrfyH) be a signature scheme with a key generation that
has no access to H, and let $-BUFF[S, H] be the signature scheme obtained
by applying the salted BUFF transform (cf. Fig. 4.9) to S. Furthermore, let
AH

NR = (DH ,AH) be a computationally unbounded NRH,⊥ adversary, aux be any

(possibly randomized) function, and let SignH ,DH ,AH make at most qS , qD, qA

10In the fully quantum case, we even allow the signing procedure to make quantum queries
to H; this is not really relevant but obtained for free.
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queries to H respectively. Assuming

H∞
(sk,pk)←KGen

m←DH (pk)

(
m
∣∣H, pk, aux(m, pk)

)
≥ log(1/ϵ) ,

then for SignH ,DH ,AH making quantum queries in general, it holds that

AdvNRH,⊥

$-BUFF[S,H](ANR, aux) ≤
√
qD · 2−ℓ +

qD · 2−ℓ

2
+ 4(qA + qS)

√
ϵ+

(2qD + 1)2

|Y|
,

(4.5)

and if DH is restricted to classical queries,

AdvNRH,⊥

$-BUFF[S,H](ANR, aux) ≤ qD · 2−ℓ + 4(qA + qS)
√
ϵ+

(qD + 1)

|Y|
. (4.6)

In case where SignH ,DH ,AH are all restricted to classical queries, then we
have

AdvNRH,⊥

$-BUFF[S,H](ANR, aux) ≤ qD · 2−ℓ + 2(qA + qS) · ϵ+
(qD + 1)

|Y|
. (4.7)

Remark 4.16. In the setting where the key generation KGenH is given access
to the random oracle H, it is not too hard to extend the non-resignability of
$-BUFF into such a setting, by noticing that any sufficiently long portion of the
random salt s in $-BUFF is hard to guess by KGenH , and hence separating the
domain queried by KGenH from ones queried by SignH and VrfyH up to some
negligible advantage.

4.4.2 Handling Classical Adversaries

Proof of (4.7). The proof proceeds via the games G0, . . . ,Gi6 displayed in Fig. 4.11.
Steps from G0 to G3 are symmetric, in that they argue closeness between games,
while each of the rest upperbounds the winning probability of one game via
another.

The closeness between games G0 ≈ G1 ≈ G2 ≈ G3 is via arguing that
an adversary cannot detect some reprogramming in the random oracle except
with small probability. For G0 ≈ G1, one exploits that the reprogrammed point
involves a freshly chosen salt s in uniform distribution. For G1 ≈ G2 ≈ G3,
one exploits that m has high entropy, conditioned on the view of the attacker
throughout the execution of the intermediate game G2.

G0 to G1 hop. The only difference between G0 and G1 is that the former com-
putes y ← H(m, pk, s), while the latter does a reprogramming viaH(m, pk, s) :=
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G0
1: (sk, pk)← KGen
2: m← DH(pk)
3: h := aux(m, pk)
4: s← {0, 1}ℓ
5: y := H(m, pk, s)
6: (y′, pk′, s′)← BH

sk (y, h, s)
7: return H(m, pk′, s) = y′ ∧ pk ̸= pk′

G1
1: (sk, pk)← KGen
2: m← DH(pk)
3: h := aux(m, pk)
4: s← {0, 1}ℓ
5: H(m, pk, s) := y ← Y
6: (y′, pk′, s′)← BH

sk (y, h, s)
7: return H(m, pk′, s) = y′ ∧ pk ̸= pk′

G3
1: (sk, pk)← KGen
2: m← DH(pk)
3: h := aux(m, pk)
4: s← {0, 1}ℓ
5: y ← Y
6: (y′, pk′, s′)← BH[(m, ·, ·) 7→ ⊥]

sk (y, h, s)
7: return H(m, pk′, s) = y′ ∧ pk ̸= pk′

Gi5
1: (sk, pk)← KGen
2: m← DH(pk)

3: (y′, pk′, s′)← CH[(m,·,·)7→⊥]
sk (m)

4: return H(m, pk′, s) = y′

5: ∧(m, pk′, s′) = (mi, pki, si)
6: {where (mi, pki, si) is D’s ith query}

BH
sk (y, h, s)

1: σ ← SignH(sk, y)
2: return AH(pk, σ, h)

C•sk(m)

1: (s, y)← {0, 1}ℓ × Y
2: return B•

sk(y, aux(m, pk), s)

G2
1: (sk, pk)← KGen
2: m← DH(pk)
3: h := aux(m, pk)
4: s← {0, 1}ℓ
5: y ← Y
6: (y′, pk′, s′)← BH

sk (y, h, s)
7: return H(m, pk′, s) = y′ ∧ pk ̸= pk′

G4
1: (sk, pk)← KGen
2: m← DH(pk)

3: (y′, pk′, s′)← CH[(m,·,·)7→⊥]
sk (m)

4: return H(m, pk′, s) = y′

Gi6
1: (sk, pk)← KGen
2: m← DH(pk)

3: (y′, pk′, s′)← CH[(mi,·,·)7→⊥]
sk (mi)

4: return H(mi, pk′, s) = y′

5: ∧(m, pk′, s′) = (mi, pki, si)
6: {where (mi, pki, si) is D’s ith query}

Figure 4.11: The sequence of games considered in the proof of (4.7). In
all games, H is understood to be uniformly random. In the game G4 etc.,
H[(m, ·, ·) 7→ ⊥] denotes the oracle that blocks queries of the form (m, ·, ·), i.e.,
replies with some special value ⊥ in that case, and replies with H applied to
the query otherwise.
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y ← Y. Thus, both games behave identically unless D has queried the corre-
sponding input (m, pk, s), which happens with probability at most qD · 2−ℓ in
either game, due to the random choice of s.

G1 to G2 hop. Without loss of generality, we may assume pk′ ̸= pk, in which
case the reprogramming of H, done in G1 but not in G2, does not affect the
final hash H(m, pk′, s′). Thus, there is a difference in the two games only if B
makes a query to (m, pk, s); however, in G2, using that y and s are independent
of (m,H, h), sk → (pk, H, h) → m is a Markov’s chain, and by the entropy
condition, we have that

guess(m | sk, H, y, h, s) = guess(m | sk, H, h) = guess(m | pk, H, h) ≤ ϵ ,

and so this happens with probability at most (qA + qS)ϵ. Thus,

Pr [1← G1] ≤ Pr [1← G2] + (qA + qS)ϵ .

G2 to G3 hop. Similar as above, the difference between G2 and G3 can only
be noticed when B makes a query of the form (m, ·, ·), which again happens
with probability at most guess(m | sk, H, y, h, s) ≤ ϵ. Therefore,

Pr [1← G2] ≤ Pr [1← G3] + (qA + qS)ϵ .

G3 to G4 hop. In G4, we relax the winning condition by dropping the require-
ment pk′ ̸= pk; this only increases the winning probability. Furthermore, we
replace B in G3 by C in G4, which computes h := h(m) and samples s← {0, 1}ℓ
and y ← Y as a first step, and then runs B on input (y, h, s); this change is
only syntactically and does not affect the winning probability. Thus,

Pr [1← G3] ≤ Pr [1← G4] .

G4 to Gi5 hop. Since D is classical, assume without loss of generality that
it never repeats a query. If (m, pk′, s′) has never been queried by D, i.e.,
(m, pk′, s′) ̸= (mj , pkj , sj) for all j ∈ {1, . . . , qD}, then (using that B is blocked
from queries of the form (m, ·, ·)) the hash H(m, pk′, s′) is random and inde-
pendent of y, in which case they are equal with probability 1/|Y|. Therefore
we obtain,

Pr [1← G4] = 1/|Y|+
∑

i∈[qD]

Pr

[
1← G4
(m, pk′, s′) = (mi, pki, si)

]

= 1/|Y|+
∑

i∈[qD]

Pr
[
1← Gi5

]
.
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Gi5 to Gi6 hop. In Gi5, due to the extra condition m = mi for winning the
game, replacing m by mi as in Gi6 has no effect on the winning probability, and
dropping the requirement again then only increases the probability. Thus

Pr
[
1← Gi5

]
≤ Pr

[
1← Gi6

]
.

It remains to show that the latter probability is small. First, we may assume
that D’s queries (mj , pkj , sj) are all distinct. Furthermore, we may assume
that once D has decided on the ith query (mi, pki, si), it stops without making
this query; the game then simply proceeds as described with running C on
input mi. This shows that C’s input is independent of H(mi, pki, si), and so is
his output y′ then, given that he is blocked from queries of the form (m, ·, ·).
Hence

Pr
[
1← Gi6

]
≤ 1/|Y| .

Combining all the (in)equalities then concludes (4.7).

4.4.3 Handling Quantum Adversaries

Proof of (4.5). The proof of (4.5) is identical to that of (4.7) up to some small
changes in the argumentation for the first four game hops, and a more signif-
icant change of strategy in the last two. Indeed, we reuse the first four games
and define modified versions of Gi5 and Gi6, as specified in Fig. 4.12. Namely,
in case of superposition queries by G0, we cannot define (mi, pki, si) as the ith
query; instead, rather naturally, we introduce (mi, pki, si) by measuring the ith
query. Furthermore, for technical reasons, we then reprogramH on (mi, pki, si)
by a random value Θ, from this or the next query onward.

Gi5
1: (sk, pk)← KGen

2: m← DHΘ
i

3: {measure ith query (mi, pki, si)}
4: (y′, pk′, s′)← CH[(m,·,·)7→⊥](m)
5: return HΘi(m, pk′, s′) = y′

6: ∧(m, pk′, s′) = (mi, pki, si)

Gi6
1: (sk, pk)← KGen

2: m← DHΘ
i

3: {measure ith query (mi, pki, si)}
4: (y′, pk′, s′)← CH[(mi,·,·)7→⊥](mi)
5: return HΘi(mi, pki, si) = y′

Figure 4.12: The modified games Gi5 and Gi6 for the proof of (4.5). In both
games, H is understood to be uniformly random. HΘ

i is the oracle that im-
plements H until just before the ith query, then measures that query in the
computational basis to obtain (mi, pki, si), and subsequently answers queries
from D with H[(mi, pki, si) 7→ Θ], i.e., with H but reprogrammed to a random
value Θ at (mi, pki, si), either from the ith or the (i+1)th query onward, with
this choice being made uniformly at random as well.
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G0 to G1 hop. The only difference between G0 and G1 is that the former
computes y := H(m, pk, s), while the latter reprograms H(m, pk, s) := y ←
Y. With s being uniformly random chosen, this is a direct application of
the adaptive reprogramming lemma (Theorem 1 in [GHHM21]) to bound the
distinguishing probability:

Pr [1← G0] ≤ Pr [1← G1] +
√

qD · 2−ℓ +
qD · 2−ℓ

2
.

G1 to G2 hop. Without loss of generality, we may assume pk′ ̸= pk, in which
case the reprogramming of H, done in G1 but not in G2, does not affect the
final hash H(m, pk′, s′). Thus, the only difference between the two games is
that B interacts with the original H in G2, and with H that is reprogrammed
to ⊥ at the point (pk,m, s) in G1.

This is a direct application for O2H ([AHU19, Theorem 3]). We note that in
game G2, B has access to H, y, h and s. Using that y and s are independent of
(sk,m,H, h) and that m→ (pk, H, h)→ sk forms a Markov’s chain, we obtain

guess(m | sk, H, y, h, s) = guess(m | sk, H, h) = guess(m | pk, H, h) ≤ ϵ ,

where the last inequality is given by the entropy condition. Thus, measuring a
random query of B in G2 yields (pk,m, s) with probability at most ϵ. Therefore,
by O2H,

Pr [1← G1] ≤ Pr [1← G2] + 2(qA + qS)
√
ϵ .

G2 to G3 hop. Again by O2H - arguing as above that the measurement
outcome when measuring a random query of B in G2 is of the form (m, ·, ·)
with probability at most ϵ - we obtain

Pr [1← G2] ≤ Pr [1← G3] + 2(qA + qS)
√
ϵ .

G3 to G4 hop. Here we argue precisely as in the classical case: we relax the
winning condition, and we do a syntactical change by introducing C, which
does the computation of h and the sampling of s and y locally, before it runs
B. Thus, also here

Pr [1← G3] ≤ Pr [1← G4] .

G4 to Gi5 hop. In Gi5, the oracle for D is replaced by HΘ
i , which implements H

until just before the ith query, then measures that query in the computational
basis to obtain (mi, pki, si), and subsequently switches to H[(mi, pki, si) 7→ Θ]
either from the ith or the (i+1)th query onward, with this choice being made
uniformly at random.
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The goal here is to use the measure-and-reprogram technique from [DFM20]
to control the effect of this change. For this purpose, we consider the oracle
algorithm EH(D, C), which simply runs m ← DH followed by (y′, pk′, s′) ←
CH[(m,·,·) 7→⊥](m).

We allow E conditional superposition query access to the random oracle H,
which it uses to forward all queries from D unconditionally and queries x from
C conditional on x ̸= (m, ·, ·), returning ⊥ for x = (m, ·, ·). EH is thus an oracle
algorithm with query complexity q0 + q1 and such that in its second phase the
only query inputs with non-zero amplitude are of the form x ̸= (m, ·, ·). At the
end of its run, EH(D, C) outputs (x, z) with x := (m, pk′, s′) and z := y′.

Furthermore, we define the verification predicate V (x, y, z) that is 1 if and
only if y = z. Then, V (x,H(x), z) = 1 if and only if H(m, pk′, s′) = y′, which
is the verification condition in G4. Thus,

Pr
[
V (x,H(x), z) = 1 : (x, z)← EH(D, C)

]
= Pr [1← G4(D, C)] .

We are now in a situation where we can apply a modified version of the
measure-and-reprogram technique from Theorem A.4 in the Appendix, which
ensures the existence of a “simulator” SE such that, for a random Θ,

Pr[V (x,H(x), z) = 1 : (x, z)← EH ]

(2q + 1)2

≤ Pr
[
V (x,Θ, z) = 1 ∧ x = x′ : (x′, x, z, i)← ⟨SE(Q),Θ⟩

]
,

where Q is a set of queries where S has non-zero probability of success, and
q = |Q|. We need to describe S in a bit more detail before we can determine
Q.

In the following, let Q0 := {1, . . . , qD} and Q1 := {qD+1, . . . , qD+qA+qS}.
The algorithm ⟨SE ,Θ⟩ works as follows: it measures the ith query of EH for
a random i ∈ Q0 ∪ Q1 ∪ {qD + qA + qS + 1}, with the measurement outcome
being x′, and then reprograms future queries to input x′ by Θ (starting from
this or the next query, chosen uniformly at random).11 Finally, S outputs x′

along with i and the final output (x, z) of E .
In the case of our algorithm E it is easy to determine Q; E knows m by the

end of its first phase, and by construction 1. never queries any input of the form
(m, ·, ·) from that point on and 2. at the end of its run outputs x = (m, pk′, s′).
Hence, for i ∈ Q1 we have x ̸= x′ with certainty and thus

Pr
(x′,x,z,i)←⟨SE ,Θ⟩

[V (x,Θ, z) = 1 ∧ x = x′|i ∈ Q1] = 0 .

It follows that Q = Q0 and therefore q = q0.

11The choice i = qD + qA + qS + 1 indicates that the final output (m, pk′, s′) of E is
measured, instead of one of its queries.
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Thus, conditioned on i ∈ Q0, ⟨SE ,Θ⟩ works asDHΘ
i followed by CH[(m,·,·)7→⊥](m)

in Gi5 for a random i ∈ Q0, and the event V (x,Θ, z) = 1∧ x = x′ matches with
the winning condition of Gi5.

Hence, omitting the specification (x′, x, z, i) ← ⟨SE ,Θ⟩ of the probability
space and writing V as a shorthand for V (x,Θ, z) in the expressions to simplify
notation, we obtain

Pr[V = 1 ∧ x = x′] = Pr[i ∈ Q0] Pr [V = 1 ∧ x = x′ | i ∈ Q0]

+ Pr[i /∈ Q0] Pr [V = 1 ∧ x = x′ | i /∈ Q0]

=
qD

qD + 1
Pr
[
1← Gi5 | i ∈ Q0

]
+

1

qD + 1
Pr [V = 1 ∧ x = x′ | i /∈ Q0] . (4.8)

Finally, we argue that for (x′, x, z, i)← ⟨SE ,Θ⟩

Pr[V (x,Θ, z) = 1 ∧ x = x′ | i /∈ Q0] =
1

|Y|
.

Consider i /∈ Q0, i.e. S measures the final output of E . Then C learns
no information on Θ before producing its output, and so V (x,Θ, z) = 1 with
probability 1

|Y| .

Putting all together, we obtain that

Pr [1← G4]
(2qD + 1)2

≤ qD
qD + 1

Pr
[
1← Gi5 | i ∈ Q0

]
+

1

(qD + 1) · |Y|
.

Gi5 to Gi6 hop. Let i ∈ Q0 now be fixed. As in the classical case, due to the
extra condition in Gi5, we may replace the occurrence of m with mi without
affecting the output of the game. Thus

Pr
[
1← Gi5

]
= Pr

[
1← Gi6

]
.

Similarly (but not identically) to the classical case, we can argue the latter
probability to be small. Indeed, we may assume that D stops after having
produced the ith query, which is then measured. This then means, given that
H[(mi, ·, ·) 7→ ⊥]) blocks the query that would reveal Θ, the output (y′, pk′, s′)
produced by C is independent of Θ. Thus, the probability that y′ = Θ is at
most 1/|Y|, showing that

Pr
[
1← Gi6

]
= 1/|Y| for all fixed i ∈ Q0.
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Substituting terms in Equation 4.8, we obtain that

Pr [1← G4] ≤
(2qD + 1)2

|Y|
.

Combining the above bounds concludes the proof.

Given that, in typical applications, D is not adversarially chosen but de-
termined by the environment, and typical applications take place in a classical
environment, it makes sense to also consider the “semi-quantum case” in (4.6)
where we restrict D to classical queries, but we still allow A to be quantum.
By an appropriate mix-and-match of the classical proof (of (4.7)) and the fully
quantum proof (of (4.5)), we immediately conclude (4.6).

4.4.4 Negative Results with Computational Entropy

Below, we show that our positive result on the salted BUFF transform in the
ROM does not carry over to the computational setting when considering the
entropy requirement to be computational, i.e., captured by the above notion of
HILL entropy in the ROM. Concretely, we show that under the computational
Diffie-Hellman (CDH) assumption, there exists a (contrived) signature scheme
that is secure in the standard sense (and thus a meaningful signature scheme),
but for which the salted BUFF transformation does not provide the computa-
tional variant of NRH,⊥. Formally, this is summarized in Theorem 4.17.

Theorem 4.17. Let H be a random oracle with co-domain Y. Assuming CDH
is hard, there exists a signature scheme SH = (KGen,SignH ,VrfyH) in the
ROM, with a key generation that has no access to H, for which $-BUFF[S, H],
obtained by applying the salted BUFF transform (see Fig. 4.9), satisfies the
following:

There exists a PPT adversary AH
NR = (DH ,AH) given query access to H,

and a PPT function aux without any query to H such that

HILLH∞
(sk,pk)←$-BUFF[S,H].KGen(1λ)

m←DH (pk)

(
m
∣∣ pk, aux(m, pk)

)
≥ log(|Y|) ,

and yet they win the game NRH,⊥ against $-BUFF[S, H] with overwhelming
probability, i.e.,

AdvNRH,⊥

$-BUFF[S,H](ANR, aux) ≥ 1− negl(λ) .

Moreover, SH is strongly unforgeable under chosen message attacks.

Let SH
◦ be an arbitrary CDH-based (strongly unforgeable) signature scheme,

with a key generation that does not queryH. Define S to be as S◦, but modified
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as follows. The key generation additionally produces a pair (a, ga), and attaches
a to the secret key and ga to the public key. Furthermore, signing attaches a
to the actual signature (but will be ignored by the verification). Then, we
consider an attacker that produces the message m as m := (H(gab), gb), and
the auxiliary function aux(m, pk) := gb. Then we have

HILLH∞
(
m
∣∣ pk, aux(m, pk)

)
≥ HILLH∞

(
H(gab)

∣∣ ga, gb) ,
which is at least as large as log(|Y|) by the CDH assumption; yet when given the
signature of m, which includes a (be it BUFF transformed or not), the attacker
can compute all of m and so produce a new signature by freshly signing m,
which breaks the NRH,⊥ security of $-BUFF[S, H].

4.5 BUFF and sNR

4.5.1 Secret-key Non-resignability (sNR)

In this section, we consider a new variant of non-resignability, called secret-
key non-resignability and denoted by sNRH,⊥. It is similar in spirit as NRH,⊥

introduced in Section 4.4; in particular, a crucial aspect is that aux is not given
access to H, but we additionally provide the adversary with the secret key
sk, and we adjust the entropy condition correspondingly (see below for a more
detailed comparison). The security game is shown in Fig. 4.13. It is played by
randomized oracle algorithms12,

DH : SK →M and AH : SK × SGN ×AUX → PK × SGN

given query access toH, referred to as adversaries, and a randomized algorithm
aux : SK ×M→ AUX with no access to H, referred to as hint function.13

sNRH,⊥
S (D,A, aux):

1: (sk, pk)← KGenH

2: m← DH(sk)
3: σ ← SignH(sk,m)
4: (pk′, σ′)← AH(sk, σ, aux(m, sk))
5: return pk ̸= pk′ ∧ VrfyH(pk′,m, σ′) =

1

Figure 4.13: Our new variant of the non-resignability game sNRH,⊥.

12Here and in the remainder, we borrow from set notation to indicate the input and output
space of (oracle) algorithms. In case of an algorithm that takes no input, we write the
singleton set {⊥} as domain.

13The hint function may be randomized, but we refer to it as a function for convenience.
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While playing sNRH,⊥, we consider restricted (S-dependent) classes of ad-
versaries with a give bound h on the entropy

H∞
(sk,pk)←KGenH

m←DH (sk)

(m | H, sk, aux(sk,m)) ≥ h . (4.9)

For now we only consider the statistical variant, where we take an arbitrary but
fixed security parameter for S, where D, A and aux may be computationally
unbounded and we only limit their query complexity, and where the entropy
requirement holds statistically, i.e., as in (4.9). The computational setting is
handled later in Section 4.8; there, D,A and aux are restricted to be (uniform
or non-uniform) PPT algorithms, and the entropy requirement is expressed via
HILL entropy.

Informally, we say that a signature scheme S = (KGen,Sign,Vrfy) is non-
resignable if for all D, A and any hint function aux that satisfy the statistical
entropy condition (4.9) for sufficiently large h, the probability of winning the
sNRH,⊥ game, i.e.,

AdvsNRH,⊥
(D,A, aux) := Pr

[
1 = sNRH,⊥

S (D,A, aux)
]
,

is small.

The recent developments have shown that formalizing non-resignability is
a non-trivial task, and different weaker variants of the original (unachievable)
version have been proposed. We quickly discuss here how sNRH,⊥ relates to
those variants; namely, we show that is stronger than the versions proposed
in Section 4.4 and [CDF+23].

Comparison with Non-Resignability from Section 4.4. The difference
to NRH,⊥ as defined in Section 4.4 is that sNRH,⊥ provides the D, A and the
hint function aux with the secret key sk, whereas NRH,⊥ only provides the
public key pk (recall that we assume that pk can be computed from sk). This
of course gives more power to the adversary. The other difference lies in the
entropy requirement: for NRH,⊥, the message is required to have high entropy
conditioned on pk (and aux) only, i.e.,

H∞(m | H, pk, aux(pk,m)) ≥ h

whereas sNRH,⊥ requires (4.9) to hold, which conditions on sk instead; this
seems to be a stronger restriction, but we observe that for m ← D(pk), pro-
duced by a D that only gets the public key as input (as in NRH,⊥),

H∞(m | H, pk, aux(pk,m)) = H∞(m | H, sk, aux(pk,m))
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since sk → (H, pk, aux(pk,m)) → m forms a Markov chain then. This implies
that any attack against NRH,⊥ can be cast as an attack against sNRH,⊥ with
the same entropy bound, making the latter a stronger security notion.

Comparison with Non-Resignability from [CDF+23]. We first note
that [CDF+23] defines non-resignability only in the computational setting, so
we compare it with the computational version of sNRH,⊥. While we have post-
poned the exact definition to Section 4.8, the high level reasoning can still be
understood. First of all, in [CDF+23] the side information on m (given by
aux in our case) is required to be computationally independent of m, which is
equivalent to allowing no side information at all when considering computa-
tionally bounded adversaries. Furthermore, in line with sNRH,⊥, the entropy
condition (though phrased in terms of HILL entropy) is required to hold when
conditioning on the secret key sk. But on the other hand and in the spirit of
NRH,⊥, the adversaries are only given pk as input, and not sk. Altogether, this
makes their notion weaker than our computational version of sNRH,⊥, which
provided sk as input to the adversaries.

4.5.2 The Hide-and-Seek Game

To prove the non-resignability (in the sense of sNRH,⊥) of the BUFF trans-
form, which signs a message m by signing F(pk,m), with the hash value then
appended to the signature, it must necessarily be hard to recover m from
H(m, pk). This hardness may look trivial at first glance, since F is (typically)
compressing, and modelled as a random oracle; however, it turns out to be not
trivial at all. The reason is that in the sNRH,⊥ game, m is produced arbitrarily
and dependent on F , with the only promise being that m is hard to guess from
scratch (i.e., when F(pk,m) is not given).

We formally capture (a particular formulation of) this hardness via a game,
which we call Hide-and-Seek. Looking ahead, in Section 4.5.4 we will show that
hardness of winning Hide-and-Seek is sufficient for proving the non-resignability
of the BUFF transform (when the hash function is modelled as a random
oracle). The main technical challenge in Section 4.5 then lies in proving that
Hide-and-Seek is hard to win, which we do in Section 4.5.5.

Throughout the remainder of this section, let X ,Y, and Z be finite non-
empty sets, and let FH : X → Y be any hash function given query access to a
random oracle H.

The Hide-and-Seek game is played by two adversaries D and A: the (possi-
bly query-unbounded) hider DH : {⊥} → X ×Z, and the query-bounded seeker
AH : Y × Z → X that is allowed to make at most q queries to H. First, DH

chooses a challenge x ∈ X together with a hint z ∈ Z and “hides” x as FH(x),
and then AH is supposed to find x from H(x) and z. The game is formally
specified as follows:
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HnSHF (D,A):
1: (x, z)← DH

2: return x = AH(FH(x), z)

In line with the entropy condition in sNRH,⊥, we require x to be statistically
hidden given H and z. I.e., we require that

guess(x |H, z) ≤ ϵ (4.10)

for some small ϵ > 0. Informally, we say that the random oracle H satisfies
the Hide-and-Seek property, or HnSH for short, if for every such pair of D,A
as above, the winning probability, given as

AdvHnSH

F (D,A) := Pr
[
1 = HnSHF (D,A)

]
= Pr

(x,z)←DH

[
x = AH(FH(x), z)

]
,

is small.

As mentioned above already, what is tricky about this game is that x (and z)
may depend arbitrarily on H, subject to the bound (4.10) on the guessing
probability. Because of this, known results on inverting the random oracle do
not apply, and it may not be fully clear whether we can actually expect it to
be hard to win, i.e., that there is no sneaky way to win the game. We discuss
this in more detail in Section 4.5.5, where we then analyze Hide-and-Seek and
prove that it is hard to win after all.

4.5.3 BUFF via Random Oracles is sNR

Our main goal in this section is to prove that BUFF satisfy the above notion
of non-resignability, when modelling the underlying hash function FH := H as
a random oracle, which we formally state below.

Theorem 4.18. Let DH : SK →M and AH : SK×SGN×AUX → PK×SGN
be sNRH,⊥-adversaries against BUFF[S, H] for some aux : SK ×M → AUX ,
making at most qD and qA queries to H, respectively, where (4.9) is satisfied
for h such that 0 < ϵ := 2−h ≤ 1

2 . Then

AdvsNRH,⊥

BUFF[S,H](D,A, aux) ≤ 6(qA + qS + 1)2 log

(
|SK| · |AUX |

ϵ

)
ϵ+ qKϵ+

qD + 1

|Y|

and in the case where A makes quantum queries, we have AdvsNRH,⊥

BUFF[S,H](D,A, aux)

≤ 18

√(
log
|SK| · |AUX |

ϵ
+ qA + qS

)
(qA + qS + 1)3 ϵ+ qKϵ+

qD + 1

|Y|
.
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Remark 4.19. In the case where D makes quantum queries to H, we expect
a similar result (with adjusted bounds) holds, via the method described in the
proof of (4.5) .

4.5.4 Reducing sNR of BUFF to Hide-and-Seek

In the following statement, we reduce the sNRH,⊥ security of the BUFF trans-
form BUFF[S, H] of a signature scheme S = (KGenH ,SignH ,VrfyH) to the
hardness of winning the Hide-and-Seek game HnSH . In the lemma statement,
the parameters qK and qS refer to (an upper bound on) the number of queries
to H that KGenH and SignH perform.

Lemma 4.20. Let DH : SK →M and AH : SK×SGN ×AUX → PK×SGN
be sNRH,⊥-adversaries against BUFF[S, H] for some aux : SK ×M → AUX ,
making at most qD and qA queries to H, respectively. Then there exists a hider
D̄ : {⊥} → X × Z and a seeker Ā : Y × Z → X with Z = SK × AUX , where
Ā makes at most qA + qS queries to H, and such that

H∞
(x,z)←D̄H

(x | H, z) = H∞
(sk,pk)←KGenH

m←DH (sk)

(m | H, sk, aux(sk,m)) (4.11)

and AdvsNRH,⊥

BUFF[S,H](D,A, aux)

≤ (qA + qS) ·AdvHnSH

H (D̄, Ā) + qKϵ+
qD + 1

|Y|
, (4.12)

where ϵ := 2−H∞(x|H,z). In the case A makes quantum queries to H, then

AdvsNRH,⊥

BUFF[S,H](D,A, aux) ≤ 2(qA + qS) ·
√
AdvHnSH

(D̄, Ā) + qKϵ+
qD + 1

|Y|
,

(4.13)

holds in place of (4.12), and Ā then makes quantum queries as well.
Furthermore, in the computational setting when considering a non-fixed se-

curity parameter and PPT algorithms D and A, then D̄ and Ā are PPT as
well.

The intuition behind the proof is as follows. Consider the sNRH,⊥ game.
Due to the assumed hardness of Hide-and-Seek, A cannot recover m from its
input and thus makes no query to H that has m as suffix. But then it cannot
gather any information on H(pk′,m) for any pk′, and thus it will not be able to
output y′ = H(pk′,m) for any pk′. Formally, we have to make sure that A gets
no information on y′ via its input, which is controlled by KGen and D, which
may query H on H(pk′,m) for any pk′. This is taken care of in our formal
proof below.
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Proof. In Fig. 4.14 we define a hybrid sequence reducing the sNRH,⊥ property
of BUFF[S, H] to the HnSH property of H.

G0:

1: (sk, pk)← KGenH ; m← DH(sk)
2: (pk′, y′)← BH(sk, y, aux(sk,m))
3: return H(pk′,m) = y′ ∧ pk′ ̸= pk

BH(sk, y, h):

1: σ ← SignH(sk, y)
2: (pk′, y′)← AH(sk, (σ, y), h)
3: return (pk′, y′)

G1:

1: (sk, pk)← KGenH ; m← DH(sk)
2: (pk′, y′) ←
BH[(·,m) 7→ ⊥](sk, H(m, pk), aux(sk,m))

3: return H(pk′,m) = y′ ∧ pk′ ̸= pk

G2:

1: (sk, pk)← KGenH ; m← DH(sk)
2: abort if KGen queried H(m, ·)
3: (pk′, y′) ←
BH[(·,m)7→⊥](sk, H(m, pk), aux(sk,m))

4: return H(pk′,m) = y′ ∧ pk′ ̸= pk

Gi
3:

1: (sk, pk)← KGenH ; m← DH(sk)
2: abort if KGen queried H(m, ·)
3: (pk′, y′)← BH[(·,m)7→⊥](sk, H(m, pk), aux(sk,m))
4: return H(pk′,m) = y′ ∧ pk′ ̸= pk ∧ (pk′,m) = (pki,mi)
5: {where (pki,mi) is D’s ith query.}

Gi
4:

1: (sk, pk)← KGenH ; m← DH(sk)
2: abort if KGen queried H(·,mi)
3: (pk′, y′) ←
BH[(·,mi)7→⊥](sk, H(pk,mi), aux(sk,mi))

4: return H(pki,mi) = y′ ∧ pki ̸= pk
5: {where (pki,mi) is D’s ith query.}

Figure 4.14: Hybrid steps reducing sNRH,⊥ of BUFF[S, H] to HnSH of H when
D is classical, i.e., (4.13), (4.12). In the derivations below we drop the param-
eter k for notational convenience.

To start with, we note that the adversary (D,B) playing G0 is identical to

(D,A) playing sNRH,⊥
BUFF[S,H].

The G0 to G1 hop. The only difference between G0 and G1 is whether B is
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given oracle access to the original random oracle H, or the reprogrammed or-
acle H[(m, ·) 7→ ⊥] and replies with ⊥ to any query that has suffix m.

Consider the hider D̄ and seeker Ā, where D̄ samples (sk, pk)← KGenH and
m← DH(sk) and returns

x := (pk,m) and z := (sk, aux(sk,m)) ,

and on input H(x) = H(m, pk) and z, the seeker Ā samples a random index
i← [qA + qS ], runs

BH(sk, H(m, pk), aux(sk,m)) = AH
(
sk,
(
H(m, pk),SignH(sk, y)

)
, aux(sk,m)

)
internally, but then looks at / does a full measurement of the ith query to obtain
(pk∗i ,m

∗
i ), and returns (pk,m∗i ). It is clear by construction that z ∈ SK×AUX ,

and (4.11) immediately follows from the fact that pk can be derived from sk,
and so

H∞(x | H, z) = H∞(pk,m | H, sk, aux(sk,m)) = H∞(m | H, sk, aux(sk,m))
(4.14)

as claimed. It also follows from construction that D̄ and Ā preserve the effi-
ciency of D and A. In terms of query complexity, Ā makes at most qA + qS
queries to H.

In the case where A makes classical queries, there is no difference in the
two games when B makes no query to a point where the two oracles differ, and
thus

Pr [1← G0] ≤ Pr [1← G1] + Pr
[
∃ i ∈ [qA + qS ] s.t. m

∗
i = m

]
≤ Pr [1← G1] + (qA + qS) ·AdvHnSH

(D̄, Ā) .

In the quantum case, the same kind of guarantee follows from the O2H lemma
[AHU19, Theorem 3], which gives us that

Pr [1← G0] ≤ Pr [1← G1] + 2(qA + qS) ·
√
Pr [m∗i = m]

≤ Pr [1← G1] + 2(qA + qS) ·
√

AdvHnSH

(D̄, Ā) .

The G1 to G2 hop. The difference between G1 and G2 is that the latter aborts if
KGenH ever makes a query of the form (·,m). Given that m is produced given
(H, sk) but independent of KGen’s qK queries conditioned on (H, sk), and m
satisfies (4.9) for h := log(1/ϵ), we have

Pr [1← G1] ≤ Pr [1← G2] + Pr [G2 abort] ≤ Pr [1← G2] + qKϵ .
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The G2 to Gi
3 hop. Assume without loss of generality that D never repeats

its queries (k1,m1), . . . , (kqD ,mqD ). Note that the queries of A in G1 are
blocked at (·,m), and the game aborts if KGen ever queries (·,m). Since,
conditioned on KGen not querying with (·,m), k′ ̸= k and (k′,m) ̸= (ki,mi) for
all i, the output H(k′,m) is uniformly random and independent of A’s input
(sk, H(m, pk), aux(sk,m)) together with the oracle H[(m, ·) 7→ ⊥] it has access
to, we have

Pr [1← G2] ≤ Pr

[
∃i ∈ [qD] s.t. (k′,m) = (ki,mi)

1← G2

]

+ Pr

 1← G2

∣∣∣∣∣∣∣
KGen not querying (·,m)

(k′,m) ̸= (ki,mi) ∀i ∈ [qD]

k′ ̸= k


≤
∑

i∈[qD]

Pr
[
1← Gi

3

]
+ 1/|Y| .

The Gi
3 to Gi

4 hop. Because of the extra condition (pk′,m′) = (pki,mi) in Gi
3,

replacing pk′ with pki and m′ with mi as in Gi
4, does not change the winning

probability. We further drop the condition (pk′,m′) = (pki,mi), which does
not decrease the winning probability.

Finally, it remains to upper bound the winning probability of Gi
4 for each

i ∈ [qD]. By a lazy sampling argument, we note that conditioned on KGen
not querying with (·,mi) and pki ̸= pk, the output H(ki,mi) is uniform and
independent of (H[(·,mi) 7→ ⊥], k,H(k,mi), aux(mi)), and hence, y′ generated
by AH[(·,mi)7→⊥](k,H(k,mi), aux(mi)) is equal to H(ki,mi) with probability at
most 1/|Y|, i.e.

Pr
[
1← Gi

4

]
≤ 1/|Y| ,

which concludes (4.12), (4.13).

Remark 4.21. We point out that the claim on D̄ and Ā being PPT if D and
A are, fails to hold when aiming for a variant of Lemma 4.20 that considers
NRH,⊥ instead of sNRH,⊥. The reason is that, on input H(m, pk) and z, the
seeker Ā needs to run A on a signature of H(m, pk), which it can do efficiently
if given sk (which is part of z here, exploiting that D is given sk), but not if
only given pk. This is the reason why in the computational setting, treated in
Section 4.8, our proof for showing that BUFF satisfies sNRH,⊥ does not carry
over to NRH,⊥ (in line with the counter example given in Section 4.4.4).
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4.5.5 Hide-and-Seek for Random Oracles

The following provides a bound on the Hide-and-Seek property of the random
oracle.

Theorem 4.22 (The RO satisfies HnSH). Let D : {⊥} → X × Z and A :
Y × Z → X be HnSH-adversaries satisfying (4.10) for some 0 < ϵ < 1, where
A makes q queries to H. Then for AH making quantum queries in general, we
have

AdvHnSH

H (D,A) ≤ 4(q + 1)
(
log | Z |+ log(1/ϵ) + 20q

)
ϵ+ 10ϵ (4.15)

In the case where AH is restricted to classical queries, we have

AdvHnSH

H (D,A) ≤ 2(q + 1)
(
log |Z|+ log(1/ϵ) + 1

)
ϵ+ ϵ . (4.16)

To prove the above statement, below, we show that a Hide-and-Seek seeker
for any fixed hash function F : X → Y is a successful adversary that can invert
multiple hashes simultaneously.

Lemma 4.23. Let F : X → Y be a fixed function, D : {⊥} → X ×Z and A be
any Hide-and-Seek adversaries against F . Then for every (k, T ) ∈ Z>0 ×R>0,
for (x, z) ← D and for xu

1 , . . . , x
u
k ← Y sampled uniformly and independently,

we have

Pr [x = A(F(x), z) ] ≤ T · guess(x | z) +
(
| X |
T

)k

Pr
[
xu
i = A(F(xu

i ), z) ∀i ∈ [k]
]
.

Proof. Here, for any z◦ ∈ Z, we define the following “weighted set”

S∗z◦ :=
{(

x◦, wz◦(x
◦)
) ∣∣x◦ ∈ X} ,

where each element x◦ comes with a weight, given by

wz◦(x
◦) := Pr

[
x◦ = A(F(x◦), z◦)

]
.

The total weight of S∗z◦ is defined as W (S∗z◦) :=
∑

x◦ wz◦(x
◦).

Here, we consider the guesser G that, on input z, chooses its guess x̂ by
picking it from X according to the renormalized weights, i.e., according to the
distribution

pz(x̂) :=
wz(x̂)

W (S∗z )
.
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First, we note that

Pr[x̂ = x] ≥ Pr[x̂ = x ∧ W (S∗z ) ≤ T ]

≥ 1

T
Pr[A(F(x), z) = x ∧ W (S∗z ) ≤ T ]

≥ 1

T

(
Pr[A(F(x), z) = x]− Pr[W (S∗z ) > T ]

)
,

where here, for the second inequality, we exploit that for any fixed choices of x
and z, if W (S∗z ) ≤ T then Pr[x̂ = x] = pz(x) ≥ wz(x)/T , and so the inequality
is obtained by averaging over these choices. Rearranging the terms, we have

AdvHnSH

(D,A) ≤ T · guess(x | z) + Pr[W (S∗z ) > T ] . (4.17)

Observe that, for every k ∈ Z>0 and for xu, xu
1 , . . . , x

u
k ← X sampled uniformly

and independently,(
W (S∗z◦)

|X |

)k

=
(
Pr
[
xu = A(F(xu), z◦)

])k
= Pr

[
xu
i = A(F(xu

i ), z
◦) ∀i ∈ [k]

]
.

(4.18)
Hence, by averaging over z◦ ∼ z, for every T ∈ R>0, we immediately obtain

Pr [W (S∗z ) > T ] ≤
E

[
|W (S∗z ) |

k
]

T k
≤

Pr
[
xu
i = A(F(xu

i ), z) ∀i ∈ [k]
]

T k
,

where the first inequality follows Markov’s bound. Plugging the above back to
(4.17), we conclude the proof.

Lemma 4.24. Let F : X → Y be a fixed function, and A be any algorithm.
Then, for (xu, yu)← X × Y sampled uniformly,

Pr [xu = A(F(xu)) ] ≤ |Y | · Pr [ y
u = F (A(yu)) ]
| X |

.

Proof. Without loss of generality, let A be deterministic. Observe that, by
symmetry, for every y◦ ∈ F(X ) ⊆ Y,

Pr
[
xu = A(y◦)

∣∣∣ F(xu) = y◦
]
=

{
1/
∣∣F−1(y◦) ∣∣ if F(A(y◦)) = y◦

0 otherwise

=
1F(A(y◦))=y◦

| F−1(y◦) |
.
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Averaging both sides over y◦ ∼ F(xu), we obtain

Pr [xu = A(F(xu)) ] =
∑

y◦∈F(X )

Pr [F(xu) = y◦ ] ·
1F(A(y◦))=y◦

| F−1(y◦) |

=
∑

y◦∈F(X )

∣∣F−1(y◦) ∣∣
| X |

·
1F(A(y◦))=y◦

| F−1(y◦) |

≤ | Y |
| X |

∑
y◦∈Y

1F(A(y◦))=y◦

| Y |

=
| Y | · Pr

[
yu = F (A(yu))

]
| X |

.

This concludes the proof.

Substituting F with Fk(x1, . . . , xk) :=
(
F(x1), . . . ,F(xk)

)
, and A with

(y1, . . . , yk) 7→
(
A(y1, z), . . . ,A(yk, z)

)
for z as in the right-hand-side of Lemma 4.23,

we immediately obtain the following.

Corollary 4.25. Let F : X → Y be a fixed function, D : {⊥} → X × Z
and A be any Hide-and-Seek adversaries against F . Then for every (k, T ) ∈
Z>0 × R>0, for (x, z) ← D and for yu1 , . . . , y

u
k ← Y sampled uniformly and

independently, we have

Pr [x = A(F(x), z) ] ≤ T · guess(x | z) +
(
| Y |
T

)k

Pr
[
yui = F

(
A(yui , z)

)
∀i ∈ [k]

]
.

Finally, it suffices to bound the probability of simultaneously finding RO
preimages of multiple uniformly and independently chosen target. We prove it
for the classical case here, and refer to [CGLQ20] for the quantum case.14

Lemma 4.26. Let AH be an oracle algorithm making at most q classical
queries to H. Then for yu1 , . . . , y

u
k ← Y sampled uniformly and independently,

we have

Pr
[
H
(
AH(yui )

)
= yui ∀i ∈ [k]

]
≤
(
k(q + 1)/ | Y |

)k
.

Proof. Let A be deterministic, and BH(yu1 , . . . , y
u
k ) be running every instance

of xi ← AH(yui ), making one more query per instance to check if the produced

output is valid H(xi)
?
= yui and output a bit that is 1 if and only if all checks

are passed. Then, of course

Pr
[
H
(
AH(yui )

)
= yui ∀i ∈ [k]

]
= Pr

[
BH(yu1 , . . . , y

u
k ) = 1

]
.

14Strictly speaking, since we cannot fully extract and verify the bound as in [CGLQ20],
we use a bound that we obtain by using a similar approach.
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Toward bounding the right-hand side, it suffices to consider the case where the
domain of H is of size at least k(q + 1) and A makes exactly k(q + 1) distinct
queries x1, . . . , xk(q+1) to H. Observe that yu1 , . . . , y

u
k , H(x1), . . . ,H(xk(q+1))

are mutually independent, and hence we have

Pr[BH(yu1 , . . . , y
u
k ) = 1] ≤ Pr

[
yui ∈ {H(x1), . . . ,H(xk(q+1))} ∀i ∈ [k]

]
= E

y◦i∼H(xi)
∀i∈[k]

[
Pr
[
yui ∈ {y◦1 , . . . , y◦k(q+1)} ∀i ∈ [k]

∣∣∣ H(xj) = y◦j ∀j ∈ [k(q + 1)]
]]

= E
y◦i∼H(xi)
∀i∈[k]

∏
i∈[k]

Pr
[
yui ∈ {y◦1 , . . . , y◦k(q+1)}

∣∣∣ H(xj) = y◦j ∀j ∈ [k(q + 1)]
]

≤ E
y◦i∼H(xi)
∀i∈[k]

∏
i∈[k]

k(q + 1)/ | Y |

 ≤ (k(q + 1)/ | Y |
)k

.

Lemma 4.27 (A concrete version of [CGLQ20, Lemma 5.6]). Let AH be an or-
acle algorithm making at most q quantum queries to H. Then for yu1 , . . . , y

u
k ←

Y sampled uniformly and independently, we have

Pr
[
H
(
AH(yui )

)
= yui ∀i ∈ [k]

]
≤
(
2k(q + 1) + 40q2 + 4

| Y |

)k

.

Now we are ready to wrap up the proof of Theorem 4.22

Proof of Theorem 4.22. For every fixed choice H◦ of H, evoke Corollary 4.25
and we obtain

Pr
[
x = AH◦(FH◦(x), z)

∣∣ H = H◦
]

≤ T · guess(x | z,H = H◦) +

(
| Y |
T

)k

Pr
[
yui = AH◦(yui , z) ∀i ∈ [k]

∣∣∣ H = H◦
]

≤ T · guess(x | z,H = H◦) +

(
| Y |
T

)k ∑
z◦∈Z

Pr
[
yui = AH◦(yui , z

◦) ∀i ∈ [k]
∣∣∣ H = H◦

]
.

Note that guess(x | z,H) ≤ ϵ; averaging the above over H◦ ∼ H, we thus
obtain

Pr
[
x = AH(FH(x), z)

]
≤ Tϵ+

(
| Y |
T

)k ∑
z◦∈Z

Pr
[
yui = AH(yui , z

◦) ∀i ∈ [k]
]

(4.19)
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In the case where A makes classical queries only, substitute A as in Lemma 4.26
with A(·, z◦) in (4.19); we obtain

Pr
[
x = AH(FH(x), z)

]
≤ Tϵ+ | Z |

(
k(q + 1)

T

)k

.

Plugging in T = 2k(q + 1) and k = ⌈log | Z |+ log(1/ϵ)⌉, the above is bounded
by

≤ Tϵ+ | Z | · 2−k ≤ Tϵ+ ϵ ≤ 2
(
log | Z |+ log(1/ϵ) + 1

)
(q + 1) + ϵ .

Similarly, in the case where A makes quantum queries in general, substitute A
as in Lemma 4.27 with A(·, z◦) in (4.19); we obtain

Pr
[
x = AH(FH(x), z)

]
≤ Tϵ+ | Z |

(
2k(q + 1) + 40q2 + 4

T

)k

.

Plugging in T = 2(2k(q + 1) + 40q2 + 4) and k = ⌈log | Z | + log(1/ϵ)⌉ and
simplifying the bound, the above is bounded by

≤ Tϵ+ | Z | 2−k ≤ Tϵ+ ϵ ≤ 4(q + 1)
(
log | Z |+ log(1/ϵ) + 20q

)
ϵ+ 10ϵ

This concludes the proof.

4.5.6 Wrapping up the Proof of Theorem 4.18

Theorem 4.18. Let DH : SK →M and AH : SK×SGN×AUX → PK×SGN
be sNRH,⊥-adversaries against BUFF[S, H] for some aux : SK ×M → AUX ,
making at most qD and qA queries to H, respectively, where (4.9) is satisfied
for h such that 0 < ϵ := 2−h ≤ 1

2 . Then

AdvsNRH,⊥

BUFF[S,H](D,A, aux) ≤ 6(qA + qS + 1)2 log

(
|SK| · |AUX |

ϵ

)
ϵ+ qKϵ+

qD + 1

|Y|

and in the case where A makes quantum queries, we have AdvsNRH,⊥

BUFF[S,H](D,A, aux)

≤ 18

√(
log
|SK| · |AUX |

ϵ
+ qA + qS

)
(qA + qS + 1)3 ϵ+ qKϵ+

qD + 1

|Y|
.

Proof. In the case where A is restricted to classical queries, we combine (4.12)
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and (4.16), simplify the bound, and get

AdvsNRH,⊥

BUFF[S,H](D,A, aux)

≤ (qA + qS) ·AdvHnSH

H (D̄, Ā) + qKϵ+
qD + 1

|Y|

≤ 6(qA + qS + 1)2 log

(
|SK| · |AUX |

ϵ

)
ϵ+ qKϵ+

qD + 1

|Y|

where D̄ and Ā are as specified in Lemma 4.20. Similarly, in the case where
A is allowed to make quantum queries, we combine (4.13) and (4.15), simplify
the bound, and get

AdvsNRH,⊥

BUFF[S,H](D,A, aux)

≤ 2(qA + qS) ·
√
AdvHnSH

(D̄, Ā) + qKϵ+
qD + 1

|Y|

≤ 18

√(
log
|SK| · |AUX |

ϵ
+ qA + qS

)
(qA + qS + 1)3ϵ+ qKϵ+

qD + 1

|Y|

where D̄ and Ā are as specified in Lemma 4.20.

4.6 BUFF via Iterative Hash Functions

4.6.1 sNR Relative to (Function-like) Oracles

We recall the secret-key non-resignability (sNR) defined in Section 4.5.1, slightly
relaxed by not restricting to the random oracle model, but instead considering
an oracle O that is to be instantiated with a function chosen according to an
arbitrary distribution. The relevant examples are when O = H is a uniformly
random function with a given domain and range, for capturing the random
oracle model, or O = P±1 : {−1, 1}×Y → Y, which maps (d, x) 7→ P d(x) for a
random permutation P ← Sym(Y), capturing the random-permutation model
then. We may then write AO in order to make the oracle access to O explicit.

Let S = (KGenO,SignO,VrfyO) be a signature scheme where the underlying
algorithms are given query access to O. The security game sNRO,⊥ depicted in
Fig. 4.15 is played by two oracle algorithms

DO : SK →M , and AH : SK × SGN ×AUX → PK × SGN

each with bounded queries to O, and an arbitrary function aux : SK ×M →
AUX . It is crucial here that aux has no access to O; otherwise, the strong
negative result from [DFHS24] applies.
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sNRO,⊥
S (D,A, aux) :

1: (sk, pk)← KGenO

2: m← DO(sk)
3: (pk′, σ′) ←
AO

(
sk,SignO(sk,m), aux(m, sk)

)
4: return pk′ ̸= pk ∧ VrfyO(pk′,m, σ′)

Figure 4.15: The game sNRO,⊥.

In addition, for the game to be non-trivial, we have the entropy requirement

H∞(m | sk, aux(m, sk), O) ≥ log(1/ϵ) (4.20)

for some small ϵ > 0 is satisfied. We informally say that the signature scheme
S satisfies sNRO,⊥ if for every such D,A, aux

AdvsNRO,⊥

S (D,A, aux) := Pr
[
sNRO,⊥

S (D,A, aux) = 1
]

is small. Later in Section 4.8, we will consider a computational variant of the
entropy condition (4.20).

4.6.2 Iterative Hash Functions

Here and for the remainder, we set X := {0, 1}r and Y := {0, 1}nf for param-
eters r and nf , and let f : X × Y → Y be a function, referred to as the round
function. An element x ∈ X is called a block, and a bit string in x ∈ {0, 1}rB is
said to have block length B. Clearly, a bit string x with block length B can be
naturally parsed as (x1, . . . , xB) ∈ ({0, 1}r)B . Finally, we write X≤B for the
set of non-empty strings with block length at most B.
For a bit string s, define

| s |bl :=
⌈
| s |

/
r
⌉
,

as the number of blocks of length r that s takes up, rounded up when the last
block is not full.

The following captures the general notion of an iterative hash function, to
which our negative result applies.

Definition 4.28. An iterative hash function F : {0, 1}∗ → {0, 1}nF that is
specified by a round function f : X ×Y → Y, an initialization vector IV ∈ Y, a
padding function pad : {0, 1}∗ → {0, 1}≤2r with the property that |x|+|pad(x)| is
a multiple of r for any x ∈ {0, 1}∗, and (optionally) a post-processing function
p : Y → {0, 1}nF . F is then defined to map x ∈ {0, 1}∗ to F(x) = p(zB), where
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zi is iteratively given by

zi = f(xi, zi−1) and z0 := IV

and the xi’s are obtained by parsing the string x∥pad(x) ∈ {0, 1}rB naturally
as (x1, . . . , xB) ∈ ({0, 1}r)B.

Remark 4.29. We allow the round function f and the post-processing function
p to be given as oracle algorithms, with access to an oracle O (for instance the
random oracle, or a random permutation); we will then write fO and pO, as
well as FO, to make this explicit. This does not apply to pad and IV.

Instantiating the round function f by a cryptographic compression function
(which is then typically modelled as a random oracleH), and a suitable padding
function pad, we obtain the the Merkle-Damg̊ard construction, which we will
be referring to as MDH

pad : {0, 1}∗ → Y for short.

If we instantiate the round function as f(x, y) = P
(
(x∥0c) ⊕ y

)
for c =

nf − r, where P ∈ Sym(Y) is a cryptographic permutation (typically modelled
as a random permutation), and take a suitable padding function pad (that
appends 10 . . . 01 with the appropriate number of 0s) and an appropriate post-

processing, we recover the Sponge construction SPNGP±1

pad : {0, 1}∗ → {0, 1}nSPNG

with rate r and capacity c. We are considering the Sponge hash function with
one squeezing round; this means that p(z) merely outputs the first nSPNG bits
of z where for technical reasons we require that nSPNG ≤ c.

In the case where no padding is performed and instead the domain is re-
stricted an exact multiple of blocks, we denote the corresponding padding-free
variants as MDH

⊥ : X ∗ → Y and SPNGP±1

⊥ : X ∗ → {0, 1}nSPNG respectively.

4.6.3 BUFF via Iterative Hash Functions is not sNR

Let FO be an iterative hash function, as in Definition 4.28, where the round
function fO has access to an oracleO (which is instantiated by a function chosen
according to a given distribution, e.g. the random oracle). Furthermore, let
SO = (KGen,SignO,VrfyO) be a signature scheme, where signing and verifying
(but not KGen) may also have query access to O.

Proposition 4.30. There are sNRO,⊥ adversaries DO,AO and a function aux
such that for every choice of the security parameter λ ∈ Z>0 we have

H∞
(sk,pk)←KGenO

m←DO

(
m
∣∣∣ sk, aux(m, sk), O

)
≥ (λ− 2) · r − nf . (4.21)

yet

AdvsNRO,⊥

BUFF[S,F ](D,A, aux) ≥ 1− guess(pk) ,
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for (sk, pk) ← KGen. Moreover the algorithms D and A make QD and QA
queries to O where

QD +QA ≤ QF +QS ,

where Sign makes at most QS queries to O, and evaluating FO(m∥pk) for
(sk, pk)← KGen and m← DO(sk) takes at most QF queries to O in the worst
case. If the round function f and post-processing p of the hash function F are
polynomial-time computable, then so is aux and D,A are PPT.

Proof. For simplicity, we give the proof for the case that the padding only
depends on the length of the input, i.e. pad(x) = pad(y) for all x, y with
|x | = | y |.

We describe the adversaries DO,AO and the auxiliary function aux. DO

first samples a message prefix x = (x1, . . . , xλ) ← X λ and then computes the
intermediate digests zi towards computing the hash of x, i.e., it sets z0 = IV and
zi = fO(xi, zi−1) for i = 1, . . . , λ. In the end, it outputs the messagem := x∥zλ.
Furthermore, for any message and secret key, the auxiliary function aux is
defined to output the last nf bits of the message, so that here aux(m, sk) = zλ,
which is sufficient information to compute that hash FO(m∥pk′) for any pk′.

Thus, the adversary AO(sk, σ, aux(m, sk)) simply parses aux(m, sk) = zλ
and samples (sk′, pk′) ← KGen and aborts if pk = pk′. Then it computes the
hash y′ = FO(m∥pk′) in the obvious way: First, it splits pk′∥pad(m∥pk′) into
blocks of length r.15 Denote the number of blocks by ℓ and the ith block by
bi. A then sets z′0 = zλ and computes z′i = f(bi, z

′
i−1) for i = 1, . . . , ℓ. It sets

y′ = z′ℓ (or in case of post-processing y′ = p(z′ℓ)). Finally, it computes the

signature σ′ = (S.SignO(sk′, y′), y′) and outputs (pk′, σ′) to the challenger.
For the reader’s convenience, we show how the adversaries D and A share

the computation of the hash in Fig. 4.16.
It is easy to see that DO calls the round function f λ times to compute the

value zλ, and A makes at most ⌈(| pk |+ | pad |)/r⌉ calls the round function and
one call to the post-processing p to evaluate the rest of the function.

It is easy to see that all algorithms make at most one call to KGen (expected)
and one call to Sign each and thus are efficient.

The min-entropy H∞ can be computed by

H∞
(sk,pk)←KGenO

m←DO

(
m
∣∣∣ sk, aux(m, sk), O

)
= H∞

(sk,pk)←KGenO

m←DO

(
x∥zλ

∣∣sk, zλ, O)
≥ H∞

(sk,pk)←KGenO

m←DO

(
x
∣∣O)− ∣∣ aux(m, sk)∥pad(m∥pk′)

∣∣ ≥ k · r − (nf + 2r)

This proves the claim.

15Here we use the assumption that pad(m∥pk′) can be computed from |m∥pk′ | which is
known to A.
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IV fO fO fO fO fO fO FO(m∥pk′)

m1 m2 m3 m4 = aux
pk′ pad(m∥pk′)

z0 z1 z2 z4 z5z3

computed by DO computed by AO

Figure 4.16: A simplified description of our attack for λ = 3 and without
post-processing.

4.7 Sandwich BUFF (sBUFF) Transformation

Motivated by the above attack against the original BUFF transform, we intro-
duce here Sandwich BUFF (sBUFF). The main technical challenge is to show
that when instantiated with the Merkle-Damg̊ard hash function, the Sandwich
BUFF transform satisfies sNR. Motivated by the approach in [DFH+24], we
first reduce the sNR property to the hardness of Hide-and-Seek for the con-
sidered hash function, and then we show the hardness of Hide-and-Seek in
Sect Section 4.7.3.

For a signature scheme S = (KGenO,SignO,VrfyO) we define the Sand-
wich BUFF transform of S with hash function FO to be signature scheme
sBUFF[S,F ] = (KGen′O,Sign′O,Vrfy′O) with algorithms as follows:

KGen′O:

1: (sk, pk)← KGenO

2: return (sk, pk)

Sign′O(sk,m):

1: y := FO(m∥pk∥m)
2: σ ← SignO(sk, y)
3: return (σ, y)

Vrfy′O(pk,m, σ′):

1: (σ, y) := σ′

2: return VrfyO(pk, y, σ) ∧
3: y = FO(m∥pk∥m)

Figure 4.17: The Sandwich BUFF Transformation

4.7.1 Sandwich BUFF via Merkle-Damg̊ard is sNR

Recall that X := {0, 1}r and Y := {0, 1}nf . Towards, the main statement
for sBUFF[·,MD], let S = (KGen,SignH ,VrfyH) be a signature scheme in the
random oracle model, i.e., with access to a random oracle H : X × Y →
Y (though, for simplicity, we assume that KGen does not query H), and let
MDH

⊥ be the padding-free Merkle-Damg̊ard hash function with H as the round-
function. We allow Sign to make at most qS ∈ Z>0 queries for signing each
message. For technical reasons, we restrict the domain of MDH

⊥ to X≤B̄ for
an arbitrary but fixed bound B̄. As a consequence, the message space M′ of
S ′ = sBUFF[S,MD] is then restricted so that

m∥pk∥m∥pad(m∥pk∥m) ∈ X≤B̄
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for all m ∈ M′ and pk ∈ PK′ = PK. Additionally, we assume (without loss
of generality) that any pk ∈ PK′ is at least r bits long. We then have the
following statement on the sNR property of S ′ = sBUFF[S,MD].

Theorem 4.31. Let DH and AH be sNRH,⊥-adversaries against sBUFF[S,MD]
making at most qD and qA > 0 classical queries to H respectively such that
(4.10) holds for some 0 < ϵ < 1; let aux : SK ×M → AUX be any (possibly
randomized) function. Then for k := ⌈log | SK ×AUX |+ log(1/ϵ)⌉ and qB :=
qA + qS we have

AdvsNRH,⊥

sBUFF[S,MDpad]
(D,A) ≤ (q2D·r + 1) · B̄L̄+ qD + 2L̄2

| Y |
+6kr2qB(qB+B̄)ϵ ,

where L̄ = qA + qD + qS + 2B̄.

Proof. We put together Lemma 4.32, which reduces sNR of Sandwich BUFF
to the harness of Hide-and-Seek, and Theorem 4.37 (with Z = SK×AUX and
q = qA), which shows the hardness of Hide-and-Seek, to obtain the bound.

4.7.2 Reducing sNR of Sandwich BUFF to Hide-and-Seek

We reduce the sNR property for Sandwich BUFF with MD to the hardness of
Hide-and-Seek for MD.

Lemma 4.32. Let DH and AH be sNRH,⊥-adversaries against sBUFF[S,MD],
making at most qD and qA ∈ Z>0 classical queries to H respectively; let aux :
SK ×M → AUX be any (possibly randomized) function. Then there exists a
hider D̄ : {⊥} → X≤B̄×Z and a seeker Ā : Y×Z → X≤B̄ and Z = SK×AUX ,
where Ā makes at most qB := qA + qS and D̄ makes at most qD queries to H,
and such that

H∞
(x,z)←D̄H

(x | H, z) = H∞
(sk,pk)←KGenH

m←DH (sk)

(m | H, sk, aux(sk,m)) (4.22)

and AdvsNRH,⊥

sBUFF[S,MD](D,A, aux)

≤ 2qB·r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D·r + 1) · B̄L̄+ qD + 2L̄2

| Y |
. (4.23)

where B̄ and qS are as described in Section 4.7.1 and L̄ = qD + qA + qS + 2B̄.
Moreover, if aux is polynomial-time computable and D,A are PPT, then so are
D̄, Ā.

Proof. We present here a slightly simplified proof, where we omit the padding,
i.e., consider the padding-free MDH

⊥ , and instead assume that the message m
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output by D is a multiple of the block length r of the hash function; further-
more, we assume that all public keys have the same length, also a multiple of r.
The full proof can be found in Appendix A.3, and we state state the auxiliary
claims in the simplified proof in full generality, but mark in colour the parts
that are only relevant in the general case.

First, we note that

AdvsNRH,⊥

sBUFF[S,MD⊥](D,A, aux) ≤ Pr
[
MDH

⊥ (m∥pk
′∥m) = y′ ∧ pk′ ̸= pk

]
with the random variables pk, pk′,m and y defined by the experiment

(sk, pk)← KGen, m← DH(sk), (pk′, y′)← BH
(
sk,MDH

⊥ (m∥pk∥m), aux(sk,m)
)

where B(sk, y, a) := AH
(
sk, (SignH(sk, y), y), a

)
. We note that the random

choice of H is understood and left implicit. We recall that D and B make at
most qD and qB := qA + qS queries to the random oracle respectively. We
introduce the following additional random variables, implicitly defined by the
above experiment.

We denote by B the block number of m∥pk∥m and m∥pk′∥m. We denote by
B′ the block number of m∥pk′. We denote by mi the ith block of the message
m and by B′′ = |m |bl, that is m = m1∥ . . . ∥mB′′ .

We define

z′1 := MDH
⊥ (m∥pk) and z′i+1 := MDH

⊥ (m∥pk∥m1∥ . . . ∥mi) = H(mi, z
′
i)

for i = 1, . . . , B′′, with zB′′+1 = MDH
⊥ (m∥pk

′∥m) then. The zi’s thus form
the intermediate digests in the second part of the hash chain when computing
MDH

⊥ (m∥pk
′∥m); for illustration see Fig. 4.18a.

Finally, we let τ1, . . . , τL with L = qD + B + qB + B be the list of in-
puts to all the hash computations performed during the experiment, listed
in the performed order; see Fig. 4.18b. Hence, QD = {τ1, . . . , τqD} consists
of the hash queries made by D, QMD⊥(m∥pk∥m) = {τqD+1, . . . , τqD+B} consists
of the hash queries made by the challenger when computing MD⊥(m∥pk∥m),
QB = {τqD+B+1, . . . , τqD+B+qB} of the queries made by B, and the remain-
ing τℓ’s are the inputs to the hash computations done towards computing
MDH

⊥ (m∥pk
′∥m), in particular τqD+B+qB+B′+1 = (m1, z

′
1), τqD+B+qB+B′+2 =

(m2, z
′
2), etc. For any τℓ with ℓ ∈ [L], we write R(ℓ) for the right component of

τℓ, i.e., R(qD + qB +B + 1) = z′1, etc.

As explained, we are interested in upper-bounding the probability Pr[Σ] of
the event

Σ :=
[
MDH

⊥ (m∥pk
′∥m) = y′ ∧ pk′ ̸= pk

]
.

We do this by introducing a sequence of further events, Γ,Λ and ∆, with the

property that Pr[Σ] is close to Pr[Σ ∧ Γ ∧Λ ∧∆], assuming AdvHnSH

MD⊥ (D̄, Ā) is
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H

H

H

H

H

H

H

IV
m1

m2

m3

m1z′1

m2z′2

m3z′3

pk′

MD(m∥pk′∥m)

(a) The hash chain for
MD(m∥pk′∥m) with three
message blocks and one
pk′ block.

D

MD(m∥pk∥m)

B

MD(m∥pk′∥m)

H

τD1 = τ1

...
τDqD = τqD

τqD+1

τqD+B

...

τB1 = τqD+B+1

...
τBqB = τqD+B+qB

τqD+qB+1

...
τqD+qB+B

(b) Interaction between D,B, and the random or-
acle H, along with the queries made by the game
in the end when computing the MD hash for the
Sandwich BUFF transform.

Figure 4.18: Our notation for the proof of Lemma 4.32

small (for suitable choices of D̄ and Ā), and such that we can upper bound the
latter probability.

We start off avoiding some atypical behavior of H. Formally, we consider
the good event Γ := Γ1 ∧ Γ2 ∧ Γ3 with

Γ1 :=
[
∀ ℓ, ℓ′ ∈ [L] : H(τℓ) = H(τℓ′) ⇒ τℓ = τℓ′

]
Γ2 :=

[
∀ ℓ, ℓ′ ∈ [L] : H(τℓ) = R(ℓ′) ⇒ (∃ ℓ◦ < ℓ′ : τℓ = τℓ◦)

]
and

Γ3 :=
[
∀ ℓ ∈ [qD] : H(τℓ) ̸= IV

]
.

Informally, Γ1 states that there are no collisions for the points that H was
queried on, Γ2 states that a hash output does not “bump into” a previous hash
input, thus retroactively connecting hash chains, and lastly, Γ3 states that the
initialization vector is never a hash output (this will be helpful later on to
identify the start of a hash chain).
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Claim 4.33. It holds that Pr[Σ] ≤ Pr[Σ ∧ Γ] + qD/ | Y |+ 2L̄2/ | Y | .

Proof. It follows from the collision resistance bound and the zero-preimage
resistance bound that Pr[¬Γ1] ≤ L̄2/ | Y | and Pr[¬Γ3] ≤ qD/ | Y |. Also, we
immediately obtain Pr[¬Γ2] ≤ L̄2/ | Y |. Hence we have

Pr[¬Γ] ≤ qD/ | Y |+ 2L̄2/ | Y | , (4.24)

and thus Pr[Σ] ≤ Pr[Σ ∧ Γ] + Pr[¬Γ] ≤ Pr[Σ ∧ Γ] + qD/ | Y |+ 2L̄2/ | Y |.

Next, exploiting hide-and-seek, we argue that it is unlikely that B has
queried the entire MD hash chain for m∥pk′∥m and provides the correct output
y′ = MDH

⊥ (m∥pk
′∥m). Formally, we consider the event

Λ :=
[
∃ i ∈ [B′′] : (mi, z

′
i) ̸∈ QB

]
that B has not made a hash query to one of the high-order intermediate digests
z′i, together with the corresponding message block mi.

Claim 4.34. There exist hide-and-seek adversaries D̄, Ā such that

Pr[Σ ∧ Γ ∧ ¬Λ] ≤ qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) , (4.25)

where Ā makes at most qB and the value x chosen by D̄ preserves the entropy:

H∞(x | z,H) = H∞(m | H, sk, aux(sk,m)) .

Moreover, aux is polynomial-time computable and D,A are PPT, then so are
D̄ and Ā.

Simplified Proof. 16 We construct adversaries D̄ and Ā against hide and seek.
First, the adversary D̄ simulates the sNR game to D by sampling a key pair
(sk, pk)← KGen and giving sk to D. It forwards all queries and responses by D
to the random oracle and back. When D outputs a message m, the adversary
D̄ outputs x = m∥pk∥m and z = (sk, aux(sk,m)) as its output.

The adversary Ā takes as input the hash y and z = sk, aux(sk,m). It
parses z into sk and aux(sk,m) and runs B on sk, y, aux(sk,m). It forwards all
queries to H and their responses. Here, we observe that if Γ and Σ hold but Λ
does not hold, then Ā is able to restore the entire message m (and thus win the
corresponding hide-and-seek game against MD⊥ by recomputing m∥pk∥m), via
inspecting B’s queries to H and its output y′. Indeed, z′B′′+1 = y′ (by Σ), and
B has queried (mB′′ , z

′
B′′) such that H(mB′′ , z

′
B′′) = z′B′′+1 = y′ (by ¬Λ), and

(mB′′ , z
′
B′′) is unique with that property (by Γ1), and so Ā can find it. By the

same argument, Ā can then find (mB′′−1, z
′
B′′−1), (mB′′−2, z

′
B′′−2), . . . , (m1, z

′
1)

16This proof is simplified with the assumption that there is no padding and the messages
and keys line up with the blocks. For the unsimplified version see Appendix A.3.
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in the queries if it knows B′′, which is at most qB and can be guessed with
probability 1/qB.

Finally, in terms or computational efficiency, D̄ is PPT as long as D is PPT
and aux is polynomial-time computable. Also, if A is PPT, then B is PPT and
hence so is Ā.

It remains to to bound the success probability of the adversaries in the
case that Λ holds. For this purpose we define m0 to be the last block of pk′

in the sandwich, m−1 the second last block etc. and z′i for i = 0,−1,−2 . . .
accordingly. To this end, consider the events

∆ :=
[
∃ i ≥ − | pk |bl + 1 : (mi, z

′
i) ̸∈ QB ∪QD ∪QMD⊥(m∥pk∥m)

]
and

∆′k :=
[
∃ i ∈ [B′′] : τk = (mi, z

′
i) ̸∈ QB ∪QMD⊥(m∥pk∥m) ∪ {τk′}k′<k

]
for k ∈ {1, . . . , qD}. It is not too hard to see that ∆∨∆′1∨. . .∨∆′qD ⇐ Σ∧Λ∧Γ,
and thus by basic manipulations

Pr[Σ] = Pr[Σ ∧ Γ ∧ Λ] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[Σ ∧ ¬Γ]

≤ Pr[Σ ∧∆] +
∑
k

Pr[Σ ∧ Γ ∧∆′k] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[¬Γ] ,

where we already have bounds for the last two terms.

First, we argue that Pr[Σ ∧∆] is small. For that purpose, we introduce

∆i :=
[
i ≤ B′′ +

∣∣ pk′ ∣∣
bl
∧ (mB′′−i+1, z

′
B′′−i+1) ̸∈ QB ∪QD ∪QMD⊥(m∥pk∥m)

]
for i ∈ [B̄].17 Furthermore, we write ∆>i = ∆i+1 ∨ ∆i+1 ∨ . . . ∨ ∆B̄ . The
crucial observation now is that conditioned on ∆i, the hash value of z′B′′−i+2 =
H(mB′′−i+1, z

′
B′′−i+1) is uniformly random and independent of y′ (and of prior

hash queries etc.), which makes it unlikely for Σ to be satisfied. We formalize
this in Claim 4.35 below, and can then conclude that

Pr[Σ ∧∆]

≤
∑
i

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
=
∑
i

Pr
[
∆i ∧ ¬∆>i

]
· Pr

[
Σ
∣∣ ∆i ∧ ¬∆>i

]
≤
∑
i

Pr
[
∆i ∧ ¬∆>i

]
· B̄L̄

| Y |
≤ B̄L̄

| Y |
,

17We note that B′′ is a random variable (given that m may have variable size), and so the
condition i ≤ B′′ ensures (mB′′−i+1, z

′
B′′−i+1

) to be well defined, or else the event is not

satisfied.
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where it is understood that the sum is over all i ∈ [B̄] with Pr
[
∆i∧¬∆>i

]
> 0,

and where L̄ := qD+ B̄+ qB+ B̄; the last inequality follows by the disjointness
of ∆i ∧ ¬∆>i across i ∈ [B̄].

Claim 4.35. It holds for every i ∈ [B̄] with Pr[∆i ∧ ¬∆>i] > 0 that

Pr
[
Σ
∣∣ ∆i ∧ ¬∆>i

]
≤ (i− 1) · L̄

| Y |
+

1

| Y |
≤ B̄L̄

| Y |
,

where L̄ := qD + B̄ + qB + B̄.

Proof. We compute the probability

Pr
[
Σ
∣∣ ∆i ∧ ¬∆>i

]
≤ Pr

[
Σ ∧∆i−1∣∣∆i ∧ ¬∆>i

]
+ Pr

[
¬∆i−1∣∣∆i ∧ ¬∆>i

]
(∗)
≤ Pr

[
Σ
∣∣ ∆i−1 ∧∆i ∧ ¬∆>i

]
+

L̄

Y

≤ Pr[Σ ∧∆i−2|∆i−1 ∧∆i ∧ ¬∆>i] + Pr[¬∆i−2|∆i−1 ∧∆i ∧ ¬∆>i] +
L̄

Y

≤ Pr[Σ | ∆i−2 ∧∆i−1 ∧∆i ∧ ¬∆>i] + 2 · L̄
Y

≤ · · ·

≤ Pr
[
Σ
∣∣ ∆1 ∧ . . . ∧∆i ∧ ¬∆>i

]
+ (i− 1) · L̄

Y

≤ Pr
[
y′ = H(mB′′ , z

′
B′′)

∣∣ ∆1 ∧ . . . ∧∆i ∧ ¬∆>i
]
+ (i− 1) · L̄

Y
(∗∗)
≤ 1

| Y |
+ (i− 1) · L̄

| Y |
.

The statement (∗) follows the fact that ¬∆i−1 implies H(mB′′−i+1, z
′
B′′−i+1) ∈

{R(τ) | τ ∈ QB ∪ QD ∪ QMD⊥(m∥pk∥m)}, which only happens with probability
L̄/Y since H(mB′′−i+1, z

′
B′′−i+1) is uniform and independent of QB ∪ QD ∪

QMD⊥(m∥pk∥m) conditioned on ∆i ∧ ¬∆>i. For (∗∗) we used the same kind of
argument, exploiting that H(mB′′ , z

′
B′′) is uniformly random and independent

of y′ if (mB′′ , z
′
B′′) has not been queried yet.

In the above series of inequalities we assume the conditions always have
non-zero probability. Otherwise, the claim is trivial. In the case that i ≤ 2 the
claim follows directly from the last two rows.

Towards controlling Pr[Σ ∧ GD ∧ ∆′k], the obstacle is that D has made a
hash query to (mi, z

′
i) and can thus, potentially, make its output m dependent

on the hash (e.g., by choosing mi+1 := H(mi, z
′
i) then), and so H(mi, z

′
i) may

not be “freshly random” anymore.18 However, by our “sandwich structure” of

18Indeed, that is what our attack in Section 4.6.3 exploits.
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the hash computation, this is actually not possible. Indeed, since z′i is a point
in the second part of the hash chain, all the points in the first part of the chain,
i.e., z2 := H(m1, IV), z3 := H(m2, z2) up to zB′′+1 := H(mB′′ , zB′′), must be
determined already, and hence all of m as well, before D learns the hash of
(mi, z

′
i).

We bound the probability in the following claim.

Claim 4.36. Pr[Σ ∧ GD ∧∆′k] ≤ qD · r · B̄L̄/ | Y | .

Simplified Proof. 19 Formally, for a fixed choice of k, we consider the follow-
ing procedure to (try to) extract m from the first k queries made by D and
the replies to the first k − 1 of these queries: Start with the kth query τk
and look for a query within {τ1, . . . , τk − 1} that hashes into R(k), and then
continuing iteratively with that query, until no further such query exists. By
construction, this procedure finds n ≤ k and j1 < . . . < jn = k such that
H(τj1) = R(j2) , H(τj2) = R(j3), ...,H(τjn−1) = R(jn) . The procedure then
guesses a value B◦ ← [qD] for the message length. The output of the procedure
is then defined to be m̂ := (L(j1), . . . , L(jB◦)).

We note that Σ∧Γ∧∆′k implies that m is a prefix of L(j1)∥ . . . ∥L(jn), and
thus, as n ≤ qD, it holds that

Pr[m = m̂|Σ ∧ Γ ∧∆′k] ≥
1

qD
. (4.26)

Indeed, ∆′k implies that τk = (mi, z
′
i) for some i, and so R(k) = z′i = MDH

⊥ (m1∥
. . . ∥mB∥pk′∥m1∥ . . . ∥mi−1) = H(mi−1, z

′
i−1) = H(τqD + qB +B + i+ 1).Hence,

by Γ2, there exists jn−1 < k so that τjn−1 = (mi−1, z
′
i−1), and thusH(τjn−1) =

R(k). Furthermore, R(jn−1) = z′i−1 = MDH
⊥ (m1∥ . . . ∥mB∥pk′∥m1∥ . . . ∥mi−2),

and so by repeating the argument, the procedure extracts, in this reversed
order, mi,mi−1, . . . ,m1, pk,mB′′ , . . . ,m1, until τj1 = (m1, IV), which is when
the procedure stops (by Γ3).

Now we make the following “game hop”, by replacing the experiment

(sk, pk)← KGen, m← DH(sk), (pk′, y′)← BH
(
sk,MDH

⊥ (m∥pk∥m), aux(sk,m)
)
,

which defined all the above random variables and probabilities, by

(sk, pk)← KGen, m̂← D̂H(sk), (pk′, y′)← BH
(
sk,MDH

⊥ (m̂∥pk∥m̂), aux(sk, m̂)
)
,

where D̂ runs D, but then stops before sending the kth query to H and instead
tries to extract m by means of the above procedure from the prior queries.
Correspondingly, we denote its output by m̂. We stress that D̂ has now query

19We give a simplified proof here, for the full version see Appendix A.3.
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complexity qD̂ = k − 1. The crucial observation is that

Pr[Σ ∧∆′k ∧ m̂ = m] ≤ P̂r[Σ ∧∆]

where we use P̂r to denote probabilities in the new experiment. Indeed, in case
m̂ = m there is no difference in the new experiment, except that now D̂ stops
before doing the kth query, and so if ∆′k is satisfied in the original experiment
then ∆ is satisfied in the new one. Thus, we can recycle the bound from above.
Using the bound P̂r[Σ ∧∆] ≤ B̄L̄/ | Y | from Claim 4.35 (which holds for any
choice of D and thus also for D̂) we obtain using the above (4.26) that

Pr[Σ∧GD∧∆′k] ≤ qD ·Pr[Σ∧Γ∧∆′k ∧ m̂ = m] ≤ qD · P̂r[Σ∧∆] ≤ qDB̄L̄/ | Y | ,

which concludes the proof of Claim 4.36.

We wrap up the proof by adding up the probabilities

Pr[Σ] ≤Pr[Σ ∧∆] +

qD∑
k=1

Pr[Σ ∧ Γ ∧∆′k] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[¬Γ]

≤ B̄L̄

| Y |
+

q2D · r · B̄L̄

| Y |
+ qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) + qD + 2L̄2

| Y |

=qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D · r + 1) · B̄L̄+ qD + 2L̄2

| Y |

which shows the claimed bound.

4.7.3 Hide-and-Seek for Merkle-Damg̊ard

In this section, we provide a (classical) bound on the Hide-and-Seek property of
Merkle-Damg̊ard hash functions. For the purpose of using our bounds together
with Lemma 4.32, it is sufficient to consider the padding-free versions MDH

⊥ :
X≤B̄ → Y with a bounded number of (at most B̄) input blocks, where X =
{0, 1}r.

Theorem 4.37 (MDH
⊥ satisfies HnSH). Let D : {⊥} → X≤B̄ × Z and A :

Y × Z → X≤B̄ be HnSHMD⊥-adversaries satisfying (4.10) for some 0 < ϵ < 1,
where A makes q classical queries to H. Then for k := ⌈log | Z |+log(1/ϵ)⌉ we
have

AdvHnSH

MD⊥ (D,A) ≤ 2k(q + B̄)ϵ+ ϵ ≤ 3k(q + B̄)ϵ .

To prove the above statement, we recall Corollary 4.25, which reduces the
Hide-and-Seek security of any hash function F , to the probability of simulta-
neously finding preimages of multiple randomly chosen targets. Plugging in
F = MDH

⊥ , we then control the latter in Lemma 4.38 further below, which can
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be obtained from the observation that inverting MDH
⊥ necessarily inverts H at

the last round.

Corollary 4.25. Let F : X → Y be a fixed function, D : {⊥} → X × Z
and A be any Hide-and-Seek adversaries against F . Then for every (k, T ) ∈
Z>0 × R>0, for (x, z) ← D and for yu1 , . . . , y

u
k ← Y sampled uniformly and

independently, we have

Pr [x = A(F(x), z) ] ≤ T · guess(x | z) +
(
| Y |
T

)k

Pr
[
yui = F

(
A(yui , z)

)
∀i ∈ [k]

]
.

Lemma 4.38. Let AH be an oracle algorithm making at most q classical
queries to H. Then for yu1 , . . . , y

u
k ← Y sampled uniformly and independently,

we have

Pr
[
MDH

⊥
(
AH(yui )

)
= yui ∀i ∈ [k]

]
≤
(
k(q + B̄)/ | Y |

)k
.

Proof. For every i ∈ [k], let x′i∥x′′i := AH(yui ) where x′′i ∈ X . Then, with the
convention that MDH

⊥ (x
′
i) := IV if x′i = ⊥ is the empty string,

Pr
[
MDH

⊥
(
AH(yui )

)
= yui ∀i ∈ [k]

]
≤ Pr

[
H(x′′i ,MDH

⊥ (x
′
i)) = yui ∀i ∈ [k]

]
≤
(
k(q + B̄)/ | Y |

)k
,

where the second inequality is by Lemma 4.26.

We wrap up the proof of the Hide-and-Seek property for MDH
⊥ (Theo-

rem 4.37) below.

Proof of Theorem 4.37. Combining Corollary 4.25 (for F = MDH
⊥ with XF :=

X≤B and YF = Y) and Lemma 4.38 immediately gives us

AdvHnSH

MD⊥ (D,A) ≤ T · ϵ+ | Y |
k

T k
·
∑
z◦∈Z

Pr
[
MDH

⊥ (A(yui , z◦)) = yui ∀i ∈ [k]
]
,

≤ T · ϵ+ | Z | ·
(
k(q + B̄)

T

)k

(4.27)

for every k, T ∈ Z>0, where yu1 , . . . , y
u
k ← Yf are sampled uniformly and inde-

pendently. Plugging in T = 2k(q+ B̄) and k = ⌈log | Z |+ log(1/ϵ)⌉, the above
is then bounded by

≤ 2k(q + B̄)ϵ+ | Z | · 2−k ≤ 2k(q + B̄)ϵ+ ϵ ,

which concludes the proof.
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4.8 Positive Results with Computational En-
tropy

Here, we consider the computational variant of sNRH,⊥, where we restrict
DH ,AH and aux to be PPT (oracle) algorithms. Furthermore, the entropy
requirement (4.9) is replaced by

HILLH∞
(sk,pk)←KGenH

m←DH (sk)

(m | sk, aux(sk,m)) ≥ ω(log λ) , (4.28)

and we then naturally demand that the game sNRH,⊥ can be won with negli-
gible probability negl(λ) only.

Remark 4.39. Interestingly, and maybe somewhat surprisingly, in the com-
putational setting sNRH,⊥ does not imply NRH,⊥, in contrast to the statisti-
cal setting, as explained in Section 4.5.1. Indeed, in Section 4.4.4 we showed
that the BUFF transform BUFF[S, H] does in general not satisfy NRH,⊥ in the
computational setting, while below we show that it does satisfy sNRH,⊥. See
Remark 4.21 for why our proof does not carry over to NRH,⊥. We suspect that
the two notions are incomparable in the computational setting.

4.8.1 BUFF via RO is sNR, Computationally

We get the following positive result on the computational sNRH,⊥ security of
the BUFF transform BUFF[S, H] when using a random oracle H.

Theorem 4.40. Let S = (KGen,SignH ,VrfyH) be a signature scheme in ROM,
where KGen makes no query to H, and let BUFF[S, H] be the signature scheme
obtained by applying the BUFF transform that uses H. Then for every PPT
hint function aux, and for any PPT adversaries DH ,AH against sNRH,⊥

BUFF[S,H]

that satisfy (4.28), we have

AdvsNRH,⊥

BUFF[S,H](D,A, aux) ≤ negl(λ) .

In spirit, we can recycle Lemma 4.20 to reduce the computational variant
of sNRH,⊥ to the computational variant of Hide-and-Seek, and then we show
in Lemma Lemma 4.41 that the latter is hard as well, which follows rather
directly from the statistical hardness and the definition of the HILL entropy.

Proof. Take (D̄, Ā) as in Lemma 4.20, for which

AdvsNRH,⊥

BUFF[S,H] ≤ poly(λ) ·AdvHnSH

(D̄, Ā) + negl(λ) ,

where we exploit that the numbers of queries made by Sign, D, and A are
bounded by their (polynomial) running times, respectively, and that the addi-
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tive term qKϵ in (4.13) vanishes due to the assumption that KGen makes no
query to H. Hence it suffices to control the HnSH advantage of (D̄, Ā).

Towards this end, we first note that, by inspecting the construction of D̄
with x = (pk,m) and z = (sk, aux(sk,m)), the HILL entropy variant of (4.11)
follows:

HILLH∞
(x,z)←D̄H

(x | z) ≥ k(λ) ⇐⇒ HILLH∞
(sk,pk)←KGenH

m←DH (sk)

(m | sk, aux(sk,m)) ≥ k(λ) ,

where the equivalence is due to the public key pk being efficiently derivable
from its corresponding secret key sk, and so (4.14) also holds for the HILL
entropy. Combining the above with (4.28), we obtain

HILLH∞
(x,z)←D̄H

(x | z) ≥ ω(log λ) .

Moreover, by Lemma 4.20, D̄ : {⊥} → X ×Z with Z = SK ×AUX . Hence

log |Z| = log |SK|+ log |AUX | ≤ poly(λ)

due to both KGen and aux being poly-time. Finally, Lemma 4.20 ensures that Ā
is PPT whenever A is, which is satisfied by assumption. Thus, the assumptions
for Lemma 4.41 below (the hardness of Hide-and-Seek in the computational
setting) are all satisfied, and so

AdvHnSH

(D̄, Ā) ≤ negl(λ) ,

which concludes the proof.

The following provided the computational hardness of Hide-and-Seek.

Lemma 4.41. Let DH : {⊥} → X × Z and AH : Y × Z → X be adversaries
against HnSH , with A being PPT, log |Z| < poly(λ), and

HILLH∞
(x,z)←DH

(x | z) ≥ ω(log λ) .

Then AdvHnSH

(D,A) ≤ negl(λ).

Proof. Let (x, z)← DH . Via the entropy condition, there is an (H-dependent)
random variable x∗ ∈ X such that guess(x∗ | H, z) ≤ negl(λ) and moreover
(x∗, z) and (x, z) are computationally indistinguishable. Without loss of gener-
ality, we may assume (x∗, z) is sampled via a (possibly unbounded) hider D∗H .
Now, inspect the displayed games HnSH(D,A) and HnSH(D∗,A) below.
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HnSH(D,A)
1: (x, z)← DH

2: return x = AH(H(x), z)

HnSH(D∗,A):
1: (x∗, z)← D∗H
2: return x∗ = AH(H(x∗), z)

By the computational indistinguishability, it follows that

|AdvHnSH

(D,A)−AdvHnSH

(D∗,A)| ≤ negl(λ) .

Finally, we can apply Theorem 4.22 to the HnSH adversaries D∗ and A, which
satisfy the statistical entropy condition, and so we have AdvHnS(D∗,A) ≤
negl(λ). This concludes the proof.

Remark 4.42. Interestingly, towards proving sNRH,⊥ of the BUFF transform
in the statistical setting, as we did earlier in the thesis, it would have been
sufficient to show that the random oracle satisfies (the statistical variant of)
HnS for a query bounded hider D. However, for the above line of reasoning in
the computational setting, it is essential that Theorem 4.22 holds for a query
unbounded hider; indeed, above, x∗ may be arbitrarily dependent on H, and so
might not be producible by a query bounded hider D∗.

4.8.2 Sandwich BUFF via MD is sNR, Computationally

We obtain a similar positive result on the computational sNRH,⊥ security of the
Sandwich BUFF sBUFF[S,MD] when using a Merkle-Damg̊ard hash function.
Recall that, we denote by MDH : {0, 1}∗ → Y the Merkle-Damg̊ard hash
function that is allowed to query a random oracle H : X × Y → Y as its
round function, where X = {0, 1}r and Y = {0, 1}nf satisfy ω(log λ) ≤ r, nf ≤
poly(λ).

Theorem 4.43. Let S = (KGen,SignH ,VrfyH) be a signature scheme in ROM,
where KGen makes no query to H, and let sBUFF[S,MD] be the signature
scheme obtained by applying the Sandwich BUFF that uses MDH . Then for
every PPT hint function aux, and sNRH,⊥ adversaries D and A that satisfy
(4.28), we have

AdvsNRH,⊥

sBUFF[S,MD](D,A, aux) ≤ negl(λ) .

Similarly, once we have Lemma 4.32 and Theorem 4.37, the proof follows line
by line as that of Theorem 4.40. Indeed, the reductions in Lemma 4.32 carry
the HILL entropy from the sNRH,⊥ game to the HnSHMD game, and the proven
Hide-and-Seek property in Theorem 4.37 carries over to the computational
setting.

Proof of Theorem 4.43. Since D,A runs in polynomial-time, for (sk, pk) ←
KGen and m ← DO(sk) the message length |m | ≤ poly(λ) is polynomially
bounded. Also we assume (up to a negligible security loss) that m is always
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non-empty via (4.28). Hence we consider the domain of MD only consists of
non-empty bit strings that are at most B̄ blocks long, for some B̄ ≤ poly(λ).

Let D̄ and Ā be the PPT algorithms as specified in Lemma 4.32, so that

AdvsNRH,⊥

sBUFF[S,MD](D,A, aux)

≤ 2qB·r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D·r + 1) · B̄L̄+ qD + 2L̄2

| Y |
.

≤ poly(λ) ·AdvHnSH

MD⊥ (D̄, Ā) + negl(λ) (4.29)

where parameters L̄, qB, k are as specified in the lemma, and the last inequality
exploits the fact that r, c, B̄, L̄, qB, qD, qA, qS ≤ poly(λ) and that | Y | ≥ λω(1).
Moreover by inspecting the construction of D̄ it follows that

HILLH∞
(x,z)←D̄O

≥ k(λ) ⇐⇒ HILLH∞(m | sk, aux(sk,m)) ≥ k(λ) .

Combining the above with (4.28), we thus have

HILLH∞
(x,z)←D̄H

(x | z) ≥ λω(1) ,

which implies the existence of an H-dependent random variable x∗ for (x, z)←
DH such that

HILL∞(x∗ | z,H) ≥ ω(log λ) ,

and yet (x∗, z) and (x, z) are computationally indistinguishable for oracle al-
gorithms querying H. Without loss of generality, let D∗ be the Hide-and-Seek
seeker that samples x∗, and note that the seeker Ā is PPT and makes only
polynomially many queries to H. Hence,

AdvHnSH

MD⊥ (D̄, Ā) ≤ AdvHnSH

MD⊥ (D∗, Ā) + negl(λ) ≤ negl(λ) ,

where the first inequality follows from the indistinguishability between (x∗, z)
and (x, z), and the last inequality follows from Theorem 4.37 respectively in the
Merkle-Damg̊ard and the Sponge case. Putting things together, we conclude
the proof.
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Chapter 5

KEM Combiners via
Split-key PRFs

5.1 Introduction

In the upcoming transition to post-quantum secure cryptographic standards,
combiners play an important role. A combiner can be used to compile several
cryptographic schemes into a new, hybrid scheme, which offers the same (or a
similar) functionality, and so that the new scheme is secure as long as at least
one of the original schemes is secure. For example, combining a well-established
but quantum-insecure scheme with a believed-to-be quantum-secure (but less
well studied) scheme then offers the best of both worlds: it offers security
against quantum attacks, should there really be a quantum computer in the
future, but it also offers some protection in case the latter scheme turns out
to be insecure (or less secure than expected) even against classical attacks. In
other words, using a combiner in this context ensures that we are not making
things less secure by trying to aim for quantum security.

In [GHP18], Giacon, Heuer, and Poettering proposed a family of KEM
combiners that works as follows. To produce the combined ciphertext C :=
(c1, . . . , cn), one concatenates all component ciphertexts c1, . . . , cn produced
by the component KEMs, and to produce the combined session key K :=
F (k1, . . . , kn, C), one feeds the component session keys k1, . . . , kn and C into
a key-derivation function F . They then show that instantiating F with a
split-key pseudorandom function (skPRF) would preserve the standard IND-
CCA security as a KEM combiner. Roughly speaking, an skPRF is a function
F (k1, . . . , kn, x) with multiple keys k1, . . . , kn that behaves like a PRF if at
least one of the keys ki is kept secret.

1 A particularly efficient skPRF proposed

1For technical reasons, one typically restricts the PRF attacker from querying F with the
same input x twice.
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by [GHP18] is
F (k1, . . . , kn, x) := H(g(k1, . . . , kn), x) ,

where H is a cryptographic hash function, and where we assume g(k1, . . . , kn)
has high min-entropy as long as one of the keys ki is freshly chosen. The
classical security of this skPRF has been proven in the ROM (i.e. modelling H
as a random oracle) considering classical attackers, which implies the classical
security of the aforementioned KEM combiner.

5.1.1 Our Contributions

Given its relevance for constructing hybrid schemes from both pre-quantum
and post-quantum schemes, the post-quantum security of F , and hence that of
the corresponding KEM combiner, has remained an important open question
prior to our work [DFH22], on which this chapter is based.

Quantum security of a skPRF. In Section 5.4, we close this gap via show-
ing that F is a secure skPRF, considering quantum attackers as well. More
specifically, we show that for every attacker A making at most qH queries to
H and qF queries to F (with one of the keys ki sampled and kept secret at
the beginning), A cannot distinguish F from a truly random function R chosen
independently of H, with the following concrete bound on the advantage

AdvskPRF
F (A) :=

∣∣Pr [ 1← AF,H
]
− Pr

[
1← AR,H

] ∣∣ ≤ 4
√
2q2F qHϵ+4

√
2q2HqF ϵ ,

where ϵ is a parameter close to zero, depending on the function g. This confirms
the quantum security of F as an skPRF. Consequently, the corresponding KEM
combiner as described above and in [GHP18] is also secure against quantum
attackers.

By default, such an attacker A can then choose adaptively, i.e., depending
on answers to previous queries, at what point to query which oracle. This is
in contrast to a static A that has a predefined order of when it queries which
oracle.2 In certain cases, proving security for a static attacker is easier than
proving security for a full fledged adaptive attacker, or taking care of adaptivity
(naively) results in an unnecessary blow-up in the error term (see later).

Our security proof crucially exploits a generic compiler that we introduce
in Section 5.3 to reduce every such adaptive attacker to a static one. Namely,
in spirit, our security proof is a typical hybrid proof, where we replace, one
by one, the queries to F by queries to R; however, the crux is that for each
hybrid, corresponding to a particular function query that is to be replaced, the
closeness of the current to the previous hybrid depends on the number of hash
queries between the current and the previously replaced function query. In case

2In either case, we allow A to decide adaptively what input to query, when having decided
(adaptively or statically) on which oracle to query.
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of an adaptive A, each such “window” of hash queries between two function
queries could be as large as the total number of hash queries in the worst
case, giving rise to a huge multiplicative blow-up when using this naive bound.
Instead, for a static A, each such window is bounded by a fixed number, with
the sum of these numbers being the total number of hash queries.

By means of our compiler, we can turn the possibly adaptive A into a static
one (almost) for free, and this way avoid an unnecessary blow-up, respectively
bypassing additional complications that arise by trying to avoid this blow-up
by other means.

Our adaptive-to-static compiler. More generally, we now consider the
attackers given query access to n oracles O1, . . . ,On. In light of the above, it
is desirable to have a generic compiler that transforms any adaptive attacker
A into a static attacker Ā that is equally successful in the attack. And there is
actually a simple, naive solution for that. Indeed, let A be an arbitrary oracle
algorithm that makes adaptive queries to n oracles O1, . . . ,On, and consider
the static oracle algorithm Ā defined as follows: Ā simply runs A, and at every
point in time when A makes a query to one of O1, . . . ,On (but due to the
adaptivity it will only become clear at the time of the query which Oi is to
be queried then), the algorithm Ā makes n queries, one to every Oi, and it
relays A’s query to the right oracle, while making dummy queries to the other
oracles.

At first glance, this simple solution is not too bad. It certainly transforms
any adaptive A into a static Ā that will be equally successful, and the blow-up
in the total query complexity is a factor n only, which is mild given that the
typical case is n = 2. However, it turns out that in many situations, considering
the blow-up in the total query complexity is not good enough.

For example, consider the case of an attacker against a public-key encryp-
tion scheme in the random oracle model. In this example, it is typically as-
sumed that A may make many more queries to the random oracle than to the
decryption oracle, i.e., qH ≫ qD, where qH and qD are the numbers of queries
to the two different oracles respectively. But then, applying the above simple
compiler, Ā makes the same number of queries to the random oracle and to the
decryption oracle; namely q̄H = q̄D = qH + qD. Furthermore, the actual figure
of merit, namely the advantage of an attacker Ā, is typically not (bounded by)
a function of the total query complexity, but a function of the two respective
query complexities qH and qD individually. For example, if one can show that
the advantage of any static attacker Ā with respective query complexities q̄H
and q̄D is bounded by, say, q̄H q̄2Dϵ (for some small ϵ), then the above compiler
gives a bound on the advantage of any adaptive attacker A with respective
query complexities qH and qD of q3Hϵ + 2q2HqDϵ + qHq2Dϵ + q3Dϵ. If qH ≫ qD
then this is significantly worse than ≈ qHq2Dϵ, which one might hope for given
the bound for static Ā.
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Our contribution in Section 5.3, is a compiler that transforms any adaptive
oracle algorithm A that makes at most qi queries to oracle Oi for i = 1, . . . , n
into a static oracle algorithm Ā that makes at most q̄i = nqi queries to oracle
Oi for i = 1, . . . , n. Thus, rather than controlling the blow-up in the total
number of queries, we can control the blow-up in the number of queries for each
oracle individually, yet still with the same factor n. Our result applies for any
vector q = (q1, . . . , qn) ∈ Zn

≥0 and contains no hidden constants. Our compiler
naturally depends on q (or, alternatively, needs q as input) but otherwise only
requires straight-line black-box access to A, and it preserves efficiency: the run
time of Ā is polynomial in Q = q1 + · · · + qn, plus the time needed to run
A. Furthermore, the compiler is applicable to any classical or quantum oracle
algorithm A, where in the latter case the queries to the oracles O1, . . . ,On

may be classical or quantum as well; however, the choice of the oracle for each
query is assumed to be classical (so that individual query complexities are well
defined).

In the above made-up example of a public-key encryption scheme with ad-
vantage bounded by q̄H q̄2Dϵ for any static Ā with respective query complexities
q̄H and q̄D, we now get the bound 8qHq2Dϵ for any adaptive A with respective
query complexities qH and qD.

Besides applying our adaptive-to-static compiler in the main contribution
(i.e. for analyzing the skPRFs), we show the usefulness of our adaptive-to-
static compiler in Section 5.3.4 by discussing two additional example results
from the literature. One is the security proof by Alkim et al. [ABB+17] of the
qTESLA signature scheme [ABB+20] in the quantum random oracle model;
the other is the recent work by Alagic, Bai, Katz and Majenz [ABKM22] on
the quantum security of the famous Even-Mansour cipher. In both these works,
the adaptivity of the attacker was a serious obstacle and caused a significant
overhead and additional complications in the proof. With our results, these
complications could have been avoided without sacrificing much in the security
loss (as would be the case with using a naive compiler).

Interestingly, all three example applications are in the realm of quantum
security (of a classical scheme). This seems to suggest that the kind of adaptiv-
ity we consider here is not so much of a hurdle in the case of classical queries.
Indeed, in that case, a typical argument works by inspecting the entire query
transcript and identifying an event with the property that conditioned on this
event, whatever needs to be shown holds with certainty, and then it remains
to show that this event is very likely to occur. In the case of quantum queries,
this kind of reasoning does not apply since one cannot “inspect” the query
transcript anymore; instead, one then typically resorts to some sort of hybrid
argument where queries are replaced one-by-one, and then adaptivity of the
queries may—and sometimes does, as we discuss— form a serious obstacle.
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5.2 Preliminaries

We consider oracle algorithms AO1,...,On that make queries to (possibly unspec-
ified) oracles O1, . . . ,On, see Fig. 5.1 (left). Sometimes, and in particular when
the oracles are not specified, we just write A and leave it implicit that A makes
oracle calls. We allow A to be classical or quantum, and in the latter case we
may also allow the queries (to some of the oracles) to be quantum; however,
the choice of which oracle is queried is always classical. For the purpose of
our work, we may assume A to have no input; any potential input could be
hardwired into A. For a vector q = (q1, . . . , qn) ∈ Z

n
≥0, we say that A is a

q-query oracle algorithm if it makes at most qi queries to the oracle Oi.
In general, such an oracle algorithm A may decide adaptively which oracle

to query at what step, dependent on previous oracle responses. In contrast to
this, a static oracle algorithm has an arbitrary but pre-defined order in querying
the oracles.

Our goal will be to transform any adaptive oracle algorithm A into a static
oracle algorithm Ā that is functionally equivalent, while keeping the blow-up
in query complexity for each individual oracle, i.e., the blow-up for each indi-
vidual qi, small. By functionally equivalent (for certain oracle instantiations)
we mean the respective executions of AO1,...,On and ĀO1,...,On give rise to the
same output distribution for all (the considered) instantiations O1, . . . , On of
the oracles O1, . . . ,On. In case of quantum oracle algorithms, we require the
output state to be the same.

For this purpose, we declare that an interactive oracle algorithm B is an
interactive algorithm with two distinct interaction interfaces, one for the in-
teraction with A (we call this the simulation interface), and one for the oracle
queries (we call this the oracle interface), see Fig. 5.1 (middle). For any oracle
algorithm A, we then denote by B[A] the oracle algorithm that is obtained by
composing A and B in the obvious way. In other words, B[A] runs A and an-
swers all of A’s oracle queries using its simulation interface; furthermore, B[A]
outputs whatever A outputs at the end of this run of A, see Fig. 5.1 (right).3

In contrast to A (where, for our purpose, any input could be hardwired), we
explicitly allow an interactive oracle algorithm B to obtain an input. Indeed,
our transformation, which turns any adaptive oracle algorithm A into a static
oracle algorithm Ā, needs to “know” q, i.e., the number of queries A makes to
the different oracles. Thus, this will be provided in the form of an input to B;
for reasons to be clear, it be provided in unary, i.e., as 1q := (1q1 , . . . , 1qn).

We stress that we do not put any computational restriction on the oracle
algorithms A (beyond bounding the queries to the individual oracles); however,
we do want our transformation to preserve efficiency. Therefore, we say that

3Note, we silently assume consistency between A and B, i.e. A should send a message when
B expects one and the format of these messages should match the format of the messages that
B expects (and vice versa), so that the above composition makes sense. Should B encounter
some inconsistency, it will abort.
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A ...
... B...

... A ...
... B ...

...

B[A]

...
...

Figure 5.1: An oracle algorithmA (left), an interactive oracle algorithm B (mid-
dle), and the oracle algorithm B[A] obtained by composing A and B (right).

an interactive oracle algorithm B is polynomial-time if the number of local
computation steps it performs is bounded to be polynomial in its input size,
and where we declare that copying an incoming message on the simulation
interface to an outgoing message on the oracle interface, and vice versa, is unit
cost (irrespectively of the size of the message). By providing q in unary, we
thus ensure that B is polynomial-time in q1 + · · ·+ qn.

5.3 A Generic Adaptive-to-static Compiler

5.3.1 Our Result

Let n be an arbitrary positive integer. We present here a generic adaptive-to-
static compiler B that, on input a vector q ∈ Zn

≥0, turns any adaptive q-query

oracle algorithm AO1,...,On into a static nq-query algorithm.

Theorem 5.1. There exists a polynomial-time interactive oracle algorithm
B, such that for any q ∈ Z

n
≥0 and any adaptive q-query oracle algorithm

AO1,...,On , the oracle algorithm B[A](1q) is a static nq-query oracle algorithm
that is functionally equivalent to A for all stateless instantiations of the oracles
O1, . . . ,On.

Remark 5.2. As phrased, Theorem 5.1 applies to oracle algorithms A that
have no input. This is merely for simplicity. In case of an oracle algorithm A
that takes an input, we can simply apply the statement to the algorithm A(x)
that has the input x hardwired, and so argue that Theorem 5.1 also applies in
that case.

Remark 5.3. B[A] is guaranteed to behave the same way as A for stateless
(instantiations of the) oracles only. This is become most of the queries that
B[A] makes are actually dummy queries (i.e., queries on a default input and
with the response ignored), which have no effect in case of stateless oracles,

122



Chapter 5. KEM Combiners via Split-key PRFs

but may mess up things in case of stateful oracles. Theorem 5.1 extends to
arbitrary stateful oracles if we allow B[A] to skip queries instead of making
dummy queries (but the skipped queries would still count towards the query
complexity).

Given the vector q = (q1, . . . , qn) ∈ Zn
≥0, the core of the problem is to find

a fixed sequence of Oi’s in which each individual Oi occurs at most nqi times,
and so that every sequence of Oi’s that contains each individual Oi at most qi
times can be embedded into the former. We consider and solve this abstract
problem in the following section, and then we wrap up the proof of Theorem 5.1
in Section 5.3.3.

5.3.2 The Technical Core

Let Σ be an non-empty finite set of cardinality n. We refer to Σ as the alphabet.
As is common, Σ∗ denotes the set of finite strings over the alphabet Σ. In other
words, the elements of Σ∗ are the strings/sequences s = (s1, . . . , sℓ) ∈ Σℓ with
arbitrary ℓ ∈ Z≥0 (including ℓ = 0).

Following standard terminology, for s = (s1, . . . , sℓ) and s′ = (s′1, . . . , s
′
m)

in Σ∗, the concatenation of s and s′ is the string s∥s′ = (s1, . . . , sℓ, s
′
1, . . . , s

′
m),

and s′ is a subsequence of s, denoted s′ ⊑ s if there exist integers 1 ≤ j1 <
. . . < jm ≤ ℓ with (sj1 , . . . , sjm) = (s′1, . . . , s

′
m). Such an integer sequence

(j1, . . . , jm) is then called an embedding of s′ into s.4

Finally, for a function q : Σ → Z≥0, σ 7→ qσ, we say that s = (s1, . . . , sℓ) ∈
Σ∗ has characteristic (at most) q if | {i s.t. si = σ} | = qσ (≤ qσ) for any σ ∈ Σ.

Lemma 5.4 (Embedding Lemma). Let Σ be an alphabet of size n, and let
q : Σ → Z≥0, σ 7→ qσ. Then, there exists a string s ∈ Σ∗ with characteristic
n · q : σ 7→ n · qσ such that any string s′ ∈ Σ∗ with characteristic at most q is a
subsequence of s, i.e., s′ ⊑ s.

The idea of the construction of the sequence s is quite simple: First, we
evenly distribute n · qσ copies of σ within the interval (0, n] by “attaching”
one copy of σ to every point in (0, n] that is an integer multiple of 1/qσ (see
Fig. 5.2). Note that it may happen that different symbols are “attached” to
the same point. Then, we walk along the interval from 0 and n and, one by
one, collect the symbols we encounter in order to build up s′ from left to right;
in case we encounter a point with multiple symbols “attached” to it, we collect
them in an arbitrary order.

It is then not too hard to convince yourself that this s indeed satisfies the
claim. Namely, for any s′ = (s′1, . . . , s

′
m) as considered, we can again walk

along the interval from 0 and n, and we will then encounter all the symbols

4We use string and sequence interchangeably; however, following standard terminology,
there is a difference between a substring and subsequence: namely, a substring is a subse-
quence that admits an embedding with ji+1 = ji + 1.
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0

{σ1}

1/qσ1

{σ2}

1/qσ2

{σ1}

2/qσ1

{σ1, σ2}

3/qσ1 = 2/qσ2
. . .

. . .

Figure 5.2: Constructing the string s by distributing the different symbols
evenly within the interval (0, n] (here with 3/qσ1

= 2/qσ2
), and then collecting

them from left to right.

of s′, one by one: we will encounter the symbol s′1 within the walk from 0 to
1/qs′1 , the symbol s′2 then within the walk from 1/qs′1 to 1/qs′1 + 1/qs′2 , etc.

5

Putting this idea into a formal proof is somewhat tedious, but in the end not
too difficult. In order to formalize things properly, we generalize the standard
notion of a sequence s ∈ Σ∗ in a way that allows us to talk about “attaching”
a symbol to a point on R, etc., in a rigorous way. Formally, we define a line
sequence to be an arbitrary finite (possibly empty) subset S ⊆ R× Σ, i.e.,

S = {(t1, s1), . . . , (tℓ, sℓ)} ∈ P<∞(R×Σ) ,

where w.l.o.g. we will always assume that t1 ≤ . . . ≤ tℓ. We may think of the
symbol si to “occur at the time” ti.

6 For a subset T ⊂ R, the set P<∞(T×Σ)
then obviously denotes the set of line sequences with t1, . . . , tℓ ∈ T .

Assuming that the alphabet Σ is equipped with a total order ≤, any line
sequence S = {(t1, s1), . . . , (tℓ, sℓ)} is naturally associated with the ordinary
sequence

π(S) := (s1, . . . , sℓ) ∈ Σ∗ ,

which is uniquely determined by the convention t1 ≤ . . . ≤ tℓ and insisting on
si ≤ sj whenever ti = tj for i < j.

This projection π : P<∞(R×Σ) → Σ∗ preserves the characteristic of the
sequence, i.e., if s = (s1, . . . , sℓ) = π(S) then

| {t s.t. (t, σ) ∈ S} | = | {i s.t. si = σ} | (5.1)

for any σ ∈ Σ. Furthermore, for T, T ′ ⊂ R with T < T ′ point-wise, and for
S ∈ P<∞(T ×Σ) and S′ ∈ P<∞(T ′×Σ), it is easy to see that π(S ∪ S′) =
π(S)∥π(S′) , from which it then follows that for ordinary sequences s, s′ ∈ Σ∗

s ⊑ π(S) ∧ s′ ⊑ π(S′) =⇒ s∥s′ ⊑ π(S)∥π(S′) = π(S ∪ S′) . (5.2)

A final, simple observation, which follows directly from the definitions, is that

5To avoid the obvious issue of division by zero, we assume without loss of generality that
each qσ > 0.

6Note that we allow ti = tj for i ̸= j while the definition prohibits (ti, si) = (tj , sj). If
desired, one could allow the latter by letting S be a multi-set, but this is not necessary for
us.
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for σ ∈ Σ, i.e. a sequence of length m = 1, σ ⊑ π(S) holds if and only if there
exists a time t ∈ R such that (t, σ) ∈ S.

Proof of Lemma 5.4. For any symbol σ ∈ Σ let Sσ be a line sequence

Sσ :=
{

1
qσ
, ..., nqσ

qσ

}
× {σ} ∈ P<∞((0, n]×Σ) ,

and set S :=
⋃

σ∈Σ Sσ. We will show that s := π(S) is as claimed.
The claim on the characteristic of s follows from the preservation of the

characteristic under π, i.e. (5.1), and from | {t s.t. (t, σ) ∈ S} | = |Sσ | = n · qσ,
which holds by construction of S.

Let s′ = (s′1, . . . , s
′
m) ∈ Σ∗ be arbitrary with characteristic bounded by q.

We consider the times τj := 1/qs′1 + · · ·+ 1/qs′j for j ∈ {1, . . . ,m}, and we let
Tj be the interval

Tj :=
(
τj−1, τj

]
=
(
τj−1, τj−1+

1
q′j

]
⊂ R ,

and decompose S = S1∪ . . .∪Sm with Sj := S ∩ (Tj×Σ) ∈ P<∞(Tj×Σ). Here,
we exploit that

τm =
∑
σ∈Σ

| {i s.t. s′i = σ} |
qσ

≤
∑
σ∈Σ

qσ
qσ

= n ,

and so the Sj ’s indeed cover all of S ∈ P<∞((0, n]×Σ). Given that the interval
Tj ⊂ (0, n] has size 1/qs′j , there exists a time tj ∈ Tj ∩

{
1
qσ
, ..., nqσ

qσ

}
. But then,

(tj , s
′
j) ∈ Sj by construction of S, and therefore s′j ⊑ π(Sj). Finally, since

Tj−1 < Tj , property (5.2) implies that

s′ = s′1∥ · · · ∥s′m ⊑ π(S1 ∪ . . . ∪ Sm) = s

which was to be shown.

While Lemma 5.4 above settles the existence question, the following two
observations settle the corresponding efficiency questions. For concreteness, we
assume Σ = {1, . . . , n} below, and thus can identify the function q : Σ→ Z≥0,
σ 7→ qσ with the vector q = (q1, . . . , qn).

First, we observe that the line sequence S defined in the proof above, as well
as its projection s = π(S), can be computed in polynomial time in q1+ · · ·+qn;
thus, we have the following.

Lemma 5.5. There exists a polynomial-time algorithm that, on input 1q, com-
putes a string s ∈ Σ∗ as specified in the proof of Lemma 5.4.

Furthermore, for any s′ ∈ Σ∗ with characteristic at most q, for which we
then know by Lemma 5.4 that s′ can be embedded into s, the following ensures
that this embedding can be computed efficiently and on the fly.
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Lemma 5.6. There exists a polynomial-time algorithm E such that for every
string s ∈ Σ∗ and every subsequence s′ = (s′1, . . . , s

′
m) ⊑ s, the following holds.

Computing inductively ji ← E(s, s′i, ji−1) for every i ∈ [m], where j0 := 0,
results in an increasing sequence j1 < · · · < jm with

s′ = (sj1 , . . . , sjm) .

The algorithm E simply follows the obvious greedy strategy: for each s′i it
looks for the next ji for which s′i = sji . More formally:

Proof. The algorithm E(s, s′i, ji−1) computes

ji := min {k ∈ Z>0 | ji−1 < k ≤ m, sk = s′i} . (5.3)

It can be easily shown that the minimum is well-defined, i.e. taken over a
non-empty set for each i by the assumption that s′ is a subsequence of s, and
thus by construction, every ji is such that s′i = sji while keeping j1 < · · · < jn
increasing. This concludes the proof.

5.3.3 Wrapping up the Proof of Theorem 5.1

The claimed interactive oracle algorithm B now works in the obvious way.
On input q (provided in unary) and for any A, B[A] will make static oracle
queries to Os1 ,Os2 , . . . ,OsnQ

, where s = (s1, . . . , snQ) ∈ {1, . . . , n}∗ is the
string promised to exist by Lemma 5.4, with Q = q1 + · · · + qn. In more
detail, it first computes s using the algorithm from Lemma 5.5. Then, for
the ith oracle query that B receives from A (starting with i = 1), and which
consists of the identifier s′i ∈ {1, . . . , n} of which oracle to query now and of the
actual input to the oracle Os′i

, the algorithm B does the following: it computes
ji ← E(s, s′i, ji−1) using the algorithm from Lemma 5.6, makes dummy queries
to Osji−1+1 , . . . ,Osji−1 , and forwards A’s query input to Osji

= Os′i
. The fact

that (j1, . . . , jQ) computed this way forms an embedding of s′ = (s′1, . . . , s
′
Q)

into s ensures that B is able to forward all the queries that A makes to the
right oracle, and so A will produce its output as in an ordinary run with direct
adaptive access to the oracles.

5.3.4 Applications

To demonstrate the usefulness of our adaptive-to-static compiler, we briefly
discuss three results from the literature. For two of them, the adaptivity of
the attacker was explicitly declared as an obstacle in the security proof, and
dealing with it complicated the proof substantially. These complications could
be avoided/removed by means of our adaptive-to-static compiler. For the third
one, we can immediately strengthen one of the results, which is restricted to
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hold for static multi-oracle adversaries, by dropping this restriction via our
compiler.

Quantum security of qTESLA. Our first application is in the context of
qTESLA [ABB+20], which is a signature scheme that made it into the second
round of the NIST post-quantum competition. Its security is based on the
Ring-LWE problem, to which the authors of [ABB+17] give a reduction in the
quantum random oracle model (QROM).7 In the reduction, which starts from
the security notion of Unforgeability under Chosen Message Attack (UF-CMA),
the adversary can query a random oracle H as well as a signing oracle, where
the order of oracle queries may be adaptive.

The reduction strategy of [ABB+17] applies only to a static adversary, with
a fixed query pattern. Thus, the authors first compile the adaptive into a naive
static attacker by letting it do qH (the number of H-queries of the original
adaptive adversary) H-queries between any two signing queries. Leaving it
with this would blow up the number of H-queries to qSqH . In order to avoid
that, they give the attacker a “live-switch”, meaning that each query to H may
be in superposition of making the query and not making the query, and the
total “query magnitude” on actualH-queries is still restricted to qH . Not so sur-
prising, adding even more “quantumness” to the problem in this way, makes
the analysis more complicated (compared to using standard “all-or-nothing”
static queries and a standard classical bound on the query complexity), but it
allows the authors to avoid the above blow-up in the (classical) query complex-
ity to transpire into the security loss. The overall loss they obtain in the end
is O((qSq

2
H + q3S + q2SqH) · ϵ) for small ϵ determined by the parameters of the

scheme.

Since the security reduction in [ABB+17] intertwines the adaptive to static
hurdle with other aspects of the proof, we cannot simply insert our Theorem 5.1
and then continue the proof as is. Still, by applying our result, we could obtain
a static adversary with almost no cost in the number of H-queries, avoiding
the need for the rather complicated “live-switch superposition” attacker, thus
simplifying the overall proof significantly. Furthermore, looking ahead at Sec-
tion 5.4, our result allows us to obtain the much better O(

√
qOq2Hϵ+

√
q2OqHϵ)

loss in a similar context—similar in the sense that it also involves two oracles
where one reprograms the other at some high-entropy input. The adaptive to
static reduction there allows us to apply some additional QROM tools that
could potentially also be applied in the setting of qTESLA to improve the
bound. However, actually doing this would require us to rewrite the entire
proof of [ABB+17], which we consider outside the scope of this work.

7We note that some versions of qTESLA have been broken [LS19], but the attack only
applies to an optimized variant that was developed for the NIST-competition, and does not
apply to the scheme in [ABB+17] that we discuss here.
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Quantum security of the function FX. Our second application is to
[JST21], where the post-quantum security of the FX key-length extension is
studied (which is a generalization of the Even-Mansour cipher). In a first part,
post-quantum security of FX is shown under the restriction that the inputs
to the queries are fixed in advance. In a second part, towards avoiding this
restriction, the authors consider a variation of the FX construction, which they
call FFX (for “function FX”), and they show in their Theorem 3 post-quantum
security of FFX under the restriction that the attacker is “order consistent”,
as they call it in [JST21], which is precisely our notion of a static multi-oracle
algorithm. Thus, by a direct application of our Theorem 5.1, this restriction
can be dropped (almost) for free, i.e., with a small constant blow-up on the
attackers advantage.

Quantum security of the Even-Mansour cipher. The work [ABKM22]
shows full post-quantum security of the (unmodified) Even-Mansour cipher.
As in the case of qTESLA, the fact that the attacker can choose adaptively
whether to query the public permutation of the cipher complicates the proof.
Indeed, as is explained on the 4th page in [ABKM22], this adaptivity issue
forces the authors to extend the blinding lemma of Alagic et al. to a variant
that gives a bound in terms of the expected number of queries. While the
authors succeed in providing such an extended version of the blinding lemma
(Lemma 3 in [ABKM22]), it further increases the complexity of an already
involved proof.8

Thus, again, our Theorem 5.1 could be used to simplify the given proof by
bypassing the complications that arise due to the attacker choosing adaptively
which oracle to query at what point.

5.4 Quantum Security of a Split-key PRF

5.4.1 Hybrid Security and skPRFs

A split-key pseudorandom function (skPRF), as introduced in [GHP18], is a
polynomial-time computable function F : K1 × · · · × Kn × X → Y that is a
pseudorandom function (PRF) in the standard sense for every i ∈ [n] when
considered as a keyed function with key space Ki and message space K1×· · ·×
Ki−1×Ki+1×· · ·×Kn×X , with the additional restriction that the distinguisher
A (in the standard PRF security definition) must use a fresh x ∈ X in every
query (k1, . . . , ki−1, ki+1, . . . , kn, x).

8To be fully precise, Lemma 3 in [ABKM22] also generalizes the original blinding lemma
in a different direction by allowing to reprogram to an arbitrary value instead of a uniformly
random one; however, this generalization comes for free in that the original proof still applies
up to obvious changes, while allowing an expected number of queries, which is needed to deal
with the adaptivity issue, requires a new proof.
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This restriction on the PRF distinguisher may look artificial, but is moti-
vated by this definition of a skPRF being good enough for the intended purpose
of a skPRF, namely to give rise to a secure KEM combiner. Indeed, [GHP18]
shows that the naturally combined KEM, obtained by concatenating the in-
dividual ciphertexts to C = (c1, . . . , cn), and combining the individual session
keys k1, . . . , kn using the above mentioned skPRF as

K = F (k1, . . . , kn, C) ,

is IND-CCA secure if at least one of the individual KEM’s is IND-CCA secure.

The paper [GHP18] also proposes a particularly efficient hash-based con-
struction, given by

F (k1, . . . , kn, x) := H(g(k1, . . . , kn), x) (5.4)

where g : K1× · · · ×Kn →W is a polynomial-time mapping with the property
that, for some small ϵ,

Pr
ki←Ki

[g(k1, . . . , kn) = w] ≤ ϵ , (5.5)

for every i ∈ [n] and for every k1, . . . , ki−1, ki+1, . . . , kn and every w; further-
more, H : W → Y is a cryptographic hash function. Simple choices for the
function g are g(k1, . . . , kn) = (k1, . . . , kn) and g(k1, . . . , kn) = k1 + · · ·+ kn.

It is shown in [GHP18] that this construction is a skPRF whenH is modelled
as a random oracle; indeed, it is shown that the distinguishing advantage is
upper-bounded by qHϵ, where qH is the number of queries to the random
oracle H.

Given the natural use of combiners in the context of the upcoming tran-
sition to post-quantum cryptography, it is natural—and well-motivated—to
ask whether F can be proven to be a skPRF in the presence of a quantum at-
tacker, i.e., when H is modeled as a quantum random oracle. Below, we answer
this in the affirmative.

5.4.2 Quantum-security of the skPRF

The goal of this section is to show the security of the skPRF (5.4) in the
quantum random oracle model. In essence, this requires proving that F is a
PRF (in the quantum random oracle model) with respect to any of the ki’s
being the key, subject to the restriction of asking a fresh x in each query.

To simplify the notation, we fix the index i ∈ [n] and simply write k for ki
and x for (k1, . . . , ki−1, ki+1, . . . , kn, x), and we abstract away the properties of
the function g as follows. We let

F (k, x) := H(h(k, x)) ,
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where h : K×X →W is an arbitrary function with the property that, for some
parameter ϵ > 0,

Pr
k←K

[h(k, x) = w] ≤ ϵ (5.6)

for all w ∈ W and x ∈ X . Furthermore, in the PRF security game, we restrict
the attacker/distinguisherA to queries x with a fresh value of h(k, x), no matter
what k is.

More formally, let AH,O be an arbitrary quantum oracle algorithm, making
quantum superposition queries to an oracle H and classical queries to another
oracle O, with the restriction that for every query x to O it holds that

h(κ, x) ̸= h(κ, x′) , (5.7)

for any prior query x′ to O and all κ ∈ K. For any such oracle algorithm AH,O,
we consider the standard PRF security games

PR1 := AH,F and PR0 := AH,R ,

obtained by instantiating H with a random function H (the random oracle) in
both games, and in one game we instantiate O with the pseudorandom function
F , which we understand to return F (k, x) on query x for a random k ← K,
chosen once and for all queries, and in the other we instantiate O with a truly
random function R instead.

We show that the distinguishing advantage for these two games is bounded
as follows.

Theorem 5.7. Let AH,O be a (qH , qF )-query oracle algorithm satisfying (5.7).
Then ∣∣Pr [1← PR1

]
− Pr

[
1← PR0

]∣∣ ≤ 4
√
2q2F qHϵ+ 4

√
2q2HqF ϵ .

We can now apply Theorem 5.7 to the function h(k, x) := (g(k1, . . . , kn), x̃),
where k := ki and x := (k1, . . . , ki−1, ki+1, . . . , kn, x̃). Indeed, the condition
(5.5) on g implies the corresponding condition (5.7) on h, and the restriction
on x̃ being fresh in the original skPRF definition implies the above restriction
on h(k, x) being fresh no matter what k is, i.e., 5.6). Thus, we obtain the
following.

Corollary 5.8. For any function g satisfying (5.5) for a given ϵ > 0, the func-
tion F (k1, . . . , kn, x) := H(g(k1, . . . , kn), x) is a skPRF in the quantum random
oracle model with distinguishing advantage at most 4

√
2q2F qHϵ+ 4

√
2q2HqF ϵ.

5.4.3 Proof of Theorem 5.7

Proof (of Theorem 5.7). Let AH,O be an oracle algorithm as considered in the
previous subsection. Thanks to Theorem 5.1, taking a factor-2 blow-up in the
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query complexity into account, we may assume A to be a static (qH , qF )-query
oracle algorithm. It will be convenient to write such a static algorithm as

A[H0OH1OH2...OHqF
] ,

where each block Hi = H · · ·H consists of a (possibly empty) sequence of
symbols H of length qHi = |Hi|, and with the understanding that A first makes
qH0 queries toH, then a query toO, then qH1 queries toH, etc., where, obviously,
qH0 + · · · + qHqF = qH then. Instantiating H with H, and O with F and R,
respectively, we can then write

PR0 = A[H0RH1...RHqF
] and PR1 = A[H0FH1...FHqF

] .

For the proof, we introduce certain hybrid games. For this purpose, we intro-
duce the following alternative (stateful and R-dependent) instantiationH ′ ofH.
To start with, H ′ is set to be equal to H, but whenever R is queried on some in-
put x, H ′ is reprogrammed at the point h(k, x) to the valueH ′(h(k, x)) := R(x).
For any i, we now define the two hybrid games

PR2
i :=A[H0R...RHiFH′i+1F...FH′qF

]

P̃R
2

i :=A[H0R...RHiRH′i+1F...FH′qF
]

and also spell out

PR2
i+1 =A[H0R...RHiRHi+1F...FH′qF

]

to emphasize its relation to P̃R
2

i . We note that in all of the above, the first
occurrences of H and O are instantiated with R and H, respectively, but at
some point we switch to R and H ′ instead.

The extreme cases match up the games we are interested in. Indeed,

PR2
0 = A[H0FH′1...FH′qF

] = A[H0FH1...FHqF
] = PR1 ,

where we exploit that there are no queries to R and thus H ′ remains equal to
H, and, by definition,

PR2
qF = A[H0RH1...RHqF

] = PR0 .

Our goal is to prove the closeness of the following games

PR1 = PR2
0 ≈ P̃R2

0 ≈ PR2
1 · · · ≈ PR2

qF−1 ≈ P̃R
2

qF−1 ≈ PR2
qF = PR0 .

We do this by means of applying Lemma 5.9 and 5.10, which we state here and
prove further down.
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Lemma 5.9. For each 0 ≤ i < qF ,∣∣∣Pr[1← PR2
i

]
− Pr

[
1← P̃R

2

i

]∣∣∣ ≤ 2

√ ∑
1≤j≤i

qHj ϵ .

Lemma 5.10. For each 0 ≤ i < qF ,∣∣∣Pr[1← P̃R
2

i

]
− Pr

[
1← PR2

i+1

]∣∣∣ ≤ 2qHi+1

√
qF ϵ .

Indeed, by repeated applications of these lemmas, and additionally using
that qH0 + · · ·+ qHi ≤ qH for all 0 ≤ i ≤ qF , we obtain

∣∣Pr [1← PR1
]
− Pr

[
1← PR0

]∣∣ ≤ 2

qF∑
i=0

√ ∑
1≤j≤i

qHj ϵ+ 2

qF∑
i=0

qHi+1

√
qF ϵ

≤ 2
√
q2F qHϵ+ 2

√
q2HqF ϵ

which concludes the claim of Theorem 5.7 when incorporating the factor-2
increase in qH and qF due to switching to a static A.

It remains to prove Lemma 5.9 and 5.10, which we do below. In both
proofs, we use the gentle measurement lemma [Wil11, Lemma 9.4.1], which
states that if a projective measurement has a very likely outcome then the
measurement causes only little disturbance on the state. More formally, for
any density operator ρ and any projector P , where p := tr(PρP ) then is the
probability to observe the outcome associated with P when measured using the
measurement {P, I − P}, the trace distance between the original state ρ and
the post-measurement state ρ′ := PρP/p is bounded by

√
1− p. This in turn

implies that ρ and ρ′ can be distinguished with an advantage
√
1− p only.

The proof of Lemma 5.9 additionally makes use of Zhandry’s compressed
oracle technique [Zha19]. It is out of scope of this work to give a self-contained
description of this technique; we refer to the original work [Zha19] instead,
or to [CFHL21], which offers an alternative concise description. At the core
is the observation that one can purify the random choice of the function H
and then, by switching to the Fourier basis and doing a suitable measurement,
one can check whether a certain input x has been “recorded” in the database
(mind though that such a measurement disturbs the state). If the outcome is
negative then the oracle is still in a uniform superposition over all possible hash
values for x, and as a consequence, when removing the purification by doing
a full measurement of H (in the computational basis), H(x) is ensured to be
a “fresh” uniformly random value, with no information on H(x) having been
leaked in prior queries.

In the proof of Lemma 5.9, we use this technique to check whether prior
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to the crucial query, which is to F in one and to R in the other game, there
was a query to H that would reveal the difference, and we use (5.6) to argue
that it is unlikely that such a query occurred. Since this measurement has a
likely outcome, it is also ensured by the gentle measurement lemma that this
measurement causes little disturbance.

Proof (of Lemma 5.9). For convenience, we refer to the crucial query as the
respective query to F and R that differs between

PR2
i = A[H0R...RHiFH′i+1F...FH′qF

] and P̃R
2

i = A[H0R...RHiRH′i+1F...FH′qF
] .

Furthermore, we let x be the input to that query, and we set w := h(k, x), with
k being the key chosen and used by F . Note that up to this very query, the
two games are identical. Also, by (5.7) it is ensured that for any prior query
x′ to R it holds that h(k, x′) ̸= w.

First, we consider the games G1 and G̃1 that work exactly as PR2
i and

P̃R
2

i , respectively, except that, at the beginning of the games we set up the
compressed oracle and answer all queries made to H prior to the crucial query
using the compressed oracle. Then, once x is received during the crucial query,
we do a full measurement of the purified (i.e. uncompressed) oracle in order to
obtain the function H, which is then to be used in the remainder of the games.
We note that setting up the function H ′ is then necessarily also deferred to
after this measurement, where H ′ is then set to be equal to H, except that
for any prior query x′ to R it is reprogrammed to H ′(h(k, x′)) := R(x′). Only
once H has been measured and H ′ set up as above, is the crucial query then
actually answered.

It follows from basic properties of the compressed oracle that the respective
output distributions of G1 and G̃1 match with those of PR2

i and P̃R
2

i .

Then, we define G2 and G̃2 from G1 and G̃1, respectively, by introducing
one more measurement. Namely, right after x is sent by A and before H is
measured, we measure in the compressed oracle whether the input w = h(k, x)
has been recorded in the database, and in case of a positive outcome, the game
aborts. By the gentle measurement lemma (and basic properties of the trace
distance), ∣∣Pr [1← G1

]
− Pr

[
1← G2

]∣∣ ≤√Pr [G2 aborts]

and similarly for G̃1 and G̃2, where G̃2 aborts with the same probability as
G2.

By basic properties, after t := qH0 + · · · + qHi queries to the compressed
oracle, no more than t values have been recorded. I.e., if we were to measure,
for the sake of the argument, the entire compressed oracle to obtain the full
database D, it would hold that supp(D) := {u |D(u) ̸= ⊥} has cardinality
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at most t. Since k has not been used yet and so is still freshly random (i.e.,
independent of x and D), the high-entropy condition (5.6) then ensures that

Pr
[
G̃2 abort

]
= Pr

[
G2 abort

]
= Pr

[
w ∈ supp(D)

]
≤
∑
j<i

qHj ϵ .

It remains to show that G2 and G̃2 behave identically conditioned on not
aborting. The only difference between the two games is that in G2 the crucial
query is answered with y := H(h(k, x)) = H(w) and H ′ is not reprogrammed

at the point w, while in G̃2 the crucial query is answered with y := R(x) and
H ′ is reprogrammed at the point w to H ′(w) := R(x). We argue that this
difference is not noticeable by A.

First, we note that y is a fresh random value in both games. In the former
game it is because, conditioned on not aborting, the compressed oracle at the
register h(k, x) is ⊥, and so when uncompressing and measuring to obtain H,
the hash value H(w) will be a fresh random value. In the latter game it is
because R(x) is a truly random function and, due to (5.7), x has not been
queried to R before.

Second, we observe that y = H ′(w) in both games. Indeed, in G̃2 this holds
by definition; in G2 it holds because H ′(w) = H(w), which follows from the
fact that H ′ is reprogrammed only at points w′ = h(k, x′) with x′ being a prior
query to R, but then (5.7) ensures that w′ ̸= w.

Thus, in both games, from A’s perspective, the tuple (k, y,H ′, H\w) of
random variables has the same distribution, where H\w refers to the function
(table of) H but with the value at the point w removed. The only difference is
that in one game H ′(w) = H(w) and in the other not (necessarily). However,
the future behavior of A in both games only depends on (k, y,H ′, H\w), and
thus A behaves the same way in both games. Here we are exploiting that the
future hash queries by A are to H ′ (and not to H anymore), and, once more,
we are using the restriction (5.7), here to ensure that for any future F -query
x′ by A, it holds that h(k, x′) ̸= w, and thus the response does not depend on
H(w). Thus, H(w) does indeed not affect A’s behavior after the crucial query.

Exploiting that PR2
i = G1 ≈ G2 = G̃2 ≈ G̃1 = P̃R

2

i , with the approxima-
tions bounded as discussed further up, we obtain the claimed closeness claim.
This concludes the proof.

Proof of Lemma 5.10. In order to show the closeness between P̃R
2

i and PR2
i+1,

we define the intermediate games

Gi,j := A[H0R...HiRH′i,jHi,jF...FH′qF
]

for 0 ≤ j ≤ m := qHi+1, where H′i,j and Hi,j consists of j and m − j copies of
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H ′ and H respectively. Note that for the extreme cases we have

Gi,0 = P̃R
2

i and Gi,m = PR2
i+1 .

Thus, it suffices to show closeness between Gi,j and Gi,j+1 for any 0 ≤ j < m.
Note that they only differ at one query, which is either to H ′ or to H, which
we will refer to as the crucial query for convenience. In the remainder, i and j
are arbitrary (in the considered ranges) but fixed.

Define the games G̃1 and G1 from Gi,j and Gi,j+1 respectively as follows.
Let X be the set of queries x made to R prior to the crucial query, and set
S := {h(k, x) |x ∈X}. We then measure the crucial query, which may be in
a superposition, with the binary measurement that checks whether the crucial
query is an element of S, and we abort if this is the case.

In case of a negative outcome, i.e., the crucial query is not in S, there is
no difference between the reply provided by H and by H ′, and thus there is
no difference between the two games—and in case of a positive outcome, they
both abort. In order to argue that this measurement causes little disturbance,
we again use the gentle measurement lemma to argue that∣∣Pr [1← G1

]
− Pr [1← Gi,j+1]

∣∣ ≤√Pr [G1 abort] ,

and correspondingly for Gi,j and G̃1. So it remains to bound the abort prob-
ability. For the purpose of the argument, let us do a full measurement of the
query, and let w be the outcome. We note that k has not been used yet, and
thus remains a fresh random key, independent of w and X. Thus, using (5.6),

Pr
[
G1 abort

]
= Pr

[
G̃1 abort

]
= Pr [w ∈ S] ≤

∑
x∈X

Pr [w = h(k, x)] ≤ qF ϵ .

Adding up this error term over the sequence Gi,0 ≈ · · · ≈ Gi,m of approxima-
tions, the proof is concluded.
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Conclusions

Provable security is at the heart of modern cryptography; it ensures that break-
ing the considered scheme is at least as difficult as solving a well-studied hard
computational problem. However, this guarantee stands and falls with the cor-
rectness of the proof. Thus, it is essential that security proofs undergo sufficient
scrutiny—and even then human errors may remain. For instance, the flaw in
the original FSwA analysis not only remained unnoticed for over a decade, it
reappeared in later, modified variants of the analysis.

In a field like cryptography (and maybe theoretical computer science in
general), often there is no fully rigorous formalism available. Meanwhile, it
has become standard to put major proofs into the appendices of submissions,
which reviewers do not have to verify (and it remains unclear who will ever
carefully verify them). For the two cases we discuss in this thesis (FSwA and
BUFF), we were lucky enough to find alternative, correct proofs (albeit with a
worse security loss and an adjustment to the security definition, respectively);
in other cases we may not be as fortunate and possibly face “proven-secure”
insecure schemes, if we do not pay sufficient attention to verifying security
proofs.

In this context, it is also worth mentioning the importance of verifying se-
curity proofs using more reliable methods, e.g. mechanized proof checkers such
as EasyCrypt. This has been a direction with many ongoing research efforts.
In fact, the FSwA flaw, which reappeared in HSwA, was initially discovered
in such a mechanized verification project, and parts of the new, fixed security
proofs, as presented in Chapter 3, have also been verified using EasyCrypt.

Another takeaway is that, especially for new notions of security, formulating
the “right” definition can be very non-trivial. For instance, in Chapter 4,
we have spent a significant amount of effort investigating the achievability
of different definitions of non-resignability (NR). Along the way, evidence is
gradually accumulated regarding which definitions are reasonable, and which
ones are not. However, there may potentially be other relevant aspects that we
have not (extensively) treated in this thesis, such as practical applications of
NR. Therefore, strictly speaking, the final call as to which definition is “right,”
is not ours to make. Like any newly established notion of security, it must be
shaped and tested, over time, by the cryptographic community as a whole.
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Appendix

A.1 Breaking aWeakened Phi-Non-Malleability

Following the (updated) definition in [CDF+23, Def. 2.4], a hash function H
is Φ-non-malleable if for every pair (D,A) of PPT algorithms for which the
HILL entropy HILL∞(x | st) is sufficiently large for (X , st) ← D and x ← X ,
the probability of winning the game in Fig. A.1 is negligible. In case of a hash
function family, the hash key is given as input to D and the HILL entropy is
then also conditioned on the hash key. In case of H a random oracle, D is
given query access to H and the entropy requirement is then on the statistical
min-entropy H∞(x | H, st), where one additionally conditions on the (function
table of) the random oracle.

The relevant choice of Φ for the non-resignability claim in [CDF+23] is

Φ = {ϕpk′ : (pk,m) 7→ (pk′,m) | pk′ ∈ PK} ,

where PK is the space of all public keys. In more detail, [CDF+23, Lemma 5.7]
shows that the considered NR property of the (original) BUFF transform is
satisfied if the considered hash function H (or hash function family) satisfies
the above notion of Φ-non-malleability for this particular choice of Φ.

Φ-NM0:

1: (X , st)← D
2: x← X
3: y := H(x)
4: (y′, ϕ)← A(y, st)
5: return (H(ϕ(x)) = y′ ∧ ϕ(x) ̸= x )

Figure A.1: The Φ-non-malleability game, as considered in [CDF+23], but for
a fixed hash function H. X is an efficiently sampleable distribution. The
subscript in Φ-NM0 here is meant to distinguish it from the original definition,
which considers some additional auxiliary information.
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We show here a simple attack against this notion of Φ-non-malleability for
this choice of Φ. The attack applies to any hash function (family) H, including
the random oracle, and so renders the non-resignability claim in [CDF+23,
Lemma 5.7], and in [CDF+23, Theorem 5.5], vacuous.

The attack works as follows. D outputs the distribution X that samples a
random pk ∈ PK and outputs x = (pk, 0), and A ignores its input y = H(pk, 0)
and simply outputs (H(pk′, 0), ϕpk′) for an arbitrary (fixed) pk′ ∈ PK. Note
that there is no state information st here, and the entropy condition is satisfied
(assuming PK to be sufficiently large). Thus, this is a valid attack that succeeds
with probability almost 1; it only fails when the random pk ∈ PK happens to
be pk′.

A.2 AModified Measure-and-Reprogram Lemma

In [DFM20] we find the “measure-and-reprogram technique 2.0” (Theorem 2):

Theorem A.1 (Measure-and-reprogram). Let X and Y be finite non-empty
sets. There exists a black-box two-stage quantum algorithm S with the following
property. Let A be an arbitrary oracle quantum algorithm that makes q queries
to a uniformly random H : X → Y and that outputs some x ∈ X and a
(possibly quantum) output z. Then, the two-stage algorithm SA outputs some
x ∈ X in the first stage and, upon a random Θ ∈ Y as input to the second
stage, a (possibly quantum) output z, so that for any x◦ ∈ X and any (possibly
quantum) predicate V :

Pr
H,Θ

[
x=x◦ ∧ V (x,Θ, z) : (x, z)← ⟨SA,Θ⟩

]
≥ 1

(2q + 1)2
Pr
H

[
x=x◦ ∧ V (x,H(x), z) : (x, z)← AH

]
.

Furthermore, S runs in time polynomial in q, log |X |, and log |Y|.

Here ⟨SA,Θ⟩ works as follows: First, one of the q + 1 queries of A (also
counting the final output in register X) is measured, and the measurement
outcome x is output by (the first stage of) S. Each of the q actual queries is
picked with probability 2

2q+1 , while the final output is picked with probability
1

2q+1 . Then this very query of A is answered either using the original H or
using the reprogrammed oracle H∗Θx, with the choice being made at random1,
while all the remaining queries of A are answered using oracle H∗Θx. Finally,
(the second stage of) S outputs whatever A outputs.

The theorem follows directly from the above definition of S and a technical
lemma. Let first |ϕi⟩ be defined as A’s state right before making its i + 1st

1If it is the final output that is measured then there is nothing left to reprogram, so no
choice has to be made.
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query—with the special case |ϕq⟩ denoting the final output state— to which
we add the superscript O ∈ {H,H ∗Θx} when all previous queries have been
answered using O. Next, we use AOi→j to denote the unitary that brings A
from |ϕi⟩ to |ϕj⟩, using O from the ith query on. Finally, we use the shorthand
X := |x⟩⟨x|. The lemma then reads:

Lemma A.2. Let A be a q-query oracle quantum algorithm. Then, for any
function H : X → Y, any x ∈ X and Θ ∈ Y, and any projection Πx,Θ, it holds
that

Ei,b

[∥∥(X ⊗Πx,Θ)
(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

]
≥
∥∥(X ⊗Πx,Θ)

∣∣ϕH∗Θx
q

〉 ∥∥2
2

(2q + 1)2
,

where the expectation is over uniform (i, b) ∈ ({0, . . . , q−1}×{0, 1})∪{(q, 0)}.

Here the left-hand side corresponds to the success probability of S with
respect to V and Θ, while (in expectation over Θ) the right-hand side is equal
to the success probability of the adversary in a normal run, now with respect
to V and the original oracle output H(x).

A first observation is that the technical lemma actually proves something
slightly stronger than Theorem A.1; If we let S additionally output the mea-
surement outcome x, we get the condition x = x′ for free (since the same
projector X is used on the query as well as the final output state). On the
other hand, for our application it suffices to use a slightly weaker statement (in
a different respect) that we obtain by summing over all x◦ ∈ X :

Pr
Θ

[
x=x′ ∧ V (x,Θ, z) : (x, x′, z)← ⟨SA,Θ⟩

]
≥ 1

(2q + 1)2
Pr
H

[
V (x,H(x), z) : (x, z)← AH

]
.

Next, we will reduce q to account for only those queries where S has a non-zero
probability of measuring the same x′ = x that will eventually be output by A,
while also satisfying the quantum predicate. The probability here is over the
choice of H, Θ and the measurement outcome x′, we thus define:

Qmin := {i ∈ {0, . . . , q−1} | ∃H ∈ YX ,∃Θ ∈ Y,∃x ∈ X ,∃b ∈ {0, 1} s.t.∥∥(X ⊗Πx,Θ)
(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥
2
̸= 0} .

Let furthermore Q be any subset of queries such that Qmin ⊆ Q ⊆ {0, . . . , q−1}.
It will now be easy to prove the following modified lemma:

Lemma A.3. Let A be a q-query oracle quantum algorithm, with Q as defined
above. Then, for any function H : X → Y, any x ∈ X and Θ ∈ Y, and any
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projection Πx,Θ, it holds that

Ei,b

[∥∥(X ⊗Πx,Θ)
(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥2
2

]
≥
∥∥(X ⊗Πx,Θ)

∣∣ϕH∗Θx
q

〉 ∥∥2
2

(2|Q|+ 1)2
,

where the expectation is over uniform (i, b) ∈ (Q× {0, 1}) ∪ {(q, 0)}.

Note that the only difference to Lemma A.2 is in the expectation on the
left-hand side and the denominator on the right-hand side, as indicated in blue.
The proof is largely taken from [DFM20], with a small modification which we
highlight with a yellow background.

Proof. For any 0 ≤ i ≤ q, inserting a resolution of the identity and exploiting
that (

AH∗Θx
i+1→q

)(
AH

i→i+1

)(
I−X

) ∣∣ϕH
i

〉
=
(
AH∗Θx

i→q

)(
I−X

) ∣∣ϕH
i

〉
,

we can write(
AH∗Θx

i+1→q

) ∣∣ϕH
i+1

〉
=
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)(
I−X

) ∣∣ϕH
i

〉
+
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉
=
(
AH∗Θx

i→q

)(
I−X

) ∣∣ϕH
i

〉
+
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉
=
(
AH∗Θx

i→q

) ∣∣ϕH
i

〉
−
(
AH∗Θx

i→q

)
X
∣∣ϕH

i

〉
+
(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉
Rearranging terms, applying GΘ

x = (X⊗Πx,Θ) and using the triangle equality,
we can thus bound∥∥GΘ

x

(
AH∗Θx

i→q

) ∣∣ϕH
i

〉 ∥∥
2
≤
∥∥GΘ

x

(
AH∗Θx

i+1→q

) ∣∣ϕH
i+1

〉 ∥∥
2

+
∥∥GΘ

x

(
AH∗Θx

i→q

)
X
∣∣ϕH

i

〉 ∥∥
2

+
∥∥GΘ

x

(
AH∗Θx

i+1→q

)(
AH

i→i+1

)
X
∣∣ϕH

i

〉 ∥∥
2
.

Summing up the respective sides of the inequality over i = 0, . . . , q−1, dropping
(some of) the zero terms in the summation2, we get∥∥GΘ

x

∣∣ϕH∗Θx
q

〉 ∥∥
2
≤
∥∥GΘ

x

∣∣ϕH
q

〉 ∥∥
2
+
∑
i ∈ Q

b∈{0,1}

∥∥GΘ
x

(
AH∗Θx

i+b→q

)(
AH

i→i+b

)
X
∣∣ϕH

i

〉 ∥∥
2
.

By squaring both sides, dividing by 2|Q| + 1 (i.e., the number of terms on
the right-hand side), and using Jensen’s inequality on the right-hand side, we

2At most (if Q = Qmin) we drop all terms that are zero for every choice of b,H,Θ, and x.
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obtain∥∥GΘ
x

∣∣ϕH∗Θx
q

〉 ∥∥2
2

2|Q|+ 1
≤
∥∥GΘ

x

∣∣ϕH
q

〉 ∥∥2
2
+
∑

0≤i<q
b∈{0,1}

∥∥GΘ
x

(
AH∗Θx

i+b→q

)(
AH
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x
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(
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)(
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)
X
∣∣ϕH
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〉 ∥∥2
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]
.

This concludes the proof.

The corresponding theorem reads as follows:

Theorem A.4 (Measure-and-reprogram with stingy simulator). Let X and Y
be finite non-empty sets. There exists a black-box two-stage quantum algorithm
S with the following property. Let A be an arbitrary oracle quantum algorithm
that makes q queries to a uniformly random H : X → Y and that outputs some
x ∈ X and a (possibly quantum) output z, and let V be a (possibly quantum)
predicate. For i ∈ {0, . . . , q− 1}, define the two-stage algorithm SAi as follows:
In the first stage Si measures the ith query of A, and outputs the measurement
outcome x′. Then, upon a random Θ ∈ Y as input to the second stage, this very
query of A is answered either using the original H or using the reprogrammed
oracle H ∗Θx, with the choice being made at random, while all the remaining
queries of A are answered using oracle H ∗Θx. At the end of its run Si then
outputs whatever A outputs (along with i). Now let Q ⊆ {0, . . . , q− 1} be such
that for all i /∈ Q we have PrH,Θ

[
x′=x ∧ V (x,Θ, z) : (x′, x, z)← ⟨SAi ,Θ⟩

]
= 0.

Define S(Q) to be the algorithm that with probability 2|Q|
2|Q|+1 picks i uniformly

at random from Q and then runs Si, and with probability 1
2|Q|+1 chooses i = q

and just simulates A without any measurement or reprogramming, and again
outputs whatever A outputs (along with x′ := x and i). We then have

Pr
H,Θ

[
x′=x ∧ V (x,Θ, z) : (x′, x, z, i)← ⟨SA(Q),Θ⟩

]
≥ 1

(2|Q|+ 1)2
Pr
H

[
V (x,H(x), z) : (x, z)← AH

]
.

Furthermore, S runs in time polynomial in q, log |X |, and log |Y|.
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A.3 Unsimplified Proof of Lemma 4.32

In this section, we explain how the proof of Lemma 4.32 presented in Sec-
tion 4.7.2 can be modified to take into account the padding as well as the
possibility that the lengths of the message and the public keys may not be
multiples of the block length. The parts that change in comparison to Sec-
tion 4.7.2 are marked in colour.

Lemma 4.32. Let DH and AH be sNRH,⊥-adversaries against sBUFF[S,MD],
making at most qD and qA ∈ Z>0 classical queries to H respectively; let aux :
SK ×M → AUX be any (possibly randomized) function. Then there exists a
hider D̄ : {⊥} → X≤B̄×Z and a seeker Ā : Y×Z → X≤B̄ and Z = SK×AUX ,
where Ā makes at most qB := qA + qS and D̄ makes at most qD queries to H,
and such that

H∞
(x,z)←D̄H

(x | H, z) = H∞
(sk,pk)←KGenH

m←DH (sk)

(m | H, sk, aux(sk,m)) (4.22)

and AdvsNRH,⊥

sBUFF[S,MD](D,A, aux)

≤ 2qB·r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D·r + 1) · B̄L̄+ qD + 2L̄2

| Y |
. (4.23)

where B̄ and qS are as described in Section 4.7.1 and L̄ = qD + qA + qS + 2B̄.
Moreover, if aux is polynomial-time computable and D,A are PPT, then so are
D̄, Ā.

Proof. We explain the notation needed for the generalized proof where the
lengths of messages and keys do not necessarily line up with the blocks. First,
we note that

AdvsNRH,⊥

sBUFF[S,MD⊥](D,A, aux) ≤ Pr
[
MDH

⊥ (m∥pk
′∥m) = y′ ∧ pk′ ̸= pk

]
with the random variables pk, pk′,m and y defined by the experiment

(sk, pk)← KGen, m← DH(sk),

(pk′, y′)← BH
(
sk,MDH(m∥pk∥m), aux(sk,m)

)
where B(sk, y, a) := AH

(
sk, (SignH(sk, y), y), a

)
. We note that the random

choice of H is understood and left implicit. We recall that D and B make at
most qD and qB := qA + qS queries to the random oracle respectively. We
introduce the following additional random variables, implicitly defined by the
above experiment.

Parsing x = m∥pk∥m∥pad(m∥pk∥m) as x = (x1, . . . , x| x |bl) and x′ =

m∥pk′∥m∥pad(m∥pk′∥m) as x′ = (x′1, . . . , x
′
| x′ |bl

) and denoting by Bpk′ =
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Unsimplified Proof of Lemma 4.32

∣∣m∥pk′∥m∥pad(m∥pk′∥m)
∣∣
bl

and by Bpk = |m∥pk∥m∥pad(m∥pk∥m) |bl, we let

B′′1 = |m |bl

and

B′′2 =

{
Bpk′ −

∣∣m∥pk′ ∣∣
bl

if
∣∣m∥pk′ ∣∣ = ∣∣m∥pk′ ∣∣

bl
· r

Bpk′ −
∣∣m∥pk′ ∣∣

bl
+ 1 otherwise

i.e., B′′1 is the number of blocks that contain the first occurrence of m, and
B′′2 is the number of blocks that contain the second occurrence of m in the
sandwich m∥pk′∥m.

For i ∈ [B′′1 ] we define mi to be the ith block of m∥pk′, and for i ∈ [B′′2 ]
we define m′i to be the ith block starting from the beginning of the second
occurrence of m in the sandwich m∥pk′∥m∥pad(m∥pk′∥m). We define

z′1 := MDH
⊥ (x

′
1∥ . . . ∥x′B−B′′2 ) and z

′
i+1 := MDH

⊥ (x
′
1∥ . . . ∥x′B−B′′2 +i) = H(m′i, z

′
i)

for i = 1, . . . , B′′2 , with zB′′2 +1 = MDH(m∥pk′∥m) then. The zi’s thus form

the “high-order” intermediate digests towards computing MDH(m∥pk′∥m).3

Finally, we let τ1, . . . , τL with L = qD + Bpk + qB + Bpk′ be the list of in-
puts to all the hash computations performed during the experiment, listed
in the performed order; see Fig. 4.18b. Hence, QD = {τ1, . . . , τqD} con-
sists of the hash queries made by D, we denote by QMD(m∥pk∥m) the Bpk

queries made during the computation of MD(m∥pk∥m) by the challenger, and
QB = {τqD+Bpk+1, . . . , τqD+Bpk+qB} of the queries made by B, and the re-
maining τℓ’s are the inputs to the hash computations done towards com-
puting MDH(m∥pk′∥m), in particular τqD+Bpk+qB+Bpk′−B′′2 +1 = (m′1, z

′
1), and

τqD+Bpk+qB+Bpk′−B′′2 +2 = (m′2, z
′
2), etc. For any τℓ with ℓ ∈ [L], we write R(τℓ)

for the right component of τℓ, i.e., R(τqD+Bpk+qB+Bpk′−B′′2 +1) = z′1, etc. and

L(τℓ) is the left component of τℓ, i.e. L(τqD+Bpk+qB+Bpk′−B′′2 +1) = m′1 etc.

As explained, we are interested in upper-bounding the probability Pr[Σ] of
the event

Σ :=
[
MDH(m∥pk′∥m) = y′ ∧ pk′ ̸= pk

]
.

We do this by introducing a sequence of further events, Γ,Λ and ∆, with the

property that Pr[Σ] is close to Pr[Σ ∧ Γ ∧Λ ∧∆], assuming AdvHnSH

MD⊥ (D̄, Ā) is
small (for suitable choices of D̄ and Ā), and such that we can upper bound the
latter probability.

We start off avoiding some atypical behavior of H. Formally, we consider

3By “high-order” we mean the digests occurring in the computation of MDH(m∥pk′∥m)
from MDH

⊥ (m∥pk′).
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the good event Γ := Γ1 ∧ Γ2 ∧ Γ3 with

Γ1 :=
[
∀ ℓ, ℓ′ ∈ [L] : H(τℓ) = H(τℓ′) ⇒ τℓ = τℓ′

]
Γ2 :=

[
∀ ℓ, ℓ′ ∈ [L] : H(τℓ) = R(τℓ′) ⇒ (∃ ℓ◦ < ℓ′ : τℓ = τℓ◦)

]
and

Γ3 :=
[
∀ ℓ ∈ [qD] : H(τℓ) ̸= IV

]
Informally, Γ1 states that there are no collisions for the points that H was
queried on, Γ2 states that a hash output does not “bump into” a previous hash
input, thus retroactively connecting hash chains, and lastly, Γ3 states that the
initialization vector is never a hash output (this will be helpful later on to
identify the start of a hash chain). These events are defined identically as in
Section 4.7.2.

Claim 4.33. It holds that Pr[Σ] ≤ Pr[Σ ∧ Γ] + qD/ | Y |+ 2L̄2/ | Y | .

The proof of this claim is identical as that presented in Section 4.7.2.
To bound Σ ∧ ¬GD, we need to adapt the subevents ∆,∆′k,∆

i to the new
setting.

First, we adapt the event Λ from Section 4.7.2 to the notation above. The
goal is to show that if B has not queried the entire hash chain of the computation
of MD(m∥pk′∥m),

Λ := [∃i : (m′i, z′i) /∈ QB]

that B has not made a hash query to one of the high-order intermediate digests
z′i, together with the corresponding message block m′i.

Claim 4.34. There exist hide-and-seek adversaries D̄, Ā such that

Pr[Σ ∧ Γ ∧ ¬Λ] ≤ qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) , (4.25)

where Ā makes at most qB and the value x chosen by D̄ preserves the entropy:

H∞(x | z,H) = H∞(m | H, sk, aux(sk,m)) .

Moreover, aux is polynomial-time computable and D,A are PPT, then so are
D̄ and Ā.

Proof. We construct adversaries D̄ and Ā against hide and seek. First, the
adversary D̄ simulates the sNR game to D by sampling a key pair (sk, pk) ←
KGen and giving sk to D. It forwards all queries and responses by D to the
random oracle and back. When D outputs a message m, the adversary D̄
outputs x = m∥pk∥m∥pad(m∥pk∥m) and z = sk, aux(sk,m) as its output.

The adversary Ā takes as input the hash y and z = sk, aux(sk,m). It
parses z into sk and aux(sk,m) and runs B on sk, y, aux(sk,m). It forwards
all queries to H and their responses. Here, we observe that if Γ and Σ hold
but Λ does not hold, then Ā is able to restore the entire message m (and
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thus win the corresponding hide-and-seek game against MD⊥ by computing
m∥pk∥m∥pad(m∥pk∥m)), via inspecting B’s queries to H and its output y′ as
follows. Indeed, z′B′′2 +1 = y′ (by Σ), and B has queried (m′B′′2

, z′B′′2
) such that

H(m′B′′2
, z′B′′2

) = z′B′′2 +1 = y′ (by ¬Λ), and (m′B′′2
, z′B′′2

) is unique with that

property (by Γ1), and so Ā can find it. By the same argument, Ā can then
find (m′B′′2−1

, z′B′′2−1
), (m′B′′2−2

, z′B′′2−2
), . . . , (m′1, z

′
1) in the queries if it knows

B′′2 , which is at most qB and can be guessed with probability 1/qB. It remains
to guess where the message starts within the block m′1, which Ā can guess with
probability 1

r The adversary Ā then identifies the padding at the end of the
string. If the padding is not easily identifiable, the adversary Ā makes a guess
of the length of the padding which succeeds with probability 1

2r as the padding
is at most 2r long.

It remains to to bound the success probability of the adversaries in the case
that Λ holds.

To define the event ∆ analogously to Section 4.7.2 we define m′i for i =
0,−1,−2 . . . to be the first, second, third . . . block before m′1. Analogously we
define z′i to be the corresponding intermediate digest. We define

∆ :=
[
∃i ≥ −

∣∣m∥pk′ ∣∣
bl
+B′′1 : (m

′
i, z
′
i) /∈ QB ∪QD ∪QMD(m∥pk∥m)

]
and

∆′k :=
[
∃i ∈ [B′′2 ] : τk = (m′i, z

′
i) /∈ QB ∪QMD⊥(m∥pk∥m) ∪ {τk′}k′≤k

]
for k ∈ {1, . . . , qD}. It is not too hard to see that ∆∨∆′1∨. . .∨∆′qD ⇐ Σ∧Γ∧Λ,
and thus by basic manipulations

Pr[Σ] ≤ Pr[Σ ∧∆] +
∑
k

Pr[Σ ∧ Γ ∧∆′k] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[¬Γ] ,

where we already have bounds for the last two terms.
First, we argue that Pr[Σ ∧∆] is small. For that purpose, we introduce

∆i :=
[
i ≤ Bpk′ −B′′1 + 1 ∧ (m′B′′2−i+1, zB′′2−i+1) /∈ QB ∪QD ∪QMD(m∥pk∥m)

]
where ∆>i =

∨B̄
j=i+1 ∆

j . We note that if B′′1 ·r = |m | then ∆Bpk′−B
′′
1 +1 will al-

ways be false as the query will happen during the computation ofMD(m∥pk∥m).

Pr[Σ ∧∆] ≤
B̄∑
i=1

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
.

The crucial observation now is that conditioned on ∆i, the hash value of
z′B′′2−i+2 = H(m′B′′2−i+1, zB′′2−i+1

′) is uniformly random and independent of
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y′ (and of “everything else”). We formalize this in the claim below, and when
plugging in the numbers we obtain:

Pr[Σ ∧∆] ≤
∑
i∈[B̄]

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
= 0 +

∑
i∈[B̄] s.t.

Pr[∆i∧¬∆>i]>0

Pr
[
Σ ∧∆i ∧ ¬∆>i

]
· Pr

[
Σ
∣∣∣ ∆i ∧ ¬∆>i

]

≤
∑

i∈[B̄] s.t.

Pr[∆i∧¬∆>i]>0

Pr
[
∆i ∧ ¬∆>i

]
· B̄L̄/ | Y | ≤ B̄L̄/ | Y | ,

where L̄ := qD+ B̄+ qB+ B̄, and the last inequality follows by the disjointness
of ∆i ∧ ¬∆>i across i ∈ [B̄].

We restate the bound on ∆i:

Claim 4.35. It holds for every i ∈ [B̄] with Pr[∆i ∧ ¬∆>i] > 0 that

Pr
[
Σ
∣∣ ∆i ∧ ¬∆>i

]
≤ (i− 1) · L̄

| Y |
+

1

| Y |
≤ B̄L̄

| Y |
,

where L̄ := qD + B̄ + qB + B̄.

The proof is identical to that in Section 4.7.2.

Towards controlling Pr[Σ∧GD∧∆′k], the obstacle is that D’s output m may
potentially depend on H(m′i, z

′
i), since it has made a hash query to (m′i, z

′
i) and

can thus make its output dependent on the hash (e.g., by choosing m′i+1 :=
H(m′i, z

′
i) then). However, by our “sandwich structure” of the hash computa-

tion, this is actually not possible. Indeed, since z′i is a point in the second part of
the hash chain, all the points in the first part of the chain, i.e., z2 := H(m1, IV ),
z3 := H(m2, z2) up to zB′′1 +1 := H(mB′′1

, zB′′), must be determined already,
and hence all of m as well, before D learns the hash of (m′i, z

′
i).

We bound the probability in the following claim:

Claim 4.36. Pr[Σ ∧ GD ∧∆′k] ≤ qD · r · B̄L̄/ | Y | .

Proof. Formally, for a fixed choice of k, we consider the following procedure to
(try to) extract m from the first k queries made by D and the replies to the first
k− 1 of these queries: Start with the kth query τk and look for a query within
{τ1, . . . , τk−1} that hashes into R(τk), and then continuing iteratively with that
query, until no further such query exists. By construction, this procedure finds
n ≤ k and j1 < . . . < jn = k such that

H(τj1) = R(τj2) , H(τj2) = R(τj3), ...,H(τjn−1
) = R(τjn) .
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The procedure then guesses a value B◦ ← [qD] for the number of message
blocks and ℓ ← [r] for the exact end of the message within the last message
block mB◦ .

The output of the procedure is then defined to be m̂ := (L(τj1), . . . , L(τjB◦ )[1 . . . ℓ])
where [1 . . . ℓ] refers to the first ℓ bits of the block. First, we observe that
Σ∧Γ∧∆′k imply that m is a prefix of (L(τj1)∥ . . . ∥L(τjn)), and thus, as n ≤ qD,
it holds that Pr[m = m̂|Σ ∧ Γ ∧∆′k] ≥ 1

r·qD .

Indeed, ∆′k implies that τk = (m′i, z
′
i) for some i, and so

R(τk) = z′i = MDH
⊥ (m1∥ . . . ∥mB∥pk′∥m′1∥ . . . ∥m′i−1)

= H(m′i−1, z
′
i−1) = H(τqD+qB+B+i+1) .

Hence, by Γ2, there exists jn−1 < k so that τjn−1 = τqD+Bpk+qB+i+1 =
(m′i−1, z

′
i−1), and thus H(τjn−1) = R(τk). Furthermore,

R(τjn−1
) = z′i−1 = MDH

⊥ (m1∥ . . . ∥mB∥pk′∥m′1∥ . . . ∥m′i−2) ,

and so by repeating the argument, the procedure extracts, in this reversed or-
der,m′i,m

′
i−1, . . . ,m

′
1, some blocks of pk′ andmB′′1

, . . . ,m1, until τj1 = (m1, IV),
which is when the procedure stops (by Γ3). This allows us to compute the fol-
lowing probability of extracting the correct message:

Pr[Σ ∧ GD ∧∆′k ∧ m̂ = m] =Pr[Σ ∧ GD ∧∆′k] · Pr[m = m̂|Σ ∧ Γ ∧∆′k]

≥Pr[Σ ∧ GD ∧∆′k] ·
1

r · qD

Now we make the following “game hop”, by replacing the experiment

(sk, pk)← KGen, m← DH(sk),

(pk′, y′)← BH
(
sk,MDH(m∥pk∥m), aux(sk,m)

)
,

which defined all the above random variables and probabilities, by

(sk, pk)← KGen, m̂← D̂H(sk),

(pk′, y′)← BH
(
sk,MDH(m̂∥pk∥m̂), aux(sk, m̂)

)
,

where D̂ runs D, but then stops before sending the kth query to H and instead
tries to extract m by means of the above procedure from the prior queries.
Correspondingly, we denote its output by m̂. We stress that D̂ has now query
complexity qD̂ = k − 1. The crucial observation is that

Pr[Σ ∧ Γ ∧∆′k ∧ m̂ = m] ≤ P̂r[Σ ∧∆]
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Indeed, in case m̂ = m there is no difference in the new experiment, except
that now D̂ stops before doing the kth query, and so if Γ∧∆′k is satisfied in the
original experiment then ∆ is satisfied in the new one. Thus, we can recycle
the bound from above. Using the bound P̂r[Σ∧∆] ≤ B̄L̄/ | Y | from Claim 4.35
we obtain using the above that

Pr[Σ ∧ GD ∧∆′k] ·
1

qD · r
≤ Pr[Σ ∧ Γ ∧∆′k ∧ m̂ = m]

⇒ Pr[Σ ∧ GD ∧∆′k] ≤ qD · r · B̄L̄/ | Y |

We wrap up the proof by adding up the probabilities

Pr[Σ] ≤ Pr[Σ ∧∆] +

qD∑
k=1

Pr[Σ ∧ Γ ∧∆′k] + Pr[Σ ∧ Γ ∧ ¬Λ] + Pr[¬Γ]

≤ B̄L̄

| Y |
+

q2D · r · B̄L̄

| Y |
+ qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) + qD + 2L̄2

| Y |

= qB · 2r2 ·AdvHnSH

MD⊥ (D̄, Ā) + (q2D · r + 1) · B̄L̄+ qD + 2L̄2

| Y |
.
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Samenvatting

Een cryptografisch algoritme wordt doorgaans in meerdere stappen ontworpen:
eerst wordt een eenvoudiger (maar zwakker) algoritme opgesteld, en dit wordt
later aangepast tot een sterker en geavanceerder algoritme. In sommige stap-
pen is het gebruikelijk om een generieke transformatie toe te passen die niet is
afgestemd op het specifieke algoritme in kwestie. Het doel van het dit proef-
schrift is om de veiligheid van dergelijke transformaties rigoreuze en bewijsbaar
te vaststellen, in de context van post-quantumcryptografie (PQC). De meeste
van onze resultaten zijn verkregen in een gëıdealiseerde setting die bekend staat
als het random oracle model (ROM), waarin cryptografische hashfuncties (of
sommige delen hiervan) worden gemodelleerd als een willekeurige functie—een
random oracle—die zowel door de constructie als door de aanvallers kan wor-
den geraadpleegd. Dit staat in contrast met het plain model, wat niet zo’n
dergelijke idealisering kent.

In Hoofdstuk 3 bestuderen we de ontwerpprincipes van Fiat-Shamir with
aborts (FSwA) en hash-and-sign with retry/aborts (HSwA). Deze transfor-
maties zijn populair bij post-quantum digitale handtekeningalgoritmes, maar
de analyse blijkt lastig te zijn. Zoals beschreven in het hoofdstuk, hebben alle
eerdere veiligheidsanalyses van FSwA dezelfde subtiele maar cruciale fout, die
ook terugkomt in HSwA. Deze fout maakt eerdere veiligheidsbewijzen van alle
algoritmes die op FSwA zijn gebaseerd ongeldig, waaronder Dilithium, een van
de standaarden die zijn geselecteerd door het Amerikaanse National Institute
of Standards and Technology (NIST). We herstellen de veiligheid van FSwA
en HSwA handtekeningenalgoritmes door nieuwe, gecorrigeerde veiligheidsbe-
wijzen te leveren in een uniform kader dat beide omvat.

Onze analyses hebben betrekking op zowel klassieke als quantumaanvallen.
De technische kern hiervan ligt in een hybride rijtje, waarin het random oracle
wordt hergeprogrammeerd. We stellen met name dat, als we de waarden van
een random oracle op een bepaalde manier herprogrammeren en vervolgens een
deel van die herprogrammering ongedaan maken, een aanvaller in deze reeks
wijzigingen aan het random oracle waarschijnlijk geen verschil zal merken. Voor
een aanvaller die maximaal qH quantumvragen aan het random oracle mag
stellen en qS klassieke vragen aan een onderteken orakel, gaat dit in eerste
instantie gepaard met een additief veiligheidsverlies van de orde O(qH

√
qSϵ),
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waarbij ϵ een algoritme-afhankelijke parameter is die dicht bij nul ligt. Later
verbeteren we dit tot O(qS

√
qHϵ), via een meer geavanceerd hybride rijtje. Deze

verbetering komt kwantitatief overeen met de meest geavanceerde bovengrenzen
in het beter begrepen geval van de Fiat-Shamir transformatie (zonder aborts).
Hoewel het nog onduidelijk is of onze grenzen optimaal zijn, zouden verdere
verbeteringen (voor zover zij bestaan) ook doorgevoerd kunnen worden in de
beter begrepen setting zonder aborts.

In Hoofdstuk 4 bestuderen we de BUFF transformatie, een transformatie
voor handtekeningenalgoritmes die als doel heeft om aanvullende beveiliging-
seigenschappen te bieden naast de standaard onvervalsbaarheid. We tonen aan
dat een van deze eigenschappen, namelijk non-resignability (NR), subtieler is
dan eerder werd aangenomen. De oorspronkelijke formele definitie van NR
in het plain model, voorgesteld door Cremers et al., blijkt inderdaad onhaal-
baar te zijn, en hetzelfde geldt voor de natuurlijke uitbreiding van NR naar
het random oracle model. De onhaalbaarheid wordt gepresenteerd in de vorm
van een eenvoudige concrete aanval die van toepassing is op alle “natuurlijke”
algoritmes (hoewel er een kleine technische opening blijft voor de “onnatuurli-
jke” algoritmes). In het bijzonder omvat het alle handtekeningenalgoritmes
die gebruikmaken van de BUFF transformatie, en daarmee wordt de eerder
geclaimde veiligheid van BUFF ongeldig verklaard.

De bovengenoemde aanval vormt echter geen echte bedreiging voor de beoogde
toepassingen van NR. In plaats daarvan laat dit zien dat de oorspronkelijke
formele definitie van NR ontoereikend is. Om deze negatieve situatie te ver-
helpen, gaan we terug naar de tekentafel: we stellen meerdere nieuwe formele
definities voor en onderzoeken de haalbaarheid van deze definities. Uiteindelijk
verkrijgen we zowel positieve als negatieve resultaten. Enerzijds tonen we aan
dat de BUFF transformatie inderdaad voldoet aan enkele zinvolle definities van
NR, terwijl anderzijds is de haalbaarheid van NR nog steeds sterk afhankelijk
van de subtiele details van de formele definitie.

In Hoofdstuk 5 bestuderen we een KEM samensteller. Dat is een generieke
compiler die meerdere key-encapsulation mechanisms (KEMs) omzet in een
gecombineerde KEM, die veilig is als minstens één van de onderliggende KEM’s
veilig is. Met een dergelijke samensteller zou men een gevestigde pre-quantum
KEM, bijvoorbeeld op basis van RSA of Diffie-Hellman, kunnen samenstellen
met een nieuw post-quantum algoritme, waardoor partijen soepeler kunnen
overstappen op post-quantum cryptografische algoritmes met minder risico’s.

Wat we overwegen, is een bijzonder efficiënte constructie die is voorgesteld
door Giacon, Heuer en Poettering die gebaseerd is op de veiligheid van een
split-key pseudorandom function (skPRF). Omdat de belangrijkste toepass-
ing hiervan in de context van post-quantum cryptografie is, bewijzen we dat
deze skPRF veilig blijft tegen quantumaanvallen en dat daardoor ook de bijbe-
horende KEM samensteller veilig is tegen quantumaanvallen.
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A cryptographic scheme is typically designed in multiple steps: one first con-
structs a simpler (but weaker) scheme, and then later modifies it to a stronger,
and more sophisticated one. In some of the steps, it is common to apply a
generic transformation that is not tailored to the specific scheme at hand. The
purpose of this thesis is to establish rigorous, provable notions of security for
various such transformations that are relevant in the scope of post-quantum
cryptography (PQC). Most of our results are obtained in an idealized setting
known as the random oracle model (ROM), where cryptographic hash functions
(or some of their components) are modelled as a random function—a random
oracle—that can be queried by the construction as well as its attackers. This
is in contrast to the plain model that does not involve such an idealization.

In Chapter 3, we study the Fiat-Shamir with aborts (FSwA), and hash-
and-sign with retry/aborts (HSwA) design principles. These transformations
are popular among post-quantum signature schemes, but their analyses turn
out rather tricky. As described in the chapter, all prior security analyses of
FSwA share the same subtle but crucial flaw, which also reappears in HSwA
as well. This flaw invalidates prior security proofs of all schemes that rely on
FSwA, including Dilithium, one of the standards selected by the US National
Institute of Standards and Technology (NIST). We re-establish the security of
FSwA and HSwA signature schemes, via providing new, fixed security proofs,
in a unified framework that covers both.

Our analyses cover both classical and quantum attacks. The technical core
here lies in a hybrid sequence that involves random oracle reprogramming.
Specifically, we argue that, should we reprogram the values of a random oracle
in a certain way, and then later undo some of those reprogramming, then in
this sequence of modifications to the random oracle, an attacker is unlikely
to notice any difference. For an attacker that is given at most qH quantum
queries to the random oracle, and qS classical queries to the signing oracle, this
initially comes with an additive security loss of order O(qH

√
qSϵ), where ϵ is a

scheme-dependent parameter that is close to zero. We then later improve this
to O(qS

√
qHϵ), via a more sophisticated hybrid sequence. This improvement

has quantitatively matched state-of-the-art bounds in the better understood
case of the Fiat-Shamir transformation (without aborts). Although it remains
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open whether our bounds are optimal, any further improvements would also
need to carry over to the better-understood setting without aborts.

In Chapter 4, we study the BUFF transformation, which is a transforma-
tion for signature schemes that aims to provide additional security properties
beyond the standard unforgeability. We show that one of these properties—
non-resignability (NR)— is more subtle than previously believed. Indeed, the
original formal definition of NR in the plain model, put forward by Cremers et
al., turns out unachievable, and the same applies to the natural extension of
NR in the random oracle model. The unachievability is presented in the form
of a simple concrete attack that applies to all “natural” schemes on the table
(though leaving a small technical gap for the “un-natural” ones). In particular,
it covers all signature schemes that use the BUFF transformation, and so it
invalidates prior claimed security of BUFF.

The aforementioned attack, however, does not really threaten the intended
applications of NR. Instead, it demonstrates that the original formal definition
of NR is inadequate. To recover from this negative state of affairs, we thus go
back to the drawing board: proposing a series of new formal definitions, and
investigate achievability of these definitions. In the end, we obtain both positive
and negative results. On one hand, we show that the BUFF transformation
indeed satisfies some meaningful definitions of NR, while on the other hand,
whether or not NR is achieved, or achievable at all, still heavily depends on
the subtle details of the formal definition.

In Chapter 5, we study a KEM combiner. That is, a generic compiler that
transforms multiple key-encapsulation mechanisms (KEMs) into a combined
KEM that is secure, as long as at least one of the underlying KEMs is secure.
Such a combiner would allow one to combine a well-established pre-quantum
KEM, say, based on RSA or Diffie-Hellman, to a new post-quantum scheme,
and thereby providing a smoother transition for parties to deploy post-quantum
cryptographic schemes with less risk.

What we consider, is a particularly efficient construction proposed by Gi-
acon, Heuer, and Poettering that relies on the security of a split-key pseu-
dorandom function (skPRF). Considering its main application in the context
of post-quantum cryptography, we prove that the considered skPRF remains
secure against quantum attacks, and consequently the corresponding KEM
combiner is also secure against quantum attacks.
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her, long-term visitors Patrick Struck, Pouria Fallahpour, and Dominik Hart-
mann for many fruitful research discussions; to Pedro Capitão for co-organizing
weekly seminars with me for an entire year; and to Minnie Middelberg, Susanne
van Dam, Emil Gorter, and all other supporting staff for their extensive assis-
tance with non-research matters.

The four-year study at CWI is not an easy journey, but even getting to
the starting line would not have been possible without Kai-Min Chung. The
summer after finishing my undergraduate study, I visited Kai-Min as a sum-
mer intern. There, I had my first chance to work with him on the topic of
the quantum random oracle model (QROM), an experience without which I
might have pursued a PhD elsewhere, or might not have pursued a PhD at all.
For a similar reason, I also thank Rong-Jaye Chen, the advisor of my Bache-
lor’s and Master’s research, who introduced me into the fascinating world of
cryptography.

My fellow ICPC nerds—Jarik Karsten, Wouter Koolen-Wijkstra, Ludo
Pulles (who is also my paranymph), and Michelle Sweering—thank you for
all the enjoyable moments that we spent on solving a wide range of puzzles,
often unrelated to research, whether in front of a computer or around a dinner
table. These fast-paced problem-solving sessions, like games of blitz chess, have
always refreshed my mind alongside the slower pace of long-term research.

My Taiwanese friends, including but not limited to Yi Lee, Yao-Ting Lin,
Miryam Huang, Er-Cheng Tang, Po-Yao (Cosmos) Wang, Alfon Hwu, Po-Kai
Yang, David Lin, and Yong-Xuan Wang, thank you for the check-ins (even
just occasionally). Knowing everyone is doing well has given me a sense of
reassurance, when living on the opposite side of the globe from my hometown.

Finally, my deepest gratitude goes to my family, for their unwavering sup-
port, even when it is difficult to understand what I am doing. I was lucky to
be raised in a family that values education, without drowning my curiosity in
too much coursework. Having my younger brother by my side in childhood,
our friendly rivalry has also pushed us to learn and grow together. Today, as
lives have taken us to different corners of the world, the bonds we have built
will continue to keep our hearts inseparable.

172



Curriculum Vitae

Yu-Hsuan Huang was born in Kaohsiung, Taiwan, on April 21, 1996. He grad-
uated from Kaohsiung Senior High School in 2014. After spending one more
year preparing for the annual Taiwanese Advanced Subject Test, he continued
to study at National Chiao-Tung University, and obtained his Bachelor’s and
Master’s degree in Computer Science, in 2019 and 2020 respectively.

During the undergraduate study, Yu-Hsuan was an active member of Pro-
gramming Challenging Contest Association, where he participated in Interna-
tional Collegiate Programming Contest (ICPC) on behalf of the university. In
the spring of 2019, he visited University of Illinois Urbana-Champaign (UIUC)
as an exchange student for one semester.

Yu-Hsuan grew his interest in cryptology already since he was an under-
graduate student, where he was supervised by Prof. Rong-Jaye Chen for both
his Bachelor’s and Master’s research, the focus of which eventually shifted to
elliptic-curve isogenies in the context of post-quantum cryptography. In 2019,
he also worked as a summer intern at Academia Sinica in the research group of
Dr. Kai-Min Chung, where he first had the chance to work on a research topic
about quantum random oracle model (QROM).

In 2021, Yu-Hsuan started working at Centrum Wiskunde & Informatica
(CWI) as a PhD student, on the topic of post-quantum cryptography, under
the supervision of Prof.dr. Serge Fehr. His PhD research is mainly focused
on provable security, with QROM playing a significant role. During his PhD
study, Yu-Hsuan also contributed4 to the proposal of HAWK, a lattice-based
signature scheme that is also a candidate in the NIST PQC competition.

4More specifically, he contributed to the QROM security proof of HAWK, which is also
included in the proposal.

173





Post-QuantumSecurity ofCryptographic
Transformations in the RandomOracleModel

In cryptography, generic transformations are often
used to strengthen simpler but weaker schemes, into
more sophisticated and stronger ones.

This thesis aims to establish rigorous, provable notions
of security for various such transformations that are
relevant in the scope of post-quantum cryptography.

We achieve this via formalmathematical proofs, and
in some cases, via proposing new security definitions,
when existing ones are inadequate. Most analyses are
treated in an idealized setting known as the random
oraclemodel.
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