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functions through encodings that are either exponential in the input size or hard to interpret. We address this
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1. Introduction the two main paradigms being Genetic Algorithms (GAs) [10] and
Genetic Programming (GP) [11].

The major drawback of existing EC approaches is represented by
the function encodings they rely upon: GAs use a bitstring encoding
of the function’s truth table, whose size is exponential in the number

of variables, while GP methods use complex, hard-to-interpret trees of

Designing Boolean functions satisfying strong — and often conflicting
- cryptographic properties like nonlinearity, balancedness, and corre-
lation immunity is a challenging task [1,2]. Functions enjoying these
properties serve as key components in block and stream ciphers to
resist attacks and ensure secure encryption; their search is a complex
combinatorial optimization problem, as the number of candidates in-
creases super-exponentially in the number of variables. Finding new
ways to generate cryptographic Boolean functions is thus an active
research area, with applications spanning several domains [3-6]. Three
main approaches are used in the literature: algebraic constructions [2,
Section 6.1.15], random generation, and (meta-) heuristic methods [7].
Algebraic constructions have the merit of working for many different
function sizes; however, they produce the same Boolean functions when

operators (see Fig. 1 for an example).

The main goal of this work is to address these limitations by propos-
ing a novel encoding to evolve Boolean functions that is at the same
time polynomial in size and easily interpretable. Our encoding consists
of the direct translation of the Disjunctive Normal Form (DNF) of a
Boolean function into a special type of Reaction Systems (RS) [12,13],
a computational model inspired by biochemical reactions in living
cells which offers an easy yet intuitive way of describing complex

using the same starting conditions, and finding new constructions can
be far from trivial [7]. Random generation is impractical due to the pro-
hibitive size of the search space [8]. Among metaheuristic strategies,
Evolutionary Computation (EC) has demonstrated strong potential [9],

* Corresponding author.
E-mail address: rocco.ascone@phd.units.it (R. Ascone).

https://doi.org/10.1016/j.swevo.2026.102287

constructs. The main advantage of RS-based strategies is that they do
not require the definition of a problem-specific set of functional or
terminal symbols, and individuals can be directly read and understood
by humans.
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Tree-based symbolic encoding

(1 ® —x2) ® (21 V ((x1 ® 22) Axs) V —2a)
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DNF encoding

(1 A —xo) V (mxy Axo A x3)

Bitstring encoding

Truth table: [0,0,0,1,1,1,0,0]

Fig. 1. Three different encodings of the 3-variable function f(x) = (x; @ —x,) ® (x; V ((x; ® x,) AX3) V 7x,). In DNF, f can be written as (x; A =x,) V (7X; A X, Ax3);
00011100 is the bitstring (of length 23) representing its truth table (for inputs in lexicographic order). The DNF of any function f can also be represented via
a tree with the root labeled by v, and its sons always labeled by A. Observe that the height of a DNF tree is always bounded by 3; in contrast, the height of a
general tree encoding using more operators (like those used in GP methods) is unbounded, and can be particularly large due to phenomena like bloating [7].
The uniformity of DNF trees ensures human-readable solutions without limiting the number of possible Boolean functions they can represent.

The evolution of general RS has been first explored by Manzoni
et al. [14], who proposed the paradigm of Evolutionary Reaction
Systems (EvoRS) and reported promising results for several real-world
binary classification problems. Inspired by this work, we introduce Evo-
lutionary Boolean Reaction Systems (EvoBRS), an original evolution-
ary framework specifically designed to evolve individuals represented
through the newly defined class of Boolean RS, that encode Boolean
functions in DNF. To suitably design the key components of EvoBRS,
we provide a novel and comprehensive investigation of the theoret-
ical properties of the DNF representation of cryptographic Boolean
functions, and use these insights to design the EvoBRS operators.

We apply our paradigm to two well-established problems related to
the design of cryptographic Boolean functions: generating highly non-
linear balanced Boolean functions and bent Boolean functions, called
the Ba. and Bent problems, respectively. To validate our approach,
we conducted an extensive set of experiments across multiple problem
instances. We compare our results both with GP and with multiple
GAs using improved evolutionary operators from a recent study [15].
Beyond performance measures like nonlinearity and balancedness, we
analyze the structural properties of the evolved solutions and show
that EvoBRS not only generates Boolean functions with strong cryp-
tographic properties but also produces compact and diverse solutions,
highlighting the benefits of RS-based representations.

The main goal of our work is to provide a compact, easy-to-interpret
model (as well as to unveil nontrivial connections between the seem-
ingly unrelated domains of RS and Boolean functions), rather than
maximizing the success rate of our method. Nevertheless, we demon-
strate that EvoBRS consistently outperforms state-of-the-art GAs, and
in many cases even GP, also in terms of success rate, while offering a
compact, polynomially bounded output encoding.

A preliminary version of the EvoBRS paradigm, limited to the Bent
problem, was presented in the short paper [16]. Compared to [16], here
we (i) extend the EvoBRS framework to solve the BaL problem, that
has the additional requirement of balancedness; (ii) provide a novel
and comprehensive investigation of theoretical properties of the DNF
representation, unveiling fundamental constraints to ease the search,

and develop ad-hoc operators; (iii) significantly improve over previous
results obtained in [16] for the Bent problem, and achieve known
maximum values of nonlinearity for all the Bar instances (Section 7.1);
(iv) investigate the diversity and the interpretability of the obtained
solutions (Section 7.2); and (v) provide a user-friendly C++ implemen-
tation of the algorithm, which allows a faster-execution and a larger
fitness evaluation budget.

1.1. Related work

We begin by reviewing the main EC paradigms employed to gen-
erate Boolean functions: for a more comprehensive analysis, we refer
the reader to the survey [7]. Various representations for Boolean func-
tions have been proposed in the literature, and, building upon them,
different metaheuristic approaches have been developed to explore the
corresponding search spaces.

Bitstring encoding is the most straightforward and common ap-
proach, where a candidate Boolean function over n variables is encoded
as a string of bits of length 2", corresponding directly to its truth table.
This encoding is particularly suitable for many metaheuristics, espe-
cially GAs, which can operate directly on bitstrings. The first effort in
this direction employed a GAs in 1997 [17], followed by progressively
advanced GAs [18-23]. Other EC paradigms, including Particle Swarm
Optimization [24], have also been explored in this context [25] relying
on bitstring encoding. However, direct mappings to truth tables suffer
from the curse of dimensionality as the number of variables increases,
making this representation hardly scalable for large n.

Symbolic representations partially mitigate the scalability issues
associated with bitstring encoding, although at the cost of reduced
interpretability. Evolutionary Algorithms (EA) that employ symbolic
representations, such as GP, are commonly applied in this context.
A GP individual representing a Boolean function typically takes the
form of a syntax tree, where terminal nodes (leaves) correspond to
the n Boolean variables, and internal nodes represent binary operators
such as AND, OR, NOR, XOR, XNOR, NAND, or other more com-
plex operators. GP and its variants, including Cartesian GP [26] and
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linear GP [27], have shown good performances in evolving Boolean
functions [28-35]. Another line of research has focused on evolving
secondary Boolean constructions rather than designing entirely novel
ones [36-40]. Nonetheless, it remains uncertain whether these evolved
constructions are genuinely novel, as metaheuristics often produce
numerous candidate solutions requiring exhaustive validation to assess
their novelty [7]. Additionally, the size of these constructions is often
unbounded, leading to non-interpretable results and a considerable
bloat in many cases [7,38].

Other representations of Boolean functions proposed in the litera-
ture include integer encoding [41] and floating-point encoding [42],
though these are rarely used and suffer from similar scalability prob-
lems as bitstring encoding. Fig. 1 shows an example of a Boolean
function represented through bitstring and symbolic encoding, together
with an example of the DNF encoding proposed in this work.

2. Boolean functions

This section covers the preliminary definitions and results related
to Boolean functions used throughout the paper. The treatment is, of
course, far from being exhaustive. The interested reader is referred to
Carlet’s book [2] for an in-depth discussion of Boolean functions and
their properties relevant to cryptography.

Let F, = {0,1} denote the finite field with two elements, where
addition corresponds to the XOR operation of two bits a,b € F,
(denoted as a @ b) and multiplication corresponds to the logical AND
(denoted by the concatenation ab). For any n € N, the set of all n-tuples
of bits is denoted by FJ. The scalar product of two vectors x,y € F) is
defined as x - y = @]_, x;y;.

A Boolean function of n variables is a mapping f : F) — F,. A
natural way to uniquely represent such a function is by its truth table,
which is the 2"-bit vector Q, that specifies, for each possible input
x € I in lexicographic order, the corresponding output value f(x).
The Hamming weight w (f) of f is defined as the number of ones in
Q.

Another unique representation of a Boolean function is the Walsh
transform, which measures the correlations between a Boolean function
f and linear functions, i.e. those that are defined as an XOR of a
subset of the input variables. Formally, given f : F} — F,, the Walsh
transform is the mapping W : ) — Z defined as:

Wi = Y, (=1)/ e eh)

n
xelF b

for all a € ). The coefficient W, (a) determines the correlation between
f and the linear function a - x.

A function f F? — F, is called balanced if wy(f) = =1
meaning that its truth table contains an equal number of zeros and
ones. Balancedness is a fundamental cryptographic property of Boolean
functions used in the combiner and filter model of stream ciphers:
unbalanced functions present a statistical bias in their output that can
be exploited in distinguishing attacks [2].

Another critical property of Boolean functions in cryptography is
their nonlinearity, which measures the Hamming distance of the func-
tion from the set of all linear functions. The nonlinearity of a Boolean
function can be expressed in terms of the Walsh transform:

() =271 = L max W (@), @
2

The nonlinearity of any Boolean function with » inputs satisfies:
ni(f) < 2"t —227" 3)

The above inequality is also called the covering radius bound.

A Boolean function can be considered highly nonlinear if its non-
linearity is close to the covering radius bound in its class. Functions
with high nonlinearity are crucial for resisting fast correlation attacks
in stream ciphers [43]. Moreover, functions with higher correlation to
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Table 1

Best known nonlinearities for balanced Boolean functions up to n = 10
variables, along with the search space sizes. For even number of variables,
the nonlinearity of bent functions is reported within parentheses.

n 6 7 8 9 10
nl 26 (28) 56 116 (120) 240 492 (496)
#B, 1.8-10" 3.4.10% 12107 13- 10 1.8 1038

n

linear ones are more susceptible to affine approximation attacks. In
particular, the functions whose nonlinearity equals the maximal value
27=1 —257" are called bent. Bent functions exist only for even values of
n (since the Walsh transform only gives integer values), and moreover
they are not balanced (since W0 = 12% # 0, called bent weight).
Consequently, bent functions, being unbalanced, cannot be directly
used in the design of stream ciphers, as we have remarked above.

When taking balancedness into account, the question of the max-
imum nonlinearity achievable by a Boolean function becomes more
complicated. The optimal value is known only up to n = 7 variables,
but beyond that it is still an open question. The problem is further
exacerbated by the fact that the number of Boolean functions grows
super-exponentially in n. Therefore, it is unfeasible to perform an
exhaustive search of all Boolean functions of 6 or more variables.

Table 1 summarizes the best known nonlinearity values for balanced
functions, from n = 6 up to n = 10 variables, along with the search space
sizes. For even n, the table reports within parentheses the nonlinearity
corresponding to the bent case. These values are drawn from standard
references in the literature [2].

Now, we formally define the combinatorial optimization problems
investigated in this work:

Problem 1 (BaL). Given n € N, find a n-variable Boolean function
f + F; —» IF, such that f is balanced and has maximum nonlinearity.

Problem 2 (Bent). Let n € N be even. Find a n-variable Boolean
function f : F, - F, such that f has maximum nonlinearity, i.e. f
is bent.

Disjunctive normal form

We can represent Boolean functions via logical formulas, which
combine input variables through the logical operators AND, OR, and
NOT. A literal refers to either an input variable or its negation, while a
clause is a conjunction (AND) of literals, with its size defined as the
number of literals it contains. DNF is a particular representation of
a logical formula structured as a disjunction (OR) of clauses. When
working with the DNF representation, we use the following notation: A
(AND), v (OR) and = (NOT). Any Boolean function can be represented
in DNF, unfortunately not in a unique way, i.e., different logical formu-
las can give rise to the same Boolean functions. Nevertheless a logical
formula in DNF can be easily converted in a Boolean circuit [44].

3. Reaction systems

This section introduces preliminary definitions related to Reaction
Systems (RS) and explains how they can be used to represent Boolean
functions in DNF form, which is the focus of their use in this work.
For a more comprehensive introduction to RS, we refer the interested
reader to the survey by Brijder et al. [45].

RS were introduced by Rozenberg and Ehrenfeucht [12,13] in 2004
as a formal model inspired by chemical reactions, and inspired a great
deal of research ever since, see e.g. [46-54]. The model represents
chemical substances with a finite set of entities and the interactions
among them happening within a cell as a finite set of rules called
reactions.
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A reaction over a finite set S of entities is a triple (R,, I,, P,) of
subsets of S such that R, n I, = @, where R, is the set of reactants,
I, the set of inhibitors, and P, the nonempty set of products: it models a
chemical reaction that transforms the set of chemicals R, into a new set
P,, and can only take place if none of the substances from 7, is present.
The size of a reaction is defined as |R, U I,,|. Just like in the original
definition [12], in this paper we allow both the set of reactants and
the set of inhibitors to be empty. The set of all possible reactions over
S is denoted by rac(.S). A Reaction System (RS) A = (S, A) consists of the
finite set of entities .S, called the background set, and a set A C rac(S)
of reactions over S: see Example 1.

Any subset of S is a state of the RS. A reaction a is enabled in a state
T if R, C T (all reactants are present in the state) and I, T = @ (no
inhibitors are present). The set of all the reactions of A enabled in T is
denoted by en 4(T). The result function res, : 25 — 25 of a reaction a is
defined as:

Pa
res,(T) := .
@  otherwise.

The definition of result function extends naturally to sets of re-
actions: given any T C S and A C rac(S), we define res,(T) :=
Uaea resq(T). Consistently, the result function res, of the whole RS
A = (S, A) is defined to be equal to res,, i.e. the result function of
the whole set of reactions of the RS. In this way, any RS A = (S, 4)
induces a discrete dynamical system with state set 25 and next state

function res 4.

if a is enabled in T

Example 1. Consider the RS A = (S, A) consisting of the background
set of three entities S = {x;,x,,x3} and the set of reactions A =
{a,b,c} with a = ({x1,x%,},@,{x3}), b = ({x5,x3},{x;},{x;}), and
¢ = ({x,},{x3},{x;}). Reaction a models the transformation of two
chemicals x,x, into a third substance x; which happens whenever
x, and x, are present at the same time (there are no inhibitors); b
transforms x, and x; into x,, but it can only happen if x, is not already
present, because it is an inhibitor for the reaction; and analogously, the
reaction c that transforms x, into x, can only happen if x; is not present
in the same state.

The set of states of A is given by 25 = {@, {x;}, {x,}, {x3}, {x1. X, ],
{x1.x3}, {x2,x3}, {x], x5, x3}}. For instance, the set of reactions enabled
inT = {x,x,} is en4(T) = {a,c} (b is not enabled because x; is in
R, but not in T); and the state 7/ = {x|, x,, x3} enables only reaction
a, because although the reactant sets of both » and ¢ are contained in
T', their inhibitors are present as well. The result function of T is thus
given by the union of the products of the enabled reactions a and c:
res (T) = {x3} U {x1} = {x1,x3}.

3.1. Boolean reaction systems

Reaction systems can be used to represent Boolean functions in DNF
form [55]. A RS A univocally represents a function f in DNF if it
is of the following form. The background set of A consists of the set
of literals X = {x,,...,x,} appearing in the DNF plus an extra entity
denoted ‘True’. Each reaction univocally corresponds to a clause C
of the DNF and is of the form (R, I, {True}) with R,I C X, i.e. the
product set always consists of the single entity True, which in contrast,
is never part of the reactants nor the inhibitors. The set of reactants R
contains all and only the literals that appear non-negated in C; the set
of inhibitors I contains all and only the negated literals of C. We call
reaction systems of this form Boolean Reaction Systems (BRS).

The states of a BRS not including the entity True are into a one-to-
one correspondence with all possible assignments to the literals in X:
in particular, a state 7 C X uniquely encodes the assignment such that
x; = 1 if and only if x; € T, for all i = 1,...,n. This encoding implies
that a reaction is enabled by a state T if and only if the corresponding
clause is satisfied by the assignment encoded with 7': see also Example
2. Thus, the production of the entity True corresponds to the output of
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the Boolean function being 1: in other words, f is 1 for an assignment
encoded with a state T iff True € res 4(T).

Note that the encoding described above is unique and, as such, the
reduction can be reversed so that a Boolean function in DNF can uni-
vocally be reconstructed from any BRS. In particular, the requirement
RN I = @ in reaction systems corresponds to requiring that no clause
of the DNF contains x; A -x; for any i = 1,...,n. We will call balanced
any BRS representing a balanced function; and similarly, a BRS is bent
if it encodes a bent function.

Example 2. Consider the Boolean function f : ]F; — F, in DNF:

F(x) = C(x) V Cy(x) V C5(x)

=(x; A7xy Ax3) V (Xp A X ATX3) V(X A X3 ATXg).

Function f is univocally encoded by the BRS A = (S, {r;,r,,r3}), where
S = {x,x,,x3, True} and the reactions are

ri =({x1}, {xp,x3}, {True})
ry = ({x,}, {x1,x3}, {True})
r3 = ({xy,x3}, {x;}, {True}).

In this way, any state T C {x,,x,,x3} encodes an input for f where
x; = 1iff x;, € T, e.g., the state T = {x,x,} corresponds to the
assignment x; = 1,x, = 1,x3 = 0. The symbol True represents that the
output of f is 1. For instance, the reaction r; = ({x;}, {x,,x3}, {True})
is not enabled by the state T' = {x;, x,}, since C; = (x; A 7x5 A 7x3) is
not satisfied by the assignment x; = 1,x, = 1,x3 = 0. In general, each
reaction r; corresponds to the clause C;, and r; is enabled by a state T'
iff C; is satisfied by the assignment associated with T in particular, f
is 1 with input encoded by state T iff True € res 4 (7).

4. Theoretical results

In this section, we present new results regarding the DNF rep-
resentation of Boolean functions with maximal nonlinearity. These
theoretical findings are reported because they form the foundation for
the design of the evolutionary algorithm used in our approach, which
we detail in the next section.

We start by recalling a useful identity between the Walsh transform
and the Hamming weight of a Boolean function. Let #,(x) = a - x, for
any a € I}, the following holds

Wia)=2" — 2wy (f ®¢,). 4

Eq. (4) tells us that the correlation between f and the linear function
¢, can also be expressed in terms of the Hamming distance between
their truth tables. Eq. (4) implies in particular the following.

Remark 3. A Boolean function f is balanced if and only if W,(0) = 0,
where 0 is the zero vector of IF).

Furthermore, the spectral radius W, (f) of f is the maximum
absolute value assumed by the Walsh transform, i.e. MaXgezn [W(a)l.
Thus we can express the nonlinearity as ni(f) = 2" — %Wmax( f).

Let C;(x) = x| A - AX; A=X;41 A == A =x; be a conjunction of the
first k variables of x where the first i variables are not negated and the
rest are negated.

Remark 4. The following hold:

1. If i < k and x is such that x; =0, then C; ;(x) = C;_; ;(x).
2. If i = k and x is such that x;, = 1, then C; ;(x) = C;_; ;_; (x).
We can compute the Hamming weight of f as wy(f) = erm f(x),

where we are interpreting f as a function from F) to N, thus for any
1 < k < n, we can split the summation as

wir(HN =Y, Flymo®+ X, Flem1( )

xp=0 x=1
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where ¥ _, (resp. ¥, _o) denotes the sum over all x € F) s.t. x; = 1
(resp. x, = 0). From now on, we assume, like in Eq. (5), that each
summation is over integer numbers, thus boolean inputs are identified
with 0 and 1 in Z. Given a vector a € I} and any 1 <i < n, we define
pi(a) = 65;:1 a;,i.e. p;(a)is the parity of the number of ones in the vector
(ay,...,aq;) € ]F’z.

The following lemma is at the heart of all the next proofs, where we
prove that adding a clause to a given function imposes a restriction on
the Walsh transform, i.e. a certain linear combination (with coefficients
+1 and —1) of some values of the Walsh transform must always be equal
to —2".

Lemma 5. Given ¢ : [} - F,andany 1 <k <n 0 <i <k let
fiF—>F, be defined as f(x) = @(x) v Cy ;(x). Then

D (1P OW,(a) = 2" (6

a=(ay,....ay ,0,..4,0)611";

Proof. We prove Eq. (6) by full induction on k, that is, we prove that
the statement being true for some k and all » implies that it is true for
k+1 and all n.

Base case: k = 1. We consider the case where i =0, i.e. f(x) = @(x)V
(=x,). We first notice that

wr(H)= Y 1+ Y ex)=2""+ Y e, @)
x1=0 x;=1 x;=1

Let e; = (1,0,...,0) € F’. Notice that in this case, Lo (x) =1 if

and only if x; = 1, implying in particular that f(x)®7,, (x) = 1 if

either x; =0, or x; = 1 and ¢(x) = 0. Furthermore, note that for

any two boolean values a and b, it holds that avb=a @ b @ ab.

We thus have

F@) @, (x)=(p(x) V(1D x) & x|
=(@ex)®1®x; & (1D x)p(x)) D x; =1 x;0(x).

Thus, wy (f ® ¢,) = 2x1=0 1+ 2x1=1 (1 ® @(x)). Combining this
with Eq. (7), we obtain that

wr(+w(f®,)=2-2""4 Y 1D o)+ Y ox)

x;=1 xp=1

=221 42 =30

since Zx1=1 (1® ¢(x)) and Zx1=l @(x) together sum up to 2"~ 1.
Finally, by applying Eq. (4) we get:

Y W@ = WO+ Wle)
a=(a],0,...,0)E]Fg

(Eq. (4)
=22 2wy () + wy(f ®7,)
= 2.2"-2.3.2"1 =2,
The case i = 1 follows similarly.

Inductive case: k — 1 = k. Consider the case i < k (the case i = k
follows similarly). We define A = {a = (ay, ..., 4,0, ...,0) € ]Fg}
and we want to evaluate Y ,_,(—D)?@wy(f @ ¢,). By applying
Eq. (5) and Remark 4. 1, and since x; = 1 implies that C; ;(x) =0,
we have that

wp(f @)= ), [ @a-x
xG]F;

(Eq._(5))

Y @V X @a-x)+ Y e(x)@a-x

x;=0 xp=1

Y (@) VC () Ba- )+ Y px)Da-x.

x=0 xp=1

(Rk. 4.1)

Given any a € A, we denote b = (ay,...,a;_;,0,...,0) € A and
al = (ay,...,a;_1,1,0...,0) € A, and we split A in the two sets
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Ag=1{a’ :a€ A} and A, = {a' : a € A}: note that Ay U 4, = A.
Then the sum of wy(f & ¢,) over A, is:

Z (_1)F,(a)wH(f D) =

€A
= 2 =DPO N (@) V Gy () @ d - x)+
aOGAO Xk:()
+ z (=1Pi@ Z o(x)®a’ - x.

aOEAO xp=1
Whereas the sum of wy(f @ ¢,) over A, is:
Z (_I)Pi(ﬂ)wH(f @) =
aleA;
= D D N (@) V oy () @ a0+
aleA x=0
+ DO Y e @a - x
alea, x=1
= Y PO N (@) V Gy () @a” - x)+
aVeA, x=0
+ Y O Y g @ xel
adea, x=1
The last equality holds since when x; = 0 then a° - x = a!
when x, = 1 then a' - x = a” - x @ 1. Since

-x, and

Y (o) @ x® 1)+ (px) @ a - x) = ©)

xp=1
=2 0@ )+ @)@ x)= Y 1=2""
xp=1 xp=1
we obtain that
Y Ow,(f e, = ©)

agA

FD 2 3109 T eV G 0 @a - x) + Y, (—Dpon,
aYes, x=0 adeA,

Let 1 @ F2 — Pl m(x) = (epoeors Xpops Xt o5 %) and
[ ]Fg_] = F5, 4 (x) = (xp, .., x4, 0, X, .. X, ). Remark that
7 (1 (x)) = x for any x € F2~!. Consider the function f’ : Fi~! —
Fy, f1(x) = @1, (x))VC,_; ;(1(x)). Since the form of f” is the same
form as f but with C,_, ; instead of C, ;, the inductive hypothesis
applies. Given any b € IF;‘I, we have that

> fo@b-x

n—1
xETFZ

Y @)V Cy (1 (x) D b - x

n—1
XE]FZ

Y @)V Gy () @ 1 (b) - X).

x€F] 1x =0

wy(f' ®¢y)

Therefore, since 1,(7,(a%)) = a° for any a° € A, we always have
that

Z (P(x)V Cy_y;(x) ® ) =wy(f ® (@) (10)
x€FY 1x; =0
Furthermore, since f’ is over n — 1 variables, for any b € F;“
Eq. (4) gives us
2wy (f' @) =2"" — Wy (b). an
By applying Egs. (9), (10), and (11), we get:
D0 Owy(f @2, =

acA

. (9),10
(Eq (=) (10)) Z (—l)pf(a)sz(f/ ®fnk(a0))+ 2 (_l)pi(a)zn—l

aVeA V€A

Z (_l)pi(a)(zn—l _ Wf’(”k(ao)))+ Z (_1)p,(a)2n—l

a0 €Ay a® €Aq

(Eq. (11)



R. Ascone et al.

Table 2
Truth tables of the functions defined in Example 6.

A

X 4 f

000
001
010
011
100
101
110
111

&
8
8

8

OO M=MHOOO
e ===
O OO O OO OO ™
=0 O == OO
=== =0 000
OO H R R HOO|N

= Z (=Dpi@on _ Z (1P QW (7, (a%)

V€A V€A
= D@ — Y ) OwW )
aVeA bem(Ag)
_ Z (—1ypi@n _ Z (~1POW (b
aVeA, b=(by..bg1.0,....0)EFA!
- on Z (_l)p[(a) _ (—2"_1),
a%eAg

where the last equality holds by the inductive hypothesis. Finally,
we obtain Eq. (6):

2 D OW (@) =

acA
= Z(_l)m(a)zn ) Z(_l)ﬂi(a)wH(f ®7,)
a€A acA
=2" P (1@ =2 N (=1p@n 4!
acA aOEAO

=2l Z (=@ —2n|2 Z (=@ - on

V€A adeA,

="

where ¥, ,(-1)?@ =2%, _, (=1)»( since i < k and thus the
value of g, does not influence the result of (-1)»@. ]

Example 6 (For Lemma 5). Consider the Boolean function ¢ : IF; - F,,
@(x) 1= (x; A7xy) V (7x] A X5 AX3), and take k =i = 2. Then C,,(x) :=
X| AXy, thus f(x) = PV Cyn(x) = (X ATX) V(7x] AXg AX3)V (X AXp).
The truth tables of ¢ and f are in Table 2.

The summation in the statement of Lemma 5 is taken over the four
vectors a; = (0,0,0), @y = (0,1,0), a3 = (1,0,0), and a; = (1,1,0),
with p,(a;) = py(ay) = 0, and p,(a,) = p,(a3) = 1. The truth tables
of the linear functions ¢, , £4,, £4,, ¢4,, used to compute the Walsh
transforms, are shown in Table 2. It follows that W, (a;) = 2 2wy (f®
Cop) = =2, Wy(ay) =2, Wy(az) = 6, and W;(ay) = 2. Putting all together,
the summation of Lemma 5 gives correctly (—DOW(a))+ (=D W (ay)+
(~D'Wy(a3) + (=)W (a)) = —2-2-6+2=-8.

Finally, it is easy to verify (by computing W,(a) for the rest of
a € F;) that the nonlinearity of f is nl(f) =4 — %Wmax(f) =4-3=1.
Notice that this is consistent with the definition of nonlinearity of f as
the minimum Hamming distance between f and any linear function:
in this example, the minimum distance is between f and Cap which
indeed differs from f only on x = 011 (see Table 2).

We now focus on bent functions, where the number of variables n
is even. The following results establish a lower bound on the size of
the clauses in the DNF representation of a bent Boolean function, thus
providing a necessary condition for any function to be bent.

Theorem 7. Givenany ¢ : IF; — F,, n even, and given C(x) a conjunction
of at most k < g literals, the function f(x) = C(x) V @(x) is never bent.
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Table 3

Example of non-bent functions. The last column highlights the types of
reactions that must be avoided to construct a BRS capable of representing
a bent function.

function type associated reaction

(x; Ax;)V p(x)
(x; A7x;) V (x)
(x; Ax;) V (x)

6 ({x,-,x/],ﬂ,{True})
6
6
n>8 (x,Ax/Axk)qu(x)
8
8
8

({x; ), {x; ), {True})
(@, {x;,x;}, {True})
({x;.x;. %, }. 2, {True})
({xin %, {x, }, {True})
({x;} {x;. %, 1, {True})
@, {x;,x;, %, }, {True})

(x; AX; A X)) V p(x)
(x; A7X; A X)) Vo g(x)
(2 A2 A V (x)

Proof. Up to renaming the variables, we can assume w.l.o.g. that
C(x) = C;;(x) for some 0 < i < k. By Lemma 5 and the triangle

inequality, we deduce that

W@ >2".

a=(a; ,...,ak,O,...,O)e]Fg

Recall that W,,,.(f) = MaX e [W,(a)l, therefore

2" < Z

a=(ay,....a) ,0.4..,O)€]F;

Wi (@) < 2°W,0 ()

thus W,,,.(f) > 2"%. Therefore, by the definition of nonlinearity:
1

nl(f) = on=1 _ 3 F ()< on=1 _ pn—k=1 o on-1 _23—1' 0

Corollary 8 (Necessary Condition for Bent Functions). In any DNF
representation of a bent function f : F) — TF,, all clauses have size at
least 3.

In light of the correspondence between BRS and the DNF representa-
tion of Boolean functions, Corollary 8 immediately gives a lower bound
on the size of reactions required for a BRS to represent a bent function.
To increase the likelihood of generating individuals that are bent or
close to being bent, we thus impose that the size of reactions during
the initialization phase is at least g For instance, for n > 6, a function
such as (x; A x;) V @(x) cannot be bent for any i and ;. The results for
small values of n are summarized in Table 3.

In the next proposition, we demonstrate that the bound of Corollary
8 is sharp. Specifically, we show the existence of bent functions with
clauses of size g in their DNF representation.

Proposition 9. For each even n € N, there exist bent functions f : F) —
F, with at least a clause of size g in their DNF representation.

Proof. Given an even integer n, we define inductively g,(x) = g,_,(x)®
X,_1X, where ¢,(x) = x, x,. The function g, is a quadratic bent function,
thus also f,(x) = —g,(x) = ¢,(x) ® 1 is a quadratic bent function:
we prove by induction that f, has a clause of size g in its DNF
representation. Remark that f,(x) = ¢,(x) ® 1 = ¢, , ® x,_1x, D1 =
frno2®x,_1x,and a @ b= (a A-b)V (na A b).

Base case: n = 2. Since —g,(x) = x;x, @ 1 = =x| Vx,, in the base case
the statement holds.

Inductive case: n — 2 = n. By the definition of f,, we have

Su() = fr0(x) @ x,,_ %,
= (fum2 () A(xmp AX)) Y (R f0(X) Ax,y A Xy)
= (fum2() A 7x, )V (fm20(X) A xy)
V() Ax,_ AX,)
=g1(x)V &)V gX).

By the inductive hypothesis we know that f,_, has a DNF repre-
sentation C; V---vVC,, with at least a clause C; of size % Starting
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from this DNF representation, we can build a DNF representation

for f, containing a clause of size g Indeed, g,(x) = f,_o(x) A

-x,_; = (C; A=x,_) V- V(C, A-x,_;) is a DNF representation of
g, with at least a clause of size % +1= g The same argument
applies to g,. We can finally choose any DNF decomposition of
g3 to get a DNF representation of f, where there exists a clause

of size g O

Finally, we show that a similar result as Theorem 7 applies to
balanced Boolean functions with maximal nonlinearity, for all n < 15
(odd values of »n included).

Example 10 (Bent Function with Minimum Clause Size). Consider n =
4: we apply the construction of the inductive case of the proof of
Proposition 9 to obtain the DNF representation of a bent Boolean
function over IF‘Z‘ with at least one clause of minimum size % = 2. From
the base case, we have that f,(x) := -x; V -x,; we can thus obtain
J4(x) 1= (x ATx3) V(X ATX3) V(X AT ) V(X ATX V(X AXp AX3AX ).
Notice that f, is bent by construction: in fact, it is immediate to verify
that [W(a)| =4 foralla € IF‘z‘, implying in particular that W,,,.(f) =4
and thus the nonlinearity of / is n/(f) = 2° = 1W,,,.(f) = 6, which is
the maximum nonlinearity value for n = 4.

Theorem 11. Given any ¢ : <

conjunction of at most k < [;] literals such that the function f(x) = C(x)V
@(x) is balanced. Then, f does not have the maximal known nonlinearity
value.

IF; — F, and n < 15, let C(x) be a

Proof. Up to renaming the variables, we can assume w.l.o.g. that
C(x) = Cy ;(x) for some 0 < i < k. Recall that by Remark 3 f is balanced
if and only if W;(0) = 0. Using Lemma 5, we get that

2" < >

a=(a; ,.“,ak,O,.“,O)E]F:

W (@] < 2 = DWpy0(f)

thus W,

max

)= % Therefore, since k < [;] — 1, we get

2n71
2311

2n71
2k -1

(=2 = Lw (<ot - <!

2

To conclude, when we evaluate the right-hand side for n < 15, we

always obtain a smaller value than the best-known nonlinearity value
(see [2, Table 3.1]). O

Corollary 12 (Necessary Condition for Balanced Functions with Maxi-
mum Nonlinearity). In any DNF representation of a maximally nonlinear
balanced function f : F) — F,, n < 15, all clauses have size at least [g].

Thus, similar to how we improved the generation process for bent
functions, we can use these findings to refine the generation process for
individuals in the BaL problem. For example, Corollary 12 implies that,
for n = 7, no balanced BRS containing a reaction of size 3 can have
maximal nonlinearity.

5. Evolutionary Boolean reaction systems

In this section, we propose a new algorithm, Evolutionary Boolean
Reaction Systems (EvoBRS), specifically designed for the representation
and evolution of Boolean functions through BRS.

Recall that a framework for evolving general RS was originally
proposed in [14]; our method, however, is fundamentally different, as
the individuals we evolve are constrained to be BRS (see Section 3.1).
To maintain this constraint, we define specialized operators, as well as
novel fitness measures which are evaluated on the Boolean functions
represented by the BRS. Our algorithm tailors the evolution to the
requirements of the Bent and BaL problems (see Section 2) and incorpo-
rates the theoretical results of Section 4. In the following subsections,
we provide all the details of this new evolutionary paradigm.
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Inizialization
[Selection—i—Elitism
|/

[Termination criteria] Renewal
A\
Simplification Crossover

\[Reaction change

Fig. 2. The execution cycle of EvoBRS.

Initialization

To define the initial population for EvoBRS, each BRS individual
requires both a background set and a set of reactions. For a problem
of dimension » (i.e., to generate n-variable functions), the background
set of each BRS is defined as S = {x,...,x,, True}. Each reaction is
represented as a triplet of sets of the form (R, I, {True}). To initialize
the reactions, we rely on the two parameters init_size_min and
init_size_max, which set the lower and upper bounds for the
number of reactions allowed in each BRS. Furthermore, we randomly
generate reactions of size at least [g]: this additional constraint is
motivated by Theorems 7 and 11.

Crossover

We define a new crossover operator, which is applied with proba-
bility p.. Given two BRS, A = (S, A) and B = (S, B), let A; (resp. B;)
be the set of all reactions of size i of A (resp. B). For each possible
size i, it generates an offspring of two BRS: A; = (S,(4 \ 4;) U B;) and
B; = (S,(B\ B;)U 4,), i.e. it swaps all the reactions of size i of A and
B. An example of this crossover (with i = 4) is shown in Fig. 3.

This crossover is particularly effective for the BaL problem, as
balanced parents are more likely to produce balanced offspring when
only blocks of reactions of the same size are exchanged, as we observed
from preliminary tests. Moreover, since we initialize individuals with
reactions of size at least [;]» the amount of possible offspring is
bounded by #, and all offspring have reactions of size at least [%]. Thus,
the offspring does not violate Theorem 7 or Theorem 11.

Mutations

We define two types of mutations that operate on BRS. The first,
called renewal, replaces an existing BRS with a completely new one,
generated in the same way as the individuals during the initialization
process. Each individual has a probability p,,, of undergoing this muta-
tion. Renewal is a strong mutation that introduces new genetic material
in each cycle to increase diversity and help explore the search space,
especially in the early stages of evolution. To balance this, the second
mutation is less disruptive, changing fewer reactions to allow for a more
gradual evolution.

The second mutation, called random reaction change, modifies an
existing BRS A = (S, A) by replacing up to one third of its reactions
with new reactions of the same size. The number of reactions to
be replaced is chosen uniformly at random. Each individual has a
probability p,, of being affected by this mutation. As with the crossover,
this mutation ensures that the resulting BRS remains consistent with
Theorems 11 and 7.
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A= (S, A)

{$3}7 {:EQﬂ 334}, {True}>
{z1,24}, {22}, {True};
)

{x2}, {x1, 24}, {True}
{zs5}, {w2, 24}, {True}

B
w
e T e

As :({ml, T2, Ts5}, {xs, x4}, {True})

Fig. 3. Example of two balanced BRS A and B over S = {x, ...

Simplification

This operator reduces the number of reactions in BRS by removing
some reactions from each system. The simplification operator is always
applied to the new individuals generated in the evolution cycle. We
say that a reaction a covers a reaction b when all states T' enabling b
enable a as well (see [13]). In the context of BRS, it can be proven
that a = (R, I,.{True}) covers b = (R, I,, {True}) if and only if
R, € R, and I, C I,. Thus if a covers b, then the size of a is
smaller than the size of b, and in particular, the products of b are
always consistent with the products of a, implying that the presence
of a in a RS makes b redundant. To eliminate this redundancy, the
simplification operator transforms each BRS A = (5, A) into a new BRS
B = (S, B), where B C A is obtained from A by removing the covering
reactions. Although it would perhaps seem more natural to remove
the covered reactions instead of the covering ones, we notice that this
choice would actually work against the evolutionary process. Instead,
by removing covering reactions, we can release space for reactions of a
bigger size, thus keeping more diversity in the reactions. For example,
fixed n = 6 and a reaction a = ({x}, xp, X3}, {x4}, {True}) of size k = 4,
a covers ({xy,x,,x3,x5},{x4},{True}) or ({xy,x,,x3}, {x4, x5}, {True})
(and many more). If we kept a instead, all of the covered reactions
would never be used.

Fitness

We define two distinct fitness functions, tailored to the specific
problem we are investigating. The fitness values are evaluated on the
function represented by the BRS individuals. The goal for evolving bent
BRS is to maximize nonlinearity. Thus, we define the fitness function
as:

n

Fitpens(f) = nl(f) + 2" — #mzanxvalues.
where nl(f) represents the nonlinearity of the function f, and the term
| — Fmaxvalues yonresents the normalized number of instances in which
the Walsh transform (see Eq. (1)) of f attains its largest value. A small
number of instances attaining this maximum value makes it easier for
the algorithm to progress to the next higher nonlinearity value.

For highly nonlinear balanced functions, we use a more complex
fitness function [38]:

Fitya(f) = —unbal + 8,51 (1) +

= —unbal + 6unbal fitbent(f)’

where unbal is the unbalancedness, defined as the smallest number of
bits in the truth table that need to be flipped to make f balanced. The
negative sign penalizes unbalancedness, ensuring that balancedness is
prioritized during the optimization process. The delta function §,,,,
takes the value one when unbal = 0 (i.e. f is balanced) and zero other-
wise. This mechanism ensures the fitness function initially focuses on
creating a balanced population before shifting its focus to maximizing
nonlinearity.

2" — #maxvalues
)

Ay | ({2, w5}, {21, 25}, {True}) | <——
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B=(S,B)

({z2, z3}, {za}, {True})
({zs}, {x4, 25}, {True}) | Bs
({1, 23,24}, D, {True})

({zs}, {x1, 3,24}, {True}) B,
({z4, x5}, {2, 23}, {True})

({2, x4}, {x1, 23,25}, {True}) B
({x3, 24}, {1, 22,25}, {True}) | 75

, x5, True}. The reaction system .4, whose reactions are A; U B, U As, is balanced.

EvoBRS cycle

At the beginning, the initial population is generated. Then, the
evolutionary cycle (illustrated in Fig. 2) begins. The process starts
with selection, where elitism preserves the best individuals to maintain
high-quality solutions in the population. After selection, the renewal
mutation is applied. Next, parents are chosen via tournament selection
for crossover, followed by the application of the random reaction
change mutation. The cycle ends with simplification. Then, syntactic
duplicates (BRS with identical reaction sets) are eliminated to prevent
equivalent solutions from persisting in the population. At the end of
each generation, we check whether the stopping criteria have been met,
either reaching the maximum number of fitness evaluations or fitness
achieving the maximal nonlinearity thresholds (reported in Table 1). If
not, the process repeats.

6. Experimental methodology

In this section, we present the experimental settings for running the
EvoBRS algorithm, as well as the algorithms we use for comparison.
Our code is implemented in C++ to ensure computational efficiency
and is publicly available at https://github.com/roccoascl/evobrs.

Algorithms selected for comparison

We test EvoBRS against the two most commonly EC paradigms to
generate Boolean functions for cryptographic applications: GAs and GP.
To assess the performance of EvoBRS against GAs, we use the best-
performing algorithms identified in [15], where the authors conduct a
comprehensive evaluation and comparison of different GAs for solving
the BaL and Bent problems. Their study includes a detailed statistical
analysis and introduces new balanced crossover operators that im-
prove results for the BaL problem. Based on this work, we selected
the three GAs OP, CB, and MoO, named after their crossover strate-
gies: one-point, counter-based, and map-of-ones crossover, respectively.
While OP employs a standard crossover commonly used in Boolean
frameworks, CB and MoO use balanced crossovers designed to evolve
balanced functions. For our comparison, we adopt the same framework
used in [15], including the evolution cycle, evolutionary operators,
fitness functions, and hyperparameters, which were already fine-tuned
by the authors. The implementation is based on the Java code used
in [15].

To compare our method with a symbolic encoding representation,
we use a tree-based GP with the same parameter settings reported
in recent studies [38,56], where it achieved very competitive results.
Specifically, we use the following function set: or, xor, and, and2,
xnor, ifthenelse, where and2 behaves as the function and but
with the second input negated, and ifthenelse takes three argu-
ments and returns the second if the first one evaluates to true and
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Table 4
Problem instances, initialization sizes and number of fitness evaluations.

Problem Instance init_size_min init_size_max Fit evaluations
n==6 80 100 10°
BaL n=17 120 160 5-10°
n=3_8 240 320 5-10°
n=6 80 100 10°
BENT n=38 240 320 107
n=10 320 480 5-107

the third one otherwise. We use the following operators: one-point
crossover, uniform mutation, and ramped half-and-half initialization.
To ensure a fair comparison with EvoBRS, which operates with a
maximum depth of 3, we impose a maximum tree depth equal to
3 (rather than 9, which is the value used in previous studies). For
completeness, we also report GP results with a maximum depth of 9.
The implementation of the GP baseline is based on the DEAP [57]
library in Python.

Experimental settings

Table 4 summarizes the problems evaluated in our experiments.
The second column specifies the number n of variables for which we
have run experiments for each problem. The third and fourth columns
provide init_size_min and init_size_max, which are the min-
imum and maximum sizes, respectively, of the individuals generated
in the initial step of EvoBRS. These are the only parameters of the
algorithms that vary with the input dimension.

In all experiments, we used a population size of n,,, = 100 indi-
viduals, and a tournament size of n, = 4. We scaled the number of
fitness evaluations, specified in the fifth column, based on the input n,
since the search space grows superexponentially (see Table 1). For a
fair comparison of different methods, we terminated all of them after
the same number of fitness evaluations. A random reaction change
mutation was applied to each individual with a probability of 0.8,
a renewal mutation with a probability of 0.1, and crossover with
a probability of 0.2 (see Section 5). Elitism preserved the best five
individuals for the next generations. We refer the reader to standard
EC literature for the rationale behind these parameter choices [58,59].

We conducted 30 independent runs for each problem dimension to
obtain statistically significant results. For comparisons, we used the
Wilcoxon rank-sum test to assess statistical significance, with the null
hypothesis of equality.

7. Experimental results

This section presents the results of the experimental campaign. The
first part (Section 7.1) focuses on performance, while the second (Sec-
tion 7.2) addresses the diversity and interpretability of the solutions
generated.

7.1. Performances and comparison with other algorithms

Figs. 4 and 5 summarize the results for the BaL and Bent problems,
respectively. In both figures, instances of different problems are shown
in separate rows. The left panels report the progression of the average
nonlinearity of the best individuals over fitness evaluations, while the
right panels show the final nonlinearity distribution, both based on 30
runs. The boxplot graph for the BaL 6 instance also shows p-values from
pairwise statistical tests to highlight the significance of differences.
The bold p-values (with a value of 0.046 and 10~15, respectively)
highlight the only cases in which EvoBRS significantly outperformed
the opponents for this instance. P-values (all on the order of 10711 or
smaller) are omitted from the other graphs, as they consistently confirm
that EvoBRS significantly outperforms the competitors.
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Performances on the BaL problem. Unlike the competitors, our method
reaches the known theoretical maximum nonlinearity for BaL (26, 54,
and 116 for n = 6, 7, and 8, respectively) with all the considered
dimensions. This occurs consistently (30 out of 30 runs) for n = 6,
whereas in the other two cases, such consistency would likely be
achieved with additional fitness evaluations. The average nonlinearities
achieved by EvoBRS surpass those of all other compared methods. In
particular, the other GAs can also reach the maximum nonlinearity for
n = 6, while for n = 7 and n = 8 they all fail to do so (with one
exception for n =7, see Fig. 4). Across all these instances, EvoBRS and
GP start from a lower initial nonlinearity compared to the GAs. The
initialization strategy explains this: they generate balanced individuals,
a straightforward task since they use the truth table representation (it
suffices to create a string with equal numbers of 0 and 1 [15]) but more
challenging with a BRS representation and, in general, with compact
encodings and tree representations.

EvoBRS performs consistently better than GP when » is even, while
for n = 7, GP always reaches the maximum nonlinearity across all runs:
for this dimension, the difference in the performance of EvoBRS and
GP is not statistically relevant, as highlighted by a p-value of 0.686. It
is unclear why the performance of GP is much worse when # is even.
A possible explanation is that in these cases, BaL functions are rarer
and more isolated than with odd values of n; thus, the small structural
changes introduced by generic crossovers or mutations used in GP tend
to flip many outputs at once, severely degrading balancedness.

To assess whether increasing the maximum tree height mitigates
this problem, we ran additional experiments with a height limit of 9.
For BaL 6, using the same number of fitness evaluations as in the
original setting, GP reached the maximum nonlinearity of 26 in only
2 out of 30 runs. We therefore increased the fitness evaluation budget
from 105 to 10°. Under this setting, GP reached a median nonlinearity
of 24.83 (std. 0.83), achieving the maximum value of 26 in 10/30 runs,
still well below EvoBRS. As shown in Fig. A.8, the resulting individuals
are extremely complex and arguably uninterpretable. For BaL 8, using
10° fitness evaluations, GP obtained a median nonlinearity of 113.75
(std. 1.84) and an optimal run rate of 12/30, again lower than the 21/30
optimal runs achieved by EvoBRS.

Performances on the Bent problem. Focusing on the Bent problem, for
n = 6 EvoBRS reaches the theoretical maximum nonlinearity of 28 in
21 out of 30 runs, a result never achieved by any competing GAs, but
consistently obtained by GP. For n = 8 and n = 10, although EvoBRS
achieves high nonlinearity, it never reaches the maximum bounds (120
and 496, respectively). However, the left panels of the plots show that
the fitness of EvoBRS continues to improve throughout the evolution,
suggesting that a higher fitness evaluation budget may yield even better
results.

Across all instances, EvoBRS outperforms all the GAs baselines early
on and maintains a consistent fitness growth, whereas the baselines
tend to stagnate in local optima: see Fig. 5. In contrast, GP achieves
the maximum nonlinearity for n = 6 and » = 8, while for n = 10, it
converges prematurely to a local optimum, stabilizing at a nonlinearity
equal to 480 in all runs, thus underperforming compared to EvoBRS
with a statistically significant p-value of 0.0007. This is likely due to
the height of the GP trees being limited to 3 in this experiment. In fact,
further tests we run evolving trees of height 9 show that in this case,
GP reached the maximum nonlinearity value for » = 10 in 20/30 runs,
although the resulting solutions were no longer human-readable: see
Fig. A.9 for an example.

Discussion and runtime. All in all, our experiments show that EvoBRS
is particularly effective for the BaL problem, consistently reaching the
maximum nonlinearity for all dimensions and outperforming both GP
and the GAs baselines. Interestingly, its performance on BaL is even
stronger than on the Bent problem, despite the smaller computational
budget. The excellent performance of EvoBRS on Bar also aligns with
the fact that its operators are specifically designed for this problem.
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Fig. 4. Progression of the average nonlinearity achieved by the best individual in the population for an increasing number of fitness evaluations (left) and the
final distribution (right) represented as a boxplot across 30 independent runs for the BaL problem for n = 6,7,8. We ran a pairwise Wilcoxon rank-sum test with
equality as the null hypothesis between EvoBRS and each of the other methods, and decorated the boxplot with the resulting p-values. The p-values not present
in the plots are of the order of 10~!! or smaller and were omitted to improve the figure’s clarity. The maximum possible nonlinearity value for each of the
instances is boxed: EvoBRS reached the maximum value in every single run on Bai6, in 27 out of 30 runs on BaL7, and in 21 out of 30 runs on BaL8.

Table 5

Mean runtime (+ standard deviation) for a single cycle of EvoBRS, expressed in
seconds. The means are computed over 30 runs for all problems and instances
considered.

TmME PER cycLE EvoBRS

n BaL n BenT

6 (9.90 + 0.0006) x 1073 s 6 (9.20 £ 0.0003) x 1073 s
7 (2.38£0.0001) x 1072 s 8 (6.62 +£0.0022) x 1072 s
8 (6.88 +£0.0015)x 1072 s 10 (3.88 £0.0054) x 107! s

Although GP is often regarded as the most effective EC approach
for discovering cryptographic functions, our results reveal some limi-
tations: clear examples are the problems Ba. 6 and Ba. 8, where GP
performs much worse than both EvoBRS and the other GAs. Under-
standing why GP underperforms on even-dimensional Bar. remains an
interesting avenue for future investigation.

To assess the computational efficiency of our algorithm, in Table 5
we report the mean time, expressed in seconds, required for a single

10

cycle of EvoBRS for each problem and each dimension. We run each
experiment independently on an Intel Xeon Gold 6140 CPU 2.30 GHz.
We do not compare execution times with competing algorithms as the
use of different programming languages (C++ for EvoBRS, Python
for GP, Java for GAs) prevents a fair comparison. As expected, the
time required for a single cycle increases with n, reflecting the growth
of the search space and the higher evaluation cost. Overall, runtime
remains small, even for the largest instances (Bent 10), where a full
cycle requires less than half a second.

7.2. Interpretability and diversity of the solutions

We now closely examine the functions generated by EvoBRS, fo-
cusing on interpretability and diversity, and compare them with those
generated with other methods. Interpretability is crucial to under-
stand and validate the solutions, while diversity ensures that different
runs produce alternative functions [60], offering multiple equally valid
solutions to the same problem.
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Fig. 5. Average nonlinearity of the best individual per iteration (left) and final distributions across 30 runs (right) for the Bent problem with n = 6,8,10. We
ran a pairwise Wilcoxon rank-sum test with equality as the null hypothesis between EvoBRS and each of the other methods: the resulting p-values in all cases
were on the order of 10711, thus indicating statistically significant differences in the performance of EvoBRS and all the other methods except GP. The maximum
possible nonlinearity value for Bent6 is boxed: EvoBRS reached the maximum value in 12 out of 30 runs on this instance. The maximum value for n = 10 is not
shown as it was never reached by any of the methods, including EvoBRS, which, however, outperformed all the other methods (including GP) for n = 10.

We assess interpretability in terms of structural simplicity and se-
mantic transparency [61,62]. A Boolean function in our BRS represen-
tation is expressed as a disjunction of reactions, each corresponding to a
set of input assignments for which the output is True. This clause-level
representation allows a direct, human-readable mapping between the
formula and the conditions under which it evaluates to True, without
the need to traverse nested logical operators. For example, one evolved
solution for BaL with n = 6, is

({xs,x6}, {x2,x3}, {True})  ({x4, x5}, {x1, %6, x3}, {True})
(@, {x9,x4,x5,xg}, {True})  ({xp, x4}, {x1,x3,x5}, {True})
{x1, %2}, x5, x6}, {True})  ({xy, x6, X3, x4}, {x2}, {True})
({xs,x0, x5}, {x1 }, {True})  ({xy, %3}, {xg, X3, x4}, {True})
({x1,x3, x5}, {x4}, {True})  ({xs,xq,x3,x4}, {x¢}, {True})
({x2,x3}, {x4, x5}, {True})

This function contains only 11 reactions, each involving 4-5 vari-
ables. For instance, the clause ({xs,x¢},{x,,x3}, {True}) corresponds
to all the assignments where x, = x3 = 0, x5 x¢ = 1 and x,;
and x, could take any value. In this way, given any assignment of
the variables, it is straightforward to check whether it satisfies any of

11

Table 6
Mean (+ standard deviation) of the semantic distances for the best individuals
generated by EvoBRS, across all problems and instances considered.

SEMANTIC DISTANCES EvOBRS

n BaL n Bent

6 2041 + 2.14 bits 6 19.86 + 2.37 bits

7 44.29 + 2.43 bits 94.89 + 3.10 bits

8 95.37 & 2.74 bits 10 426.09 + 4.65 bits
the reactions above. For example, the assignment x; = x, = 1 and

X3 = x4 = x5 = xq = 0 satisfies both ({x,x,},{x5,x¢}, {True}) and
({x1, x50}, {xq, X3, x4}, {True}).

This kind of reasoning is not possible when the function is written
using nested logic operators, which is usually the case with solutions
obtained via GP (see Fig. 1). Other studies employing GP report that
even after logic minimization, expressions for n = 6 remain too complex
for manual interpretation [38]. To verify this, we examine the solutions
obtained by GP for the same problem (Ba. 6). As discussed in Sec-
tion 7.1, we ran two experiments with different maximum tree heights:
one aimed at maximizing performance (maximum height = 9) and one
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Fig. 6. Heatmaps showing the permutation distances between the best EvoBRS individuals from each experiment for the BAL problem (up) and the BENT problem

(bottom). The lighter the color, the more diversity in the solutions.

aimed at obtaining human-readable solutions (maximum height = 3).
An example of the former is shown in Fig. A.8: the resulting tree is
extremely complex and can hardly be read or interpreted by a human.
In contrast, an example of the latter is shown in Fig. A.7. This individual
is indeed readable, as it is compact and structured. However, it does not
achieve maximum nonlinearity (none of the individuals with height 3
does).

When using GAs, finding the minimal DNF representation from a
truth table is an NP-hard problem [63,64]. Our approach circumvents
this issue by directly generating compact and easily implementable
solutions (thanks to the simplification operator), thus eliminating the
need for post-processing. Indeed, the circuit complexity required to
implement our Boolean functions physically remains low. Specifically,
the circuit depth, defined as the longest path from input to output, is
limited to 3, while the circuit size, measured as the number of gates,
is at most O(n - init_size_max). For a detailed discussion on circuit
complexity, we refer to [65].

Since discovering new constructions is a relevant task in cryp-
tography [7], we also crucially investigate whether EvoBRS produces
multiple alternative, and equally valid, Boolean functions, or if, on the
contrary, it consistently converges to functions similar to each other.
To do so, we measure semantic similarities between evolved functions
using the Hamming distance. Recall that given two Boolean functions f
and g, their Hamming distance d; (f, g) is wy (f @ g), i.e. the number
of input vectors x € IF; such that f(x) # g(x) [2]. We first perform
pairwise comparisons of all solutions in each experiment and verify
that none of them are identical. To quantify the magnitude of these
pairwise differences, we report the mean (+ standard deviation) for
both problems and all instances in Table 6. In all cases, the mean is
close to 2"~!, indicating that the functions differ by about half of their
total length (which is 2").

While the Hamming distance captures semantic diversity, it does
not account for the equivalence of functions under input variable
permutations. To address this, we compute the permutation distance
between each pair of generated functions f and g. The permutation
distance is defined as min,eg, dy(f,go0), where S, is the group of
permutations of n. Results are shown in Fig. 6. Each heatmap can be
seen as the adjacency matrix of a weighted undirected graph with 30
nodes, each representing the best solution to one of the 30 instances.
The weight on an edge between two nodes is the permutation distance
between the two corresponding solutions: the distance is zero only if the
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BRS are semantically equivalent under any input permutation. These
results confirm that none of the solutions generated by EvoBRS are
identical and that they remain highly diverse.

8. Conclusions, limitations, and future directions

Conclusions. We presented EvoBRS, an evolutionary framework for
the design of cryptographic Boolean functions that provides compact,
human-readable solutions without requiring post-processing or logic
minimization. We validated EvoBRS on two well-established bench-
marks and compared its performance with that of the two evolutionary
baselines most commonly used for this task, i.e., GAs and GP. Our
experiments demonstrate that EvoBRS consistently evolves highly non-
linear balanced Boolean functions that are also compact and easy
to interpret. Our experiments show that EvoBRS is consistently the
best-performing method (among the tested ones) for generating highly
nonlinear balanced Boolean functions. Not only do the balanced func-
tions discovered by EvoBRS have high, often maximal, nonlinearity
scores; their representation is also compact and easy to interpret.
Interestingly, our tests have revealed that GP, which is commonly
regarded as the best option for generating high-quality cryptographic
Boolean functions, struggles to generate highly nonlinear balanced
functions with an even number of variables. Although we provide some
hypotheses for this behavior of GP, the underlying reason remains
unclear and warrants further investigation.

We have also experimentally demonstrated that EvoBRS produces
high-quality solutions to the Bent problem, significantly outperforming
state-of-the-art GAs. For small dimensions (n < 8), GP returns even
better functions than EvoBRS in terms of nonlinearity, representing
them with shallow, human-readable trees of operators; however, when
the problem dimension increases to n = 10, GP can outperform EvoBRS
only at the price of completely losing readability and interpretability.
EvoBRS remains the best-performing method when the tree height is
limited to guarantee readable results.

Furthermore, our diversity analysis confirmed that EvoBRS consis-
tently finds semantically distinct functions across different runs for all
the considered problems and dimensions, even when accounting for
input variable permutations. Considering the promising results, our
work opens the door to multiple future developments: we next point
out its main limitations.
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Fig. A.7. Individual generated by GP with maximum height equal to 3 for the
BaL 6 problem. This individual reaches a sub-optimal nonlinearity of 24.

Limitations. The main limitation of our framework is that it is not
entirely application-agnostic, and to perform at its best, it requires tai-
loring the crossover and mutation operators depending on the desired
function properties. A hint of this issue emerges from our experimental
analysis: EvoBRS really shines when it is applied to the BaL problem, for
which its operators were originally designed, while it seems that there
is room for improvement when it is used to attack the Bent problem.

Another limitation, which EvoBRS shares with GP, is that the func-
tion representation it relies on is not unique: there are, in general,
multiple possible representations of the same function both in DNF (as
well as a tree of operators). This complicates verifying that functions
generated in different runs are actually distinct. Finally, both EvoBRS
and GP begin the evolutionary process with rather low nonlinearity
values: improving the initialization strategy would likely allow EvoBRS
to converge faster.

Future work. The first and natural avenue to take is to extend the
experimental analysis to higher dimensions, and to assess the perfor-
mance of EvoBRS and the competing evolutionary methods using new
metrics. Extending EvoBRS to work with adaptive mutation rates [66]
and designing new mutation and crossover operators [67] optimized
for the Bent problem is also a direction worth exploring, as well as re-
thinking the initialization process to increase the initial nonlinearity
values of the individuals. Another interesting direction would be to
extend RS-based representations to encode Boolean functions from

Swarm and Evolutionary Computation 101 (2026) 102287

) — F!'. Given the good results presented in this paper for m = 1, this
extension could provide a novel approach for designing Substitution-
boxes (S-boxes), which are key components in modern symmetric-key
ciphers [68].

Finally, it would be worth exploring practical applications of our
work. In particular, EvoBRS could be applied as a first step in con-
structing a partially automated pipeline for the generation of new
cryptographic systems. By evolving Boolean functions, it is possible
to generate a collection of cryptographic primitives that are, in turn,
combined in an automated way to create candidate cryptographic
systems to be evaluated at later stages of the pipeline. While not fully
automated, such a pipeline could be a useful tool for experts in design-
ing new cryptographic systems, possibly increasing the speed at which
future secure systems are developed. A concrete example of an advan-
tageous application of EvoBRS is to discover Boolean functions that
describe S-boxes, for instance, replacing the use of Cellular Automata
(CA) in Keccak [69]. Indeed, unlike CA, the function representation of
EvoBRS can encode functions with interactions between inputs that are
arbitrarily far away: using EvoBRS in place of CA would thus reduce
the need to iterate the update function multiple times to obtain such
interactions.
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Fig. A.8. Individual generated by GP with maximum height equal to 9 for the BaL 6 problem. This individual reaches the maximum nonlinearity 26.

Fig. A.9. Individual generated by GP with maximum height equal to 9 for the Bent 10 problem. This individual reaches the maximum nonlinearity of 496.
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Appendix. GP trees

In this section, we present two individuals generated by GP to
examine their interpretability and compare it with that of an EvoBRS
individual, discussed in Section 7.2. As for EvoBRS, we report examples
of individuals obtained for the BaL problem with n = 6. We consider
two cases. Firstly, we report a solution when we limit the maximum
tree height to 3 (Fig. A.7), which corresponds to the setup used for
the comparison discussed in Section 7.1. As can be observed in Fig.
4, none of these solutions reaches maximum nonlinearity, so we report
a solution with nonlinearity equal to 24. Then, in Fig. A.8, we show a
tree solution obtained by limiting the maximum tree height to 9, which
achieves the maximum nonlinearity of 26. Finally, under the same tree
height limit, we exhibit (Fig. A.9) a solution for the Bent problem with
n = 10 found by GP.

Data availability

The code is available at https://github.com/roccoascl/evobrs.
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