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Abstract

The assumed hardness of the Shortest Vector Problem in high-dimensional lattices is one of
the cornerstones of post-quantum cryptography. The fastest known heuristic attacks on SVP are
via so-called sieving methods. While these still take exponential time in the dimension d, they
are significantly faster than non-heuristic approaches and their heuristic assumptions are verified
by extensive experiments. k-Tuple sieving is an iterative method where each iteration takes as
input a large number of lattice vectors of a certain norm, and produces an equal number of
lattice vectors of slightly smaller norm, by taking sums and differences of k of the input vectors.
Iterating these “sieving steps” sufficiently many times produces a short lattice vector. The fastest
attacks (both classical and quantum) are for & = 2, but taking larger k reduces the amount of
memory required for the attack. In this paper we improve the quantum time complexity of
3-tuple sieving from 2030984 o 20-2846d " y5ing a two-level amplitude amplification aided by a
preprocessing step that associates the given lattice vectors with nearby “center points” to focus
the search on the neighborhoods of these center points. Our algorithm uses 20-1887¢ classical
bits and QCRAM bits, and 2°(9) qubits. This is the fastest known quantum algorithm for SVP
when total memory is limited to 20-18874,
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1 Introduction

1.1 Classical and quantum sieving approaches to the Shortest Vector Problem

The Shortest Vector Problem (SVP) is the following: given linearly independent vectors by, ..., by €
R?, find a shortest nonzero vector in the lattice obtained by taking integer linear combinations of

these vectors, that is, in
d
A:{ Zibiizl,...,ZdGZ}.
i=1

The geometry and combinatorics of SVP are interesting mathematical problems in their own right,
but SVP also underlies the most promising alternatives to the old favorites of integer factorization
and discrete logarithm (which are both broken by quantum computers [Sho97]) as a basis for public-
key cryptography [Ajt96, MRO7, Reg09, Reg06, MRO8, Gen09, BV14|. Indeed, much of our future
cryptography is premised on the assumption that there is no efficient algorithm for SVP, in fact
not even for approximate SVP, which is the task of finding a nonzero vector of length at most some
small factor v (say some polynomial in d) larger than the shortest length.

The fastest provable classical algorithm for SVP has runtime essentially 2¢ [ADRS15] on worst-
case instances. This was improved to runtime roughly 299¢ on a quantum computer, and even
to 208354 on a quantum computer with a large QCRAM [ACKS25]. For meaningfully breaking
cryptosystems, worst-case algorithms are more than needed and it suffices to have a fast heuristic
algorithm, one that works for most (practical) instances under some plausible, though not quite
rigorous, assumptions. After all, no one would use a cryptographic system that is known to be
breakable with a significant probability. The fastest heuristic methods we know for solving approx-
imate SVP still take exponential time 2°¢, but with a constant ¢ < 1 that is much smaller than for
the best known worst-case algorithms. These heuristic methods are based on sieving ideas, which
were first introduced in the context of SVP by Ajtai, Kumar, and Sivakumar [AKS01| and made
more practical by Nguyen and Vidick [NV08|. (In fact, the best non-heuristic, worst-case algorithms
such as [ADRS15] can also be viewed as “sieving” algorithms.)

The most basic type of sieving is 2-tuple sieving. The idea here is to begin by sampling a large
list L of m random vectors from the lattice A, all of roughly the same norm R, with R chosen
large enough to allow efficient sampling (in fact we may assume R = 1 by scaling the lattice at the
start). We then try to find slightly shorter vectors that are sums or differences of pairs of vectors
x,y € L (note that x+y and x—y are still in A because a lattice is closed under taking integer linear
combinations). The heuristic assumption on the vectors in L is that they behave like i.i.d. uniformly
random vectors in R?. Given two uniformly random x,y € R? of the same norm R, the probability
that x+y or x —y has norm < R can be seen to be p ~ 27020754 from basic estimates of the area of
a cap on a d-dimensional sphere. With m initial vectors, we have (7;) 2-tuples of vectors, so if the
vectors indeed behave like random vectors then the expected number of 2-tuples inducing a shorter
vector is p(’?) Hence, choosing m ~ 2/p ~ 20-2075d epgures there will be roughly m 2-tuples that
each give a shorter vector. If we can efficiently find those m good 2-tuples, then we have generated
a new list L' of m shorter lattice vectors, which (heuristically) should still essentially behave like
i.i.d. uniformly random vectors (this is a common assumption in lattice-sieving algorithms, and has
been extensively verified numerically [NV08, BLS16, ADH"19]). This list L’ will form the starting
point of the next sieving step. We can now iterate: form a new list L” of roughly m lattice vectors
of even shorter norm by taking sums or differences of 2-tuples of vectors from L', and so on.



Usually a relatively small (polynomial in d) number of such iterations suffices to find quite
short vectors, so the cost of the overall procedure for solving approximate SVP will be dominated
by the cost of one sieving step, which is the cost of finding m good 2-tuples among the (7;) 2-
tuples. How much time does this take? Nguyen and Vidick [NV0S8] used brute-force search over
all (")) 2-tuples, which takes time O(m?) = O(2°4164) This time has since been improved using
nearest-neighbor data structures that allow us to quickly find, for a given x € L, a small number of
y € L that are somewhat close to x, and in particular using locality-sensitive filtering techniques
that allow us to focus the search for a close y to the neighborhoods of shared “center points”.
These algorithms have been further improved by using various quantum subroutines to speed up
the search for good 2-tuples, in particular Grover’s search algorithm [LMP15, Laal6|, quantum
walks [CL21], and reusable quantum walks [BCSS23|. Currently, the best classical and quantum
runtimes are 20-2925d+0(@) |[BDGL16| and 20-2563d+0(d) [BCSS23|, respectively, which are the fastest
known heuristic attacks on SVP. These attacks, however, do require at least 29-2075¢ bits of memory.

The 2-tuple-sieving approach can be generalized to k-tuple sieving for some larger constant
k > 3 in the natural way [BLS16]: by looking for k-tuples x1,...,X; from our current list L such
that ||x; £x9 £ -+ £ xi|| <1 for some choice of the coefficients £1 (note that the number of sign
patterns for the coefficients is just 2¢~1, which disappears in the big-O because k is a constant). The
advantage of going to k > 2 is that the initial list size m can be smaller while still giving roughly
m good k-tuples (and hence roughly m shorter lattice vectors for the next sieving step), meaning
the algorithm requires less memory. The disadvantage, on the other hand, is that the time to find
m good k-tuples increases with k, because the set of k-tuples has (7]?) elements, which grows with
k, even when we take into account that the minimal required list size m itself goes down with k.
For example, for 2-tuple sieving and 3-tuple sieving, the required list sizes are mgy ~ 202075 and
mg = 2018874 respectively, yet (%) > ("y?) despite the fact that ms < ma.

As in 2-tuple sieving, a relatively small (polynomial in d) number of iterations suffices for
finding short lattice vectors. Hence, the overall cost of k-tuple sieving will be dominated by the
cost of finding m good k-tuples among the set of all (7:) k-tuples from the given list of m vectors.
In Table 1, we give the best known classical and quantum upper bounds on the time complexity
of k-tuple sieving for k = 2,3,4, as established in previous work. These algorithms use time and
memory that is exponential in d, so the table just gives the constant in the exponent of the time
complexity, suppressing o(1) terms.

k | Memory | Classical time Quantum time

2 | 0.2075 0.2925 [BDGL16] | 0.2563 [BCSS23|

3] 0.1887 0.3383 [CL23| 0.3098 |CL23], 0.2846 (this work)
4101724 | 0.3766 [HKL18] | 0.3178 [KMPM19, App. B.2]

Table 1: Exponents of the best known classical and quantum time complexities for k-tuple sieving with
minimal memory usage, for small k. Our main result improves the quantum time exponent for £ = 3 to
0.2846, while keeping the memory exponent at 0.1887.

1.2 Our results

Our main result is an improvement of the quantum time complexity of 3-tuple sieving, from
20-3098d+o(d) tq 90.2846d+0(d)  Tpterestingly, this means quantum 3-tuple sieving is now faster than
classical 2-tuple sieving which is still the best classical heuristic algorithm for SVP (and of course



3-tuple sieving uses less memory than 2-tuple sieving, which is the main advantage of considering
k > 2). Our improvement is relatively small and will not scare cryptographers who base their con-
structions on the assumed hardness of SVP. Often when deciding on an appropriately large key size
to guarantee a certain level of security for their cryptosystem, they already allow for a quadratic
quantum speedup over the best known classical attack (the best speedup one can hope for just using
Grover’s algorithm or amplitude amplification without exploiting further specific structure of the
problem), which is already better than all quantum speedups that we actually know how to achieve.
In addition, our results include factors of the form 2°(9) in the runtime, which are insignificant for
asymptotic analysis but may be quite large for the dimensions used in practice. However, we remark
that our improvement is significantly larger than recent progress on this front. For comparison, the
most recent improvement in the exponent for quantum 2-tuple sieving was from 0.2570 [CL21] to
0.2563 [BCSS23].

The core computational problem that we would like to solve, and which dominates the cost of
3-tuple sieving, is the following:

Problem 1 (Finding many solutions). Given a list L of m i.i.d. uniform samples from the unit
sphere in R%, find m 3-tuples of distinct x,y,z € L such that ||x —y — z|| < 1, assuming m such
tuples exist. We will refer to such a tuple (x,y,z) as a 3-tuple solution.

As argued before, we could also allow all sign patterns ||x &+ y =+ z||, but this does not matter
because there are only 4 such patterns. We assumed here for simplicity that the m initial vectors
all have norm exactly 1. To ensure that m such tuples exist with high probability over the choice
of L, the list size m has to be at least roughly 20-1887¢,

Our main result is a faster quantum algorithm for a mildly relaxed version of Problem 1. Slightly
simplified (by omitting approximations in the inner products), this relaxed problem is:

Problem 2 (Finding many solutions with a stronger property). Given a list L of m i.i.d. uniform
samples from the unit sphere in R?, find m 3-tuples of distinct x,y,z € L such that (x,y) > 1/3
and (x —y,z) > 2/3 (implying ||x —y — z|| < 1), assuming m such tuples exist.

The latter problem demands something stronger than ||[x —y — z|| < 1. This slightly increases
the required list size m that ensures existence of m triples with the stronger property, but only
by a factor 2°(9) | which is negligible for our asymptotic purposes. In particular, solving Problem 2
suffices to solve Problem 1 with list size m ~ 20-1887¢ We will find those m triples in Problem 2
one by one. To find one good triple, consider the following approach:

1. Create a uniform superposition over all x € L, and conditioned on x use amplitude amplifi-
cation to create (in a second register) a superposition over all y € L such that (x,y) > 1/3.

2. Starting from the state of the previous step, conditioned on x,y use amplitude amplification
to create (in a third register) a uniform superposition over all z € L such that (x—y,z) > 2/3,
and set a “flag” qubit to 1 if such a z exists.

Tt may seem odd to start with vectors x,y,z of norm 1 and then to find new vectors x — y — z whose norm is
still (at most) 1. However, the way this is actually used in practice is to aim at finding vectors with norm <1 —
for some p that is inverse-polynomially small in d: big enough to ensure that a polynomially-small number of sieving
iterations results in quite short vectors, and small enough to only affect the runtime up to subexponential factors
(i.e., o(1) in the exponent). Aiming at norm 1 rather than 1 — u is just to simplify notation.



Then use amplitude amplification on top of this two-step procedure to amplify the part of the state
where the flag is 1. Measuring the resulting state gives us one of the triples (x,y,z) that we want.
Repeating O(m) times, we will obtain (except with negligibly small error probability) m triples
satisfying the stronger property, and hence m new vectors with norm at most 1. This approach is
already better than a basic amplitude amplification on all m? triples (x,y,z), due to the somewhat
surprising properties of “two-oracle search” [KLL15|. However, when executed as stated it will not
yet give a faster quantum algorithm than the state of the art. The costs of steps 1 and 2 can be
seen to be unbalanced, suggesting there may be room for improvement.

To get a faster algorithm, we improve the search for vectors satisfying the stronger property
by locality-sensitive filtering using random product codes (RPCs, following [BDGL16]). Roughly
speaking, the idea here is to choose a certain number of random center points, and do a preprocessing
step that, for each of the m vectors in L, writes down their closest center points. The properties
of RPCs allow us to do this efficiently. Then in step 1, to find, for a given x, a y € L such that
(x,y) > 1/3 we will restrict the search to those y that share a close center point with x, because
those y are relatively close to x (thus more likely to satisfy (x,y) > 1/3) and form a much smaller
set than all m y’s in our list L. Similarly, for step 2, it is easier to find a z € L close to (a fixed,
normalized) x —y if we focus only on the vectors z that share a close center point with x —y. This
approach may overlook some close (x,y) pairs if x and y do not share a close center point, or it may
overlook some z € L that is close to x —y but does not share a close center point with it. However,
a careful analysis, with a careful choice of the number of center points to balance the costs of steps 1
and 2, shows that this modified method (repeated O(m) times and choosing a fresh RPC once in a
while to ensure no good triple is overlooked all the time) will find m triples satisfying the stronger
property. This results in a quantum algorithm that solves Problem 1 with list size m ~ 20-1887¢ ip
time 20-2846¢_ giving a speedup over the previous best known time complexity for this choice of m.

1.3 Discussion and future work

Various ingredients of our algorithm, including the use of RPCs and of course amplitude ampli-
fication, have been used before in quantum k-tuple sieving algorithms. What distinguishes our
algorithm, and enables our speedup, is first our nested use of amplitude amplification (to do two-
oracle search in the vein of [KLL15]), and second the way we leverage the preprocessing that we do
in advance, where we write down for each lattice vector in L its set of close center points from the
RPC. Specifically, this data structure enables us to quickly prepare (in the modified version of the
above step 1), for a given x, a superposition over all center points ¢ that are close to x, but also to
quickly prepare, for each such c, a superposition over all y € L that are close to ¢, and hence rela-
tively close to x. Putting amplitude amplification on top of this then allows us to quickly prepare
a superposition over pairs (x,y) with (x,y) > 1/3 that share a close center point. Altogether, this
yields a more sophisticated nested amplitude amplification that results in our speedup.

One of the main messages of our paper is that the toolbox of techniques that have been used for
sieving is not exhausted yet, and can still give improved results when combined with a well-chosen
preprocessing step. How much further can this be pushed? Surprisingly, we only used basic am-
plitude amplification here, not the more sophisticated quantum-walk approaches that are good at
finding collisions (and which have in fact been used for sieving [CL21, BCSS23]). While we consid-
ered a quantum-walk variant of our algorithm for Problem 2, optimizing the parameters suggested
that our current algorithm (which could be viewed as a quantum walk with vertex size 1) is optimal.
This might be due to the fact that there are many 3-tuple solutions that need to be found — a setting



in which quantum walks may be less helpful (consider that for element distinctness, the optimal
algorithm uses quantum walks [Amb04|, whereas for its many-solution variant, collision finding,
there is an optimal quantum algorithm that uses only amplitude amplification [BHT98|). Are there
other ways to improve the algorithm further by using quantum walks? Also, can we improve the
best quantum algorithm for 2-tuple sieving? This would give the fastest known heuristic attack on
SVP, rather than just a faster attack with moderate memory size. Finally, do our techniques lead
to improvements for 4-tuple sieving?

1.4 Organization

The remainder of this paper is organized as follows. Section 2 provides preliminaries on the com-
putational model, data structure, and quantum-algorithmic techniques used in this work, as well as
on properties of RPCs and the unit sphere relevant to our analysis. In Section 3, we present our
new quantum algorithm, and the details of its application to SVP are given in Section 4.

2 Preliminaries

2.1 Notation

Throughout the paper, d will always be the dimension of the ambient space R?, log without a base
means the binary logarithm, In = log, the natural logarithm, and exp(f) = ef. We write py as
shorthand for (1 — cos?(#))%? (as motivated by Section 2.4). The set of rotation matrices over R?
is denoted by SO(d).

We write  ~ D to denote that z is a sample from the distribution D. For M € Z" and a
set S C R? we let U(S, M) denote the distribution that samples C C S by selecting M elements
from S independently and uniformly with replacement. Throughout this work, we refer to multisets
simply as sets, so the cardinality (or “size”) |C| corresponds to the total number of sampled elements,
counting repetitions. When an argument requires using independence explicitly, we view C' as an
ordered sequence of random variables. We write 2 ~ U(S) as shorthand for {x} ~ U(S,1).

For a,b € Rand € > 0, we write a =, b if [a—b| < e. In particular, there is some dependency on €
in our analysis, so we will fix € := 1/(logd)? to absorb this dependence into the 2°() notation. We
also write a =4 b as shorthand for 27°(@) < 7 < 20d) je. a and b are equal up to subexponential
factors in d. We let a >4 b denote a > 2_°(d)b, and a <4 b denote a < 20(d)p,

Whenever we write |0), we mean the all-zero computational basis state over the number of
qubits implied by the context, not necessarily a single-qubit state. When considering unitaries U
on quantum states in some Hilbert space H, we will often only be interested in its application on a
subset X C H of states, and we will sometimes (with slight abuse of notation) write “U: |¢) — |L)
if [¢) € H \ X", where | L) is a substitute for a quantum state that is irrelevant for our analysis.

2.2 Tail bounds

Lemma 2.1 (Chernoff bound [Che52|, [MUO05, Section 4.2.1]). Let X = Y ", X; be a sum of
independent random variables X; € {0,1} and define p .= E[X]. Then

2
i) Pr(X > (14064 < (—Ls)" < e 55" for all § > 0.2
o)+

2The second inequality follows because § — (1 4 8) In(1 + &) 4+ 62/(2 +6) < 0 for all § > 0; for § = 0 it is trivial.



(ii) Pr[X < (1—8)u] < =54 for all § € (0,1).

2
(111) Pr| X —p| > du] < 2~ 5 for all 6 € (0,1).
We will use the following immediate corollary.

Corollary 2.2 (Simple application of the Chernoff bound). Let m: N — N. For d € N, let
X(d) = Z?i(f) Xi(d) be a sum of independent random wvariables X;(d) € {0,1}. Then X(d) <4
max{1, E[X (d)]}, except with probability e~“D. Moreover, if E[X(d)] = w(d), then X(d) =4
E[X (d)], except with probability e=<(®)

Proof. Let p = E[X], where X = X (d). Applying part (i) of Lemma 2.1 with § = d? max(1,1/p)
yields Pr[X > (1 + 6)p] < e /2 < ¢=%/2 = ¢=(@ where the last inequality uses that § > 2 for
d > 2. Note that (1 4 d)u <4 max{l, u} by definition of §. (This can be seen by separating the
case p < 1 and g > 1.) To prove the second part, assume that y = w(d). Applying part (iii)
of Lemma 2.1 with (say) arbitrary constant & € (0,1) yields Pr[|X — p| > 6p] < 2e~5#/3 = ¢=w(d)
by assumption on p, from which the claim follows. O

2.3 Computational model and quantum preliminaries
2.3.1 Computational model

Our computational model is a classical computer (a classical random-access machine) that can invoke
a quantum computer as a subroutine. This classical computer can also write bits to a quantum-
readable classical-writable classical memory (QCRAM). This memory stores an n-bit string w =
wg . . . Wnp_1, and supports quantum random access queries or QCRAM queries, which correspond to
calls to the unitary O, : |i,b) — [i,b@® w;) for i € {0,...,n—1} and b € {0,1}. Note that QCRAM
itself (as a memory) remains classical throughout the algorithm: it stores a classical string rather
than a quantum superposition over strings. The notion of QCRAM is commonly used in quantum
algorithm design for efficient quantum queries to classical data, allowing us to query (read) multiple
bits of the classical data in superposition. In contrast, write operations (i.e., changes to the stored
sting w) can only be done classically.

In classical algorithms, allowing random access memory queries with unit or logarithmic cost is
standard practice. The intuition is that the n bits of memory can be, for example, arranged on the
leaves of a binary tree with depth [logyn|, and querying the i-th bit corresponds to traversing a
[log, n]-length path from the root to the i-th leaf of this binary tree. For similar reasons, QCRAM
queries are often assumed “cheap” to execute (i.e., in time O(logn)) once the classical memory is
stored in QCRAM.

While the physical implementation of such a device is nontrivial and controversial due to the
challenge and expense of doing quantum error-correction on the whole device (whose size will have
to be proportional to the number of stored bits rather than to its logarithm, though its depth will
still be logarithmic), QCRAM remains conceptually acceptable for theoretical purposes. This is
particularly true in theoretical computer science contexts, where classical RAM is likewise assumed
to be fast and error-free without a concern for error correction. One may hope that in the future,
quantum hardware will be able to implement such memory with comparable reliability and efficiency.
In cryptography it is also important to learn the runtime of the best quantum algorithms for breaking
cryptography under fairly optimistic assumptions on the hardware, which is exactly what we do in
this paper.



In our computational model, we will count one RAM operation or one QCRAM write operation
in the classical machine, or one elementary gate in a quantum circuit, as one “step”. When we refer
to the “time” or “time complexity” of an algorithm or subroutine, we mean the total number of steps
it takes on a worst-case input. We will typically count the number of QCRAM queries separately.

2.3.2 Amplitude amplification

Our main quantum algorithmic tool will be amplitude amplification [BHMT02]. The goal of ampli-
tude amplification is to project an easily generated state [¢) onto a “marked” subspace. Fized-point
amplitude amplification [GSLW19, YLC14| ensures that, with high probability, the output state is
the desired state (assuming it is nonzero), even if we run for more steps than necessary. The version
that we give below ensures that the algorithm always stops after a fixed number of steps, even if
|1) does not overlap the marked space at all.

Lemma 2.3 (Fixed-point amplitude amplification (implicit in [GSLW19, YLC14])). Let Samp be
a unitary implementable in time S, and let |¢) = Samp |0). Let II be a projector on the Hilbert
space H of 1), and let Check be a unitary implementable in time C such that, for all |¢) € H,
Check|¢) [0) = IT|¢) |1) + (I — II) ) |0). For all ™ > 1 and § € (0,1/2], there exists a quantum
algorithm AA,(Samp, Check) that satisfies the following, except with probability J:

(i) T[] > L, it generates the state [ou) = iy [1) in time O(log($)|T[)]~1(S + C)).

(ii) If | |)|| = 0, it generates the state |thous) = [) |0) in time O(log(3)r(S + C)).
We call the auxiliary qubit in the output of amplitude amplification its flag qubit or flag register.

Proof. By |[GSLW19, YLC14], there exists a universal constant 7 > 0 and a quantum algorithm
A, = A,/(Samp, Check) that generates a state |1)oy) in time O(r/(S + C)), satisfying:

(1) T T j)]| # 0 and #* > nlog(3)[TT )|, then |[[tin) — oy |1)]] < 6.
(2) If ||IT])|| = 0 and 7" > 1, then [out) = |10) |0).

Our lemma extends this result slightly: in part (i), we require the runtime to be much smaller than
in part (i¢) whenever the actual (possibly unknown) value of ||II |} is significantly larger than the
lower bound % that our algorithm has for it.

Specifically, we define the quantum algorithm AA, (Samp, Check) as follows. It first runs A, with
r’ = 1 and measures the auxiliary qubit. If the measurement outcome is 1, it stops and outputs the
resulting state. Otherwise, it doubles r’ (i.e., replaces ' by 2r’) and repeats. This continues until
' > 2n log(%)r, at which point it outputs the current state.

By construction, AA,(Samp,Check) always terminates, and outputs a state |¢out). Note that
if AA,(Samp, Check) terminates after ¢ repetitions, then the aforementioned result implies that the
total runtime is O(2¢(S + C)), because Zle 2t = 0(2Y).

Suppose |[II|¢)|| > L. Let ¢ be the smallest integer such that 2¢ > nlog( Y|ITL [0 ||~
statement (1), the inner product a between Hg}% |1) and the output state |tout) of Ay satlsﬁes

la] > 1 —6/2, so the probability that measuring the ancilla qubit yields outcome 1 is at least
(1-6/2)2>1- 5 In other words, with probability at least 1 — §, AA,(Samp, Check) generates the

state |Yout) = HHI w i |1) after at most ¢ repetitions, from which part (i) follows.

7



On the other hand, if |IT|¢)|| = 0, statement (2) implies that AA,(Samp, Check) always gener-
ates |Yout) = |1) |0). The complexity claim follows because, by construction of the algorithm, it
terminates after ¢ repetitions, for some ¢ satisfying 2¢ = O(log(§)r). O

Remark 1 (Choice of §). When applying Lemma 2.3, we will always consider a superexponentially
small §, say § = exp(—2\/g), and will not state its value explicitly. This implicit choice ensures that
the error probability of AA,(Samp, Check) is 27“(@ | and incurs a cost of only a factor log(1/8) < 2°(9)
in the overall complexity of AA,(Samp, Check), a cost that is negligible for our purposes.

Remark 2 (Unstructured search as a special case). Amplitude amplification allows us to search in
a finite set M for elements of a (possibly empty) subset M;, and create a uniform superposition
|M7) over these elements if they exist. Namely, let Samp be a quantum algorithm that maps |0)
to a uniform superposition |¢) over the elements of My, and Check a quantum algorithm that
maps |z) |0) — |z)|1) if z € M; and that acts as identity for z € My \ M;. Taking r = |Mp|
(assuming | M| is known or encoded in Samp), Lemma 2.3 implies that, with probability at least 1—0,
AA, (Samp, Check) generates a state [)oyt) in time O(y/|Mo|log §), which satisfies [¢out) = |M1) [1)
if My # 0, and |[thous) = |¢) |0) otherwise.

2.3.3 Two-oracle search

One of the most important quantum algorithmic primitives is Grover’s algorithm [Gro96|, which
solves the problem of oracle search. Consider a set My of elements that are easy to “sample” —
meaning that we can generate some superposition over the elements of My, where we think of
the squared amplitudes as the sampling probabilities. For a marked subset M; C My, consider
the problem of searching over My for an element of M;. If we can sample an element of M
in complexity S and we can check membership in M; in complexity C, then there is a quantum
algorithm [BHMTO2] (see Lemma 2.3 for a slightly different “fixed-point” version) that finds an
element of M7 in complexity (neglecting constants)

1
NG

where ¢ is the probability that an element sampled from My is in M;. In our applications, the
sampling complexity S is negligible, resulting in complexity ﬁC.

(S+C)

Oracle search is often called unstructured search, since the oracle abstracts away any potential
structure of the problem that an algorithm might be able to take advantage of. Although this makes
it quite general, we can in some cases take advantage of a small amount of structure. A simple
case is two-oracle search, first studied in [KLL15]| for the case of a unique marked element. In this
problem, one wants to find an element of Ms C My, but in addition to having access to an oracle for
checking membership in My (at cost Cy), one also has access to an oracle for checking membership
in a set M such that My C M; C M (at cost Cq). See Figure 1 for a depiction. Assuming C; < Ca,
this additional structure gives an advantage, intuitively because one can always first cheaply check
membership in M7, and for nonmembers, not waste time on a more expensive membership check in
Ms. This significantly reduces the number of times we check membership in M. By variable-time
search [Amb10], if £ is the probability that an element sampled from Mj is in M7, and €3 < &7 is
the probability that an element sampled from My is in Ms, then a quantum algorithm can find an



element of Ms in complexity

€1 1
2—g +cC :—c “Ic
52<¢a a 2) VCRRR

where we neglect logarithmic factors and assume the cost S of sampling from Mj is negligible.

- ~
g Mo)

Figure 1: Illustration of the two-oracle search setup, where the task is to search for elements in the search
space My that belong to a marked subset My C M), given the ability to check membership in both M; and
some subset M; satisfying My C My C M.

2.3.4 Finding all elements from a set with unknown size

Suppose you aim to find all elements of a finite set X by querying an algorithm Samp that samples
(say) uniformly from X. By the coupon collector’s argument, |X \Ho(d) calls to Samp suffice to
succeed with overwhelming probability. While this might seem to require knowing |X| to decide
when to stop, it actually suffices to keep sampling until no new element has been observed for some
time — provided a suitable (possibly loose) upper bound on | X| is known.

Lemma 2.4 (Folklore). Let X be a nonempty finite set and let Samp be a (classical, resp. quantum)
algorithm that samples from X in time S. Suppose there exists 0 < & < 1 such that, for all x € X,

€
Pr[Samp outputs x] > x|
where the probability is over the internal randomness of Samp. For all 6 € (0,1), there exists
a (classical, resp. quantum) algorithm that, given a positive integer t > 11n(|X|/§), outputs all
elements of X in time O(t|X|In(|X|)S) using O(t|X|In(|X|)) applications of Samp, except with
probability 6. The algorithm uses O(|X|) classical bits beyond the memory used by Samp. (The
algorithm does not require prior knowledge of | X|.)

Several arguments for this lemma are possible; the one presented below is inspired by [lir20].

Proof. Let A(Samp,t) be the algorithm that repeatedly calls Samp and maintains the set S C X of
distinct elements seen so far, and that outputs S once no new element has been observed in the last
(|S] + 1)t calls. (This stopping rule is inspired by [Iir20].) The runtime of .A(Samp, ¢) is determined
by the number of calls to Samp, and its additional memory usage beyond that of Samp is O(|X]|).
We claim that, except with probability d, the following holds for all s € {0,...,|X]| — 1}:
immediately after the set S constructed during A(Samp, t) is of size s, a new element of X is found
within the next [|X|t/(|X| — s)] calls to Samp. Since [|X|t/(|X| — s)] < (s + 1)¢, this implies
that the stopping rule is satisfied if and only if all elements of X have been found, meaning that



A(Samp, t) outputs all elements of X. Moreover, it implies that the total number of calls to Samp is
upper bounded by

| X]-1 X

2 “)‘5{” + (X + 0t < X[ ; +0(1X[t) = O(t|X | In(| X))
s=0

J=1

since Z‘jﬁ'l % <In(]X]) + 1.

It remains to prove the claim. Fix s € {0,...,|X]| — 1} and consider the call of Samp (during
A(Samp, t)) that returns the s-th new element of X. By assumption on &, the probability that a
single run of Samp returns a new element of X is at least (|X| — s)e/|X|, so the probability that the
next [|X|t/(]X|—s)] (independent) calls to Samp yield no new element is at most

(1 x _3)\XE|> [t ] -

The claim now follows from a union bound over all s € {0,...,|X| — 1}, because | X|e™*! < § by
assumption on t. O

2.3.5 Relations and associated data structures

We will facilitate the application of two-oracle search using carefully constructed relations and
associated data structures.

Definition 2.5. A relation R on X XY is a subset R C X x Y, equivalently viewed as a function
R:X xY —{0,1}. Forevery z € X, welet R(z) ={y €Y : (v,y) € R}. Welet RF1 C Y x X
be the relation defined by (y,z) € R™! if and only if (x,y) € R. A pair z,2/ € X such that
R(z) N R(z') # 0 is called an R-collision.

Note that the latter is a natural generalization (from functions to relations) of the concept of a
collision.

The standard way of accessing a function f : X — Y is through queries, meaning an algorithm
is given a description of f that allows the ability to efficiently compute, for any x € X, the value
f(x). If fis a 1-to-1 function, a more powerful type of access allows the efficient computation of
f~(y) for any y € Y. This is not always possible from a simple description of f, but is, for example,
possible if all function values of f, (z, f(x)), are stored in a data structure, perhaps constructed
during some preprocessing step.

For relations, we can distinguish three types of (quantum) access. First, the simplest type, query
access, means that for any (z,y) € X x Y, it is possible to efficiently check if (x,y) € R. A second
type that is more analogous to evaluation of a function f is forward superposition query access to
R, meaning we can query an oracle Og that acts, for all x € X, as:

|z) — { )2 yera) \/ﬁ ly) if R(z) #0

|z) | L) otherwise.

The third type of access to R, analogous to having standard and inverse query access to f, is to have
query access to both O and Og-1. That is, one can not only implement a forward superposition
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query, but also its inverse:

1Y) - { y) ZmeRfl(y) \/ﬁ lz) if R7Y(y) #0

ly) |L) otherwise.

We will always implement this third type of access by working with a data structure D(R) that
stores R in QCRAM.

Data structures for relations. Specifically, we will store a relation R C X X Y in a classical
data structure, denoted D(R), in a way such that the following operations can be performed using
O(log | X| +log |Y]) time and classical memory:

e Insert: For any (z,y) € (X xY)\ R, add (z,y) to D(R).

e Lookup by z: For any z € X, return a pointer to an array containing all y such that
(z,y) € R, and its size |R(x)|.

e Lookup by y: For any y € Y, return a pointer to an array containing all x such that

(r,y) € R, and its size |R™1(y)|.

To accomplish this, we store the elements (z,y) € R in two different ways: once in a keyed data
structure with = as the “key” and y as an associated ‘“value”, and once in another keyed data
structure, with y as the key, and x as the value.

By storing D(R) in QCRAM, we can use the ability to access the QCRAM in superposition to
perform lookups in superposition. We then call D(R) a QCRAM data structure.

Lemma 2.6. Let D(R) be a QCRAM data structure for a relation R C X xY. Then the following
operations can be performed using O(log | X |+ log|Y|) time and QCRAM queries:

e Insert: For any (z,y) € (X xY)\ R, add (z,y) to D(R).
e Lookup by z in superposition: For any x € X, map

R { ) S s i ) i R(2) # 0

|z) | L) otherwise

where {y1, ..., Y|r()|} = R(7).
e Lookup by y in superposition: For anyy € Y, map

|R=L(y)| NN e
) o {mzizl Ty i w) i RN (w) # 0

ly) | L) otherwise
where {x1,...,xg-10)} = R (y).

In later sections, we will abuse notation by letting |z, y) denote |z, ,y), where 7 is the index of y
in the array storing R(z), and sometimes we will even let |z, y, z') denote |z,i,y, j,2') where 7 is as
above, and j is the index of 2’ in the array storing R~!(y). This is not a problem, as all we require
from the specific encoding of |z,y) is that we can do computations on both x and y — it does not
matter if there is superfluous information in the encoding, as long as it is not too large.

11



Proof. The insertion is directly inherited from the data structure. We describe a superposition
lookup of x (the case for y is virtually identical). The classical lookup by x returns a number N =
|R(x)|, and a pointer to an array storing R(z) = {y1,...,yn}. If N # 0, generate S~ | \/% i) |0).
Use a QCRAM query to access the entries of the array, to map |i) |0) — |i)|y;). The time and
memory complexities follow immediately from the properties of D(R). O

2.4 Geometric properties of the unit sphere

We denote the sphere of the d-dimensional unit ball by S 1 := {x € R?: ||x|| = 1}. A unit vector
v € 8971 and angle 0 € [0, 7/2] define the subset Hy g = {x € S 1: (v,x) > cos(#)} of the unit
sphere, called the spherical cap of center v and angle 6. The intersection of two spherical caps forms
a spherical wedge, and is denoted by Wy w5 = Hy,a N Hw g for viw € S 1 and o, 8 € [0,7/2].

The volumes (or hyperareas) of these regions of the unit sphere quantify the probability that a
random unit vector is close to one or two given vectors. Given v,w € S?! with (v, w) = cos(#),
we denote the ratio of the volume of W, , w g to that of S 1 by W(a, 8| 0).3 This quantity equals
the probability that, for a fixed pair (v, w) of unit vectors satisfying (v, w) = cos(f), a uniformly
random unit vector lies in the wedge W4 o w,3-

Lemma 2.7 (Volume of a spherical cap [BDGL16, Lemma 2.1]). Let o € (0,7/2). For allx € S9!,

W(a,a | 0) == c~u¥)§d—1) [(x,¢) > cos(a)] = poly(d) (1 — cosQ(Oz))d/2 .

= Pa

In the next lemma, the condition |a — | < 6 < a + [ ensures that W(«, 8 | 0) is well-defined,
as it guarantees that 2 € [0, 1].

Lemma 2.8 (Volume of a spherical wedge [BDGL16, Lemma 2.2|). Let «, 3,0 € (0,7/2) satisfy
o —B] <0 < a+B. Foralx,y € ST with (x,y) = cos(h),

Wie86):=_ Pr . [(xc)2cos(a) and {y,e) 2 cos(8)] = poly(d)(1 - V)42
c~U(S4—
where 2 == cos* (a)+cos* (8 )Si_fgc(((;;(a) cos(B)cos®) Iy particular, if a = B,
2 cos? () 4/2
= P > > = pol 1—- — .
Wiaal0) = Pr | [(x,0) = costa) and (y,0) = costa)] = pots(a) (1~ 2200 )

We will actually work in the setting where the inner products are approximated up to an ad-
ditive € > 0, and therefore consider the following variants of Lemma 2.7 and Lemma 2.8. These
results are folklore and follow from the previous lemmas, provided that € is chosen sufficiently small
(see Section A.1 for the proofs). Throughout this work, we globally fix ¢ = 1/(log d)?.

Lemma 2.9 (Volume of a spherical cap, approximate version). Let o € (0,7/2) satisfy a = (1).
For all x € 81,

Pr X, C) = cos(a)| =4 pa-
B ) = cos(a)] =
3For all v,w,v/,w’ € S?! satisfying (v,w) = (v/,w’), the volume of Wy o w5 is equal to the volume of

Wy o,w',3, SO there is no need to specify v,w when merely considering the volume of a wedge.
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Lemma 2.10 (Volume of a spherical wedge, approximate version). Let o, 3,0 € (0,7/2) satisfy
o — Bl + Q1) <0< a+B—-Q1). Forallx,y € S¥! with (x,y) ~. cos(#),

Pr X, c) =, cos(a) and (y,c) =, cos =4 W(a, 5 0).

CPr, ) e cos(a) and (y. €) ~ cos(8)] = W05 )
The Q(1) terms hide a (small) absolute constant ¢ > 0, independent of d, and ensure that the
probabilities remain well-defined in this approximate setting as d — oco. In this work, we mainly

consider ratios of the form W(a, a | 6) or W(0, a | @), in which case the condition in Lemma 2.10
simplifies to min{#, 2ac — 0} = Q(1).

2.5 Random product codes and their induced relations

The main tasks in our quantum algorithm for finding 3-tuple solutions can be formulated as searching
for pairs (x,y) of unit vectors that are somewhat “close” to each other, in the sense that we can
bound their inner product. We simplify these tasks by only searching for pairs that form an R-
collision under carefully constructed relations of the form R = R ¢ ), where

Rica) = {(x,¢) € ST x C: (x,¢) & cos(a)}

for a subset C C 8! and « € (0,7/2). Consequently, if (x,y) form an R 4)-collision (i.e.,
Rc,0)(%) N Ric,a)(y) # 0), then there is a point ¢ € C' that is close to both x and y, implying
that x and y are also close to each other, where closeness is quantified by the parameter . When
the dependencies on C and « are clear from context, we often just write R. Note also that those
relations R(c ) are infinite objects, but we will usually restrict them to a finite subset in the first
coordinate, for instance the vectors in our list L, making the relation finite.

The family of subsets C' that we will work with are based on random product codes [BDGL16].

Definition 2.11 (Random product code). We write C(d, b, M) for the family of sets C C S9! that
can be written as
C = U Q(CW x ... x )
QcQ
where Q C SO(d) with |Q| = 2°(4) and C) C %sd/b—l with [C)| = M/ for each i € {1,...,b}.%
Any such tuple (Q, c®, .. ,C’(b)) is called a description of C.
A random product code (RPC) is a random set C' € C(d, b, M) obtained by sampling a uniformly

random description (Q, c®, . .. ,C(b)) from the set of all valid descriptions. We write RPC(d, b, M)
for the resulting distribution over C(d, b, M).

Random product codes C' have two very useful properties. For a parameter o and induced
relation R = R ¢ o), we have:

(1) Efficient decodability: In certain parameter regimes (in particular, if b is not too small),
there is an algorithm that, on input x € S¥~!, computes the set R(x) in time roughly equal to
its size |R(x)|. See Lemma 2.12. Note that this algorithm gives forward superposition query
access to R (see Section 2.3.5).

4The function hidden in 2°? is fixed, and we assume it is chosen sufficiently large for the proof of Lemma 2.13.
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(2) Random behavior: In certain parameter regimes (in particular, if b is not too large), a
random product code C behaves like a uniformly random subset of S~! in the following
sense: for all x,y € S?1 satisfying (x,y) = cos(f), the probability that there exists ¢ € C
satisfying (x,c) =, cos(a) and (y,c) =, cos(a) (meaning that (x,y) is an R-collision) is the
same, up to subexponential factors, as in the case that each element of C' was independently
sampled from U(S91). See Lemma 2.13.

In other words, RPCs give us sufficiently good random behavior, while still allowing for efficient
decodability, which is the main reason we work with RPCs instead of uniformly random subsets.

The next two lemmas® show that it suffices to take b = log d for both properties to be satisfied,
so we fix this choice of b in the remainder of this paper.

Lemma 2.12 (Efficient decodability (implicit in [BDGL16, Lemma 5.1|)). There exists a classical
algorithm that, given a description of C' € C(d,b, M) and a target vector x € S, returns the
set Ric ) (x) = {c € C: (x,c) = cos(a)} in time O(d>M/°  dMY’log M + bd|R(c,o)(X)]). In
particular, if b= w(1) and M = 29 then the runtime is O(bd| R (¢ (x)]) + 20(d)

Next, Lemma 2.13 provides sufficiently tight bounds on the probability that two unit vectors
form a collision under the relation R,y induced by a sample C' ~ RPC(d, b, M). Specifically, it
identifies parameter regimes where RPCs behave similarly to uniformly random subsets with respect
to collision probabilities, as Pro. g sa-1,a) [R(0,0) (%) N B(c,p)(y) # 0] = ©O(min{l, MW(a, B | 0)}).

Lemma 2.13 (Random behavior [BDGL16, Theorem 5.1]). Let a, 8 € (0,7/2) and 6 € [0,7/2)
satisfy la — Bl + Q1) <0< a+8—-Q(1) if 0 #0, and o = f = Q(1) otherwise. Let b = O(logd)
and let M be such that M - W(a, 8| 0) = 2-9@) . For all x,y € S* 1 with (x,y) ~, cos(f),
P Rioay(X) N R —, min{1, M - W(a, 3| 6)}.
CRPebLs ) [R(c.0)(x) N Ric,p)(y) # 0] =4 min{ (a,810)}
Note that the case § = 0 deals with the probability that R ,)(x) is nonempty (meaning there
exists ¢ € C that is “close” to x =y).

3 Quantum algorithm for finding many 3-tuple solutions

In this section, we present a quantum algorithm for Problem 1 from the introduction: given a list
L of m i.i.d. uniform samples from S¢~!, this algorithm returns m triples (x,y,z) € L? satisfying
|lx —y — z|| < 1. We are specifically interested in instances with m = (%)d/ 4+o(d) - For sufficiently
large o(d), this is the minimal list size to ensure that with high probability over the choice of L there
exist m 3-tuple solutions [HK17, Theorem 3|, and hence corresponds to the minimal memory regime
of Problem 1. Our work is motivated by the observation that, for a list size m that is slightly larger,
but still asymptotically m = (%)d/ 4+o(d) there exist in fact m 3-tuple solutions (x,y,z) € L? for
which (x,y) is essentially 1/3 and (x —y, z) is essentially 2/3. This allows us to reduce our search
problem to (a less simplified version of) Problem 2 from the introduction. More precisely, as proven
in Lemma 3.15, there exist 6,6 € (0,7/2) such that

. 3 ~ - ~
Tal(L,0,0) = {(x.y,2) € L*: (x,y) ~ cos(6), (227,2) ~c cos(?)) | (1)
®The proofs in [BDGL16] consider R(c,q)(x) defined as {c € C: (x,¢) > cos(a)}, but can easily be seen to work for

our definition (with /. instead of >). Moreover, the proof of [BDGL16, Lemma 5.1] considers C' = Q(C'M) x - - - x C®)
(i.e., |Q| = 1), but by repeating the argument for each of the |Q| = 2°(?) matrices yields Lemma 2.12.
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consists only of 3-tuple solutions and (with high probability over the choice of L) has size at
least m. We therefore design a quantum algorithm that finds m elements of Ty, (L, 6,6"), thereby
solving Problem 1. As we present the algorithm for a fixed choice® of (#,6"), we usually write Tgo|
as shorthand for T, (L, 6,6").

Remark 3. There is a slight subtlety in the definition of 75 (L, 6,6’): it does not explicitly require
each tuple (x,y,2) € Tsi(L,0,60') to consist of distinct vectors, which is required by Problem 1.
(Note that the latter problem is trivial otherwise: for instance, consider the |L| 3-tuples (x,x,x)
for x € L.) While we could explicitly impose that x,y,z be distinct in Equation (1), this property
is already implied by Equation (1) in our setting of interest. Namely, if § = Q(1) and cos(8’) =
€+ /(1 —cos(f) +€)/2 (as motivated by Lemma 3.15), then each (x,y,z) € Tsol(L,0,0’) that is
not composed of distinct vectors must have (x,y) = cos(f) — €. As the latter event has measure
zero for y ~ U(S%1), we may, without loss of generality, assume that in the setting of interest each
element of Tg1(L, 6,6’) consists of distinct vectors.

3.1 High-level overview of our quantum algorithm and main result

Our quantum algorithm consists of several steps of amplitude amplification (Lemma 2.3), carefully
nested together, and preceded by preprocessing the list L into a useful data structure. We describe
the high-level ideas here, and defer the details to the following subsections. First, observe that
a natural strategy for finding an element of 7 is to search for a pair (x,y) € L? satisfying
(x,y) = cos(f), and then attempt to find z € L such that (x,y,z) € Ts. This approach can be
viewed as a two-oracle search (Section 2.3.3) with sets 7o C T; C 7y defined by

To = L?,
T ={(xy) € To: (x,y) = cos(0)},

To={(x,y) € Ti: Jz € L, (ﬁ,z) ~. cos(f)}.
Whereas checking membership in 7 has negligible time complexity C; = 2°(9), checking membership
in 75 is a more involved search problem with nontrivial time complexity Cy. For instance, using
amplitude amplification we obtain Cy = \/m 20(d) when |L| = 20(d) - Assuming that, given (x, y) €
T2, we can also find z such that (x,y,z) € Ts in time Co (which is true for amplitude amplification),
this results in a quantum algorithm for finding an element of Ty, in time

€1 1
2 —=C+Cy ) 2019
= (\/a 1+ 2>

where £1 and €9 are the probabilities that an element sampled uniformly at random from 7g lies in
71 and Ta, respectively. Repeating the algorithm about |L| times then hopefully solves Problem 1.
Unfortunately, this naive strategy is too expensive.”

SFor Problem 1, choosing cos() = 1/3 and cos(6’) = € + 1/1/3 + ¢/2 is optimal in the sense that it yields the
smallest possible list size |L| for which Teo1(L, 6, 6’) consists of |L| 3-tuple solutions. However, our quantum algorithm
may also be of interest in settings where other choices are more suitable, such as the generalization of Problem 1 that
searches for triples satisfying ||[x —y — z|| <t for ¢ # 1 (e.g., see [HK17]). We therefore present most results for a
larger range of 6,60" € (0,7/2).

"One can show €1 =4 po and e2 =4 pomin{l,|L|ps}. For |L| = (2)#/4+°(D) and all valid (6,6’), this naive
approach (using amplitude amplification to check membership in 72) requires a rather large runtime of at least
20-33496d+o(d) 4 fing |L| solutions. In fact, it yields %Cl <& Cq, suggesting the approach is suboptimal.
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Inspired by the locality-sensitive filtering technique, which has been used in state-of-the-art
lattice sieving algorithms since [BDGL16|, our key idea to improve this naive strategy is to search
more locally. The sets Ty, T1, T2 will be replaced by random subsets of them that only include those
pairs of vectors that lie in the same “local” region of S¥! (formally defined as forming a collision
under some suitable relation), meaning that these vectors are not too far apart. While those subsets
may not cover all of Tg, their randomness will ensure that repeating this approach sufficiently many
times for different random subsets allows us to find all elements of Tgo. Altogether, this modified
strategy results in a better trade-off between the different cost components of two-oracle search.

Specifically, we restrict 7o = L? to those pairs of vectors in L that are both “close” to some
vector in a fixed subset C' C 8?1, where closeness is measured by a parameter o. Letting R be the
relation on S¢~1 x € including exactly those pairs (x,c) that satisfy (x,c) ~, cos(a), we define

To(R) = {(x,y) € To: R(x) N R(y) # 0}

as the set of R-collisions in 7o = L2. For each (x,y) € To(R), we are now guaranteed that both x
and y are close to some ¢ € C, so they are also somewhat close to each other, and have a higher
chance of satisfying (x,y) ~. cos(#). We will therefore replace the role of 77 by a suitable subset

Ti(R) € {(x,y) € To(R): (x,y) ~e cos(0)}

consisting of R-collisions in 7;. The probability ) that an element sampled from 7o(R) is in 7;(R)
could now be larger than £1, while the cost C| of checking membership in 7;(R) remains negligible,
so we seem to have reduced one component of the two-oracle search cost.

However, there is a caveat: in order to project onto 71(R) using amplitude amplification, we
need a unitary that creates a superposition over this restricted subset To(R) of L?, and it is not
immediately clear that finding R-collisions in L? is easy. This will be resolved by adding a pre-
processing phase during which the algorithm prepares a data structure in QCRAM that stores the
finite relation Ry = R|rxc, allowing us to efficiently construct a superposition over the elements
of To(R) at any later stage of the algorithm. By taking C' to be a random product code (RPC,
Definition 2.11), we can prepare such a data structure at reasonable cost.

Next, given a superposition over 71 (R), the goal is to check whether there exists z € L satisfying
<”x ij z) ~, cos(¢') for a given pair (x,y) € T1(R). Again, we will restrict our search to achieve
this more efficiently than performing amplitude amplification over L: given (x,y) € T1(R), we only
consider those z € L that collide with the normalization of x — y under the relation R’ := {(x,¢) €
S¥1 x C": (x,¢) = cos(a’)} defined by another subset €’ C S%! and parameter o/. That is, the
search is restricted to a subset

T2(R,R') C{(x,y) € Ti(R): Fz € L, <|| v’ 2 z) ~ cos(f'), R/(”x y\ )N R'(z) # 0}.

This “local” search is again facilitated by letting C’ be a random product code and by preparing a
data structure for R} := R/|pxcs. If restricting to R'-collisions reduces the search for z to a much
smaller subset of L, then the cost C, of checking membership in 73(R, R") could be significantly less
than the cost Co in the naive approach, possibly resulting in an improved overall time complexity.

Indeed, this local two-oracle search algorithm finds elements of T3(R, R') C T3 more efficiently
than the naive strategy. By sampling the subsets C,C’ randomly, using the RPC distribution
from Definition 2.11, we can ensure that this approach finds a sufficiently random subset of 751, so
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Algorithm 1 3List

Input: A list L € S 1,
Angles 0,0" € (0,7/2)

Parameters: Angles o, o’ € (0,7/2);

Number of repetitions /;
Search threshold ¢

Output: A list L' consisting of 3-tuple solutions in T (L, 6, 6")

L L'+ 0
2. Repeat for £ times:

(a) Sample: Sample C' ~ RPC(d,logd, 1/ps) and C’ ~ RPC(d,logd,1/py)
(b) Preprocess: (D, D’) « Preprocess(L,C,C’) (Algorithm 2)
(c) Search: Use (D, D’) to find 3-tuple solutions:
i. S+ (), COUNT + 0
ii. While cOUNT < (|S] + 1)t
A. t + SolutionSearch(D, D’) (Algorithm 5)
B. Ift e L3\ S, add t to S and set COUNT < 0
C. Else, set COUNT <~ COUNT + 1
iii. Add S to L'

3. Return L/

repeating the local two-oracle search algorithm for sufficiently many random pairs (C, C”) allows us
to find |L| elements of 7, thereby solving Problem 1.

We summarize the resulting quantum algorithm, called 3List, in Algorithm 1.% In the following
sections, we explain and analyze the individual phases of 3List in more detail, allowing us to then
prove our main result, Theorem 3.1, in Section 3.6. We remark that we cannot use the result
of [KLL15] or [Amb10] directly: as our goal is to find all elements of T3(R, R'), we want to sample
a single element with sufficient randomness so that many samples are likely to correspond to many
distinct elements. We therefore give our own algorithm and analysis, for our particular setting.

Theorem 3.1. There exists a quantum algorithm that, with probability 1 —2~XD solves Problem 1
with list size m = (%)d/‘l*"(d) in time 20-284551d+o(d) - This algorithm uses m2°4 classical memory
and QCRAM bits, and 2°9 qubits.

As explained in Section 4, Theorem 3.1 implies the existence of a quantum algorithm that
heuristically solves the Shortest Vector Problem with the stated time and memory complexity.

8The algorithm SolutionSearch in the Search phase is essentially the aforementioned local two-oracle search
algorithm, and samples from 73(R, R') for fixed (R, R'). By choosing the parameter ¢ carefully, the Search phase
finds all elements of 72(R, R') using | T2(R, R')|2°? calls to SolutionSearch, even if | 75(R, R')| is not known a priori.
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3.2 The Sampling phase

The Sampling phase of Algorithm 1 samples two RPCs (Definition 2.11) C' and C’, and stores
their description. This phase can be completed using 2°(%) time and classical memory. The sizes of
C and C’ depend on the parameters «, o’ € (0,7/2), which affect the complexity of 3List and will
be chosen to optimize performance. The sampled RPCs C,C’ and angles a, o’ induce the relations

R:={(x,¢) e S x C: (x,¢) ~c cos(a)} and R :={(x,¢) e S xC": (x,¢)~ cos(e)}.

Remark 4 (On the RPC parameter setting). The parameter setting of the distribution of C' ~
RPC(d,logd, 1/p,) ensures that, for a given x € S1, the set R(x) = {c € C: (x,c) =~ cos(a)}
has expected size 2°(9) (taken over the choice of C') by Lemma 2.9. The set R(x) can therefore be
computed in expected time 2°(9) by Lemma 2.12. The same is true for C’, and those properties are
utilized during the Preprocessing and Search phases of 3List.

To simplify our analysis of 3List, we will impose the following conditions on the relations

(R, R'), which will be satisfied with overwhelming probability in our applications.

Definition 3.2 (Well-balanced (R, R')). For L,C,C" C 84! let RC S¥ ! xC and R’ C St x ('
be relations. We say that (R, R') is well-balanced on L if the following conditions hold:

(i) |Ro| =q |L| and [(Rr)~L(c)| =4 (¢! for all ¢ € C, where Ry, = R|pxc-

(i) |R)| =a |L| and |(Ry) (') = T4 for all ¢’ € C', where R}, = R'|ucr.

(“2) For all (Xaya Z) € 7;01(R7 R/) (Equation (2))7 |{Z, €L: (Xaya Z,) € ﬂol(Ra R/)H =q 1.

3.3 The Preprocessing phase

After having sampled two subsets C,C’ C S¢ !, we proceed to the Preprocessing phase, which
uses Algorithm 2 to construct QCRAM data structures D and D’ (as defined in Section 2.3.5) for
the relations induced by these subsets and the parameters o and o/.

By the end of this classical algorithm, D stores the relation Ry C L x C, which relates each
x € L to all “close” vectors in C, quantified by the parameter «.. Similarly, D’ stores the relation
R, C L x C', which relates each x € L to all close vectors in C’, this time quantified by «’.

By construction of C' and C’, the Preprocessing phase can be completed in time that is optimal
up to subexponential factors.

Lemma 3.3 (Preprocessing cost). Given as input a list L C S and the descriptions of sets
C € C(d,logd,1/ps) and C" € C(d,logd,1/py), Preprocess(L,C,C") (Algorithm 2) returns the
data structures D(RL) and D(RY) using (|Rp|+|R} )27 time and classical memory. In particular,
if (R, R') is well-balanced on L (Definition 3.2), it uses |L|2°D time and classical memory.

Proof. By Lemma 2.12, for each x € L, step 2(a) and step 2(c) take time |Rp(x)|2°9 and
|R) (x)|2°19), respectively, so the cost of step 2 is 3° o (|RL(x)|+| R} (x)))2°@ = (|RL|+|R}])2°9.
As the complexity of Preprocess is determined by step 2, this proves the first part of the lemma.
The second part follows from conditions (i) and (é¢) in Definition 3.2. O
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Algorithm 2 Preprocess(L,C, (")
Input: A list L C S%1;
Descriptions of C € C(d,logd,1/ps) and C' € C(d,logd,1/pa)
Output: QCRAM data structures D = D(Ry) and D’ = D(R)) for the relations

Rp ={(x,¢) € Lx C: (x,c) =~ cos(a)} and R} ={(x,¢)e L xC":(x,c) =~ cos(c)}

1. Initialize a pair of empty data structures D and D’
2. For each x € L:

(a) Compute Ry (x) using Lemma 2.12
(b) For each ¢ € Rp(x):

i. Insert (x,c) into D
(c) Compute R’ (x) using Lemma 2.12
(d) For each ¢ € R/ (x):

i. Insert (x,c¢) into D’

3. Return D and D’

While most steps in the Search phase of Algorithm 1 can be achieved using the data structures
D(Rp) and D(RY) that are prepared during the Preprocessing phase, we actually need one more
tool. Namely, we would like to be able to efficiently create a uniform superposition over

R'(x) ={c e C": (x,c) = cos()}

for a large number of vectors x € S?! that the algorithm will encounter (in superposition). That
is, we want forward superposition query access to R’ (recall Section 2.3.5) for those vectors. These
x are not vectors from our list L itself, but rather (normalized) differences of two vectors from L.
As the number of those x will be rather large (3> m), it is too expensive for us to store each R'(x)
in a data structure. To ensure that we can create the superposition over R'(x) in subexponential
time (i.e., at negligible cost for us), we therefore consider a “decoding” subroutine Dec(C”) that
is guaranteed to run in time 2°(9), and achieves the desired mapping for all x € S% ! satisfying
|R/(x)| < 2%/198¢ which suffices for our purposes.

Lemma 3.4. For o/ € (0,7/2) and C' € C(d,logd,1/py), define the relation
R ={(x,c¢) e ¥ x C": (x,¢) ~ cos(a)}.

There is a quantum algorithm Dec(C") that, given a description of C', implements the map

1
- |x) —=——=|c) if|R/(x)| € [1,2%/1°57)
Or: [x)]0) — c/e%;(x) |’ (x)]

|x) |L) otherwise
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in time 2°) using an auziliary register of 29 qubits. In particular, Dec(C') correctly implements
O for all x € S satisfying | R (x)| < 9d/logd

Proof. The subroutine starts by enumerating the elements of R'(x) using Lemma 2.12 in an auxiliary
register, but stops as soon as it has found 2d/logd | 1 ¢lements, unless it has already finished earlier.
(Note that the algorithm from Lemma 2.12 finds elements of R'(x) one by one.) If it finds either
zero or 2%/1°84 1 1 elements, which means |R'(x)| ¢ [1,2%/1°89] it undoes the computation and maps
the second register to | L). Otherwise, when |R'(x)| € [1,2%'°89]  the subroutine prepares a uniform
superposition over the found elements in the second register and then uncomputes the auxiliary
register. Altogether this takes time 2°(4) and uses 2°(9) auxiliary qubits. (Note that, just as in
Lemma 2.6, |x,c’) will be encoded by |x, 4, c’) for some index i that depends on x, ¢/, and C’, but
this is not an issue.) O

3.4 The Search phase

The Search phase of Algorithm 1 repeatedly invokes a quantum algorithm called SolutionSearch,
which will be presented in Algorithm 5. As mentioned before, this algorithm searches for elements
of Tso1 by carefully nesting two layers of amplitude amplification (Lemma 2.3) and by searching for
collisions under the relations R, R’ defined by the sets C,C’ C S%! obtained during the Sampling
phase (and by the angles a,a’). This is achieved by leveraging the data structures D(Ry) and
D(R)) that were prepared during the Preprocessing phase for the finite relations Ry, := R|rxc
and R} = R|pxcr-
More precisely, SolutionSearch samples 3-tuple solutions from the set

T (B R) = {(x,y,2) € T R(x) N R(y) # 0,|R(x)| < 217,

R/(Ilz 3y,|\) NR(z) # 0, |R’(H’;:§,”)‘ < 2d/10gd}

(2)

by gradually refining the search through the sets To(R) 2 T1(R) 2 T2(R, R') defined as

To(R) = {(x,y) € L*: R(x) N R(y) # 0},
Ti(R)  ={(xy) € To(R): (x,y) ~ cos(9),| R(x)| < 2/}, (3)
T2(R, R) ::{ X,¥) ETl( ): 3z e L,(x,y,2) € Tsa(R,R)}.

The constraints that R(x) and R/( Hx Y ”) are of size 2°(¥) are imposed for technical reasons.”

The core of SolutionSearch is a subroutine, TupleSamp (presented in Algorithm 4), which gen-
erates a superposition over a subset of 71 (R) x L and “flags” those tuples that belong to Tso1(R, R').
SolutionSearch applies amplitude amplification on top of TupleSamp to keep only those flagged
tuples, and then measures the resulting state, yielding an element of 751 (R, R') C Tsol.

The sampling subroutine TupleSamp first generates a superposition over (x,y) € Ti(R) b
applying amplitude amplification to a subroutine RCollisionSamp (presented in Algorithm 3) that
uses D(Ry) to efficiently generate a superposition over 7o(R). TupleSamp then proceeds by searching
for z such that (x,y,z) € Tsl, setting a flag if such a z is found. Using D(R' ) we save computation

effort by restricting this search to those z that form an R’-collision with ”x y”

°In our applications, these sets will be of subexponential size for most (x,y). Excluding the rare cases where this
is not the case ensures that the sampling probabilities over Too1(R, R’) remain approximately uniform.

20



The structure of the main algorithm 3List and its subroutines, including the Search phase
described in this section, is illustrated in Figure 2. We now give precise definitions of the algorithms
forming the Search phase, and analyze them in full detail.

Sample

3List loop Preprocess
Algorithm 1 Algorithm 2

loop | SolutionSearch ]

RCollisionSamp
Algorithm 3

e
i

TupleSamp
Algorithm 4

AA

(x,¥) ~e cos(0)

Algorithm 5

?
(X) Yy, Z) € 7;01

Figure 2: Structure of the algorithm 3List, which repeats the following. First, the Sampling phase produces
a pair (R, R’) of random relations that are stored in a data structure during the Preprocessing phase. The
algorithm then repeatedly calls SolutionSearch, which is instructed to find an element of Ty, using a
nested amplitude amplification (AA). Given a subroutine RCollisionSamp that creates a superposition over
R-collisions (x,y) € L?, the first AA amplifies those that satisfy (x,y) ~. cos(). Next, TupleSamp extends

them to triples (x,y,z) such that (ﬁ,z) forms an R’-collision (if such a z exists), and the final AA

amplifies those triples that belong to 7Tgo-

Sampling an R-collision. We start with the bottom layer, RCollisionSamp (Algorithm 3). For
arbitrary sets L and C, this algorithm takes as input a QCRAM data structure D(R) storing a
relation R C L x C (see Section 2.3.5), and outputs a superposition over R-collisions, specifically
over (x,c¢,y) € L x C' x L such that ¢ € R(x) N R(y), as visualized in part (a) of Figure 3. While
RCollisionSamp works for any relation, we will apply it to L,C C S9! (where L is an instance
of Problem 1 and C' an RPC), so we use vector notation such as x and c for elements of these sets.

RCollisionSamp starts by taking a uniform superposition over all x € L. Then, for all x such
that R(x) # (), it creates a superposition over all ¢ € R(x) in the second register, and subsequently
over all y € R7!(c) in the third register. These steps are easy using the data structure D(R).
In case R(x) = (), the second and third register are mapped to |L)|L), but in our applications
this typically accounts for a small fraction of the state, so it is easily suppressed using amplitude
amplification when Algorithm 3 is called by TupleSamp (Algorithm 4).

Lemma 3.5 (Analysis of RCollisionSamp). For finite sets L and C, let R C L x C. Let D(R) be
a QCRAM data structure for R. RCollisionSamp(D(R)) (Algorithm 3) outputs a state |¢) such
that, for all (x,¢,y) € L x C x L satisfying ¢ € R(x) N R(y), we have

1
VILIR)[[R71(c)]
The algorithm uses O(log |L| + log |C|) time and QCRAM queries, and O(log|L| + log |C|) qubits.

(x,¢,ylY) =
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Algorithm 3 RCollisionSamp(D(R))
Input: 0,0, 0);

A QCRAM data structure D(R) for R C L x C, where L and C are finite sets
Output: A superposition |¢) over (x,c,y) € L x (CU L) x (LU L)

1. Generate a uniform superposition over L in the first register: |0,0,0) \/» Z |x) 0) |0).

2. Controlled on x in the first register, generate a uniform superposition over the set R(x) in the
second register, or map the second register to | L) if R(x) is empty:

[x) [0) [0) — x) \/7‘:6%:)() if R(x) # 0

%) L) 10) if R(x) =0

3. Controlled on ¢ # L in the second register, generate a superposition over the set R~!(c) in
the third register, and map | L) |0) to | L) |L):

ifc# L

oy 19 | e L

Ix) |c) | L) ife=1

4. Return the final quantum state

Proof. The operations used by the subroutine (taking a uniform superposition over L, taking a
uniform superposition over R(x) for any x € L, and taking a uniform superposition over R~1(c)
for any ¢ € C) can all be done using O(log|L| +log|C|) time and QCRAM queries, by Lemma 2.6.
Since Algorithm 3 uses O(log |L| + log |C|) qubits, the claim on the time and memory complexities
follows. The output state of Algorithm 3 is

)= NEE . T, mfx;

(x)#0 R(x)=0

In particular, (x,c,y|¢) = 1//|L| |R(x)||[R~1(c)| whenever ¢ € R(x) and y € R~!(c). O
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Figure 3: Summary of the relations between vectors encountered during the Search phase. Part (a) visualizes
the relations during the subroutine RCollisionSamp, which first creates a superposition over all x € L,
followed by taking, for each such x, a superposition over all ¢ such that (x,¢) € Ry, and then, for each
such ¢, over all y such that (y,c) € Ry. This results in a superposition over all Ry -collisions (that is,
all R-collisions in L?). Part (b) visualizes what happens after the first step of TupleSamp, which amplifies
those Rp-collisions (x,y) that satisfy (x,y) =~ cos(f). Namely, the second step creates, for any such (x,y),

a superposition over ¢’ € C’ satisfying (ﬁ,c’) € R’, and, for each such c¢’, the third step creates a

superposition over all z such that (z,c¢’) € R}, as visualized in the figure, and amplifies those z satisfying

<ﬁ, z) =2, cos(f’). As for most (x,y) no such z exists, SolutionSearch applies amplitude amplification

on top of TupleSamp to amplify exactly those (x,y) where such a z does exist.

TupleSamp. The next layer is the subroutine TupleSamp, presented in Algorithm 4, which con-
siders relations on S?1. Its goal is to construct a quantum state [¢)') that has sufficiently large
overlap with T (R, R') (Equation (2)) so that putting amplitude amplification on top (as will be
done by SolutionSearch) allows to sample from T (R, R’) at not too high cost. In fact, for our
applications, we want that each element in T (R, R') has rather large overlap with [¢)'), ensuring
that repeatedly calling SolutionSearch allows for finding all elements of 75 (R, R'), and not just
the same element over and over again.

TupleSamp takes as input two relations R C Sl « C and R’ C 8% 1 x C’, or rather their
restrictions to L, given as data structures D(Ry) and D(R}). It also assumes the existence of an
oracle that creates a uniform superposition over R’ (”)’:%;'H) for vectors (x,y) € L?, which we will

implement using Lemma 3.4. TupleSamp first creates a superposition over R-collisions (x,y) € L?
that belong to 71(R) (implying that x and y are relatively “close”), and then searches for a “close”
z € L among those that form an R'-collision with ﬁ Such a z might not exist for all (x,y), so
we use a flag qubit that is set to |1) whenever such a z was found.

In particular, step 1 of TupleSamp creates a superposition over 71(R) by applying amplitude
amplification to RCollisionSamp (Algorithm 3), amplifying those R-collisions (x,y) € L? that
satisfy (x,y) ~. cos(f) and |R(x)| < 2¢/logd 10

Note that the amplification step also checks whether y # 1, because the superposition constructed by
RCollisionSamp may have nonzero amplitude on pairs (x,y) with y = L, namely if R(x) = 0.
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Algorithm 4 TupleSamp(D(Ry), D(R}))
Input:  |0,0,0,0,0) |0,0), where the last two qubits form the flag register;
QCRAM data structures D(Ry) and D(R}) for the relations

RL = R’LXC and R/L = R,|L><C"

where L, C,C’" C 8% 1 are finite, R C 8% ! x C, and R’ C S4 1 x '

Output: A superposition [¢') over (x,¢,y,c,z,bp, b)) such that all basis states in its support
with b = 1 satisfy (x,y,2) € Te(R, R')

1. Apply AA,(RCollisionSamp(D(Ry)),RCollisionCheck) to the first three registers and first
flag qubit, where:

— r=max{1,/]To(R)[} 2°¥ (computed using D(Ry))
— RCollisionSamp (Algorithm 3) generates a superposition [¢)) over (x,c,y) such that
either c € R(x) N R(y) ory = L

— RCollisionCheck checks if y # L, (x,y) ~ cos(f), and |R(x)| < 2%/logd
This step sets the first flag qubit to |1) if and only if Ti(R) # 0.

2. Controlled on the first three registers being in state |x,c,y) and the first flag qubit in |1},
apply the following unitary map to the fourth register:

1
LY g R € 12
TIE=0] [x=vI
0) — Pyt eer (=)
|-L) otherwise

3. Controlled on the first four registers being in state |x,c,y,c’) and the first flag qubit in |1),
apply AA,.(zSamp(c’), zCheck(x,y)) to the fifth register and second flag qubit, where:

— "= /|(R})~!(c)| (computed using D(R}))
— zSamp(c’) uses D(R}) to apply the following map to the fifth register:
1 . -1
W Z ‘Z> lf C, ?é J_ and (RIL) (C/) ;é @
0) = L ac(Ry) ()
|L) otherwise

— zCheck(x,y) checks if z # 1 and <ﬁ, z) =, cos(6)

This step ensures the second flag qubit has support on |1) if and only if Tso1(R, R') # 0.

4. Return the final quantum state
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Lemma 3.6 (Analysis of TupleSamp). For L,C,C’' C S of size 20d) " let R C 841 x C and
R C 81 % C" be such that (R, R') is well-balanced on L (Definition 3.2). Let D(RL) and D(RY) be
QCRAM data structures for Ry, = R|pxc and R, = R'|pxcr. With probability at least 1 — 2-<(d)
TupleSamp(D(Ry), D(R})) (Algorithm /) generates a quantum state |[{') and satisfies:

(1) Complexity: If Ti(R) # 0, it uses

[ To(R)| L]\ o(a)
( O 0f>2

time and QCRAM queries, and max{1,\/|To(R)[} 2°9 otherwise. It uses 2°9 qupbits.

(2) Near-uniform sampling: The probability that measuring [{') yields outcome (x,y,z,Vy) with
b =1 satisfies
1
—— if (x,y,2) € Tsa(R, R)
Prl(x,y,2,1)] =4 { 7105

0 otherwise.

Proof. Suppose (R, R') is well-balanced on L. We will show that there exists an implementation of
TupleSamp(D(Ry), D(R})) (Algorithm 4) with the desired properties.

Let II be the orthogonal projector onto the subspace where by, = 1. Lemma 3.5 implies that
RCollisionSamp(D(Ry)) has complexity 2°(4) and generates a state |1)) such that

. 1 (R
= (x,y)ezT:l(R) ILIRG)[(RL) " (e)] ¢ [To(R)]

ceR(x)NR(y)

because (x,y) € Ti(R) implies |R(x)| € [1,2°9] and because condition (i) of being well-balanced
(Definition 3.2) implies |L||(R)™(c)| =4 |L||RL|/|C| =a |To(R)| for all ¢ € C. Moreover,
all » =4 max{1,|L|/\/|C]} satisfy r =4 max{1,/|To(R)|}. By taking a sufficiently large r =
max{1, |L|//|C[} 2°¥) (note that |L| and |C| are known), we ensure [|IL|¢))|| > 1/r whenever
|IT|¥)]] # O (the latter holds if and only if 77(R) # (). Next, note that RCollisionCheck
can be implemented in time 2°Y using one query to D(Rp) to compute |R(x)|. Therefore,
Lemma 2.3 implies that, with probability 1 — 279(®) step 1 of TupleSamp can be implemented
in time t; =4 \/max{1, |To(R)|}/max{1,|T;(R)|}, uses one auxiliary qubit, and maps

IT[)
T Y

if Ti(R) # 0, and |0,0,0) |0) — |¢) |0) otherwise. In the remainder of this proof, we assume step 1
was successful, so the first flag qubit is either fully supported on |0) or fully supported on |1). Since
steps 2 and 3 are only applied in the latter case, in the remainder of the proof we omit writing this
first flag qubit.

Step 2 can be implemented using the quantum algorithm Dec(C”) from Lemma 3.4 in time
ty = 20(d) using 20(d) auxiliary qubits.'! For step 3, we use the data structure D(R)) to implement

0,0,0)10) —

"'We remark that Dec(C’) takes as input a description of C’. We assume without loss of generality that such a
description (which is of size 2°(9)) is stored in D(R}) during the Preprocessing phase.
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zSamp(c’) using 2°¥) time and QCRAM queries, as established by Lemma 2.6. Note that D(R/)
stores the size |(R})™1(c’)|, so step 3 (controlled on (x, ¢, y,c’)) can be implemented using the algo-
rithm AA,s from Lemma 2.3 with ' := /|(R})~!(c’)|. In addition, zCheck(x,y) is a straightforward
check that takes time at most 2°(9. By Lemma 2.3 (see also Remark 2), this implements step 3
with probability 1 — 27%(@ in time t3 = \/ma.XC/EC/ [(R})~(c)] 204 and maps

, x,¢,y,¢ T 3 > lz)[1,1) ifc’ # L and L(x,y,c/) £ 0
x,¢,y,¢/)[0)[1,0) — v| XY ) e L)
|x,c,y,c)|L)|1,0) otherwise

where L(x,y,c') :={z € L: <W’ z) =~ cos(f'),c’ € R/(
condition (i7) of being well-balanced, TupleSamp uses

~ mmi [
et = %mfm T\ie]

”X y”) N R/(z)}. Since t3 =4 |L|/|C'| by

time and QCRAM queries if 71 (R) # 0, and t1 +t2 +t3 =4 max{1, /|To(R)|} otherwise. The claim
on the memory complexity follows immediately from Lemma 3.4, Lemma 3.5, and the construction
of the algorithm. This proves statement (1).

By construction of TupleSamp, its output state [¢)') has nonzero overlap with |x,y,z) |1) (the
latter register corresponding to the second flag qubit) if and only if (x,y,z) € Tso(R, R'), so fix an
arbitrary (x,y,z) € Ts1(R, R'). Note that this implies 7T1(R) # 0, so the first flag qubit is fully
supported on |1). By the above, |¢) satisfies

1
\/HHW PILHRG)(RL) = () R (=) L%,y ¢')]

(x,c,y,c,z,1,1[¢)

if ¢ € R(x) N R(y) and ¢’ € R'(5=yp) N R(2); and (x,¢,y,c/,2,1,1|¢') = 0 otherwise. Using

yll
condition (¢) and (éi7) of being well-balanced and the fact that |R(x)| =4 \R’(ﬁ” =4 1 for
(x,¥,2) € Tso(R, R'), we conclude that a measurement of |¢') yields outcome (x,y,z,1) with
probability 1/|71(R)|, up to subexponential factors in d. O

In fact, using step 1 of TupleSamp (Algorithm 4) we can also decide whether 77 (R) is nonempty,
as the following lemma shows.

Lemma 3.7 (Deciding whether 71 (R) # 0). For L,C C S of size 209 let R C S x C satisfy
condition (i) in Definition 3.2. Let D(Rr) be a QCRAM data structure for Ry, = R|rxc. There
exists a quantum algorithm that, with probability 1 — 27D correctly decides whether Ti(R) £ 0
using /|To(R)|/|T1(R)[2°D time and QCRAM queries if Ti(R) # 0, and max{1,/|To(R)|} 2°¥

otherwise. It uses 2°9 qubits.

Proof. The quantum algorithm initializes |0, 0, 0) |0), runs step 1 of TupleSamp (Algorithm 4), and
then measures the last (flag) qubit. It outputs the measurement outcome.

By the proof of Lemma 3.6, the runtime is as stated and the measurement outcome is 1 if and
only if T1(R) # (), except with probability 2-<(4). O
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SolutionSearch. Finally, the outermost layer of the Search phase is Algorithm 5, which uses

amplitude amplification to project the output state |¢)') of TupleSamp (Algorithm 4) onto Tgo1 (R, R’).
If Tso1(R, R') is nonempty, this state [¢') is solely supported on (x,y,z,b) with (x,y) € Ti(R),
and with the flag bit set to b = 1 only if (x,y,2z) € Te(R,R'). Thus, as long as we perform
sufficiently many rounds of amplitude amplification, Algorithm 5 successfully outputs an element
of Tso1(R, R').

Algorithm 5 SolutionSearch(D(Ry), D(R}))
Input: QCRAM data structures D(Ry) and D(R}) for the relations

RL = R’LXC and RIL = R/|L><C’

where L, C,C" C 8% 1 are finite, R C S¥ ! x C, and R’ C S4 1 x '
Output: An element (x,y,z) € Tsol(R, R) if Tso1(R, R') # 0, and “no solution” otherwise

1. Initialize |0,0,0,0,0) |0, 0)
2. If T1(R) # 0 (decided using Lemma 3.7), apply AA,(TupleSamp(D(Ry), D(R})), TupleCheck),

where:
— = /|To(R)|2°?D (computed using D(Ry))

— TupleSamp (Algorithm 4) generates a superposition over |x,c,y,c’,z) |bp, b) such that
either 0, = 0 or (x,y,2) € Tsal(R, R)

— TupleCheck checks if b =1

3. Measure. From outcome (x,y,z, V%), output (x,y,z) if b = 1, and “no solution” otherwise.

The relations between the vectors encountered during SolutionSearch are visualized in Figure 3.

Lemma 3.8 (Analysis of SolutionSearch). For L,C,C’' C S of size 20 Jet R C 841 x C
and R C 81 x O be such that (R, R') is well-balanced on L (Definition 3.2). Let D(Ry) and
D(R}) be QCRAM data structures for Ry = R|pxc and R} = R'|pxcr. With probability 1—27%(4),
SolutionSearch(D(Ry), D(R})) (Algorithm 5) satisfies the following:

(1) Complexity: If Tsol(R, R') # 0, it outputs t € Teo1(R, R') using

ITL(R)| [To(R)] L] gota)
[ Teol (R, R\ | [ Ti(R)] (e

time and QCRAM queries; otherwise, it outputs “no solution” using
L
<max{1, T} + mme) 20

time and QCRAM queries. It uses 299 qubits.
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(2) Near-uniform sampling: For all t € To1(R, R'),

1

Pr [SolutionSearch(D(Ry), D(RL)) outputs t] =q¢ j——=—r
v [Sotutionsearch(D(Ry), D(RL)) outputs €] =i =m0

where the probability is over the internal randomness of SolutionSearch.

Proof. For step 1, we decide whether 71 (R) # () using Lemma 3.7, which uses 20(4) quxiliary qubits.
In case T1(R) = (), the lemma statement follows immediately, so suppose T;(R) # 0. By Lemma 3.6,
with probability at least 1 — 27%(?) the output state |1)') of TupleSamp (Algorithm 4) satisfies

| Tsor (R, )|
I [ 12 =a ¢ [T2(R)]

0 otherwise

if 7;01(R7 R/) 7£ @

where II' denotes the orthogonal projector onto the subspace where b = 1. If T (R, R') # 0,
we have ||[IU'[¢)|| >4 1/4/|To(R)], since Ti(R) C To(R). For the same reason as in the proof
of Lemma 3.6, taking a sufficiently large r = max{1,|L|/+/]C|}2°¥ thus ensures ||TI [¢)}|| > 1/r.
In particular, this choice of r ensures that we can invoke the algorithm AA, from Lemma 2.3 to
implement step 2. Since TupleCheck can be implemented in time 2°(9) | statements (1) and (2) now
follow from Lemma 3.6. O

Overall analysis of the Search phase. We now complete our analysis of the Search phase
of 3List (Algorithm 1). By applying a coupon-collector argument (see Lemma 2.4), it follows
that for a sufficiently large search threshold ¢ = 2°(9)| the Search phase finds, with overwhelming
probability, all elements of Tgo (R, R') using at most |Tso (R, R')|2°4) calls to SolutionSearch, even
if |Tso1(R, R')| is not known to the algorithm a priori. This establishes the overall complexity of the
Search phase.

Lemma 3.9 (Analysis of the Search phase of 3List). For sufficiently large t = 20(d) " consider a
single repetition of the Search phase of 3List (Algorithm 1) for L,C,C" C S of size 200 given
the QCRAM data structures D(Ry) and D(R') constructed in the Preprocessing phase. Suppose
(R, R is well-balanced on L (Definition 3.2). With probability at least 1 —2~“@  the Search phase
constructs a list consisting of all elements of Tgo1(R, R') and uses

Vs {1 [T (R R/>|}(max{1 VIT(R) + /17 >||’£,'|>2"<d

time and QCRAM queries, 2°D qubits, and max{1, | T (R, R')|} 2°9 additional classical memory.

Proof. The Search phase of 3List is exactly the algorithm .4(Samp, ) in the proof of Lemma 2.4
with X = Tgo1(R, R') and Samp = SolutionSearch. If 75, (R, R') = (), the Search phase will finish
after at most t repetitions of step ii, correctly yielding an empty set .S. Otherwise, by Lemma 3.8,
with probability 1 — 2799 there exists ¢ > 27°@ such that Pr[SolutionSearch outputs t] >
/| Tsol(R, R)| for all t € Ty1(R, R'). Therefore, for all ¢ > 1 In(|Tso1(R, R)|) + w(d), Lemma 2.4
implies that the Search phase outputs all elements of T (R, R') in time ¢S [Tz (R, R)|* (@)
where S denotes the time complexity of SolutionSearch. Since |Tooi(R, R)| < |L|? = 291 it
suffices to take sufficiently large ¢ = 2°(9. The complexity of the Search phase then follows
from Lemma 3.8. O
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3.5 Final ingredients

This section presents a few lemmas that will be used to prove our main theorem, Theorem 3.1.

Lemma 3.10. Let m be a positive integer and let o € (0,7/2) satisfy a = Q(1) and mp, = w(d).
Let C C S be of size 204 . With probability 1 -2~ over L ~ U(S* 1, m), |(Rr)~(c)| =4 mpa
for all c € C, and thus |Rp| =4 |C|mpa, where Ry, == {(x,¢c) € L x C': (x,¢) =, cos(a)}.

Proof. Fix ¢ € C. View L ~ U(S% !, m) as an ordered sequence (x1,...,X,,) of i.i.d. uniformly
random unit vectors, and consider the sum X = > ;.1 X; of iid. random variables X; € {0,1}
defined by X; = 1 if and only if (x;,¢) ~ cos(a). Note that X = |(Rz) *(c)|. By Lemma 2.9 and
by assumption, E;[X] =4 mps = w(d), so Corollary 2.2 implies |(Ry)~(c)| =4 mpas except with
probability at most exp(—w(d)). Hence, applying a union bound over all 299 vectors ¢ € C yields
|(R1)"Y(c)| =4 mpq for all ¢ € C, except with probability |C|exp(—w(d)) = exp(—w(d)). O

Lemma 3.11. Let m = 29 and let ' € (0,7/2) satisfy ¢ = Q(1). With probability 1 — 2<%
over L ~U(S 1, m), |{z € L: <ﬁ,z> ~ cos(0')}| <q max{1,mpy} for all (x,y) € L?.

Proof. View L as an ordered sequence (X, ...,X;,) and let (i,7) € [m]?. For all k € [m — 2], define
the random variable X;, € {0,1} by X = 1 if and only if ((x; — x;)/||xi — x;||,x%) ~c cos(¢).
If L ~U(S 1, m), the X3 are i.i.d. and EL[Zke[m—Q] Xk| =4 mpe by Lemma 2.9. Therefore,
Corollary 2.2 implies }_jcr,—o) X <q max{1,mpg } except with probability at most exp(—w(d)).
The lemma statement now follows by applying a union bound over all (i,5) € [m]?, using that
m = 2°9(@ and that including x; or x; in the count does not affect the asymptotic upper bound. [

Lemma 3.12 (Size of T1(R)). Let m = 2°@ and let 0, a € (0,7/2) satisfy min{f, 2o — 0} = Q(1)
andmW (B, o | @) = w(d). Let C C 841 be of size 2019 R := {(x,¢) € S xC': (x,¢) ~. cos(a)},
and Ry, = R|pxc. With probability 1 — 2=%D over L ~ U(S¥ 1, m), |T1(R)| <a |RLImW(8, | @),
where T1(R) is defined in Equation (3).

Proof. Viewing L as an ordered sequence (X1, ...,Xy,) of unit vectors, let i € [m] and ¢ € R(x;).
Note that L ~ U(S% 1, m) implies L_; ~ U(S* 1, m—1), where L_; := (X1, ..., Xi—1,Xi41, - Xm).
Therefore, by Lemma 2.10, Pry r_,)[{Xi,y) = cos(0), (y, c) = cos(a)] =¢ W(0,a | a), giving

Er [y € Lz (xi,y) e cos(0), (y, €) =c cos(a)}[] =a (m — YW(b, a | @) =4 mW(0,a | @)

which is w(d). Thus, {y € L_;: (xi,y) = cos(d), (y,c) = cos(a)}| =¢ mW(0,a | a) except with
probability exp(—w(d)) by Corollary 2.2. Using a union bound over all i € [m] and ¢ € R(x;) yields
S s Secrien 1Y € Ltz (xi,y) e cos(8), (y,¢) ~ cos(@)}] <4 |RemW(6,a | a), excopt with
probability m|C|exp(—w(d)) = exp(—w(d)), so the statement follows by definition of 71 (R). O

Lemma 3.13 (Size of Too1(L,0,8)). Let m = 24 and let 0,0' € (0,7/2) satisfy min{6,0'} =
Q(1) and min{m2py, m>pg, m>pgpe} = 24D . With probability 1 — 2= over L ~ US4, m),
we have |{(x,y,2) € Tel(L,0,0"): x,y,z are distinct}| =4 m3pgper, where Too1(L,0,0') is defined
in Equation (1).

Proof. We think of L as an ordered sequence (xi,...,X;,) of i.i.d. uniformly random unit vectors.
Let I denote the set of all m(m — 1)(m — 2) triples (4, j, k) of distinct indices from [m]. For each
(i,4,k) € I, let Z;j;, be the indicator random variable defined by Z;;, = 1 if and only if both
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X;—X;
Bk
elements in T (L, 6,0") that consist of distinct vectors. By linearity of expectation, u = E[Z]
satisfies = m(m — 1)(m — 2)pp’, where

(x4,%j) ~¢ cos(#) and ( xg) A cos(0). Then Z == 37, :1yc; Ziji counts the number of

p = Pr[(x,y) ~c cos(f)] and p'=Pr[(;Z z) ~ cos(6)]

x=yT .VII’
for independent samples x,y,z ~ U(S%1). By Lemma 2.9, p =4 pg and p’ =4 py, so it suffices to
show Z =4 pn. We will now argue that the variance of Z is 02 < p22=%@_ Chebyshev’s inequality
(which gives Pr[|Z — u| > ko] < 1/k* for any real k > 0) then implies tight concentration: the
probability that |Z — ,u| > /2 is at most 4062/, s0 Z =4 p except with probability 27,

To upper bound o2 = E[Z?] — u?, we note E[ZZ] E ’],k)elz 7R €1 E[ZjkZijw]. Fix
(i,4,k) € I and partition I into four disjoint sets Iy, I1, I2, I3, where I, = {( i’ g k) eI |{i,j,k}n
{¢/,j',k'}| = £}. By independence and by definition of the sets I, we obtain

(m—3)(m—4)(m—5)pp’ ifl=0

3(m — 3)(m — 4)pp' ite=1
Z Pr[Zyjiw = 1| Zijr = 1] < 3E B 33( { )PI/?} if¢=2
(i’,j’,k,)elf " e p7p : _

Since . = m(m—1)(m—2)pp’, we obtain E[Z?] < p?2+0(pu?/ min{m, m?p, m?p’, u}). By assumption,
min{m, m?p, m?p’, u} =4 min{m, m2pg, m>py, m>pgpe:} = 249 which implies o2 < p22- ) As
explained before, the lemma statement now follows from Chebyshev’s inequality. O
Lemma 3.14. Let 0,a € (0,7/2) satisfy min{6,2a — 0} = Q(1). For all x,y € S that satisfy
(x,y) ~% cos(0),

W(a,a | 0)
p R(x)NR d |R(x)| < 2¥/logd] — A7 17
CNRPC(d,II;)gd,l/pQ)[ (x) N R(y) # 0 and |R(x)| < | =a i~

where R = {(x,c) € S¥1 x C: (x,c) ~ cos(a)}.

Proof. Define b := logd. The upper bound follows from Lemma 2.10, because (x,y) = cos(0).
Since Prc [|R(x)| € [1,24/°84]] >, 1 by Lemma 2.13 (applied with 6 = 0) and a careful application
of Markov’s inequality, we obtain

PrlR(x) N R(y) # 0 and |R(x)| < 2] = Pr[R(x) n R(y) # 0 and |R(x)| € [1, 2]
>4 Pr[R(x) 0 R(y) # 0| |R(x)] € [1, 2],

Therefore, it remains to lower bound the latter, i.e., the probability of the event E that there is a
center point ¢ € C that lands in the region

Wraya =18 € 841 (x,8) = cos(a), (y,s) = cos(a)},
conditioned on the event E’ that the number of center points ¢ € C that lie in the “approximate”

spherical cap 7—~[x,a = {s € 8! (x,8) =~ cos(a)} D VNan,y,a is between 1 and 2%/'°&4_ Thus,
suppose event E’ holds. Then event E holds if one of those center points c¢* that lie in Hy o (let’s
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say ¢ is the first such center point, assuming without loss of generality some ordering on C') also
satisfies (y,c*) =¢ cos(a), i.e., ¢* € Wy ay.a-

We recall that the distribution C' ~ RPC(d, b, 1/p,,) is defined as taking C' = UQEQ Q(Cc™M x
- x C®) where Q ~ U(SO(d), D) for some D = 2°(9) and where C(¥) ~ U(%Sd/b—l, (1/pa)*/?)
for i € {1,...,b}. Therefore, sampling C' ~ RPC(d, b, 1/p,) conditional on |R(x)| € [1,2%1°84] is
equivalent to sampling C' as follows:

1. Sample c* := Q(v],...,v;), by first sampling Q ~ U(SO(d)) and then sampling the tuple

(VI V) ~ u(ﬁsd/b—l) X eee X Z/{(ﬁSd/b_l) conditional on (x,c*) =2 cos(a).

2. Sample Q ~ U(SO(d),D — 1) and C) ~ U ST, (1/pa)' /P = 1) for all i € {1,...,b},
conditignal on \Cﬂ?'zxta] € [1,2%1°984) where C' == Uqeo Q(CWx...xCc®) for Q = {QlUQ
and C0) == {v*} U CW,

The second step does not influence the probability that the vector ¢* sampled in the first step lands

in Wy a,y,a- Moreover, the distribution of the vector ¢* sampled in the first step is the same as
sampling c* ~ U(S4™1) conditional on (x,c*) ~ cos(a). In other words, we obtain

Pr[R(x) N R(y) # 0 | |R()| € [1,2/8]] > Pr[(y, ") = cos(a) | |R(x)| € [1,27/5]

= C*Nzﬁgdﬂ) [<Ya c*) = cos(a) ‘ (x,c") ~ Cos(a)]

W(a, a | 0)
Pa '

by Lemma 2.9 and Lemma 2.10 (again, using (x,y) ~. cos()). O

3.6 Final analysis of our quantum algorithm

We now show that 3List (Algorithm 1) solves Problem 1 for a random list L of size m = (22)#/4+o(d)
in complexity 20-284551d+0(d) thereby proving Theorem 3.1. First, we formalize the claim we made
in the introduction of Section 3 regarding To1(L, 6, 6").

Lemma 3.15. Let L C 841 and let 0,0 € (0,7/2) satisfy cos() = % and cos(0') = e+ (/5 + &.
Then ||x —y —z| <1 for all (x,y,2) € Tso1(L, 0,0"), where Tso1(L,0,8") is defined in Equation (1).
Moreover, there exists m’' = (%)d/4+o(d) such that for all m > m/:

(Z.) ELNZ/{(Sd—l,m)H,EOI(L7970/)’] = m.

(ii) With probability 1 — 2= over L ~ US¥ 1, m), m < |Teo(L, 6,0")| <q m*pypg and every
(x,y,2) € Tool(L, 0,0") satisfies x £y, y # z, and z # x.

Proof. For all x,y,z € S* 1, we have |x —y —z|> < 1if and only if <”’;%§',H,z> > /(1= (x,y))/2
Consider arbitrary 6 € (0,7/2), and define 6’ by cos(¢') = €+ /(1 —cos(6) +€)/2. Then all
(X7y7 Z) S 7;01(11, 0, 9,) Satisfy

\/1—<2x,y><\/1—cos(0)+6:COS(9,)_€§<x—y >

< ,Z
2 Ix =yl
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and thus ||x —y —z|| < 1. We will now show that the lemma statement holds for cos(f) = 1/3 (and
thus cos(0') = e+ 1/1/3+¢€/2).

Note that py = (1 — cos?(8))%? =4 (1 — (1_'3#08(0)))‘”2 = (H'C#OS(@))C[/2 = cos(§)? by the fixed
choice of € = 1/(logd)?. Therefore, if # = Q(1) and ¢’ = Q(1), we obtain (for L ~ U(S%!,m))

Ep([Ta(L.0,0)]] = > Prl(xy) e cos(0)] - Pr[(E=dr. 2) me cos(8') | (x,y) ~e cos(6)]
(x,y,2)€L3
=d m3p9p9/
=4 m3(sin(f) COS(%))d

by Lemma 2.9. In particular, there exists m’ = (sin() cos( ))~%22°(@) such that, whenever the
list size |L| = m is > m/, the expected size of Tgo1(L, 6,0’) is at least m. As (sin(6) cos(z)) /2
minimized for cos(f) = 1/3, we choose cos(f) = 1/3 and choose ¢ accordingly. The correspondmg
m’ then satisfies m’ = (%)d/‘l*"(d).

It remains to prove part (7). For all sufficiently large d, with probability 1 over L ~ U(S%~',m),
every (X,y,2) € Teol(L, 0, 8) satisfies x #y, y # z, and z # x (recall Remark 3). Indeed, consider
(x,y,2) € Tsol(L,0,0"), which implies |[x —y — z|| < 1. By definition, (x,y) =, cos(f), so x #y
for sufficiently large d. Next, y # z, because otherwise ||x — 2y|| > 1, a contradiction. Finally, if
x # y while x = z, then (x,y) = cos(f) — € (by definition of 75,1 (L, 8,6") and 8"), which occurs with
measure 0 for independent x,y ~ U(S?1). Therefore, by choosing m/ = (%g)d/ 4+o(d) sufficiently
large, part (i) follows from Lemma 3.13 (note that 6 and 6’ satisfy the constraints). O]

The following lemma implies that if |Tg(L,0,6’)] > m and the parameters (o, o, ¢, t) of
3List are chosen appropriately, then, with high probability, 3List outputs m distinct elements
of Teol(L, 6,6"). To prove Theorem 3.1, it then remains to show that, for 6,6 € (0,7/2) as given
in Lemma 3.15, there exists a suitable choice of (a, ') such that the complexity is as desired.

Lemma 3.16. Let m = 2 and let 6,0, a, o/ € (0,7/2) satisfy min{6, &, 20— 0,20/ —0'} = Q(1),
mpg = 2°D and min{mpa, mpa, mW(0,a | a),m* W@, o' | o/)} = w(d). Consider sufficiently
large £ = W(Zixw) W(Ofif“o'é,w/) 20(d) gnd t = 20D With probability 1 — 24 oper L ~ US1 m) and
the internal randomness of the algorithm, 3List(L,0,0") (Algorithm 1) with parameters (a, o/, £, t)
outputs a list containing m elements of Tso1(L,0,0"), if m elements exist, in time

14 (m +4/ ‘TSOlL—M (\/ m2pa + /m3W(0, a | a)pa/)) 20(d) (4)

using max{m, | Tool(L, 8, 0")|} 229 classical memory and QCRAM bits, and 2°D qubits.

Proof. On input (L,0,6") and with parameters (a,a/,¢,t), 3List (Algorithm 1) samples ¢ RPC
pairs, independently. For each sampled RPC pair (C,C"), it obtains corresponding data structures
(D, D’) from Preprocess(L,C,C") (Algorithm 2), and repeatedly applies SolutionSearch(D, D’)
(Algorithm 5). In the remainder of this proof, we write 75, as shorthand for Tg (L, 6,6’) and, for
each j € [{], we write (Rj, R;) for the relations corresponding to the j-th sampled RPC pair.

We claim that, for all sufficiently large ¢ = W(g"a'e) W(jao//w,)?’(d), the following statements

w(d)

simultaneously hold, except with probability 2~ over L and the ¢ sampled RPC pairs:
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(I) For all j € [€], (R;, R}) is well-balanced on L (Definition 3.2).
(IT) For all j € [4], |Ti(R;)| <a m*W(0, | ).
(IIT) For all t € Teol, [{j € [(]: t € Teal(Ry, R})} € [1,2°9)].

By Lemma 3.9, (I) implies that for sufficiently large t = 2°(9), for all j € [/], the j-th repetition of
the outer loop of 3List finds all elements of the corresponding set To1(R;, R2}). Since (III) implies
Ule Tsol (R, R;) = Tsol, the output of 3List contains all elements of Tg.

Next, an upper bound on the time complexity of 3List is given by

L

TBList = Z(TSample (J) + TPreprocess (]) + TSearch(j))
7j=1

where Tsamp1e(J), Tpreprocess(J); Tsearcn(j) are upper bounds on the time complexity of the respective
phases in the j-th repetition of the outer loop of 3List. It is immediate that Tsamp1e(j) = 20(d) for
all j € [{], and the Sampling phases together use at most 20(d) classical memory (as the memory
can be reinitialized in each repetition). By Lemma 3.3 and (I), Tpreprocess(J) = m2°@ for all j € 4],
and the Preprocessing phases together use at most m2°4 classical memory and QCRAM bits (as
the memory can be reinitialized in each repetition). By Lemma 3.9, (I) and (II) imply that, with
probability at least 1 — 27«(d),

Teaeen () = | fmac{ L, [Teo (B, BRI} (Vim2pa + /P W(B, 0 | apr ) 22

time and QCRAM queries, 2°(9) qubits, and |’7;01(Rj,R;-)|20(d) additional classical memory. Here,
we use that (I) implies |To(R;)| =4 |L|>/|C| =4 m*pa, which is w(d) by assumption. By the
Cauchy-Schwarz inequality and (III), we obtain

4 V4
3 \/max{l, Teol(Ry, RY)[} < 1| € max{1L, | Teo(Rj. R))|} <a /Emax{?, [Tool]}.

J=1 Jj=1

By assumption, min{mW(0,a | a),m*W(@',a' | o/)} = w(d), so m3W(0,a | a)W(@,a' | ') =
w(d). Thus, £ <q m>peper and min{m?2py, m?pg, m3pype'} = 22U hecause pg = WO, a | a) 2£2(d)
and py = W(O', o/ | )24 Therefore, with probability at least 1 — 27D [T 1| >4 mPpgper
by Lemma 3.13, which implies \/ Cmax{/,|Ts1|} =4 \/ 0| Tso1]- In particular, we obtain

Tavssr <a tm + /ATl (V/m?pa + /W00 a)pa)

from which the lemma follows (as the total amount of classical memory used is max{m, | Too1|} 2°(¥).

It remains to prove the conditions (I), (II), and (III) claimed above. By Lemma 3.10, Lemma 3.11,
and a union bound over all j € [], (I) holds except with probability 2-“(4) over L. Here, we use
that the RPCs are of size 1/p, and 1/p, (resp.), that m min{p,, p } = w(d), and that mpy <4 1.
Moreover, by applying Lemma 3.12 (using mW(0,a | a) = w(d)) together with a union bound
over the ¢ = 20@ sampled RPC pairs, we obtain that (IT) follows from (I), except with probability
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27« Finally, to prove (IIT), let t € T and define py = Prc e[t € Teol(R, R')], where the
distribution is over C' ~ RPC(d,logd,1/ps) and C’ ~ RPC(d,logd, 1/py). By Lemma 3.14,

D = %I‘UR(X)‘ < 2d/10gd,R(x) N R(y) # @] g}aUR/( XY )| < 2d/10gd,R'( XY YN\ R/(z) # @]

[lx=yll lIx—yll
W(a,a | ) W(d, o | 6)
Pa Po

where the first equality uses that C' and C’ are independent. Consequently, for sufficiently large
(= W(Z(,la|0) W((ﬁt,lo,/|9’)2o(d)7 we obtain p = E[|[{j € [{]: t € To(R), R))}|] = w(d) and p = 20(d)
where the expectation is taken over the £ RPC pairs that are (independently) sampled during 3List.
Corollary 2.2 then implies [{j € [{]: t € Tsa(R;, R})}| € [1,2°4)], except with probability 2-<(%).
By applying a union bound over all (at most 29(4) t € 751, we conclude that (III) holds with
probability 1 — 27« O

We complete our analysis by proving Theorem 3.1.

Proof of Theorem 3.1. Let 6,0 be according to Lemma 3.15. Consider an instance L ~ U(S%1 m)
of Problem 1 for sufficiently large m = (%)d/4+°(d). By Lemma 3.15, with probability 1 — 274,
Tso1(L,0,6') consists only of 3-tuple solutions and satisfies m < |Teo1(L, 0,0")| <q m3pgpyr =4 m.
Therefore, it suffices to show there exists a quantum algorithm that solves Problem 1 with the
claimed time and memory complexity if m < |Tso1(L, 6,6")| <4 m, except with probability 2@,

We remark that cos(6') is so close to 1/4/3 (when d — co) that we will without loss of generality
assume they are equal (as it only affects pgr and W(o/, o/ | ") by subexponential factors for similar
reasons as in the proofs of Lemma 2.9 and Lemma 2.10). Suppose o, o’ € (0,7/2) are constants
that satisfy:

(I) min{6,0',2a — 0,20/ — 0"} = Q(1);
(I1) min{mpe, mpa, MW@, | a),m*W(#', ' | )} = w(d).

Then, by Lemma 3.16 (using that mpy = 2°49, m?pgper =4 m, and that § > 6 = Q(1)), there is
a quantum algorithm that, with probability 1 — 2~®) over the randomness of L and the internal
randomness of the algorithm, finds m elements of Tso1(L,6,60") (if they exist) with time complex-
ity given by Equation (4) for some ¢ = W(ffa'e) W(Of:fo'[,w,)?(d), using max{m, | Tso1(L, 6,0')|} 2°(4)
classical memory and QCRAM bits, and 2°(9) qubits.

To conclude the proof (with cos(f) = 1/3 and cos(¢) = 1/v/3), we show that setting o, o’ €
(0,7/2) such that cos(a) = 0.347606 and cos(a’) = 0.427124 implies that (I) and (II) are satisfied,
and results in the desired time complexity.

It is easy to verify that condition (I) follows from the choice of 0,6 «,a’. Moreover, this
particular choice of (a,a’) also yields p, > 270092893d+o(d) > 9=0.145298d+o(d) W(h o | ) >
9-0136318d+0(d)  and mW(@, o/ | of) > 2-0-1482329d+0(d)  Because 201887214 < g < 01887224
condition (II) is satisfied as well. Using similar arguments, Equation (4) can be shown to be at
most 20-284551d+o(d) completing the proof. O
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4 Application to lattice problems

In this section, we explain in detail how our quantum algorithm for Problem 1 aids in finding short
vectors in a lattice, and can be turned into a quantum algorithm for solving approximate SVP.

4.1 Lattices and the shortest vector problem

A matrix B € R?*? with linearly independent columns generates a lattice A defined as the set of
all integer linear combinations of the columns of B. Such a matrix B is called a basis of A, and we
remark that (for d > 1) such a basis is not unique: by combining elements we can form infinitely
many bases for the same lattice. Every lattice has at least one shortest nonzero element (with
respect to the Euclidean norm), and we denote its length by A; > 0. This gives rise to the Shortest
Vector Problem (SVP) that we mentioned in the introduction.

Problem 3 (Shortest Vector Problem). Given a basis of a lattice A C RY, find a lattice vector of
Euclidean norm \;j.

SVP is known to be NP-hard under randomized reductions [vEB81, Ajt96]. For cryptanalytic
purposes, it would suffice to find a nonzero lattice vector of norm < y\; for some reasonably small
approximation factor v > 1 (for fixed +, this variant of approximate SVP is often called v-SVP),
since the security of lattice-based cryptosystems is based on the hardness of (a decision variant of)
this problem. In particular, many algorithms for attacking lattice-based cryptoschemes — such as
the BKZ algorithm [Sch87, SE94| — require a subroutine for solving approximate SVP.

4.2 Sieving algorithms for SVP and the uniform heuristic

This paper is about sieving algorithms, which are an important class of algorithms, including the
fastest known classical algorithm [ADRS15] for (provably) solving SVP. First developed by Ajtai,
Kumar, and Sivakumar [AKS01] and then improved by a series of subsequent works [Reg04, NVO08,
PS09, MV10, ADRS15, AS18|, the strategy is to begin by generating numerous lattice vectors, and
then iteratively combine and “sieve” them to create shorter and shorter vectors.

To prove the correctness of the runtime of sieving algorithms, existing methods add random
perturbations to the lattice vectors (to make them continuous) or carefully control the distribution
of the lattice points that are formed in each iteration [AKS01, MV10, HPS11, ADRS15, AS18|.
However, these approaches incur extra time and are often the major contributors to the runtime of
these — provably correct — algorithms. Nguyen and Vidick [NV08, Section 4] therefore suggested a
heuristic assumption to simplify the analysis for a subclass of those algorithms, which we will refer to
as heuristic sieving algorithms.'?> Roughly speaking, this heuristic assumes that after each iteration
of the sieving algorithm, the obtained lattice points are uniformly and independently distributed
within some thin annulus.

12The use of heuristics is common in cryptology, since cryptographers are primarily concerned with the practical
solvability of problem and with the concrete runtimes of algorithms. Indeed, the practical performance of algorithms
directly relates to the security of the cryptosystem, and helps determine appropriate security parameters. When a
heuristic assumption holds in the sense that the observed runtime of an algorithm closely matches the asymptotic
prediction obtained by assuming the heuristic, then this motivates analyzing the best possible runtime under this
heuristic.
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Heuristic 1 (Uniform heuristic). Let L C RY be a list of lattice vectors obtained after some iteration
of a heuristic sieving algorithm. After appropriate rescaling, every element of L behaves as if it is
an i.i.d. uniform sample from ann, = {x € R%: p < ||x|| < 1} for some fived p < 1.

This heuristic is typically considered for p — 1 (that is, the list vectors are assumed to be
essentially i.i.d. uniform on S1). Note that this heuristic is, of course, technically incorrect, since
the output list could include vectors of the form x +y and x + z, which are correlated to each other
(and hence not independent). However, several experiments have already examined the uniform
heuristic, and by admitting the uniform heuristic [NV08, MV10, BLS16, ADH"19], one can end
up with more efficient algorithms for solving SVP (both classical and quantum ones). Assuming
the uniform heuristic, (heuristic) 2-tuple sieving algorithms have the following high-level form (as
already described in the introduction). First, such a sieving algorithm generates a large number of
lattice vectors of norm roughly R (for large R), and then tries to find pairs of vectors whose sum or
difference yields a vector of smaller length. This process is repeated until the algorithm has found
a sufficiently short vector to solve (approximate) SVP.

If we instruct the algorithm in a way that each iteration, given lattice vectors of norm < 1
(recall that this norm bound is without loss of generality, by scaling the lattice), constructs lattice
vectors of norm < 1 — 1/7, then there is a choice of 7 = poly(d) such that 72 (which is polynomial
in d) sieving iterations suffice to end up with a bunch of sufficiently short lattice vectors.'® If each
iteration runs in time T, then the uniform heuristic (Heuristic 1) would ensure we solve SVP in time
poly(d)T. Hence, we typically care about analyzing the time T and the amount of memory used in
each iteration. Note that if we start with too few vectors, we may end up with not enough vectors
for the next iteration. However, the uniform heuristic allows us to calculate how many vectors are
needed in the initial list: for 2-tuple sieving, (%)d/ 2to(d) x5 90-2075d yectors suffice (see [NVOS] for a
detailed calculation).

Bai, Laarhoven, and Stehlé [BLS16] further generalized the idea of this (2-tuple) sieving al-
gorithm to k-tuple sieving: instead of just considering pairs of vectors, they introduced the idea
of combining 3-tuples (or even k-tuples) of vectors; that is, trying to find 3-tuples (x,y,z) in the
current list such that x + y + z is of reduced length. They observed that the memory complexity
of k-tuple sieving decreases as k increases (at the cost of increased time complexity). Later on,
Herold and Kirshanova |[HK17] extended the uniform heuristic to the case of k-tuple sieving (i.e.,
the output of each iteration of k-tuple sieving is distributed uniformly over the sphere) and intro-
duced the k-list problem. Given a list L of m i.i.d. uniform samples from S¢~!, this problem asks to
find m k-tuples of distinct elements X1, ...,x; € L such that ||x; —x2 —--- — x| < 1. Indeed, for
k = 3, this is exactly Problem 1. Herold and Kirshanova observed that under the uniform heuristic
(Heuristic 1), solving the k-list problem suffices to solve SVP, at least for a small constant approxi-
mation factor. Moreover, the uniform heuristic allows us to calculate the minimal required list size
m so that m k-tuples solutions to the k-list problem (and hence k-tuple sieving) exist, at least with

high probability over the list L. When k is constant, this minimal list size is ( (kf:) /(k+ 1))% up to
subexponential factors in d [HK17].!* When k = 3, the minimal list size satisfies |L| = (%—g)d/ A+o(d)
which is exactly the regime we considered for Theorem 3.1.

13 Although the heuristic may fail when vectors become very short, it is typically assumed in this case that the
(approximate) SVP instance has already been solved.

4This can be shown by an argument similar to the proof of [HK17, Corollary 1], using the fact that [HK17,
Theorem 1] also gives a lower bound on the probability that a k-tuple is a solution.
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4.3 An improved quantum algorithm for SVP using 3-tuple sieving

Combining Heuristic 1 and Theorem 3.1 yields a quantum algorithm that heuristically solves SVP in
time 20-284551d+0(d) yging (%)d/‘l"w(d) = 20-188722d+0(d) (lagsical bits and QCRAM bits, and subex-
ponentially many qubits. This is the fastest known quantum algorithm for SVP when the total
memory is limited to 20-188722d+o(d) (and when including heuristic algorithms).

Heuristic Claim 1. Under Heuristic 1, there exists a quantum algorithm that solves SVP in
dimension d in time 20-284951d+0(d) wyith probability 1 — 2=4) . This algorithm uses (%)d/‘”o(d)
classical memory and QCRAM bits, and 2°9 qubits.

As we already mentioned in Section 1.2 and show in Table 1, under the same heuristic and the
same memory complexity (which is optimal for 3-tuple sieving), our quantum algorithm beats all
prior algorithms. Yet, compared to the fastest known heuristic quantum algorithm for SVP [BCSS23,
Proposition 4], which uses 2-tuple sieving, the gain in memory complexity that we obtain by using
3-tuple sieving still does not fully compensate for the increase in time complexity (despite our quan-
tum speedup): time-memory product 2(0-1887+02846)d ~, 904733d yorgyg 9(0-2075+0-2563)d oy 9046384,
However, our quantum algorithm uses only 2°(4) qubits, whereas [BCSS23] uses an exponential
number of qubits and QQRAM (i.e., quantum-readable quantum-writable quantum memory, which
is technologically more demanding than the QCRAM required in our approach) for implementing
quantum walks. Considering the class of heuristic quantum algorithms for SVP that use at most
2°(4) qubits and no QQRAM, the best known time complexity is 20-2571d [Hei21|, achieved using
20:2075d classical memory (and also QCRAM of exponential size), which therefore still yields a better

time-memory product than our result: 2046464 yergyg 20-4733d,

Acknowledgments. We thank Léo Ducas, Elena Kirshanova, Johanna Loyer, Eamonn Postleth-

waite, and Yixin Shen for helpful discussions and for answering questions about sieving in early
stages of this work.
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A Appendix

A.1 Proofs of Lemma 2.9 and Lemma 2.10

Proof of Lemma 2.9. Let x € 841, and define p := Pre gy(si-1y[(x, ) = cos(a)]. By Lemma 2.7,
p<_ P, o) > cos() =
=4 (1 = (cos(a) — )*)¥?
2¢ cos(a) — €2 4/2
— (1 — co2(eN¥2 [ 1
(1 — cos®()) t cos2(a)
< (1 = cos?(@)) 2 exp(O(ed))

since v = (1) implies 1 — cos?(a) = Q(1). As e = 1/(logd)?, we obtain p <4 pa.
Moreover, by the union bound and Lemma 2.7, we obtain that for some constant k > 0,

p= cNuI(ngfl)KX’ c) > cos(a)] — cwul(?d—g[(x’ c) > cos(a) + €]

> %(1 — cos2(a))¥2 — dF(1 — (cos(a) + €)2)4/2

= (1~ cos’(a))"” (dlk ~a (1 2ecos<a>+62)d/2) |

1 — cos?(a)

Since (1 — M)d/2 < (1 —€2)%? < exp(—€2d/2), the choice € = 1/(logd)? yields p >4 po. O

1—cos?(a)

Proof of Lemma 2.10. Let x,y € S¥! be such that (x,y) =~ cos(f), and define

pi= Pr [xe) e cos(a), y,€) e cos(8)]

d/2

By Lemma 2.8, it suffices to show that p =4 (1 —~7?)%?2, where

2 cos?(a) + cos?(B) — 2 cos(a) cos(B) cos(6)
' sin?(0) '

We proceed by showing that (1 —32)%2 <; p <4 (1 — 72)%2 for some 32 < 4% + O(e) and 72 >
4% — O(€) that are defined in terms of («, 3,6, €), allowing us to prove p =g (1 — ~2)%/2.

More precisely, define cos(¢) = (x,y). Then cos(d) — € < cos(¢p) < cos(#) + €, which implies
—3e < sin?(¢) —sin?(f) < 2e. In addition, the assumption |a — 8|+ Q(1) < 0 < a+B—Q(1) implies
6 = Q(1). Using € = o(1), it follows that there exists a constant x > 0 such that (for sufficiently
large d) sin?(¢) > k. Using standard trigonometric identities, we also obtain

sin?(0)(1 — 4%) = sin*() — cos?(a) — cos®(B) + 2 cos(a) cos(3) cos(h)

— 4sin <(5+g)+0‘> sin <(ﬁ+g) _O‘> sin <0‘+(§_9)> sin <a—(§—9)>

and thus the assumption on «, 3,6 implies 1 — 42 > sin?(0)(1 — 42) = Q(1). In other words, there
also exists a constant ' > 0 such that 1 —~% > &’ (for sufficiently large d).
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Now, for the upper bound, note that Lemma 2.8 implies

p<_Pr [xc) 2 cos(a) —& y,c) 2 cos(8) —d =4 (1 = 7)""
where
2. (cos(a) — €)% + (cos(B) — €)% — 2(cos(a) — €)(cos(B) — €) cos(¢)
s2(0)
cos?(a) + cos?(B) — 2 cos(a) cos(B) cos(26?) — 2¢(cos(ar) + cos(B) + cos(a) cos(B))
- ()
cos? () + cos?(B) — 2 cos(a) cos(3) cos(#) — be

S Sin”(9)

_ ,sin?(0) Ge

T sin2(9)  sin(9)

_ o _sin’(¢) —sin*(0)\  6e
I (1 sin?(¢) ) sin(¢)

Since 42 < 1, sin?(¢) — sin?(#) < 2¢, and sin?(¢) > k, we obtain 72 > 42 — %. The desired upper

bound now follows, because (using 1 — % > x’ and € = 1/(log d)?)

_oN d/2
L d/2 o 2d)2 7 -7 /< _2\d/2 8e d/2< L 2\d/2
(1=-7)""=01-77) 1+1_72 S A=) {1+ <a (I =)

For the lower bound, note that the union bound implies

p> CNM}(?dfl)KX’ c) > cos(a) — €, (y, c) = cos(B) — ¢
- cwu%d—l)KX’ c) > cos(a) + ¢ (y, ) > cos(B) — ¢
- cwuf(’;d_l)va c) = cos(a) — €, (y, c) > cos(B) + €]
>4 CNul(Dsrdfl)KX’ c) = cos(a) — €, {y, c) = cos(B) — ]
> cNul(DEd—l)KX’ c) > cos(a), (y, c) > cos(B)]

where the second inequality can be shown using similar methods as how we have shown the upper
bound, using that € = 1/(logd)?. By Lemma 2.8, we thus obtain
22 2\ /2
> (1 — 322 = (1 — 42)4/2 1_7 -
p=>a(1-=7) (1—=97) "

where
52 cos?(a) + cos?(B) — 2 cos(a) cos(B) cos(¢)
sin?(¢)
_ cos?(a) + cos?(3) — 2 cos(a) cos(B)(cos() 4 cos(p) — cos(f)) sin?(H)
sin?(6) sin?(¢)
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_ (72 _ 2cos(a) cos(B)(cos(¢) — cos(@))) sin?(6) .
sin?(0) sin?(¢)

2 sin?(0)

If sin(6) > sin%(¢) (meaning § > ¢ and cos(f) < cos(¢)), then 32 < (9"

Otherwise,

(9 2cos(a)cos(B)(cos(6) — cos(¢)) sin?(0) 5 sin?() 2¢
T (fy * sin?(9) ) sin?(¢) =7 sin?(¢) * sin?(¢)’

In either case, we have sin?(f) — sin?(¢) < 3¢, so 42 < 1 and sin?(¢) > x imply
3e

2 .2 .2
osin®(0) 5 9sin®(#) — sin®(¢) 2 | 3e
7 sin?(¢) =7 sin?(¢) =7 K

In other words, we have shown 72 — ~% < % Hence,

- d
L 2n\d/2 _ 72 —’YQ (2 L 2n\d/2 _ E 42 _2\d/2
p2a(1—=77)" (1 2 2 (1=7)" (1= —5 ) 2a(l=77)

as desired.
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