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Signal loss threatens the security of quantum cryptography, especially in quantum position verification
(QPV) protocols, where even small losses can compromise security. This Letter modifies traditional QPV
to make high transmission loss between verifiers and the prover irrelevant for a class of protocols, including
a practically interesting one based on BB84 states (QPV{;B8 4)- Using photon presence detection and a small
time delay, as well as a commitment before proceeding, the protocol’s relevant loss rate is reduced to only
that of the prover’s lab, and the modified protocol has essentially the same security guarantees as the

original one. The adapted protocol C-QPV£384 thus offers strong security guarantees and feasibility over
longer distances. We also discuss the practical implementation of the protocol and parameter estimates.
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Introduction—Imagine the following situation: you are
sitting in front of your computer screen, and you see an
image or a video online. One way to verify that it is
authentic, rather than fake or created by powerful Al, would
be to unambiguously verify where it was created. Or, as
recently reported [1], fraudsters could deepfake some of your
business partners in a video call, including their offices in the
background, in order to trick you into transferring money to
them. This, for example, could be prevented if each
participant in the call (later on referred to as prover) had
a secure and verified location tag, as it should be difficult to
enter the company’s offices without permission. To create
such a tag (with the help of trusted verifier nodes), each
participant could use quantum position verification (QPV),
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certifying that the data that their video consists of was
created at the claimed location. QPV could also be used as a
tool to create position-based quantum-secure keys [2].

Securely verifying the position of a party—where a
coalition of trusted verifiers aims to verify the claimed
location of an untrusted party—is unachievable using fully
classical protocols, even under computational assumptions,
due to the existence of a general attack based on copying the
classical information [3]. The no-cloning theorem for quan-
tum states [4] bypasses the general classical attack if quantum
information is used instead, motivating the study of quantum
position verification [5-8]. A general quantum attack exists
[2,9]—when adversaries not at the claimed location are
accepted—but consumes an exponential amount of entangle-
ment in the resources required for an honest implementation.
The extraordinarily large amount of entanglement required
for this attack raises hope for the existence of protocols that
are secure against realistically bounded attacks. Indeed, there
has been much work on attacks for specific protocols [6,10—
23] and security analysis with extra cryptographic assump-
tions [24,25] or in the random oracle model [26], as well as the
first experimental demonstration in [27].

QPV protocols rely on both relativistic constraints and
the laws of quantum mechanics. A generic QPV protocol,
for simplicity in one dimension (1D) is described in the
following way: two trusted verifiers V, and V, placed on
the left and right of an untrusted prover P, respectively,
send quantum or classical messages to her at the speed of

Published by the American Physical Society
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light. The prover has to complete a task using the received
information and reply correctly to the verifiers at the speed of
light as well. The verifiers accept if the prover’s response to
the task is correct and the timing corresponds to the time it
would have taken for signals to travel back from the honest
prover; see Fig. 1(a) for a schematic representation of the

QPV{;B84 protocol, described below. These ideas extend to
the 3D setup [10], and geometric constraints can be over-
come by adding more verifier stations [10,26].

The three properties that are crucial for a QPV protocol to be
feasible are security against bounded attackers, security with
slow quantum information, and resistance to signal loss. The
first property concerns security against attackers who share a
limited amount of entanglement, since complete security is
impossible if the amount of preshared entanglement is
unbounded, even under perfect execution of the protocols.
The latter two problems, by contrast, arise from current
experimental constraints. Whereas the transmission of classical
information at the speed of light is technologically feasible in
an almost lossless fashion, e.g., via radio waves, the quantum
counterpart faces obstacles. First, most QPV protocols require
quantum information to be transmitted at the speed of light in
vacuum, but for practical applications this is often unattainable.
The speed of light in optical fibers is significantly lower than in
vacuum. Moreover, in a future quantum network with fibers, it
may often be the case that there is no straight point-to-point
connection between the verifiers and the prover, delaying
transmission compared to a straight-line path. This opens up a
possible attack where there is enough time for attackers to
communicate. Second, a sizable fraction of photons will be lost
in transmission in practice. In optical fibers, this loss grows
exponentially with the distance. This, in turn, would allow
attackers to apply loss-dependent attacks, which can com-
pletely break a protocol [28].

None of the previously studied QPV protocols possess
all three of these properties simultaneously at a useful scale.
Any protocol that was able to solve one or two of the
mentioned issues had shortcomings regarding the other(s).
The QPV{3138 4 protocol that we discuss below satisfies all of
them, but only for relatively small distances [29]. If one
wants to implement QPV in a future quantum internet, the
goal would be for QPV to work over essentially arbitrarily
long distances. In this Letter, we present a solution to this
problem, and we show that, by slightly modifying the

structure of QPV']’;B84, one obtains a protocol that is fully
loss tolerant, therefore satisfying all three properties simul-
taneously. In addition, this modification applies to a
broader class of QPV protocols; see SM [30] for further
details. Finally, we analyze possible experimental
implementations, showing the practical feasibility of our
results. .

The QPV{;B84 protocol—Let f be a publicly known
Boolean function. A round of QPV{%BM’ introduced in [6]
and studied in [18,29,39], consists of the verifiers encoding
a random bit v in a BB84 state, sending this qubit and
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FIG. 1. Schematic representation of (a) QPV}QB84 and its
committing version (b) C—QPVfBBS4. In QPV£B84’ (1) V, and
V, pick x,y € {0, 1}" and v € {0, 1} uniformly at random, (ii) V,
prepares and sends the BB84 qubit state H/(“Y)|»)—encoding
v—as well as x to P, and V| sends y to P such that all information
arrives at the same time at P. Only the classical information is
required to travel at the speed of light, whereas the quantum
information can travel arbitrarily slowly. (iii) The prover com-
putes f(x,y), and depending on the value, she measures the
received qubit in the computational [if f(x,y) = 0] or Hadamard
[if f(x,y) = 1] basis. Then, she broadcasts the outcome vp to the
verifiers at the speed of light. (iv) In the end, the verifiers check
whether the response arrived at the expected time and corre-

sponds correctly to the encoded bit in the input state. C-QPV-};BM
consists of a modified structural version of QPV£B84, where the
verifiers send the qubit H/(*)|) at a time & before they would in
QPV-]’;B84, and the prover commits ¢ = 1 upon receiving the
qubit, and ¢ = 0 otherwise. If ¢ = 1, the protocol proceeds as in
QPVJ;BM. In both (a) and (b), the qubit H/¥)|) is originated by
V, in the past, and undulated and straight lines represent quantum
and classical information, respectively.
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classical information that has to be evaluated through f,
whose output determines the basis in which to measure the
received qubit, and the prover broadcasts her outcome
measurement vp; see Fig. 1(a). In order to accept or reject
the location, the verifiers execute the protocol sequentially r
times. In the idealized case, the verifiers accept if all of the
answers are correct, i.e., v = vp in all rounds; otherwise,
they reject—other nonidealized cases have been studied
when errors and/or loss are included [18,29,39]. In [18], the
authors showed that any attackers who preshare Q(n)
qubits—we denote this attack model by M—cannot answer
correctly in a round with probability arbitrarily close to 1,
and by executing the protocol sequentially, attackers will be
rejected with exponentially high probability in r.
However, if non-negligible loss of the qubits is considered,
the security of QPVJ];]38 4 established in [18] no longer applies.
A simple way to see that loss compromises security can be

seen from the following attack on QPV{;BM. Let 5y be the
transmission rate between V, and P, and place an adversary
between V, and P (Alice) and between V| and P (Bob). Alice
intercepts x and the qubit and measures it in the computational
or Hadamard basis, selected at random. Then she broadcasts
the choice of basis as well as the measurement outcome and x.
Bob intercepts and broadcasts y to his fellow attacker. After
the communication round, they both compute f(x,y) and
know if the selected basis was correct or not. If yes, each of
them responds to the verifier closest to them, knowing that the
answer is correct. Otherwise, they claim that the qubit was
lost, which, throughout this Letter, we denote by the symbol
L. As long as 7y 1s 50% or below, this simple attack will be
successful, as this situation is indistinguishable from an
honest prover answering loss with probability 1 —zy.
Hypothetically, if C-band telecom wavelength (~1550 nm)
single-photon sources were used and the photons were sent
through optical fibers with a loss of 0.15 dB/km [40], that
would translate to a distance of at most 20 km (further reduced
by equipment and detector efficiencies). Security for 7y, >
1/2 was proven in [29], and, by encoding the bit » in more
than two different bases, security guarantees can be extended
for larger loss rates. However, this only provides security for
overall constant loss rates, whereas loss in optical fibers
decays exponentially with the distance.

QPV with a commitment step—To overcome these
roadblocks, we introduce a slight modification in the
structure of QPV{;B84 that makes the transmission loss
from the verifiers to the prover 7y, irrelevant for security and
therefore bridges the gap that prevents QPV from being
feasible with current technology. More precisely, we add an
extra step that we call the commitment step. The modifi-
cation consists of sending the BB84 qubit employed in
QPV{31384 in such a way that it arrives at a time 6 > 0 before
the classical information x and y. Upon receiving the
quantum information, the prover sends a commitment
¢ = 1, confirming that she has received it. After the time
o, she receives the classical information, executes the

original protocol QPV{;B84 as she has all necessary infor-
mation now, and answers to the verifiers; see Fig. 1(b). If
the quantum information has not arrived at the prover, she
sends ¢ = 0, and no further answers have to be sent. Since
the commitment is a classical bit broadcast by a single
prover, in the honest case, the verifiers abort the protocol if
they receive different commitments.

This extra commitment step prevents the aforementioned
guessing attack, intuitively because the earliest point in
spacetime at which all quantum and classical input infor-
mation is available exists only after the commitment ¢
needs to be sent. Hence, attackers necessarily will end up
with rounds for which they have committed to play, but
their guess of the measurement basis turned out to be wrong
afterward. They cannot fully mask wrong guesses in L
responses anymore because they both are required to
commit equally, but do not have enough time to coordinate.
However, we need to prove that adding the commitment
step does not open up new avenues for attacks. Using the
fact that the commitment bits cannot rely on all of the
classical information, we prove that, for the security of this
protocol, the transmission rate 7y, between the verifiers and
the prover becomes irrelevant. This rate includes all of the
losses before the prover commits: in V|,’s laboratory, the
quantum channel connecting V, and P, and the photon
detector’s efficiency. The transmission rate (in the prover’s
laboratory) after committing and receiving the classical
information will be denoted as #p, including loss of the
photon while waiting for the classical strings x, y.

Security—The most general attack to C-QPVggg, con-
sists of placing an adversary Alice between V, and P and
an adversary Bob between P and V. See Fig. 2 for a
schematic representation. Then, (i) the attackers prepare a
joint (possibly entangled) quantum state. (ii) Alice inter-
cepts the slow quantum information sent by V|, performs
an arbitrary quantum channel on all of the quantum
information that she holds, and then sends a part of it to
Bob. Let us denote by p” their joint state at this stage
(before communication and receiving x, y). (iii) Alice and
Bob intercept x and y, make a copy, and send it to the other
attacker, respectively. Because of the relativistic con-
straints, the attackers have to commit before they receive
the classical information from the other party; thus their
commitment can only depend on x or y, respectively. The
most general operation that they can perform is to use local
quantum instruments {IfA\x}cAe{o,l} and {Ifgb,}cge{o_l}
on their registers of p” to determine the commitments c,4
and cp, respectively. They send the commitments c4, cp to
the verifier closest to them at the appropriate time. If
cy = cg = 0orcy # cp, no further action is required since,
in the first case, the verifiers do not expect any more
answers and, in the second case, the protocol is aborted. For
c4 = 1 and ¢z = 1, which will be the case that we consider
from now on, Alice and Bob will use the postselected state

TP (p") = IV (") Te[ZY (p")). where I} = T7) @ I}, .
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FIG. 2. Schematic representation of a general attack to

C-QPVJ};B84. Undulated lines represent quantum information,
whereas straight lines represent classical information.

and we fix a partition into registers AA ,mBBeom, Where
Alice possesses registers AA.,, and Bob possesses BB_y»
with “com” denoting the subsystems that will be commu-

nicated. Alice sends register A.,,, to Bob, and Bob sends
register B, to Alice. (iv) Denote by a)zg‘i};ﬁ)n the

quantum state after communication. Each party performs
a POVM on their local register of a)gg‘ (E/ys , depending on
both x and y, and they obtain answers a,be{O, 1,1},
respectively We can write the attackers” POVMs as
{ AB” }, and {HA Bb »- Then, given x, y and that

cy =cp =1, the probablhty that the attackers output the
correct answer v is given by

0 (x,
Peon = Tr[(HABxy ® HBAc0m>b)w;AcL,£2;?)CO.J ’

with average over x, y given by peoy = (1/2°") " Pt
Consistency of the no-photon answers for the trans-
mission rate 77p at the prover’s laboratory is given by

22}1 ZTr[( ABX\ L ® HBAi)i)l)a)b’Il(x*y>i| — 1 — 771)‘

The most general attack on the noncommitting version

QPV{;B8 4 can be obtained by modifying the attack described
above, specifically by replacing step (iii) with the following:
instead of applying quantum instruments, Alice and Bob
apply quantum channels depending on x and y to their local

registers, respectively, transforming p? to )y f(‘ )BB . Then,

they act analogously with " (*?) taking the role of a)” Ti(xy),
Here, we consider a class of attack models on QPVBBS4,

which we refer to as the preshared bounded models, for

which one can find an upper bound on the probability of

answering correct for any state p” in step (ii) belonging to a

given fixed set. We denote the optimal probability that

attackers answer correct in a round of QPV{;’Q§4 and

c-QPVLIw divided by 7, and 7p, respectively, by

P(attack QPVL ) and  P(attack c-QPVLII), (1)
where the latter is conditioned on ¢4 = cp = 1. Dividing
by 5p conditions on the event that the attackers actually
answer (i.e., do not output L), allows us to compare this
quantity directly with the correctness rate of an honest
prover. For instance, in the attack model M, where the set
of states consists of those whose number of qubits is linear

in n, upper bounds below 1 for P(attack QPV]];’g§4) have
been established [18,22,29,39].

In Theorem 1, we relate both quantities, showing that
attackers cannot take advantage of photon loss 7y and that
the only transmission that is relevant for security is 7p (in
the time 6). The high level idea is as follows. In a perfect
setting (see below for robustness analysis), both attackers
should always commit the same bit, i.e., with probability 1,
cy = cp. Without loss of generality, as Alice and Bob act
on separate registers, we may assume that Alice applies her
quantum instrument {Z? tenefory first. But then her

commitment ¢, completely fixes Bob’s cp, which he
obtains by applying his instrument {IfB|y}CB efo.1}» for
any y. We use the gentle measurement lemma [41] together
with the fact that any quantum instrument can be decom-
posed into a measurement followed by a quantum channel
(see, e.g., Theorem 7.2 in [42]) to show that the probability
of attacking the protocol successfully remains invariant if
one replaces the postmeasurement state i”l‘y (p”) by p".
Therefore, we have a postmeasurement state that is inde-
pendent of x and y. From this, after the commitment, the
attackers find themselves in the same situation as in

attacking the underlying protocol QPV-,’;BS4.
In the setting of perfect attacks, the security of

C—QPV‘]’;]384 reduces exactly to the security of QPVJ];BM,
but we also consider a robust setting where we allow Alice
and Bob to perform an attack that has a nonzero probability
to commit differently. We consider this because the verifiers
can only run a finite number of rounds, and therefore
answering differently with a low probability on some
subset of inputs can remain undetected with high proba-
bility but could help attackers in principle. In QPYV, the
prover must respond to each challenge as it arrives, so
adversarial operations act per round; our security proof
explicitly covers adaptive attackers who may choose their
strategy based on the actions in previous rounds, which
captures the strongest permitted attack when restricting to
sequential repetition. As we show in Sec. B of
Supplemental Material (SM) [30], we prove that even in
this robust setting only a negligible overhead is added to the
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attack success probability of the underlying protocol with-
out the commitment step, where the effective protocol
transmission rate is #p instead of #7y#np. Furthermore, we
can make this overhead as small as we want through
sequential repetition of the protocol, where we assume the
same model constraints apply in each round.

Theorem [—ILet k>?2 be a security parameter

and suppose C—QPV{;B84 is executed sequentially until
we have 640k/¢3 = O(k’) rounds in which both
attackers commit, where &= [1/k*(4 + 3g(np))?], with
g(np) =max{(1//np),[1/(1 —=np)]}. This takes an
expected number of rounds O(k’)/peommii- Then, either
the attackers are detected with probability bigger than
1-3x 107° by means of a different commitment, or there is
a set R of size 1 — 1/k times the number of rounds such
that, for all i € R, for every preshared bounded model,

P(attack c-QPVL ") < P(attack QPVLIE,) + llc

Therefore, by Theorem 1 having a bound on the
probability of attacking QPVB]384 implies that essentially
the same bound applies for its committing version without
the loss 1 —#y. We highlight that Theorem 1 holds for a
more general class of QPV protocols and refer the reader to
the SM (Sec. B) [30] for more details. In addition, general-
izing techniques from [29] and utilizing Azuma’s inequality
[43], we show that after r sequential repetitions, with#p < 1
and a qubit error rate p., > 0, an honest party’s claimed
location will be accepted with high probability (complete-
ness), whereas any attackers in a preshared bounded model,

and thus bounded P(attack QPVég‘g 1), will be rejected with
exponentially high probability in r (soundness), thus imply-
ing security; see SM (Sec. C) [30].

Possible  experimental  realization of QPV with
commitment—For the commitment, we present a simplified,
probabilistic quantum nondemolition measurement (QND),
which is feasible with current technology. We do not require a
full deterministic QND, and the failure probability will turn
out to be irrelevant for security (but relevant for the protocol
rate). Additionally, for the prover, it is relatively straightfor-
ward to implement the short time delay by storing the received
qubit from Vj, in a fixed-length delay loop (no on-demand
quantum memory is required) Consider a QND with a

detection efficiency of ndet and a dark count rate of pQND

Using photonic qubits and linear optics, our
proposal consists of the prover teleporting the quantum
input to herself in her laboratory as a simplified means to
perform the QND. This can be achieved, for example,
through the well-known linear-optical partial Bell state
measurement (BSM); see SM D.2 [30] for completeness.
The prover has to generate an EPR pair and feed one qubit
of it into one input port of the beam splitter (BS). The
input quantum state is supposed to enter BS from the other
input port. A successful click pattern then indicates the

presence of the input state along with a teleportation of it
to the remaining EPR qubit that the prover briefly stored.
This qubit is subsequently measured in the basis f(x, y)

Since the input states of c- QPVB]384 are BB84 states, in
the simplest case, no active feedforwarding of the telepor-
tation corrections is necessary. The corrections predictably
change the measurement outcome, and the prover has all of
the information to classically error-correct after the final
measurement. See SM Sec. D [30] for an analysis of
experimental parameters and estimations with current
technology in imperfect laboratory setups.

We highlight that high efficiency of the BSM is not
required since it effectively just adds to the transmission
loss between the verifiers and the prover, wh1ch by
Theorem 1 is irrelevant for the security of c- QPVB]384
The same holds for the EPR state generation of the honest
prover. If for example the EPR state generation was
unsuccessful due to photon loss, it will lead to a “no-
detection” round, and such rounds get discarded. In
practice, what matters is any process that contributes false
positives—one example being detector dark counts—and
subsequently introduces errors in the prover’s final
measurement.

An imperfect QND ultimately limits the maximal dis-
tance between the verifiers and the prover, albeit to much
larger distances than previously possible in QPV. In SM
(Sec. D) [30], we estimate that QPV on distances around
100 km could be possible with near-term technology. At
that distance, we loosely estimate a successful and secure
position verification rate on the order of 0.1 Hz to be
possible if errors other than loss can be kept low. Such a
rate may be enough in practical scenarios since realistically
speaking an object cannot move far in a few seconds.

Moreover, the verifiers need to be able to generate and
modulate single photon states (e.g., polarization) with high
frequency.

Discussion—So far, bounds on P(attack QPVLi,) are
known in the case where the attackers preshare a linear
number of qubits, and these bounds directly carry over to
the committing version. Moreover, if super-linear bounds

were established for QPV£B84, Theorem 1 ensures that they
would also apply to the committing version.

Our proof covers sequential repetition; it would be
desirable to have a security proof even if protocol rounds
are repeated in parallel and thus require only a single
execution. For example, proving security for the commit-
ment version of the parallel repetition of QPVBB84, whose
security was recently proved [39], remains an open problem.

We give rough estimates of experimental parameters
since the achievable values will highly depend on the actual
equipment used. As our proposal paves the way for a first
demonstration of quantum position verification with all of
the desired properties, the next step would be to concep-
tualize a full experiment and see which parameters and
rates are achievable given that setup.
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See SM [30] for comprehensive details, extensive results,
complete proofs, and additional Refs. [42,44-57].
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