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In this article, we leverage natural language processing and machine learning algorithms to profile threat actors based on
their behavioral signatures to establish identification for soft attribution. Our unique dataset comprises various actors and the
commands they have executed, with a significant proportion using the Cobalt Strike framework in August 2020–October
2022. We implemented a hybrid deep learning structure combining transformers and convolutional neural networks to benefit
global and local contextual information within the sequence of commands, which provides a detailed view of the behavioral
patterns of threat actors. We evaluated our hybrid architecture against pre-trained transformer-based models such as BERT,
RoBERTa, SecureBERT, and DarkBERT with our high-count, medium-count, and low-count datasets. Hybrid architecture has
achieved F1-score of 95.11% and an accuracy score of 95.13% on the high-count dataset, F1-score of 93.60% and accuracy score
of 93.77% on the medium-count dataset, and F1-score of 88.95% and accuracy score of 89.25% on the low-count dataset. Our
approach has the potential to substantially reduce the workload of incident response experts who are processing the collected
cybersecurity data to identify patterns.
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1 Introduction
Cyber threat actor (CTA) attribution, a critical aspect of cyber threat intelligence (CTI) and digital forensics,
thus incident response research, is the process of identifying the responsible party or actor behind a particular
cyber-attack. The significance of attribution lies in determining the origin of past attacks and enabling predictive
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analyses for potential future attacks. One dimension of CTA attribution that enhances its accuracy and relevance
is the incorporation of behavioral signatures and threat actor profiling.

Behavioral signatures refer to distinct patterns of activities that can be associated with a specific threat actor.
On the other hand, threat actor profiling involves creating comprehensive profiles of cybercriminals based on
a range of attributes, including but not limited to their behavioral signatures, tools used, tactics, techniques,
and procedures (TTPs). Profiling not only identifies the actors but also establishes definitive guidelines for
attribution. Thus, a combination of behavioral signatures and threat actor profiling makes attribution more precise
and actionable.

One of the primary problems with cybercriminal attribution and digital forensics is the quality of the threat
intelligence data. Some analysts perceive many threat intelligence feeds to be of varying quality. They may
sometimes lack richness, meaning they may not contain enough detailed information to establish reliable
behavioral signatures or construct comprehensive profiles. Consequently, analysts must put in substantial effort
to process and make sense of the collected intelligence often combing through sparse and noisy data to identify
key indicators of attribution. Hence, integrating behavioral signatures and threat actor profiling could enrich the
attribution process and make it more efficient and effective.

A crucial challenge in CTI research is the need for a professional and automated approach to assigning a threat
to a specific actor or group, using the commands carried out by that threat actor as a basis. Digital forensics experts
can significantly benefit from attributing threats to specific actors based on command analysis. By studying
the unique commands and sequences a threat actor uses, experts can discern distinct behavioral patterns that
act like digital fingerprints. This facilitates quicker and more accurate investigations by offering insights into
the attacker identification. Previously, threat actor attribution was done by various methods, and none of this
research utilized the sequence of commands executed by the threat actors. For instance, a study uses high-level
indicators of compromise, such as TTPs and malware [17]. At the same time, some studies have also used CTI
reports to attribute cybercriminals [10]. In this research, we refrain from being restrained by TTPs or high-level
indicators as CTAs have developed new strategies to make it hard for analysts to detect them [25].

Attributing CTAs using the sequence of commands they have executed can provide valuable insight into their
behavioral processes, which can ease the attribution process. However, detecting CTAs based on the commands
they have executed is not a feasible task to be accomplished by most analysts. This process needs not only
experience but also lots of workload and time. Therefore, there needs to be a study on CTA attribution based on
the actions and commands of the threat actors. We aim to fill this gap by providing CTA attribution based on the
sequence of commands they have executed. Our methodology emphasizes the importance of soft attribution, as
it allows us to profile and categorize threat actors based on observed behaviors without needing the concrete
evidence required for hard attribution. This approach is particularly effective in a landscape where direct evidence
can be elusive, and attackers often use sophisticated methods to conceal their identities. Moreover, an article from
Virus Bulletin draws attention to the method of attack replication, which is an advanced defense technique that
consists of mimicking the attacker completely, including the command that the attacker has executed, and stating
that this is one of the most powerful yet least adopted tool [5]. In our study, even though it is not based entirely
on attack replication, we are leveraging the original commands that the attacker executes not the replica ones.
Our approach empowers a more informed approach to decision-making, providing a valuable starting point and a
strategic direction for the CTA attribution process. Organizations can adapt this research into their infrastructure
to attribute the CTAs that they have encountered.

The dataset used in this study comprises unique identifiers of threat actors. Threat actors and CTA groups use
various frameworks, commands, and malware to facilitate their activities. In our case, a high portion of the data
consists of commands executed using the Cobalt Strike. The sequences of commands executed by CTAs vary
significantly, with the volume of commands ranging from as many as 1,000 to as few as 15 per threat actor. This
imbalance in dataset sizes across different CTAsmay negatively affect the performance of the trained deep learning
models due to the potential for both overfitting in data-rich scenarios and underfitting in data-sparse scenarios. To
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address this challenge and overcome its impact on model robustness and generalization, we partitioned the data
into three distinct groups: high-count, medium-count, and low-count datasets.This categorization enables targeted
training and validation approaches that accommodate the diverse data volumes, ensuring that our models are not
biased towards the characteristics of more extensively represented data. The decision to create separate datasets
instead of a single bucketed dataset, which is the low-count dataset, was strategic, aiming to ensure that our
evaluation metrics genuinely reflect the model’s ability to perform well under varied data conditions. By adopting
this approach, we aim to enhance model performance across varied operational contexts, which reflects more
realistic conditions that organizations might encounter. Further details on the methodology and its justification
are provided in Section 5.3, emphasizing our choices to maintain integrity and reliability in model assessment.

Additionally, we have developed a standardization method to simplify the unprocessed commands into a stan-
dardized command language (SCL) for deep learning models, which significantly improved the performance
of the model. This standardization process involves converting variations of commands, which might differ due
to syntactic discrepancies or the unique ways in which different threat actors format their commands, into a
consistent structure. Moreover, this standardization helps in mitigating issues like overfitting, where a model
trained on highly specific command formats might perform poorly when exposed to slightly different commands
in practice. By abstracting the commands to a more generalized form, the models can better generalize from
the training data to real-world scenarios, where the exact wording of commands might vary, but the underlying
intent or action remains the same.

In this study, we leverage natural language processing (NLP) architectures such as transformer [29], which
learns from a sequence of tokens to train a machine learning model. These techniques learn from the positions of
the tokens and can understand the underlying relationship between these tokens. Understanding the relationship
between the sequence of commands and their relations benefits the attribution process as it uncovers their hidden
features. Additionally, we have further included different deep learning [12] methods, merging the strengths of
the transformer architecture with convolutional neural networks (CNN) [13]. This article presents a uniquely
tailored hybrid deep learning architecture that integrates various methods specifically designed for the complex
task of attributing threat actors. We compared our hybrid deep learning architecture against notable pre-trained
models. Namely, Bidirectional Encoder Representations from Transformers (BERT) [4], RoBERTa [14],
SecureBERT [1], and DarkBERT [11].

Our main contributions in this article are:

—We present the first study for analyzing and attributing the malicious commands executed by threat actors
in compromised machines, which is usually an inefficient and time-consuming process that digital forensics
or incident response specialists do.

—We have created a Standardized Command Language Converter (SCLC) that converts unprocessed
commands into a standardized language to improve the efficiency and accuracy of NLP architectures and
reduce overfitting.

—We develop a hybrid deep learning architecture for threat actor attribution, which outperforms existing pre-
trained transformer-based models like BERT, RoBERTa, SecureBERT, and DarkBERT.The hybrid architecture
achieved F1-score of 95.11% and accuracy score of 95.13% on the high-count dataset, F1-score of 93.60% and
an accuracy score of 93.77% on the medium-count dataset, and F1-score of 88.95% and an accuracy score of
89.25% on the low-count dataset.1

This article is structured as follows: in Section 2, we mention the previous studies about the attribution process.
Later in Section 3, we give background information about the techniques we have used. Section 4 explains the
dataset, including its source and content. Section 5 explains the implementation methods for this study, which
are the SCL component that processes our dataset, the proposed hybrid deep learning architecture, and the data

1https://github.com/bogertaNET/Unveiling-CTAs
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preparation step for experimentation. Lastly, in Sections 6 and 7, we first show the results of our experiments,
explain, discuss them, and point out some limitations.

2 Related Works
Traditionally, manual analysis is the most common approach for attribution [19]. As far as we are aware, our
study is the first to propose a CTA attribution based on the sequence of commands that these actors have executed
using various NLP and machine learning techniques. Nonetheless, there have been several attempts at threat
actor attribution using machine learning and deep learning techniques based on the actor’s behavior.

Recent studies proposed the idea of finding similarities between malware, hence, de-anonymizing the CTA
based on the source code and the behavior of the malware [2, 20]. Moreover, Rosenblum et al. [23] unfold the
idea of authorship attribution of program binaries using stylistic similarities of authors between programs using
machine learning techniques.

Noor et al. [17] conducted a study utilizing NLP and machine learning techniques to analyze CTI reports. Their
main goal was to identify and profile CTAs targeting FinTech based on the specific patterns of their attacks. To
accomplish this, they applied an NLP technique known as distributional semantics. They trained and evaluated a
variety of machine learning and deep learning models using these publicly available CTI reports. Remarkably, the
deep learning model they developed achieved an accuracy of 94%. Irshad and Siddiqui [10] have also focused
on attributing cyber-threat actors using NLP and machine learning techniques to analyze unstructured CTI
reports. With cyber-attackers using obfuscation and deception to hide their identities, the researchers aimed to
develop an automated system for extracting features from these reports to profile and attribute the attacks. These
features include tactics, techniques, tools, malware, and target information. They use an embedding model called
“Attack2vec,” trained on domain-specific embeddings. Various machine learning algorithms, such as decision tree,
random forest, and support vector machine, are utilized for classification. The model achieved an accuracy of 96%.
Perry et al. [19] proposed a method for attack attribution that involves the textual analysis of threat intelligence
reports, employing NLP and machine learning techniques. The researchers developed a unique text representation
algorithm capable of capturing contextual information. Their approach utilizes vector space representation of
incident reports obtained from a blend of labeled reports and an extensive corpus of security literature. Upon the
previous study, a new study by Puzis and Angappan [24] emerged to attribute threat actors based on similar CTI
reports. Unlike the traditional machine learning methods that focus on analyzing malware samples, this research
proposes a deep learning architecture for the task of attribution [24]. The authors use the same dataset as Perry
et al. used in their research [19].

Han et al. [6] developed a method to detect the unique characteristics ofAdvanced PersistentThreats (APTs).
These threats are notorious for their low-and-slow attack patterns. To identify these anomalies, they leveraged
provenance graphs, which offer rich contextual and historical information [6]. Regarding APT detection, Milajerdi
et al. [16] introduced HOLMES, yet another system for APT detection, by leveraging the correlation of suspicious
information flows that arise during an attack. Moreover, while Han et al. and Milajerdi et al. focus primarily on
detecting APT groups, our approach can detect any threat actor present within our dataset. Notably, we harness
the power of NLP for our detection process, a technique not used by these studies.

There have also been various studies that mentioned the importance of replication of the attack. Guerrero-Saade
presented the idea that attack replication enables extreme opportunities in defense and offense [5]. However, it is
essential to mention that this study does not directly relate to the replication of the attack; instead, it focuses
on the actual attack logs. For instance, the dataset used only consists of the executed commands in an attack,
nothing more; because of that, our model can only learn which commands the actors execute and their style of
execution. Guerrero-Saade also mentions some profiling characteristics that are helpful for actor attribution and
actor profiling. While there is no strict guideline for profiling, and it consists of various aspects including but not
limited to technical aspects and social aspects of the actor, it indeed includes the commands that are executed and
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the execution style of the commands [5] which is the backbone of this research, meaning, our model is already
paying attention to the traits that are important to the profiling.

3 Background
This section of the article is dedicated to providing a foundation of the core concepts and a more comprehensive
understanding of the context of our research while underlining the specific challenges and considerations within
CTA attribution research.

3.1 Transformer Architecture
The transformer architecture was first proposed by Vaswani et al. [29]. They differ from previous NLP techniques
as they are much more capable of handling long-range dependencies. Transformer uses an attention mechanism
that helps the model create global dependencies between the input and output. This architecture is composed
of two main components. Namely, an encoder and a decoder and both of these components have self-attention
and position-wise feed-forward networks. The self-attention mechanism replaces the idea of recurrence, which
was used primarily in the previous NLP architectures such as long short-term memory [9]. This mechanism of
the transformer architecture allows the developed model to address the problem of long-range dependencies by
weighing the importance of different inputs for generating each output in the sequence. In addition, a positional
encoding mechanism was used in the transformer architecture because, unlike previous NLP architectures,
transformers do not have a recurrent mechanism that enables the architecture to take the order of the sequence
into account, which is a crucial aspect of NLP tasks. The positional encoding provides the sequence information
to the transformer architecture by adding a unique signal to each input token, representing its position in the
sequence. This allows the architecture to learn and generalize about positional relationships between tokens.

In this study, transformers can help detect CTAs based on their commands used by attackers. Command
sequences that actors have executed often contain long dependencies where the meaning of a command might
be influenced by a command executed long ago. Therefore, transformer architecture is used in our hybrid deep
learning architecture. The transformer architecture has also been used for training larger language models such
as BERT [4], RoBERTa [14], SecureBERT [1], and DarkBERT [11]. These models have been used as a baseline for
specific tasks as they have been trained on a large corpus of texts. Using these pre-trained transformer-based
models in a specific task requires fine-tuning the model with the new dataset for that specific task’s domain. In
our case, this dataset is the CTA’s command sequences.

3.2 CNNs
CNNs [13] are a deep learning algorithm primarily used for processing structured grid data. CNNs have been
most influential in image and video recognition applications. The core component of this architecture is the
convolution operation, which allows the model to learn spatial hierarchies of features. For instance, features in
the early layers can be edges and textures, and in late layers, features can be parts of objects.

To analyze CTA command sequences, we employ one-dimensional CNNs (Conv1D). This approach captures
local and contextual features from command sequences by sliding filters across the text. Utilizing varying filter
sizes, which correspond to different n-gram analyses, the network becomes more able to extract diverse semantic
and syntactic features that are indicative of threat actor behaviors. In our case, a CTA’s commands can be
considered text. Therefore, these sequences may have patterns that can give insights into detecting characteristics
of the behavior of a threat actor, and 1D CNNs can extract these patterns.

3.3 Residual Connections
Residual connections, introduced by He et al. [7], are implemented by allowing the output of an earlier layer to
skip some layers and be added to the output of a later layer. This is valuable because it mitigates the “vanishing
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gradient” problem that usually arises while training complex models. The vanishing gradient problem refers to
gradients becoming extremely small in deeper layers of the trained model, which can slow down the training
process. Residual connections alleviate this problem by enabling gradients to flow through from earlier layers to
later layers of the model, improving the effectiveness of training in even very deep networks.

3.4 Regularization Techniques
Overfitting is a common problem that must be addressed, which happens when a model learns the training data
too well and performs poorly on the unseen data. This can be mitigated with regularization techniques such as
dropout [26] and weight decay [15].

Dropout is a regularization technique that randomly sets a fraction of input units to zero, which helps prevent
overfitting, leading to a general and robust model. Moreover, spatial dropout [27] is a specific type of dropout
used in CNNs that preserves the spatial coherency of the input data, which allows the model to learn the spatially
local features. In our case, spatial dropout can be beneficial as it is much more capable of helping the architecture
capture meaningful localized features. For example, the pixels in an image may form meaningful patterns in a
local context, which can be edges, textures, and shapes. Similarly, local patterns may have significant meaning in
command sequences, such as command flags, arguments, and their sequential order. Additionally, weight decay is
another technique to mitigate the overfitting problem. This method prevents weights of the model from reaching
large values that may lead to overfitting by adding a penalty term to the loss function.

3.5 Hyperparameter Tuning
Hyperparameters are parameters set before training the model that alter how the model works. For instance, they
include dropout fraction, weight decay, learning rate, number of epochs that the model has to be trained, and
many others. The process of deciding hyperparameters is crucial as it affects the model significantly.

3.6 Cross Validation
Cross validation technique is used for assessing the effectiveness and robustness of a model. First, we partition
the dataset into : subsets. One of these subsets is used for validation, and the rest : − 1 subsets are used for
training the model. This process is repeated : times, each time updating the subset used as the validation set,
and the training set as the rest. Finally, : results are averaged to produce a more robust metric. In addition, the
standard deviation of the performance across the : folds is calculated, where a low standard deviation indicates
that the model is robust and consistent across different subsets of data.

3.7 Metrics for Evaluation
We leverage two metrics for evaluating our model: accuracy and weighted F1-score. Accuracy simply measures
the proportion of correctly classified instances.

�22DA02~ =
�>AA42C %A4382C8>=B

)>C0; %A4382C8>=B
. (1)

F1-score is a useful metric when dealing with imbalanced classes. It is the harmonic mean of precision and
recall, which are calculated based on true positives, false positives, and false negatives.
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For multi-class problems like ours with more than 2 CTAs, we calculate weighted average of F1-scores.
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Table 1. Command Data

Field Type Example
data string execute_cmd: net group
timestamp UNIX Epoch in seconds 1646158272

Fig. 1. Commands per CTA.

4 Dataset
European Threat Intelligence company Proactive Defense Against Future Threats (PRODAFT) provided
private threat intelligence data collected from August 2020 to October 2022. Commands executed by the attackers
were captured by PRODAFT using various private honeypot servers located in China, Europe, and the United
States. The aim is to lessen the workload of cybersecurity analysts and facilitate progress in the field of CTI.

Dataset contains several attack frameworks, such as the Cobalt Strike. The raw form of the data consists of lists
of commands executed by CTAs along with the exact time that is executed. The data is already clustered with
CTA’s unique identifications, such that the data are labeled with CTA’s aliases. For example, Table 1 shows a
sample command structure and its content. The command execution JavaScript Object Notation data consists of
two fields, namely data and timestamp. The data field contains the information and commands executed by CTAs.
On the other hand, the timestamp field is designed to hold UNIX epoch timestamp data.

The dataset mainly contains 34 CTAs with over 5,000 commands. The number of command sequences that
the dataset contains for each CTA is not uniform, meaning while CTA#1 has 1,500 commands, CTA#25 only has
21 command sequences, as Figure 1 displays. Only one uses a custom malware, called SocGholish, and the rest
of the threat actors use the Cobalt Strike to execute commands. The variety of malware is intended since we
would like to demonstrate that our architecture can predict threat actors that use different malware and can also
predict distinct actors even though they use the same malware. The top three CTAs in our dataset are attributed
to various known threat actor groups. Their details can be seen in Table 2; affiliation of the rest of the CTAs is
unknown, yet it is known that they are distinct.

More importantly, PRODAFT stated with strong confidence that one of the threat actors is attributed to the
SilverFish group. This group has strong ties with the notorious SolarWinds incident and the globally recognized
Evil Corp group [22]. Moreover, as the Health Sector Cybersecurity Coordination Center (HC3) of the U.S. claims,

Digital Threats: Research and Practice, Vol. 6, No. 1, Article 2. Publication date: February 2025.



2:8 • E. Böge et al.

Table 2. Details of the Important CTAs

Threat Actor # of Command Sequences Malware
Evil Corp—CTA#1 1500 SocGholish
Wizard Spider—CTA#2 1483 Cobalt Strike
Wizard Spider—CTA#3 1205 Cobalt Strike

Fig. 2. SCLC schema.

Evil Corp is one of the most sophisticated cybercriminal syndicates in which they developed and operated several
critical malware and ransomware variants, such as the Dridex malware that caused more than $100 million in
theft [8]. In addition, two of the threat actors are also a subgroup of a threat actor group called Wizard Spider
[21], and one of them is affiliated with group Royal Ransomware [3].

5 Methodology

5.1 SCL
Overfitting is a phenomenon used to describe when a developed machine learning model performs well on the
dataset used to train the model but performs poorly on a dataset that the model has not seen before. For example,
cybercriminals may use extremely specific file names, IP addresses, URLs, and dates. This can cause our machine
learning model to learn those particular features and not learn the features that represent the behavioral and
decision-making processes of the threat actor. The commands must be transformed into a more generic form to
prevent this. Therefore, in this study, an intermediate component is created for changing each command into a
more generic form to prevent the problem of lack of generality.

The SCLC aims to simplify unprocessed commands into an SCL tailored explicitly to standardize the command
data. The SCLC entails transforming unstructured and diverse command data into a universal format that
adheres to specific syntax and semantics defined by SCL, for instance, converting different file path syntax into
a universal one. Creating such a language provides a more accurate, scalable, and uniform environment for
language processing, increasing our NLP architecture’s overall efficiency and accuracy. As shown in Figure 2, a
raw command must be passed through four steps before it becomes a processed command.

5.1.1 SCLC—Data Generalization Step. The first place that SCLC is processing raw data. The motivation behind
this step is to create a generic command mapping since different malware that CTAs use work in different
environments and in nearly completely distinct manners. Therefore, we have manually inspected common and
similar commands to create a mapping for similar commands into a single command. Moreover, all file paths,
domains, usernames, and indications for a CTA are being obfuscated by SCLC.

Similar commands such as execute_cmd, run, and start, which have the same meaning, are mapped into
the command execute_cmd. By doing so, our NLP architecture becomes more aware of the context, becoming
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Table 3. Before SCL Generation

Field Command
data list jobs
when 1663713006
data shell wmic \node:192.168.0.254 process call create “C:\ProgramData\sys.exe”
when 1663713268

Table 4. After Standardized Command Generation

Field Command
data list jobs
data wait: zero hours four minutes twenty-one seconds
data execute_cmd wmic \node:IPADDRESS process call create FPATH

independent of the malware that CTA uses. For instance, two threat actors who use different malware to execute
the same command with different syntax, not necessarily, but probably. However, our NLP architecture should
not distinguish CTAs by the malware they use but by their unique operating style.

5.1.2 SCLC—Time Feature Generation Step. The data includes the timestamp a command has executed, so one
can easily deduce the seconds between two consecutive commands. Then, we calculate the elapsed seconds for
each consecutive command and insert it as a command between them. Hence, we are imitating the wait time
between words an author writes in their book, or our case, the thought process of a threat actor before executing
any command.

5.1.3 SCLC—Noise Analyze Step. In this step, any command execution series with over 32 commands are
separated into sequences with 32 commands. The main reason behind the split is to prepare a uniform execution
series structure, in other words, to handle the unbalanced command distribution over the command execution
series. In addition, without any splitting, the model’s training becomes unfeasible, and the consequences of
splitting are negligible.

5.1.4 SCLC—Standardized Data Generation Step. In the final step, nearly processed data is prepared; one
can find more detailed information in Step 5.3. The main objective of this step is to double-check the data for
duplicates and noises. For instance, even though a command execution series has only 32 commands, if it has
more than 256 sequences, which is mentioned in Step 5.3, the data point is still dropped from the dataset to
prevent noise. As a result, the intermediate data has been generated and is ready to be prepared for the model.

Sample input and output for the execution of the SCLC can be seen in Tables 3 and 4. As mentioned in Data
Generalization Step, to create a uniform structure, all file paths are obfuscated into the text “FPATH,” and all IP
addresses are obfuscated into “IPADDRESS.” Finally, in Time Feature Generation Step, a new command is inserted
between two consecutive commands that specify the wait time between commands. Hence, unprocessed data has
successfully inherited a new syntax and semantics.

5.2 Architecture
In this study, we use a hybrid deep learning structure that leverages the power of transformers and CNNs
to attribute CTAs. Our architecture is designed to capture global and local contextual information within the
sequence of commands. This is crucial because the significance of specific terms in the commands can drastically
change depending on the broader, global context. For instance, a particular command used in one context may
not help us to attribute the CTA. Still, when the relation between other commands is examined, this specific
command can indicate the unique operational patterns of a particular CTA. Such understanding requires a hybrid
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Fig. 3. Hybrid Architecture.

architecture that can comprehend both the immediate surroundings of a term, local context, and the broader
sequence of commands, global context.

Our hybrid architecture consists of several key components:

—Token and Positional Embedding: These two separate embedding layers are used for encoding the sequence of
input tokens and their positions in the sequence. These embedding layers enable our model to capture both
the semantic meaning of the tokens and the order in which these tokens are represented in the sequence. The
size of the embeddings is controlled by a parameter named hidden size, which is tuned to its best optimal
size in the hyperparameter tuning experiments.

—Conv1D: This layer helps our model to capture local features from the input sequence. The 1D convolutional
layer is used because our input data is in a sequential form, represented in 1D vectors. It uses a kernel that
moves across the sequence to learn and extract meaningful patterns. The size of the kernel is determined by
a parameter named kernel size, and the number of output filters is controlled by a parameter named number
of filters. Again, these parameters are tuned to their best size in the hyperparameter tuning experiments.

—Spatial Dropout : This layer prevents overfitting. We have used spatial dropout instead of regular dropout as
it preserves the spatial coherence of the input data and, as a result, allows a more efficient way of learning
spatially local features. The dropout rate is determined in the hyperparameter tuning experiments.

—Transformer Encoder : This component captures the global dependencies in the command sequence. It consists
of multiple transformer encoder layers with self-attention mechanisms. The parameter number of layers
determines the number of layers, and the number of attention heads is controlled by the number of heads,
as done in the other components; these parameters are tuned in the hyperparameter tuning experiments.

—Residual Connections: These connections are used after the Conv1D and transformer encoder layers. This
component of our hybrid architecture enables the retention of important information throughout the deeper
layers.

As seen in Figure 3, the input command sequence first goes through the token and positional embedding layers.
Later, for local feature extraction, the output of these embedding layers is passed through a Conv1D layer with a
residual connection. After applying spatial dropout, the sequence is fed into the transformer encoder, providing
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Fig. 4. Tokenization of commands.

an enriched new sequence with contextual information from all other positions in the sequence. Another residual
connection is used at this stage. Subsequently, a mean pooling across the output is used for reducing the size of
the output tensor, which concentrates the sequence’s most crucial information. Finally, the pooled output from
this layer is fed into a linear fully connected layer, which performs the final transformation of the data, giving us
the final predictions.

5.3 Data Preparation
We transform the given sequence of commands into numerical tokens to enable our NLP architectures to
understand and learn from the commands. As one can see from Figure 4, every unique word in commands is
extracted and mapped into a number, and then we replace every word in the processed data with the corresponding
number. For example, the command in Figure 4 shows that the command execute_cmd is interpreted as the number
2512. In addition, to make all of our sequences the same length, we are fixing the maximum length of a sequence
into an optimal number of tokens, in our case, 256, and pad the shorter sequences to the maximum length by
appending arbitrary tokens. After the tokenization is completed, our data is wholly represented numerically.

The chosen sequence length of 256 was found to offer the best balance between capturing sufficient contextual
information and maintaining feasible computation times and memory usage. Moreover, choosing a shorter
sequence length than 256 leads to insufficient context for making accurate predictions, as this may cause vital
command elements to be trimmed. Additionally, longer sequence lengths require more padding to more CTA
command data, which thins out the information present in the training data.

To reduce the impact of dataset size variability among the 34 threat actor datasets on model performance, we
partitioned the data into three categories: high-count, medium-count, and low-count. This categorization serves
several purposes. Firstly, it allows a more in-depth analysis of model performance across datasets of different
sizes, which is critical in understanding the model’s robustness and generalizability. High-count CTAs, having
over 1,000 sequences each, provide a dense data environment where models can learn complex patterns without
overfitting. Medium-count CTAs with more than 50 sequences, which includes also the CTAs in the high-count
dataset as they have more than 50 sequences too, represent a more typical real-world scenario where there is
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enough data to train on but not as much as CTAs present in high-count datasets. Low-count CTAs include all 34
datasets, again including both high-count and medium-count CTAs, to examine the model’s behavior in the most
challenging scenario where data scarcity might disrupt the model’s ability to learn effectively.

The decision to include all CTAs in the low-count category and to allow for overlapping between the low-count,
medium-count, and high-count datasets was made to ensure comprehensive coverage and robust evaluation
of our models across the entire spectrum of data availability. Additionally, the choice to combine CTAs with
varying numbers of commands reflects the challenging environments that organizations often encounter, where
they must manage a few datasets with large volumes of data alongside many smaller, sparser datasets. Thus, we
have integrated low-count with medium-count and high-count and medium-count with high-count datasets. By
evaluating models across these overlapping categories, we can more accurately assess their performance and
understand the effects of data volume on learning outcomes. This approach ensures that our analysis extends
beyond ideal conditions with plentiful data, which is crucial for developing universally robust and effective
models.

—High-count: CTAs with more than 1,000 sequences (4 CTAs)
—Medium-count: CTAs with more than 50 sequences (10 CTAs)
—Low-count: All CTAs (34 CTAs)

Lastly, we split each dataset into training, validation, and test sets. The training set, which comprises 70% of
the data, is used for training the model. The validation set makes up 15% of the data and is used to determine the
best set of hyperparameters. Lastly, the remaining 15% of the data is the test set, which is used to evaluate the
model’s performance.

6 Experiments

6.1 Experimental Environment
To construct our experimental environment, we leveraged the deep learning library PyTorch [18]. In addition,
our study utilized several pre-trained transformer-based models, specifically BERT, RoBERTa, SecureBERT, and
DarkBERT. These models are implemented using the Hugging Face’s2 Transformers library.

Our dataset consists of command sequences of 34 threat actors. However, the CTAs are not uniformly sized. To
deal with the imbalance in dataset sizes, we partitioned the CTAs into three categories: high-count, medium-count,
and low-count. Experiments are conducted across these differently sized datasets using all of the aforementioned
deep learning models to ensure a comprehensive evaluation. Later, as explained before, the dataset is divided
into a training set, constituting 70% of the data, a validation set comprising 15%, and a test set, making up the
remaining 15%.

6.2 Hyperparameter Tuning
For pre-trained transformer models, the tuned hyperparameters are the learning rate, the number of epochs the
model is trained, and weight decay. Moreover, for our hybrid architecture, dropout rate, the number of epochs,
hidden size, kernel size, learning rate (LR), filters, heads, and layers are the hyperparameters tuned in the
hyperparameter tuning phase.

We employed an extensive hyperparameter tuning process to optimize the performance of our models, and the
best combination of hyperparameters was chosen considering the validation F1-score. The best set of hyperpa-
rameters and its metrics for the pre-trained transformer-based models can be seen in Table 5. Again, the best
hyperparameters and their metrics for the hybrid architecture can be seen in Table 6. The change of performance
across different dataset settings that can be observed in the aforementioned tables, which hints that as the number

2https://huggingface.co/
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AQ15Table 5. Hyperparameter Tuning Results—Pre-Trained Transformers

Model Dataset LR Epochs Weight Decay Val. Accuracy Val. F1-score
BERT High-count 3e-05 6 0.05 0.9243 0.9241
BERT Medium-count 3e-05 4 0.01 0.9042 0.9018
BERT Low-count 3e-05 6 0.05 0.8602 0.8456
DarkBERT High-count 3e-05 6 0.05 0.9307 0.9303
DarkBERT Medium-count 3e-05 6 0.05 0.8881 0.886
DarkBERT Low-count 2e-05 6 0.01 0.8143 0.7914
RoBERTa High-count 3e-05 6 0.01 0.9256 0.9253
RoBERTa Medium-count 3e-05 6 0.05 0.8731 0.8713
RoBERTa Low-count 3e-05 6 0.05 0.8060 0.7818
SecureBERT High-count 3e-05 6 0.05 0.9269 0.9268
SecureBERT Medium-count 3e-05 6 0.05 0.8892 0.8880
SecureBERT Low-count 3e-05 6 0.01 0.7987 0.7739

Table 6. Hyperparameter Tuning Results—Hybrid Architecture

Dataset Dropout Epochs Hidden Size Kernel Size LR Filters Heads Layers Val. Acc. Val. F1
High-count 0.1 100 128 3 0.002 128 4 4 0.9628 0.9626
Medium-count 0.1 100 128 5 0.02 128 16 2 0.9365 0.9350
Low-count 0.1 150 128 5 0.02 128 16 3 0.9103 0.9074

of commands per CTA in the available dataset decreases for training, the models generally show a decline in
validation accuracy and F1-score. Compared to pre-trained models, hybrid architecture with the best set of
hyperparameters performs generally well across all dataset settings.

6.3 Cross Validation
After the hyperparameter tuning process, the optimal hyperparameters for each model with each dataset setting
are found. With the best hyperparameters set, each model is cross validated using a 10-fold cross validation
method, which is explained in the background Section 3. Moreover, in this phase of the experimentation, training,
and validation datasets are merged, leading to a dataset for cross validation constituting 85% of the dataset. The
training and validation of the deep learning models in the cross validation step is done with this merged dataset.

Employing 10-fold cross validation presents us a more reliable performance estimation and shows the robustness
of each model. This process minimizes the risk of the training process becoming skewed toward a particular
division of the dataset. Additionally, by providing mean and standard deviation metrics, we give a comprehensive
view of each model’s strengths and weaknesses. The mean and standard deviation of the performance metrics,
computed across the 10 folds, are summarized in Table 7.

When the results of the 10-fold cross validation are inspected, the hybrid architecture in all dataset settings
consistently outperforms each pre-trainedmodel. Additionally, the standard deviation of the F1 scores are generally
low on all datasets for the hybrid architecture, which again showcases the robustness of the architecture. Moreover,
it should be noted that SecureBERT performed comparably well on the medium-count dataset. Generally, the
standard deviations are observed to be low, suggesting that the hybrid architecture, and the fine-tuned pre-trained
models are relatively stable across different folds of the dataset. This stability is especially important in practical
applications where the trained deep learning model has to generalize and perform well in unseen data.
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Table 7. Mean and Standard Deviation Results in 10-Fold Cross Validation

Model Dataset Mean Accuracy Standard Deviation Accuracy Mean F1 Standard Deviation F1
BERT High-count 0.9197 0.0141 0.9195 0.0142
BERT Medium-count 0.8811 0.0167 0.8763 0.0175
BERT Low-count 0.8501 0.0107 0.8318 0.0119
DarkBERT High-count 0.9179 0.0143 0.9177 0.0143
DarkBERT Medium-count 0.8994 0.0153 0.8975 0.0150
DarkBERT Low-count 0.8096 0.0189 0.7834 0.0207
RoBERTa High-count 0.9151 0.0145 0.9147 0.0144
RoBERTa Medium-count 0.8964 0.0153 0.8943 0.0160
RoBERTa Low-count 0.8264 0.0188 0.8049 0.0199
SecureBERT High-count 0.9133 0.0148 0.9132 0.0151
SecureBERT Medium-count 0.9000 0.0098 0.8990 0.0100
SecureBERT Low-count 0.8071 0.0246 0.7799 0.0286
HybridArchitecture High-count 0.9418 0.0087 0.9416 0.0090
HybridArchitecture Medium-count 0.9161 0.0129 0.9157 0.0129
HybridArchitecture Low-count 0.8855 0.0118 0.8814 0.0131

Table 8. Experiment Results

Model Dataset Test Accuracy Test F1
Hybrid High-count 0.9513 0.9511
Hybrid Medium-count 0.9377 0.9360
Hybrid Low-count 0.8925 0.8895
BERT High-count 0.9129 0.9126
BERT Medium-count 0.8824 0.8802
BERT Low-count 0.8696 0.8569
DarkBERT High-count 0.9167 0.9165
DarkBERT Medium-count 0.8986 0.8975
DarkBERT Low-count 0.8237 0.7998
RoBERTa High-count 0.9180 0.9178
RoBERTa Medium-count 0.9135 0.9127
RoBERTa Low-count 0.8613 0.8487
SecureBERT High-count 0.9206 0.9204
SecureBERT Medium-count 0.9228 0.9220
SecureBERT Low-count 0.8206 0.7972

The highest accuracy and F1 values are highlighted in bold.
7 Results
In this section, we delve into the outcomes obtained from the comprehensive evaluation of our hybrid deep
learning architecture. The performance is compared against several established pre-trained transformer-based
models, namely BERT, RoBERTa, SecureBERT, and DarkBERT. This juxtaposition intends to fully encapsulate the
strengths and potential areas of improvement for each model and, importantly, highlight the performance of the
hybrid architecture. In the final testing step, for training, the merged train and validation datasets are leveraged,
which is 85% of the dataset, and for testing the test set is used, which consists of 15% of the dataset.

The results in Table 8 depict the success of the hybrid architecture’s performance on the test set over all
dataset settings after various experimental iterations. The extensive experimentation, including numerous runs
of hyperparameter tuning and 10-fold cross validation, which ensures the robustness of each model, resulted
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Fig. 5. High-count dataset.

in optimal performance settings for each model. Later, with the test set, the models were evaluated using test
accuracy and F1 metrics, providing a holistic view of their performance across all classes of our multi-class
classification problem. These results suggest that our hybrid deep learning architecture is the most effective model
among the other pre-trained models that have been tested in terms of both accuracy and F1-score.

The confusion matrices for different dataset settings offer valuable insights into the model’s performance by
displaying the detection accuracy of the architecture for each CTA. Confusion matrices for hybrid architecture
are depicted in Figures 5, 6, and 7 for high-count, medium-count, and low-count datasets, respectively. It should
be noted that, the number of command sequences for each CTA is in sorted order. To explain, CTAs with higher
indexes have much less sequence of commands compared to the lower index ones, for example CTA#1 has the
most number of commands.

As shown in Figure 5 for the high-count dataset, the hybrid architecture demonstrates good performance across
almost all CTAs. The high values along the diagonal indicate that the model is effectively classifying instances
for each class. In Figure 6 for the medium-count dataset, a relatively balanced performance is observed. While
the diagonal elements are strong, indicating good classification, there is room for improvement, for example,
with the CTA #6. The low-count dataset, depicted in Figure 7 showcases a more challenging scenario. Although
the model performs well for the majority of CTAs, it is observed that the model struggles with CTAs with lesser
sequences of commands.

As can be seen from the confusion matrices, conducted experiments on different sizes of datasets indicate a
correlation between the number of command sequences in each CTA and the performance of the deep learning
models. Specifically, we observe:

—High-count dataset : The models achieve significantly better results, with higher accuracy and F1-scores. The
large dataset size allows the models to learn complex patterns and generalize effectively.

—Medium-count dataset : A moderate decrease in performance metrics is observed, the models suffer from
some limitations in capturing the behavior of the CTAs with lower examples of command sequences.
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Fig. 6. Medium-count dataset.

Fig. 7. Low-count dataset.
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Fig. 8. Performance metrics for different dataset sizes.

—Low-count dataset : The models result in poorer performance, including lower accuracy and F1-scores. This is
likely due to insufficient data, which prevents the model from learning the patterns in the CTAs with lower
examples of command sequences well.

Figure 8 displays the relationship between the dataset sizes and the performance metrics. These findings
exemplify the importance of dataset size for an effective model that detects CTAs. Nevertheless, it should be noted
that the hybrid architecture proves to be relatively well across all dataset settings. This shows the architecture’s
ability to learn essential features of CTAs from their sequences of commands and generalize better in data-scarce
environments. This resilience to data sparsity makes the hybrid architecture much more important as labeled
datasets are often difficult to obtain in real-world applications.

8 Limitations and Future Work
However, it is important to acknowledge that, in cyberspace, actors continuously change their style to hide their
signatures and characteristics, or they even borrow open-source frameworks to hide in the noise [5]. It is still
unclear if this model can predict with high accuracy if Evil Corp switches to another malware, but there is still
much to delve into in this study area. It is also essential to know that the CTA attribution process is not solely
dependent on the sequence of the commands that the actor executes. There are numerous traits and methods
that should be considered during the attribution, meaning that our model should not be the only source for the
process but a guideline that is to be considered.

In addition, due to the nature of our experiments and the fact that we did not have access to real-life victims
but mostly honeypots, our dataset only consists of the commands that the attacker executed. This selective data
collection method inherently introduces a selection bias, as it does not capture commands from legitimate users
typically present in real-world datasets [28]. Consequently, our model has a bias toward attacker commands,
raising concerns about its effectiveness in real-world scenarios. To mitigate this bias and enhance the model’s
applicability to real-world scenarios, further research is needed. This could involve simulating more authentic
datasets by incorporating legitimate user commands or utilizing actual user and attacker command datasets
should such become publicly available.
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We suggest exploring other influencing factors that dictate the behavior and tactics of threat actors. For
example, one promising future research direction could be investigating the correlation between specific command
sequences and the broader strategic goals of CTAs. It would be interesting to identify if a particular type of attack
is more prevalent in the presence of a particular CTA. Additionally, it is beneficial to note that this study will
contribute to coping with evolving threats; by analyzing the CTAs and their unique style, it is also possible to
further research the emergent threats and their relations. Furthermore, it is important to gain more insights
into how deep learning models determine the attribution of a CTA. As future work, we aim to explore the
decision-making processes of these models, which could reveal the distinct patterns and behaviors they associate
with specific CTAs. By interpreting the trained models, researchers and analysts could gain valuable insights that
may not be immediately apparent from manual analysis alone.

9 Conclusion
In our study, we presented a novel approach to attributing CTA based on the sequence of commands they execute.
This research was grounded in a unique intersection of NLP techniques and deep learning architectures, effectively
distinguishing between various CTAs with high performance. We have developed a SCLC for CTA command
sequence data, which effectively mitigates the issue of overfitting by transforming syntactic differences in the
commands into a uniform format. This enhancement significantly improves the performance of our deep learning
architecture.

Our hybrid deep learning architecture has proved to be a powerful solution for capturing local and global
contextual information within the sequences of commands as it outperformed the notable pre-trained transformer
models such as BERT, RoBERTa, SecureBERT, and DarkBERT. Hybrid architecture achieves an F1-score of 95.11%
and an accuracy score of 95.13% on the high-count dataset, an F1-score of 93.60% and an accuracy score of 93.77%
on the medium-count dataset, and an F1-score of 88.95% and accuracy score of 89.25% on the low-count dataset.
These results indicate the potential of integrating CNNs and transformer mechanisms in complex NLP tasks,
specifically within cybersecurity.

Our study resulted in several key findings that provide considerable insights into cybersecurity. First, we
discovered that our approach could significantly reduce the workload of cybersecurity analysts by providing
a systematic and automated means of attributing CTAs. Through the application of our method, the analysts
are spared from manually tracing the origin of the threats. This allows them to concentrate their expertise
and effort on more pressing or strategic tasks. Additionally, this automation not only enhances productiv-
ity but also reduces the risk of human error by providing an initial foothold for the threat actor attribution
process.

With this knowledge, creating more effective countermeasures and defense strategies becomes much more
feasible. Unique defense strategies can be developed based on the commands of the specific CTA. For instance,
understanding a CTA’s penchant for certain command sequences or attack vectors could guide the design of
specific intrusion detection rules or firewall configurations. Similarly, knowing a CTA’s pattern of behavior can
also inform incident response plans, enabling swift and effective action in the unfortunate event of a security
breach.

Furthermore, our research facilitates a deeper understanding of the modus operandi of specific CTAs. This
nuanced understanding equips cybersecurity professionals with valuable knowledge to predict potential targets
and anticipate the type of attack, thus enabling proactive rather than reactive defense strategies. Moreover, our
work opens up multiple exciting avenues for future research within CTI and digital forensics. This includes
investigating a deeper understanding of CTA behavior and the relationship between the sequence of commands and
the strategic intent of the CTAs. These explorations could result in a more nuanced and thorough understanding
of CTAs and their motivations.
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Our research highlights the power and potential of NLP techniques and deep learning architectures in addressing
complex digital forensic challenges. Our work represents a pivotal stepping stone towards an era where automated,
intelligent systems play a central role in fortifying our cybersecurity infrastructure and simplifying digital
forensics, as well as incident response challenges, by introducing a new method for CTA attribution. The pathway
forward is filled with promising opportunities for innovative and groundbreaking research in cyber defense and
threat intelligence research.
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