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Abstract. Most concrete analyses of lattice reduction focus on the BKZ algorithm
or its variants relying on Shortest Vector Problem (SVP) oracles. However, a variant
by Li and Nguyen (Cambridge U. Press 2014) exploits more powerful oracles, namely
for the Densest rank-k Sublattice Problem (DSPk) for k ≥ 2.
We first observe that, for random lattices, DSP2 –and possibly even DSP3– seems
heuristically not much more expensive than solving SVP with the current best
algorithm. We indeed argue that a densest sublattice can be found among pairs or
triples of vectors produced by lattice sieving, at a negligible additional cost. This
gives hope that this approach could be competitive.
We therefore proceed to a heuristic and average-case analysis of the slope of DSPk-
BKZ output, inspired by a theorem of Kim (Journal of Number Theory 2022) which
suggests a prediction for the volume of the densest rank-k sublattice of a random
lattice.
Under this heuristic, the slope for k = 2 or 3 appears tenuously better than that of
BKZ, making this approach less effective than regular BKZ using the “Dimensions
for Free” of Ducas (EUROCRYPT 2018). Furthermore, our experiments show that
this heuristic is overly optimistic.
Despite the hope raised by our first observation, we therefore conclude that this
approach appears to be a No-Go for cryptanalysis of generic lattice problems.

Keywords. Lattice reduction, BKZ algorithm, Dense Sublattice Problem, Post-quantum
cryptography.

1 Introduction
Lattice-based cryptography is the primary platform for post-quantum cryptography. Several
schemes based on the hardness of lattice problems, such as Kyber [BDK+18], Dilithium
[DKL+18] or Falcon [FHK+18], have been selected by the NIST for the post-quantum
standardization process. A key aspect of evaluating the security of those schemes is
estimating the cost of lattice reduction.

A central tool for this task is the BKZ lattice reduction algorithm [SE94] introduced by
Euchner and Schnorr. The BKZ algorithm iteratively improves a lattice basis through calls
to an oracle solving the Shortest Vector Problem (SVP) on local blocks of the basis. Several
variants and optimizations of BKZ have been proposed since. One notable improvement is
the dimensions-for-free technique [Duc18], which allows to reduce a lattice basis for the
cost of a lattice of smaller dimension. Orthogonally, Li and Nguyen [LN14] introduced a
variant of BKZ in which the SVP oracle is replaced with an oracle solving the Densest

E-mail: firstname.lastname@cwi.nl (Léo Ducas), firstname.lastname@inria.fr (Johanna Loyer)

https://orcid.org/0000-0003-2510-4829
https://homepages.cwi.nl/~ducas/
https://orcid.org/0009-0008-4639-7660
https://johanna-loyer.github.io/page-personnelle/
mailto:firstname.lastname@cwi.nl
mailto:firstname.lastname@inria.fr


2
Lattice Reduction via Dense Sublattices:

A Cryptanalytic No-Go

Sublattice Problem. The DSP generalizes SVP, which corresponds to its special case of
searching a densest rank-1 sublattice.

In this work, we investigate the concrete cryptanalysis potential of this DSP-BKZ
variant. The intuition behind it is that considering densest sublattices –rather than simply
the shortest vectors– could yield better reduction of the output basis. The "quality" of the
basis is essentially measured by the slope of the logarithmic norm of the Gram-Schmidt
basis vectors.

We first argue that DSP2 –or maybe even DSP3– can be heuristically solved for the
price of a lattice sieve. As this cost is only a bit larger than the best heuristic SVP
algorithm [Duc18], this approach sounds promising.

We then provide theoretical predictions for the slope under the most optimistic assump-
tions (that the volume of dense sublattices does follow a Poisson distribution), and find
out that indeed DSPk-BKZ may provides a better slope than BKZ, but only slightly so.
This gain is unfortunately not sufficient to compensate the loss of the dimensions-for-free
exploited in BKZ.

Moreover, Kim [Kim22] showed that this Poissonianity assumption can not be true,
but one may hope that it is not too far off. Our experiments shows on the contrary
that it is very far from Poisson, with a very heavy tail, barely lighter than O(1/x). In
particular, the average density of the densest sublattice is significantly underestimated by
the Poissonianity assumption.

We therefore conclude on a cryptanalytic No-Go for DSP-BKZ in practice in the current
state of the art: the increase in cost does outweigh the potential gain of quality, even under
over-optimistic assumption.

Outline of the paper. We start in section 2 with background on lattices. In Section 3,
we show how to obtain a solution to DSP2 from the output of a lattice sieve. In section 4,
we provide an optimistic estimation of the expected volume of densest sublattices. In
section 5 we present and analyze the variant of the BKZ algorithm based on solving the
Dense Sublattice problem. Finally, in section 6 we compare our theoretical predictions
with our experimental observations.

2 Preliminaries
In this section, we recall some basic notions about lattice reduction. We first introduce
the notations we use in the rest of the paper.

General notations. We write vectors in lower-case bold letters and matrices in upper-
case bold letters. For a vector x, we denote ∥x∥ its ℓ2-norm. A matrix B = (b0, . . . , bd−1) ∈
Rd×n is the matrix whose i-th column is bi. Logarithms are in natural base e. We denote
ζ the Riemann zeta function where we fix ζ(1) := 1 for notational convenience. We denote
Γ the Gamma function, i.e., the extension of the factorial function to real numbers. We
also denote the volume of the unit ball in Ri

V (i) := πi/2

Γ(i/2 + 1) . (1)

Orthogonalization. For i = 0 to d−1, we define πi as the orthogonal projection onto the
orthogonal complement of Span(b0, . . . , bi−1). The Gram-Schmidt orthogonalization of the
basis B = (b0, . . . , bd−1) is B⋆ = (b⋆

0, . . . , b⋆
d−1) where b⋆

i := πi(bi). For 0 ≥ i < j ≤ n,
we denote by B[i:j] := (πi(bi), . . . , πi(bj)) the projected block from index i to j, where each
vector is projected orthogonally to Span(b0, . . . , bi−1). We also denote by L[i:j] := L(B[i:j])
its corresponding local projected lattice when the basis is non-ambiguous from the context.



Léo Ducas, Johanna Loyer 3

Lattices. Let be a basis B = (b0, . . . , bd−1) ∈ Rd×n. The lattice generated by B is
L(B) := {Bx | x ∈ Zn}. It has dimension d and rank n, and is said ‘full-rank’ if n = d.
The volume (or determinant) of lattice L of basis B is Vol(L) =

∏d−1
i=0 ∥b⋆

i ∥. The volume
is a lattice invariant since it does not change with the choice of the lattice basis. Span(B)
is the linear space spanned by the columns of B. For a lattice L ⊂ Rn, a sublattice Λ ⊆ L
is said primitive if and only if Λ = Span(Λ) ∩ L. The minimal distance of a lattice L is
the norm of its shortest non-zero vector and is denoted λ1(L), or simply λ1 if L is clear
from context.

2.1 Lattice reduction
Given a basis B = (b0, . . . , bd−1), the goal of lattice reduction is to find a basis of L(B)
whose vectors are short and close to orthogonal from each other. This translates into
flattening the slope of the sequence (∥b⋆

i ∥)i. We define here some usual reduction notions,
from the lower to higher output quality.

1. A 2-dimensional lattice basis B = (b1, b2) is Lagrange reduced if ∥b1∥ = λ1(L(B))
and |⟨b1, b2⟩|/∥b1∥2 ≤ 1

2 .

2. A lattice basis B is size-reduced if it satisfies |⟨bi,b⋆
j ⟩|

∥b⋆
j

∥2 ≤ 1
2 ∀i < j ≤ d.

3. A lattice basis B is LLL reduced if it is size-reduced and satisfies ∥b⋆
i ∥ ≤ γ2∥b⋆

i+1∥
∀i ≤ d, where γ2 := supL

λ1(L)2

Vol(L)2/n is the Hermite constant for rank 2.

4. A lattice basis B is BKZβ reduced with block size β if it is size-reduced and satisfies
∥b⋆

i ∥ = λ1(L[i:min(i+β,d)]) ∀i ≤ d.

Theorem 1 ([LLL82]). Given B = (b0, . . . , bd−1) that generates a lattice L ⊂ Rn, there
exists an algorithm that returns an LLL-reduced basis of L in time poly(n, d, log ∥bi∥).

Note that the above statement does not require the input to be a basis. In the case of
B being a generating set of a lattice, the LLL algorithm removes the linear dependencies
and outputs a basis of the lattice. Also note that in a LLL reduced basis, any pair of
consecutive vectors forms by definition a Lagrange reduced basis. Consequently, each such
pair is relevant to the following lemma, often known as the “wristwatch lemma" because of
its geometrical interpretation.

Lemma 1. If a basis (b1, b2) is Lagrange reduced, then ∥b⋆
2∥ ≥

√
4/3 · ∥b⋆

1∥.

We will come back to the BKZ algorithm [SE94] in section 2.3, but first we need some
background on the Gaussian Heuristic to analyze the behavior of this algorithm.

2.2 Gaussian Heuristic
The analysis of the BKZ algorithm, and more generally of lattice reduction algorithms,
often relies on heuristic assumptions. These heuristics provide approximations for the
norm of shortest vector in a lattice, based on the average behavior of ‘random’ lattices.

2.2.1 Random lattices.

We denote SL(n, R) the special linear group of degree n over a commutative ring R, i.e.,
the set of matrices in Rn×n with determinant 1. Then Xn := SL(n,Z)\SL(n,R) is the set
of all lattices with determinant 1. We equip Xn with the measure µn inherited from the
Haar measure of SL(n,R), so that µn represents a probability measure on Xn. We denote
Gr(L, k) the set of all primitive rank k sublattices of the lattice L. In the rest of the paper,
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when we speak about a ‘random’ lattice L of rank n and volume v, we mean sampling a
unit-determinant lattice Λ as uniform in Xn, and then rescaling with the desired volume:
L = v1/n · Λ.

2.2.2 Gaussian Heuristic.

A ‘naïve’ version of the Gaussian Heuristic observes that for S the centered n-ball of radius
R, the number of lattice points of norm smaller than R is about Vol(S)

Vol(L) = Rn·V (n)
Vol(L) , where

V (·) is defined in Equation (1). Setting Vol(L) ≈ Rn · V (n) gives an estimation for λ1(L),
which is about (Vol(L)/V (n))1/n; while widely used, we will call it a naïve version of the
Gaussian Heuristic. Note that this estimation only differs of a factor 2 with Minkowski
upper bound, that states λ1(L) ≤ 2(Vol(L)/V (n))1/n. A more precise estimation of the
expected λ1 of a random lattice was given in [Che13, Cor. 3.1.4] as a direct corollary of
[Söd11].

Theorem 2 ([Söd11, Che13]). Let L be a random n-dimensional lattice with unit volume,
then

gh(L) := EL[λ1(L)] = 21/nΓ(1 + 1/n) ·
Γ( n

2 + 1)1/n

√
π

.

Since 21/nΓ(1 + 1/n) quickly tends toward 1, the ‘naïve’ version mentioned above
does not deviate too far from this estimation. For the rest of the paper, for any n-
dimensional lattice L, we write gh(L) := EL[λ1(L)] = gh(n) ·Vol(L)1/n. Let also denote
lgh(n) = log(gh(n)).

2.2.3 Poissonianity.

Informally, the result of [Söd11] states that the points of a random lattice in a given ball
resemble a Poisson point process: they occur essentially independently of each other. In
particular, the number |L ∩ RB| of lattice point in a ball of radius R closely follows a
Poisson distribution of parameter λ = Rn·V (n)

Vol(L) .

Definition 1 (Poisson distribution). The Poisson distribution with parameter λ, denoted
P(λ), is defined with probability PrX∼P(λ)[X = k] = λke−λ

k! for all k ∈ N.

We recall that E[P(λ)] = λ, hence taking R following the naïve Gaussian Heuristic, we
get an average of 1 point in that ball. Yet, this does not imply that this value of R is the
average value of λ1, this explains the small discrepancy between the naïve and advanced
version (given as Theorem 2) of the Gaussian Heuristic for predicting λ1.
Remark 1. While this small discrepancy has only minor quantitative consequences for
predicting the shortest vector, we intend to emphasize the distinction between two notions
for random processes:

1. The radius R1 such that the expectation of the number of vectors of length less than
R1 is exactly 1

2. The average radius R before the occurrence of the first event.

Note that it is always the case that R1 ≤ R. For Poisson process, R is not much larger
than R1, but this is not generally the case. This is an issue we will face when attempting to
predict the volume of the densest sublattice, as we only know theorems [Kim22] giving R1
and not R. It is further stated [Kim22] that contrary to short vectors, dense sublattices are
not Poissonian. It is therefore unclear a priori whether the heuristic derived from [Kim22]
should be considered as a fair approximation, or merely as a bound.
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2.3 The BKZ algorithm
The BKZ algorithm [Sch87, SE94] in its terminated form [HPS11] is used in practice
for lattice reduction. It takes as input a lattice basis and a block-size β, and returns
a BKZβ-reduced basis of the lattice, i.e., a basis B = (b0, . . . , bd−1) satisfying ∥b⋆

i ∥ ≤
λ1(L[i:min(i+β,d)]) for all i ≤ d. In practice, algorithms may encounter floating-point
inaccuracies during computations, so the output may not be exactly BKZ-reduced, but
close.

The BKZ algorithm calls an SVP-solver on consecutive local blocks B[i:min(i+β−1,d)]
for i = 1 to d− 1. We assume the SVP-solver first applies standard preprocessing (such
as LLL, or a stronger preprocessing) on its input basis. After each computation of the
SVP-solver, the algorithm updates the current block by inserting the found vector between
indices i− 1 and i, and then LLL-reduces the updated block. The algorithm terminates
when no more change occurs during an iteration. This whole process is briefly summarized
in Algorithm 1. We refer the reader to the survey [AD21] for more background.

Algorithm 1: BKZ Algorithm (simplified)
Input: basis B = (b0, . . . , bd−1) ∈ Rn×d, blocksize β
Output: a BKZβ-reduced basis of L(B)

1 repeat
2 for i = 0, . . . , d− 2 do
3 b′

i ← SVP(B[i:min(i+β,d)])
4 B← LLL(b0, . . . , bi−1, b′

i, bi, . . . , bd−1) ▷ Deletes linear dependencies
5 until until no change occurs;
6 return B

We consider the log profile of the basis, defined as the sequence ℓi := log ∥b⋆
i ∥ for i = 0

to d− 1. The BKZ reduction flattens the decrease of the log profile as i increases. Several
attempts [Sch03, BSW18] have iteratively refined the estimated behavior of the ℓi to better
match the experimental observations.

2.3.1 Geometric Series Assumption (GSA).

Algorithm 1 outputs a modified basis B = (b0, . . . , bd−1) ∈ Rn×d with ∥b⋆
i ∥ = λ1(L[i:min(i+β,d)])

for i = 0, . . . , d−β−1. Let us suppose d≫ β. Then we can expect (by heuristic application
of Theorem 2) ∥b⋆

i ∥ ≈ gh(L[i:i+β]) = gh(β) ·Vol(L[i:i+β])1/β . Taking logarithms, gives for
all i that

ℓi = log ∥b⋆
i ∥ = lgh(β) + 1

β

i+β−1∑
j=i

ℓj .

This is a geometric series on the ∥b⋆
i ∥’s. For one block of dimension β and unit volume

Vol(L) = 1, we expect ℓi = (β − i− 1) · log(αβ). So, for i = 0,

ℓ0 = (β − 1) · log(αβ) = lgh(β) + 1
β

β−1∑
j=0

ℓj

= lgh(β) + log(αβ) · β − 1
2

so the slope is αβ = gh(β)
2

β−1 . We now apply the same argument to the whole basis in
dimension d with ℓi = (d− i− 1) · log(αβ) for i = 0, . . . , d− 1. The slope is assumed to be
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the same, but the first point ℓ0 is higher. We must also take into account the volume of
the lattice L = L(B) with gh(L) = gh(d) ·Vol(L)1/d. So we get

∥b0∥
Vol(L)1/d

=
αd−1

β

α
(d−1)/2
β

= α
(d−1)/2
β

log ∥b0∥ −
1
d

log Vol(L) = d− 1
2 log αβ

ℓ0 = log ∥b⋆
0∥ = log ∥b0∥ = d− 1

2 log αβ + 1
d

log Vol(L)

Hence, we get the following estimation.

Definition 2 (Geometric Series Assumption (GSA) [Sch03]). Let be a BKZβ-reduced
basis B = (b0, . . . , bd−1) of a lattice L. The Geometric Series Assumption states that for
i = 1 to d,

ℓi = log ∥b⋆
i ∥ =

(
d− 1

2 − i

)
log αβ + 1

d
log Vol(L), (2)

with slope αβ = gh(β)
2

β−1 .

Remark 2. The GSA estimation matches the practical behavior of BKZ under the condition
d≫ β ≫ 50, but only for the coordinates from β to d− β. This ignores the behavior at
the boundary coordinates, known as the head and the tail. More accurate estimations do
exist [CN11, BSW18], but in this article we will stick to this simpler reasoning which is
sufficient to draw our conclusions.

2.4 The Densest Sublattice problem
For an n-dimensional lattice L and k ∈ N, let us denote by νk(L) the volume of the densest
rank k sublattice in L, i.e., νk(L) := minA∈Gr(L,k){Vol(A)}.

We define the following problem, originally introduced in [GHGKN06].

Definition 3 (Densest Sublattice problem (DSPk)). Let k < d, and let L be a d-
dimensional lattice. Find a rank k sublattice A ⊂ L such that Vol(A) = νk(L).

Minimizing the volume corresponds to finding a sublattice basis whose vectors are short
and close to each other. The DSP problem generalizes the Shortest Vector Problem, which
corresponds to the case k = 1. Theorem 2 provides a good approximation of ν1 = λ1. In
the next section, we will propose a bound on the value of νk for higher k, and to do so, we
will make use of the following theorem.

Theorem 3 ([Thu98, Kim22]). Let H ≥ 0 and A ∈ Gr(L, k), i.e., a primitive rank k
sublattices of L. We define

fH(A) =
{

1 if Vol(A) ≤ H
0 otherwise.

Suppose 1 ≤ k ≤ n− 1, then∫
Xn

∑
A∈Gr(L,k)

fH(A) dµn(L) = Hn 1
n

(
n
k

) k∏
i=1

V (n− i + 1)ζ(i)
V (i)ζ(n− i + 1)

This theorem is a subcase of [Kim22, Theorem 3] and was previously proven in a more
general form in [Thu98, Theorem 3].
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3 Solving DSP2 for the price of a Sieve
The best provable algorithm to solve DSPk [DM13] in the worst case has complexity
kO(kn). We here show that heuristically, we can solve DSP2 as fast as running a sieve
in dimension n. Lattice sieving algorithms [NV08, BDGL16] are designed to solve SVP,
which corresponds to DSP1. Their output is a list of lattice vectors up to a certain radius.
In this section, we argue that, under standard heuristics for random lattices and sieving,
this output list also suffices to identify a densest rank-2 sublattice with negligible overhead.

We rely on two standard assumptions commonly made in lattice sieving analyses:

1. Gaussian Heuristic. For a random unit-volume lattice of rank n one expects to find
αn many non-zero lattice vectors in the ball of radius α · gh(n).

2. Lattice Sieving output. We assume the sieve outputs all non-zero lattice vectors of
norm at most r =

√
4/3 · gh(n).

We now argue that the densest rank 2 sublattice has volume at most gh(n)2. Let x ∈ L
be a shortest vector, with norm ∥x∥ = gh(n) by Gaussian Heuristic, and let y ∈ L be such
that the projection π⊥

x (y) is a shortest vector of the projected lattice π⊥
x (L). The lattice

π⊥
x (L) has rank n − 1 and volume 1/∥x∥, hence we expect ∥π⊥

x (y)∥ = gh(n−1)
gh(n)1/n ≤ gh(n)

where the inequality holds for large enough n. Thus the lattice generated by x and y has
volume ∥x∥ · ∥π⊥

x (y)∥ ≤ gh(n)2.
Since every rank-2 lattice admits a Lagrange-reduced basis, we only need to search

through pairs x, y such that ⟨x, y⟩ ≤ ∥x∥·∥y∥/2, i.e., pairs of vectors at angle of at least π/3.
The determinant of the lattice generated by such a pair x, y is

√
∥x∥2 · ∥y∥2 − ⟨x, y⟩2 ≥√

3/4·∥x∥·∥y∥. Because ∥x∥, ∥y∥ ≥ gh(n), a reduced pair generating the densest sublattice
must satisfy ∥x∥, ∥y∥ ≤

√
4/3 · gh(n). Hence, such a pair can be found among the output

list of the sieve.
Let v1, . . . , vN denote the N = (4/3)n/2 shortest vectors, sorted by increasing norm.

Rephrasing the Gaussian Heuristic, we expect ∥vi∥ = i1/n · gh(n). So for x = vi and
y = vj , we have ∥x∥ · ∥y∥ = (ij)1/n · gh(n)2. To satisfy ∥x∥ · ∥y∥ ≤

√
4/3 · gh(n)2, it is

necessary that ij ≤ (4/3)n/2 = N . This means that for each i ≥ 1 we only need to test
vj ’s up to j ≤ N/i. As the vi vectors are already sorted by length, the total number of
pairs to check is:

N∑
i=1

N

i
≈ N ln(N).

On the other hand, the best known sieve [NV08, BDGL16] have complexity N c for
a constant c > 1, hence the cost of heuristically solving DSP2 for random lattices is
dominated by the cost of sieving.

Given how much margin there is compared to the complexity of [BDGL16] one may
want to explore applying the configuration strategy [HK17] to solve DSP3 still for the
same price. However, given the negative results from the following sections, this effort
appears rather vain.

4 Assumption on the volume of densest sublattice
Later in section 5, we analyse our variant of BKZ that uses DSP oracle. To do so, we
require a bound on the volume of densest sublattices, denoted νk, where k is the rank of
the densest sublattice we are searching. We introduce the following value.
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Definition 4. For k ≤ n, define

hk(n) :=

 n(
n
k

) k∏
i=1

V (i)ζ(n− i + 1)
V (n− i + 1)ζ(i)


1
n

(3)

We now state a probabilistic lower bound on νk.

Theorem 4. Let k ≥ n, L a random n-dimensional lattice, and ε ∈ (0, 1). Then with
probability 1− ε,

νk(L) ≥ ε1/n · hk(n) ·Vol(L)1/n.

Proof. Suppose Vol(L) = 1. For H > 0, define NH(L) :=
∑

A∈Gr(L,k) fH(A) as the number
of primitive rank-k sublattices of L with volume at most H. Since L contains no such
sublattice with volume less than νk(L), we have by definition of NH , PrL[νk(L) > H] =
Pr[NH(L) = 0] = 1 − Pr[NH(L) ≥ 1]. Markov’s inequality1 implies PrL[NH(L) ≥ 1] ≤

EL[NH(L)]. Hence, PrL[νk(L) > H] ≥ 1− EL[NH(L)] = 1−Hn 1
n

(
n
k

) ∏k
i=1

V (n−i+1)ζ(i)
V (i)ζ(n−i+1)

by Theorem 3. Let be ε ∈ (0, 1). Taking H = hk(n) as in Definition 4 yields to
PrL[νk(L) ≥ ε1/nH] ≥ 1− ε. Rescaling with Vol(L) completes the proof.

Remark 3. The factor ε1/n quickly converges towards 1 even for small ε. For example,
setting ε = 2/n and n ≥ 5 implies νk(L) ≥ 0.8 · hk(n) · Vol(L)1/n with high probability
1− o(1).

As a direct application in case k = 1, we obtain:

Corollary 1. Let L be a random n-dimensional lattice L and ε ∈ (0, 1). Then, with
probability 1− ε, we have λ1(L) ≥ ε1/n · h1(n) ·Vol(L)1/n, where

h1(n) :=
(

V (1)ζ(n)
V (n)

)1/n

= 21/n

√
π

Γ(n/2 + 1)1/n · ζ(n)1/n.

Recall the Gaussian Heuristic as stated in theorem 2:

gh(n) = EL[λ1(L)] = 21/n

√
π

Γ(n/2 + 1)1/n · Γ(1 + 1/n).

The two expressions for λ1 are overwhelmingly close to each other, as the only mismatch
ζ1/n/Γ(1 + 1/n) rapidly converges to 1 from above as n increases.

Our corollary provides a probabilistic lower bound, hence it gives the most optimistic
value one can expect, while the Gaussian Heuristic comes from a mean value and the
concentration of the probability density around it due to Poissonianity. So, for case k = 1,
the literature indistinctly writes ‘Gaussian Heuristic’ to refer to the lower bound, the
mean value, and the heuristic that those values correspond to the real behavior of random
lattices, as well as the behavior of lattices handled in reduction algorithms.

However, when k > 1, we do not have the luxury of mixing these different notions as
they no longer coincide. More particularly, the distribution of νk is not Poissonian [Kim22],
so we cannot claim about the concentration around this heuristic value. Thus, we will
adopt the most optimistic estimation to draw negative results in later sections.

Definition 5 (Heuristic). For L a n-dimensional random lattice, νk(L) ≈ hk(L)·Vol(L)1/n,
where hk is defined in definition 4.

1Markov inequality: For a > 0 and X a nonnegative random variable, Pr[X ≥ a] ≤ E[X]/a.
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5 A variant of BKZ algorithm using Dense Sublattice
Problem oracle

An extension of the BKZ algorithm has been suggested by [GHGKN06] and then formalized
by [LN14]. The idea is to replace the SVP oracle with a DSP oracle. By doing so, the
algorithm may not necessarily find the shortest vector at each iteration, but overall it
yields a reduction of better quality. This motivates the introduction of a reduction notion
that accounts the volume of the densest sublattices. [GHGKN06] introduces the Rankin
reduction2. A basis B = (b1, . . . , bn) of an n-dimensional lattice L is said k-Rankin reduced
if its first k vectors satisfy Vol(b1, . . . , bk) = νk(L). Moving into a Rankin-reduction block
by block, we define below the notion of DSP-BKZ reduction. Note that Li and Nguyen
introduced a similar definition of reduction, called Block-Rankin reduction, but their
definition considers conditions on both primal and dual, while only the primal matter to
us here.
Definition 6 (DSP-BKZβ,k reduction). A lattice basis B = (b0, . . . , bd−1) with bi ∈ Rn

is said to be DSP-BKZβ,k-reduced with block-size β and dimension k if
(i+1)k−1∏

j=ik

∥b⋆
j∥ = νk(L[ik:min(ik+β,d)])

for all i = 1, . . . , ⌊d/k⌋. This means that each lattice generated by k consecutive bi is the
densest rank-k sublattice of the block of size β.

DSP oracle. As said in Section 3, sieving algorithms can easily be used to construct a
DSP-2 solver. Within our algorithm, any DSP-solver can be inserted as a brick. We also
assume, for simplicity, that the DSP oracle operates standard preprocessing on its input
basis.

5.1 The DSP-BKZ algorithm.
Li and Nguyen described a variant of the BKZ algorithm with DSP oracles [LN14, Al-
gorithm 3]. In Algorithm 2 we summarize the part of their algorithm that concerns the
DSP-BKZ reduction of the basis.

Algorithm 2: DSP-BKZ Algorithm [LN14, Algorithm 3] (simplified)
Input: basis B = (b0, . . . , bd−1) ∈ Rn×d, blocksize β, rank k
Output: a DSP-BKZβ,k-reduced basis of L(B)

1 repeat
2 for i = 0, . . . , ⌊ d

k ⌋ − 1 do
3 b′

ik, . . . , b′
(i+1)k−1 ← DSPk(B[ik:ik+β])

4 B←
LL(b0, . . . , bik−1, b′

ik, . . . , b′
(i+1)k−1, bik, . . . , b(i+1)k−1, b(i+1)k, . . . , bmin(ik+β,d)−1)

5 until until no change occurs;
6 return B

Step 3 ensures that b′
ik, . . . , b′

(i+1)k−1 satisfy
∏(i+1)k−1

j=ik ∥πj(b′
j)∥ = νk(L[ik:ik+β]). Step

4 replaces a block in B and uses the ability of LLL algorithm for clean up linear dependencies
in order and restore a basis of the lattice.

2This reduction is named after the Rankin invariant [Ran53], namely the value γn,k(L) :=
(νk(L)/Vol(L)k/n)2 that is the Rankin invariant of lattice L.
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We now aim to derive a GSA-style (see Section 2.3.1) prediction for the log-profile
ℓi := ∥b⋆

i ∥ of a DSP-BKZ reduced basis, under Definition 5. Let be d, β ∈ kN for simplicity,
and let us suppose d≫ β. By definition, a DSP-BKZβ,k reduced basis satisfies:

ik+β−1∏
j=ik

∥b⋆
j∥ = νk(L[ik:ik+β]) ≈ hk(β) ·Vol(L[ik:ik+β])k/β

where we apply our bound on νk from section 4. We write with equality from now on for
simplicity of the notation. Taking the log gives

ℓ′
i :=

(i+1)k−1∑
j=ik

ℓj = log hk(β) + k

β

ik+β−1∑
j=ik

ℓj = log hk(β) + k

β

i+ β
k −1∑

j=i

ℓ′
j .

This linear recurrence implies a geometric series in i for the volumes
∏(i+1)k−1

j=ik ∥b⋆
j∥.

Considering one block of dimension β and unit volume, we expect ℓ′
i = ( β

k − i− 1) log α′
β

for i = 0, . . . , β
k − 1, for some slope α′

β to be determined. For i = 0, we have

ℓ′
0 = log hk(β) + k

β

β/k−1∑
j=0

ℓ′
j

(β/k − 1) log α′
β = log hk(β) + β/k − 1

2 log α′
β

β/k − 1
2 log α′

β = log hk(β)

so the slope of the ℓ′
i is α′

β = hk(β)
2k

β−k . We apply the same argument to a basis in
dimension d with ℓ′

i = (d/k − i− 1) log α′
β for i = 0, . . . , d

k − 1. We have

log Vol(L) =
d/k−1∑

j=0
ℓ′

j =
d/k−1∑

j=0
(d/k − 1− j) log α′

β

= log(α′
β) 1

2k
(d/k − 1) · d

So ℓ′
0 − 1

d log Vol(L) = (1− 1
2k )(d/k − 1) log α′

β . Hence,

ℓ′
i = [(1− 1/2k)(d/k − 1)− i] log α′

β + 1
d

log Vol(L)

We now have to recover the ℓi from the sums ℓ′
i.

Lemma 1 states ℓik+j ≥ ℓik − j log
√

4/3. Summing on j gives ℓ′
i =

∑k−1
j=0 ℓik+j ≥∑k−1

j=0 (ℓik − j log
√

4/3) = kℓik − k(k−1)
2 log

√
4/3. So ℓ′

i =
∑k−1

j=0 ℓik+j ≤ k(ℓik −
k log

√
4/3). Hence

ℓik ≥
ℓ′

i

k
+ k2 log

√
4/3 (4)

Let us now rewrite with some m = ik + j where i = ⌊m
k ⌋ = m//k and j = m−⌊m

k ⌋k =
m%k < k). We have ℓm = ℓik+j ≥ ℓik + j log

√
4/3.

ℓm ≥
1
k

[
(1− 1/2k)(d/k − 1)− ⌊m

k
⌋
]

log α′
β + 1

kd
log Vol(L) + (m− ⌊m

k
⌋k) · k log

√
4/3

(5)

≥ 1
k2

[
(k − 1/2)(d/k − 1)−m

]
log α′

β + 1
kd

log Vol(L) (6)
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Figure 1: Simulated slopes αβ in function of block size β, for each of the considered
reduction algorithms.

We get the following prediction.

Definition 7 (Prediction for DSP-BKZβ,k-reduced basis). Let be a DSP-BKZβ,k reduced
basis B = (b0, . . . , bd−1) of a lattice L. Our prediction based on the Geometric Series
Assumption, along with the assumption that νk(L) = hk(L), states that ∀i = 1, . . . , d:

ℓi = 1
k2

[
(k − 1/2)(d/k − 1)− i

]
log α′

β + 1
kd

log Vol(L)

with slope αβ = (α′
β)1/k2 = hk(β)

2
k(β−k) .

Remark 4. As for GSA, this ignores what happens for the first and last coordinates, which
will certainly deviate from this prediction.

6 Experimental results

6.1 Simulation of the slopes of DSP-BKZβ,k reduced basis.
In section 5, we analytically predicted the slope behavior of a DSP-BKZ reduced basis. This
prediction relies on an optimistic estimate of the volume of the densest rank-k sublattice
νk, approximated by hk, taken at the limit of its lower bound from theorem 4.

We have run simulations for our DSP-BKZβ,k algorithm for different choices of k and
compared it with the state-of-the-art dimensions-for-free technique [Duc18]. Figure 1 plots
the logarithm of the slope αβ as a function of the block size β. Recall that lower slope
values indicate better basis reduction.



12
Lattice Reduction via Dense Sublattices:

A Cryptanalytic No-Go

A first observation is that taking the algorithm parameter k > 1 improves the slope
compared to BKZ, but then increasing it again only slightly improves the slope at k = 3,
but then the trend reverses and the slope increases. We first observe that taking the
DSP-BKZ parameter k > 1 improves the slope compared to the original BKZ. Setting
k = 3 slightly improves the slope, but increasing k further degrades the quality of the
reduction.

The state-of-the-art dimensions-for-free algorithm [Duc18] uses a trick to reduce the
cost as if the dimension were only n− n ln(4/3)

ln(n/2πe) instead of n, shifting the BKZ curve to
the left. As a result, it outperforms DSP-BKZ for block sizes β ≳ 40.

As a negative result, the dim-for-free algorithm outperforms ours for block sizes β ≳ 40.
When β is small, the predictions are less accurate, and we shall not forget that the real
behavior of our algorithm would be worse than our optimistic prediction. We conclude that
the densest sublattices seem in fact not dense enough to provide a significant advantage
over existing techniques such as dimension-for-free BKZ.

6.2 On the Poissonianity of dense sublattices.
Let be a random lattice L with unit volume. Figure 2 plots the number of dense primitive
rank k sublattices of volume smaller than hk(n), for k = 1, and k = 2. By short vectors,
we mean vectors of shorter than h1(n), and by dense 2-sublattice, we mean denser than
h2(n)

The figure also plots the theoretical Poisson distribution P(1) for comparison. The
Poisson parameter is the mean value of this number, given by theorem 3: H = hk(n), the
mean value of the number of such sublattices is (H/hk(n))n = 1.

Figure 2 confirms, if it ever were to be doubted, that the number of short vectors
indeeds follows a poisson distribution, as asymptotically proven in [Söd11]. We further
note that this prediction is already extremely accurate in dimensions as small at 20.

On the contrary, the number of dense sublattices is visibly far from a Poisson distribution,
as formally proved by [Kim22]. We further note a very heavy tail, apparently decreasing
as Θ(1/cα) for some α barely larger than 1.

This is a serious obstacle to obtaining good cryptanalytic performance from a DSP-BKZ
algorithms: this means that the improvements Figure 1 of DSP-BKZ over BKZ are likely
overestimated. Indeed, such a heavy tail means that dense sublattices tend to come in
large bunches, but that most of the time their are none. This is visible on the left side
of the plots of 2: a dense sublattice exists for less than 1/10 random lattices in those
dimensions, while a short vector exists with probability greater than 1/2. This increases
the average volume of the densest sublattice compared to the prediction given by h2(n),
and thus worsens the slope.
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Figure 2: Distribution of the number of short vectors and dense 2-sublattices, compared
to the Poisson distribution.
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