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Abstract. Although the lattice-estimator predicts that Learning with
Errors instances having small and very sparse secrets can be broken by
hybrid attacks with modest computational resources, no efficient open-
source implementation of these attacks exists. This work implements
the so-called Guess + Verify attack (G+V) analysed by Albrecht et
al. (SAC’19), containing three improvements: (1) cuBLASter, a GPU-
based implementation of the lattice basis reduction software BLASter
by Ducas et al. (ASIACRYPT’25); (2) a dimension reduction technique
for the BDD instance; and (3) a batched variant of Babai’s Nearest Plane
algorithm.
On bases of dimension 512 and above, cuBLASter outperforms BLASter.
We also integrate the GPU implementation of the General Sieve Kernel
by Ducas et al. (EUROCRYPT’21) into cuBLASter’s BKZ framework.
Running G+V on the benchmark instances by Wenger et al. (IEEE
SP’25), we show that G+V achieves significantly higher success rates
than the Cool&Cruel attack (C+C) by Nolte et al. (AFRICACRYPT’24)
on almost all instances, and G+V’s average CPU and GPU utilization
is substantially lower than the minimum reported by C+C.

Keywords: Bounded Distance Decoding · Learning with Errors · Hybrid Attack
· Lattice Reduction · Graphics Processing Unit

1 Introduction

Lattices are shown to be useful in constructing efficient post-quantum KEMs and
signature schemes [SAB+22,LDK+22,PFH+22]. The security of these schemes is
based on the hardness of the Bounded Distance Decoding (BDD) problem in lat-
tices constructed using Learning with Errors (LWE) [Reg09] or NTRU [HPS98],
and the hardness of BDD is well-understood in these cases from a theoreti-
cal viewpoint [APS15,YD17]. However, many implementations for Fully Homo-
morphic Encryption [BGV12,Bra12,FV12,CKKS17] use LWE with a small and
sparse secret inside bootstrapping [CH18,CHK+18,HS21] for efficiency reasons.
Because the search space is smaller in so-called sparse LWE, there are pos-
sibly more efficient attacks and the efficiency of these attacks is not entirely
clear [ACC+18,BCC+24].

https://orcid.org/0000-0002-8014-9221
https://orcid.org/0009-0002-4799-8819


The currently best known attack on sparse secret LWE is a hybrid of lattice
reduction [SE94] and a combinatorial part [How07,BGPW16,ACW19]. In theory,
it is better to use Meet in the Middle (MitM) for the combinatorial part instead of
exhaustive search, but MitM requires a large amount of memory, and the hybrid
MitM uses multiple heuristics, which resulted in some incorrect security estima-
tions [Wun19,Ngu21]. Such issues possibly could have been avoided if the algo-
rithm was benchmarked and validated on small instances. Further improvements
to this MitM hybrid have been proposed in the literature [HKLS22,BLLW22],
which take advantage of representation techniques [May21]. This makes it even
more important to know how effective these attacks are in practice.

Lattice attacks generally require reducing a lattice basis using block Korkine–
Zolotarev (BKZ) [SE94,CN11]. When running BKZ using a small block size β
parameter, this algorithm repeatedly solves the Shortest Vector Problem (SVP)
in dimension β efficiently using enumeration [GNR10], and fplll provides a
good implementation for this. For larger block sizes of roughly β ≥ 60, it is
shown [Duc18] that SVP in dimension β can be solved more efficiently using
lattice sieving [BDGL16]. The General Sieve Kernel (G6K) [ADH+19] provides
an open source implementation for state of the art lattice sieving, and can even
run on graphics cards (GPUs) [DSvW21].

Recently, two attacks on sparse LWE have been published: the Salsa at-
tack [LWAZ+23,SWL+25], which is based on machine learning, and the Cool
& Cruel attack [NMW+24]. The authors of both works provide an implementa-
tion to run these attacks on a large computing cluster utilizing many CPUs and
GPUs.

The implementations of these two attacks are compared in [WSM+25] with
the generic uSVP attack [AGVW17], which embeds BDD into a lattice and then
extracts the secret using BKZ. A pure MitM approach [HGSW03] is shown to
outperform Salsa Verde on the first instance of [LWAZ+23, Table 15] in a
rump session [DPS23]. Moreover, Cool & Cruel outperforms Salsa in bench-
marks [WSM+25]. Recently, [KKN+25] argues that Cool & Cruel can be seen as
some kind of dual hybrid attack, and [KKN+25] shows that Cool & Cruel per-
forms comparably in wall time to a CPU-only implementation of a simple primal
hybrid attack, called Drop + Solve [ACW19]. Still, some of the above-mentioned
hybrid attacks that are known to be fastest in theory need to be implemented
to provide a complete, practical baseline of all hybrid attacks on sparse LWE. In
addition, the implementations of Cool & Cruel and Salsa make extensive use of
parallelization in CPUs and GPUs, and while the open-source implementations
use CPU-based parallelism using the recent lattice reduction improvement called
flatter [RH23], these hybrid attacks could still be accelerated using GPUs to
provide a comparison to Salsa and Cool & Cruel that one may consider more
fair.

1.1 Contributions

In this work, we accelerate the BLASter lattice reduction library [DPS25] using
GPUs, called cuBLASter, which provides a fast library for LLL, DeepLLL and
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BKZ (for small block sizes). Moreover, this implementation is able to call the
GPU-version of G6K to run BKZ for block sizes of at least 60.

In addition, we implement the Guess + Verify attack [ACW19], having three
notable improvements.

1. This implementation uses cuBLASter for lattice basis reduction.
2. We reduce the BDD distinguishing problem to a projected sublattice, where

the dimension reduction improves the BDD solver, which is based on Babai’s
Nearest Plane (NP) algorithm [Bab86].

3. We execute Babai’s NP algorithm in batches [DPS25, App. A.1], and make
use of efficient matrix multiplication implementations.

Implementation. The lattice reduction library cuBLASter and the implementa-
tion of the Guess + Verify attack are both open source and available on GitHub,
respectively:

– https://github.com/ludopulles/cuBLASter
– https://github.com/ludopulles/GPUPrimalHybrid

Acknowledgments. We would like to thank Alexandr Karenin and Fernando
Virdia for running some of our experiments. The first author was supported by
ERC Starting Grant 947821 (ARTICULATE). Part of this work was done while
the second author was an intern at Centrum Wiskunde & Informatica.

2 Preliminaries

This section explains the sparse LWE problem, and the primal hybrid attack.
Notation will be reused from [KKN+25], in particular Sections 2 and 5.

We generally use column vectors. Vectors and matrices have lowercase and
uppercase names respectively, and are boldfaced. The identity matrix of order
n is denoted by idn. Given a matrix A ∈ Rm×n and numbers 0 ≤ a < b ≤ m,
0 ≤ c < d ≤ n, by counting from zero, A[a:b,c:d] denotes the submatrix consisting
of rows a, a + 1, . . . , b − 1 and columns c, c + 1, . . . , d − 1, which matches the
indexing used by NumPy.

The integers modulo q is denoted by Z/qZ. The uniform distribution on the
interval [a, b] is denoted by U(a, b). The support of a vector x ∈ Rn, denoted
by Supp(x), consists of the indices i ∈ {1, . . . , n} such that xi ̸= 0. The nor-
mal distribution with mean µ and variance σ2 is denoted N (µ, σ2); for vectors,
N (µ,Σ) denotes the multivariate normal with covariance matrix Σ. The chi-
squared distribution with d degrees of freedom is denoted χ2

d; if X ∼ N (0, 1)d,
then ∥X∥2 ∼ χ2

d. For a distribution D with cumulative distribution function
FD, we denote by qD(p) the p-quantile: qD(p) = inf{x : FD(x) ≥ p}. We write
mod±p to denote reduction of integers modulo p to the interval [−⌊p/2⌋, ⌈p/2⌉].
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2.1 Lattices

A lattice Λ ⊆ Rd is a discrete subgroup of Rd. For any matrix B ⊆ Rd×n, let
L(B) = {x ∈ Rd | ∃c ∈ Zn : x = Bc}. The matrix B ⊆ Rd×n is a basis for Λ if
all columns of B are R-linearly independent and Λ = L(B) holds. Any lattice
has a basis. Given a basis B ⊆ Rd×n for a lattice Λ ⊆ Rd, we say Λ is of rank
n, and say Λ is full-rank if n = d.

The determinant of a lattice Λ is given by det(Λ) =
√
det(BTB), where B

is any basis of Λ. Note this value does not depend on the choice of basis B.
The first minimum of Λ is the norm of the shortest nonzero vector of Λ, and is
denoted by λ1(Λ) = min{∥x∥ : x ∈ Λ \ {0}}.

Given a basis B = [b0 · · · bn−1] of Λ, we define two families of projection
operators on Rd. For k ∈ {0, 1, . . . , n}, denote by πk the orthogonal projection
onto SpanR(b0, . . . , bk−1), and π⊥k : x 7→ x − πk(x) denotes the projection or-
thogonally away from that space. If needed for clarity, we make the dependence
on B explicit: πB,k. Note π0(x) = 0 and πn(x) = x holds for all x ∈ SpanR(Λ).

For 0 ≤ ℓ < r ≤ n and a basis B = [b0, . . . , bn−1] ∈ Rd×n, we write

B[ℓ,r) =
[
π⊥ℓ (bℓ), . . . , π

⊥
ℓ (br−1)

]
,

which is a basis for a projected sublattice of L(B).
The Gaussian Heuristic states for any set S and full-rank random lattice Λ,

one expects |S ∩ Λ| ≈ Vold(S) / detΛ. In particular, let us define

GH(d) = Vold
(
Bd

)−1/d
= Γ(d/2 + 1)

1/d
/
√
π,

where Γ denotes the gamma function. The Gaussian Heuristic predicts a random
lattice satisfies λ1(Λ) ≈ det(Λ)

1/d
GH(d).

The QR decomposition of a full-rank basis B ∈ Rd×n is the unique pair
(Q,R) ∈ Rd×n ×Rn×n such that R is an upper-triangular matrix with positive
diagonal, and B = QR and QTQ = idn hold.

The fundamental domain of a basis B is given by

P(B) =
{
y ∈ Rd

∣∣∃c ∈ [− 1
2 ,

1
2 )

n
: y = Bc

}
.

The ith Gram–Schmidt vector is given by b∗i = πi(bi), and the Gram–Schmidt
orthogonalization of B is B∗ =

[
b∗0, . . . ,b

∗
n−1

]
. The Babai domain of B is P(B∗).

Babai’s Nearest Plane Algorithm (NP) [Bab86] is an algorithm that upon input
B and t ∈ B outputs the unique pair (c, e) ∈ Zn × Rd satisfying

t = Bc+ e, and πn(e) ∈ P(B∗).

2.2 BDD and LWE

Definition 1 (BDD). Let B ∈ Rn×n be a full-rank basis of Λ, and χe be a
distribution supported on Rn with norm concentrated around αGH(n) det(Λ)

1/n

for some α ∈ (0, 1). The search Bounded Distance Decoding problem (BDD) is,
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given on input the basis B and a target t ∈ Rn generated by sampling e ← χe

and sampling c ∈ Zn from some distribution, and computing t = Bc + e, to
output (c, e).

For sampled e of norm ∥e∥ ≤ 1
2λ1(Λ), the only correct output is the pair

(v, e). For α ∈ [ 12 , 1), there is still one correct solution for a single e with a
certain probability.

If e is sampled such that ⟨b∗i , e⟩ ≤ 1
2 ∥b∗i ∥

2 holds for all 0 ≤ i < n,
then NP solves that BDD instance. Considering a QR decomposition of basis
B = QR, this result is proven by Howgrave-Graham for the very similar BDD
instance (R,QTt) [How07, Lemma 1]. This condition will be satisfied when α
is sufficiently small and sufficient lattice basis reduction, i.e., LLL [LLL82] or
BKZ [SE94,CN11], is performed on the basis B.

The hardness of the BDD instance increases as α increases. A simple BDD
instance can be probabilistically reduced to a harder instance, using NP. This
reduction is shown abstractly in Algorithm 1.

Algorithm 1 BDDReduce(B, t, n′)

Require: (B, t) is a BDD instance, and n′ < n.
1: ℓ← n− n′

2: (c2, e
′)← SearchBDD(B[ℓ,n), π

⊥
ℓ (t))

3: (c1, e)← BabaiNP
(
B[0,ℓ), t−B[0:d,ℓ:n]c2

)
4: c←

(
c1
c2

)
5: return (c, e)

While the output (c, e) of Algorithm 1 always satisfies

t = B[0,ℓ)c1 +B[0:d,ℓ:n]c2 + e = Bc+ e,

it may not always successfully solve the search BDD problem.

Lemma 1. Let (B, t) be a BDD instance generated from t = v◦ + e◦, with
v◦ ∈ Λ and ∥e◦∥ ≤ 1

2λ1(Λ).
If |⟨b∗i , e◦⟩| ≤ 1

2 ∥b∗i ∥
2 holds for all 0 ≤ i < n− n′ and if during execution of

Algorithm 1, the subroutine SearchBDD returns (c2, e
′) such that c2 equals the

last n′ coefficients of B−1v◦, then Algorithm 1 successfully solves BDD.

Proof. The condition on SearchBDD implies that the remaining BDD problem
on (B[0,ℓ), t−B(0, c2)) can be solved by Babai’s NP using [How07, Lemma 1].

The Learning with Errors [Reg09] problem can be phrased in terms of BDD.

Definition 2 (LWE). Let n,m, q ∈ Z≥1, and let χs, χe be distributions on
(Z/qZ)n and (Z/qZ)m respectively. The Learning with Errors problem (LWE)
is, given on input a pair (A, b), where the matrix A is sampled uniformly from
(Z/qZ)m×n, and b is obtained by sampling (s, e) ← (χs, χe) and computing
b ≡ As+ e (mod q), to output s.
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We can interpret an LWE instance (A, b) as a BDD instance, by observing
b − e ∈ L([q idm |A]). However, a better embedding exists taking advantage of
the small secret. Namely, for any ξ ∈ R, we can also interpret (A, b) as the BDD
instance (B, t), where

B =

(
q idm A
0n×m ξ idn

)
, t =

(
b
0n

)
. (1)

Note, indeed we have t = B ·
(
u
s

)
+

(
e
−ξs

)
for a certain u ∈ Zm. A good

choice for ξ is one satisfying ξ ∥s∥ /√n ≈ ∥e∥ /√m, which creates the easiest
BDD distribution by finding the right balance between the determinant of Λ
and the norm of (e,−ξs) [BG14].

2.3 Sparse LWE Instances

The Centred Binomial Distribution Bη (η ∈ Z≥1) is the distribution obtained
by sampling 2η uniform bits b1, . . . , b2η ∈ {0, 1}, and outputting (

∑2η
i=1 bi)− η ∈

{−η, . . . η}. Moreover, Bnzη is the distribution that keeps sampling x← Bη until
x ̸= 0, and then outputs that x.

The Discrete Gaussian distribution with parameter σ and support Z is de-
noted by Dσ, and assigns to x ∈ Z a probability proportional to exp(−x2/2σ2)
such that all its probabilities sum to 1.

Wenger et al. [WSM+25] are interested in the LWE problem using two specific
types of distributions for (χs, χe), each having sparse secrets of a prescribed
Hamming weight h, i.e., s has h nonzero entries.

Binomial with parameters η, h ∈ Z≥1:
– Error distribution χe consists of m i.i.d. samples from Bη,
– Secret distribution χs is obtained by first sampling I ⊆ {1, 2, . . . , n}

uniformly from all subsets of size h, and then returning s = (s1, . . . , sn),
where si = 0 if i ̸∈ I and si ← Bnzη otherwise.

Ternary with parameters σ ∈ R>0 and h ∈ Z≥1:
– Error distribution χe consists of m i.i.d. samples from Dσ,
– Secret distribution χs is obtained by first sampling I ⊆ {1, 2, . . . , n}

uniformly from all subsets of size h, and then returning s = (s1, . . . , sn),
where si = 0 if i ̸∈ I and si ← U({−1, 1}) otherwise.

We will refer to these types in short by “Bin” and “Ter”. By default, we use
η = 2 in the Binomial case, and σ = 3.19 in the Ternary case. The prime q is
chosen accoding to [WSM+25, Tables 5,6].

Module-LWE. Moreover, we will use Ring-LWE and Module-LWE instances.
A Module-LWE instance of rank κ and degree D works with the number ring
R = Z[X]/(XD + 1) for D a power of two, and the finite ring Rq = R/qR.
Following [WSM+25, Sec. 2.1], a Module-LWE instance is a pair (A, b) ∈ Rκ

q×Rq

6



where A ← U
(
Rκ

q

)
, and b ≡ ATs + e (mod q) with secret vector s ∈ Rκ and

error vector e ∈ R. A Ring-LWE instance is a Module-LWE instance of rank
κ = 1. A Module-LWE instance and Ring-LWE instance can both be considered
as just one “structured” sample.

We consider the coefficient embedding, given by

vec: R/qR → (Z/qZ)D,

c0 + c1X . . .+ cD−1X
D−1 7→


c0
c1
...

cD−1

 ,

and extended to modules vec: (R/qR)κ → (Z/qZ)κ·D. Together with the rota-
tion map

rot : R/qR → (Z/qZ)D×D,

r 7→
[
vec(r), vec(rX), . . . , vec(rXD−1)

]
,

we can convert a Module-LWE instance to an unstructured LWE instance:

(rot(A), vec(b)) ,

is an LWE instance with secret dimension n = κ · D, m = D LWE samples,
secret vector vec(s) and error vec(e).

2.4 Guess + Verify

The Guess + Verify attack generalises the Drop + Solve attack [KKN+25]. In this
section, we assume familiarity with Drop + Solve. Both attacks are already anal-
ysed [ACW19]. The function LWE.primal_hybrid in the lattice-estimator
tool [APS15] estimates the cost of Guess + Verify, when it is called with param-
eters mitm=False and babai=True.

The “Drop + Solve” attack has a number of coordinates I ⊆ {1, 2, . . . , n} from
the secret that it keeps, i.e., sI = (si)i∈I , while k coordinates J = {1, 2 . . . , n}\I
are dropped from the secret s. Instead of guessing that only zero coefficients are
dropped, i.e., sJ = 0, the Guess + Verify attack guesses that sJ has precisely
h′ ∈ {0, 1, . . . , h} nonzero values. The Drop + Solve attack is the particular
instance of Guess + Verify having h′ = 0. The Guess + Verify attack generally
requires fewer iterations before finding the correct guess, although each iteration
takes (slightly) more time. Namely, for a given set I, we get a batched BDD
instance in which at most one target is from the BDD distribution. Algorithm 2
contains pseudocode for Guess + Verify.

To determine if a guess s̃J is correct, first we compute b′ = b −AJ s̃J , and
then we determine if (AI , b

′) is a LWE instance by converting it to a BDD
instance using Equation (1). This can be done using a distinguishing criterion,
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Algorithm 2 Guess + Verify(A, b, h′, k, β)

Require:
unstructured LWE instance (A, b) having secret of Hamming weight h,
h′ ∈ {0, 1, . . . , h},
k < n the number of dropped coordinates, and
β the maximum block size

1: Set Niters according to the desired confidence level, see Section 2.4.
2: for i = 1, 2, . . . , Niters do
3: I ← U({S ⊆ {1, 2, . . . , n} : |S| = n− k})
4: J := {1, 2, . . . , n} \ I
5: (AI ,AJ) := (A[0:m,I],A[0:m,J])

6: BI :=

(
q idm AI

0(n−k)×m ξ id(n−k)

)
7: B′

I ← ProgressiveBKZ(BI , β)
8: for all subsets S ⊆ J of size h′ do
9: for all s̃J ∈ Supp(χs)

k such that Supp(s̃J) = S do

10: t :=

(
b−AJ s̃J

0(n−k)

)
11: if (B′

I , t) is a BDD instance then
12: (c, e)← BabaiNP(B′

I , t)
13: s̃I := −e[m:m+n−k]/ξ
14: return s̃ = (s̃I , s̃J)

15: return ⊥

for example by checking if the error vector obtained after applying Babai’s NP
to the projected sublattice has small norm, see Section 3.2 for more details. The
probability of a correct guess is

p =

(
n−h
k

)
·
(
h
h′

)(
n
k

) · pbabai

where pbabai is the probability that NP successfully solves the reduced BDD
instance [ACW19]. The total number of iterations needed to find the correct
guess with e.g. probability 99% is Niters = ⌊log(1− 0.99)/ log(1− p)⌉.

2.5 Modulus Switching using Centered Binomial Secrets

In this section, we generalize [KKN+25, Heuristic 5.1] to secret vectors s ← χs

according to Binomial(η, h). Although modulus switching is not currently used
for the experiments in Section 4, we include this for completeness, as it may be
beneficial when attacking the ternary LWE instance with log2(q) ≈ 50.

Definition 3 (Generalized Irwin–Hall Distributions). Given h positive
integers λ1, . . . , λh ∈ Z≥1, the generalized centered Irwin–Hall distribution, de-
noted by GCIH(λ1, . . . , λh), is the distribution of

h∑
i=1

U

(
−λi

2
,
λi

2

)
.
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The probability density function is denoted by fGCIH(λ1,...,λh).
The generalized discrete centered Irwin–Hall distribution, which we denote

by GCDIH(λ1, . . . , λh), has support S = [− s
2 ,

s
2 ] ∩ Z where s =

∑h
i=1 λi, and

probability mass function fGCIH(x)/
∑

y∈S fGCIH(y) at x ∈ S.

Reusing the function ε(x) = x − ⌊x⌉ from [KKN+25, Appendix D], we
heuristically assume the random variables ε

(
p
qAij

)
are i.i.d. with distribution

U
(
− 1

2 ,
1
2

)
, similarly to [KKN+25, Appendix D].

Fix a given secret s. Then,〈
ε
(

p
qAi

)
, s
〉
∼

∑
j∈Supp(s)

sj U

(
−1

2
,
1

2

)
∼

∑
j∈Supp(s)

U

(
−|sj |

2
,
|sj |
2

)
,

where we used λU(a, b) = U(λa, λb) (λ > 0).
Let us write λ1, . . . , λh for the h values |sj | with j ∈ Supp(s). Now, we

heuristically have,

ẽi ∼
p

q
ei +

∑
j∈Supp(s)

U

(
−|sj |

2
,
|sj |
2

)
+U

(
− 1

2 ,
1
2

)
mod±p

≈ GCIH(1, λ1, . . . , λh) mod±p

= GCIH(1, λ1, . . . , λh)

where we use pσe ≪ q and 1 +
∑

j |sj | < p in the first and second equality
respectively. Because ẽi is integral by definition, we conjecture in practice

ẽi ∼ GCDIH(1, λ1, . . . , λh).

Moreover, E[ẽi] = 0, and by independence

Var(ẽi) ≈
1

12

1 +
∑

j∈Supp(s)

|sj |2
 =

1 + ∥s∥2
12

.

If s is sampled from χs according to Binomial(η, h), then

E[∥s∥2] = h · Ex←Bnz
η
[x2] = h · Ex←Bη

[x2|x ̸= 0] = h
η/2

1−
(
2η
η

)
/4η

,

because a sample from Bη is zero with probability
(
2η
η

)
/4η.

In the case η = 2, one has Ex←Bnz
η
[x2] = 8

5 , and

Var(ẽi) ≈
1

12
(1 + 1.6h).
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3 Lattice reduction on GPUs

To reduce the lattices arising in the primal attack, we offload the dominant
dense linear-algebra primitives to GPUs by porting BLASter [DPS25]; we re-
fer to the resulting system as cuBLASter. Our implementation relies on CuPy,
whose NumPy-compatible API dispatches to cuBLAS and cuSOLVER. We use
QR factorizations, general matrix-matrix multiplications (GEMM), and related
routines, complemented by custom element-wise kernels where library coverage
is insufficient. While we only explain the most notable changes, the full imple-
mentation is found on GitHub, see Section 1.1. The local LLL/BKZ reductions
are done on the CPU. Section 3.1 explains how Seysen’s reduction [Sey93, Propo-
sition 5] is done on the GPU.

In addition, Section 3.2 details a GPU-version of Babai’s Nearest Plane Al-
gorithm [Bab86], using the batched variant [DPS25, Appendix A]. This is used
to determine the correct guess s̃J of weight h′ in the primal hybrid attack.

3.1 Seysen’s Reduction on the GPU

Seysen originally defined this reduction method [Sey93, Proposition 5] with a
loop approach, but a Seysen-like reduction defined recursively was proposed in
[KEF21, Section 3.4] and used in [DPS25]. This recursive method can be imple-
mented iteratively [DPS25, Algorithm 1], see the file src/size_reduction.py
in the implementation of [DPS25]. We describe here how we adapted it to the
GPU, the main idea is to reduce many submatrices of the same size in batch.
Given an upper-triangular matrix R′ ∈ Rn×n, we parse[

R11 R12

0 R22

]
← R′,

where R11 has size 1
2 · 2⌈log2(n)⌉, instead of size ⌊n/2⌋, cf. [DPS25, Algorithm 1].

This makes the GPU code more efficient: because we mostly encounter subma-
trices of R′ having size a power of two, we can easily batch operations that act
on different parts of the matrix.

Suppose we want to perform Seysen reduction on R ∈ Rn×n in-place, and
want as output the transformation matrix U ∈ Zn×n such that the final output
is RU . First, we initialize U ← idn. For k = 2, 4, 8, . . . , 2⌈log2(n)⌉, we consider
the following list of submatrices of R:

R[0:k, 0:k], R[k:2k, k:2k], R[2k:3k, 2k:3k], . . . , R[uk:n, uk:n].

Then, for a given submatrix R′ = R[i:j,i:j] we execute Lines 3,6,7,8 from [DPS25,
Algorithm 1] on R′, while parsing similarly[

U11 U12

0 U22

]
← U [i:j,i:j],

and the final result U12 ← U11U
′
12 is then stored in that respective submatrix

of U .
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Note that all submatrices have dimension k × k, which we call the interior
submatrices, except for the last submatrix of dimension (n − uk) × (n − uk)
(where u = ⌊n/k⌋), which we call the terminal submatrix. The reduction of the
interior submatrices is handled in batch, while the terminal submatrix is handled
separately. This terminal submatrix is not reduced when uk + k

2 ≥ n.
Hence, per level k we issue at most two partial reductions: one batch for

all interior submatrices and possibly one for the terminal submatrix. The first
level, k = 2, can be handled by a vectorized super-diagonal update. This yields
at most 2⌈log2 n⌉ kernel sequences overall. In practice, there are 2⌈log2 n⌉ − 1
kernel sequence calls for k ≥ 4, plus the super-diagonal update.

To control launch overhead, when there are less than 4 interior submatrices
or 8 interior submatrices if U12 contains less than 4096 entries, we fall back to
an unbatched path with the same algebraic updates.

3.2 Babai’s Nearest Plane on the GPU

To solve many approximate BDD instances in parallel for the primal hybrid
attack, we implement a GPU version of the batched, projected variant of Babai’s
nearest-plane (NP) algorithm [Bab86]. Let Λ = L(B) ⊂ Rn be a full-rank lattice
with basis B ∈ Rn×n and let T = [t1, . . . , tm] ∈ Rn×m be a matrix of target
vectors. We compute the QR factorization B = QR, where Q is orthonormal
and R is upper triangular.

Instead of applying Babai’s algorithm to the full basis, we project to the last
ℓ ≤ n coordinates. We partition R and QT as

R =

[
R11 R12

0 R22

]
, QT =

[
QT

1

QT
2

]
, where R22 ∈ Rℓ×ℓ, QT

2 ∈ Rℓ×n.

The targets are projected into the ℓ-dimensional subspace by computing

Y = QT
2T ∈ Rℓ×m.

Running the batched NP algorithm on the pair (R22,Y ) returns integer coeffi-
cient vectors Ubot ∈ Zℓ×m and a matrix E = Y −R22Ubot ∈ Rℓ×m. A candidate
i is accepted if there exists a vector ei in E whose squared norm ∥ei∥2 is below
a certain threshold τ2proj. For each accepted candidate, we reconstruct the full
solution vector by running Babai’s algorithm on the full basis B on the CPU,
using fplll [FPL23]. We use fplll as fallback to avoid any numerical issues
based on the floating point precision of the GPU. We could also implement the
full Babai’s algorithm on the GPU, and if it doesn’t have numerical errors, we
can skip the fplll step, but we prefer to set this GPU fallback on the whole
basis as a fallback of the fplll step to be sure we don’t miss any solution by
accident in the check of the numerical errors in E.

Verifying a Guess on the GPU. Parallelism is achieved in Guess + Verify across
the candidate guesses. First, we guess that, out of k coordinates of the secret
s, there are h′ nonzero. Specifically, we sample a subset J ⊆ {1, . . . , n} of size
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k uniformly at random. Then, to verify this guess, we enumerate all possible
values sJ = (si)i∈J may have. Namely, we iterate over all s̃J ∈ Supp(χs)

J of
Hamming weight h′. The corresponding target vector is b−AJ s̃J , where (A, b)
is the original LWE instance, and AJ consists of the columns of A having an
index in J . During one iteration, the total number of considered candidates s̃j
equals

G =

(
k

h′

)
· (|Supp(χs)| − 1)

h′
,

where we remark that exactly h′ values must come from the set Supp(χs) \ {0}.
For example, G =

(
k
h′

)
2h

′
when the instance is ternary, see Section 2.3.

To use this full potential of parallelism while managing limited GPU VRAM,
we process candidates in batches with a given size. An index batch contains at
most Bi = GUESS_BATCH choices of coordinate sets, and a value batch contains at
most Bv = VALUE_BATCH value assignments; in practice, Bv was always set higher
than Supp(χs)

h′
, so it is capped at that value. The total number of candidates

per iteration is the batch size B = Bi ·Bv. All GPU kernels operate on matrices
with B columns.

Let A ∈ Zm×n
q and b ∈ Zm

q . For an index batch, we gather the h′ columns of
A corresponding to each of the Bi index sets into a 3-dimensional tensor Aguess ∈
Rm×Bi×h′

. Concretely, for the i-th index set Ji ⊆ {1, . . . , n} with |Ji| = h′, the
slice Aguess[:, i, :] contains the submatrix A[:,Ji] ∈ Rm×h′

. For a value batch, we
stack the Bv value vectors into V ∈ Rh′×Bv . To compute all B = Bi ·Bv products
A[:,Ji]vj in parallel (for i ∈ {1, . . . , Bi} and j ∈ {1, . . . , Bv}), we reshape the
tensor Aguess into a 2D matrix by stacking the Bi slices vertically and perform
a single batched matrix multiplication:(

Aguess
)
(mBi)×h′︸ ︷︷ ︸

row-major view

·V h′×Bv︸ ︷︷ ︸
values

= G(mBi)×Bv︸ ︷︷ ︸
products

.

The resulting matrix G is reshaped to size m × B. After forming the target
vectors b1T

B − G (where 1B is the all-ones vector of length B) and reducing
modulo q, we project them all with a single matrix multiplication:

Y = QT
2 (b1

T
B −G) ∈ Rℓ×B .

Selecting the Projected Dimension ℓ. The choice of projection dimension ℓ bal-
ances computational cost against the true-positive and false-positive rates.

Suppose the algorithm enumerates G incorrect guesses. We will heuristically
model a target belonging to such incorrect guess by a uniform sample from
Rℓ/L(R22). The expected number of false positives with norm at most τ is

G · Volℓ
(
τBℓ

)
det(Λproj)

= G · (τ/GH(ℓ))
ℓ

det |R22|
. (2)

Our goal is to bound the expected number of false positives by pFP, which
lower bounds the probability of having no false positives by 1 − pFP using
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Markov’s inequality. Using Equation (2), we see that the expected number of
false positives is pFP, if the norm bound τ satisfies

τ ≤ GH(ℓ) ·
(
pFP · det |R22|

G

)1/ℓ

. (3)

On the other hand, we want the norm bound τ to be large enough to detect
the correct guess with a probability of at least pTP. For the true positive, the
projected noise vector z follows N (0, σ2Iℓ), so ∥z∥2/σ2 follows a χ2

ℓ distribution.
To capture the correct solution with probability pTP, our norm bound τ must
satisfy

τ ≥ σ
√
qχ2

ℓ
(pTP). (4)

Combining Equations (3) and (4), we select the smallest dimension ℓ that
satisfies

σ
√
qχ2

ℓ
(pTP) < GH(ℓ) ·

(
pFP · det |R22|

G

)1/ℓ

.

Then, we pick any τ in between both sides, which ensures we guess correctly
with probability at least pTP − pFP by a union bound. Moreover, this reduces
the cost of the batched NP algorithm.

Specifically, we pick pTP = 0.99 and pFP = 0.01.

4 Results

In this Section we benchmark cuBLASter and the Guess + Verify attack.
Section 4.1 covers the used hardware for our experiments. In Section 4.2, we

benchmark cuBLASter on the same machine and instances BLASter used [DPS25],
and compare cuBLASter to BLASter [DPS25], fplll [FPL23] and flatter [RH23].
In Section 4.3 we explain how the LWE instances are generated. Finally, in Sec-
tion 4.4 we benchmark the Guess + Verify attack on the instances used to
benchmark the Cool & Cruel [NMW+24] attack [WSM+25].

4.1 Hardware specifications

Table 1. Hardware used for our experiments. Some experiments used fewer CPUs and
GPUs than available.

Name CPU (quantity × logical cores) GPU (quantity)

Y AMD EPYC-Milan @2.745GHz (1× 96) NVIDIA H100 (1)
H Intel Xeon Gold 6248 @2.5GHz (2× 40) NVIDIA RTX 2080 Ti (4)
Z Intel Xeon Gold 5222 @3.8GHz (2× 8) NVIDIA RTX 2080 Ti (8)
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Table 1 lists all the machines we used for benchmarking. We have bench-
marked cuBLASter on the same machine ‘H’ as BLASter [DPS25]. While the
server contains 4 GPUs, only 2 were used. The Guess + Verify attack ran on all
three machines.

In comparison, Wenger et al. [WSM+25] conducted benchmarks on a whole
computing cluster having “2.1GHz Intel Xeon Gold CPUs and NVIDIA V100
GPUs”. The iterations in Guess + Verify can run in parallel, so running the
attack with more GPUs would lower wall times. Hence, for a fair comparison
between different hardware configurations, we focus on the total number of core-
hours and GPU-hours instead of wall clock time.

4.2 Lattice Reduction Experiments

0.1 1 10
−0.120

−0.100

−0.080

−0.060

−0.040

Wall time (s)

sl
(B

)

flatter (20 cores)
BLASter
BLASterBKZ-60
cuBLASter
cuBLASterBKZ-60
fplll

Fig. 1. Slope as function of used wall time for 10 random 631-ary 128-dimensional
lattices. Lower slope indicates better basis quality. Comparison of flatter, fplll,
BLASter, and cuBLASter (this work) on machine H with 2 CPUs (40 cores each) and 1
GPU.

First, Figures 1, 2, 3 and 4 show the performance of cuBLASter on the bench-
marks used in BLASter [DPS25], using a single GPU on the server ‘H’. In both
cases ⌈n/64⌉ cores were used to reduce a lattice of dimension n. The slope of the
reduced basis, slB, is plotted as a function of the wall time. For a definition of
the slope associated to a basis, see [DPS25].

For completeness, we report the differences in Table 2 In dimension 128 and
256, cuBLASter compares to BLASter in terms of wall time and reduction quality.
However, for large dimensions, cuBLASter is at least twice (resp. four times) as
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−0.120
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−0.080
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−0.040

Wall time (s)

sl
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)

flatter (20 cores)
BLASter
BLASterBKZ-60
cuBLASter
cuBLASterBKZ-60
fplll

Fig. 2. Slope as function of used wall time for 10 random 829561-ary 256-dimensional
lattices. Lower slope indicates better basis quality. Comparison of flatter, fplll,
BLASter, and cuBLASter (this work) on machine H.

0.1 1 10 100 1,000 10,000

−0.080

−0.060

−0.040

Wall time (s)

sl
(B

)

flatter (20 cores)
BLASter
BLASterBKZ-60
cuBLASter
cuBLASterBKZ-60
fplll

Fig. 3. Slope as function of used wall time for 10 random 968665207-ary 512-
dimensional lattices. Lower slope indicates better basis quality. Comparison of flatter,
fplll, BLASter, and cuBLASter (this work) on machine H.
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0.1 1 10 100 1,000

−0.044

−0.042

−0.040

−0.038

Wall time (s)

sl
(B

)
flatter (20 cores)
BLASter
BLASterDeepLLL-4
cuBLASter
cuBLASterDeepLLL-4

Fig. 4. Slope as function of used wall time for 10 random 968665207-ary 1024-
dimensional lattices. Lower slope indicates better basis quality. We gave flatter the
argument α = 0.043 to make sure the basis is reduced until sl(B) > −0.043 holds.
Comparison of flatter, BLASter, and cuBLASter (this work) on machine H.

Table 2. Comparison between runtime of flatter, BLASter, and cuBLASter (this
work) on machine H. “Algorithm” specifies which lattice reduction variant is used in
BLASter and cuBLASter. No extra parameters were given to flatter [RH23], except
α = 0.043 in dimension 1024. The time of flatter is given in cases when reduction
quality compares to that of BLASter. The achieved reduction quality (slope) can be
found in Figures 1, 2, 3 and 4. Bold entries indicate the fastest method for each con-
figuration.

Wall time

Algorithm Dimension flatter BLASter cuBLASter

LLL 128 1628 ms 84 ms 154 ms
LLL 256 23 s 770 ms 911 ms
LLL 512 156 s 6.8 s 2.9 s
LLL 1024 26.0 s 5.6 s

BKZ-60 128 16 s 15 s
BKZ-60 256 70 s 61 s
BKZ-60 512 363 s 218 s

DeepLLL-4 1024 904 s 223 s 49 s
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fast as BLASter in dimension 512 (resp. 1024). Progressive BKZ-60 in dimension
512, becomes 40% faster when using cuBLASter instead of BLASter.

4.3 Instance Generation

The Guess + Verify attack runs on LWE parameters specified by [WSM+25].
Namely, we consider binomial and ternary instances explained in Section 2.3. The
LWE instances are generated using a pseudorandom number generator (PRNG)
that is fed by a fixed seed, and are structured, i.e., we generate a Module-LWE
instance.

Wenger et al. [WSM+25] considered an attack successful if it succeeded at
least once on 10 instances, and if so, reports the lowest wall time of each suc-
cessful run. Because Guess + Verify and Cool & Cruel are probabilistic attacks,
their wall times may vary a lot depending on the seed used to generate the LWE
instance, e.g., the attack can be extremely “lucky” by finding the secret in the
first iteration. Hence, we report for each parameter set, not the minimum but
the average wall time of all successful runs.

4.4 Experimental Results

Our results in Table 3 suggest that Guess + Verify outperforms C+C for every
tested parameter set.

Remark 1. The reported minimal computation time for Cool & Cruel in Table 3
is taken from [WSM+25, Table 9,11,12]. The reported wall times from [WSM+25]
only have 1 or 2 significant digits in some cases, so we report the core-hours and
GPU-hours while taking into account the uncertainty of the reported wall times.

For example, the first column [WSM+25, Table 9] reports that Cool & Cruel
ran for 0.1 hours on 256 GPUs. Since the precise wall time is anywhere between
0.05 and 0.15 hours, the number of GPU hours used is in the range [12.8, 38.4].
The reported mean is obtained by multiplying wall time with the number of
GPUs. Therefore, the first row in Table 3 reports Cool & Cruel used at least
26± 13 GPU-hours on one successful run.

First, C+C does not achieve higher success probability than Guess + Verify
in any of the tested parameter sets, and Guess + Verify always succeeds for a
ternary instance where C+C always fails [WSM+25, Table 12]. Moreover, Guess
+ Verify solved a binomial instance of higher Hamming weight than achievable
by C+C in [WSM+25, Table 9].

In addition, Guess + Verify’s GPU-based recovery step is cheaper than
C+C’s. The total GPU utilization of C+C measured in GPU · wall hours is
at least double that of Guess + Verify. C+C only uses GPUs for the recovery
step, while Guess + Verify uses GPUs for lattice reduction and recovery, so
the GPU utilization in Guess + Verify’s recovery step is arguably lower than
what is listed in Table 3. Moreover, only C+C’s minimal GPU utilization is re-
ported [WSM+25], so Guess + Verify’s average performance is likely even better
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when compared with C+C’s average performance. Unfortunately, full runtime
measurements for the experiments in [WSM+25] were not published. Even if we
exclude the cost of lattice reduction from C+C, Guess + Verify’s total GPU
utilization (including lattice reduction) is still lower than that of C+C on every
tested parameter set.

A different topic is the preprocessing step, which involves lattice reduction.
The Guess + Verify attack uses cuBLASter for lattice reduction. The cuBLASter
library appears to be an order of magnitude faster than the combination of
FPLLL, flatter [RH23] and polish [CLLT24] used by Cool & Cruel. This
cuBLASter library only intensively uses the CPU for pruned enumeration inside
BKZ. We report the theoretical maximum CPU utilization for completeness,
although precise CPU utilization is much lower.
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Table 3. Experimental comparison of Guess + Verify (this work) and Cool & Cruel [NMW+24,WSM+25] against sparse secret LWE
instances. The Guess + Verify attack ran on servers from Table 1: Y used 92 CPU cores and 1 GPU, Z used 8 CPU cores and 8 GPUs,
and H used 40 CPU cores and 2 GPUs. LWE types “Bin” (Binomial) and “Ter” (Ternary) refer to Section 2.3. Attack parameters are
explained in Section 2.4. “succ.” denotes the number of successful runs out of total attempts. For Guess + Verify, we report average
timings over successful runs; for Cool & Cruel, we report minimum timings from [WSM+25] with uncertainty bounds.

Module-LWE params Guess + Verify Cool & Cruel
Attack parameters avg. avg. avg. min. min.

Type n q h β m k h′ succ. wall time (s) core-hours GPU-hours server succ. core-hours GPU-hours

Bin 2 · 256 ≈ 212 11 46 72 393 3 5/6 20 448 ≤ 522.5 5.7 Y 2/10 4508± 81 26± 13
Bin 2 · 256 ≈ 212 12 46 72 395 3 4/5 108 516 ≤ 2773.2 30.1 Y could not run
Bin 2 · 256 ≈ 228 20 52 192 234 ≤ 3 4/5 10 158 ≤ 22.6 22.6 Z 3/10 1661± 76 51± 13
Bin 2 · 256 ≈ 228 21 52 192 235 ≤ 3 5/5 12 547 ≤ 27.9 27.9 Z 3/10 1661± 76 154± 13
Bin 2 · 256 ≈ 228 25 53 192 235 ≤ 3 5/5 73 790 ≤ 164.0 164.0 Z 1/10 1661± 76 10752± 128

Ter 1 · 1024 ≈ 226 11 49 197 768 3 5/5 32 584 ≤ 832.7 9.1 Y 1/10 1856± 29 102± 52

Ter 1 · 1024 ≈ 229 9 53 274 800 3 5/5 16 841 ≤ 187.1 9.4 H 10/10 1833± 3 31± 6
Ter 1 · 1024 ≈ 229 10 53 274 801 3 5/5 76 073 ≤ 845.3 42.3 H 0/10 1833± 3 no success
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