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Abstract

Homomorphic Secret Sharing (CRYPTO 2016) allows a secret to be shared among two or more
parties in such a way that the parties can locally evaluate a class of functions on their shares.
Homomorphic secret sharing (HSS) schemes and their underlying techniques have facilitated a wide
range of applications. To account for the fact that parties generating or evaluating the shares might
act maliciously, variants of HSS schemes that allow detection of such malicious behavior have been
introduced. However, all prior approaches of malicious HSS that capture the class of NC1 circuits
either crucially rely on a random oracle or require an non-reusable setup.

In this work, we initiate the study of malicious public-key 2-party HSS in the standard model
with reusable setup, where any malicious behavior during share generation and share evaluation
can be detected. Towards constructing malicious HSS, we introduce the notion of homomorphic
secret sharing with robust linear reconstruction (RLR-HSS) and show that this notion readily implies
malicious HSS. We outline challenges in instantiating RLR-HSS due to the error present in all current
HSS constructions not relying on SHE/FHE, and show how to overcome these using derandomization
techniques by Dwork et al. (EUROCRYPT 2004). Finally, we show applications of malicious HSS to
compact designated verifier non-interactive zero knowledge arguments and maliciously secure 2-party
computation in the standard model (supporting the same function class as the underlying malicious
HSS).
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1 Introduction

Homomorphic secret sharing (HSS) [ ] is a variant of secret sharing in which the parties are
able to perform a supported class of computations locally on the shares. It can be viewed as a relax-
ation of somewhat or fully homomorphic encryption (FHE) to the 2- (or multi-) party setting, where
the computation is distributed between non-communicating parties. HSS has proven to be a power-
ful tool with numerous applications, including private queries of multi-server data bases | , ,

, , , ], succinet preprocessing | , , ], constrained
pseudorandom functions | ], and more. Most noteworthy, HSS makes it possible to circum-
vent the circuit-size barrier of secure multi-party computation from assumptions not known to imply
FHE | , , , ]

Since their introduction, numerous homomorphic secret sharing (HSS) constructions have been pro-
posed. The groundbreaking work of | ] and follow-up results | , ] showed that based
on the decisional Diffie-Hellman (DDH) assumption, it is possible to construct 2-party HSS for the class
of restricted-multiplication straightline (RMS) programs.! Later, two-party HSS constructions for RMS
programs based on the decisional composite residuosity (DCR) assumption | , , I,
the learning with errors (LWE) assumption (without resorting to homomorphic multiplications on ci-

phertexts) | , | and class groups [ | emerged, which overcame the 1/poly()) error
present in the earlier DDH-based constructions. Building on multi-key fully homomorphic encryption,
multi-party HSS for all circuits can be achieved | , ]. Furthermore, a recent line of

research introduced 2-party and multi-party HSS constructions for constant-degree polynomials, relying
on variants of the learning parity with noise (LPN) assumption | , , .

What is common to the majority of the HSS literature is that the Correctness and security guarantees
are in the semi-honest setting, i.e., the share generation and evaluation are assumed to be performed
honestly. In fact, it is easy to see that plain HSS does not give any guarantees if the parties behave mali-
ciously. In the setting of multi-server private information retrieval, this shortcoming has been addressed
in different works on HSS with verifiable evaluation [ , , , , ]. In
these works the shares are assumed to be generated by an honest client, while the evaluation on the
shares is performed by potentially malicious servers.

In the context of secure multi-party computation with malicious security, homomorphic secret sharing
schemes have been combined with generic zero knowledge proofs | , ] or message authenti-
cation codes [ , | to take into account malicious behavior during share generation and
evaluation. However, all prior works either rely on random oracles (for rerandomization of the shares),
or are limited to HSS for small circuit classes not capturing NC1.

The need for rerandomization stems from the fact that most HSS techniques come with a correct-
ness error. While some constructions [ , , , ] involve even non-negligible
correctness error that must be addressed in practical applications, all known HSS constructions for NC1
that do not rely on somewhat or fully homomorphic encryption suffer from non-perfect correctness. This
issue appears to be inherent to the current techniques, and has even been demonstrated to be so in the
context of lattice-based constructions relying on the so-called rounding and lifting technique | ].

This error constitutes an issue towards achieving malicious security of HSS in the standard model
(even assuming honest generation of keys), as an adversary can choose its inputs and randomness adap-
tively in order to increase the error probability to non-negligible and thereby potentially learn something
about the secret key of the other party or the underlying computation. In fact, common correctness def-
initions [ , , ] cover only non-adaptive correctness, where correctness is guaranteed
to hold only if the inputs are chosen independently of the setup parameters. This is problematic in appli-
cations such as secure computation even if relying on generic zero knowledge proofs, unless it is ensured
that the parties have already committed to their inputs and randomness to be used before learning the
HSS setup information, making the setup non-reusable across different inputs, or if additional measures
are in place (e.g., if shares are re-randomized at each step of the computation using a non-predictable
source of randomness such as a random oracle).

1.1 Owur Contribution

In this paper, we show how to lift the non-adaptive correctness of HSS to adaptive correctness, which
allows HSS inputs to be chosen adaptively, even after seeing the keys. To this end, we follow the
derandomization techniques of Dwork et al. | ] to show that any HSS satisfying non-adaptive

IThis class of programs captures branching programs and NC1 circuits | ].



correctness (where the correctness error can be made sufficiently small) can be transformed into an
HSS satisfying adaptive correctness. On the positive side, this allows us to lift the 3-round protocol of
[ ] for secure 2-party computation to the standard model (preserving the round complexity).

On the negative side, this transformation comes with a significant loss: if the original HSS scheme
supports evaluation of a function class F which takes inputs x € {0,1}", then the shares of the new
scheme scale with size |F'| - N - poly()\), where F' C F is the function class supported by the new HSS.
Note that this still gives succinct secure computation, as the size of the shares only depends on the size
of the function class, i.e., the number of functions in F, and not on the size of the functions f € F’.?

Our second main contribution concerns addressing the question of whether the transformation from
NIZK to rate-1 NIZK via FHE | ] can be lifted to the HSS setting. Namely, we ask if an HSS
allows to transform a (DV-)NIZK into a rate-1 DV-NIZK.

Towards addressing this question, we observe that many HSS schemes in literature actually have a
baked-in verification procedure (e.g., | ) ]) even without adding extra verification mecha-
nisms such as message authentication codes, which we abstract as robust linear reconstruction. We show
that this property can not only be used generically towards interactive verification of the shares (as also
observed in | 1), but also to safely release “reduced” shares (where the reduction depends on the
correct result of the function evaluation), while still being able to verify correctness of the evaluation.
We formalize these properties as reduced share simulatability and verifiability, together capturing the
notion of security against malicious adversaries, and we call a scheme with these traits malicious HSS.

We further show a transformation of NIZK to compact DV-NIZK (i.e., with proof size independent
of the circuit size of the statement to be proven) which, using the transformation from non-adaptive to
adaptive correctness from above, can be based on any HSS supporting robust linear reconstruction.

Since, as described above, the transformation from non-adaptive correctness to adaptive correctness
is not rate-preserving, we unfortunately do not get a transformation from standard HSS to rate-1 DV-
NIZK, which we leave as an interesting open question.

For completeness, we further give a direct construction of rate-1 malicious HSS from leveled homo-
morphic encryption. While this does not yield any applications that are not already known to be implied
directly by leveled FHE, it appears to point out a qualitative difference of SHE/FHE-based HSS schemes
and other HSS techniques for NC1 (such as “rounding and lifting” and “distributed discrete logarithm”
techniques) even in a distributed setting.

In the following, we give a high-level overview of our techniques towards the transformation of NIZK
to DV-NIZK via HSS with robust linear reconstruction.

1.2 Technical Overview

In this work, we focus on public-key 2-party HSS with non-interactive key aggregation. Even though HSS
with non-interactive key aggregation is not formalized in prior work, we note that the HSS schemes of
[ , ] can be phrased as such.? More precisely, an HSS with non-interactive key aggregation
for a function family F consists of a tuple of algorithms HSS = (KeyGen, KeyComb, Enc, Eval, Comb), such
that:*

e KeyGen on input party index b outputs a key pair (pky, skp).
e KeyComb on input of public keys pkg, pk;, outputs a joint public key pk.

e Enc on input of a combined public key pk and an input z, outputs a ciphertext ct.

Eval on input of a party index b, an evaluation key skj, a set of n ciphertexts (ct;);c}n), and a
function f € F, computes an output share ;.

Comb on input of output shares tg, t; returns an output value y. For now, we will consider additive
reconstruction, i.e., Comb simply returns y := to + ¢;.

2In particular, the HSS can even support a large function class F as long as the class of “eligible” functions is fixed to a
polynomially-large set, independent of |f|, at the time of setup. Once this is done, the HSS parameters can be reused for
arbitrary evaluations within this class.

3HSS with non-interactive key aggregation has in fact be considered in [ ] as HSS with one-round setup (see
Fig. 5/ Thm. 2 in the EPRINT version).

4Note that in the following to simplify notation we omit the Setup algorithm and public parameters and only consider
function families with output in {0, 1}.



To satisfy correctness (with additive reconstruction), for all honestly generated parameters, all inputs x;
and all ct; < Enc(pk;, ;) it should hold:

Eval(ovsk()v (Cti)ié[n]a f) + Eval(lusklv (Cti)ie[n]v f) = f(xh s 7In)'

Towards security, there should exist an efficient simulator such that for any input  and any party index
b e {0,1} it holds:
{Sim(pk;, sky)} ~ {(Enc(pk, z),sks)},

i.e., an encryption does not reveal the underlying value even given a secret key share sky.

Here, one can view (Enc(pk,x),sko), (Enc(pk,z),ski) as a 2-out-of-2 secret sharing of z.° Note that
given a somewhat-homomorphic encryption scheme with non-interactive key aggregation one can instan-
tiate the above homomorphic secret sharing simply by evaluating the function homomorphically on the
ciphertexts and outputting the result and the secret key share.®

Towards malicious HSS. However, it is easy to see that this definition is not robust against malicious
behavior:

e An adversarial party might generate a public key pAkb maliciously.
e An adversarial party might generate an encryption ct; maliciously.
e An adversarial party might return a wrong output share .

The first point is relatively straightforward to address: one can simply let the adversary prove that
pk, and ct; were indeed generated correctly using a suitable non-interactive zero knowledge proof of
knowledge.

At first glance, it might seem that the same is true to ensure correctness of the encrypted ciphertext.
In fact, one can ensure that the ciphertext is well-generated with the same techniques,” but this does
not address the fact that an adversary may adaptively choose their input and randomness in such a way
that evaluation might result in a wrong share with high probability. This can be prevented by letting
the adversary commit to its input and randomness ahead of time. The focus of this work, however, is to
construct HSS where the adversary can choose its input after seeing the setup, thereby making the HSS
setup reusable for many inputs.

Finally, we have to address the possibility that an adversary could deviate from the protocol during
evaluation. The first idea is again to add generic zero-knowledge proofs. While adding zero-knowledge to
the key generation and ciphertext introduces an overhead that is independent of the circuit size,adding
zero-knowledge to the evaluation algorithm would result in an overhead that scales with the circuit size
of the function to be evaluated, which is not desirable.

HSS with robust linear reconstruction (RLR-HSS). The starting point to overcome this issue is
the observation that many HSS constructions actually have a built-in mechanism which can be exploited
for the purpose of verification. Namely, the output shares (¢g, 1) of certain 2-party HSS schemes | ,

, , ] are vectors such that ¢t + t1 = f(x) - sk. We will refer to such a scheme in
the following as HSS with robust linear reconstruction.® When first introduced, this structure was an
artifact of the techniques, solely used in HSS evaluation, and disregarded at the end of the computation:
namely, the evaluation key is chosen such that sk[1] = 1, and the parties output the first entry of ¢y and
t1, respectively, to recover f(x).

Note, however, that this structure can actually be used to check if the evaluation was performed
honestly (assuming honest share generation): namely, server S, provides the full share ¢, at the end of
the computation, and the client (in knowledge of sk) accepts if and only if tg +t; = f(x) - sk. (This has
first been observed in the context of verifiable homomorphic secret sharing [ ].) Intuitively, this
allows a client to check if the evaluation has been performed honestly (assuming non-colluding servers),

5For this reason we sometimes refer to the process of creating keys and ciphertexts as share generation.

6The described approach does not allow for additive reconstruction. To achieve this, one can use distributed decryption
and “spooky rounding” | .

"Note that here it is crucial that ct; is tagged with a party index b to prevent that the adversarial party “copies” an
honest party’s input. We will omit this in the following, but will make it explicit in the formal definition.

8Towards malicious security, we actually require the scheme to satisfy perfect correctness (except with negligible prob-
ability over the setup algorithm). We will come back to this issue later, and for now assume that the underlying HSS
schemes satisfies perfect correctness.



as a malicious server S, would need to provide &, := t;, + (-1)f (%) . sk in order to flip the output from
f(x)-sk to (1 — f(x)) - sk, which would imply breaking security of the HSS by recovering the secret key.

Our first observation is that this technique can be extended to a distributed setting, where no party
has knowledge of the secret key sk. Namely, assume that party P, holds sk, such that skg + sky = sk.
Then, in case f(x) = 0 it holds tg +¢; = 0 and in case f(x) = 1 it holds (to — sko) + (t1 — sky) = 0.
Note here that it is no longer safe to reveal the shares (5, ¢, — sky) in the clear, as this would allow the
other party to recover sk. This can be addressed in two ways. If the output of the computation is known
(as will be the case in the DV-NIZK application, where the prover wants to show f(x) = 1), the parties
can safely release only the corresponding shares ¢, — f(x) - skp. If the output of the computation is not
known, as is the case in applications to secure computation, the parties can instead recover the correct
output using private set intersection, where party P, inputs {(—1)? - ty, (—1)® - (¢, — skp)}.”

Formalizing malicious security. Towards formalizing malicious security, we extend the definition of
homomorphic secret sharing by relaxing the share reconstruction algorithm Comb into two algorithms
Reduce and RedComb, where Reduce additionally gets as input the (presumably) correct function output
y, and security is required to hold relative to the reduced output shares. In the above example, Reduce
would get as input a bit b, share t;, secret key share sk, and a function output y = f(x) and output
up = (y,tp — y - sky). The RedComb algorithm on input (y, o), (y,%1) would output y if and only if
tig+a1 = 0. If the output space is small (e.g. {0,1}), we no longer have to consider the share combination
algorithm Comb explicitly. Instead, we can define Comb as follows: compute uj < Reduce(b, sk, s, y)
for y € {0,1} and return y if and only if RedComb(u,u}) = y."" Defining these additional algorithms
Reduce and RedComb lets us capture the following:

1. The reduced output share u; relative to the correct output y = f(x) can be released without
revealing anything about the underlying inputs or computation;

2. The reduced output share wy is sufficient to verify that the computation has in fact been performed
correctly.

We will formalize these two properties as reduced share simulatability and verifiability. In a nutshell,
towards reduced share simulatability we require an efficient simulator Sim such that for b € {0,1} it
holds

{Slm(pkb7 f7 f(X))} ~ {pkl—b5 (Cti)ie[n]vul—b}v

where crs < Setup(1*), (pk;_;,ski—p) < KeyGen(crs), ct; < Enc(pk,a;), ty < Eval(b, sky, f, (ct)ic[n))
and uy—p < Reduce(1—b,sky_p,t1-p, f(X)), even for adversarially generated public key pk;, « A(crs, pk;_;).
In other words, a reduced output share can be simulated given only knowledge of the output f(x).

The formalization of verifiability (where the shares are potentially generated dishonestly) turns out
a bit more involved, as we have to capture the fact that:

i. If verification passes, then the computation has been performed correctly (even if the inputs and
randomness are chosen maliciously based on the setup).

ii. If verification passes, it is safe to reveal the honest party’s share uy_; (even if this is derived from
potentially maliciously generated shares).

Now, some or all of the ciphertexts are provided by the adversary and thus corresponding inputs must
be extracted during simulation. One might think that due to the second point verifiability encompasses
reduced share simulatability, but the two properties are actually incomparable, as in reduced share
simulatability the adversary gets to see ui_; without having to provide its own reduced share u; to the
simulator. While this definition of malicious security is somewhat cumbersome, we show in this paper
that it is not necessary to instantiate it directly. Rather, we are able to give a generic transformation
from any RLR-HSS to malicious HSS, where we use non-interactive zero knowledge proofs to enforce the
correct generation of pk, and ct; and rely on robust linear reconstruction to achieve verifiability.

9Since in the context of secure computation, the techniques of | | allow for non-interactive reconstruction and
therefore better round complexity, we do not focus on the application of this trick to secure computation in the paper.

10While this definition might seem limited to HSS with small output spaces ) on first glance, it also captures more generic
HSS: namely, if the HSS support Reduce, RedComb, where Reduce is independent of the output value y, the combination
algorithm above is efficient even for large spaces ) (as the reduce algorithm yields a single output share up). We refer to
such HSS as HSS with non-interactive share reduction in the following.



From malicious HSS to DV-NIZK. We show that malicious HSS implies a very simple designated
verifier non-interactive zero-knowledge argument, essentially lifting the construction of rate-1 NIZK
from fully homomorphic encryption (FHE) | ] to HSS. Recall that in the construction of NIZK
from FHE, in order to prove f(w) = 1, the prover encrypts the witness w using a fully homomorphic
encryption scheme and proves that the homomorphic evaluation of function f on w indeed results in an
encryption of 1 (by opening the evaluated ciphertext). To achieve rate-1 NIZK, the paper uses hybrid
encryption, i.e., encrypts the witness as w + G(s) for some PRG G, and then encrypts s using the FHE
scheme (while also proving well-formedness of the FHE encryption). Since the verifier can check that
the output ciphertext was indeed obtained via homomorphic evaluation of f on the input ciphertext and
all FHE-encryptions are well-formed, soundness follows.

In this paper, we show that HSS gives rise to a similar construction resulting in DV-NIZK for languages
where the evaluation of f is supported by the underlying HSS. The verifier generates (pky,sky) <«
KeyGen(1*) and sends pk; to the prover. The prover generates its own key pair (pkg,skg) < KeyGen(1%),
encrypts its witness w under the combined public key pk, evaluates f homomorphically on ct to obtain
to, computes the reduced share ug relative to output y = 1 and sends 7 := (pkg, ct, ug) to the verifier.
The verifier then computes t; by evaluating f on ct using its own secret key share sky, computes its own
reduced share wu; relative to y = 1 and outputs RedComb(ug,u1). It can be seen that the resulting proof
system satisfies zero knowledge because of the reduced share simulatability of the HSS and reusable
soundness because of the verifiability of the HSS. Further, the transformation preserves the rate of the
underlying HSS. Unfortunately, as we will explain below, dealing with the error in non-SHE/FHE-based
HSS constructions does not result in rate-1 DV-NIZK. Yet, we make the following two observations:

e We obtain a transformation from (DV-)NIZK to compact (i.e., with overhead independent of the
circuit size) DV-NIZK for NC1 from any HSS for NC1 satisfying non-adaptive robust linear recon-
struction.

From malicious HSS to malicious 2PC. Finally, we give a definition of verifiability for HSS with
non-interactive share reduction and show that it suffices to instantiate malicious secure 2-party compu-
tation from malicious HSS, with the property that the setup and public keys can be reused across many

secure computations. The underlying HSS can be instantiated from | ]. While the MPC proto-
col readily follows from | ], our contribution is the generic transformation from non-adaptive to
adaptive correctness (explained below), which allows to lift the result of | ] in the random oracle

model to the standard model (at the cost of larger HSS parameters).

The issue of error. A crucial point we have not addressed so far is that the mentioned HSS con-
structions of | , , ] do not actually achieve perfect correctness. Instead, they settle for
a non-adaptive version of correctness, where correctness is only guaranteed to hold with overwhelming
probability over the random coins of KeyGen and Enc. If the adversary is able to choose the input z
and/or the encryption randomness for Enc after seeing the evaluation key, this definition no longer gives
any guarantees (even if the adversary follows the protocol honestly otherwise). This is not merely an
artifact of the choice of a “too weak” definition but hints to an actual limitation of current techniques.

Namely, a multiplication z-y in HSS constructions can typically be viewed as a distributed decryption
of a ciphertext Enc(pk, z) with secret shares of y - sk. The issue is that this multiplication gives output
shares over a different group than the one started from, so in order to continue the computation the
parties have to perform a “share conversion” procedure. An example of share conversion is the lifting
procedure of | ], where the parties lift shares zg + 21 = z mod p to additive shares of z modulo ¢
(for a larger modulus ¢). It turns out that if |z| < p and zg, z; are chosen at random, then with high
probability it holds zg + 21 = z over the integers, and thus also modulo ¢ as required.!! However, there
is always a non-zero chance of an error. Even more, as observed in | ], even only given access to
one share, the adversary can see whether such an error potentially occurs. Namely, an error can only
occur if both zg and z; are in the “bad area” between —p/2 + 1 and —p/2 + |z| or both in the “bad
area” between p/2 — |z| and p/2.'? Furthermore, the shares zo and z; are exactly |z| apart modulo p, so
if the adversary manages to enforce its share into the “correct” bad area (which depends on the value
of z), a share conversion error will indeed occur. As the shares depend on the encryption Enc(pk,z),
an adversary can guess the value of z and choose Enc(pk, z) such that its respective share lands in the

M Note that by choosing p > |z| - A“(1) | the probability of a “lifting” error can be made negligible.
I2For simplicity, here we assume that p is even and Z, is represented as {—p/2 + 1,...,p/2}.



“bad area”.'® By aiming for the interval borders —p/2 + 1 or p/2, the adversary can even increase the
probability of the attack to 50% (as in this case it only needs to guess correctly whether z is a positive
or negative integer).

Towards overcoming the issue of error. One idea to overcome the attack is to make use of the
observation in | ] to our advantage: if an honest party ever observes a share in the “bad area” during
evaluation, it simply aborts. There are some issues with this approach, though. First of all, whether an
abort occurs or not depends on the secret key share sky_; of the honest party, and therefore only results
in an HSS with “single-key” use. In the context of DV-NIZK, this observation suffices to construct a
one-time DV-NIZK, where the verifier has to generate a fresh verification key for each statement to be
proven. However, for applications such as secure computation this approach is not suitable, as whether
an abort occurs or not depends on the intermediary values of the underlying computation (namely, the
value z = z -y from above). In the context of secure computation this means that an adversary can learn
information about the honest party’s input based on whether the honest party aborts. The approach of
achieving robustness via abort is therefore not productive in this setting.

Another approach is to rely on an idealized source of randomness such as a random oracle for reran-
domization. If carefully implemented, this indeed yields correctness as required even in a malicious
setting. This approach has been considered in the context of secure computation with malicious security
in the random oracle model by [ , ]. In this work, however, we focus on achieving HSS
with malicious security in the standard model.

From negligible error to perfect correctness. We show instead that one can use techniques from
Dwork et al. | ] to get rid of the error, albeit unfortunately at the cost of a blow-up in parameter
sizes. We start by recalling their strategy to get rid of small error in the context of public key encryption.
The idea is that one can transform a public-key encryption scheme that has small correctness error (say,
at most error € = 274" for message space {0,1}*), into a public key encryption scheme that is perfectly
correct except on a negligible fraction of the public keys. That is, once the public key is fixed the scheme
will satisfy correctness relative to all possible messages m and encryption randomness r (except with
negligible probability over the choice of the key pair). Their idea is to replace the encryption randomness
r € {0,1}*™ by randomness G(s) @ r’' € {0,1}*™ | where G: {0,1}* — {0,1}¥™ is a pseudorandom
generator and ' <p {0,1}**) is a random string added to the public key. First of all, since the error
probability is at most € = 2~%*, by a counting argument there must exist a fraction of at least 1 — 22
“good key pairs”, for which the probability of error is at most 273*. For all “good key pairs” (pk, sk) we
thus have
Pr[Dec(sk, (Enc(pk, m; G(s) @ 1')) # m] < 273

where the probability is taken over m <p {0,1}*, s <x {0,1}* and 7’ +px {0,1}*™). Finally, via a
union bound over m and s we obtain that for all “good key pairs”

Pr[Dec(sk, (Enc(pk, m; G(s) @ 1')) #m] < 27>

for all possible m, s € {0,1}*, where the probability is taken over the random choice of 7’ g {0, 1}V,
Therefore, of the remaining good keys at most a fraction of 27 of the keys lead to a correctness error
on any message, resulting in a scheme with perfect correctness except with probability 2 - 2= over the
choice of the key pair.

We can adapt this technique to HSS, where we want that correctness holds except with negligible
probability over the setup parameters for all possible key pairs (pk,sk) and for all possible encryptions
of messages x1,...,x, € {0,1}". To achieve this, we have to perform a union bound over 22A+n(N+3)
values corresponding to the randomness of the choice of the key pairs (pk,,sk,) and the randomness
and message of all n ciphertexts, rather than only 22* values as before. We therefore have to start
with correctness error € < 2-4A=(N+X) Tn HSS constructions with negligible correctness error such as
[ , , ], we can decrease the error probability by choosing larger parameters. For the
HSS of | ], for example, the correctness error scales at least with max(1/p,p/q) - |f|, where |f]| is
the number of multiplication gates when f is written as restricted multiplication straightline program,
and where p is the plaintext modulus and ¢ the ciphertext modulus of the scheme. Thus, one can choose
p = 2N+ . |f| and ¢ = p?>. On the downside, this means that even sending a single field element
in F, requires communication logg = 2 - (4\ +n(N + X)) - log | f|. We can therefore not hope to achieve

13Note that enforcing z; to land in a certain area is not trivial as the parties perform a “rounding” operation before the
lifting, but the adversary can perform a similar attack on the rounding to enforce an error with high probability.



constant rate (i.e., ciphertext size N + poly(A\)) via this transformation, even when using additional
measures such as hybrid encryption (m @ G(r), Enc(pk, 7)) to encrypt a message m € {0,1}", as the base
field IF, is simply too large.

From homomorphic encryption to HSS with perfect correctness. To complement the above
generic transformation, we give an alternative construction of HSS that achieves perfect correctness and
rate-1 ciphertexts based on leveled homomorphic encryption (LHE). We note that one cannot achieve
perfectly additive reconstruction even based on LHE, as this requires “spooky rounding” | ]
which comes with a non-zero error. Instead, the parties can release their shares before rounding, so
that reconstruction can performed with perfect correctness. To allow for verification, we let the parties
compute f(x)-sk instead of f(z).'* The algorithm RedComb then takes inputs (¢, — sk,) and outputs
0 if tyg ~ t; and 1 if ¢ty — skg = t; — sk;. To avoid the error leaking anything about the underlying
noise, the parties can use noise flooding (assuming a superpolynomial ciphertext modulus). Distributed
reconstruction becomes a bit more difficult in this case, as the parties have to check approximate matching
in a distributed setting. One way to instantiate this is to rely on structure-aware PSI | ,

]. Although we are not aware of any application of the obtained HSS that cannot be obtamed
directly from the underlying LHE scheme, we provide this transformation to show a qualitative difference
of homomorphic encryption and HSS techniques to our current understanding even in the distributed
setting.

1.3 Related Work

In this section we give a short summary of relevant works mentioned during the introduction and further
related research.

Malicious secure computation from HSS. Prior works achieve malicious secure computation either
by relying on generic zero knowledge proofs | , ] or random oracles [ , ]
While [ | achieves reusable setup (as they do not have to deal with error in the underlying HSS),
their approach only yields secure computation that scales with log s/ loglog s in the circuit size s (due to
their underlying HSS not supporting NC1). The approach of | ], on the other hand, uses message
authentication codes to get the round complexity down to 3 rounds (essentially, they manage to keep
the reconstruction phase non-interactive). Their approach, however, relies crucially on a random oracle
to rerandomize the shares. We expect that using similar derandomization techniques as presented in
our work would result in a protocol for secure computation with malicious security in 3 rounds in the
standard model and leave it as an interesting open question to explore this direction further.

Verifiable HSS. The line of work on verifiable HSS | , , ]
considers a server-client setting in which the shares are generated by an honest chent and malicious
behavior of the server is to be detected. The work of | | gives an even stronger guarantee of
public verifiability, i.e., verifiability is guaranteed to hold even if all servers are malicious. This setting
is incomparable to ours: while we give guarantees even if the key generation is performed maliciously,
we rely on at least one party behaving honestly throughout the computation.

Verifiable and malicious FSS. Much work has been dedicated to achieving verifiable or even mali-
cious secure function secret sharing [ , , , , ]
This line of work crucially relies on the structure of the output for verlﬁcatlon and therefore is limited
to FSS for simple functions such as point functions, where the parties end up with output vectors that
differ at exactly one point. In the setting of HSS, however, there is typically no structure in the output
itself that can be used towards verification purposes.

Multi-key HSS. Recently, | ] proposed the first multi-key HSS construction for NC1 based
on DDH, serving as the secret-sharing counterpart to multi-key FHE. This differs from HSS with non-
interactive key aggregation in that in multi-key HSS the parties can generate encrypted ciphertexts
before exchanging their shares of the public key. We expect their techniques to be compatible with our
transformation, which would result in a transformation from NIZK to compact NIZK based on HSS, as

14We show that this can be achieved with GSW encryption | | without any additional circular security assumption.



well as malicious secure 2-round computation in the common-reference-string model. We leave a further
exploration of this direction as an interesting open question.

DV-NIZK. A series of works have focused on constructing DV-NIZKs using Y-protocols and public-
key cryptographic primitives | , , ]. However, as pointed out by
[ ], these works either do not pr0v1de full reusablhty or are limited to a specific NP language.
Subsequently, in a parallel line of research [ , , ], non-compact reusable DV-
NIZKs for all NP languages were developed based on the computational Diffie-Hellman assumption.
The line of work | , , | constructed compact and reusable DV-NIZKs based
on Diffie-Hellman-like assumptions in pairing-free groups. For the special class of NC1 circuits, they
even provided rate-1 DV-NIZK. (DV-)NIZKs with statistical zero knowledge have been constructed

in [ , |. Here, the latter constructs NIZKs with statistical zero knowledge and proof
size |w| + |wl|® - poly(A) for small constant e < 1. Towards generic transformations, | ] gave
a transformation from (DV-)NIZK to rate-1 (DV-)NIZK based on FHE, whereas | ] recently

showed a transformation from one-time DV-NIZK to reusable DV-NIZK from a public-key pseudorandom
correlation function for OT.

2 Preliminaries

For a natural number n, we denote by [n] the set {1,...,n}. We denote by A the security parameter.
We use negl(\) to denote any negligible function and poly(X) for any polynomially-bounded function.

We allow the symbol L to be used as a special output for any algorithm, which will typically indicate
the presence of malicious behavior or improper inputs. As a convention, we define the output of any
algorithm which receives | as one of its inputs to be 1. We assume stateful adversaries implicitly output
some state at each invocation, to be used as additional input at their next invocation.

As an extension to these preliminaries, we provide definitions of some standard notions such as leveled
homomorphic encryption, secure computation and (DV-)NIZK used in this paper in Appendix A.

3 Homomorphic Secret Sharing

In this section, we present our definition of homomorphic secret sharing. We note that it differs from
previous works in two ways. First, we require the scheme to support non-interactive key setup. As
discussed in the introduction, this does not apply to all HSS schemes, but is satisfied by natural schemes
such as those from the LWE and DCR assumptions. Secondly, we split up reconstruction into algorithms
Reduce and RedComb, which can be viewed as a relaxation of standard HSS and which we elaborate on
in more detail below.

Definition 3.1 (Syntax). A 2-party homomorphic secret sharing (HSS) scheme with non-interactive
key aggregation for a function family F = {f: I"" — Y} consists of several polynomial-time algorithms
HSS = (Setup, KeyGen, KeyComb, Enc, Eval, Reduce, RedComb), with the following syntax:

e crs < Setup(1}): On input the security parameter X\, the probabilistic algorithm Setup outputs a
common reference string crs.

(pky,sky) < KeyGen(b,crs): On input party index b and crs, the probabilistic algorithm KeyGen
outputs a public key pk, and secret evaluation key skp.

e pk + KeyComb(crs, pky, pky): On input the crs and the distributed public key (pky, pky), the deter-
ministic algorithm KeyComb outputs a joint public key pk.

e ct «+ Enc(b,crs, pk,x): Given the public key pk, public parameter crs, the party index b and an input
x € I, the probabilistic algorithm Enc generates a ciphertext ct.

e t, < Eval(b, crs, pk, sk, (b;, Cti)icn), f): On input of the common reference string crs, a public key
pk, a party index b, the corresponding evaluation key sky, n ciphertexts ct;, each with a bit b;
indicating which party generated the ciphertext, and a function f € F, the deterministic algorithm
Eval computes an output share ty.

e u, < Reduce(b,sky, ty,y): The probabilistic algorithm Reduce uses a secret key sk, to convert a
share ty, into a reduced form corresponding to an output value y € ).
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e y < RedComb(ug,u1): The deterministic algorithm RedComb outputs an output value y or L from
two reduced shares ug, u1.

We say that HSS has non-interactive share reduction, if Reduce(b, sky, tp, y) is independent of y. In
this case, we write Reduce(b, sky, tp, L).

Note that this definition is a relaxation of the standard definition of HSS. In particular, we note that
at first glance it seems to trivialize the definition to allow the Reduce algorithm to take the correct output
y as input. Namely, to solely achieve correctness one could define Reduce(b, sk, tp,y) as up := y (and
ignore the other inputs) and let RedComb(ug, u1) return y := ug. If one wants to achieve verifiability,
however, this does not suffice: in fact, in this work we show how to use Eval to verify that the output
was indeed computed directly.

Further, if the output space ) is polynomial-sized (e.g., Y = {0, 1}), and the HSS scheme satisfies
the notion of verifiability defined below, one can derive a reconstruction algorithm which takes as input
solely the shares tg and ¢; and returns y from Reduce and RedComb as follows: for all possible outputs
p € Y, compute uj < Reduce(b, sk, tp, p) for b € {0,1}; if RedComb(ufy, uf’) = p for some p € Y output
y := u, else output L. While this requires interaction if executed within a larger protocol (e.g., a secure
computation), in our instantiations it can be implemented by a simple PSI protocol (and, in particular,
with communication that is independent of the circuit size of the function f to be evaluated).

Finally, note that if the scheme supports a Reduce algorithm that does not require taking y as input,
then the resulting scheme supports a standard reconstruction algorithm even for large output space. We
leave it as interesting open direction to construct malicious HSS with large output space.

The following definition asserts that, in an honest execution, the reconstruction algorithm recovers the
output of the function being homomorphically evaluated. This is notably stronger than the usual (non-
adaptive) definition of correctness, since we require the condition to hold with overwhelming probability
over the randomness of the CRS generation, for all possible inputs and random coins of the other
algorithms. In contrast, previous works (such as | , ]) require only correctness to hold for
any input with overwhelming probability over the random coins of all algorithms involved.

Definition 3.2 (Correctness). We say HSS = (Setup, KeyGen, KeyComb, Enc, Eval, Reduce, RedComb)
satisfies correctness relative to a function family F = {f: I"™ — YV} if there exists a negligible function
negl: N — Rxq such that for crs < Setup(1*) the following holds, except with probability negl(\) (taken
over the random coins of Setup). For all inputs x1,...,x, € I and any function f € F, for b €
{0,1}, for all (pky,sks) in the image of KeyGen(b,crs), pk <— KeyComb(crs, pk, pky), for all ct; in the
image of Enc(b,crs, pk,x;) for i € [n], for all t, < Eval(b,sky, (ct;)i, f), and for all uy in the image of
Reduce(b, skp, tp, f(x1,...,2n)), it holds

RedComb(ug, u1) = f(x1,...,2n)-

The next definition describes a very useful property of some HSS schemes, which will be necessary
for our main construction in the next section. In Section 5 we will look into how this property can be
attained.

Definition 3.3 (HSS with Robust Linear Reconstruction). We say HSS satisfies robust linear recon-
struction relative to a function family F if there exists a negligible function e: N — Rsq (called the
correctness error) such that for crs < Setup(1}) the following holds, except with probability e()\) (taken
over the random coins of Setup). For all inputs x1,...,2, € I and any function f € F, for b € {0,1},
for all (pky,sky) in the image of KeyGen(b, crs), pk <— KeyComb(crs, pky, pky), and for all ct; in the image
of Enc(b, crs, pk, z;) fori € [n]:

o the first component sk[1] of the vector sk := sko 4 sky € Z& is 1;
e Eval(0, crs, pk, sko, (ct;)q, f) + Eval(1, crs, pk, sky, (ct;)i, f) = f(x1,...,2,) - sk.

We say that an HSS satisfies weakly robust linear reconstruction relative to a function family F, if
the above holds with

e Eval(0, crs, pk, sk, (ct;);, f) + Eval(1, crs, pk, sk, (cti)s, f) = f(x1,. .., 2n).

Observe that robust linear reconstruction implies correctness for the combination algorithm defined
in the following way: Reduce(b, sk, tp, y) simply outputs wuy := t;, and RedComb(ug, u1) outputs the first
component of the vector ug + u; = tg +t1 = f(x1,...,2,) - (sko +sk1) = f(z1,...,2,). We will later
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Realﬁ;S,A,b,}'(l/\): Idea ﬁ;S,A,b,}'(l/\):

crsk<— Seiup(lk) Ko (td, crs, &1-1;) + Simy (1)
_p) — crs, pk

(P 3011) = KeyGen(rs) B ¢ AP (&3, )

B < AOswre (crs, pky_;) return

return S

Ok e (Pky, (biy Ti)iern]s f):

Oghare(pkbv (bs, xi)ie[n]7f)1 ((CL%(E[J’ 1211)) ):[ ] /)

pk < KeyComb(crs, pky, pky) Sima(td, pky, (bs)icmn]s fo f (21, ... T0))
ct; < Enc(b;, crs, pk, x;) Vi € [n] output ((ct;)icin], 1)

t1—p < Eval(1 — b, crs, pk, ski_s, (bi, Cti)ic[n), f)
u1—p < Reduce(1 — b,sky—p, t1—p, f(z1,...,24))
output ((ct;)ie[n), u1-)

Figure 1: HSS Reduced share simulatability.

show that we can further use the (computational) entropy of sk to verify that the result has indeed been
computed correctly.

We move on to the security notions for HSS. First we recall the traditional definition, which states
that HSS encryption is semantically secure in the presence of an adversary who has access to the secret
key of one (but not both) of the parties. In our setting it can be formulated as follows.

Definition 3.4 (Security). We say HSS is secure, if for any (stateful) PPT adversary A there ex-
ists a negligible function negl: N — Ry such that for any A € N, any b € {0,1}, for crs « Setup(1?),
(pkq_psSki—p) < KeyGen(l — b,crs), (pky,xo,21) < Alcrs,pky_p) with |xg] = |z1]| and pk <«
KeyComb(crs, pkg, pk; ) with pk # L it holds

| Pr[A(Enc(1—b,crs, pk,zg)) = 1] — Pr[A(Enc(1—b,crs, pk,z1)) = 1]| < negl()),
where the probability is taken over the random coins of Setup, KeyGen, Enc and A.

Next we define what we consider to be a maliciously secure HSS scheme. This notion requires the
algorithms Reduce and RedComb and is split into two parts: reduced share simulatability and verifiability.
In the first definition, the adversary is only given control over the key generation of one of the parties
and we must be able to simulate a set of ciphertexts and a reduced share from the other party. This
property will directly yield zero-knowledge for our DV-NIZK construction in Section 6. In the security
game of the second definition, the adversary is allowed to freely create ciphertexts and reduced shares
for the party it controls and can ask to see ciphertexts from the honest party. The adversary can then
use a combination of these on a verification query. The real-world verification oracle returns a reduced
share from the honest party only if verification succeeds; in the ideal world, the value of the evaluated
function f must be correct and the reduced share is simulated (without knowledge of the honest party’s
secret key).

We call malicious HSS any scheme which satisfies the security properties of both Definitions 3.5 and
3.6, in addition to correctness (Definition 3.2).

Definition 3.5 (Reduced share simulatability). We say an HSS scheme HSS = (Setup, KeyGen, KeyComb,
Enc, Eval, Reduce, RedComb) satisfies reduced share simulatability relative to function class F, if for all
b € {0,1} there exists a PPT simulator Sim = (Simy, Sims) such that for all PPT adversaries A

|Pr [Realiies 45 7(1%) = 1] — Pr [Idealiies 45 +(1%) = 1]| < negl(X),
where the experiments are as defined in Figure 1 and where the probability is taken over the random coins

of Setup, KeyGen, Enc, Reduce, Sim and A.

Definition 3.6 (Verifiability). We say an HSS scheme HSS = (Setup, KeyGen, KeyComb, Enc, Eval,
Reduce, RedComb) satisfies verifiability relative to function class F, if for all b € {0,1} there exists
a PPT simulator Sim = (Simy, Sima, Sims, Simy) such that for all PPT adversaries A

|Pr [Realfts 44 7(17) = 1] — Pr [Ideal{fes 45 +(1*) = 1]| < negl(X),

where the experiments are as defined in Figure 2 and where the probability is taken over the random coins
of Setup, KeyGen, Enc, Reduce, Sim and A.

We will require a slightly modified version of the verifiability definition for our application to secure
2-party computation. This variant is included in Appendix A.6.
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Realfigs 45, 7(1%): Idealiics 45 7(1%):

Q=10 Q=10

crs + Setup(1?) (tdfﬁ;,@l_b) + Simy (1%)
(pkq_p,ski—p) < KeyGen(crs) 8« Aoclt’ovler(fr\s,[/)il_b)
ﬁ — AOgaO\?er(cr& pklfb) return

return

0 Ogt(pkbﬂx):

Oci(Pky, 2): ct «— Simy(crs, pky _y, pky)
pk <— KeyComb(crs, pkg, pky ) Q = QU {(pky,ct, z)}

ct < Enc(1 — b, crs, pk, z) T
Q= Q U{(pky,ct)}

return ct

return ct

O\}er(pkb’ (blv Cti)ie[n]a fay,ub):
H:={ien]|b=1-1b}
if 3i € H: (pky,ct;, ) ¢ Q output L

O\(/)er<pkb7 (bla Cti)ie[n]a f;:%ub):
He={icl] [b=1-0b

else:
if 3i € H: (pky,ct;) ¢ Q output L for all i € H:
else:
x; = x for (pk,,ct;,z) € Q
pk < KeyComb(crs, pkg, pk;) for all i € [] \Hb

t1-p < Eval(1 — b, crs, pk,ski_s, (bs, Cti)icin), f)
ui-b + Reduce(1 — b,sky_p, t1_p,Y) G = f(@1,. s an)

if RedComb(ug, u1) # y output L ity < Simy(td, pky, (i, cti)ic ], f 0,up)
else output u;_, if § £y output L

else output i;_,

Ty < Simg(td, pkba Cti)

Figure 2: HSS verifiability.
4 Constructing Malicious HSS

We show how we can obtain an HSS scheme satisfying Definitions 3.5 and 3.6 from an HSS satisfying
robust linear reconstruction (Definition 3.3), together with a NIZK proof of knowledge system and a
pseudorandom generator (PRG).!?

Construction 4.1. Let A € N denote a security parameter. Let G : {0,1}* — {0,1}" be a PRG,
with depth dg as a boolean circuit. Let HSS be a robust linear HSS scheme, supporting the evaluation
of functions computable by polynomial-sized programs of depth up to d'. Let NIZK and NIZK' be non-
interactive zero-knowledge proof of knowledge systems for the language families

Ly.as = {pk, | 3(skp,7) such that (pk,,sks,) = HSS.KeyGen(b,crs; )},
L. = {(ct,pk) | 3(s,r) such that s € {0,1}* and ct = HSS.Enc(pk, s;7)},

Crs

respectively. Then, the following construction is an HSS supporting the evaluation of functions f com-
putable by polynomial-sized programs of depth up to d = d' — dg, with one or more inputs in {0,1}" and
output in {0,1}.

e crs < HSS.Setup(1*): Generate crs +— HSS.Setup(1*) and, for b = 0,1, crsy 7 < NIZK.Setup(crs),
crsp iz < NIZK'.Setup(crs). Output crs := (CFs, crsY 7 s Crsyizs SISz’ » Sz ) -

e (pky,sky) < HSS.KeyGen(b,crs): Parse crs = (TFs, crsfzx: Crsyizi» Crsaizks» SSnizke ) - Sample
(pky, sky) <= HSS.KeyGen(b,crs; ) for random r and generate m, <— NIZK.Prove(crsf ;. pky, (sks, 7).
Set pky, := (pky, ™) and sky := sky and output (pky, sks).

e pk <+ HSS.KeyComb(crs, pky, pky): Parse crs = (TFs, crsfzx €rsyizi» CrSaizk’» Sz ). For b €
{0,1} parse pk = (pky, m) and let pk < HSS.KeyComb(crs, kg, pk, ). If NIZK.Verify(crsy ., Pko, 7o)
= NIZK.Verify(crsy 7, Pky, ™) = 1, output pk := pk; otherwise output L.

15The use of a PRG in this construction is only necessary if we are interested in obtaining compactness; otherwise, it
can be simplified by doing away with the “hybrid encryption” technique.
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e ct « HSS.Enc(b,crs,pk,z): For x € {0,1}" proceed as follows. Parse crs = (TS, crsy 7, Crsyiz
crsyzirs Crsizr ). Generate a seed s < {0,1}*, an HSS encryption ct < HSS.Enc(pk, s;7), and
a proof m + NIZK'.Prove(crsy ./, (ct, pk), (s, 7)). Set a one-time pad encryption OTP := G(s) & .
Output ct = (ct,7,0TP).

o 1, « HSS.Eval(b,crs, pk,sky, (bi, Ct;)icpn), f): Parse crs = (TFS, crsgzx, CrSyizks SrSpizi » SSNizK? ) -
Parse ct; = (ct;, m;, OTP;). Compute t, + HSS.Eval(b, crs, pk, sk, (cti)igin), f'), where

I'(s1,---y8n) == f(G(s1) ® OTPy,...,G(s,) & OTP,,).
If NIZK' Verify(crsli .., (cti, pk), ;) = 1 for all i € [n], output ty; otherwise output L.
e u, <+ HSS.Reduce(b, sky, tp, y): Output up := (y,tp — y - skp).

e y «+ HSS.RedComb(ug,u1): Parse up =: (Gp,Up). If yo = y1 and o + @1 = 0, output y := yo;
otherwise output L.

Correctness. It can easily be checked that this scheme satisfies correctness, as per Definition 3.2. In
fact, letting y := f'(s1,...,8n) = f(x1,...,2,), for honestly generated shares uy, := (y, ) we have
Uy =ty — y - sk for b € {0,1} and, by the robust linear reconstruction of HSS, to +t; = ¥ - (sko + sky).
It follows that @g + 1 = tg — y - sko +t1 — y - sky = to +t1 — y - (sko + ski) = 0. Note also that all the
intermediate proofs are accepted, by the completeness of NIZK and NIZK'.

Ciphertext size. HSS has rate-1 ciphertexts, as the size of an encryption of an input z is |ct| =
|z| + poly(X), independently of the function to be evaluated.

Theorem 4.2 (Malicious HSS security). Let A\ € N denote a security parameter. Let G : {0,1}* —
{0,1}" be a PRG, with depth dg as a boolean circuit. Let HSS be a robust linear HSS scheme, supporting
the evaluation of functions computable by polynomial-sized programs of depth up to d'. Let NIZK and
NIZK' be non-interactive zero-knowledge proof of knowledge systems for the families of languages Ly o
and L, respectively, as in Construction /.1.

crs?

Then HSS, defined in Construction 4.1, satisfies reduced share simulatability and verifiability, as per
Definitions 3.5 and 3.6, while supporting the evaluation of functions f computable by polynomial-sized
programs of depth up to d = d' — dg, with one or more inputs in {0, 1}~ and output in {0,1}.

Proof. We define the simulators required by the security definition of reduced share simulatability.
— Simy (1%):

Generate crs < HSS.Setup(1*)

(crshz tdaizi) < NIZK. TSetup(crs), 8 € {0,1}

(crspizirs tdmzir) 4 NIZK' . TSetup(crs), 5 € {0,1}

crs := (TFS, CrsRyzi CrSNizk CTSNizk» SNz )» td = (ers, tdNzy: tdyizk: iz tdjiz)

(PK;_y» 5K1_y) « FISS.KeyGen(crs)

T1—p < NIZK.Sim(crsy 7k, PKi_p)

pky_p := (Pky_p, T1-p)

Output (td, crs, pky_p).

— Sima(td, pky, (bi)icm), fr):

_ (e erc0 1 0 1 _ 0 1 0 1
Parse crs = (CTrs, crsy,zx» CrSnizis SrSpiz’ > SSnizie ) td = (crs, tdyiz, tdnizks tdnize s tdnize)

® NS o WD

Parse pk;, = (pky, m)
(sky, ) < NIZK.Ext(crsd i, td2zk, Py )
pk < HSS.KeyComb(crs, pkq_j, pky)
For i € [n]:
i. ct; + HSS.Enc(pk, 0*)
. m NIZK’.Sim(crsﬁleK,, (cti, pk))

G N e
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iii. ct; := (ct;, m;, OTP;), where OTP; « {0,1}
6. tp < HSS.Eval(b, crs, pk, sky, (bi, ti)icin), f)
7o ur—p = (y,y - skp — tp)
8. Output ((ct;)ie[n)> U1-b)-

Now we define a sequence of indistinguishable hybrid games.

HOO: This is the real game described in Definition 3.5, with output as generated by [ <+
AGshare () (crs, pky _, ), where crs <— HSS.Setup(1*) and (pk;_j,ski_p) < HSS.KeyGen(crs).

H; : In this hybrid we generate the crs as in Simy, with (crsﬁ,ZK,tdﬁ|ZK) + NIZK.TSetup(crs) and
(crsﬁ,ZK,,tdﬁlzw) — NIZK'ISetup(ﬁ) for 8 € {0,1}. Additionally, we include a simulated proof
T_p NIZK.Sim(crs,l\“_ZbK7 pky_,) in the public key pk, and in the oracle Oghare(-, -, ) We change the

proof in the ciphertexts ct; = (ct;, m;, OTP;) to be m; NIZK'.Sim(crsijZK,, (cti, pk)).

H, : We now change the way in which the reduced share is computed, in the oracle O3, . (-, ", ):

it is now u; 4 = (y,y - sky — ), where t, < HSS.Eval(b, crs, pk, sk, (bi, cti)ic[n], f), (Sko,7)
NIZK.Ext(crslyz«, tdzk, PRy, 1) and y = f(z1,. .., 25).

For every 0 < ¢ < gmax and 0 < i < nyay, we define Hg’i (where gmax and nmax are upper bounds
on the number of queries to Oghare and the number of inputs x; in a query, respectively): In this
hybrid, all ciphertexts in the first ¢ — 1 queries and the first ¢ ciphertexts in the ¢g-th query to
Oghare are changed. Specifically, they are of the form ¢; = (¢;,m;, OTP;), where we change the
components ¢; and OTP; to ¢; «+ HSS.Enc(pk,0*) and OTP; « {0,1}". We remark that HY" is
identical to Hy and HI™" is the ideal-world game of Definition 3.5.

We show that each hybrid is computationally indistinguishable from the next.

Hy =~ H; : By the mode-indistinguishability property of NIZK and NIZK;, the two methods of
creating the crs are indistinguishable. Moreover, m_; NIZK.Sim(crs&“_ZbK, pky_p) is indistinguish-
able from 71—, < NIZK.Prove(crsy 7k, PKi_y, (Ski—5,7)) and m; « NIZK'.Sim(crspiw, (CEi, pk)) is
indistinguishable from ; « NIZK’.Prove(crsﬁleK,, (cti, pk), (84,71)).

H,; ~ H; : Consider a query (pky, (bi, Zi)ic[n], f) t0 Oshare and let y = f(z1,...,2,). By knowl-
edge soundness of NIZK, the extracted key sk; is valid: (pk,,sky) = HSS.KeyGen(pp;r) for some
randomness r. Therefore, by the robust linear reconstruction property of HSS, we have
ty+tip = f'(s1,...,5n) - (sky + ski_p).
Since f'(s1,...,8n) =y, we can rewrite this as
ti—p —y - ski—p =y - sky — ts,

which shows that @y _p :=t1_p — y - ski—p (as defined in Hy) and @1 := y - sk, — ¢ (as defined in
H,) are identical.

Hg”;l ~ Hg’i for all 0 < ¢ < gmax, 0 < 7 < Nmax: We introduce an intermediate hybrid H' in which
(for the g-th query) the i-th ciphertext ct; = (ct;, 73, OTP;) has its first component changed to
ct; < HSS.Enc(pk,0*), this being its only difference from Hg’z_l, but the last component remains
as OTP; = G(s;) @ x; (its only difference from HZ").

We first show that Hg’Fl and H' are indistinguishable through a reduction to the security of
HSS. Consider a PPT adversary B,; which, on input (cfs, pk;_,), generates (CrsﬁawtdﬁuK) —
NIZK.TSetup(crs) as well as (CrsﬁIZK”tdﬁIZK’) < NIZK' .TSetup(crs) for 3 € {0,1} and sets
crs = (TS, crsy zx, CrSiyizKs CrSWizk» CShize ). Then By, lets pki_, = (pky_p,m1—p), where
Ti—p 4 NIZK.Sim(crsyzx; Pki_p), and runs 3 < A(crs,pk;_,). When A queries Oghare on
some input (pky, (bi, 7i)icm], f), By, returns ((¢;)jem), u1-5), where uy_p is computed as in Hy
and the ciphertexts ¢; = (¢;,m;, OTP;) are generated as follows.

— If fewer than ¢ queries have been made, or if it is the ¢-th query and j < i, then ¢; <
HSS.Enc(pk, 0%); if it is the g-th query and j = i, then ¢; is obtained from the HSS challenger
when B sends the public key and pair of messages (pk,, s;,0*); otherwise ¢; <— HSS.Enc(pk, ;).
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— For all queries, 7 NIZK’.Sim(crsﬁleK,, (¢j,pk)) for all j.

— If fewer than ¢ queries have been made, or if it is the ¢g-th query and j < 4, then OTP; «
{0,1}"; otherwise OTP; := G(s;) ® z;.

We define the output of B,; as the output of .A. Since the view of A corresponds to HZ" " if ct;
is an encryption of s; and to H' if ct; is an encryption of 0%, the distinguishing advantage of B is
identical to that of A.

We now show that H' and Hg’i are indistinguishable through a reduction to the pseudorandomness
of G. We define a PPT adversary Bq,i, which needs to decide whether its input v € {0,1}¥ is the
output of G (on a random seed) or a random string. l";’,” generates (td, crs, pk;_,) (and all variables
therein) as specified in Sim;. Then it runs 8 < A(crs, pky_;), simulating Oghare as described next,
and outputs 3. If A queries Oghare(pky, (bi; T3)ig[n]; f), then [;'W- returns ((¢;);epn], u1-p), where
u1—p is computed as in Hy and the ciphertexts ¢; = (¢;, m;, OTP;) are generated as follows.

— If fewer than ¢ queries have been made, or if it is the ¢-th query and j < 4, then ¢; <
HSS.Enc(pk, 0*); otherwise ¢; «— HSS.Enc(pk, s;).

— For all queries, 7; + NIZK'.Sim(crsyi ..., (¢5, pk)) for all j.

— If fewer than ¢ queries have been made, or if it is the ¢g-th query and j < 4, then OTP; «
{0, 1}"; if it is the g-th query and j = i, then OTP; := vy ® z;; otherwise OTP; := G(s;) ® z;.

Clearly, the output of A is distributed as in H' if v = G(s;) for some s; < {0,1}*, and as in ng
if 4 + {0,1}". Therefore B, ; and A have the same distinguishing advantage.

The argument above can also be used to show that HS ™" ~ HZ? for all 0 < ¢ < gmax. Overall
we have that the distinguishing advantage of A between H0  and quax’"’"ax is bounded by

((A) +AdvTE, N},

Gmax " Mmax * HéaX {Adv G.By.s

HSS,B,,
which concludes the proof of reduced share simulatability. We can use a generally similar approach
to show that our construction satisfies verifiability. The proof can be found in Appendix B.

Remark 4.3. A verifiable HSS with non-interactive share reduction (see Definition A.8), as necessary
for the secure 2-party computation application, can be obtained by combining the techniques of [ ]
with the transformation from Section 5. We give an outline of the construction in the following. Let F
be a large field and F = {f: F x F — F} be a function class. Let further HSS have weakly robust linear
reconstruction (this can be obtained from a standard HSS via NIZKs as above and using the transfor-
mation of Section 5) for function family F' = {f]: ((ao, o), (a1, 1)) = (f(z0,21), 00 - f(zo,21)) | [ €
F,b € {0,1}}. Then, we can obtain a verifiable HSS with non-interactive share reduction for function
family F as follows:

e Encryption. Party P, chooses ayp, < F and encrypts (ap, xp).

e Evaluation. For 8 € {0,1}, party P, computes shares tf < HSS.Eval(b, crs, pk, sky, (b, ¢ty )pe 0,1} » fé)

e Share reduction. For B € {0,1}, party P, parses tﬁ (yb,zb ,t'@), where (yb,zb) € F? are the
additive output shares, and sends the share (y; b z; b) to Pi_p.10

e Reconstruction. Party Py, given (aw, (y8,28), (48, 2%)), outputs y := y§ + 4% if 25 + 20 = oy -y and
L otherwise.

5 Towards Robust Linear HSS

The starting point for our construction of a malicious HSS scheme in the previous section was a notion
we called robust linear reconstruction (Definition 3.3). In this section we will show how this property
can be obtained, namely from standard HSS or from homomorphic encryption.

16This step does not require knowledge of the output and can thus be written in the form Reduce(b, sk, tp, L ).
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5.1 From Standard HSS

We start by giving an intermediary definition of HSS with non-adaptive robust linear reconstruction,
which more closely captures the standard non-adaptive notion of correctness (except that the recon-
struction is required to have a specific structure). In Appendix D we look at how some HSS schemes in
the literature fit into this framework.

Definition 5.1 (HSS with Non-Adaptive Robust Linear Reconstruction). We say a scheme HSS =
(Setup, KeyGen, KeyComb, Enc, Eval) satisfies non-adaptive robust linear reconstruction relative to a func-
tion family F if there exists a negligible function e: N — Rsq (called the correctness error) such
that for any (fived) inputs x1,...,x, € I and function f € F, for b € {0,1}, for crs + Setup(1?),
(pky, skp) < KeyGen(b, crs), pk <— KeyComb(crs, pk, pk,), and for ct; < Enc(pk,x;) fori € [n]:

o the first component sk[1] of the vector sk := skg + sk; € Z’; is 1;
i EVB'(O, Crs, Pk, SkOa (Cti)ia f) + EV3|(1, crs, pka Skla (Cti)ia f) = f(zla s axn) : Sk7

except with probability e(\) taken over the random coins of Setup, KeyGen and Enc.
We say that an HSS satisfies weakly non-adaptive robust linear reconstruction relative to a function
family F, if the above holds with

e Eval(0, crs, pk, sk, (ct; ), f) + Eval(1, crs, pk, sk, (cti)s, f) = f(x1,. .., Zn).

We now present our transformation from non-adaptive to adaptive correctness, based on techniques
from | ]. Note that we impose a strong requirement on the correctness error of the HSS from
which we start. To achieve this, the HSS parameters will typically scale (logarithmically) with the
size of the input and function spaces. This is a problem as, by the compactness requirement of HSS,
shares should be independent of the size |f| (measured in number of operations) of the function to be
evaluated and for typical function classes we have | f| = log |F|. One way to mitigate this drawback is to
restrict the function class; at best, one can remove the dependency on |F| by considering evaluation of a
polynomially-large class of functions, indpendent of | f|, which is typically not an issue in applications, as
in many settings the computation to be performed is fixed or agreed upon before the parties set up the
parameters. The below transformation therefore only gives an HSS with compactness for small function
classes F.

Theorem 5.2. Let HSS be a scheme that satisfies (weakly) non-adaptive linear reconstruction relative
to function family F and input space I with correctness error e(\) < 2~ —log |F|=n(log [TI+A) * ynd where
KeyGen and Enc take at most £()\) random coins as input. Let G: {0,1}* — {0,1}*N be a secure
pseudorandom generator. Then, there erists a (stateful) HSS scheme HSS' with (weakly) robust linear
reconstruction relative to F (as per Definition 5.3).

Proof. Without loss of generality we can assume that the algorithms KeyGen and Enc take exactly £()\)
random coins (as they can ignore any additional ones). We construct HSS as follows (where we only
state changed algorithms):

e Setup/(1*): Run crs < Setup(1?). Generate Ry, Ry,71,...,7m ¢ {0,1}M. Output crs’ :=
(CI’S7R0,R1,T17...7TTL).

e KeyGen'(b,crs): Parse crs’ =: (crs, Ry, R1,71,...,7,). Sample Sy < {0,1}*. Generate (pk,sk) <
KeyGen(crs; G(Sp) @ Ry).

e Enc(b,crs, pk,z;) : Parse crs’ =: (crs, Ry, R1,71,...,7,). Sample s; < {0,1}*. Generate ct <
Enc(b, crs, pk, x;; G(s;) B 14).-

It is straightforward to see this transformation does not affect security guarantees of the HSS, as an
attacker on the security of HSS' could be transformed into either an attacker on the pseudorandomness
of G or the security of HSS. It is left to show that HSS’ indeed satisfies robust linear reconstruction as
required. First, note that, for any fixed function f € F and inputs x1,...,x, € I, a correctness error in
HSS with probability more than 2* - €(\) can occur for at most a 27> fraction of the setup parameters crs
(as otherwise the scheme would have a higher correctness error overall). For the remaining “good” setup
parameters crs the error probability is at most 2*-¢()), where the probability is taken over the randomness
of KeyGen and Enc. Now, taking a union bound over all random strings Sp, S1, 51, . ..,s, € {0,1}* and all
possible inputs z1, ..., z, € I and functions f € F (this is necessary since which random strings cause an
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error may depend on the inputs and function being evaluated), we obtain that a correctness error on any
input for any randomness occurs in HSS' at most with probability 2* - e(\) - 22AHlog [Fl+n-(log [T1+A) < 9=A,
We thus obtain that HSS’ satisfies robust linear reconstruction (with error probability 27**1 over the
choice of the setup).

5.2 From Homomorphic Encryption

In this section we will explain how we can use a (leveled) homomorphic encryption scheme to obtain
malicious HSS. To that end, we define the special nearly linear decryption property of LHE. For instance,
the GSW scheme | ] can be adapted to fit into our framework and satisfy this property. We
describe how that can be done in Appendix C.

Definition 5.3 (Special nearly linear decryption). We say HE = (Setup, KeyGen, KeyComb, Enc, Eval, Dec)
has (d, k, p, q, B)-special nearly linear decryption if for all A\ € N, for all public parameters pp < Setup(1*,1%),
for all key pairs (pk,,sky) < KeyGen(b, pp), for all public keys pk <— KeyComb(pp, pkg, pky), for all in-
puts x1,...,x¢ € {0,1}, for all encryptions ct; < Enc(pk, z;) of x;, for arbitrary polynomial-sized circuits
C:{0,1}* — {0,1} of depth at most d, and all ciphertexts ct’ + Eval(pk,cty, ..., cty, C) it holds that:

e the first component of the vector sk := skg + sky € Z’; s 1;
o ct’ € Zk*k;

o sk -ct = % - C(x1,...,2¢) - sk + e mod g for some error vector e € Z’; which is bounded by
lefloo < B.

Note that if the scheme satisfies (d, k, p, ¢, B)-special nearly linear decryption for small enough B
(namely, B < %), then it satisfies perfect correctness for all circuits C' of depth at most d, as one can
obtain C(z) by rounding the first entry of the vector ct’ - sk to the closest multiple of ¢/p.

Since we have at our disposal LHE schemes with perfect correctness, we do not need to use the
techniques of the previous section to prevent a malicious adversary from exploiting correctness errors.
On the other hand, due to the small noise present when decrypting an LHE ciphertext we cannot
achieve robust linear reconstruction exactly as stated in Definition 3.3 — we get only an approximate
equality in the last equation of the definition — and for that reason we cannot apply the results from
Section 4 directly. The transformation from LHE with special nearly linear decryption into HSS with
this “approximate” robust linear reconstruction is actually very straightforward: the HSS algorithms
Setup, KeyGen, KeyComb, Enc are identical to those of LHE, and the evaluation algorithm is defined as
follows.

e Eval(b, crs, pk, sk, (b;, Ct;)ic[n), C): Compute ct’ < HE.Eval((cty, ..., ct), C) and output t;, := ct -
Skb.

Using similar techniques as described in Section 4, this can be converted into a malicious HSS scheme.
We state our result here and leave the construction to Appendix C.

Theorem 5.4. Let A € N. Let N, d', k,p,q, B, B’ (depending on \) be such that B-\*1) < B' < q/(2p).
Let G : {0,1}* — {0,1}*" be a PRG with depth dc as a boolean circuit. Let HE satisfy (d',k,p,q, B)-
special nearly linear decryption (as defined in Def. 5.3). Let NIZK and NIZK' be non-interactive zero-
knowledge proof of knowledge systems for the families of languages Ly, and L;p, respectively, as defined
in Construction C.1. Then HSS as defined in Construction C.1 satisfies reduced share simulatability and
verifiability, as per Definitions 3.5 and 3.0, while supporting the evaluation of functions f computable by
polynomial-sized circuits of depth up to d = d' — dg, with one or more inputs in {0,1} and output in

{0,1}.

6 Applications

In this section, we outline applications of malicious HSS to DV-NIZK and malicious secure computation.
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6.1 Designated-Verifier NIZK

In this section we show how the HSS properties can be leveraged to create a designated-verifier NIZK
scheme. Given that our construction of malicious HSS in this work employs itself a proof system (specif-
ically, a NIZK proof of knowledge), it may seem odd to use such an HSS to construct a DV-NIZK. The
main benefit of this approach is that we are able to obtain a compact DV-NIZK, even if the underlying
NIZK proof of knowledge is not compact. We note also that for this application the aforementioned
NIZK proof of knowledge in the preprocessing (CRS) model can be replaced by one in the designated-
verifier model in a straightforward manner, though this requires weakening our definition of malicious
zero-knowledge (which allows the verifier to generate a public key) to one where the public key is hon-
estly generated during setup (as part of the CRS).!” We thus obtain a transformation from DV-NIZK
to compact DV-NIZK. We present below our DV-NIZK scheme, built directly from malicious HSS.

Construction 6.1. Fiz a security parameter A and consider the following.
o Let R:{0,1}" x {0,1}"™ — {0,1} be an NP relation.
e Given R, define the function f, as fo(w) := R(z,w) for x € {0,1}".

e Let HSS = (Setup, KeyGen, KeyComb, Enc, Eval, Reduce, RedComb) be a homomorphic secret sharing
scheme for the function class Fr := {f, : x € {0,1}"}.

The dvNIZK is constructed as follows.
e crs < dvNIZK.Setup(1*): Generate crspyss < HSS.Setup(1*) and output crs := crsyss.
o (pk,sk) < dvNIZK.KeyGen(crs): Output (pky,ski) < HSS.KeyGen(1, crspss).

o 7 < dvNIZK.Prove(crs, pk, z, w): Let pky := pk. Sample (sko, pky) < HSS.KeyGen(0, crspss) and let
pkyss < HSS.KeyComb(crspss, pky, pky). Next, encrypt the witness as ct < HSS.Enc(0, crsuss, pkyss, w).
Evaluate to < HSS.Eval(0, crsuss, pkyss, sko, (0, ct), fz) and let ug <— HSS.Reduce(0, sko, tg, 1). Out-
put the proof

7 = (pkg, ct, up).

o dvNIZK Verify(crs, sk, z,7): Parse pk =: pky, sk =: sky, m =: (pkq,ct,ug) and set the public key
pkpss « HSS.KeyComb(crsyss, pkg, pky). Compute t1 < HSS.Eval(1, crsuss, pkyss, ski, (0, ct), fz)
and uy < HSS.Reduce(1,sky,t1,1). Finally, output 1 if HSS.RedComb(ug,u1) =1 and 0 otherwise.

Proof Length. If HSS has rate 1, then so does dvNIZK. Indeed, for a proof = = (pkg, ct, ug), we have
Ipko| = poly(A), |ug| = poly(A) and |ct| = |w]| 4 poly(A). Hence the total proof length is |w| + poly(A).

Theorem 6.2. Let R be an NP relation and HSS a malicious homomorphic secret sharing scheme (as
per Definitions 3.2, 3.5 and 3.6) for the function family Fr. Then dvNIZK is a secure designated-verifier
non-interactive zero-knowledge proof system for R, as per Definition A.7.

Completeness. Assume (pk, ct, ug) is an honest proof for (z,w) € R. Then an honest verifier will always
accept, since both shares are reduced with respect to the value 1 = f,(w) and thus, by the correctness
of HSS, we have HSS.RedComb(ug, u1) = 1.

Soundness. In order to prove (restricted) soundness, we consider the following games. Let = ¢ £ and
suppose an adversary A breaks the soundness of dvNIZK.

e Hj : This is the real game of the soundness definition, which can be described as follows.
1. Sample crsyss < HSS.Setup(1?) and (skq,pk;) < HSS.KeyGen(1,crspss), let crs := crsyss,
sk := skq, and send (crspss, pky) to A.

2. A makes a polynomial number of verification queries. Given a query (x, ), the challenger an-
swers the query with dvNIZK Verify(crs, sk, z, 7). In particular, for a proof m = (pk, ct, ug), the
challenger computes ¢, <— HSS.Eval(1,skq,ct, f.), u; < HSS.Reduce(1,sky,t1,1) and outputs
1 if HSS.RedComb(ug,u1) = 1 and 0 otherwise.

3. After the queries, A outputs 7* and A wins if Verify(crs, sk, z, 7*) = 1.

I7Tn this setting, only party Py (the prover) needs to provide proofs of proper key and ciphertext generation; the other
party can be a designated verifier for these proofs.
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e H; : In this game we use some of the simulators from Definition 3.6.

1. First, generate (tdpss, crspss) < Simuss,1(1%) and (ski, pk,) + HSS.KeyGen(1, crspss), crs :=
crspss, sk := sky, and send (crspyss, pk;) to A.

2. A makes a polynomial number of verification queries. Given a query (z,7), the challenger
answers the query with Verify(crs, sk, z, 7), where Verify is defined as follows: compute w <
Simpss, 4 (tduss, pkg, ct) and accept if and only if f,(w) = 1.

3. After the queries, A outputs 7*. We say A wins if Verify(crs, sk, z, 7*) = 1.

We will use the verifiability property of HSS to show that the difference in the success probability of
A from Hy to H; is negligible. Consider the following HSS adversary B, which attempts to distinguish
Real\iss 50,7, (1) from IdealiiSs 50 ;. (1*). B is given input (crsyss, pk;) and access to oracles Oct, Oeval-
B runs A on input crspyss, answering the verification queries of A as follows: on query (z,7), where
m = (pkg, ct,ug), query uy < Oeval(pkg, (0,ct), 1,up) and output 1 if u; # L. When A outputs 7*, B
similarly queries u1 < Oeval(pkg, (0, ct), 1, up) and outputs 1 if u; # L and 0 otherwise.

Observe that in the real-world HSS experiment B simulates the view of A in Hy, while in the ideal-
world experiment it simulates the view of A in H;. Moreover, in both experiments 5 outputs 1 if and
only if A wins its respective game. It follows that the difference in success probability between Hy and
H; is negligible.

Now, to complete the proof, we show that A has success probability 0 in H;. Suppose, by con-
tradiction, that A outputs 7 such that Verify(crs,sk,z,7*) = 1. Let 7* = (pk,ct,up) and w* <
Simpss 4 (tdpss, pkg, ct). Then 1 = f,(w*) = R(z,w"), contradicting the assumption that = & L.

Zero knowledge. From the reduced share simulatability of HSS, there exist simulators Simpss 1, Simpss 2
as in Definition 3.5. We construct the two dvNIZK simulators as follows.

— SimvaIZK,l(l)\) : Run (tdpss, crspss, pkg) < SimHss’l(l)‘) and output

td := (thss7 pko)7 Crs := CISHsS.

— Simgynizk,2(td, crs, pk, ) : Parse td = (tduss,pky) and let pk; := pk. Compute (ct,ug) <
SimHSS72(thSS>pk170>fw, 1). Output 7 := (pko,ct,uo).

The result now follows from Definition 3.5, through the following reduction. Let A be an adversary
on the malicious zero-knowledge property of dvNIZK. We define an adversary B which distinguishes the
distributions Realijss 4, #(1*) and Idealiiss 4 1 #(1*). On input (crs, pky), B runs A(crs), simulating its
oracle as follows. On a query (pk,z,w), B lets pk; := pk and queries its own oracle on (pky, (0,w), fz).
The oracle outputs (ct, up) and B returns m := (pkg, ct, ug) to A. The output of B is the output bit of A.
Since B perfectly simulates either the oracle O (in the real experiment) or O; (in the ideal experiment),

the distinguishing advantage of A is equal to that of B and therefore negligible.

The above result gives a rate-1 DV-NIZK from rate-1 malicious HSS. Unfortunately, this is not
something we are able to achieve from standard assumptions since, as discussed before, our transformation
from HSS with non-adaptive to adaptive linear reconstruction has an overhead which scales with the size
of the function and input spaces. What we do achieve by putting together our results from Sections 4,
5, and 6 is the following theorem. Note that here we do not require any compactness properties from
the underlying HSS and NIZK and that an HSS scheme with the properties mentioned below can be
constructed from the LWE or DCR assumptions if the function class is contained in NC1 (see Appendix
D).18

Theorem 6.3. Let R be an NP relation. If there exist an HSS with non-adaptive robust linear recon-
struction for Fr and NIZK proof-of-knowledge systems for the language families L, L' (cf. Construction
4.1), then there exists a compact DV-NIZK proof system for R.

18We simplify the result by removing the hybrid encryption step (i.e. the use of a PRG) from the malicious HSS
construction from Section 4, which is no longer necessary.
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6.2 Secure 2-Party Computation

In this section, we construct a maliciously secure two-party computation (2PC) protocol from malicious
HSS. Our protocol requires a total of 3 rounds of communication in the standard model (using a CRS).

We consider an adversary who is computationally bounded, malicious (it may instruct a corrupted
party to deviate from the protocol) and who may corrupt one of the two parties. We prove that our
protocol securely realizes the 2-party function evaluation functionality Fopc. We formalize it with the
assumption that both parties should learn the output of the function evaluation, but the adversary has
the ability to selectively abort the protocol, preventing the honest party from receiving the output.'?

Instantiating with an HSS scheme for NC1 programs with compact shares, the communication com-
plexity of our protocol is poly()\) - log |F|, independently of the program size.

Figure 3: Functionality Fopc

Parameters: A security parameter A € N, a function f: F x F — F.

Input phase: The uncorrupted party P;_; provides input z1_;, € F, while the adversary
chooses the input z;, € F of the corrupted party P,.

Computation phase: The functionality computes y := f(xq,x1).
Selective abort: The adversary receives y and returns either ‘continue’ or ‘abort’.
Output phase: In the case of ‘continue’, the uncorrupted party P;_; receives and outputs

y; in the case of ‘abort’, P;_p outputs L. The corrupted party P, outputs L and the adversary has
some arbitrary output.

Figure 4: Protocol for maliciously secure 2-party computation

The common reference string is crs < HSS.Setup(1*).

e Party P, generates (pk,,sky) <— HSS.KeyGen(b, crs) and sends pk, to the other party. Both
parties set pk <— KeyComb(crs, pkg, pk;) as the joint public key.

e Party P, encrypts their input z; as ct, + HSS.Enc(b, crs, pk, 2) and sends ct; to the other
party.

e Party P, locally evaluates t;, <« HSS.Eval(b,crs, pk,sky, (b, cty)seo,1}, f), computes up <
HSS.Reduce(b, sky, tp, L) and sends uy to party Pj_y.

e Party P, on receiving u;_; computes y <~ RedComb(ug,u1) and outputs y.

This protocol has reusable setup, in the sense that the first step of the protocol (key generation) is
independent of the private inputs xg,x; and the same setup can be reused for multiple different inputs
(and multiple functions f, if this is supported by the HSS). We note that HSS with interactive share
reduction can also used for the purpose of constructing 2-party computation, at the cost of an extra
round in the end (as exchanging shares is only safe if the result indeed verifies, and has therefore to be
performed within a secure computation).

Theorem 6.4. Let F be a field, F = {f: F xF — F} a family of functions, and HSS = (Setup, KeyGen,
KeyComb, Enc, Eval, Reduce, RedComb) a malicious homomorphic secret sharing scheme with simulatable
non-interactive share reduction (as per Definitions 3.2 and A.8) relative to F. Then, the protocol from
Figure 4 securely realizes functionality Fopc against a malicious PPT adversary who corrupts at most
one party. Further, the setup can be reused for an arbitrary number of evaluations.

19We describe the functionalities Fapc in the case of one corruption. If no party is corrupted, then Fopc outputs y to
both parties.
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Proof. Let A be a (stateful, rushing) real-world adversary which corrupts party P, for some b € {0,1}.
Let (Simy, Simg, Sims, Simy) be the simulator from Definition A.8 (HSS with simulatable non-interactive
share reduction). We define an ideal-world adversary S as follows.

1. S runs (td, crs, pky_,) < Sim;(11), and sends crs, pk,_, to A, who returns pk,.
2. S computes cty_p « Sima(crs, pkg, pky) and sends ct;_p to A, who returns cty.

3. S extracts xp < Sims(td, pk,, ctp) and sends xp, to Fapc, which returns y := f(xg,z1).

4. S computes u;_p, = Simy(td, pky, {(b, cts) }reqo,13, f, ). and sends u;_ to A.

5. S receives up from A and computes 3y’ < RedComb(ug,u1). If y # ¢/, S sends ‘abort’ to Fapc,
otherwise ‘continue’.

It is straightforward to see that a distinguisher between the real and simulated view of the adversary in
this protocol can be transformed into an adversary on the verifiability of HSS with non-interactive share
reduction.

Similarly, reusability is a straightforward consequence of Definition A.8 (which allows the adversary
to make an arbitrary number of encryption, simulated share and verification queries). This concludes
the proof.
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A Additional Definitions

For the sake of completeness and the reader’s convenience, we include here some definitions which are
relevant in this work.

A.1 Pseudorandom Generator

Definition A.1 (Pseudorandom generator). Let ¢ € N[X] be a polynomial. Let G be a polynomial-
time algorithm that on input of a seed s € {0,1}* outputs a string G(s) € {0,1}*™. We say G is a
pseudorandom generator (PRG) with stretch ¢, if for all PPT adversaries A there exists a negligible
function negl: N — R>¢ such that

|PrlA(1Y, G(s)) = 1] — PrlA(1* u) = 1]| < negl())

or a € N, where the probability is taken over the random choice of s <—r {0, and u <—pg 10, .
for all X € N, where th babil k h dom ch f 0,1}* and 0, 1}™)

A.2 Homomorphic Encryption

We will consider a leveled homomorphic encryption scheme (LHE) that supports 2-party key combination,
i.e., the possibility to combine two individually generated public keys pk, pk; into a new public key pk,
with the parties then holding (additive) shares skg,sk; of the corresponding decryption key. We note
that this is satisfied by multi-key FHE | ], but is in fact a weaker requirement, as for our purposes
it is sufficient that the parties are able to generate encryptions after seeing the public key. As we restrict
to the 2-party setting in this paper, we will simply refer to this property as key combination in the
following and will give all definitions relative to LHE with key combination. The standard syntax of
LHE is included in Definition A.5 below.

Definition A.2 (Leveled homomorphic encryption). A leveled homomorphic encryption scheme FHE
with 2-party key combination is a tuple of PPT algorithms (Setup, KeyGen, KeyComb, Enc, Eval, Dec) with
the following syntaz.

e pp « Setup(1*,1%): Setup is a probabilistic algorithm that takes as input a security parameter \
and depth d and outputs the public parameters pp.

o (pky,sky) < KeyGen(b,pp): KeyGen is a probabilistic algorithm that takes as input a party index
b € {0,1}, the public parameters pp and outputs a (local) public key pk, and secret key skp.

o pk < KeyComb(pp, pkg, pk;): KeyComb is a deterministic algorithm that takes as input the public
parameters pp and two local public keys pky, pky, and outputs a joint public key pk.

e ct «+ Enc(pk,z): Enc is a probabilistic algorithm that takes as input a public key pk and a message
x € {0,1}, and outputs a ciphertext ct.

e ct’ « Eval(pk,cty,...,ct;,C): Eval is a deterministic algorithm that takes as input a public key
pk, ciphertests cty,...,cty and a boolean circuit C' : {0,1}* — {0,1}, and outputs an evaluated
ciphertext ct’.

o 1 < Dec(sko,sky,ct’): Dec is a deterministic algorithm that takes as input two local secret keys
sko,ski and a ciphertext ct’, and outputs a value p.

Definition A.3 (Correctness). An LHE scheme is correct if for every \, N,d € N, every x1,...,x4 €
{0,1} and every circuit C : {0,1}Y — {0,1} of depth at most d, it holds that

Pr[Dec(skg, ski, ct’) # C(z1, ..., x¢)] = negl(}),

where the probability is over the coins of pp < Setup(1*,19), (pk,,sky) + KeyGen(b, pp) for b € {0,1},
pk < KeyComb(pp, pkg, pky), ct; < Enc(pk,z;) for i € [€] and ct’ < Eval(pk,ct,C). If the probability
equals 0, we say that the scheme satisfies perfect correctness.

Definition A.4 (Security). We say an LHE scheme with key combination HE = (Setup, KeyGen, KeyComb,
Enc, Eval, Dec) is secure, if for any (stateful) PPT adversary A there exists a negligible function negl: N —
R-o such that for any \,d,N € N, any b € {0,1}, for pp < Setup(1*,1%), for (pk,_p,ski_p) <
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KeyGen(pp), for (pky,xo,z1) + A(pp,pki_;) and for pk « KeyComb(pp, pkg, pk;) with pk # L it holds
that
| Pr[A(Enc(pk, zg)) = 1] — Pr[A(Enc(pk,x1)) = 1]| < negl())

where the probability is taken over the random coins of Setup, KeyGen, Enc and A.

Definition A.5 (Leveled homomorphic encryption - Standard Syntax). A leveled homomorphic encryp-
tion scheme is a tuple of PPT algorithms (Setup, KeyGen, Enc, Eval, Dec) with the following syntaz.

e pp < Setup(1*,1%): Setup is a probabilistic algorithm that takes as input a security parameter
S 1) S ' babilistic algorithm that tak input it ter A
and depth d and outputs the public parameters pp.

o (pk,sk) < KeyGen(pp): KeyGen is a probabilistic algorithm that takes as input the public parameters
pp and outputs a public key pk and secret key sk.

e ct + Enc(pk,x): Enc is a probabilistic algorithm that takes as input a public key pk and a message
x € {0,1}, and outputs a ciphertext ct.

e ct’ « Eval(pk,cty,...,ct;,C): Eval is a deterministic algorithm that takes as input a public key
pk, ciphertests cty,...,cty and a boolean circuit C' : {0,1}* — {0,1}, and outputs an evaluated
ciphertext ct’.

o 1+ Dec(sk, ct’): Dec is a deterministic algorithm that takes as input a secret key sk and a ciphertext
ct’, and outputs a value p.

A.3 Secure Multiparty Computation

In secure multiparty computation (MPC) a set of n parties wish to distributively and securely compute
a joint functionality of their inputs f : X™ — ). That is, the parties wish to compute (y1,...,yn) <
f(z1,...,x,) where party P; inputs z; receives back y;. This task can be easily and trivially solved using
a trusted party to whom all parties send their inputs to the trusted party and receive back their outputs.
This solution guarantees the correctness of the computation along with its security according to several
properties such as privacy - meaning that the parties learn only their output and what implicitly could
be learned from it but nothing else, independence of inputs - meaning that the input that is chosen by
each party is independent of the other parties’ inputs and guaranteed output delivery - meaning that the
honest parties always receive their outputs. However, in the real world we do not have access to a trusted
party and we still wish to achieve the same security properties. Roughly speaking, a secure protocol m
realizes functionality f if it allows the parties to securely compute f, even when some of the parties are
corrupted. For instance, a corrupted party might try to learn more than its output implicitly reveals, or
try to affect the output of a honest party.

The security of a protocol is formally defined by comparing the distribution of the outputs of all
parties in a real protocol execution to their outputs when participating in an ideal execution, where
a trusted party is given the inputs from the parties, computes f, and returns the outputs. In this
ideal execution, a probabilistic polynomial-time (PPT) simulator S simulates the adversary’s view in
the protocol’s real execution and functions as the adversary in the ideal model (where it only sees the
inputs and outputs of the corrupted parties). If the real and ideal output distributions are close, then it
follows that the adversary cannot do anything in the real execution that is impossible in the ideal model.
Namely, since the ideal model is secure by definition, the protocol is secure as well.

In order to define security, we must define the capability of the adversary, i.e. what the adversary is
allowed to do in its attempt to attack the protocol. The main types of adversaries are semi-honest (also
called honest but curious), who follow the protocol specification but try to learn more than allowed by
inspecting the transcript, and malicious, who may deviate arbitrarily from the specified protocol in order
to break the security (e.g. send modified or new messages that have not been specified by the protocol).

A.4 Non-interactive Zero Knowledge Proofs of Knowledge

In the following we give a definition of non-interactive zero knowledge proofs of knowledge based on
[ |, where we additionally require an extractor that is able to extract the witness.

Definition A.6. Let Ly, be a family of NP-languages (for some public parameters pp). A non-interactive
zero-knowledge proof of knowledge consists of a tuple of PPT algorithms NIZK := (Setup, TSetup, Prove,
Ver, Sim, Ext) of the following syntaz.
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e crs < Setup(pp) : On input the public parameters pp, this algorithm generates a common reference
string crs.

e (crs,td) < TSetup(pp) : On input the public parameters pp, this algorithm generates a common
reference string crs and additionally a trapdoor td.

o 7w < Prove(crs,z,w) : On input a common reference string crs, statement x and witness w for
x € Lyp, this algorithm outputs a proof .

e b = Ver(crs,x, ) : On input of a common reference string crs, statement x and proof =, this
algorithm outputs a bit b € {0,1}.

o 7+ Sim(crs, ) : On input a common reference string crs and a statement x, this algorithm outputs
a proof .

o w < Ext(crs,td, z,7) : On input a common reference string crs with trapdoor td and a statement x
with proof 7, this algorithm outputs a witness w.

We further require the following to hold.

e Completeness: For all public parameters pp, for all (z,w) € R, crs « Setup(pp), ™
Prove(crs, x, w), we have Ver(crs,z,7) = 1.

e Mode indistinguishability: For all public parameters pp, we have that the distribution of crs <
Setup(pp) and crs obtained via (crs,td) < TSetup(pp) are computationally indistinguishable.

e Zero knowledge: For all public parameters pp and all statements x € Ly, with witness w we have
that Prove(crs, z,w) and Sim(crs, ) are computationally indistinguishable for crs <— Setup(1?).

e Knowledge soundness: For all public parameters pp, for all PPT adversaries A, for all state-
ments x, for (crs,td) < TSetup(pp), for = < A(pp, crs, x) with Ver(crs,x,7) =1, an PPT extractor
yields a witness w < Ext(crs, td, z, 7) such that w is a valid witness for x € Ly, except with negligible
probability, where the probability is taken over the random coins of TSetup, A and Ext.

A.5 Designated-verifier NIZK

A non-interactive zero-knowledge proof system (NIZK) allows securely proving NP statements in a
single message, without the need for several rounds of communication. Formally, a non-interactive
protocol between a prover and a wverifier is zero-knowledge if there exists a simulator Sim that can
simulate the behavior of every possible corrupted verifier without accessing the prover, such that Sim’s
output is indistinguishable from the output of the verifier after having interacted with the honest prover.
Designated-verifier NIZK (DV-NIZK) is a relaxed model of NIZK, in which prover and verifier have
access to a common reference string and the verifier additionally holds a secret key, used to verify proofs.
We consider the generation of the CRS and of a public-secret key pair as separate algorithms (as opposed
to the traditional definition, where the CRS and secret key are jointly generated by a trusted party and
the public key is included in the CRS). This allows us to define the notion of malicious zero knowledge,
in which the verifier may maliciously generate the verification key pair, thus obtaining a Malicious
Designated-Verifier NIZK | ]. This definition also allows different verifiers to each generate their
own public and secret key while reusing the same CRS.

Definition A.7 (DV-NIZK). Let R be an NP relation and L its corresponding language. A DV-NIZK
argument for L consists of four efficient algorithms dvNIZK := (Setup, KeyGen, Prove, Verify) with the
following syntazx.

® Crs < Setup(l)‘) . Given a security parameter, the Setup algorithm outputs a common reference
string crs.

o (pk,sk) < KeyGen(crs) : Given crs, the KeyGen algorithm outputs a public key pk and a secret key
sk.

e 7 « Prove(crs, pk,x,w) : Given crs, the public key pk, an instance x and a witness w, the Prove
algorithm outputs a proof .
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e b « Verify(crs, sk, z,m): Given crs, an instance x, a proof m and the secret verification key sk, the
Verify algorithm outputs a bit b € {0,1}.

The DV-NIZK should satisfy the following properties.

e Completeness: For all (z,w) € R, and crs < Setup(1?), (pk, sk) < KeyGen(crs), it holds that
Pr [Verify(crs, sk, z, ) = 1 | m + Prove(crs, pk, z, w)] = 1.
e Soundness: For all PPT adversaries A and x & L,
Pr [Verify(crs,sk,x,w) =1 | T AverifY(C'S’Sk"")(crs7 pk, z)| = negl(\),

where crs < Setup(1%), (pk, sk) < KeyGen(crs).

o Malicious zero knowledge: There exists a PPT simulator Sim = (Simy, Simg) such that, for all PPT
adversaries A,

Pr [Ao"(crs""")(crs) - 1} _Pr [A<91<tdf'sw>(€rs) - 1} ‘ — negl(\),

where crs + Setup(1}) and (td,crs) < Sim;(1"). If R(z,w) = 1, Op(crs,pk,z,w) outputs
Prove(crs, pk, z,w), while O1(td, crs, pk, z,w) outputs Simo(td, crs, pk, z); both oracles output 1 if
R(zx,w) = 0.

We say that a DV-NIZK argument for a relation R is compact if its proof size is independent of the
size (number of gates) of a circuit which computes R.

A.6 HSS Verifiability with Non-interactive Share Reduction

We include here the variant of the definition of verifiability for malicious HSS which we use in our secure
2-party computation protocol.

Definition A.8 (Verifiability with non-interactive share reduction). We say an HSS scheme HSS =
(Setup, KeyGen, KeyComb, Enc, Eval, Reduce, RedComb) satisfies verifiability with non-interactive share re-
duction relative to function class F, if for all b € {0,1} there exists a PPT simulator Sim = (Simy, Simg,
Sims, Simy) such that for all PPT adversaries A

|Pr [Reallfss 44 7(17) = 1] — Pr [ldeal{fgs 4 #(1%) = 1]| < negl(X),

where the experiments are as defined in Figure 5 and where the probability is taken over the random coins
of Setup, KeyGen, Enc, Reduce, Sim and A.

We sketch here the proof that the HSS scheme outlined in Remark 4.3 satisfies this definition. First,
observe that correctness follows from the underlying HSS: if the parties are honest, in the reconstruction
step we will have

20+ 20 = ap - fzo,21) = ap - (yg + 4)-

Regarding verifiability with non-interactive share reduction, the simulators Simy, Sims, and Simg can be
defined analogously to the ones in the security proof for Construction 4.1 (see Appendix B below). We
define the final simulator as follows: Simy(td, pky, (bi, ct;)ie[m, f,9) extracts (using the NIZK proofs-of-
knowledge) the corrupt party’s «; from the respective ciphertext, as well as its key sk, and evaluates
ty < HSS.Eval(b, crs, pk, sky, (bi, cti)ic[n, f), which is parsed as ¢, = (Yp, 21, 1p); then Simy sets y;_p 1=
J— b, 21—p := Q- § — 25 and outputs (y1-p, 21-p). By the knowledge soundness of NIZK and correctness
of HSS, the distribution of this reduced share is indistinguishable from one generated honestly (as in
OO

sim)'

B Additional Proofs

We complete the proof of Theorem 4.2, by showing that HSS satisfies our notion of verifiability.
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Reallgs 45,7 (1):

Q:=10

Qsim =0

crs < Setup(1?)
(pky_psski—p) < KeyGen(crs)
B ACaOdn O (crs, pky_,)
return 3

O (pky, 2):

pk < KeyComb(crs, pky, pkq)
ct + Enc(1 — b, crs, pk, x)
Q= QU {(pky,ct)}

return ct

O%m (Pky, (bi, cti)ien), )
H:={ien]|b=1-1b}
if 3i € H: (pky,ct;) ¢ Q output L
else:
pk <= KeyComb(crs, pkg, pk;)
t1—p < Eval(1 — b, crs, pk, ski_s, (bi, cti)icin), f)
uy_p < Reduce(1 — b, sky_p,t1-p, L)
Qsim = Qsim U {(ﬁl—in )}

output u;_p

O\(/)er(u(% u1>:
if (u1-p,) ¢ Qsim output L
else output RedComb(ug, u1)

ldeameSrS,A,b,]-'(l/\):

Q=10

Qsim = @

(td, 78, pk, ) < Simy (1Y)
B AL O (G5, )
return

Oit(pkbv '73):
ct < Sima(crs, pky_;, pkp)

Q = Q U {(pkb’ Ctvx)}

return ct

Ogim (Pkys (i cti)ien], f):
H:={ien]|b=1-1b}
if 3i € H: (pky,ct;, ) ¢ Q output L
else:
for alli € H:
z; := x for (pk,,ct;,z) € Q
for alli € [n]\ H:
x; < Sims(td, pk,, ct;)
g:= f(z1,...,2,)
Uy_p Sim4(td, pkb7 (bi, Cti)iG[n]7f7 :l})
Qsim = Qsim U {(ﬁl—bvg)}

output 41

O\}er(u()?ul):

if Vi: (ui—p,9) ¢ Qsim output L

else if 3 (u1-p,7) € Qsim A
RedComb(ug, u1) # 4§ output L

else output g

Figure 5: HSS verifiability with non-interactive share reduction.

Theorem (HSS Verifiability). Let A\ € N denote a security parameter. Let G : {0,1}* — {0, 1}V be
a PRG, with depth dg as a boolean circuit. Let HSS be a robust linear HSS scheme, supporting the
evaluation of functions computable by polynomial-sized programs of depth up to d'. Let NIZK and NIZK’
be non-interactive zero-knowledge proof of knowledge systems for the families of languages Ly s and L

respectively, as defined in Construction 4.1.

Then HSS as defined in Construction 4.1 satisfies verifiability, as per Definition 3.6, while supporting
the evaluation of functions f computable by polynomial-sized programs of depth up to d = d' — dg, with

one or more inputs in {0, 1} and output in {0,1}.

Proof. We define the simulators required by the security definition.

- Siml(l)‘):

. Generate crs < HSS.Setup(1*)

1
2. (crsﬁ,ZK,tdﬁaK) < NIZK.TSetup(crs), 8 € {0,1}
3. (crspizus tda o) = NIZK' TSetup(efs), 8 € {0,1}
4

. crs = (CFS, Crsp zx» Crspizis CTSNizk’ » CrSNizK! )
0 1 0 1

td := (crs, tdnizk tdnizks tdnize s tdnizee)

(pky_p,ski_p) < HSS.KeyGen(crs)

T1—p + NIZK.Sim(crsy 7« PK1_p)

pky_p = (&14,7771—17)

Output (td, crs, pky_p)-

© N o o
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— Simgy(crs, pky_p, pkp):

1. Parse crs :éﬁ, crslﬁ,,ZK, crgﬁ“ZK, crls,Q,,ZK,, Crsy iz )s
td = (crs, tdy zx, tdnizk, tdnizes > tdniz:)

2. pk + HSS.KeyComb(pp, pkq_y, pky)

3. ct «+ HSS.Enc(pk, 0*)

4. m < NIZK'.Sim(crsy 7, (ct, pk))

5. Output ct := (ct, 7, OTP), where OTP + {0,1}V.

— Sims(td, pky, ct;):

1. Parse crs zo(ﬁ, crslﬁ,ZK, crg&“ZK, crls%,ZK,, Crsyzi )
td = (crs, tdyzx, tdnizk, tdnizes > tdnize )

2. Parse ct; = (ct;, m;, OTP;)

3. (si,7:) < NIZK .Ext(crs¥ e, tdRizy, (b, pk), ;)

4. Output z; := OTP; & G(s;).

- S|m4(tda pkb7 (bla Cti)iE[n]7f7 Y, ub):

1. Parse crs = (s, crs 7k, CrShizi» CTSnizi s STSNIZK! )

td = (crs, tdRzx, tdize tdRizir» tdhizcr)

Parse (pky, m) < pk,

(skp,7) +— NIZK.Ext(crsnizk, tdfzk, Py, )

pk < HSS.KeyComb(pp, pkq_y, pky)

ty <= HSS.Eval(b, crs, pk, sky, (bi, Ct;)iens f)

ur—p = (Y, y - skp — tp)

If HSS.RedComb(ug,u1) # y, output L; otherwise output uj_p.

o ot N

Now we define a sequence of indistinguishable hybrid games.

H, : This is the real game described in Definition 3.6, with output A%« (crs, pk,_, ), where the or-
acles are as specified in the definition, crs <~ HSS.Setup(1*) and (pk,_,,sk;_s) + HSS.KeyGen(crs).

H; : The same as Hgy, but now we generate the crs as in Simp, with (crsﬁ,ZK,tdﬁ|ZK) +—
NIZK.TSetup(€Fs), (crsp iz tdazi) < NIZK'.TSetup(eFs) for 3 € {0,1}.

Hy : In this hybrid we replace the proof of correct public key generation with a simulated one:
pkq_p := (pky_p, m1—-p), where (pky_p, ski—p)  HSS.KeyGen(crs), m1_p NIZK.Sim(crshTZbK, pky_p)-
We do the same for the ciphertext in the oracle Og. The proof included in the ciphertext
ct = (ct,7,0TP) is now 7 <« NIZK/.Sim(crshl_sz,, (ct,pk)) . Additionally, we register the inputs
queried to O, i.e. we set Q := Q U {(pk,ct,z)} on each query.

Hj; : In this hybrid we change the definition of Oye. First, we check whether y = f(x1,...,2,),
where z; := z such that (pky,ct;,z) € Q, if i € H, and z; < Sims(td, pky,ct;), if ¢ € [n] \ H
(as in the ideal world execution). If y # f(x1,...,2,), the execution of Oy remains un-
changed. If y = f(x1,...,2,), we change the way in which uj_, is computed: instead of
“uj_p < HSS.Reduce(l — b,sky_p,t1_5,%)", we do the following. Parse (pk,,m,) < pk,, extract
(skp, ) < NIZK.Ext(crsdz; tdRizks PRy, T5), evaluate t, < HSS.Eval(b, crs, pk, skp, (b, cti)ie(n), f)
and let ui_p := (y,y - sky — tp). If HSS.RedComb(ug,u1) # y, output L; otherwise output uj_p.
Notice that this is identical to Simy.

H, : In this hybrid we add the condition “if f(x1,...,2,) # y output L” to O, in the previous
hybrid, where again x; := x such that (pk,,ct;,z) € Q, if i € H, and z; + Sims(td, pky, ct;), if

Hj; : The same as Hy, but in O, instead of encrypting s, we encrypt 0*. Specifically, the ciphertext
becomes ct := (ct,7,0TP), where ct + HSS.Enc(pk,0%), 7 + NIZK'.Sim(crsy, /. (ct, pk)) and
OTP := G(s) ® zp.
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e H; : Identical to the previous hybrid, but in O, instead of computing OTP := G(s) @ zg, we
randomly sample OTP <« {0, 1}%.

We show that each hybrid is computationally indistinguishable from the next.

Hy, ~ H; : By the properties of NIZK and NIZK’, the crs generated by Setup or TSetup are
indistinguishable.

H; =~ H; : The simulated proof m;_; < NIZK.Sim(crshl_sz,ﬁl_b) is indistinguishable from my_; <
NIZK.Prove(crshl_sz,ﬁlj7 (pky_p,7)), by the zero-knowledge property of NIZK. Similarly, m <«
NIZK'.Sim(crsy, 4, (CE, pk)) and 7 < NIZK'.Prove(crsy; 5., (ct, pk), (s,7)) are computationally in-
distinguishable. It follows that an adversary cannot distinguish the game with the simulated proofs
from the game with the real proofs.

H; =~ Hj : The output of Oy is identical in both hybrids in the case y # f(z1,...,2,). We will now
show that, in the case y = f(x1,...,x,), the output of O, is statistically indistinguishable. Let us
assume that, for all ¢ € [n], the ciphertexts ct; = (ct;, m;, OTP;) are such that NIZK'.Verify(crsﬁleK,,
(cti, pk),m;) = 1 (otherwise the oracle outputs L in either hybrid). By knowledge soundness of
NIZK’, for i ¢ H we have that the inputs z; < Simz(td, pk,, ct;) are of the form x; = OTP; ® G(s;)
with ct; = HSS.Enc(pk, s;;7;). The same holds for i € H, since the corresponding encryptions
are generated honestly. Similarly, by knowledge soundness of NIZK, the extracted key sk is valid:
(pky, sky) = HSS.KeyGen(crs; r) for some randomness 7.

As in the previous proof, by the robust linear reconstruction property of HSS we have
ty+tio = f'(s1,.-,8n)  (skp + ski_s).
Since f'(s1,...,8n) =y, we can rewrite this as
ti—p — Y - ski—p =y - sky — 1o,

which shows that @1_p :=t1_p — y - ski—p (as defined in Hy) and @1y := y - sky, — ¢, (as defined in
H3) are identical.

H3 ~ H, : Tt suffices to show that, whenever a query to O, is such that f(x1,...,2,) # y, the out-
put of Oy in Hz is 1. Assume by contradiction that there exists an adversary A which on its j-th
query to Oy obtains, with non-negligible probability, an output u;_p # L when f(x1,...,2,) # y.
We construct a PPT adversary B that breaks the security of HSS with non-negligible proba-
bility. Given (cFs, pk,_,) from the challenger, B runs (crsﬁ,ZK, tdf“ZK) < NIZK.TSetup(crs) and

(crsﬁlZK,,tdﬁlzw) + NIZK'.TSetup(crs) for 8 € {0,1}. B generates the simulated proof mj_j <
NIZK.Sim (crsy 1, Pki_p), sends (crs, pky_,) to A, where pk;_, := (pky_y, m1_p), and sets Q = 0.
B simulates oracle O access to A as follows: given a query (pk,,x), B computes pk <«
HSS.KeyComb(crs, pky, pky_p), sets @ = QU{(pk,, ct, z)}, and returns ¢ < HSS.Enc(1—b, crs, pk, x).
For the first j — 1 queries, B simulates oracle O, access to A as follows. Given a query
(pky, (biscti)iem]; ¥ up), B checks whether y = f(x1,...,2,), where x; := x such that
(pky,cti,x) € Q, if ¢ € H, and z; < Simg(td, pky,ct;), if ¢ € [n]\ H. If y = f(z1,...,2n),
then B computes the output of the oracle as described in Hs. If y # f(z1,...,2z,), B simply
outputs L.

For the j-th query (pky, (bi,cti)icsysun), B parses pk, = (pky,m), extracts (sky,r) <

NIZK.Ext(crsnizk, tdRzi, Py, ), and sets pk < HSS.KeyComb(crs, pk,, pk; ;). Additionally,
B computes the share t;, «— HSS.Eval(b, crs, pk, sky, (bs, cti)ic[n), f) and defines

SAklfb = (2y — 1) . (’ELb — 1y + f(l‘l, . ,CEn) . Skb),

where u; is parsed as up =: (y, ). Finally, B checks the validity of the key pair (pk,sk) with
respect to the HSS parameters @rs, where sk := sky_j, + sky. If it is a valid key pair, B sends to
the challenger mg = 0,m; = 1, receives back a ciphertext ¢, decrypts it using sk and outputs the
resulting message. If (pk, sk) is not a valid HSS key pair, or if A made fewer than j queries to Oyer,
then B outputs a random bit.
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Let us now check that, assuming the j-th query of A to Oy, is the first such that y # f(x1,...,2,)
and the output is not L, B succeeds in the HSS security game with probability 1. Note that the
first j — 1 queries to O, perfectly simulate the behavior of the oracle in Hg. Since the j-th query
of A would have resulted in a non-L output, we have HSS.RedComb(ug,u;) = y, which means
up + u1_p = 0. Here

U1—p := HSS.Reduce(1 — b,sky_p, t1-p,y) = t1-p — (1 — f(21,...,2pn)) - Ski_p,
since y =1 — f(z1,...,2,). Therefore
(1= flz1,...,xy)) - ski—p = t1—p + Up.
Meanwhile, by the robust linear reconstruction property of HSS we have
ty+t1-p = f(x1,...,2,) - (skp + ski—p).
From the last two equations we get

(1—=2f(x1,...,2p)) ~ski—p = @p — tp + f(21,...,2Tpn) - ske.

Noting that 1 — 2f(z1,...,2,) = 2y — 1 € {1}, we have that sk;_, = sky_, i.e. B recovers the
secret key of party 1 —b and is able to correctly decrypt. Since this event occurs with non-negligible
probability, and the guessing probability of B is at least 1/2 when the event does not occur, B has
non-negligible advantage in the HSS security game.

H, ~ H; : We show a reduction to the security of HSS. For simplicity, we assume A makes a
single call to the oracle O; this can be generalized to any polynomial number of queries via a
standard argument, as was done in the previous proof. Consider the following PPT adversary
B. On input (crs, pk;_,), it generates (crsﬁ,ZK,td,\“ZK) + NIZK.TSetup(crs), (crsﬁ,ZK,,thIZK,) +—
NIZK'.TSetup(crs) for 3 € {0,1}, and sets crs = (crs, crsR“ZK,crsNaK,crsR“ZK, crsyizk)- Then B
lets pk;_, = (pky_p, T1_p), where m;_p, < NIZK. Slm(crsN|ZK,pk1 b), and runs B + A(crs, pky_p),
simulating the oracles as follows. Whenever A queries O, B computes the response as the in
definition of O}, in Figure 2 (note that this does not require knowledge of the secret key ski_p).
When A queries O (pk,, ), B randomly chooses s + {0,1}* and sets mo = s,m; = 0*. B sends
to the challenger (pk,, mg, m1), and receives back a ciphertext ct. Then B sends ct := (ct, 7, OTP)
to A, where 7 < NIZK'.Sim(crsy, ., (ct, pk)) and OTP := G(s) ® z. Finally, B outputs j, the
output of A.

If ct is an encryption of mg, then (in the view of A) the adversary B simulates the hybrid Hy;
otherwise B simulates the hybrid Hs. From the security of HSS, we have that the probability that
B can distinguish between the ciphertexts is negligible, which implies that the probability that .4
can distinguish between the hybrids is also negligible.

H; ~ Hg : We show a reduction to the pseudorandomness property of G. Consider a PPT adversary
B which on input v needs to decide whether it is a PRG output or a random string. B generates
(td, crs, pky_p) < Simq(1*), runs 8 < A(crs, pk;_,) and outputs 3. The oracle O, is simulated as
in the previous hybrid. Once more we will assume for simplicity that there is a single query to the
oracle Oi. When A queries Oci(pky, z), then B runs pk < HSS.KeyComb(crs, pk, pk; ), computes
ct + HSS.Enc(pk,0*), 7 < NIZK’.Sim(crs,{”_ZbK,, (ct,pk)) , OTP := v @ z, and sends (ct,7,0TP) to
A.

Observe that if v is a PRG output then B simulates, in the view of A, hybrid Hy; otherwise, B
simulates hybrid Hs. By the security of the PRG, the distinguishing advantage is negligible.

C Malicious HSS from Homomorphic Encryption

We present here the construction of a maliciously secure HSS scheme from a leveled homomorphic
encryption scheme with special nearly linear decryption (see Definition 5.3). In essence, it is obtained by
first transforming the LHE scheme into an HSS with robust linear reconstructlon and then converting
that into a malicious HSS, using the techniques described in Sections 5.2 and 4, respectively. The main
additional challenge is the presence of small error terms in decryption, which we address by using a noise
flooding technique.
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Construction C.1. Let A\ € N. Let N,d', k,p,q, B,B’ (depending on \) be such that B - \*(1) <
B' < q/(2p). Let G : {0,1}* — {0,1}" be a PRG with depth dg as a boolean circuit. Let HE =
(Setup, KeyGen, KeyComb, Enc, Eval, Dec) satisfy (d', k, p, q, B)-special nearly linear decryption (as defined
in Def. 5.3). Let NIZK = (Setup, TSetup, Prove, Ver, Sim, Ext) be a NIZK proof of knowledge for the family
of languages

Ly pp = {pky, | I(skp, 1) such that (pk,,sky,) = HE.KeyGen(b, pp;r)}.

Let NIZK' = (Setup’, TSetup’, Prove’, Ver’, Sim’, Ext’) be a NIZK proof of knowledge for the family of
languages
— [(F ok A - _ - ..
Ly, = {(ct, pk) | 3(s,7) such that s € {0,1}" and ct = HE.Enc(pk, s;7)}.

Then, the following construction is an HSS supporting the evaluation of polynomial-sized circuits of
depth up to d = d' — dg, with one or more inputs in {0,1}" and output in {0,1}.

e crs < HSS.Setup(1*,1%): Generate pp < HE.Setup(1*,1%) and, for b = 0,1, crsfx
NIZK.Setup(pp), crs¥ 7 < NIZK'.Setup(pp). Output crs := (pp, crsfzx: Crsyizk: SISz’ » SN izK! ) -

e (pky,sky) + HSS.KeyGen(b,crs): Parse crs = (pp,crsg iz, Crsnizks CrSnizi:s SrSyiz: ). Sample
(Pky, sky) <= HE.KeyGen(b, pp; ) for random 1 and generate m, < NIZK.Prove(crsy 1, pky, (sks, 7).
Set pky, := (pky, ™) and skp := sky and output (pky, skp).

o pk < HSS.KeyComb(crs, pky, pky): Parse crs = (pp, crsyzx, CrShizis Sz s SISz ). For b €
{0,1} parse pk = (pky, ). If NIZK.Verify(crsg,zx, pko, m0) = Verify(crsyzx, pky, m1) = 1, output
pk <— HE.KeyComb(pp, pkg, pk;); otherwise output L.

e ct < HSS.Enc(b,crs, pk,x): For z € {0,1}" proceed as follows. Parse crs = (pp,crsyzx, Crsnizs
crsyizis Crsyze ). Generate seed s <+ {0,1}*, encryption ct < HE.Enc(pk, s;) and proof T <+
NIZK'.Prove(crs,;«, (ct, pk), (s,7)). Set OTP := G(s) & z. Output ct := (ct,m,OTP).

e 1, < HSS.Eval(b,crs, pk,sky, (bi, cti)icin); f): Parse crs = (pp,crsgzx, CrSizks SrSpizi SrSNizK’ ) -
Parse ct; = (ct;, m;, OTP;) and then compute <t < HE.Eval((cty,...,cty,), f'), where

f’(Sl7 ey Sn) = f(G(Sl) EB OTP17 ey G(Sn) EB OTPn)

note that this circuit has at most depth d = d + dg as required). If NIZK' Verify crsb /
NIZK
(cts,pk), m;) =1 for all i € [n], compute and output ty := Ct - sky; otherwise output L.

e uy, + HSS.Reduce(b, sky, ty,y): Sample e, < [—B", B"]*, where B"” := |(B' — B)/2|, and output
up == (y,to — £ -y - sky +ep).

e y < HSS.RedComb(ug,u1): Parse uy =: (yp,Up). If yo = y1 and ||ap + U1-p|lec < B’, output
Y = Yo, otherwise output L.

We omit the proof of the following theorem, which is largely identical to the proof of Theorem 4.2.
The only additional complication is the presence of the smaller error terms, but our choice of bound
parameters B, B’, B” ensures the required properties are met.

Theorem C.2. Let A € N. Let N,d',k,p,q, B, B (depending on \) be such that B-\*) < B’ < q/(2p).
Let G : {0,1}* — {0,1}" be a PRG with depth dg as a boolean circuit. Let HE satisfy (d',k,p,q, B)-
special nearly linear decryption (as defined in Def. 5.3). Let NIZK and NIZK' be non-interactive zero-
knowledge proof of knowledge systems for the families of languages Ly, and Ly, respectively, as defined
in Construction C.1. Then HSS as defined in Construction C.1 satisfies reduced share simulatability and
verifiability, as per Definitions 3.5 and 3.6, while supporting the evaluation of functions f computable by
polynomial-sized circuits of depth up to d = d’' — dg, with one or more inputs in {0,1}" and output in

[0,1}.

We will now describe in more detail how the GSW encryption scheme | ] can be adapted to
fit our framework.

Lemma C.3. Let A € N be a security parameter, £ € N, d the depth of a boolean circuit C: {0,1}* —
{0,1}, LWE parameters k = poly(\,d) and n = klogq + w(log\), B-bounded error distribution x =
x(A, d), moduli p = XM and g = B-p-29@2 108X | [f the LWE,, 1,4, assumption holds, then there exists
a scheme satisfying (d, k, p, q, B)-special nearly linear decryption as defined in Definition 5.3.
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Proof. This construction, based on the GSW scheme, is defined as follows.

e crs <+ Setup(1*,19): Sample the LWE dimension n = n(\,d), error distribution y = x(\,d)
such that x is 8, bounded with 3, = poly(\,d), modulus ¢ and modulus p such that p = 4 - 3,
and 8- 82 - (m + 1) < ¢. Sample m = nlogq + poly(\). Next, uniformly sample a matrix
B g Z,(Infl)xm. Output

crs == (n,m, p,q, X, B).

o (pky,sky) < KeyGen(crs,b): Sample s, < X"~ ! e, + x™ and compute pk, < spB + e, € Zy.
Output pk, and sky := (b, —sp).
e pk < KeyComb(pky, pk;): Output pk := pk, + pk; € Z".

e ct + Enc(pk,x;r): Let A := (%k) . Use r to sample a random matrix R < {0, 1}™*™. Output

ct:AR—l—x-GEZZXW.

The gadget matrix is defined to be G = I,, ® g, where g = (1,2,...,2-198297) [, is the identity
matrix of size n, and the operation G~! satisfies the following: G(G~!(ct)) = ct.

e ct’ + Eval(b,skp,cty,...,cty,C): For any two GSW ciphertexts ctg,ct; € Zy*™, the addition and
multiplication are defined as cto + ct; € Z2*™ and cto - G~'(cty) € ZP*™, respectively. Given
the ciphertext ct, the circuit C' can be evaluated gate-by-gate. Let the final output ciphertext be
cty € Zi*™. Output ct’ < ct, - G~ (L - 1,,) € Zi*™.

1 Dec(skg, sky, ct’): Output the first component of the vector [%(sko +skyq) - ct’J.

D HSS Instances

Our approach is applicable to relevant 2-party HSS schemes such as the LWE-based construction of
[ ] and the non-interactive discrete log sharing (NIDLS) framework of [ ] (which notably
covers the DCR-based constructions of | , ]).2° In the two theorems below we observe that
these schemes can be easily adapted to satisfy non-interactive key setup and non-adaptive robust linear
reconstruction, as in Definitions 3.1 and 5.1, respectively.

Theorem D.1. Let HSS be the LWE-based homomorphic secret sharing scheme [ , Theorem 2].
Under the same assumptions, there exists a secure scheme HSS' with non-interactive key setup and
non-adaptive robust linear reconstruction.

Proof. We begin by informally describing the necessary changes and at the end of the proof we present
the scheme HSS'. The keys of the LWE-based HSS scheme are typically of the form (pk, sko,ski) with
sk := sko +sk; = (1, —s), pk = (As + e, A) where s « Z7, e < x™, A < Z;**", and x is a B-bounded
distribution for some norm bound B € N. To generate these keys non-interactively, we sample the
public matrix A < Z7**™ as part of the CRS, during the setup step. Then, each party P, can sample
sy < Ly, ey <= X™ and define sk;, := (b, —sp), pk;, := Asp, + ep. The key combination algorithm outputs
pk := (pko + pky, A). Note that the distribution of the joint public key differs from the public key in
the original scheme, as the error term is now eg + e; instead of e <~ x". This does not affect security,
and correctness will still hold with overwhelming probability (though concrete parameters may need to
be adjusted). We also include in the CRS the common PRF key (used to re-randomize shares during
evaluation), which in the original scheme is bundled with the secret keys instead.

We move on to the property of non-adaptive robust linear reconstruction. In the original scheme, the
evaluation algorithm computes a vector t;, (a shared representation of the final computation value) and
outputs only its first component. All we have to do is modify this algorithm to output the whole vector.
Then the secret key has the required format and the condition

Eval(0, crs, pk, sko, (ct;)i, f) + Eval(1, crs, pk, skq, (ct;)i, f) = f(@1,...,2,) - sk (1)

is fulfilled with overwhelming probability. For additional clarity, we describe below the adapted scheme
HSS'.

20 All of these constructions support the evaluation of polynomial-size branching programs, which include the class NC1.
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e crs <+ HSS' Setup(1*): Sample a PRF key kprr and A < Z7>*". Output crs := (kprr, A).

o (pky,sky) ¢ HSS'.KeyGen(b,crs): Sample s,  Z7!, e, + x™ and output sky := (b, —sp), pk, :=
Asp + eyp.

e pk + HSS'.KeyComb(crs, pky, pk;): Output pk := (pk, + pky, A).
e ct «+ HSS'.Enc(b,crs, pk, x): Output ct < HSS.Enc(b, crs, pk, z).

e t, « HSS'.Eval(b, crs, pk, sky, (bi,Cti)icin), f): Let ty be the representation of the terminal value of
the computation, as computed by HSS.Eval just before the algorithm halts. Output ;.

Theorem D.2. Let HSS be the NIDLS homomorphic secret sharing scheme [ , Theorem 1].
Under the same assumptions, there exists a secure scheme HSS' with non-interactive key setup and
non-adaptive robust linear reconstruction.

Proof. The NIDLS scheme has keys of the form sg,s; + Z; and pk := g% 70 where g is a group
generator. These can be generated non-interactively by simply setting pk, := ¢ for b € {0,1} and
combining them as pk := pk; - pkgl.

In order to satisfy non-adaptive robust linear reconstruction, we can consider an extended secret key
sk := (1, ), and likewise secret key shares sk, := (b, sp) for b € {0,1}. During evaluation, the shared
representation of an intermediate computation value z is of the form My, = ((x)p, (z - $)p), where (-)
denotes additive shares over the integers (i.e. (z)o 4+ (x)1 = x). At the end, Eval outputs the first
component of M, ,, where y is the final result of the computation. Notice that we can view memory
values as My, = (x-sk),. Similarly to the LWE case, if we define a modified evaluation algorithm which
outputs all of M, ;, then Equation (1) will be satisfied by sk. The adapted scheme HSS’ consists of the
following algorithms.

e crs < HSS'.Setup(1*): Sample a PRF key kpgrr and the public parameters (g, par) < NIDLS.Setup(1?).
Output crs := (kpgr, g, par).

e (pky,sky) < HSS'.KeyGen(b, crs): Sample s; « Z; and output sk := (b, s3), pk; := g°.
e pk < HSS'.KeyComb(crs, pky, pk;): Output pk := pk; - pkal.
e ct « HSS'.Enc(b, crs, pk, x): Output ct < HSS.Enc(b, crs, pk, z).

e t, + HSS'.Eval(b, crs, pk, sk, (bi,cti)icmn), f): Let M, p be the representation of the terminal value
of the computation, as computed by HSS.Eval just before the algorithm halts. Output M, ;.
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