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Abstract

Understanding the minimal computational power needed to realize a pseudorandom function
(PRF) is a long-standing question in cryptography. By the Razborov—Smolensky polynomial ap-
proximation method, it is known that AC°[2] cannot support strong pseudorandom functions with
subexponential security, since any such function can be distinguished from random with quasipoly-
nomially many samples.

In this work, we initiate the study of low-complexity strong PRFs under a refined framework
that separates adversary query complexity from running time, and observe that distinguishing al-
gorithms for AC°[2] do not apply if the number of queries is below the threshold implied by the
Razborov—Smolensky approximation bound.

We propose the first candidate strong PRF in AC° [2], which plausibly offers subexponential
security against adversaries limited to a fixed quasipolynomial number of queries. We show that
our candidate lacks heavy Fourier coefficients, resists a natural class of adaptive attacks, has high
rational degree, is non-sparse over Fy in expectation, and has low correlation with fixed function
families.

Finally, we show that if any strong PRF exists in AC°[2] (or a superclass), then we can
construct a universal PRF, i.e., a single, fixed function which is guaranteed to be a strong PRF in
the same class.

1 Introduction

A pseudorandom function (PRF) is a family of efficiently computable functions that, when keyed with
a secret key, is indistinguishable from a truly random function to any efficient adversary. In this work
we focus on standard (also referred to as strong) PRFs, where the adversary gets chosen-query access to
the oracle. The question of how computationally simple a PRF can be is a fundamental question at the
intersection of cryptography, complexity theory, and learning theory. In modern cryptography, PRFs not
only enable direct constructions of encryption and authentication schemes, but they are also central for
the efficiency of high-end cryptographic protocols, where a PRF is evaluated within some secure com-
putation protocol [ARS™15,MJSC16,CCF "16,BIP" 18, BHI"20,BCG"20]. Furthermore, understanding
the minimal computational complexity required to realize PRFs sheds light on fundamental questions in
complexity theory. Specifically, if a PRF exists in a complexity class, then any proof technique meeting
the Razborov-Rudich “natural proof” criteria cannot be used to establish circuit lower bounds in that
class [RR94, MV12,RST15|. Additionally, PRFs help to understand when and how derandomization
techniques can be applied [NW88||Wil13|. Moreover, the existence of PRFs is closely tied to questions in
computational learning theory. In particular, any complexity class that admits learning with member-
ship queries cannot contain secure PRFs. Constructing PRFs from assumptions that are simple to state
provides a concrete target for learning algorithms, offering a more tangible challenge than addressing the
full generality of learning an entire complexity class.
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To be considered secure, a PRF is typically required to admit at least subexponential security, i.e.,
there exists a constant ¢ > 0 such that all adversaries running in time 7' = 2*° have distinguishing
advantage at most 1/7, where x denotes the key length. While results in learning theory usually
do not distinguish between the number of samples and the computational time required to learn a
function, in cryptography these resources are often very different: an adversary may have access to only
a small number of queries, while having access to substantial total computational resources to break a
pseudorandom function. Motivated by this, we initiate the systematic study of low-complexity PRFs in
the bounded-query setting, where the adversary has access to a quasipolynomial number of queries (i.e.,
k198" % for some fixed constant ¢ > 0), but may run in subexponential time.

At the lower end of the complexity spectrum, it is known that any function in AC® (the class of
constant-depth, polynomial-size circuits over AND, OR and NOT gates with unbounded fan-in) can be
distinguished from a random function with constant advantage using only two queries [LMN89|. The
next class up is ACO[Z], which augments ACY with XOR gates. Here, it is known that any function can be
distinguished from random |[Raz87}/Smo87,KL01]| and even learned |[CIKK16| in quasipolynomial time.
However, this crucially requires access to a sufficiently large quasipolynomial number of queries. In this
work, we propose the following question:

Does there exist a PRF in /—\CO[Q] that is plausibly secure against any adversary running in time
T = 25° using K1°8°% chosen queries for some fized ¢ > 07

We note that this in particular captures any (a-priori unbounded) polynomial number of queries. We
decided to explicitly phrase the setting as quasipolynomial to avoid ambiguity with the setting where
the queries are limited to a fized polynomial number ¢(x), as this would be trivially achievable (even
information-theoretically) via a family of (¢(x) 4+ 1)-wise independent hash functions.

1.1 Our Contributions

Strong PRF Candidate in AC°[2]. We propose the first strong PRF candidate in AC°[2] with plau-
sible subexponential security when the adversary is restricted to quasipolynomially many queries. Our
construction builds on the weak PRF candidate of Akavia et al. JABG™14] (in the following referred to
as “ABGKR14”), following a similar design rationale. Namely, the ABGKR14 candidate builds on the
TRIBES function, which is a DNF of the form

TRIBES, ., (z) = \7 /"\ Tjk
j=1k=1

where z € {0,1}M for M := mn, and x,, refers to the (n- (j — 1) + k)-th index of 2. The candidate
weak PRF of ABGKR14 uses as its key a secret matrix A € {0,1}M+Dx(M+1) "wwhich transforms the
input prior to evaluation by the TRIBES function. For suitable choices of m and nE| this candidate
PRF achieves constant bias. To remove the bias, ABGKR14 augments the construction by adding the
XOR-in the last entry of the transformed input to the TRIBES function. More precisely, their weak
PRF candidate is of the following form:

Fa {0, 1} = {0,1} W
Fa(z) = g(Az), where g(y,z) = TRIBES,, »(y) @ z,
where Az is taken modulo 2 and Az is parsed as (y,z) := Az for y € {0,1}* and z € {0,1}. While
the candidate was later shown vulnerable to a quasipolynomial-time rational-degree attack [BR17|, we
note that it still plausibly withstands subexponential attacks in the bounded-sample setting. A natural
idea is therefore to conjecture the hardness of ABGKR14 in the quasi-polynomial query setting where
the queries are chosen. It is easy to see, however, that the ABGKR14 candidate can be broken even
with a constant number of chosen queries. Firstly, it holds Fa (x) = 0 for = 0. Secondly, it was shown
by ABGKR14 that their weak PRF candidate always has a heavy Fourier coefficient (that is, of weight
1/ k198" % for some ¢ > 0), and is therefore learnable in quasi-polynomial time using the Kushilevitz—
Mansour algorithm [KM91] in the chosen-sample setting. Furthermore, for distinguishing a function
with a heavy Fourier coefficient from a random function, it suffices to query a constant number of chosen

INamely, if M = nm one should take n ~ log M and m ~ M/ log M; this guarantees TRIBES:,» is roughly unbiased.
See Section [3] for further discussion.



samplesﬂ Thus, to achieve subexponential security in the quasipolynomial sample setting, it is crucial
to avoid heavy Fourier coefficients.

Motivated by this state of affairs, we propose the following candidate strong PRF. The key of our
PRF consists of a secret matrix A € {0, 1}V >V sampled uniformly at random subject to being invertible
over Fy, together with a secret vector b € {0,1}"V chosen uniformly at random, where N = ¢mn.

Fap:{0,1}" = {0,1}
¢
Fap(z) = g(Az ®b), where ¢(y) = @TRIBESW,L(yi) , @

i=1
and y; € {0,1}™" denotes the vector y; := (Ymn.(i—1),- - - Ymn-i—1)-

Conjecture 1.1 For {,m,n, such that £ = ©(\), m = O(A\/log\) and n = O(log\) there exists a
¢ > 0 such that for any adversary running in time T = 25 getting access to k'°8° % chosen samples,
the adversary has advantage at most 1/T in distinguishing Fa p as defined in Equationfrom random
(where k denotes the key length k = N? + N for N = fmn = ©()\?)).

To the best of our knowledge it’s feasible that the above holds for any ¢ < %, i.e., security holds against
adversaries running in time 7' = 207 = 2(mn)' 7 fop any € > 0. For the query complexity, ¢ < % might
be an overly conservative choice based on the natural property of Razborov-Smolenksy. In fact, security
up to plog” queries appears plausible. Lastly, while concrete cryptanalysis is not our focus, we mention
that for A = 128 it is consistent with our results that an adversary running in time 7' = 2'2® could
have success probability at most 1/T given access to 23° chosen queries.

Design Rationale. Firstly, the secret vector b is necessary to make the PRF unpredictable on input
x = 0. Secondly, based on a conjecture by Akavia et al [ABGT14] (later reiterated in a slightly stronger
form [BCGT21|), all functions in AC’ 0 MOD2 — which is a subclass of AC’[2] where XOR gates are only
allowed at the bottom (input) layelﬂ — have a heavy Fourier coefficient. As discussed above, functions
with heavy Fourier coefficients cannot be pseudorandom. In Section we prove that the outer XOR
gate rules out heavy Fourier coefficients.

Efficiency. One downside of our construction is the large key size ©(N?). Assuming subexponential
hardness of the learning parity with noise (LPN) problem, we can apply the trapdoored construction of
Vaikuntanathan and Zamir [VZ25| to decrease the key size and speed up evaluation. A naive implemen-
tation (with unstructured A) evaluates our PRF via naive matrix—vector multiplication in time ©(N?),
and the key size is ©O(N?). With the LPN-based trapdoor of |VZ25|, matrix—vector multiplication, and
hence evaluation of our PRF, can be performed in O(N ) time with key size O(N ). Note that this speedup
also applies to the strong and weak PRF candidates of [ABG™14], |[BIPT 18|, and [BCG™21] whose keys
include a random matrix.

Distributed Setting. While the complexity of PRFs is usually measured relative to a hardwired key,
for advanced cryptographic primitives — where the key may be secret-shared between parties — it is often
essential to consider complexity as a function of the key. We want to highlight that our candidate falls
into AC%[2] even if considered as a function of the input and key. Further, we observe that for certain
settings of distributed computation the speed-up to O(N ) key size and evaluation time outlined in the
previous paragraph carries over, as the transformation can be applied to each secret-share of the key
individually (i.e., each matrix secret share can be replaced by a trapdoored LPN matrix).

Cryptanalysis. To strengthen our conjecture, we show that our candidate exhibits the following se-
curity properties:

e Fourier-analytic resilience: The function lacks heavy Fourier coefficients, resisting adaptive
learning attacks that identify such coefficients [KM91]|. We also generalize the linear test framework
popular in code-based cryptography |[CRR21] to include chosen (but non-adaptive) samples and
show that heavy Fourier coefficient finding attacks fall within this framework.

2This fact is implicit in the literature |O’D14} Theorem 1.30], and we explicitly discuss it in Section
3Here, we are imagining £ = X\ and mn = X\, where m and n are chosen to make TRIBES,,,, nearly balanced.
4Note that XOR gates with constant fan-in can be emulated in AC® and are therefore allowed at all levels.



e Resistance to a natural adaptive attack: We demonstrate that the candidate withstands a
basic adaptive strategy in which the adversary samples inputs z(*) uniformly at random, selectively
sums those for which F(2(*) = 0, and then checks whether the resulting vector y = Zi:F(zﬁ)):o z®
also satisfies F'(y) = 0.

e Resistance to algebraic attacks: As a byproduct of adding the outer XOR-layer in our candi-
date, we can show that the candidate has high rational degree Q(k¢) for any ¢ < 1/4 and therefore
provides security against rational-degree attacks using 2°° queries (see Section for a more de-
tailed discussion). Note that this does not help to boost the PRF security in the bounded-query
setting (as here, even ABGKR14 resists rational-degree attacks). However, unlike ABGKR14, our
candidate PRF plausibly attains full subexponential security as a weak PRF — that is, it remains
secure even against adversaries with access to a subexponential number of random input/output
pairs (as distinguishing algorithms based on Razborov—Smolensky require access to chosen sam-
ples). A similar result was achieved in [BCGT21|. Their candidate weak PRF, however, falls in
AC® o MOD2 and therefore does not provide any security guarantees in the chosen sample setting
for the same reason as ABGKR14.

e Non-sparsity over Fo: The function, in expectation, is not sparse when represented as a poly-
nomial over Fy, and thus, in expectation, evades property testing attacks that target sparse poly-
nomials [DLM™07].

e Preservation of prior guarantees: Our construction retains resistance to the same set of attacks
demonstrated in the work of Akavia et al., including low correlation with fixed function families
and inapproximability by low-degree polynomials over FFs.

Universal Strong PRF in ACY[2]. Furthermore, we show that if a strong PRF in AC’[2] exists, then
we can construct a universal PRF in AC°[2], a single, fixed function in AC°[2] which serves as a PRF.
This is notable because it yields a single target function for building distinguishers against, which is
potentially easier to obtain than a full natural property. Moreover, if such a universal distinguisher
could be transformed into a natural property, then the absence of PRFs in AC’[2] would imply that
AC° [2] is learnable, addressing the long-standing question on the dichotomy between the existence of
PRFs and learning for this class.

1.2 Additional Context

On the Hardness of Learning ACO[p] with Bounded Queries. Our candidate’s conjectured se-
curity would imply the hardness of learning ACO[Q] circuits using a fixed quasipolynomial number of
membership queries. We formally state this implication, extended to all primes pﬂ in the conjecture
below:

Conjecture 1.2 There exists a ¢ > 0, such that ACY[p] circuits cannot be learned with k%% many
membership queries and 25° time.

Limitations of Natural Property-Based Learners for AC’ [p]. Razborov and Smolensky showed,
in 1987, that all circuits in AC°[p] of size m and depth d can be approximated by a O((p — 1)?log®(m))-
degree polynomial with 1/poly(m) approximation error [Raz87,[Smo87]. When combined with a property
tester that distinguishes approximate low degree [, polynomials from random functions [KL01,BKS™10],
this yields a natural property for the circuit class AC’[p]. Introduced by Razborov and Rudich [RR94],
a natural property (or proof) for a class C is a distinguishing algorithm between a function in C and a
randomly chosen function with non-trivial distinguishing advantage.

A well-known result in coding theory |JPRZ09| shows that for any degree k > p — 1, any testing
algorithrrﬁ that distinguishes between a degree k polynomial in Z, and a function e-far from a degree k

polynomial requires at least Q(% + p%) queries. This implies that if the best polynomial approximation
for a function in AC® [p] has degree logd m, then any natural property based on low-degree polynomial
testing must incur query complexity at least Q(plogdm)7 which is quasipolynomial. This lower bound

5That is, in an AC? [p] circuit one may use MOD,, gates, which output 0 iff the number of input wires carrying a 1 is 0
mod p; else a 1.

61n fact, this lower bound applies to the setting where one is directly interacting with a low-degree polynomial, not just
an approximate low-degree polynomial; we discuss this distinction further later.



illustrates that finding a natural property that uses only polynomially many queries would require fun-
damentally new techniques.

In the thirty-five years since the Razborov-Smolensky natural property was introduced, no other
natural properties for ACO[p] have been discovered, and no fundamentally new techniques have emerged
for constructing them. Despite the existence of this longstanding barrier, it is surprising that (to our
knowledge) no PRF candidates in AC® [p] in the bounded-query setting with subexponential security have
been proposed.

Limitations of the CIKK Learning Algorithm. The CIKK learning algorithm [CIKK16| shows
how to turn the natural property by Razborov-Smolenksy [Raz87,Smo87| into a learning algorithm
for AC° [p] that requires quasipolynomially many membership queries. More generally, their approach
transforms any natural property for a complexity class C containing AC" [p], defined for n-input circuits
of size s(n), denoted C[s(n)], into a learning algorithm for any function f € C[s(n)]. The learner outputs
a circuit C' such that, with high probability, C(z) = f(x) for a large fraction of inputs z € {0,1}".

Oliveira and Santhanam [OS16] further showed that a 2°(")-time natural property for C[poly(n)] can
be converted into a learning algorithm for C[poly(n)] running in time O(2"") for any € > 0. Furthermore,
they showed that a 2°(")-time natural property for C[2"] yields a learning algorithm for C[poly(n)]
running in time 0(2103(")0(1)). Analogous results hold to speed up the query complexity of learning as
well.

This raises a natural question: can the CIKK framework be used to speed up the Razborov—Smolensky
natural property and thereby obtain a learning algorithm with lower query complexity for AC° [p]?

We show the answer is negative. Specifically, in Appendix [A] we prove a lower bound on the query
complexity of CIKK learners in terms of the circuit size of the Nisan-Wigderson function.

Theorem 1.3 Let C be a circuit class. Suppose C[s(n)] has a natural property making g(m) queries,
where m is the size of the target circuit. Then any CIKK learner for C requires at least g(t) queries
where t is the size of the Nisan- Wigderson generator circuit.

This result implies that CIKK learners cannot achieve fewer queries than those required by the underlying
natural property unless the circuit size of the Nisan-Wigderson generator can be reduced significantly.
Consequently, no known CIKK-style attack can learn circuits in AC° [p] below the quasipolynomial bound
implies by the Razborov-Smolensky approximation, unless either a fundamentally new natural property
is discovered, or the circuit size of the Nisan-Wigderson generator is reduced.

1.3 Related Work

Table 1| provides a comparison of our candidate with existing constructions, which we describe in more
detail below.

PRF Candidates from LPN. Yu and Steinberger [YS16] introduce a PRF candidate based on the
LPN assumption with noise rate y = n~¢ for any constant 0 < ¢ < 1. Their construction is almost in
AC® [2]: it uses only parity and unbounded fan-in AND/OR gates, but has super-constant depth w(1),
where w(1) can be any superconstant function.

They show that if there exists a natural property against AC’[2] circuits of depth d making O(n®/3)
queries in time 7" with advantage O(dn®/3¢), then there is an algorithm for solving the LPN problem with
noise rate n~¢ in an queries for any constant « > 1, time 7" and advantage e. Note that one can set d to
be constant to obtain a PRF in AC0[2]7 but this would limit the adversary to a fixed polynomial number
of queries. In contrast, our candidate lies fully within AC° [2] (with depth just 3) and we conjecture that
it remains secure against p(\) queries for any polynomial p.

In related work, Ding et al. construct a weak PRF in NC! based on strong LPN and propose multiple
strong PRFs in NC! based on variants of LPN [DJK25|. Their constructions additionally satisfy key
homomorphism, a property useful for many symmetric cryptographic applications. Since NC' strictly
contains AC" [2], these results highlight known separations between the two classes.

PRF Candidates from Factoring, DDH, and Ring LWE. Candidate PRFs in TC" have been
constructed based on standard cryptographic assumptions such as Factoring, the Diffie-Hellman problem
INR97|, and Ring-LWE [BPR12|. Through a generic reduction by Viola [Viol3| from subexponentially
secure PRFs in TCY to quasipolynomially secure PRFs in AC° [p], these constructions yield candidate



Circuit Class Reference Lower Bounds

AC° [LMN89|
AC® + O(1) XOR,MAJ [Viol3] No poly-query PR
DNF o MOD2 |[ABGT14] No poly-query PRF with subexp-security
AC® o MOD2 |ABGT14] No poly-query PRF with subexp-security (conjectured)
AC[p] |[RR94/KL01|CIKK16| No subexp-query PRF with subexp-security
Circuit Class Reference Query Runtime Assumption

0 |Kha93|[NR97|BPR12{Viol3| quasipoly quasipoly Factor, DDH, LWE
ACY[2] : . . L

This work quasipoly  subexp Heuristic

almost-AC’[2] [YS16] quasipoly  subexp Low-noise LPN
NC[m] |BIPT 18] exp exp Heuristic
quasilinear-TC° [MV12| exp exp Heuristic
TC [NRI7|[NRROO|BPR12| |[AR16| subexp  subexp Factor, DDH, LWE, Goldreich’s OWF

Table 1: Comparison of negative (top table) and positive (bottom table) results for low-depth PRFs (where we only consider
strong PRFs, i.e., PRFs secure against chosen-query attacks). We consider the complexity of computing the output for any
fixed key, where security level in terms of query complexity (Query) and adversarial runtime (Runtime) is with respect to
the key length. Here, poly denotes an a-priori unbounded polynomial number of queries. We write AC® to denote the class
of constant-depth circuits with NOT and AND gates of polynomial size with unbounded fan-in. We write DNF to denote
the subclass of depth-2 circuits. We write DNFoMOD2 to denote the complexity class DNF with mod 2 gates at the bottom
(=input) layer (and equivalently for AC® 0o MOD2). We write AC®[m] to denote the class AC® with mod m gates at all levels.
We denote by TCO the class of constant-depth circuits with NOT, AND and MAJORITY (or, equivalently, threshold) gates
of polynomial size with unbounded fan-in. Factor refers to the hardness of factoring, DDH to the decisional Diffie-Hellman
assumption, LWE refers to Learning with Errors, and LPN refers to Learning Parity with Noise.

PRFs in ACO[p] that are secure against quasipolynomial-time adversaries, assuming the subexponential
hardness of the underlying assumptions. However, the reductions to these assumptions do not hold in
our bounded query setting. Viola’s construction takes the form fy(hy(z)), where f, is the TC? candidate
on poly log n-bit inputs and h; is a hash function. In the bounded query setting, this candidate admits
a distinguisher with inverse quasipolynomial advantage by searching the key space. Because we aim for
security against subexponential adversaries with non-negligible advantage, this motivates the need for a
new candidate construction.

Other Low-Complexity PRF Candidates. Two weak PRF candidates in AC°[2] that achieve subex-
ponential security are proposed in [BCG™T21|. However, neither candidate is suitable as a strong PRF.
The first candidate lies in AC® layered on top of parity gates and has heavy Fourier coefficients, making
it efficiently learnable using the Kushilevitz—Mansour algorithm [KM91]. The second candidate is a
sparse polynomial over Fo, which can be efficiently learned with membership queries using algorithms
from [DLM™07].

Separately, Boneh et al. |BIPT18] introduce a strong PRF candidate with exponential security in
NC°[6], and conjecture that similar constructions may exist for NC°[m] where m = pq for distinct primes
p and ¢q. Inspired by this candidate, Chen et al. [CJL25| formalize the Learning with Alternating Moduli
(LAM) Assumption which they show to be as hard as LWE for certain large moduli. They propose
candidate weak PRFs based on the LAM assumption in NC°[m] where m = pq for distinct primes p
and ¢ with 20("/1087) security. Note that AC°[p] does not contain NC°[pq] since MOD, gates cannot be
computed in AC°[p] |[Smo87].

Applebaum and Raykov |[AR16] also propose a weak PRF candidate in AC? with quasipolynomial
security and a strong PRF candidate in TC® with subexponential security based on Goldreich’s one-way
function |Gol00].

1.4 Open Questions

We highlight several directions that remain open.

e General linear tests. Proving resistance of our candidate against all linear tests remains open.
We describe a proof attempt in Appendix [C] and note its shortcomings. Even in the weak-PRF
regime under non-adaptive queries, establishing resistance to linear tests for the second PRF can-
didate of [BCG™21] is still unresolved.



e Specific linear and adaptive tests. For the special case in which the adversary issues Q linearly
independent queries (rather than queries sampled independently at random), we were unable to
bound the distinguishing bias. Bounding the resulting bias may be of independent interest in
Boolean Fourier analysis. Identifying additional special cases of linear tests and adaptive that
exhibit new Fourier-analytic phenomena would also be valuable.

e Sparsity beyond expectation. We currently show only that the multilinear expansion of our
candidate is non-sparse in expectation. Proving non-sparsity with high probability remains open.
Deriving a tail bound is challenging because the monomial-coefficient indicators are dependent, so
standard Chernoff-type arguments do not apply.

e Minimality of the construction. It remains open whether our structure is essentially minimal.
For example, does there exist a (strong) PRF candidate in MOD, o AC’? Clarifying this would
improve our understanding of the exact complexity required for PRF constructions in low-depth
classes.

e Dichotomy between Learning and PRFs. Can we, in general, build PRFs in AC° [2] assuming
only the non-learnability of the class in the quasipolynomial-query regime?

e Circuit-size lower bound for Nisan—Wigderson. Our query lower bound in Theorem
for CIKK depends on the circuit size of the Nisan-Wigderson (NW) function (Definition [A.4).
Establishing a circuit-size lower bound for the NW function would therefore yield a correspondingly
stronger statement on CIKK’s query complexity.

2 Preliminaries

Throughout this work, we denote by A the security parameter. We say a function f()\) is negligible
in the security parameter X if f(A) = A=), We denote this by writing f(\) = negl(\). We write
poly(A) to denote a function that is bounded by a fixed polynomial in A. We say an algorithm is
efficient if it runs in probabilistic polynomial time (PPT) in the length of its input. For a positive
integer n, we use [n] to denote the set {1,...,n}. For a set S, x + S denotes uniformly sampling from
S; additionally, x1,...,xp < S for L € N denotes that x1,...,xy are all independent and uniformly
sampled from S. We use U,, to denote the uniform distribution over {0,1}". For a vector x € {0,1}%,
we let |z| := |{i € [N] : z; = 1}| denote the (Hamming) weight of the vector.

2.1 Fourier Analysis of Boolean Functions

In this section (and this work), we will regularly identify {0,1} with Fo, the finite Galois field with two
elements.

Characters and Fourier basis. For s € {0,1}"V, define the character

Xs(@) = (=17 (ze{0,1}V) .

The set {xs : s € F)'} forms an orthonormal basis for real-valued functions on the Boolean hypercube
{0,1}" under the inner product

(fr9) = Eo[f(x)g(x)], frg:{0,1}Y =R

Here and elsewhere, the notation E, means that this expectation is over a uniformly random z € {0, 1}".
For this inner-product, the characters form an orthonormal basis.

Lemma 2.1 (Orthonormality) For all s,t € {0,1}",

Em [X@(I)Xf(z)} = ]-s:t~



Fourier coefficients and expansion. For f: {0,1}" — R, the Fourier coefficient of f at s € {0,1}V
is

F(5) = E;[f(z) xs(@)] -

Due to Lemma [23] every f admits the Fourier expansion

f@) = Y Je)x(a) .

s€{0,1} N

Lemma[2.T]implies this change-of-basis transformation is orthogonal, at least when the norms are suitably
defined. That is, we have the following.

Theorem 2.2 (Parseval’s Theorem) For all f: {0,1}" — R,

E[f(@)] = > fs)”

se{0,1}N

In particular, when the range of f is {—1,1}, then as clearly E,|f(z)?] = 1, we have
d>ooFs)?r =1,
s€{0,1}N

Lastly, we record what it means for a function to have a concentrated Fourier spectrum.

Definition 2.3 (Fourier e-concentration) Let F C FY be a set. We say that f : {0,1}" — {-1,1}
has Fourier mass e-concentrated on F if

Zf(s)z > 1—c.

sEF

See [0'D14] for further background[]

2.2 Pseudorandom Functions

We give the definitions of weak pseudorandom functions (WPRFs) and of standard pseudorandom func-
tions (PRFs, or strong PRFs). We note that, as is standard, the adversary’s query complexity, running
time, and success probability are all measured with respect to the key length of the PRF.

Definition 2.4 ((Weak) Pseudorandom Function) Let A € N be the security parameter, and let
N = N(XA) and & = k(\) denote polynomially bounded functions specifying the input length and key
length, respectively.

A (weak) pseudorandom function is a family of functions F = {fx : {0,1}* x {0,1}¥ — {0,1}},
where fx(k,x) can be evaluated in polynomial time given (k,x). We write fi(x) instead of fx(k,z). For
Q=Qk), T=T(k) and ¢ = e(k), we say that F is a (Q,T,c)-secure (strong) pseudorandom function
(PRF) if for every A € N and every oracle circuit A of size T(k),

Pr [Af0) = 1] — PrARO = 1]| < e(r),
k<+{0,1}~ R

where R : {0,1}Y — {0,1} denotes a uniformly random function. We call F a (Q,T,¢)-secure weak
PRF (WPRF) if the same condition holds when A is only given input-output pairs (z;, fx(x;)), where
each x; < {0,1}™ is sampled uniformly and independently. For brevity, we also say F is a (Q,T)-secure
(strong/weak) PRF if it is (Q,T,1/T)-secure (in either the strong or weak sense).

Remark 2.5 We remark that it is a common observation that one can trade running time for success
probability. That is, to increase success probability, one can run the adversary multiple times with inde-
pendent random tapes, and take a majority vote. However, this amplification also requires the adversary
to use additional queries. Hence, if a PRF is (Q,T,¢e)-secure with ) = poly(k) but ¢ = 2*"9(1), am-
plification to constant success would demand exponentially many queries, it is unclear how to obtain an

attack with constant success probability while maintaining polynomial query complexity.

"We remark that there, Fourier characters/coefficients use a domain of {—1,1}.



2.3 Algebraic Attacks and Rational Degree

Bogdanov et al. [BR17] used an algebraic attack to break Akavia et al.’s weak PRF candidate [ABGT14].
The attack requires the candidate to have a low rational degree. We define rational degree below and
later in Section [£.3] prove our candidate has high rational degree.

Definition 2.6 ((Primal/Dual) Rational Degree) Let F : FY — Fy be a boolean function, which
we consider as an element of the Boolean ring Ry := Falx1,...,xn]/I, where I = (% —x1,...,2% —2N)
denotes the Boolean ideal. The primal rational degree of F' is

min{d : 3G € Ry with deg(G) =d s.t. GF =0 (mod I)} .
The dual rational degree of F is
min{d : 3G € Ry with deg(G) =d s.t. G(F +1)=0 (mod I)} .
The rational degree rdeg(F') is the minimum of its primal and dual rational degree.

If a function has rational degree d (either primal or dual), one can look to interpolate a degree-d
multilinear polynomial G witnessing GF = 0 (mod I) (in the primal case) or G(F + 1) = 0 (mod I)
(in the dual case). The interpolation is done by viewing the (N jl) coeflicients of G' as unknowns, and

solving for them via Gaussian elimination. To ensure that there are enough equations, one must query
(C] ((le)) samples. Note that random samples are sufficient.

This attack demonstrates that, if F' has rational degree d, then it is not a (No(d), NO@, Q(l))—weak
PRF. Note that in the weak PRF setting, in order for our candidate to satisfy subexponential security
if the adversary is also given subexponentially many samples, it is necessary for us to argue that our
candidates rational degree is > x®(!) (where we recall & denotes key-length). This is what we do in
Section [4.3| (in fact, we show the rational degree is Q(x'/6)).

2.4 Linear Attacks

Linear attacks have been implicitly considered in much of the cryptanalytic literature for many years
(especially in code-based cryptography), but was only recently formalized (see, e.g., [CRR21|). The
framework has become popular as it encompasses many practical attacks on code-based assumptions,
especially those based on information set decoding (ISD) |Pra62}|Ste89,FS09,BLP11,MMT11,BJMM12,
MO15,{EKM17,BM18].

To provide context, we describe how linear attacks apply to a dual-LPN style assumption which states
that given a matrix A sampled according to some distribution, (A, Ae) is indistinguishable from (A, b)
where b is a uniformly random vector, even if e is random sparse vector. The linear attack proceeds
by identifying a nonzero attack vector u such that (u,y) is biased when y = Ae for a randomly chosen
sparse vector e. Equivalently, uA must have low Hamming weight; i.e., u corresponds to a message
whose codeword under A has low weight. Detecting such a bias in y is already enough to distinguish
(A, Ae) from uniform.

This generalizes to an attack on a weak PRF in the following way. Given randomly sampled inputs
M 2@ before seeing the values F(k,z1), ..., F(k,2(@), the adversary must choose an attack
vector u € {0,1}%\ {0}, and the adversary is said to succeed if the bias

it

is non-negligible, where the randomness is over the key k, the values (!, ..., (%), and any other internal
randomness of the adversaryﬂ

A contribution of our work is to define a generalized notion of linear tests that even strong PRF’s must
satisfy. Essentially, we allow the adversary to non-adaptively choose a set of query points =1, ..., z(@),
In particular, they need not be independent and uniform. Again, before submitting the queries to the
oracle, the adversary must choose the attack vector u, and the attack is said to succeed if the adversaries
determines a non-trivial bias in the inner product of the PRF values and the vector u. The formal
definition follows.

8Since we typically will not be explicitly giving a running time bound on the adversaries, we will be able to assume the
adversary is deterministic. But in full generality, we allow the adversary to toss random coins, and this is useful when we
generalize to the non-adaptive setting.



Definition 2.7 (Non-adaptive linear test for Strong PRF) Let {f; : {0,1}" — {0,1} | k + {0,1}"}
be a family of keyed functions, and let Q € N be a query bound. Let 2V, ... 2(@) € {0,1}" be distinct
inputs chosen non-adaptively by the adversary, and let u = (uy,...,uq) € {0,1}%¢\ {0} be a vector
chosen by the adversary (also known as the attack vector) prior to making any queries. The adversary
is said to succeed in a linear attack if

bias(u) = ]E[(—l)Z?:w Mf(“)” > e(n)

for some non-negligible function (n), where the randomness is over the choice of the key k and any
internal randomness of the adversary.

In this setting of non-adaptive linear tests, it in fact suffices to consider the attack vector u =
(1,1,...,1). This is because the adversary must decide the attack vector u based on her queries
W 2@ and if she wishes to set u; = 0, she can simply not submit the query z(*. (This im-
plicitly assumes the adversary need not fix ahead of time exactly how many queries it will make to the
PRF, but we consider that reasonable.) In Section all the non-adaptive linear attacks we consider
have attack vector u = (1,1,...,1).

Additionally, we will even consider a natural adaptive attack that can be viewed as a linear attack
(see Lemma . However, defining adaptive linear attacks in full generality appears to be quite
unreasonable (at least, any “natural” definition seems to be impossible to fulfill, as it would imply
information-theoretic security of the PRF).

3 Strong PRFs in AC"[2]

Let A denote the security parameter. We first define an auxiliary function G : {0,1}V — {0,1} as the
product of £ independent TRIBES functions on disjoint input blocks:

4
G(z) = @ TRIBES,, » ("), (3)

i=1

where (") denotes the i*" M-bit block of z, and where each TRIBES,,, ,, function is given by
TRIBES,,n(2) = \/ \ zjux-
j=1 k=1

where x;; denotes the k" bit in the j* sub-block of z. Here:

e m=0(A\log)) and n = O(log \) are the balanced tribes parameters, chosen so that mn = X\ and
m= @(277,)7

e M = mn is the input length to each TRIBES function and N = ¢mn is the input length to G,
where £ = \.

We clarify that n = ©(logA) and m = O(\/log)) can be chosen so that TRIBES,, , is unbiased,
i.e., so that Pr,[TRIBES,, ,(z) = 1] =~ 1/2. Specifically, following [O0’D14] Proposition 4.12] (and the
surrounding discussion), we can set parameters such that Pry[TRIBES,, ,(z) =1 =1—- (1 -2")" =

Py
We now define our candidate strong PRF. Let the PRF key A € {0,1}*¥ be a randomly sampled
invertible matrix over Fo and b € {0,1}" be sampled uniformly at random. We remark that the key
length is £(\) = A* + A2

1/2—-0 (@) In the sequel, we assume m and n are chosen in this way.

Candidate Strong PRF. Our candidate strong PRF Fa p : {0,1}" — {0, 1} is defined as
Fap(z) = G(Ax@b) . (4)
Throughout the rest of the paper, we use F' and G as defined above. We remark as well that Fio = G,

i.e., when the key is set to (I,0) the PRF is this function G.

10



Changing the range. At certain points, it will be useful for us to analyze the version of our function
where the range is {—1,1} rather than {0,1}. That is, we will sometimes consider the function fa p :
{0,1}¥ — {—1,1} defined as

fap(z) = (=1)ar)

We similarly, we define

g(z) == (1)@, TRIBESE, ,, (x) i= (—1)TRIBESma(),

In particular, we then have g(x) = Hle TRIBESf,EL’n(gc(i)) and fa p(z) = g(Azr ®b), where as above (V)
denotes the i'» M-bit block of x.

3.1 Universal PRF from Strong PRFs in AC’[2]

We also construct a universal PRF in AC°[2] under the assumption that a strong PRF exists in AC?[2]
in Theorem The proof is in Appendix

Theorem 3.1 If there exists a PRF f, : {0,1}"b x {0,1}™ — {0,1} secure against poly(n) time and
query adversaries in AC°[2] for some b > 1, then there exists a fized, universal function UG : {0, 1}”b X
{0,1}™ — {0,1} in AC°[2], which is a PRF secure against poly(n) time and query adversaries.

4 Rationales for Security

In this section, we demonstrate that our candidate withstands several classes of attacks. Specifically,
we show that it is resilient to Fourier-analytic attacks, linear tests, and sparse polynomial testing. In
addition, we establish that our candidate inherits the same guarantees as the construction of Akavia et
al. [ABG™14|, including inapproximability by low-degree polynomials over finite fields and the absence
of correlation with any fixed family of functions. In each subsection, we prove resistance against attacks

20(n1/4

running in time O(2*). This implies that the security is ), sub-exponential in the key length s

(recall K(\) = \%).

4.1 Absence of Large Fourier Characters

We analyze the Fourier spectrum of our candidate function fa p as defined in Equation . Note here
that we are explicitly looking at the {+1}-valued version of the Boolean function. We prove that all
Fourier coefficients are exponentially small in the security parameter \.

First, before continuing, we record the Fourier-characters for the version of the TRIBES function
with range {£1}.

Proposition 4.1 (Fourier Coefficients of TRIBES |O’D14], Proposition 4.14) We have

TRIBES®,, ,(0) =2(1 —27™)" — 1.

Else, if z = (21, ..., 2(M) % 0 where 2 denotes the i*" n-bit block of z € {0,1}M, if p = |{i € [m] :
2 =£ 0}, then

TﬁB\Esim,n(z) = 2(—1)PtlElg=pn(p —g=mym=p
Note that, for a Boolean function f: {0, 1} — {-1,1},
F(0) = Eu[f (2)xo(x)] = Pr[f(x) = 1] = Pr[f () = —1] ;

hence, showing that | f (0)] is small is enough to argue that f is unbiased. Thus, the following proposition
is a strengthening of the claim that our PRF candidate is unbiased.

Proposition 4.2 (No Large Fourier Coefficients)

max {|fan(z)|} <027,

z€{0,1}N

Proof.  Our proof relies on two lemmas.

11



Lemma 4.3 (Product Lemma for Disjoint Inputs) Let £, M, N be positive integers such that N =
(M. Let hy,... he:{0,1}M — {—1,1} be Boolean functions, and define f : {0,1}¥ — {~1,1} by

14

f2) =[] hala®),

i=1
where x = (a:(l), . ,x(f)) 1s partitioned into £ disjoint blocks of size M. Then
‘

0
:Hﬁi(z(i)) and max|f( )|—H max |/h\%(z(l))|
i=1

2 e{-1,1}M

Proof. For z = (21 ... 2(0),

ﬁ (Z) (w z)

z€{0,1}V
¢ 1 . ) )
(B RTINS
i=1 .L( i) g e{0,1}M
[T
Taking maxima over z yields the second claimed equality. O

In our construction, the blocks of inputs to the ¢ tribes functions are mixed by A (and shifted by b),
rather than being disjoint. The following lemma shows that an invertible linear transformation preserves
the maximum magnitude of a Fourier coeflicient.

Lemma 4.4 Let f and g be functions such that f(z) = g(Ax + b) with A € {0,1}¥*N invertible over
Fy and b € {0,1}". Then

Lhax |f(2)] = x| 19(2)]-

Proof. Lety=Ax+b,sox=A"1(y—b). Then

fo) =gy X s(Artb) (-

ze{0,1}N
1 _
= 27N Z g(y) . (_1)<A 1(y_b)7z>
ye{0,1}N
= (—=1)=—a7"p). 2LN Z g(y) - (—1)w(ATH =)

ye{0,1}N

= (—1)EATE L G(A)T2),

which implies |f(z)| = [g((A=1)T2)| and hence the maxima are equal. O
Now, we apply the lemmas to our candidate. From Proposition we see that for our choice of
parameters,

max |TRIBESE(2)] < O (%) :

Indeed, following the discussion in Section [3] we see that or choice of m and n guarantees that (1 —
27mm <140 (logA) and so

TRIBES*(0)| =[2(1~2)" ~ 1] <0 (52) .

Otherwise, for z = (2(1),...,2(™)) # 0 (where as in Proposition 2 denotes the i*" n-bit block of
z € {0,1}M), we have p = |{i € [m] : 2() # 0}| > 1, implying

[TRIBES® (3)] = [2(~1 12 (1 — 27y =0 -

12



Therefore, by Lemma
N ¢
log A
max|G(2)]| < (o (T)) .

Since £ = )\, this is certainly at most O(27*), as desired. Finally, fa () = g(Az @ b), so Lemma

o~

implies that max, |f(z)| = max, |g(z)|, completing the proof. O
This shows that the largest Fourier coefficient of fa 1 is exponentially small in A, and thus fa p has
no non-negligibly large Fourier characters.

4.2 Resistance Against Linear Tests

We show that our candidate Fa 1, as defined in Equation resists a specific set of non-adaptive linear
attacks as defined in Definition 2.7 Additionally, recalling the discussion that followed the definition,
we will always assume the attack vector u=(1,1,...,1).

Again in this section we find it easier to work with {—1, 1}-valued versions of the functions, namely,
fAJ,andg}

A Simple Linear-Sum Attack and Its Fourier Analysis We study the following linear-sum dis-
tinguishing attack, inspired by the Blum—Luby—Rubinfeld (BLR) linearity test.

Linear Sum Attack. Fix an integer Q > 2. The distinguisher samples ("), ... (@D « FY and
sets
Q-1
2@ = 340,
i=1

It then outputs the result of Z?:l F(x(i)). The probability the distinguisher outputs 1 for F' is equivalent
to the following:

Q .
2q(f) = E[[]19)] = E[-)Zh )]
i=1

where the expectation is over the random choice of the z(9)’s.
We obtain a closed form Fourier sum for the bias of the linear sum attack in Lemma 5]

Lemma 4.5 (Bias as a Fourier sum) For any Q > 2 and any h: FY — {—1,1},

Ag(h) = > h(s)?.

sEFY
Proof. Expand each h(z(") into its Fourier series:
2 ] < = Q (3)
[[ne®) = 3 ([The) =,
i=1 S1,...,8Q€EFY i=1

Taking expectation over the jointly distributed ("), ..., z(9) with the constraint z(?) = ZzQz_ll () gives

. Q-1 .
E[(‘UZ?:I(S“Q:(”)} = ] E.oo [(—1)(Si+SQ’x(L>)] )
i=1

which equals 1 iff s; = s for every i € [@ — 1], and equals 0 otherwise. Thus only the diagonal terms
$1=--- = 8g = s survive, yielding Ag(h) = Zsengv /]’;(S)Q. O

We can first use this observation to argue that functions with their Fourier mass concentrated on a
small set (as in Definition are distinguished from uniform via a linear attack.

Corollary 4.6 (Distinguisher for functions with concentrated Fourier mass) If h: {0,1}" —

{=1,1} has its Fourier coefficients e-concentrated on a set F, then the linear-sum attack distinguishes g

from a random function with advantage 1‘}?
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Proof. If h is e-concentrated on a set F, then by Cauchy-Schwarz, setting Q = 4 in Lemma [£.5] yields

1—¢
| 7|

Bl > YR > SR >

sEF sEF
O

Remark 4.7 The Kushilevitz—Mansour algorithm [KM91|| learns any Boolean function whose Fourier
mass is e-concentrated on a set F of size K in time poly(K,n,1/e). For distinguishing a PRF from
random, however, full learning is unnecessary. Under the same spectral-concentration assumption, a
much stmpler distinguisher suffices. In particular, one can phrase the attack as a linear test that queries
the function on a constant number of inputs and checks the corresponding correlation. This highlights the
strength of linear tests. Consequently, establishing resistance against all linear tests would, in particular,
rule out Fourier-based attacks that rely on detecting heavy coefficients. But we emphasize that attacks
detecting heavy Fourier coefficients constitute just a small subset of all possible linear attacks.

We now prove the upper bound that we use for our candidates.

Proposition 4.8 (Small Fourier spectrum = negligible bias) Let h : FY — {—1,1} and suppose
max,epy |h(s)| < 7. Then for every Q > 2,

[Aq(h)] = 7972 .
In particular, if T =279 and Q >3, then |Ag(h)| = 2790,

Proof. The statement follows from Lemma the triangle inequality, and Parseval through the series
of inequalities below.

[Ae(h)] =

ZB(S)Q’ < STs)R < 792N h(s)? = 92

O
Applying the upper bound to g(x) which Proposition establishes has exponentially small Fourier
coefficients, we obtain Corollary

Corollary 4.9 For (M ... 2@ FY and (@ = Z?;ll z®
Aglg) = 2790,
Finally, we show that our candidate Fa 1, resists the linear sum attack.
Lemma 4.10 Let 2 ... 2@~Y « FY and (@) = 252:—11 ). Define
6 = E[(-1)ZE Pane] = ag(y)
Then |§| = 279N,

Proof. Let y" := Az() 4 b. Because A is invertible and (¥ are uniform and independent, the vectors

y® ..., y@Y are uniform and independent. Moreover
Q-1
Y@ =A@ +b = A(Y +9) +b
i=1
Q-1

(Az 4+ b) + (Q mod 2) b

Il
o
7ol
— o

¥y + (Qmod2)b .

@
I
-

Hence:
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e If Q is even, then y(@) = Z?;ll y@, and by Lemma (applied to g evaluated at the y(9)’s) we
got 6= 37, 3(5) 2.

o If Q is odd, then y(@ = Z?;ll y@ + b. Conditioning on b and repeating the same computation
yields 6 = 3>, G(s) @ (—1)¢® . In particular, |0| equals |3, g(s) ?|.

In both cases, [§] < ", [9(s)|? < (max; |§(s)|)Q_2 by Proposition Using the bound max; [g(s)| <
2= from Proposition completes the proof. O

Lemmashows that the attack’s bias is exactly a spectral sum of g9 ~2 Thus, whenever the spectrum
has a heavy coefficient or is e-concentrated on a small set F, the bias is non-negligible. In addition, if
all coeflicients are small (as we established for fa p in Proposition , then the bias is negligible by
Proposition This shows why linear attacks subsume the usual “heavy Fourier” attacks and why our
candidate resists them.

Adaptive tests We show resistance against a simple adaptive test, where the adversary chooses ran-

dom independent samples z(* and discards samples such that F(l'(i)) = 1. Finally, the adversary tests
Q-1

whether F' ( > x(’)> = 0. We show that our candidate PRF resists this adaptive test. Due to the same
i=1

argument as in Lemma [£.10] it suffices to prove resistance for the function G with randomly chosen

independent inputs in F5.

Lemma 4.11 Ifz(M 2@ . 2(@=D gre randomly chosen independent vectors in FY such that G’(x(i)) =
1

0 foric [Q—1], (@ = i =D and
i=1
§ =Pr[G(z@) =0|G(zD) =0 for all i € [Q — 1]] — 3, then |5 = O(27*).

Proof. Note that g(x) = (—1)9®) also satisfies g(x) = 1—2G(z), which equivalently gives G(z) = 1_%(”).
We calculate the probability as follows:
Pr {G(m(Q)) =0|G(z)) =0 for all i € [Q — l]}

~ Pr[G(a) =0 foralli € [Q]]
- Pr [G(x(i)) =0 for all i € [Q — 1}] '

Because x(?) are independent for i € [@ — 1], the denominator is equal to (% + e)Qfl for negligible €(\).
The numerator can be calculated as follows:

Q Q : <
. 1+ g(z®) 1 1 ;
TGN LA I T @
E[]1-66")| =& |[]—5 =35 + 508 | [T
i=1 i=1 =1
1 1 _
=5 + 50 02 >‘) (Corollary [4.9)

Thus, the overall probability is upper bounded by

119N L1
2Q+2Q Q(_l )§2Q+2Q1 ( )§}+O(27)‘),
(1+9 o
and lower bounded by
1 1 - 1
2Q + 2Q ° 0(2 A) > 2@ > 16726(62*1)
G907 w2907 7
1 1
> (1-2Q-1)25-0@7)
where we use the standard inequality 1 + 2 < e® for all z € R. This gives |5| = O(27*). O
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4.3 High Rational Degree

We show that our candidate has high rational degree as defined in Definition [2.6] thereby avoiding the
algebraic attack that breaks the weak PRF candidate of [ABG'14]. For N = Imn € N, let

Ry = FQ[Xl,,XN]/(X12+X1aaXJQ\f+XN)

be the ring of multilinear polynomials over Fo. Every F' € Ry has a unique multilinear representative

F = Z CSHXi (cs € Fa),

SCIN] €S

and multiplication satisfies

(HX)(HX) =[] x; mRy

i€S €T 1€ SUT

for all S, T C [N]. In particular, each F' € Ry is idempotent: F2? = F[]
Let I denote the ideal (ijk + Xijk) ik in Fo[ X1, ..., Xn]. We use the following elementary prop-
erties about the rational degree.

Lemma 4.12 Let F € Ry \ {0}.

1. (Algebraic-degree upper bound) The (primal) rational degree of F is at most the algebraic degree
of its multilinear representative in Fo[X1, ..., Xn].

2. (Affine invariance) If A € FéVXN is invertible and b € FY | then the rational degree of F equals
that of F(AX + b).

Proof. (1) Since F?2 + F = 0 (mod I), taking G := F + 1 shows that GF = 0 (mod I) and
deg(G) = deg(F), proving the claimed upper bound.

(2) Suppose G(X) F(AX + b) = 0 in Ry. Evaluating on FY and substituting Y = AX + b shows
G'(Y)F(Y) =0 for all Y € FY, where G'(Y) := G(A~YY + A~'b) has the same algebraic degree as
G. Thus any annihilator of F(AX +b) of degree d induces one of F' of the same degree (and vice versa),
for both primal and dual definitions. Hence rational degree is preserved. (Il

Write the input variables as { Xk }ic[q, je[m], ke[n] SO that block i consists of m tribes, each of width

n. Let
n l

Hi(X;) ;:ﬁ(1+]‘[ Xijk) and  F(X) == Y Hi(X;) € Ru.

j=1 k=1 i=1

Up to adding a constant (i.e., replacing F' by F' + 1), this agrees with the standard multilinearization of
the TRIBES construction; rational degree is invariant under F' — F' + 1 (it swaps the primal and dual
notions). By Lemma it suffices to analyze the unshifted, identity case Fa p(X) = F(X) with A =T

and b = 0. We work with F defined above since rdeg(Fa ) = rdeg(F). Each H; has algebraic degree
mn, hence deg(F) = mn. By Lemma we have the following corollary.

Corollary 4.13 (Trivial upper bound) For the function F with parameters (,m,n,
rdeg <ﬁ‘) < mn.
We now prove the main lower bound on the rational degree of our candidate.

Proposition 4.14 (Lower bound) For the function F with parameters ¢,m,n,
rdeg (ﬁ') > min{¢, mn}.

Consequently, for any choice of invertible A € IFQVXN andb € FY , we also have rdeg(Fa p) > min{{, mn}.

9This follows from the fact that two multilinear polynomials agree as elements of Ry iff they agree pointwise on Fé\’ ,
and F(z)? = F(z) for all z € FY, as y2 = y for all y € Fa.
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Proof. 'We show that no nonzero multilinear G of degree < t := min{¢, mn} can satisfy either G F=0
(mod I) (primal) or G(F 4 1) =0 (mod I) (dual).

Write G = Zseg X¥, where each monomial X% := H(m)k)es Xijk is square-free and G C
oldxImlx[nl = Tet S* € G be of maximum size, so |S*| = deg(G) < t. Because |S*| < ¢, there ex-
ists an index i* € [f] such that no variable from block i* appears in S*, ie., (i*,j,k) ¢ S* for all
j € [m],k € [n]. Consider the monomial

m. n
M* = ( H Xijk) . (H HXi*jk)'
(i,5,k)eS* j=1k=1

In the expansion of

Z( H Xi’j’k’)(HﬁXijk> ;

L TC[m] S€G  (i,j',k')ES JET k=1

the term with ¢ = ¢* and T = [m] produces M*. Because S* is disjoint from block i*, the variables in
M?™* are pairwise distinct, hence
deg(M™*) = |S*| +mn.

We claim that M* appears exactly once (and hence, with coefficient 1) in G - F modulo I. Indeed,
suppose another triple (¢, 7T, S) contributes the same monomial M*. Then we must have

SU ({i}xTxn]) =8 U ({i*} x [m] x [n]) .

If ¢ # i*, the right-hand side would force {i*} x [m] x [n] C S, implying |S| > mn, which contradicts
|S] <t < mn. Thus ¢ = ¢*, and the disjointness shows T' = [m] and S = S*. Hence M* survives with
coefficient 1 in GF, so GF # 0 (mod I).

The above argument also establishes the dual rational degree. Indeed, we need to argue that GF # G
(mod I). We have just shown that even after reducing modulo I, it must be that deg(GF) = deg(G) +
deg(F), which is strictly greater than deg(G) since deg(F) = mn > 1. Hence, we cannot have GF = G
(mod I). We conclude that no nonzero G of degree < t annihilates F or F + 1, so rdeg(F) > t. O

Corollary 4.15 Let N = {mn. For the candidate Fa v, viewed as an element of Ry,
min{l,mn} < rdeg(Fap) < mn.

This implies there is no rational degree attack on our candidate with less than 2" queries, which is
impossible in our bounded query setting.

4.4 Non-sparsity over [,

We show that the expected number of nonzero monomials in the multilinear expansion of our candidate
is subexponential. Throughout this section, let

We write our candidate as

L m n
Fan(X) = S [1+ H( HA X+b(”k)) . (5)

As described in Section @, the degree of Fia 1, satisfies
deg(FA,b) < M = mn. (6)

We show that this polynomial is, in expectation, not sparse: over the choice of the key (A,b), the
expected number of nonzero coefficients is very large. Our proof proceeds by (i) writing each coefficient
as an explicit polynomial in the entries of (A, b), (ii) proving that this polynomial is not identically zero,
and (iii) invoking the minimum distance of Reed—Muller codes to lower bound the fraction of (A, b) for
which the coefficient is nonzero.
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We repeatedly use the identity, valid over any ring, that

[Ta+8) = > (Hm) IT 5 - (7

teT RCT \teR teT\R

Fix i € [(] and expand the ith block in (B)):

= Z H H(A~X+b)(i)j7k)

SClm] jeS k=1

Z H (Z Ao Xo + b(i,j,k))
n]

S’C[m] (4,k)esSx]| vel

Z Z < H ZA(ivjvk)»U Xv) ( H b(i,j,k))
( (5:k) [nD\R

SC[m] RCSx[n] \(j,k)eRveEU e(Sx[n

=> > 2 II Acimeon

SC[m] RCSx[n] ¢:R—=U \(j,k)ER
11 basm | 11 Xeww -
(G R)E(S X [n)\ R Gk)ER

Summing over i and adding the outer +1 yields a full expansion of Fa p(X).
For a nonempty set T C U with |T| < M, let XT := [l.cr Xu- Define Cr(A,b) € Fy to be the
coefficient of X7 in the expansion of Fa (X ). From the expansion above,

L
Cr(Ab) = > 1+ > > > IT Adimeon
i=1 SC[m] RCSx[n] w:R—U \(j,k)ER
o(R)=T

11 b j k) : (8)

(4:k)e(Sx[nD\R

In the following lemma, we show that each coefficient is not identically zero, when viewed as a
polynomial in entries of (A, b).

Lemma 4.16 For every nonempty T C U with |T| < M, the polynomial Cr(A,b) in the variables
{Ayvtuwev and {by}yeu is not the zero polynomial. Moreover, viewed as a polynomial in the A-variables
alone, Ct has a monomial of degree exactly M = mn.

Proof. Fix any ¢* € [¢] and consider in (8] the single summand with
S=[ml,  R=5x][n]=[m]x][n],

and ranging over all maps ¢ : R — U with image ¢(R) = T'. This contribution equals

Z H A(i*,j,k),go(j,k) )

@:m]x[n]=U (5,k)€[m]x[n]

e([m]x[n])=T
which is a sum of distinct degree mn monomials in the A—variables. Distinctness holds because each
factor is indexed by ordered pairs ((i*, g, k), p(d, k)), so two different functions ¢ # ¢’ yield different sets
of variables and hence different monomials. Therefore this degree-mn portion cannot cancel internally,
and no other term in can cancel it either because terms with R’ C [m] x [n] have strictly smaller
A-—degree, and terms with ¢ # i* involve a disjoint set of A variables in the first index. Hence C7r is a
nonzero polynomial and has A—-degree exactly mn. O
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Lemma 4.17 (Lower bound for coefficient bias) Fiz T C U with 1 <|T| < M. Then

Pr [Cr(Ab)=1] > 27M.
A—FY*N beFY
Proof. By Lemma Cr is a nonzero polynomial of total degree at most M in the N? + N variables
2
(A, b). The evaluation vector of Cr over IFéV N is a nonzero codeword of the binary Reed-Muller code
RM(M, N2 + N), whose minimum distance is 2V +¥ =M [MS77]. Thus, at least a 2= fraction of inputs

(A,b) € Févz""N make Cr equal to 1, proving the claim. O Finally, applying Lemma and Stirling’s
approximation gives us the main result of this section.

Proposition 4.18 (Sub-exponential expected number of monomials) Let S(A,b) be the num-

ber of nonzero coefficients in the multilinear expansion of Fa p(X) supported on monomials of degree at
most M. Then
Eab[S(A,b)] =22 leeX)

Proof. Summing over all possible subsets T" of size ¢t and applying Lemma gives us the following.

Eab[S(A,b)] f: (f) 27 M > (J\J\D 27 M

>
t=1
NM M NM
> _gM 5 T irli
Z 2 = Gijo (Stirling)
ZQQ(Alog)\) )

4.5 Inapproximability by Low-Degree F; Polynomials

We show that the correlation between a low degree Fs polynomial and our candidate is small. We
measure correlation between a Boolean function and low-degree F5 polynomials as follows. For a function
f:{0,1} — {—1,1} and an integer d > 0, define

Coma(f) = max | E,qouu[f(@) (1] .
p:{0,1}" —{0,1}
deg(p)<d

We show that our candidate satisfies the same inapproximability guarantee as in [ABGT14]. The proof
is in Appendix [B:2}

Theorem 4.19 Let o > 0 be a constant and K = K(«). Let M = mn be the input size for TRIBES,, ,,,
and assume an2™ < M < (1—a)n2"™. Then, for every d < log M —log(K log M) there ezists ¢ = c(a) > 0
such that

Corrd(FA’b) < 1l-—c-27¢

In particular, taking parameters £ = O(X),m = O(X\/log(A\)) and n = O(log \) satisfies the regime above,
and the same bound holds uniformly for all invertible A and all b.

4.6 Lack of Correlation with Fixed Function Families

Similarly to Section we define the correlation of two functions (not necessarily polynomials) g, h :
FY — {~1,1} as
Corr(g.h) = E_[g(x)h(a)] .
z€FY
where x is sampled uniformly at random from F2'.

Considering any family #H of functions h : FY — {—1,1}, we show that, with high probability over the
choice of secret key (A, b), fa b will not noticeably correlate with any function h € H, assuming H is not
too large. We prove the following theorem, which is analogous to Corollary 17 from [ABG™14], showing
that our candidate has low correlation with fixed function families. The proof is in Appendix [B.3]
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Theorem 4.20 Letn,~y > 0 be such that 1—y—2n > 0. Let H be any set of functions h : FY — {—1,1} of
size |H| < 27N, Let py :=E,[f10(2)] and pp == E.[h(z)]. Then with probability at least 1 —2~1=7=2mN
over the choice of key (A, b), for all h € H, we have

9N < Corr(fap, h) — g < 27
In particular, for all h € H,
—|pg| =27 < Corr(fap, h) < |pg| +27"%

Remark 4.21 Note that for our choice of parameters, we have |pg| < 276 =0 (2_’\), so the total bound
on the correlation is negligible in the security parameter \, and thus also in the key-length k(\) = O(X\*).
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A Limitations of Natural Property-Based Learners

In this section, we provide a more detailed discussion on the rationales for the hardness of learning in
ACY[p] (Conjecture . The CIKK learning algorithm |[CIKK16] for AC’[p] uses a natural property,
which we define below.

A.1 Natural Properties

Let F;, be the collection of all Boolean functions on n variables. A and I'" denote complexity classes. A
combinatorial property is a sequence of subsets of F;, for each n.

Definition A.1 (Natural Property |Raz87]) A combinatorial property R, C F, is I'-natural against
A with density 6, if it satisfies the following three conditions:

?
1. Constructivity: The predicate f, € R, is computable in I'. We call D a natural property
?
distinguisher if it computes the predicate f, € R,.

2. Largeness: |R,| > 6, - |Fy|.
3. Usefulness: For any sequence of functions fn, if fn € A, then f, ¢ R,.

Remark A.2 Note that this implies the natural property distinguisher D can distinguish any Boolean
function f, € A from a randomly chosen function in F, with advantage dy,.

A.2 Limitations of Natural Properties Against AC’[p]

In order to invalidate the security of a PRF candidate, it suffices to distinguish it from random, and
a natural property precisely promises such a distinguisher. For AC’[2], Razborov |Raz87] and Smolen-
sky [Smo87| argue that ACO[Z] can be approximated by polynomials of polylogarithmic-degree. Krause
and Lucks [KLO1| point out that so long as one can tolerantly test low-degree polynomials — namely,
given oracle access to a function which is either promised to be close to a low-degree polynomial, or
is far from any low-degree polynomial — then one has an effective distinguisher for any PRF candidate
computable in AC°[2]. Indeed, by Razborov-Smolensky |Raz87,Smo87] if one has oracle access to the
PRF candidate then it is close to a low-degree polynomial, while if the function is random then it is far
from any low-degree polynomial (with very high probability).

It is reasonable to consider the sample complexity of such an attack on our PRF. We note that the
depth D of our candidate is 3 (at least; it is even more if we view the key as an explicit input), and the
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size S is at least N(\) = \/k(\), where we recall again that A is the security parameter, N the input size,
and k the key-size. Hence, even if one is happy with a very large approximation error € the degree of the
Razborov-Smolensky approximating polynomial is at least log(S/e)? > log®(N) = log®(v/k) = log®(k)/8.
We thus have a polylogarithmic degree d for the Razborov-Smolensky approximating polynomial.

Now, how many samples would one need to take to determine if the oracle is implementing a function
which is close to a degree-d polynomial? As mentioned above, this is a tolerant testing problem, but
we can consider the formally easier task where, in the yes case, the oracle is promised to be ezxactly
implementing a degree-d polynomial. This problem has seen much attention [AKK™03,JPRZ09] and in
particular it is known that Q(2971) queries are necessary, at least if one wishes to distinguish with con-
stant advantage. This follows from the fact that the family of degree-d multivariate polynomials forms
of ©(2971)-wise independent hash function family; thus, with less queries it is information-theoretically
impossible to distinguish the case that the function is implementing a uniformly random degree-d poly-
nomial from the case it is implementing a uniformly random function. This implies that if one hopes
for a distinguisher with constant advantage, then olog?(r)/8 samples — that is, a quasi-polynomially large
number — must be taken.

Lastly, we would like to point out that this also means that this recipe cannot yield a distinguisher
with, say, poly(x) query complexity. Indeed, by the reasoning above seeing only poly(x) values one cannot
learn anything in general about a degree d = Q(10g3 ) polynomial.

Thus, to speed up this attack one would have find a better approximating polynomial for our PRF
(or, more ambitiously, improve on Razborov-Smolensky, which hasn’t been done in the last 35 years). In
any case, in light of the current state-of-affairs, we do not see any reason to suspect that distinguishing
attacks based on natural properties defined in terms of approximating polynomials could invalidate our
candidate’s conjectured security (Conjecture .

A.3 Limitations of Learning in AC’[p]

We recall the CIKK |CIKK16| learner for classes C that contain AC’[p] and admit a natural property.
Besides the natural property, the learner uses a family of low-intersection sets (a Nisan-Wigderson design).

A.4 Nisan—Wigderson designs and generator

Definition A.3 (NW design [NW94|) For n,m,L € N, a sequence of sets S1,...,Sr C [m] forms
an NW design if

e |S;|=nforall<i<Land
e [S,NS;| <logL foralll <i#j<L.

Definition A.4 (NW generator [NW94]) Let f: {0,1}" — {0,1}, set m = n?, and let L(m) < 2"
be a stretch function. For an NW design Si,...,Sr C [m], define the NW pseudorandom generator
Gy :{0,1}™ — {0,1}L0™) gs:

Gi(2) = f(zls)f (2lss) - F(2ls0my)s

where z|g is the restriction of z to coordinates in S. We call g, the NW function, where g,(i) = f(z|s,)
is the it" truth table entry of Gy.

Theorem A.5 (NW function circuit size |[CIKK16|) There exists an NW design such that the func-
tion MXnw :{0,1}* x {0,1}™ — {0,1}", defined by

Si
is computable by an AC°[p] circuit of size O(n®log(n)log(L)).

On the other hand, providing a lower bound on the size of the NW function g, remains an open question.

A.5 The CIKK Learner

We now formalize a CIKK-style learner. Our definition is deliberately liberal so that the CIKK query
lower bound applies to a broad class of learning algorithms. In particular, we place no restrictions on
how the hypothesis h is obtained; the only requirement is that the procedure eventually invokes a natural
property distinguisher on an NW function.
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Definition A.6 (CIKK Learner) LetC be a circuit class, and suppose there exists a natural property
distinguisher D for C. A CIKK learner for C with respect to D for a function f is a probabilistic
algorithm AP such that

e AP runs D on the Nisan-Wigderson function g, (i) (whose truth table is the string Gy(z)) of size
L for some stretch function L(m) > m.

o AP outputs a hypothesis h : {0,1}" — {0,1} such that

Pr [h(z) = f(2)] = 5+ mrm

z~Un poly(n) *

Algorithm 1 CIKK Learning Algorithm

Input: Oracle to function f :{0,1}" — {0, 1}, natural property distinguisher D
Output: Circuit C approximating f

1. Randomly sample i « {1,...,L}.
2. For each 1 < j < n? with j ¢ S;, randomly sample z; < {0,1}.

3. For each k < i, query f on all 21575 < [ strings that might be z|s, consistent with zg-s. Store
these in table T'.

4. Randomly sample by « {0,1} for all s < k < L.

Output the following circuit C: on input z, set z|s, = x, while other bits of z are fixed to random.
e Set by = f(z|s,) for all k < i using the table T
o If D(by,...,br) =1, output b;. Else, output 1 — b;.

The expensive step is recovering the true values f(z|g,) for indices k < i. Because each Sy overlaps
previously recovered sets in at most log L positions, the number of oracle calls needed to compute by, is at
most 21°8 L = [, for each k. Summing over k gives Q(n) = ©(L?) queries in the standard implementation.

A.6 A query lower bound for CIKK
Oliveira and Santhanam |OS16| (Lemma 6) show two speedup implications for CIKK:

1. A 29(")_time natural property for C[poly(n)] gives a learning algorithm for C[poly(n)] running in
time O(2"") for any € > 0.

2. A 29(")_time natural property for C[2""] yields a learning algorithm for C[poly(n)] running in time
2(log n)o(l) )

Analogous statements hold when one plugs CIKK into the standard reductions to improve the query
complexity of learning.

However, these speedups disappear once circuit size is accounted for. The statements above pa-
rameterize running time solely by the distinguisher/learner input length n, suppressing the circuit-size
parameter. Rewriting them in terms of the circuit size m makes this explicit:

1. If m = n® for some ¢ > 0, then a 20(m"%) _time natural property for C[m] yields a learner for C[m]

running in time O(2mi/c) for any € > 0. In other words, we start and end with subexponential-time
procedures giving no asymptotic improvement.

2. If m = 2 (with £,¢ > 0), then a 90((ogm)' %) time natural property for C[m] gives a learner for

yom

C[s = n°] running in time 2(1°%* . Here both sides are quasipolynomial.

The apparent advantage comes from viewing the property as a function of n alone. Once the necessary
size threshold is enforced, the overall learning complexity does not actually improve.

Moreover, for classes such as AC?[p] any meaningful natural property must depend on circuit size
since every Boolean function has a (potentially exponential-size) AC? implementation (e.g., as a 2-DNF).
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Lemma A.7 (CIKK learners are limited by the NW circuit size for size-dependent natural properties)
Let C be a typical circuit class. Suppose C admits a CIKK learner AP as in Deﬁm’tion which uses

a natural property distinguisher D making g(s) queries, where s is the size of the target circuit. Let t be

the circuit size of the NW function g.. Then AP requires at least g(t) queries.

Proof. By the definition of a CIKK learner (Definition , AP must run D on the NW function g,.
Thus, D must run on circuits of size at least ¢, requiring at least g(t) queries. From the definition of a
CIKK learner (Definition which runs D on Gy, since D requires at least (t) queries, then AP also
requires at least g(¢) queries. O

Applying this lemma to the best known natural property (Razborov-Smolensky) for AC® [p], which
uses Q(QIOgd(m)) queries, where m is the circuit size and d is the depth of the circuit and the smallest
known NW circuit size t = (n3lognlog L) from Theorem [A.5| gives us the following corollary.

Corollary A.8 Suppose a CIKK learner uses the Razborov-Smolensky natural property for ACO[p] and
an NW circuit size of Q(n). Then the learner requires at least quasipolynomially many queries.

Remark A.9 Note that the above result does not extend to the regime where one measures the query
complezity of the distinguisher D solely as a function of the input length n. The subtlety is that the NW
function g, is parameterized by an input length of ©(log L). Hence its input length can be as small as
O(logn) even when the relevant circuit size parameters might remain as large as Q(n).

To obtain a polynomial-query learner, we would require a natural property that uses polynomially
many queries in the circuit size or a smaller circuit size for the NW function, which is currently not
known for AC°[p].

B Proofs from Section [3] and Section 4]

We give the proofs from Section [3]and Section [4] here.

B.1 Proof of Theorem [3.1]

Before we begin, we say that a PRF {f, : {0,1}" x {0,1}"* — {0,1}}nen in AC°[2] is constructable in
time #(n) if there is a Turing Machine running in time ¢(n) that outputs an AC°[2] circuit computing f,,
in time t(n).

We prove Theorem by first establishing Lemma if a PRF exists in ACO[2], then there exists
one in AC’[2] computable in O(n?) time. In turn, Lemma follows from the PRF domain shrinkage
(Lemma and domain extension (Lemma [B.2)) lemmas below.

Lemma B.1 (PRF Domain Shrinkage) If f, : {0, 1}"b x {0,1}™ — {0,1} is a PRF, secure against
poly(n) time and query adversaries, that can be represented as a circuit in AC°[2] constructable in time
and size O(n®) for some b,c > 1 and depth d = O(1), then there exists a PRF f] = fne : {0, 1}”be X
{0,1}"" — {0,1}, for some ¢ € (0,1), secure against arbitrary poly(n) time and query adversaries, which
can be represented as an AC°[2] circuit constructable in time and size O(n) and depth d.

Proof. Let e =1/c. If f,. admitted an O(n°?) time or query attack, then f,, would admit a O(n®/€) time
or query attack, a contradiction. So fy,. is also secure against arbitrary poly(n) time/query adversaries.
Furthermore, f/, is constructable in time and size O((n¢)°) = O(n). The depth of f/ remains the same
as fn- O

Lemma B.2 (PRF Domain Extension) If f; : {0, 1}”b€ x{0,1}"" — {0,1} is a PRF, secure against
poly(n) time and query adversaries, that can be represented as a circuit in AC°[2] constructable in
time and size O(n) for some b > 1 and depth d for some ¢ € (0,1), then there exists a PRF g, :

{0, 1}”b x {0,1}" — {0,1}, secure against arbitrary poly(n) time and query adversaries, which can be
represented as an AC°[2] circuit computable in time O(n?) and depth 2d + 1.

Proof. We define g, (k,x) as follows:
1. Let k; be the first nbc bits of k and ks be the second n’¢ bits of k.

2. Let [ = % and m = 7. Partition the function input z into m blocks of size I: 1, z2, ..., Tm.
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3. For each i € [m], we define y; € {0,1}™ such that its j** bit is
I (ky,xi]In® - (i — 1) + 4) for j € [n€], where || denotes the concatenation. Note that n®- (i —1)+ j
can be represented by log(3n) < - bits for large enough n.

m
4. Let z = @ ;.
i=1
5. Output f/ (ks, 2).
First, we verify that g, is constructable in time and size O(n?). The function g, contains one XOR

gate and m - n® 4+ 1 = 2n + 1 functions f;, which are each constructable in time and size O(n), which
means g, is constructable in time and size O(n?). The depth is 2d + 1.

Let A be an adversary against the PRF security of ¢,. Let ¢V, ¢®, ..., ¢®*™) are its distinct queries
for some polynomial ¢(n). Let 2 2@ 2t) he the outputs of step 4 for the queries, before they
are plugged into f/. We wish to show that these 2 are all distinct with high probability. If they are
distinct, since f}, is a PRF, then the distribution {f}, (k2, Z(i))}ie[t(n)],kge{()’l}nbe is indistinguishable from
Uy(ny (with some negligible advantage J) which means g, is a PRF by a hybrid argument.

We upper bound Pr [z(“) = z(b)} for distinct a,b € [t(n)]. We know that ¢(*) and ¢® must differ in

at least one block *, so the distribution ygf )Hyg)) (the outputs from step 3) is indistinguishable (with
some negligible advantage ¢') from Us,. since f/ is a PRF. Thus,

1"
Pr [z(a) = z(b)} < <2> +0

By the Union Bound, we have

Pr [z(i) are not distinct} < t(n)? () +t(n)2y.

Finally, we obtain the advantage of the PRF game for g, is at most

§ +t(n)? <;)n +t(n)?d,

which is negligible if § and 0" are negligible and ¢(n) is polynomial. d

Lemma B.3 If f, : {0, 1}”b x {0,1}™ — {0,1} is a PRF, secure against poly(n) time and query ad-
versaries, that can be represented as a circuit in AC°[2] constructable in time and size O(n¢) for some
b,c > 1 and depth d, then there exists a PRF g, : {O,l}"b x {0,1}" — {0,1}, secure against poly(n)
time and query adversaries, that can be represented as a circuit in AC°[2] constructable in time and size
O(n?) and depth 2d + 1.

Proof. Let e = % and apply Lemma to obtain f/,. The statement follows via Lemma

Theorem B.4 If there exists a PRF f, : {0,1}"" x {0,1}" — {0,1} secure against poly(n) time and
query adversaries in AC°[2] for some b > 1, then there exists a fized, universal function UG : {0, 1}"b X
{0,1}™ = {0,1} in AC°[2], which is a PRF secure against poly(n) time and query adversaries.

Proof. Take any enumeration of all Turing Machines M;. We enumerate all possible function families
that take {0,1}" x {0,1}" — {0,1} in AC°[2] as follows

1. For each i € N, run the Turing Machine M; for n? steps.
2. Interpret the resulting output string from M; as an AC°[2] circuit (as all circuits can be represented

by binary strings) and call this circuit Fj;.

27



If a PRF exists in ACY[2], Lemma shows that a there must be a PRF computable in time O(n?). In
addition, since PRFs must have a constant-size description with respect to n, then for some large enough
n, the truncated list

F17F27F3,...,F\/ﬁ

must contain a PRF. Note that \/n is chosen arbitrarily, we could also choose any poly(n).

UF(ki, ...,k ) = @ Fi(ki,z).

We show that UF is a PRF secure against poly(n) time and query adversaries. Assume UF is not secure
against poly(n) time or query adversaries for the sake of contradiction. Then there is a polynomial-time
or query distinguisher D such that

1
Pr{kl ..... k m3{0,1}nxvn [D L 1} Prrc rr, ['DR = 1} > e

where RF), is the set of all functions that map {0,1}™ — {0,1} and for some constant c¢. Since we know
there exists a PRF in the truncated list, let j be the first index 1 < j < y/n such that F; is a PRF. We
construct a distinguisher A for F} as follows:

e Sample k; < {0,1}" randomly for all 1 <4 # j < /n.
e Let O be the oracle representing F}; or function sampled randomly from RF;,.

e We construct the oracle U from O as follows:

j—1 vn
=P Fitki,x) P O(z) @ Filki,x).
=1 1=j5+1

e Run the distinguisher D with U as the oracle and output the outcome.

If O represents Fj, then U has the same distribution as U F}, where {k1,...,k 5z} < {0, 1}7%V7 Other-
wise, if O is a function sampled randomly from RF"™, then U/ also has the same distribution as a function
sampled randomly from RF™. Thus,

. 1

|Prkj<_{0,1}n [.AFJ = 1] — PI‘R<_RFH [AR = 1” > ;

If D uses poly(n) time or queries, then A also uses poly(n) time or queries. This is a contradiction that F;
is a PRF secure against poly(n) time and query adversaries, so we have shown U F' is a PRF secure against
poly(n) time and query adversaries. The size of UF is at most y/n-poly(n) and the depth is at most d+1,
where d is the maximum depth of the enumerated functions F;. This ensures U F stays in the class AC”[2].

Finally, to construct a PRF UG with key and domain sizes which are the same as the original PRF
fn, we proceed in two steps. First, by applying the domain shrinkage technique from Lemma [B.1] we ob-

tain the PRF UF’ : {0,1 e {0,1}™ — {0,1} for some € € (0, 1). Then, using the domain extension
technique from Lemma [B.2] we obtain the PRF UG : {0,1}"" x {0,1}" — {0,1}. 0

B.2 Proof of Theorem 4.19

We recall the correlation result from [ABG™14] for the TRIBES function, and prove Lemma and
Lemma @ to show that the same correlation result holds for our candidate Fa p.

Theorem B.5 ( [ABGT14], Thm. 3) Let a > 0 be a constant and let K = K(«) be a corresponding

constant. Suppose the TRIBES parameters m,n satisfy M = mn and an2™ < M < (1 — «a)n2™. Then for

every degree d < log M — log(K log M) there exists a constant ¢ = c(a) > 0 such that
Corrg(TRIBES ) < 1—c-27%

The bound above is robust under natural operations that we use in our construction.
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Lemma B.6 Let A € FY*M be invertible and b € FY . For any f: {0,1}™ — {~1,1} and any d,
Corrg(z — f(Az + b)) = Corrq(f).

Proof. The map z + Az + b is a bijection on {0,1}™ hence preserves the uniform distribution. For
any polynomial p with deg(p) < d, the composition x — p(Az + b) also has degree < d. Therefore

E,f(A b)(—1)P@) | — E _1)a)
(o [Eof(Az+B)(-)P?] = max [E,f(y)(-1)"],
after the change of variables y = Az + b. This equals Corrg(f). -

Lemma B.7 Let fi,...,fr be functions on disjoint input blocks: f; : {0,1}M — {—1,1}, and write
E .

W) 2®) = T fi(x@D), which corresponds to the XOR of the {0,1}-valued versions on disjoint
i=1

inputs. Then for every d,

Corrg(f) < max Corrg(fi).
1€

Z .
Proof. Fix any polynomial p of degree at most d over all variables, and set g := ][] fi(az(’)) .
i=1

(—1)1’(1’(1)7“'“(4)). As a function of 2, the factor (—1)?() is a polynomial of degree at most d (times a
{#£1} constant coming from the fixed blocks). Hence

By [fue®) - (<17 [ {2)i] | < Corra(f).
for some polynomial p of degree at most d. Taking total expectation and then the maximum over p,

Corrall) = aogial®eol < gy Comals)

(I
Combining Lemmas [B.6] and [B7] with Theorem [B.5] yields the desired inapproximability guarantee

for our candidate, since Fa p is the XOR (i.e., product in {—1,1}) of £ disjoint copies of TRIBES,,

applied to the affine image Az + b, where A € IFQ] *N is invertible and b € FY.

Corollary B.8 Let a > 0 be a constant and K = K(«). Let M = mn be the input size for TRIBES,, »,
and assume an2™ < M < (1—a)n2™. Then, for every d < logM—log(K log M) there exists c = c(a) > 0
such that

Corrd(FA’b) <l-c- 274,

In particular, taking parameters £ = O(N),m = O(\/log(\) and n = O(log \) satisfies the regime above,
and the same bound holds uniformly for all invertible A and all b.
B.3 Proof of Theorem [4.20]

Recall for A < FY*Y and b + FY, we denote fa, = (—1)"A> denote the +1 version of our PRF
candidate. We also denote g := (—1)¢, where we recall G = Fyo. Define y, := E,[g(x)] and py, :=
E.[h(x)]. Considering any family H of functions h : FY" — {—1,1}, we show that, with high probability
over the choice of secret key (A, b), fa b will not noticeably correlate with any function h € H, assuming
‘H is not too large. This will follow from the following lemma, combined with a union bound.

Lemma B.9 Fiz any h:FY — {—1,1}. Then, for all € > 0,
Pr(|Corr(fam, h) = g - | = e] <27V /e
Proof.  Consider the random variable (over the randomness of the key (A, b))
Z(A,b) := Corr(fab, h) = Elfap(z)h(z)] -

Firstly, observe that, if y is also distributed uniformly over F,

EZ(ab)] = B, [Elanh()]

29



I
8 =
il
&'\“
»
T
—
&
>
—
2
[——"

[
s
=
&
&=
s
>
8
+
=z

I

&=

=

K

N~—
<8 >
K}

—

=
[—"

::uh'/’(‘g7

where we used that Az + b is distributed uniformly and independently of x. Hence, the bound in the
statement is equivalent to the following tail bound for Z(A,b):

o

Chebyshev’s inequality says that

o

Hence, the desired bound follows from upper bounding

Z(A,b) — AIEb[Z(A,b)]’ > s] <27N/e? .

Z(A.b) - E[Z(A, b)]’ > 5] < ng[Z(A,b)]/ez :

2
Yulzabl = g [2a07) - (glzam)) <2

Towards establishing this, we upper bound the second moment as follows (below, z, 2z’ are independent

and uniform over F}'):

B 1ZAP) = B [Els(Ac+b)-ho)] Elo(Ad’ +b)- 1]

= {h(x) ~h(z) - IEb [¢9(Az +Db) - g(Ax + b)}]

A
= 22%2/1(3;0)2- E [9(Azg+Db)?]
5w 2 Mao)h(xo) - E [9(Awo+Db)- g(Axg+b)] .

Now, if xg # z{, are fixed vectors, then Axg + b and Az} + b are independent and uniform over FL.
That is, if y and 3’ are independent and uniform over F,

E [9(Azo +b) - g(Azy +b)] = Ig[g(y)] ~ 5[9(1/)] = p

Hence, since h(zg)? = g(Azo +b)? = 1 for all 2y € FY, it follows that

1
22N Z h(zo)? - Aﬂ‘jlb [9(Azo +Db)?]
o

v 2 Maoh(at)- B o(Aso-+ b) - g(Azh + b)

ToFL|
1 1 B
= o 2t oy > hwo)h(a) - pg < 27N+ pd - i

wol,
Thus,
2
Yulz(a.b)] = B (2802 - ( 5 Z(a.0)
<Nl oy — g =27,
as desired. 0

From here, a simple union bound establishes the following theorem, which is analogous to Corollary
17 from |ABG™14].
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Corollary B.10 Letn,v > 0 be such that 1—vy—2n > 0. Let H be any set of functions h : FY — {—1,1}
of size |H| < 2YN. Then with probability at least 1 — 2= A=7=21N oyer the choice of key (A,b), for all
h € H, we have

—9—nN < Corr(fA,b, h) —prpn < 2N

In particular, for all h € H,
~lpgl =27V < Corr(fap, h) < [pgl +27"Y

Proof. The first part is immediate by a union bound over h € H combined with Lemma where we
set ¢ = 27"V For the second part, simply note that the first inequality is equivalent to

pppn — 2™ < Corr(fap, h) < pppn +27"

and since pp, € [—1,1] it follows that —|ug| < pgpn < |pgl. O

C Attempt at Proving Resistance Against General Linear Tests
for a Random Matrix A

We conjecture that our candidate is resistant against more general non-adaptive linear tests if the matrix
key A is chosen randomly. Recall, we define g : {0,1}Y — {—1,1} to be the signed version of G:
g(x) = (~1)%@). For integers Q > 1 and k > 1, fix a matrix U = (u,;) € FY** and consider

k
,T(i) = Zuijvj S Fév (i:1,...,Q),

J=1

where the vy, ..., v, € FY are drawn uniformly at random conditioned on being linearly independent. We
require that the resulting queries (1), ..., 2(?) are distinct and nonzero The test’s bias, as described

in Sectiond.2] is o
6 = By (-5 O] By, [T o) (9)
i=1

Our goal is to show |§] < 2790,

Lemma C.1 (Reduction to a spectral sum) Let U € F$** have rank r, and write S == (s1,...,sq) €
(FY)X. Then

Q
6 = > [T4Gso,
Se(EY)Q: 5-U=0 i=1

where S is written as an N X QQ matriz.

Proof. Expanding each g(z(*) into its Fourier expansion and plugging it into |§| gives:

0= Z (ﬁ/g\(si))Evlw’vk[(_1)2?_1<Si,$(i)>}'

815--,8Q 1=1

Using z(9) = 2521 u;v; and independence of the vj,

) k k
]EU1,...,U;€|:(—1)27‘,<51Wz(l)>:| = H Evj |:(_1)<Z:7 Uijsi’vj>:| = H I{Zuz]sz = 0} ’
Jj=1 j=1 i

since E,[(—1)®"] = 1{t = 0} for v uniform. This yields the claim. O
Since the number of possible (s1,...,8¢0) in the spectral sum from Lemma is bounded by
2N (@=m) < oN(Q@=18 @) and from Proposition we have [g(s)| < O(27%), using the Triangle Inequality,

this gives the naive bound
6] < O(QQ(N*Z)*NIOgQ) )

However, this bound is clearly too weak whenever @ = Q()\). We leave proving a better bound on the
sum in Lemma [C.I] as an open question.

10This excludes degenerate tests where repeated queries make the XOR trivially cancel.
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