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Abstract—With the increasing digitalization of the power
system, cyber attacks that threaten physical disruption, such
as power outages, are increasing. Hence, understanding system
resilience and the operator responses is crucial for anticipating
and mitigating threats that may cause outages through power line
disconnections. A common approach to assessing grid resilience
is to consider the worst-case attack, in which the attack is
assumed to maximize the potential damage while the operators
react to minimize such loss. This assessment, however, can have
a vast number of possible actions by the attacker as the size
of the power network and the severity of the attack increase,
making it computationally expensive. We propose a topology
reduction technique on radially operated distribution networks,
which reduces the set of lines to be considered in the worst-
case attack. The reduced network can determine such an attack
more efficiently compared to the original network. Case studies
on 33- and 119-bus systems showed that the introduced method
reduced the network sizes by 25% and 38%, respectively, and
its effectiveness on the worst-case attack computation increased
as larger attacks with more line disconnections were considered.

Index Terms—Cyber attack, Distribution network, Grid re-
silience, Worst-case attack, Topology reduction

I. INTRODUCTION

While digitalization has become essential in today’s power
system, it has also become more vulnerable to cyber threats.
Cyber attacks on the power system can have significant conse-
quences for society. For example, the attack on the Ukrainian
network in 2015 left about 225,000 consumers without power
for several hours [1], showing a glimpse of the capabilities of
such attacks. As a result, assessing the network’s resilience to
these threats has become an important area of study.

To study the physical impact of cyber attacks on the
power grid, the attacks are often represented by topology
attacks [2]. Here, the network is represented by a graph with
electrical buses as nodes and power lines as edges. An attack
is shown as the removal of graph components, particularly
line disconnections represented by edge removal from the
active network topology. Medium-voltage (MV) distribution
networks are commonly operated radially [3]. While this has
advantages, such as easier fault protection and control [4], [5],
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a single line disconnection can separate a group of buses from
the network and potentially cause load loss due to demand-
supply imbalances within each of the isolated components, i.e.,
cause power outages to consumers. To mitigate formations of
such isolated parts, they contain normally open points (NOPs):
distribution lines not used in normal operation but available to
reconnect separated components after faults elsewhere. There-
fore, graph representation is especially useful to study the
resilience of MV distribution networks, as both the attacker’s
and defender’s actions can be depicted as topological changes.
Various studies on the resilience of the distribution network
have considered line disconnections that maximize the loss
to study the worst-case event. Identifying these events can
provide an upper bound on the potential loss or damage the
network may experience. Such knowledge can not only inform
response actions to mitigate loss but is also highly valuable
for making optimal long-term planning and investment de-
cisions. In [6], they modeled a three-level optimization for
optimal placement of soft open points for increased resilience
against cyber attacks. In their model, a worst-case attack
that maximizes its loss was considered in the second level,
whereas the third level was modeled as the system operator
minimizing loss by network reconfiguration. The authors in
[3] also applied a three-layer model for optimal line hardening
investment strategy against a malicious attacker or a natural
disaster, with the second optimization layer modeling the worst
k-line disconnection. Another three-level model proposed in
[7] also considered the worst-case N — k contingency in the
middle layer. In [8], a generalized game-theoretical model was
proposed for topology attacks and the defender’s response ac-
tions in distribution networks. The study considered opposing
objectives for the actors, where the attacker was modeled to
maximize load loss against a defender that minimizes loss.
It also showed that a simplified single-round game can give
insights into actions and losses of a multi-round game.
While system resilience against multiple line disconnections
is commonly studied for natural disasters and physical attacks,
cyber attacks differ because the locations and timing of discon-
nections may not be geographically constrained. Cyber attacks
can be executed at multiple locations nearly simultaneously
once the attacker gains remote access. Thus, the attacker’s
action space (i.e., the potential disconnected lines) can be
considerably larger, requiring greater computation time to



determine the worst-case attack. Note that possible combina-
tions of disconnected lines grow exponentially with the attack
size (i.e., the number of line disconnections allowed). Hence,
reducing actors’ action spaces can become helpful or even
necessary to compute the impact of worst-case attacks.

In this study, we propose a topology reduction method
that groups neighboring nodes with certain characteristics into
clusters. We mathematically prove that any edge inside such
a group (which connects nodes within the cluster) can be
ignored under certain conditions from the attacker’s action
space when considering the worst-case attack. Hence, the
group of nodes can be treated as a single node, which we
call a supernode. Case studies on 33- and 119-bus systems
present the results of the topology reduction, and the efficiency
of computing the worst-case attack is compared between the
original and reduced topologies. The results show that reduced
topology exhibits slower growth in required computation as the
maximum number of allowed line disconnections increases,
amplifying the benefit of topology reduction for computing
losses under larger attack scenarios.

The remaining sections are organized as follows. Section II
describes the network representation and the optimization
problem. In Section III, the topology reduction method is
proposed. Section IV presents the case studies and simulation
results. Finally, Section V concludes the study.

II. DISTRIBUTION NETWORK AND GAME MODEL
A. MV Distribution Network Representation

The topology of a network is represented as an undirected
graph G = (V, E) with the set of nodes V for buses and the
set of edges F for distribution lines. Every node has a power
demand, and at least one node is connected to the power grid
that can supply the total load of the network at any time. Addi-
tionally, some nodes may also have generation from distributed
generators (DGs). While most lines are active during normal
operation, a subset of lines in E called the NOPs are inac-
tive [9]. During normal operation, the network is connected
and is operated radially, i.e., no cycles can be formed with
active lines. Once lines are disconnected unintentionally, the
system operator can either close NOPs to reconnect separated
components or leave the network separated and operate them
independently using the local generation. In either case, the
network is expected to operate radially. Furthermore, power
flow constraints are applied to guarantee safe operation.

Fig. 1 is a graph of an example network. Active lines are
shown in solid lines, and NOPs are shown in dotted lines.
Node 1 (red) is connected to the grid, and nodes 6 and 13
(blue) are connected to the DGs.

B. Game Model and Optimization

In this study, we apply the sequential game model [8],
where the attacker disconnects lines through breaker-jammer
attacks [6], and the defender can connect available NOPs as
its response. While this framework allows us to model several
rounds of actions, we restrict ourselves to a single-round game

Fig. 1: Graph representation of a distribution network.

due to the limited space. However, the topology reduction
method can also be applied in multi-round settings.

Let us denote the attacker’s action as set A, which represents
the disconnected lines, and is constrained by the following:

ACE*, and (1
1< |A] < o)

Here, E* C E represents the attacker’s action space, i.e., lines
that are accessible by the attacker to disconnect, and 7 is the
maximum number of lines the attacker can disconnect.
Similarly, the defender’s action is denoted as set D, NOPs
that are closed as its response, and is subject to the following:

D C E?, and 3
|D| < rd. “)

Again, E? C E represents the defender’s action space, which
is the set of all NOPs. The parameter r¢ is the maximum
number of NOPs that can be connected. Given both players’
actions, the active topology G’ = (V, E') is updated. By the
abuse of notation, let us denote E(A, D) as the set of active
edges at the end of the game as a function of A and D,

E' = B(A,D) = (E\Ed)u(DmEd)]\[AmEa}. )

In (5), the attacked lines are removed if they are present in E/“.
Moreover, NOPs closed by the defender are added to the active
lines. Note that the set of initially active lines is (F \ E9),
as the network during normal operation has all non-NOP
lines connected. Recall that the network has to be operated
radially, and hence, the initial active topology is acyclic, i.e.,
it is a tree. Radiality must also be satisfied after the players’
actions. The attacker’s action only consists of edge removal,
and hence, its action will not generate any cycle. In contrast,
the defender may generate cycles if not constrained, and thus,
another important constraint for the defender is given by

G' = (V,E') = (V,E(A, D)) is a forest (i.e., acyclic). (6)

The impact of the above actions is determined by the active
power load loss caused by topology changes, a key metric to
study the quality of the actions and the resilience of the net-
work. Let P(G”) be the set of constraints from the Linearized



DistFlow model [3], along with the associated variables and
parameters, given the active radial network G’ = (V| E’). The
operator performs redispatch to minimize the loss after the
players’ actions. Hence, load loss of G’ is computed through
optimal power flow as

l(G/) = min Z Pshed,:va @)
P& sev

where Pijpeq,, is the load loss at bus = from the DistFlow
constraints. The solution minimizes the sum of active power
load loss across the network. Clearly, the defender may want
to minimize the load loss such that fewer consumers are
disrupted, whereas the attacker may want to maximize such
loss, signifying a greater impact on society. Thus, the overall
optimization problem can be defined as the maximin loss of
the single-round game [8], defined as follows.

Definition II.1. The maximin loss of a single-round game
is the largest final loss achievable by the attacker when the
defender minimizes the final loss, denoted as

mjtxménl((v, E(A, D))), (8)
s.t. (1) — (4),(6).

The maximin loss represents the worst-case attack given
the attacker’s resource constraints, when the operators act to
reduce the loss. This provides insights into the resilience of
the topology against involuntary line disconnections.

III. TOPOLOGY REDUCTION

Determining the maximin loss can rapidly become computa-
tionally expensive as the network size grows, since it requires
loss evaluations for all combinations of both players’ actions.
One method of reducing computation is to narrow the search
space of player actions by removing suboptimal lines. Here,
we introduce a method to remove such lines from the attacker’s
action space F* by creating clusters of connected nodes (and
their lines) in the network topology called supernodes. We
show that any line within such clusters can be discarded from
FE?® to determine the maximin loss. First, let us define a value
function v : V' — R for a node in the graph G = (V, E). The
value function is defined as the net load at the node. Hence,
the value of node x € V' is defined as

v(z) = Pp, — PR, 9)

where P, ; and P'3" are parameters of the network at a given
time and represent the active power load and the maximum
active power generation at node x, respectively. A positive
v(x) value indicates that node z requires power to be supplied
from other nodes, whereas a negative v(x) value indicates that
node z has enough generation to supply loads of other nodes.

A. Supernode
Definition III.1. A supernode ¢ in a full topology graph
G = (V, E) is a simple path in G,

wp —wg — ... — Wy

such that, 1) each node participates in at most two edges (i.e.,
only wy and w,, may have another edge not in the path), 2)
all nodes have non-negative values v(w;), and 3) the adjacent
edges (i.e., edges of w; and w,, not in the path) are in E“.

Fig. 2a shows an example of a supernode. Nodes 2, 3, and 4
all participate in two lines and have non-negative v(-) values.
Nodes 1 and 5 cannot be part of the super node, as it has three
edges, and there is excess generation, respectively.

For the theoretical mathematical analysis below, the line
capacity and voltage constraints are omitted when computing
the load loss. While load loss after topological changes may
occur for several reasons, a major influence on the loss is
the formation of separated components (or islands) due to
line disconnections. Load loss occurs when these islands have
limited generation capacity, such that it cannot cover the loads.
While these constraints are important for the safe operation of
the system, note that in practice, MV networks were typically
designed conservatively to accommodate peak load condi-
tions [10], particularly since many buses (and the downstream
buses they supply) depend on single lines for power delivery
during radial operation. By omitting the line capacity and
voltage constraints, load loss is then computed as the sum
of the positive net load of each separated component in the
graph, in which the property of this simplified loss calculation
is used for the analysis of the supernode below. Therefore,
the attacker’s objective can be treated as creating such islands
that have maximum net load. Furthermore, when ignoring
line capacities, the optimal defense is to close all NOPs that
reconnect separated components in the graph, while satisfying
radiality. Hence, the attacker’s maximum loss from generating
such islands on a full topology with all NOPs connected is
equivalent to the loss achievable against an optimal defender.
Thus, we consider supernodes that can be formed on the full
topology rather than only the active topology.

Let us denote all the nodes in a supernode ¢ as V¢, and all
lines in ¢ as E?. With the above assumptions, we have the
theorem below.

Theorem IIL.1. Assume the load loss is computed according
to (7), with the line capacity and voltage constraints omitted. If
there exists a supernode ¢ (Definition I11.1) in full topology G,
then an attack strategy that maximizes the loss can be formed
while excluding lines in (E® N E®) from the attack.

Below, we prove the theorem. This can also be shown by
deriving mathematical formulas in a sequence, which we will
not state here for reasons of limited space.

Proof. Consider an attack A C E that contains a line e € E¢
from a supernode ¢. Here, we present three possible scenarios
of A, and for each case, we show that substituting e with
another line in £ can generate at least the same loss.

In the first scenario, e is the only line in A from ¢, and at
least one of the adjacent edges of ¢ is not in A, as shown in
Fig. 2b. The removal of e divides the nodes in V¢ into two
components. Assume the net load of one of the components
is greater than or equal to the other, i.e., given the two sets of
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Fig. 2: Example of a supernode and three scenarios of when a line inside the supernode is disconnected by the attacker.

nodes V7 and V5 of the components created by disconnecting
e, they have the following characteristic:
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Then, by disconnecting an adjacent edge of ¢ instead of e, all
nodes in V' can be pushed further to the component with a
larger net load (V7). Recall that load loss is generated when a
component has a positive net load, and adding the load of the
whole supernode to one component can guarantee as much loss
as can be caused by disconnecting a line inside a supernode.

In the second scenario, e is the only line in (AN E?), but all
adjacent lines of ¢ are disconnected, as shown in Fig. 2c. As
no node in ¢ has positive net generation, disconnecting e does
not impact the loss. Hence, disconnecting any other available
line in E instead of e can guarantee the same or larger loss
(as a line disconnection always generates non-negative 1oss).

In the final case, multiple lines are disconnected from E?,
as shown in Fig. 2d. In such a scenario, we can first push all
disconnecting lines in E? to the adjacent lines of ¢ using
the same reasoning as in the first scenario. If all existing
adjacent lines are disconnected, the remaining lines do not
impact the loss, as in the second scenario. Thus, these lines
can be replaced with any lines outside E?.

Since there is an alternative action for e € (E® N E%) that
achieves at least the same loss, A that maximizes loss can be
formed without edges in the supernode ¢. O

While we have shown the above results for a single-round
game, the same results can be obtained for a multi-round
game with several sequences of attack and defense. Once the
non-extendable supernodes (that cannot be further extended
with neighboring nodes to create a larger supernode) are
determined, we can replace the supernodes with single nodes
in the graph G and remove all edges inside supernodes to
determine A that maximizes the loss. Such supernodes can be
identified by a depth-first search algorithm that runs in linear
time in the number of nodes and edges. Besides the efficiency,
it is also noteworthy that the formed supernodes only change
when there is a modification to the full topology, such as

changes in buses, lines, and generator locations, or to FE°.
Since the full topology does not change frequently, supernode
detection has to be performed only once every time a different
attacker with different capabilities is considered, making the
introduced method a low implementation burden.

IV. CASE STUDIES

In this study, we considered the 33- and the 119-bus sys-
tems. The experimental code was written in Python (3.10.13).
DistFlow constraints (including line capacity and voltage con-
straints) and their optimization problem were modeled using
CVXPY [11] (1.7.1) and GLPK-MI solver for determining the
load loss. The network’s radiality was verified with a depth-
first search algorithm from NetworkX [12] (3.2.1).

A. 33-Bus System

Network Description: The system from [3] with five con-
trollable DGs was used. The total active load of the network
was 3.715 MW, and each DG had a 0.6 MW capacity.
The defender’s E? consisted of all available NOPs, and the
attacker’s £/ included all normally operating lines, except for
the line that connects the network to the power grid.

Topology Reduction: The network topology and the gener-
ated supernodes are shown in Fig. 3. Node 1 (red) is connected
to the power grid, and nodes 6, 18, 21, 24, and 30 (blue) are
connected to DGs. Other nodes have a load but no generation.
Red boxes represent the supernodes that meet the conditions in
Definition III.1, which reduced the number of nodes from 33
to 25. Since all normally operating lines (except line 1-2) are
in E*, all lines within the supernodes were removed from the
attack set. Therefore, the size of £ after topology reduction
is reduced from 31 to 23, an over 25% reduction of the set.

Loss Computation: Table I shows the maximin losses and
the computation time (in terms of iteration count) of the
network with and without topology reduction for different 7°.
As expected, the attacker’s achievable loss increases with the
attacking lines. Losses are also the same for both original
and reduced networks, displaying that the attacker’s optimal
disconnection set did not contain lines within supernodes. The
number of scenarios in Table I counts all combinations of
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Fig. 3: Topology of 33-bus system and supernode formations.

two players’ actions, which is larger in the original topology
than in the reduced topology, and the gap grows as 7%
increases. However, the main computational bottleneck is the
OPF computation required for the loss. Some defender actions
may violate radiality and thus are not valid actions. Hence, the
number of loss evaluations was also counted and is shown in
Table I. The number of scenarios and loss evaluations grows
exponentially as 7%, with the size of £ (and E<) as the base.
As the attack size increases, the impact of topology reduction
becomes more significant, reducing the number of scenarios
and loss evaluations for the 4-line attack by about 71.8%.

TABLE I: Losses and computation steps of 33-bus system.

r® value 1 2 3 4
Original | 0 0615 0745  1.105
Loss MW) | peduced | 0 0615 0745  1.105
Scenarios | OTiginal | 186 7440 116870 975415
Reduced | 138 4,048 46,046 274,505
Loss oval | Original | 90 2,092 49472 489,049
Reduced | 66 1,604 19370 138216

B. 119-Bus System

Network Description and Topology Reduction: The network
consisted of 118 normally operating lines and 15 NOPs with a
total active load of 22.710 MW. Seven controllable DGs were
included in the network, in which the locations and capacities
were taken from [13]. All NOPs were in E%, and E* included
all normally operating lines, except for the line that connects
the network to the power grid. Supernode generation resulted
in a reduced network of 73 nodes. Moreover, E* was also
reduced from 117 lines to 72 lines, about a 38.5% reduction.

Loss Computation: Table II shows the maximin losses and
the computation time. The maximin loss between the original
and reduced topology remained unchanged for all tested r¢
values. Additionally, both the number of scenarios and the total
loss evaluations are cut significantly for the reduced topology,
over 76% reduction for the 3-line attack.

TABLE II: Losses and computation steps of 119-bus system.

r® value 1 2 3
Original | 1733 3.861 7.696
Loss MW) | peduced | 1733 3.861 7.696
Scemarigs | OTiginal | 1872 821,106 149,834,880
Reduced | 1,152 309,276 34,352,640
Loss oval | Original | 357 57855 5676439
Reduced | 222 22349 1,359,578

V. CONCLUSION

We introduced a topology reduction technique to minimize
the search space of the worst-case adversarial line disconnec-
tions by identifying groups of nodes through their topological
characteristics. The simulation results of 33- and 119-bus
systems showed that the introduced method reduced the set
of available lines by the attacker by over 25% and 38%,
respectively. The effect was amplified with larger attack sizes
where potential scenarios grow exponentially, reducing the
required computation by over 71% for the 4-line attack on the
33-bus system and over 76% for the 3-line attack on the 119-
bus system. This demonstrates a slower growth in the number
of potential disconnecting sets needed to identify the worst-
case attack compared to the original network. For future work,
the topology reduction to different network structures, such as
meshed networks, will be considered. Furthermore, it would be
interesting to apply the reduction technique as a pre-processing
step on existing MILP models that also take worst-case attacks
into account, as in [3], [6], which would reduce the number
of variables.
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