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Abstract. Modeling of the environment presents a challenge in all open systems,
particularly in open cyber-physical systems where the environment is nature. In
some cases the environment can be considered and modeled as yet another actor
or component in the system. However, in cases of complex systems with intri-
cate interactions with nature as their environment, the unpredictability of this
environment and the complexity of the physics involved in its modeling make
“environment as a component” an untenable approach.

Concurrent Rules Machines (CRMs) constitute a model for formal specification
and analysis of open, distributed cyber-physical systems [3]. The CRM model
makes interaction with the environment explicit and offers an algebra of compo-
sition and decomposition for construction and analysis of systems through their
constituent components. Systematic and automatic verification of properties of
systems modeled as CRMs remains a significant challenge. Symbolic represen-
tations have been used to model the inherently continuous properties of physics.
In this paper we introduce symbolic execution as a means of reasoning about
behaviors of CRM models. A symbolic execution represents possibly infinitely
many executions and can focus on environments meeting requirements such as
physically reasonable actions. We show that symbolic execution is sound, and
is complete for a natural class of CRMs. We illustrate our ideas with a simple
cyber-physical system example.

Dedication. This paper is dedicated to Gul Agha in celebration of his many contribu-
tions to the understanding and development of open distributed systems.

1 Introduction

Cyber-physical systems interact with, affect, and are affected by their environment,
which is often unpredictable. Not every aspect of an environment directly affects the
behavior of a given CPS that runs in that environment. For instance, the thermostat
component of a CPS functions correctly so long as the temperature and humidity in an
environment each remains within some prescribed range, allowing the CPS to behave
properly in any environment that satisfies those temperature and humidity constraints.
Analogously, a concrete environment with specific ranges for its temperature and hu-
midity may be a suitable host for a family of systems whose temperature and humidity
requirements fall within those ranges.
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Replacing concrete values in the model of the behavior of a CPS with symbols
subject to additional constraints allows one to compactly model parameterized fami-
lies of systems, reason about their behavior starting from potentially infinitely many
initial states, and to represent effects of actions by the external environment subject to
constraints.

Concurrent Rules Machines (CRM) constitute a model for formal specification and
analysis of open, distributed cyber-physical systems [3]. The CRM model makes inter-
action with the environment explicit and offers an algebra of composition and decom-
position for construction and analysis of systems through their constituent components.
CRM semantics recognizes the environment as a distinct entity and explicitly represents
its interactions with the CRM system.

The CRM model addresses the challenge of making interaction with an external
environment explicit. The CRM model supports representation of systems that have
both discrete and continuous behavior, which introduces another challenge: how to an-
alyze and verify properties of systems using such models. Differential Dynamic Logic
and variants support reasoning about hybrid systems and their composition, but mech-
anisms for representing and reasoning about unknown external environments are not
considered [27U18]]. Actors are another model of open systems [1]. In [2] a notion of
observational equivalence was introduced to characterize actor system behavior in the
context of larger systems. However the set of contexts consists of other actors. Rewrit-
ing modulo SMT has been proposed to reason about parameterized families of systems
[28122]]. This allows verifying properties of possibly infinite sets of initial system con-
figurations, where some variables may represent aspects of the environment.

Inspired by the work on symbolic rewriting, we define symbolic execution of a
CRM, generalizing the CRM operational semantics. Symbolic execution provides the
basis for automating analysis of properties of CRM execution in an arbitrary or possibly
constrained, possibly hostile environment.

Contributions The main contributions of this paper are

— Definition of symbolic execution of a CRM parameterized by (possibly trivial) con-
straints on the behavior of the environment.

— A proof of soundness of symbolic execution: every instance of a symbolic execution
of a CRM is a valid execution according to the operational semantics.

— Characterization of a class CRMs for which symbolic execution is complete: every
execution of the operational semantics is an instance of some symbolic execution.

— The power of symbolic execution is demonstrated: using a simple example, several
properties of interaction with the environment are verified using symbolic execu-
tion.

Plan 1In the rest of this introduction we describe our running example. In Section [2| we
discuss some related work. The definition of CRM is recapped in Section [3] Symbolic
execution of a CRM is defined in Section ] In Section [5| we use our running example
to illustrate how symbolic execution works, and to verify some illustrative properties.
Soundness and (restricted) completeness of symbolic execution for CRMs are defined
and proved in Section [6] We conclude with a summary and future work in Section|[7}
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1.1 Motivating examples

To illustrate CRM symbolic execution we use the water tank example introduced in
[[17018]] and used in [3]. A water tank has an input valve, an output valve, a water level
sensor and a controller that operates the input valve. The output valve is either set to
a fixed value or left to control by the environment. The water tank is characterized by
global constants WL . mx, the maximum water level and WL . mn, the minimum water level.
Units are chosen so that the water level dynamics obeys a simple equation

wl(?) = wl(z0) + (fin — fout) * (t — 10)

where fin (fout) is the rate of flow through the input (output) valve and ranges be-
tween O and 1.

The water tank model has two components, the water level sensor, and a flow con-
troller. We consider a scenario in which the output valve is controlled by the environ-
ment. Using symbolic execution we can model the behavior of an input controller in an
arbitrary environment using different control parameters.

2 Related Work

Origins of Symbolic Execution. Symbolic execution was proposed in [9] as a software
testing technique. In this use of symbolic execution, programs are executed on symbolic
inputs (variables) which get propagated by symbolic application of operators. The idea
has been incorporated in a number of tools for testing, static analysis, and debugging.
Two examples are Symbolic Java PathFinder [26] and KLEE [6l29]. Programs that
interact with the external world such as through reading/writing files or reading sensors
present a challenge. KLEE addresses this challenge by providing an explicit model of
the external resources.

The work in this paper concerns symbolic execution of executable models of cyber-
physical systems rather than code. Here the focus is on dynamic execution in unknown
or unpredictable environments. An important aspect of modeling CPS is representing
change over time. Treating time symbolically allows one to explore a range of sampling
rates to trade efficiency of lazy sampling with greater safety obtained by frequent sam-
pling. Another benefit of symbolic execution of CPS is identifying (ideally, the strictest
set of) constraints on the environment under which an executable specification can meet
its requirements, including both safety and sufficient satisfaction of task requirements.
The results can be used to prevent operation in unsuitable environments, or to adapt the
design to be more resilient.

Symbolic Execution in Rewriting Logic. Rewriting Logic (RWL) [19120] is a logic
for specifying and reasoning about concurrent and distributed systems. A system is
specified by a rewrite theory (X, E, R) where 2 is an order sorted signature, E is a set
of equations used to define functions and relations, and R is a set of rewrite rules. RWL
and CRM share the feature that in both formalisms behavior is specified by rewrite rules
that can be applied concurrently subject to non-conflict constraints.
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The rewrite relation has been generalized for large classes of rewrite theories to
symbolic rewriting either as rewriting modulo SMT [28] or symbolic reachability (us-
ing unification rather than matching for rule application) [23l[7]. In [23] generalized
rewrite theories are defined and used to develop the semantic foundations for several
forms of symbolic execution. Symbolic execution supports representation and reason-
ing about open systems and system interaction with the environment by rewriting terms
with variables. Using symbolic reachability analysis one can often reduce an infinite
state space to a finite set of state patterns.

Example uses of rewriting modulo SMT include: automating verification of safe
controllers for autonomous vehicles [[25], semantics, verification and parameter synthe-
sis for Parametric Timed Petri Nets [4] and Parametric Timed Automata [5]. Rewriting
modulo SMT has been used to formally analyze a variety of real-time systems includ-
ing PLC ST programs [14], virtually synchronous cyber-physical systems [13/12[15]],
and soft agents [24]]. In [8] a method for combining narrowing and SMT is proposed
and used to analyze parametric timed automata with additional features. This approach
allows reasoning about symbolic states that have logical variables of sorts not handled
by SMT.

Modeling challenges for engineering of open CPS. Lee discusses challenges to de-
veloping models for engineering cyber-physical systems in [10/11]]. He identifies three
classes of modeling challenges: chaotic behavior, continuous behavior, and tension be-
tween simplicity and incompleteness of deterministic models. Traditional cyber models
do not deal well with continuous aspects of the physical world and continuous model-
ing techniques do not deal well with discreteness. Traditional abstractions do not treat
concurrency or time inherently.

CRMs are a step toward addressing these modeling challenges. To model effects of
the environment it is important to represent the environment explicitly. The environment
has charge of time in the physical world, while CRMs can also have internal clocks.
Variables of a CRM state can be discrete or continuous. The challenge is to find the
right rate of sampling to not miss anything important, while being as simple as possible.
Symbolic execution has potential to model chaos and to address the tension between
non-determinism and simplicity.

3 CRM Background

In this section we summarize the concepts and definitions of a Concurrent Rules Ma-
chine introduced in [3]. In this summary, we slightly change some notation and refine
certain concepts used in [3]] to establish the necessary background to support definition
of symbolic execution in Section 4]

3.1 Notation

We use B to denote the set of Boolean values {L, T}, Ny to denote the set of natural
numbers including zero, Ry the set of real numbers greater than or equal to zero, and
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D 2 B U Ny URj to denote a data domain. By Name we denote the set of all variable
namesE] We use fresh(Name) to obtain a fresh new variable name in Name.

To support symbolic execution of a CRM we assume the data domain, D, is parti-
tioned into constants (Dco,s) and symbols (Ds,,,). As for names, we assume a mecha-
nism to generate fresh symbols, fresh(Dg ).

For a set X, we use P(X) to denote the set of all finite subsets of X, and X¥, X*,
and X“ to denote, respectively, the set of all sequences of length k € N, all finite-
length sequences, and all infinite-length sequences of elements of X. We use angular
brackets to denote concrete sequences, with () denoting the null sequence. We also treat
a sequence o of length 0 < k < oo over X as a (partial) function o € Ny — X, in order
to refer to its i + 1 element as o (7).

We use f : D ~ R to denote f as a pseudo function that maps every element of the
(domain) set D into a nondeterministically selected element of the (range) set R, where
for a d € D, two evaluations of f(d) may or may not map into the same r € R.

We use Dom(f) and Range(f) to refer to the domain and the range of a (pseudo)

-

function f, respectively, and use 0 to denote the special function whose domain and

range are both empty, i.e.,—Q)) 10— 0.
We do not specify a syntax for defining functions that appear in a CRM; we allow
any well-defined mathematical notation that is convenient.

3.2 Utility functions

A valuation function v : N — D maps a subset N € P(Name) of variable names to
values d € DF|We use V to denote the set of all valuation functions.

The function revise : V X V x P(Name) — V, below, updates an old valuation
function W with a new one, Z, excluding the latter’s value bindings for the names in
N € P(Name), such that:

. _ | Z(x) if x € Dom(Z)\ N
revise(W, Z, N)(x) = {W(x) otherwise M
For convenience, by W <« Z we denote the result of updating W by Z defined as:
(W < 2)(x) = revise(W, Z, 0)(x) 2)

Given sets X and Y, we use the pseudo function fold : (XXY — X)X XXP(Y) ~ X
to accumulate the images of the elements of a set § € #(Y) under an accumulator
function f : X X ¥ — X with an initial accumulator value x € X.

X its =0
Jold(f,x,5) = { fold(f, f(x, 5),S") otherwise, where s € S and S’ = § \ {s}

4 The CRM model supports arrays and allows D > Name in order to support indirection (i.e.,
the value of a variable may be the name of another variable) and dereferencing. To simplify
our presentation, we ignore such “dynamically computed variable names” in this paper.

> We assume the existence of a type system that associates a data type with each variable name in
Name and ensures that the D value image of every n € Name under every v € V is compatible
with the data type of n.
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Intuitively, fold(f, x, S') takes an accumulator function, f, an initial accumulator value,
x, and a set, S, and accumulates the images of all elements of S under f to return an
element of the same type as x. The accumulator function f itself takes two parameters
(the first of the same type as that of x, and the second of the same type as that of the
elements of S), and maps them to an image of the same type as x.

Observe that the choice of s € § to split S = {s} US’ in each round of recursion
of fold is nondeterministic. Therefore, every recursive path that fold(f, x,S) takes to
exhaustively visit all elements of S reflects a nondeterministic choice out of the n!
possible paths, n = |S|, in the set of all permutations of the elements of S, mapping each
permutation, si, 2, ..., s, to its image f(...(f(f(x, s1), $2),...), s,). We call the images
of these permutations alleles. Thus, generally, fold(f,x,S) is a pseudo function that
maps its arguments to one nondeterministically selected allele in its set of all possible
image alleles of S underf. However, in the special case where f(x, s) is associative and
commutative within the domain of its second argument (or at least over §), the set of
image alleles of fold(f, x,S) becomes a singleton and we can treat fold as a function:
regardless of the nondeterministic splittings of S, the image of fold(f, x, S) is the same
unique y € X.

3.3 Guards

A guard g = p(ny,ny, ...,ng) is a function of k € Ny arguments that given a valuation
function v € V, maps a sequence of values d; = v(n;),0 < i < k to a Boolean. We denote
the set of all guards as G. For g = p(ny,ny, ..., n;), we use gN to denote the arguments
(read variables) of p. We use v £ g to denote the evaluation of a guard g in the context
of a valuation function v, which produces a Boolean value.

3.4 Actions

An action a € Name* x (D¥ — V) is a pair of a finite sequence (n;,n,,...,n;) of k > 0
argument variable names n; € Name, 1 < i < k, and an update function u. We denote
the set of all actions as A.

Fora = ({ny, no, ..., i), u), we use a to denote the set {n;, no, ..., n;} of its arguments
or read variables n; € Name, V1 < i < k of a; aV to denote the instance of u, the

update function of a. We use a" to denote the set of write variables of a, and refer to
aV¥ = aR U a" as the set of variables of a. Moreover, we use A" = | J,c4 a” to denote

the set of write variables of a set of actions A C A.

Example 1. Consider action a; = ({), A)(fin := 1)) where fin € Name. Then we
have af = 0 and )’ = {£in}.

Example 2. Consider action a; = ({wl, £in0, fout®, wl®, t0, t), AWl fin,, fout,, wly,
to, YWl := wly + (fing — fouty) X (t — t))) where £in0, fout®, w10, t0, t € Name. Then
we have af = {£in0, fout0, w10, t0, t} and a} = {wl}.

Performing an action a = ({(ny,ny, ..., Ny, ) € A in the context of a valuation func-
tion v € V such that ¥ C Dom(v), applies the update function u on n;’s to yield a
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new valuation function, v/, where generally Dom(v') # Dom(v) and the intersection
Dom(v') N Dom(v) may or may not be empty. We use the function perform : VXA — V
to obtain v/ by performing an action ({ny, ny, ..., n;), u) € A in the context of v € V:

Vv = perform(v, ({ny, ny, ..., n;), u)) = u(v(ng), v(ny), ..., v(ng))) 4

Observe that v, the image of perform(), represents merely the “change” that results
from performing the action ({n1, ny, ..., n;), u) in the context of v. Intuitively, v’ is not an
“updated version” of v, but rather the “change delta” to v. We use the function revise()
or < (Equations[I]and 2) to incorporate the image of a perform() into another valuation
function. See the CRM semantics defined in Table[I]in Section

Example 3. Consider action a = ({d, b), u) where u = A(y,z)(c := y * z), and the val-
uation function v such that {b,d} € Dom(v), where v(b) = 6, and v(d) = 3. Since
«d, by, Ay, 2)(c := y * 2))¥ = {c}, we have:

v = perform(v, ({d, b),u)) =
A, 2)(c =y * 7)(W(d), v()) =
Ay, 2)(c:=y=*2)(3,6) =
(c:=3%6)=[cr 18]

Note that Dom(v) N Dom(v") C {c}, i.e., v" does not contain value bindings for all names
in Dom(v); it contains only the name-value bindings that performing the update function
of the action changes.

[T

We use the left-associative operator ““;” to denote the sequential composition of
actions, where for ay, a,, a3 € A: perform(v,ay; ay) = perform(perform(v,a,), a,), and
perform(v,ay; ay; az) = perform(perform(v, a; az), as).

3.5 Non-conflicting actions

Consider two actions a;,a; € A and update valuation functions v; = perform(v, a;),i €
{1, 2} that result from performing them in the context of a pre valuation function v € V.
Recall that v; contains only those name-value bindings that performing a; changes in the
context of v (see perform in Section and Example[3). In order to obtain a valuation
function that reflects how performing both a; and a, changes v, we need to “update” v
with v; and v, in some order using revise (Equation [I). In the special case where the
result of updating v with v and v, is order independent, we can perform the actions a;
and a, concurrently in the context of v.

We say actions a; and a, conflict in the context of a valuation function v if (v <v;) <
vy # (V<) <vy, and say they are non-conflicting in the context of v, otherwise. We use
nonconflicting : A X A XV — B to denote whether or not two actions conflict in the
context of a specific valuation function.

Intuitively, a; and a, are non-conflicting in the context of a valuation function v
if performing a; and a, concurrently in v either involves no race condition, or cannot
produce different results due to a race condition. For instance, consider the two actions
a; =y:=2xxand a, =y :=2 + x and the valuation function v = [x = 2,y - 6]. In
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this case because 2 X x = 2 + x = 4, we have v| = perform(v,a;) = [y — 4] and v, =
perform(v,ay) = [y — 4]. Therefore (v<vy) <v, = (V<) <vy = [x — 2,y — 4], which
means performing a; and a, concurrently in the context of v produces the same end
result regardless of (the existence of) a race condition. On the other hand, if we perform
a; and a, concurrently in the context of the valuation function v/ = [x — 3,y > 6], we
get vy = perform(v',a;) = [y = 6] and v, = perform(v’,a;) = [y — 5]. In this case, we
have (V' «<vy) «vy = [x > 2,y > 5] whereas (V' <) <v; = [x > 2,y  6]: the race
condition between a; and a, in the context of v' does not produce a unique result.

We use neverconflicting : A X A — B to denote whether or not two actions have
absolutely no conflict in the context of any valuation function.

neverconflicting(a,a;) < (ve€V = nonconflicting(a;, az,v)) ®))

For instance neverconflicting(a,, a;) holds for the actions a; = y:=2 X xand a, = 7 :=
2 + x because there is no valuation function in the context of which performing these
two actions concurrently can lead to a race conditionﬁ

We use nonconflicting(A, v) to extend the notion of non-conflicting pairs of actions
to sets of actions A € P(A). Intuitively, a set of actions A € P(A) is non-conflicting
in the context of a valuation function v € V if for g, € A,1 < k < |A|, cumulatively
revising v with all vy = perform(v,a;) in any sequential order yields the same final
valuation function.

Formally, let A' be the set of all permutations of all elements of A € P(A), with
n = |Al. For 1 < k < n!, denote ordered sequences in A' as A* = [af,d}, ...,dk] € A
The set of actions in A are non-conflicting in the context of a valuation function v € V
if we have:

nonconflicting(A,v)
V1<i,j<nln=Al
(((v « perform(v, ai)) < perform(v, ag)) <...) aperform(v, aﬁ!) =
(((v aperform(v, a))) < perform(v, a3)) < ...) < perform(v, a;)

(6)

We use neverconflicting : P(A) — B to denote whether or not a set of actions have
absolutely no conflict with each other in the context of any valuation function.

neverconflicting(A) < (v €V = nonconflicting(A,v)) @)

3.6 Concurrent actions

To define the valuation function that results from performing a set of actions A € A
concurrently in the context of a valuation function v, we first define an auxiliary func-
tion. The auxiliary function corevise : V. — (V X A — V) maps a valuation function

6 The concepts of non-conflicting and never-conflicting actions become more significant and
less trivial with “computed names” such as array elements and indirection incorporated in
the model (see Footnote EI) For instance, nonconflicting(a,, a,,v) may or may not hold for
a; =yli] :=2 X xand a, = y[j] := 2 + x depending on the value-bindings for i and j in v.
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z € V to another function corevise(z) € VX A — V where:
(corevise(z))(v,a) = v < perform(z, a) (8)

See Equation [2] for <.

Using corevise, we extend the definition of perform from performing a single action
a € A (Equation ) to performing a set of actions A C A concurrently in the context of
a valuation function v as follows:

perform(v, A) = fold(corevise(v),v, A) ©)

Strictly speaking, the image of perform(v, A) in Equation [9]is one nondeterministically
selected alternative out of a set of the image alleles of the pseudo function fold (Equa-
tion [3). However, in the special case where nonconflicting(A,v) holds (Equation [6)),
perform(v,A) maps to a unique image, in which case we can treat the pseudo func-
tion perform(v, A) as if it were a true function analogous to perform(v, a) [3]]. Note that
the meaning of perform when applied to a set of actions in the context of a valuation
function, actaully performs the update, while in the context of a single action it simply
computes the update!

3.7 Sequential composition of concurrent actions

We have assumed that the syntax of actions supports sequential composition of actions
ap,ay € A, which we denote here as a;; a, (see the text that follows Equation E]) We
now extend the sequential composition of actions to sequential composition of sets
of actions Aj,A, € P(A), which we denote as A;;A,. Intuitively, A;; A, is a single
(composite) action that first performs all actions a € A; in some arbitrary order, and
then performs all actions a € A, in some arbitrary order.

In Section [3.5] we showed the valuation function that results from performing the
composite action a;; a, in the context of a valuation function v € V. We now use Equa-
tion E] to define the valuation function that results from performing the action A;; A; in
the context of a valuation function v as:

perform(v,Ay; Ay) = perform(perform(v,Ay), A;) (10)

Recall that the image of perform(v,a;) is an “update” valuation function for revis-
ing v, i.e., this image does not include the name-value bindings that are not changed
by the action a; (see the paragraph after Equation ] and Example [3). On the other
hand, Equations [0] and [§] mean that the image of perform(v,A;) is a “replacement”
valuation function for v (i.e., this image already includes name-value bindings that
are not changed by actions in A;, as well as those that are). For convenience, for
a € A and A € P(A) we also define perform(v,A;a) = perform(perform(v,A),{a})
and perform(v, a; A) = perform(perform(v,{a}), A).

3.8 Rules

A rule r € G X P(A) is a pair of a guard and a set of concurrent actions. We denote the
set of all rules as R.
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For r = (g,A) € R, we use r° and * to denote the guard and the set of actions of .
We call ¥ = ™)V, rR = ("), and ¥ = ")V the variables, the read-only variables,
and the write variables of r, respectively. Moreover, we extend our oA N R W
notation to sets of rules in the obvious way.

A rule r € R is enabled in the context of a valuation function v € V only if v | r¢
and nonconflicting(r4, v).

3.9 Concurrent Rules Machines

A Concurrent Rules Machine (CRM) is a concurrent transition system that interacts
with its environment. A CRM consists of an interface, a set of initialization actions, a
set of rules, and a set of termination actions [3]].

Definition 1 (Concurrent Rules Machine). A Concurrent Rules Machine (CRM) con-
sists of a tuple (I, Ag, R, T) € (P(Name) X P(Name) X P(Name)) X P(A) X P(R) X P(A)
where:

I = (Exp, Imp, Sh) € P(Name) x P(Name) x P(Name) is its interface where:
e Exp, Imp, and Sh are mutually disjoint,
o {envstep} C Sh,
Ao C A is the finite set of its initialization actions such that neverconflicting(Ay).
— R C Riis its finite set of rules,
T C A is a finite set of termination actions such that neverconflicting(T).

The sets of variable names Exp, Imp, and Sh in the interface I constitute the sets of
exported, imported, and shared variable names of the CRM, respectively.

The distinguished shared Boolean variable envstep € Sh coordinates the interaction
between a CRM and its environment; see Section [3.10]

We denote the set of all concurrent rules machines by CRM. We use C!, C%, CR,
and CT to refer to the interface, the set of initialization actions, the set of rules, and the
set of termination actions of a CRM C € CRM, respectively. We use cEwr clmr and
C5" to refer to their respective elements in C.

Intuitively, the exported variables in CE* are the interface variables that C offers as
read-only variables to its environment: C, another CRM, or the environment can read
the values of the variables in C¥, but only C has the right to change the values of
variables in CE. The imported variables in C™ are the interface variables that C uses
as read-only variables: another CRM or the environment has the right to read or change
the values of variables in C'”, but C may use them only as read-only variables. The
shared variables in C5" are the interface variables that C shares with its environment for
both read and write: C, another CRM, or the environment may atomically read and/or
change the values of variables in C5".

The initialization actions in C* must be never-conflicting and they must initialize
the exported interface variables in C¥. Neither initialization actions in C#° nor rules
in C® may modify the values of the read-only interface variables in C™7,
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3.10 CRM Operational Semantics

Informally, a CRM C iterates indefinitely, performing the actions of some of its rules,
in mutual interaction with the environment. In each round, it interacts with the envi-
ronment to obtain new observation values for its imported and shared interface vari-
ables, then nondeterministically picks a subset of its enabled rules whose action sets
are non-conflicting, and atomically performs those actions to revise its current valuation
function for its next round (see Table . Meanwhile, the environment independently,
perhaps continuously, changes the values of some of the interface variables of C. We
use the distinguished Boolean variable envstep to coordinate the interaction between a
CRM and its environment (see multi-steps, below

Pick V™! € V such that RequiredVars € Dom(V"); see Equation[[T]for RequiredVars.
Vi = perform(E',S';T)

. V! < [envstep — T ifi=0
) interact(V=', CE¥ U CP"™ U {envstep)) otherwise

. revise(V, xchange(V), P) if V(envstep)
interact(V, P) = {V ( ! otherwise g

St = pickedacts(E%,0,&,i > 0)

. S if F=0V A Toss())
pickedacts(F. S, V.1) = {annex(A, F\{A},S, V) otherwise, where A € F
pickedacts(F,S U A, V, T) if nonconflicting(S UA,V)

annex(A, F,S,V) = {pickedaClS(F’ S,V,T) otherwise

E, =

{Ao) ifi=0
{A|(g,A) € R, E [ g A nonconflicting(A, E)} otherwise

Table 1. Semantics of a CRM C = (I,A,R, T)

Formally, we define the dynamic behavior of C = (I, Ay, R, T) € CRM as an itera-
tive revision of its valuation function, V, where for i € Ny, its revised version, V", for
the i iteration is derived from its i — 1* iteration version, V-1, as defined in Table
The iteration starts by the environment providing a valuation function V! € V to ini-
tialize those interface variables of C that are not initialized by its initialization actions
Ay, i.e., by picking a V! such that Dom(V~") C RequiredVars where:

RequiredVars = C" u C5"\ (Ay U T") (11

7 Observe that by Deﬁnition envstep € C5" for every CRM C.
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The pseudo function Toss : @ ~> B in the definition of pickedacts nondeterministically
maps to T or L. See [3] for details.

Conceptually, in every round the equations in Table [I] specify two sequential steps
through which first the environment of C and then C take turns to change the values of
the variables in C’, the interface of C. For i € Ny, & represents the valuation function
that reflects the incremental modifications that the environment makes to the values of
the variables in C’ as round i begins (i.e., before C acts).

4 Symbolic Execution

Symbolic execution is a mechanism for reasoning about CRM behavior. It allows one
to reason about reachability from possibly infinitely many initial states and to represent
effects of action by the external environment as symbols subject to constraints.

Recall that D¢,y and Dgy, represent partitions of the data domain D. In a purely
concrete execution the set Dy, is empty, and application of functions and predicates is
assumed to return a concrete value (i.e., a constant in D = D¢,,;). Thus update actions
produce (concrete) update valuations. In the case of symbolic execution, applications of
functions/predicates generally produce symbolic expressions (i.e., expressions involv-
ing operations applied to both constants and symbols). Actions produce updates that are
valuations whose range may include symbols together with constraints on the allowed
values of the symbols. Symbolic execution of a CRM transforms symbolic valuation—
pairs consisting of a valuation function and a constraint on the variables in the range of
the valuation via the symbolic interpretation of actions.

We use the notation of Section [3 with some added notation below to handle sym-
bolic aspects. We use 7, m to denote lists of names, m, n € Name, and s to denote a list
of symbols, s € Dygy,,.

Symbolic valuations. A symbolic valuation is a pair (W, b) where W € V and b is a
boolean expression (over D) constraining symbols in the range of W.

Substitutions, o, are finite maps from symbols, Dgy,, to D. By e[c] we denote
the usual application of a substitution o to an expression e replacing each symbol, s,
in its domain by its image, o(s). Applying a substitution to a valuation map W[o] is
effectively the composition of o and W

(WloD(n) = Wn)lo]

A substitution, o, is an instance of a symbolic valuation (W, b) if b[o7] is true, in
which case its corresponding instance valuation is W[o]. The meaning of a symbolic
valuation is the set of its instance valuations.

For a CRM to be symbolically executable automatically, we require an algorithm,
such as an SMT solver, that can (partially) decide if there exists a substitution o such
that b[o] is true for b appearing in execution constraints (isSat(b)).

Symbolic guards. Let g = (n, P) be a CRM guard, where P is a boolean function. The
meaning of g in the context of a symbolic valuation (W, b), written g[[(W, b)]] is the
symbolic (boolean) expression P(W(n)). We say that (W, b) is consistent with g if there
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is an instance o of (W,b) such that g[[(W, b)]][c] is true. (W, b) uniformly satisfies (or
just satisfies) g if g[[(W, b)]][o7] is true for all instances o of (W, b).

Symbolic actions. Let a = (n,u) be a CRM action where u is an update function whose
range is a valuation interpreted as a valuation update. The interpretation of an action, a,
in the context of a symbolic valuation, (W,b) is a symbolic valuation

all(W, D)1l = u(W(n))

We require that the set of write variables of an action is independent of the valuation
context. Thus we can rewrite u(W(n)) as (Z¢, b*) where Dom(Z%) is the set of write vari-
ables of a, the range, s, consists of fresh symbols and b“ is equivalent to the conjunction
of s; = u(W(n))(n;) for s; € s.

In a CRM execution step, sets of actions are performed, not just single actions.
These sets are required to be non-conflicting in the context of the valuation they are
acting on (see Section[3). To apply an action set A in the context of a symbolic valuation,
we require A to be non-conflicting in the context of each valuation instance. In this case,
we can form the joint symbolic update of A, as follows. Let 7, be the write names of
a € A, and let 5, be its corresponding list of fresh symbols. Pick an order on A and
let 77 be the concatenation of the 7, for all a € A in the chosen order, omitting names
from 7, that are in n,, for earlier a’. Let 5 be the corresponding concatenation of the
5, (omitting symbols whose names have been omitted). Then A[[W]] = (Z4, b*) where
ZA(m) = 5 and b" is the conjunction of the constraints b* for a € A together with
equations s,; = Sy ; if (i) = 1,(j).

Symbolic Execution. Recall that a CRM, C, has the form (I, Ay, Rs, T) where A is the
set of initialization actions, 7'is the set of termination actions, and Rs is the set of rules.
Symbolic Execution of C generalizes the step relation on valuation functions of a CRM
to a relation on symbolic valuation functions:

(W,b) = (W', ")

As for concrete CRM execution, every symbolic step consists of two substeps: the en-
vironment and the CRM (sub)steps. The CRM step has two substeps: application of the
actions of a candidate rule set, R, followed by application of the set of terminal actions,
T.

(W.b) =g (WE,b A D)
—r (WE b A BE ADF)
—7 (WE, b ABE ABR A BT
These symbolic substeps are explained below. We use the convention that W£, Wf, ...
each represents a valuation variable denoting a valuation resulting from an environment
action, and b%, bf, ... each represents the constraint for that environment action. Simi-

larly the superscript R or A indicates the result of actions of a rule, and the superscript
T indicates the result of the set of terminal actions.
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The initial step starts with an empty valuation (W_; = 0) and true constraint (b_; =
T). We let e denote the set of names the environment is required to write. In the case
of timed systems this includes the special name time. The environment is constrained
uniformly by a constraint specification envB which has the form (7, cs) where cs is
a set of assignments and boolean expressions over n. envB constrains the action of
an environment, thus the meaning depends on the starting valuation and the updated
valuation: envB[[W(71), WE(7)]] Where WE is W updated by fresh symbols for e.

A sequence [(W;,b;),R; | —1 < j]is a symbolic execution of CRM , C, (with
respect to the partition of D and an environment constraint envB) if isSat(b;.,) holds
and:

(Wj,bj) = (WE b A bf)
—g, (Wi, b; ABE A DY)
=1 (W], bj AB NbG A DY) = (Wit bjsn)
where
5;is the j” fresh symbols for e
W_i(e) =5
b’fl = envB[s_1,5_1]
b? = envB[W,(e). 5]
A =if j<Othen Ay else acts(R;) fi
(Z},b9) = AlIWF]]
A _ E A
Wi =W; <Z;
(Z],b]) = TIIW}1]
Wl =Wwi<Zl =W,
b = envBI[W;(m), Wi ()]

and R; is a candidate rule set for (Wf ,bj A bf), that is A = acts(R;) is non-conflicting
and the guard of each r € R} is true in every instance of (W, b;).

We note that to simplify our presentation we have tacitly assumed the shared name
envstep is true in all reachable valuations, thus the environment acts at every step. It is
straight-forward to remove that assumption in practice.

5 Water Tank Input Controller CRM: symbolic execution

In the following we use the water tank input controller CRM, iCtl, to illustrate symbolic
reasoning enabled by symbolic execution, After defining the CRM, we work out some
steps of symbolic execution, and then consider some properties of the controller in an
environment that obeys the physical water-level law (Section [I.T), but can change the
outflow valve arbitrarily (between 0 and 1).
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In the definition we use the convention that unquoted names (such as t, £in@ or
WL .R), represent (global or local) mathematical variables or constants, whereas quoted
names (such as *fin, ’time, or’wl), represent CRM variable names which will be
replaced by their respective values that the CRM semantics (see Section [3.10) finds
through look-up in its valuation function at run time.

Definition 2 (iCtl CRM.).

iCtl = (iCtl.I, iCtl.A®, iCtl.R, iCtl.T)
where
iCtl.I = ({’wl,’time}, {’fin}, {})
--- the interface with imports (Cwl ’time),
--- exports (’fin)
--- no shared variables ({}).
iCtl.A0 = {(< >, \lambda (). ’fin := finInit)}
--- the initialization action parameterized by finInit
iCtl.R = { (true, {ic.fin})}
--- the rule updating the input flow
iCtl.T = (< 'fin >, \lambda f. '£fin® := f)
--- the termination action that caches value of ’'fin
where
ic.fin= (< 'fin®, ’wl >,
\lambda (£f0, wl).
"fin := (if wl > WL.smx

then 0
else (if wl < WL.smn
then 1

else 1/2 fi) fi) )

For illustration, we fix the values of the water tank constants as follows (to keep
examples small).

wlInit = 3 finInit = 1
WL.mx = 5 WL.mn = 3
WL.smx = 9/2 WL.smn = 7/2

A valuation is represented as a set of bindings (NAME := VALUE). mt denotes the empty
valuation. The initialization and first concrete execution step of the iCtl CRM are shown
below. We use => to represent the full step relation, while -e>, -r>, and -t> indicate
the environment, rule, and terminal action substeps, respectively.

mt

-e> (Ctime := 0) ("fout :=0) (Cwl := 3)

-r> (Ctime := 0) (fout := 0) (Cwl := 3) (fin := 1)

-t> (Ctime := 0) (" fout := 0 (Cwl :=3) Cfin :=1) (£fin® := 1)
=>

-e> (Ctime := 1) (fout := 1/2) (Cwl := 4)

-r> (time := 1) (fout := 1/2) (Cwl :=4) (fin := 1/2)

-t> (Ctime := 1) ("fout := 1/2) (Cwl := 4) (fin := 1/2) (Cfin® := 1)
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For symbolic execution of iCtl, we add a set of symbols, Dg,,,, to the constants of
the concrete execution, and define the environment constraint envB = (7, ¢s). Dyg,,, has
elements v(n, j) for n € Name and j € Ny. Intuitively v(n, j) is the j* value assigned to
the name 7 (i.e., at the j* step). The environment constraint is

envB =
(<’wl ’"fin ’'fout ’time ’t0® >,
WL.mn <= ’wl and ’'wl <= WL.mx and
'wl := 'wl + Cfin - ’fout) * ("time - ’t0)
)

Recall that envB is interpreted in a pair of valuation maps (W;, W;,1). The Boolean
constraints are interpreted in W;,; while assignment right-hand-sides are interpreted
in W; and equated to the value of the name in the left-hand-side interpreted in W,
Valuation functions are represented as in the concrete case where the range now includes
symbols in addition to constants (here, real numbers).

The first two steps of symbolic execution follow.

Symbolic initialization step

(mtVMap , true) ==>

-e>
(Cwl := v(Cwl,0)) (Ctime := 0) (Ct® := 0),Cstrle)
-r>
(Cfin := v £fim,0)) Cwl := v(Cwl,0)) (Ctime := 0) (Ct0 := 0),
Cstr®e and CstrOr)
-t>
(C£in® := v(’ £fin,®) (Cfin := v(’£fim,0))
Cwl := vCwl,0) Ctime := 0) ('t® := 0),
Cstr®e and CstrOr
= (W_0,Cstr®) )
where
Cstr@e = (v(’wl,®) >= 3) and (v(’wl,0) <= 5) and (v(’wl,0) === initWL)
Cstr®r = (0 <= v(’fin,®) and (v(’fin,0) <= 1)

Symbolic step 1

(W_0,Cstrd)
-e>

(Cwl :=v(Cwl,1) Ctime := 1) (Ct® := 0)

Cfin® := v('£fin,0)) (Cfin := v('£im,0)),
Cstr® and Cstrle )
-r>

(Cfin® := v('£in,0) (Cfin := v(C{fim, 1))
Cwl :=v(Cwl,1) Ctime := 1) (Ct0 :=0),
Cstr® and Cstrle and Cstrlr )

-t>

(Cfin® := v(’fin,1) (Cfin := v(C{fim, 1))
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Cwl :=v(Cwl,1) Ctime := 1) (Ct0 :=0),
Cstr0@e and CstrOr and Cstrle and Cstrlr )

where
Cstrle ™~

(v(Cwl,1) >= 3 and v('wl,1) <= 5 and

v(wl,1) === v(Cwl,0) + (v(’fin,0) - v(’ fout,0)) * 1)

Cstrlr =

(vvWLCi.fin#1:Real === (0/1).Real

or

vvWLCi.wl#1:Real <= (7/2).Real) and

vvWLCi.fin#1:Real === (1/1).Real

or

vvWLCi.wl#1:Real < (9/2).Real and
(7/2) .Real < vvWLCi.wl#1:Real and
vvWLCi.fin#1:Real === (1/2).Real)

Symbolic Reasoning Two simple examples of the questions one can ask of iCtrl using
symbolic execution are: Starting with water level 3 (minimum):

(1) Can the water level go above WL . smx?
(2) Can the water level reach WL . mx?

The answer to the first question is yes. Here is one concrete solution:

w(C £fin,0) := 31/32) (v(’ fout,®) := 1/32) (v(Cwl,0) := 3)
(v(£in, 1) := 1/2) (v(’fout,1) := 1/16) (v(’wl,1) := 63/16)
w(Cf£fin,2) := 1/2) (v(C fout,2) := 1/8) (v(’wl,2) := 35/8)
(w(C £fin,3) = 0 (v( fout,3) := 1/2) (v(Cwl,3) := 19/4)

The answer to the second question is up to time 12, no. However if we change the
time step to be increments of 2, then the answer is yes. Here is a witness

(v(C £fin,0)
(v(’'£in, 1)

1) ((v(Cfout,®) :=0 (v(Cwl,®) :=3
0 (v(Cfout,l) :=1/2) (v(Cwl,1) :=5

This emphasizes that the choice of time interval matters. To investigate effects of
the choice of time interval we can turn that interval into a symbol, ’dt. If we constrain
"dt to be in the interval [1/2,2/1] and ask question 2 again, there are several solutions
depending on the upper-bound on number of steps. Here is one witness where the step
upper-bound is 6.

v(’dt,®) :=7/4

v(' fin,0) := 1/2 v(’ fout,®) := 1/4 v(’wl,®) :=3
v(’fin,)1 := 1 v(’fout,1) := 3/28 v(’wl,1) := 55/16
v(’fin,2) := 0 v(’fout,2) :=1/2 v(Cwl,2) :=5

If we ask question 2 with ’dt constrained to be in the interval [1/2,1/1] there
is no solution up to 12 steps. An interesting question for future work is: can we find
k such that no solution up to k steps implies there is no solution. The idea is to find
a constraint on states such that after k steps that constraint holds again, yielding an
induction condition. See [25] for an example of such reasoning.



18 Farhad Arbab and Carolyn Talcott

6 Soundness and Partial Completeness

For symbolic execution to be useful as a reasoning method, it is important that it gives
accurate information about CRM behavior. For example, is an instance of a symbolic
trace a trace of the CRM according to the operational semantics (soundness)? Con-
versely, if there is no symbolic trace instance violating a given property, might there be
a trace of the operational semantics that violates that property (completeness)?

In the following we prove soundness for all CRMs that admit symbolic execution.
We also prove completeness for CRMs that satisty a simple additional condition.

6.1 Soundness

Soundness says that given a symbolic trace of a CRM with environment constrained by
envB any instance of (a finite prefix of) this trace is a concrete trace of that CRM.
An instance of a symbolic trace

(W, b)) =gr, (Win1,bj) | =1 <= j <m]

is a sequence
Vi =Fr, Visl = 1 <= j <m]

given by an instance o of b,, where
[Vi=Wlol| -1 <=j<m]

and F; given by the equations of bf and and o-.
Note that by the definition of instance and the monotonic nature of the constraints
b, if o is an instance of b, then ¢ is an instance of b; for j <= m.

Theorem 1. Each instance of a symbolic trace of a CRM is a (concrete) trace of that
CRM.

Proof. Fix a symbolic trace as above and instance substitution o-. Consider step j
(W, bj) =g, Wit1,bj41)

of the symbolic trace for some j < m. Note that ¢ is an instance of b; and of b;.;. We
show that the corresponding instance step is a valid (concrete) CRM step.
By definition, the rule set of the j’h step, R}, is a valid choice of concurrent rule set
for a CRM step. We show that the instance of each substep of step j is a valid substep.
Finally, as noted above isS at(b,) holds with witness o

8 The expression (W;,bj) =g, r; (Wii1,bj41) represents the result of the three parts of a CRM
step, parameterized by the environment update E, a rule set R;, and the terminal actions 7,
left implicit as it is the same actions for each step.
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Environment substep
(W, b)) =k, (Wf7bj A bf)
where Zf(E) = ,(fresh symbols), Wf =W« Zf, and bf = ean[[Wf]].
The instance substep is
E

Vi—=r V;
where F; is given by the equations of bf (corresponding to the assignments of envB)
and ; V; = W[o] and V¥ = W; < ZF[o] = V; < F;. A valid environment step.

Rule action substep
(WEbj ADY) >r, (WS by ADY A DY)

where Wf = WJE <Zf, A is the union of action sets of R; (Zf, bf) = Aj[[W]E]]

At the concrete level, V; = W;[o] and by definition of symbolic trace step, the
guards of rules in R; are true in V; and the joint action set is non-conflicting in the
context of V;. Also letting Vf = Vf <Zy,, we have Vf = Wf[o-] = WJE <Zf.

Termination action substep The termination step is
(WE,bj ABE ADS) > (W] by ADY A ADT) = (Wit bjin)

The argument for termination action set case is the same as for rule action set case.

6.2 Restricted Completeness

Completeness of symbolic execution holds under under some conditions on the rules of
a CRM. For example CRMs where rule guards depend only on names that are always
bound to constants, the write variables of a rule is independent of valuation context, and
no two rules write the same variable. These conditions hold for many classes of CRM.

Definition 3 (Symbolically complete CRM).

A CRM is symbolically complete if given any (reachable) symbolic valuation (W, b),
and substitution, o, that satisfies b; if rule set R is a candidate for execution in the
context of W[o] (all guards are true and the union of their action sets is non-conflicting)
then R is a candidate for execution in the context of W[o”'] for any o’ satisfying b.

A CRM in which rule guards depend on variables whose values are always constants
(not symbolic) and the write variables of actions in action sets within or across rules are
independent of valuation and disjoint, is symbolically complete. This is true for a large
class of CRMs modeling CPSs.

Lemma 1 (One (sub)step completeness).

If CRM, C, is symbolically complete, (W, b) a reachable symbolic valuation, o an
instance of (W, b) (o satisfies b), V = W|[o] the corresponding valuation instance, and
A a nonconflicting action set. ﬂthen

V —g V' implies (W,b) -4 (W', D)

9 A could be an environment action set, the initialization actions Ay, the actions of a rule set R
of rules enabled in V, or the set of termination actions 7.
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where V' is an instance of (W', b’).

Proof. The idea is the following. Let 1 = AW (the write variables of A), U = A[V] the
joint update function of actions of A in V, and Z, b* = A[[W]], the joint symbolic update
function of A in W. Let ¢’ be defined by

o' (W' (m)) = V'(m) = U(m)
then b’ = b A b%,
b = Nem(W'(m;) = U(m;))
and o + o’ satisfies b’ is the desired instance mapping (W’,b") to V'

Theorem 2 (Restricted Completeness).
If CRM, C, is symbolically complete, and

Tr=V;—>pgr Vil —1<j<m

is a concrete trace of C such that F; satisfies envB for —1 < j < m, then there is a
symbolic trace, Tr*, of C with environment constraint envB such that Tr is an instance
of Tr*.

Proof. Given Tr, we show that there is a symbolic trace 7r* firing the same sequence of
rule sets as Tr, and Tr is an instance of 7r".

We first show that the initialization step (j = —1) of Tr is an instance of the initial-
ization step of C, which is the same for any symbolic trace (constrained by envB). Then
we show that for any j > 0, assuming by induction that we have Trj with Tr up to j an
instance, then Trj‘. can be extended using R;, so that 7r is an instance up to j + 1.

Initialization step. We show that the initialization step of 7r is an instance of the ini-
tialization step of 7r*. Tr initialization has 3 substeps.

—F VE =F 0
_)AO VA — vE 4 UA
e Vi=viaU" =V,
where F is an update valuation with domain the environment required variables U4 =

Ao[[VF]], and UT = T[[V*]].
The symbolic initialization has three symbolic substeps

—E, (WE, bE)
_)AO (WE <ZA,bE A bA) — (WA,bEA)
-7 (WA <ZT bEA A BT = (Wo, by)

where (Z4, b*) = Ao[[WE], and] (Z7,b7) = T[[WA]].
Define the substitution, o7y, making 7r initialization an instance of 7" initialization
as follows.
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For n € dom(Ey) = Dom(Fy), oo(Eo[n]) = Fo[n]. For n € dom(Z%), oo(ZA[n]) =
VA[n]. For n € dom(ZT), oo(Z  [n]) = VT[n]. Note that the sets dom(Ey), dom(Z%),
dom(Z") are disjoint due to freshness of symbols at each substep.

By definition, Vi = Wy[op]. It remains to show that o satisfies by. o satisfies
bE due the requirement that environment actions satisfy envB. o satisfies b and o7
satisfies b by Lemma[l]

Step j > 0. Assume the jth stop of Tr is
Vj _>F, Vj<Fj = VJE
TR; Vf ¥y =V

A _ T _ v
_>TVJ'<YT—VJ'— j+1

where the F'; substep satisfies envB.

Assume by induction that (W}, b)) is the corresponding symbolic state and o ; the
substitution instance such that o; satisfies b; and W;[o;] = V.

Then by symbolic completeness R; is enabled in (W, b;) so

(Wj,bj) =, (Wi <Ej,bj AbT) = (WE b A DY)
=g, (WP <Z4 b NDT A DY) = (WH, b5
-1 (W <Z0 b5 AbT) = (Wit bjr)

where dom(E ;) = dom(F;), rng(E) is a set of fresh symbols, bf = envB[W;, Wf], A;
is the joint actions of R, (Z;.‘, b = A,-[[Wf]], and (ZjTj, by = T[[W;.‘]].

By Lemma 1| V;,; is an instance of (W;,(bi;;1) using an extension of o; to new
symbols.

7 Conclusion

In this paper we defined symbolic execution of Concurrent Rules Machines, a model of
open distributed systems with explicit interaction with the environment. We show that
symbolic execution is sound and it is complete for a large class of CRMs. We illustrated
the utility of symbolic execution by verification of properties of interaction of a simple
water level controller with the environment.

This is just the beginning. There are several directions for future work.

Compositionality of CRMs and their view of the environment suggest that symbolic
execution of CRM models is also a promising approach to compositionally reason about
the properties of larger systems through property-preserving symbolic composition of
their constituent subsystems.

The reasoning examples in this paper were worked out using a first version of an
implementation of symbolically executable CRMs using Rewriting modulo SMT. Once
a robust implementation is available, we intend to carry out substantial case studies.

An alterntative to reasoning symbolically about interactions with the environment,
is to assign probability distributions to effects of actions (exported variables) and to
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observations by a CRM (import variables), and use mechanisms such a probablistic or
statistical model checking to reason about system behavior and effects on the environ-
ment. This is also an important approach to investigate. To the best of our knowledge
there is no theory supporting a sound and computable combination of symbolic and
probablisstic/statistical reasoning. However, the formal patterns/theory transformation
approach used for analyzeing Maude executable models allows one to understand anal-
ysis results in the context of a common base model [21116]].
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