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ABSTRACT Recent advances in adversarial machine learning have shown that defenses previously
considered robust are actually susceptible to adversarial attacks which are specifically customized to target
their weaknesses. However, whether the adversarial examples generated by customized attacks, are effective
on other defenses, is an open question. In this work we seek to explore three important security questions:
First, do different defense strategies exhibit the same low transferability properties as different model
architectures and, if so, how can this low transferability be utilized to improve robustness? Second, how can
a white-box adversary design attacks to specifically thwart multi-defense based setups? Last, how can game
theoretic analysis further improve the robustness against an adversary capable of implementing multiple
state-of-the-art attacks? To this end we provide multiple contributions, including the first transferability
study between multiple defense strategies, three new attack algorithms designed to break random transform
and ensemble defenses, and two game theoretic frameworks for analyzing and optimizing robustness over a
combination of adversarial attacks and defenses. Empirically, we show our framework is 18% more robust
on CIFAR-10 and is 27% more robust on Tiny-ImageNet than the best single state-of-the-art defense that
we analzye.

INDEX TERMS Adversarial machine learning, adversarial examples, adversarial defense, deep learning.

I. INTRODUCTION
Machine learning models have been shown to be vulnerable

Some works [2], [29], [40] have looked at combinations
of defenses as a solution to this dynamic. However, these

to adversarial examples (AEs) [15], [33], [SO]. AEs are inputs
with small perturbations added, such that machine learning
models misclassify them with high confidence. Addressing
the security risks posed by AEs are critical for the safe
deployment of machine learning in areas like health care [14]
and self driving vehicles [35]. Current defenses and attacks
in adversarial machine learning have trended towards a cat
and mouse dynamic, where new defenses are being proposed
and then broken [6], [26], [42], [44] by improved attacks.
Many of these attacks are specialized to exploit particular
vulnerabilities of specific defense strategies.
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works have shown limited improvements in robustness and
fail to incorporate diverse set of defense and state-of-the-art
strategies such as random transforms [36], [48] or diffusion
based adversarial training [47]. They also do not consider
the impact of adaptive attacks nor do they explore the
optimization of their methods to defend against them.

In parallel to attack and defense development, studies
have also been conducted on the transferability of AEs [24],
[27], [49]. Transferabiltiy refers to the phenomena where
AEs generated for one model are also misclassified by a
different machine learning model. However, to the best of our
knowledge, no analyses has been done on the relationship
between transferability, defense strategies, and specialized
attacks. Low transferability between defense strategies may
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point towards further improvements in robustness found
in combinational voting strategies. Thus, several pertinent
questions arise:

1) Do AEs generated for one specific defense transfer to
other defenses?

2) Can low transferability between defense strategies be
exploited in vanilla or detector based combination?

3) Can adversarial attacks be designed to target multiple
different defense paradigms simultaneously?

4) Can a substantial gain in robustness be achieved
through the utilization of game-theoretic analyses?

These are precisely the questions our paper seeks to answer.
We break from the traditional dynamic of adversarial machine
learning, which focuses on the single best attack and defense.
We instead take a multi-faceted approach and use a mixture
of state-of-the-art attacks and defenses to answer the above
questions. We provide the following contributions:

1) Defense Transferability Analysis - We analyze the
adversarial transferability of state-of-the-art defenses
like Trash is Treasure [48], Barrage of Random
Transforms [36], Friendly Adversarial Training [52],
diffusion based Wide Resnets [47], and other new
architectures like SNNs [13], [37] and ViTs [12].
We show specific attacks on defenses do not transfer
well. This means there is potential for a combinational
defense within a game theoretic framework.

2) New Adversarial Attacks - We develop three new
attacks, the Momentum Iterative Method over Expecta-
tion attack (MIME), the Multi-Agent Gradient Expec-
tation attack (MAGE) and detector based Multi-Agent
Gradient Expectation attack (MAGE-D). These attacks
are designed to create the strongest possible adversary
to attack randomized and multi-classifier defenses.

3) Game theoretic Mixed Experts - We propose a
game-theoretic framework for finding approximately
optimal strategies for adversarial attackers and defend-
ers that can implement multi-model attack and defense
techniques. We mathematically derive our framework,
and empirical test it by implementing multiple state-of-
the-art adversarial attacks and defenses on two datasets,
CIFAR-10 [21] and Tiny ImageNet [23]. Through our
framework we demonstrate that we are able to achieve
a 18% increase in robustness on CIFAR-10, and a
27% increase on Tiny ImageNet over all single-model
defenses we tested when evaluating on non-adaptive
attacks.

4) Adaptive Game theoretic Mixed Experts - Motivated
by developments in adaptive attacks such as AutoAt-
tack [9], we further build upon the GaME framework
by proposing Ada-GAME. With this framework we are
able to demonstrate an improvement in robust accuracy
over all other ensemble baselines for both datasets.

A. PAPER OVERVIEW
All the subjects previously mentioned are interlinked and
studied deeply in this paper. We begin in Section II by
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introducing and briefly explaining the mechanics behind each
defense strategy we study in this paper. In Section III we dis-
cuss the adversarial threat model for this work. In Section IV
we develop specialized attacks to adapt to random trans-
form, multi-model, and detector based defenses techniques.
Following the development of these attacks, we study the
transferability adversarial examples between each of the
defenses on the CIFAR-10 [21] dataset in Section V. These
results display surprisingly low levels of transferability
between defense strategies, indicating further robustness
gains to be obtained from multi-model defense approaches.
Motivated by this, we develop two new game-theoretic
frameworks for optimizing mixtures of adversarial defenses,
GaME and Ada-GaME, in Section VI. Both these frameworks
allow for the optimization of any mixture of pre-trained
defense or vanilla models against adversarial attacks without
further model training. In Section VII we present extensive
experimental results testing the capabilities of the GaME
and Ada-GaME frameworks, displaying increased robustness
over all single-model or uniform defenses strategies against
both adaptive and non-adaptive attacks. We then offer
concluding remarks in Section VIIIL.

Overall, our paper advances the field of adversarial
machine learning by showing the potential for combinational
defense approaches in a theoretical and principled manner
that extends beyond the conventional single attack, single
defense standard.

Il. ADVERSARIAL MACHINE LEARNING DEFENSES

In this section we give an overview of the diverse set
of defenses we study in this paper. Our analyses first
encompasses defenses based on randomization, adversarial
training, and exploiting model transferability. This includes
the Barrage of Random Transforms (BART), Friendly Adver-
sarial Training (FAT), Trash is Treasure (TiT), and diffusion
based Wide Resnet defenses respectively. We additionally
consider multiple model architectures including Big Transfer
models (BiTs), Vision Transformers (ViTs) and Spiking
Neural Networks (SNNs).

Despite our broad range, we do not attempt to test every
novel adversarial defense. It is simply infeasible to test
every proposed adversarial machine learning defense, as new
defenses are constantly being produced. However, based on
our game theoretic design and open source code (which will
be provided upon publication), any new defense can easily be
tested and integrated into our framework.

A. BARRAGE OF RANDOM TRANSFORMS
Barrage of Random Transforms (BaRT) [36] utilize a set of
image transformations in a random order and with random-
ized transformation parameters to thwart adversarial attacks.
In this paper, we work with the original BaRT implementation
which includes both differentiable and non-differentiable
image transformations.

Let t}(x) represent the i transformation used in the j*
order in the sequence. A BaRT defense using n image
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transformations randomly alters the input x:
Wy —
t(x) =tl‘fn" oty | o...0 )

where w represents the subset of n transformations randomly
selected from a set of N total possible transformations
and p represents the randomized order in which the n
transformations are applied. In Equation 1 the parameters of
each image transformation t}(x) are also randomized at run
time, further adding to the stochastic nature of the defense.

Why we selected it: Many defenses are broken soon after
being proposed [44]. BaRT is one of the few defenses
that has continued to show robustness even when attacks
are specifically tailored to work against it. For example,
most recently BaRT achieves 29% robustness on CIFAR-10
against a customized white-box attack [42]. It remains an
open question whether using BaRT with other randomized
approaches (i.e. selecting between different defenses) can
yield even greater robustness.

B. FRIENDLY ADVERSARIAL TRAINING

Training classifiers to correctly recognize adversarial exam-
ples was originally proposed in [15] using FGSM. This
concept was later expanded to include training on adversarial
examples generated by PGD in [25]. In [52], it was shown
that Friendly Adversarial Training (FAT) could achieve high
clean accuracy, while maintaining robustness to adversarial
examples. This training was accomplished by using a
modified version of PGD called PGD-K-t. In PGD-K -7,
K refers to the number of iterations used for PGD. The t
variable is a hyperparameter used in training which stops
the PGD generation of adversarial examples earlier than
the normal K number of steps, if the sample is already
misclassified.

Why we selected it: There are many different defenses
that rely on adversarial training [25], [28], [46], [51] and
training and testing them all is not computationally feasible.
We selected FAT for its good trade off between clean accuracy
and robustness, and because we wanted to test adversarial
training on both Vision Transformer and CNN models. In this
regard, FAT is one of the adversarial training methods that
has already been demonstrated to work across both types of
architectures [27].

C. TRASH IS TREASURE

One early direction in adversarial defense design was model
ensembles [32]. However, due to the high transferability of
adversarial examples between models, such defenses were
shown to not be robust [44]. Trash is Treasure (TiT) [48] is a
two model defense that seeks to overcome the transferability
issue by training one model C,(-) on the adversarial examples
from another model Cp(-). At run time both models are used:

y = Ca(¥(x, Cp)) @

where 1 is an attack done on model C, with input x and C,
is the classifier that makes the final class label prediction on
the adversarial example generated by ¢ with Cj.
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Why we selected it: TiT is one of the newest defenses that
tries to achieve robustness in a way that is fundamentally dif-
ferent than pure randomization strategies or direct adversarial
training. In our paper, we further develop two versions of TiT.
One version is based on the original proposed CNN-CNN
implementation. We also test a second mixed architecture
version using Big Transfer model and Vision Transformers to
try and leverage the low transferability phenomena described
in [27].

D. DIFFUSION BASED CLASSIFIERS
Many works have observed that increased latent space
coverage of the training dataset can further improve the
robustness of machine learning classifiers against adversarial
attacks [38], [43]. However, the gathering of further, external
data is costly and potentially subject to poisoning attacks,
requiring further dataset auditing and cost. Therefore, many
works [39], [45] have aimed to utilize diffusion based
generative models [18] to further fill the gaps in established
datasets and improve the robustness of classification models
against adversarial attacks. In particular, in this work we
use the diffusion based Wide Resnet models (WRN-28-10)
trained in [47] on the CIFAR-10 and Tiny ImageNet datasets.
Why we selected it: Classifiers trained with diffusion based
adversarial training have recently been shown to be the
top performers in terms of both robust accuracy and clean
accuracy on standard datasets like CIFAR-10. While these
models typically require longer training times to converge,
the benefits they offer are immense, especially when they are
readily provided online, as in the case of [47]. As these are the
strongest single models in our study, they represent the state-
of-the-art benchmark for robustness that we want to further
build upon in combinational approaches.

E. NOVEL ARCHITECTURES
In addition to adversarial machine learning defenses, we also
include several novel architectures that have recently
achieved state-of-the-art or near state-of-the-art performance
in image recognition tasks. These include the Vision Trans-
former (ViT) [12] and Big Transfer models (BiT) [19]. Both
of these types of models utilize pre-training on larger datasets
and fine tuning on smaller datasets to achieve high fidelity
results. We also test Spiking Neural Network (SNNs) archi-
tectures. SNNs are a competitor to artificial neural networks
that can be described as a linear time invariant system with a
network structure that employs non-differentiable activation
functions [49]. A major challenge in SNN’s has been matching
the depth and model complexity of traditional deep learning
models. Two approaches have been used to overcome this
challenge, the Spiking Element Wise (SEW) ResNet [13]
and transferring weights from existing CNN architectures to
SNNs [37]. We experiment with both approaches in our paper.
Why we selected it: The set of adversarial examples used
to attack one type of architecture (e.g. a ViT) have shown to
not be misclassified by other architecture types (e.g. a BiT or
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SNN) [27], [49]. While certain white-box attacks have been
used to break multiple undefended models, it remains an open
question if different architectures combined with different
defenses can yield better performance.

Ill. ADVERSARIAL THREAT MODEL

We assume a white-box adversarial threat model. This
means the attacker is aware of the set of all defenses
D that the defender may use for prediction. In addition,
Vd € D the attacker also knows the classifier weights 6,
architecture and any input image transformations the defense
may apply. To generate AEs the attacker solves the following
optimization problem:

mgax ZLd(x +38,y;d) subjectto: [|§][, <€ (3)
deD

where D is the set of all possible defenses (models) under
consideration in the attack, L, is the loss function associated
with defense d € D, § is the adversarial perturbation, and
(x, y) represents the original input with corresponding class
label. This formulation of the optimization problem allows
the attacker to attack single or multi-model classifiers. The
magnitude of this perturbation § is typically limited by a
certain [, norm. In this paper, we analyze the attacks and
defenses using the /o, norm. When building our GaME
framework, we employ a number of different white-box
adversarial attacks. In this section, we briefly discuss the
attacks previously developed in the literature (related work).
We also give our justification for including them in our
analyses.

Momentum Iterative Method [11]: is an attack that can
be considered a modified version of PGD [25] that includes
a momentum term in the AE update step: xfl'dtl) = P(x;l;v +
€s1ep-Sign(g;)) where P is the projection operation that ensures
that the AE does not exceed the maximum noise bounds, €y,
is the step size used in the attack and xflg)v = x. The gradient
term g; is computed with respect to the current gradient and
previous gradients:

, ®
Vit Caar V)

+ @
| |VX(2 ,L(xadw W

8i =M1 gi-1 4

In Equation 4 u is a weighting factor, L corresponds to the
loss function used in the attack, y is the correct class label for
the original example x and V_ is the partial derivative of the

adv .
loss function with respect to the current AE x;';v.

Why we selected it: It has been shown that MIM has
higher levels of transferability over many white-box attacks
which do not use momentum, such has PGD [27]. Thus MIM
was used in this work for the transferability experiments as
a strong baseline for comparison against APGD. We also
compare MIM with the new attacks proposed in this work
(which we develop later).

Auto-Projected Gradient Descent : [9] The APGD attack
can be considered a step size free version of PGD that
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iteratively updates its starting step size based on changes in
the loss function that occur over previous steps. The main AE
update equations in APGD are as follows:

, , . oL
(i+1) _ (@) (@)
Z =P (x + n Bx(i) ) (5)
XD = pie® 4 g . (0D — D)
+ (1 —a) P —xDy) (6)

where @« € [0, 1] is a hyperparameter that controls the
influence of previous updates on the current update, n~ is
the learning rate at the current iteration and P is the projection
operation. The projection operation P is a function used to
ensure that the noise added to the adversarial image does not
exceed €. For the [, norm, the projection operation has the
following form: P(x, x4qy, €) = max(min(xygy, x + €),x —
€). For notational simplicity [9] the projection operation
P(x, xq4y, €) is typically written as P(xqgy).

Why we selected it: APGD has frequently been used
a standard benchmark when testing defenses against non-
adaptive attacks. In this paper and many others it has shown
large attack success rate improvements over other, frequently
used, white-box attacks like MIM, PGD, and FGSM.

Other White-Box Attacks: In the literature there are
many other examples of white-box attacks that iteratively
generate AEs such as PGD [25], the Carlini and Wagner
attack [7] and the Elastic-net attack [8] just to name a few.
It is important to note that it has been well established in the
adversarial machine learning literature [5] that applying many
nearly-identical attacks is not useful for evaluation. Hence we
focus on APGD, MIM and three new adaptive attacks that
we develop specifically for attacking the models and defenses
that we analyze in this work.

IV. NEW ADAPTIVE WHITE-BOX ATTACKS

It is crucial for both the attacker and defender to consider
the strongest possible adversary when playing the AEs
game. Thus, we propose three new adaptive white-box
attacks for targeting randomized defenses. The first attack
is designed to work on single, randomized defenses and
is called the Momentum Iterative Method over Expectation
(MIME). To the best of our knowledge, MIME is the
first white-box attack to achieve a high attack success
rate (> 70%) against the defense TiT. MIME is also capable
of achieving a high attack success rate against BaRT, even
when non-differentiable transformations are implemented as
part of the defense.

Our second attack, is designed to generate AEs that
work against multiple type of defenses simultaneously. This
compositional attack is called, the Multi-Agent Gradient
Expectation attack (MAGE). Lastly, we propose a modified
version of MAGE called MAGE-D which is designed
to target defenses utilizing consensus voting adversarial
detection techniques. In the next section we discuss our new
adaptive white-box attacks in detail.
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TABLE 1. Performance of the MIME attack against CIFAR-10 randomized
defenses TiT and BaRT with ¢magx = 0.031. Lower robustness signifies that
the attack is more effective. It can clearly be seen that MIME outperforms
both APGD and MIM on these two randomized defenses.

Attack BaRT-1 BaRT-5 BaRT-10 TIT (BiT/ViT) TiT (VGG/RN)
MIME-10 3.18% 15.5% 43.2% 10.1% 24.9%
MIME-50 4.3% 8.22% 23.2% 8.3% 23.3%

MIM 6.7% 39.5% 59.5% 52% 58.9%

APGD 8.9% 47.7% 70.8% 68.2% 40.7%

Clean 98.4% 95.3% 92.5% 90.1% 76.6%

A. MOMENTUM ITERATIVE METHOD OVER EXPECTATION

In this subsection we discuss the motivation and the
mathematics for our first novel adaptive white-box attack,
the Momentum Iterative Method over Expectation (MIME).
Static white-box attacks such as PGD [25] attack often
perform poorly against randomized defenses such as BaRT
or TiT. In [48] they tested the TiT defense against an attack
designed to compensate for randomness, the Expectation over
Transformation attack (EOT) attack [3]. However, it was
shown that the EOT attack performs poorly against TiT
(e.g. 20% or worse attack success rate). For attacking BaRT,
in [42] they proposed a new white-box attack to break
BaRT. However, this new attack requires that the image
transformations used in the BaRT defense to be differentiable.
This requirement is a deviation and a property which the
original BaRT implementation does not obey. Thus we
develop a new adaptive attack to effectively break BaRT, TiT,
and other randomized defenses while not requiring additional
restrictions on the adversarial model or defense setup.

We develop a new white-box attack specifically designed
to work on defenses that inherently rely on randomization,
like Barrage of Random Transforms (BaRT) [36] and Trash is
Treasure (TiT) [48]. Our new attack is called the Momentum
Iterative Method over Expectation (MIME). The attack
“mimes” the transformations of the defender in order to
more precisely model the gradient of the loss function with
respect to the input after the transformations are applied.
To this end, MIME utilizes two effective aspects from earlier
white-box attacks: momentum from the Momentum Iterative
Method (MIM) [11] attack, and repeated sampling [3] from
the Expectation Over Transformation (EOT) attack. The AE
is iteratively generated in MIME as follows:

i+1 [ . 7
XD =20 + eqep - sign(s?) )

where the attack is computed iteratively with xl(lg)v = x.
Additionally, g is the momentum based gradient of the loss
function with respect to the input at iteration i and is defined

as:

aL
3r(x

adv

g" =y L Eper[ 8)

where y is the momentum decay factor hyperparameter and ¢
is arandom transformation function drawn from the defense’s
transformation distribution 7'. In practice g”) is approximated
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using N Monte Carlo samples per input x:

N
g myg (Y ©)
N j=0 8tj(xaa’v)

Empirical Results: In Table 1, we show experimental
results for the MIME attack on CIFAR-10 randomized
defenses (TiT and BaRT). For each defense we use
1000 clean, classwise balance examples that are correctly
recognized by the defense. All attacks use a maximum
perturbation €,,,x = 0.031 It can clearly be seen that MIME
has a higher attack success rate than both APGD [9] and
MIM [11]. Our attack is additionally able to reliably break
the otherwise robust BaRT and TiT defenses — dropping
the robustness of BaRT-10 by 36.3% and TiT (BiT/TiT)
by 43.7%.

Algorithm 1 MAGE
Input: clean sample x, step size €.y, maximum perturba-
tion €4y, coefficent learning rate r, true label y, boolean
targeted.
Initialize: Gpjpng = 0

N, aL,
Define: g(m, x) = > . " .
, Zj_o Pnx)

For i in range 1 to Ny, do:

Ghiend = v~ Gplend + (X, o O glm, xggv) O om)
If targfted )
x((zldt )= f;gv — Estep - Sign(Gblend)

Ise
i+1 [ .
xc(zldv )= x(l)v + Estep - sign(Gpiend)
R A i
Xadv = P(xadv’ X, €max)
For m in range 1 to M:

PO Iy . .
X“‘{)V ~ uestepsechz(u > e 8(m, x‘(lgv) O g(m, xfzgv))

aai,, )
: 3x(')
oF __ OF @ adv
30(5,? 90 Boz,(f;)
aqy
) )
) _ ag;) _par
(&7
M
Output: xi dv))

B. MULTI-AGENT GRADIENT EXPECTATION ATTACK

The next adaptive attack we develop is called the Multi-Agent
Gradient Expectation attack (MAGE) which is specifically
adapted to work on defenses using an ensemble of models.
It is important to note that single model white-box attacks
are not effective when ensembles are employed that contain
diverse architctures [27]. Therefore, the use of multi-model
attacks are necessary to achieve a high attack success rate
when dealing with ensembles that contain both CNN and
non-CNN model architectures, like the Vision Transformer
(ViT) [12] and Spiking Neural Network (SNN) [13]. This is
because AEs generated by single model white-box attacks
generally do not transfer well between CNNs, ViTs and
SNNs [27], [49]. In addition it is an open question if
multi-model attacks can be effective against the current state-
of-the-art defenses. In this paper, we expand the idea of a
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multi-model attack to include not only different architecture
types, but also different defenses. The generalized form of the
multi-model attacker threat model is given in Equation 3.

For an input and class label pair (x, y), set of defenses
D, and non-detector voting function f, an untargeted multi-
model attack is considered successful if:

(f(x + 8, D) #y) A([I8]]p < €). (10)

Equation 10 demonstrates that an untargeted attack on an
ensemble based defense system is successful when the voting
function f results in a misclassification and the noise used to
create the adversarial example remains within the acceptable
range €. One formulation of the multi-model attack is the
Auto Self-Attention Gradient Attack (Auto-SAGA) [49].
Auto-SAGA iteratively attacks combinations of ViTs, SNNs
and CNNis:

X! =X + €siep - SIEN(Glena () (1)
where € is the step size used in the attack. In the original
formulation of Auto-SAGA, Gpieng Was a weighted average
of the gradients of each model d € D. By combining gradient
estimates from different models, Auto-SAGA is able to
create AEs that are simultaneously misclassified by multiple
models. One limitation of Auto-SAGA attack is that it does
not account for defenses that utilize random transformations.
Motivated by this, we can integrate the previously proposed
MIME attack into the gradient calculations for Auto-SAGA.
We denote this new attack as the Multi-Agent Gradient
Expectation attack (MAGE). Both SAGA and MAGE use the
same iterative update (Equation 11). However, MAGE uses
the following gradient estimator:

~ ; b i) . OL
—1 k
Ghtena () = ¥ Ghiena gy )+ D, ) dy) © —o-
keD\R Xadv
(D) 4(0) oLy
+ > a0 0 EBrl——D  (12)
rer xadv)

In Equation 12, the two summations represent the gradient
contributions of sets D\R and R, respectively. Here we define
R as the set of randomized defenses and D as the set of all
the defenses being attacked. In each summation ¢ is the self-
attention map [1] which is replaced with a matrix of ones
for any defense that does not use attention based models
(ViTs). ax and «, are the associated weighting factors for the
gradients for each deterministic defense k& and randomized
defense r, respectively. Details of how the weighting factors
are derived are given in [49].

C. DETECTION ADAPTED MULTI-AGENT GRADIENT
EXPECTATION ATTACK

In order to adapt to detector based ensemble defenses we
propose a modification to the MAGE attack. Our new method
is called the Detection Adapted Multi-Agent Gradient
Expectation attack, or simply MAGE-D. The psuedocode for
MAGE-D is given in Algorithm 2. Our new attack exploits
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TABLE 2. Comparison between MAGE and MAGE-D when attacking
detector models utilizing vanilla voting models for CIFAR-10. All attacks
use emax = 0.031. The MAGE and MAGE-D columns represent the robust
accuracy of the detector defense when evaluating samples generated by
the MAGE and MAGE-D defenses respectively.

Defense Type Max APGD  Adaptive APGD MAGE MAGE-D
With Detection 18.4% 18.8% 29.4% 43.2%
No Detection 41.2% 45.2% 46.6% 59.6%

the detector’s voting scheme by implementing a series of
targeted MAGE attacks, thus allowing the attacker to more
reliably achieve a plurality, or even majority, of votes for the
wrong class label. At a high level, the attack first performs
an untargeted MAGE attack and checks if the adversarial
example x,4, was able to successfully evade detection based
on the following criteria:(f¢ (xaqy, M) # ¥) A (F¢ (Xaay, M) #
1). The detector based voting function is denoted as f¢, the
number of models used in the detection is M and _L represents
the adversarial class label. Under the detection framework,
an attack is considered unsuccessful if the final adversarial
example is labeled as adversarial: f d(xadv) =1.

If the initial MAGE attack on the detection defense is
unsuccessful, MAGE-D checks which models were fooled by
the untargeted attack (producing label y’ # y). MAGE-D then
performs a targeted attack with label y'. The targeted attack
will then attempt to push all other models in the ensemble to
also classify the AE as y’, making it the plurality label.

1) EMPIRICAL RESULTS

We evaluated the MAGE and MAGE-D attacks against an
ensemble defense using vanilla (undefended) ViT and Resnet
classifiers. The attacks were compared against multi-model
versions of APGD we refer to as Max APGD and Adaptive
APGD [49]. Both attacks perform the single model version
of APGD against each model in the defense. Max APGD
then chooses every sample from the attack with the highest
attack success rate against the ensemble. Adaptive APGD
instead chooses adversarial examples on a per-sample basis,
resulting in an adaptive mixture of samples from each attack.
In Table 2 we numerically present our comparison. Each
attack uses 1000 clean classwise balanced samples that
are correctly recognized and a maximum perturbtation of
€max = 0.031. Interestingly, we find that neither max or
adaptive APGD are able to achieve high levels of attack
success against the detector based defense. MAGE-D, on the
other hand, is able to improve attack success rate by 14.4%
against the non-detector and by 24.4% against the detector
based ensemble. MAGE also sees improvement over the
APGD based attacks, with 1.4% and 10.6% improvements
respectively.

V. DEFENSE TRANSFERABILITY ANALYSIS

Adversarial transferability refers to the phenomena in which
AEs generated to attack one model are also misclassified
by a different model. Adversarial transferability studies have
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Algorithm 2 MAGE-D
Input: clean sample x, true label y, models M.
Let o(m, x) be a function that gets the output logits of a
classifier m € M given input x
Initialize: y', x/ , , and s to be lists indexed by m € M
Xady = MAGE(x, y, False) > Try unlabeled attack
If £ (agy, M) # y and £ (Xagy, M) # L
return x,, > Stop if attack was successful
Forme M
/
Ym = m(Xaqy)
Ity #y
x[ldv’ n = MAGE(x, y;,, True)
MAGE with label y/,
sm= 0 M), X\, )
m* = arg max,,cys [maxy s, 2,1
successful sample

/
return x, dv.m*

> Perform targeted

> Get index of most

been done on a variety of machine learning models [24],
[27], [49]. However, to the best of our knowledge, adversarial
transferability between different state-of-the-art defenses
has not been conducted. This transferability property is of
significant interest because a lack of transferability between
different defenses may indicate a new way to improve
adversarial robustness.

In both Tables 3 and 4 we use the following abbreviation for
each defense: B refers to the Barrage of Random Transforms
defenses [36] and the number next to B corresponds to the
number of transformations used, e.g. BS refers to Barrage
of Random Transforms implemented with 5 randomized
image transformations used. RF corresponds to a ResNet
model trained with Friendly Adversarial Training (FAT) [52].
VF corresponds to a ViT model with Friendly Adversarial
Training. D refers to the diffusion model based adversarial
training [47]. ST [37] denotes the Spiking Neural Network
trained using the weight transfer approach and SB [13]
denotes the Spiking Element Wise (SEW) ResNet. Lastly,
BVT and VRT refer to the Trash is Treasure defense(TiT) [48]
which is a defense built with two models. TiT built with
a BiT [19] and ViT model is abbreviated as BVT and
VRT is TiT built with a VGG [41] and ResNet [17] model
respectively.

In our study we first chose 1000 classwise balanced, clean
images from the testing set of CIFAR-10. We additionally
constrained these 1000 samples to be those which are
correctly identified by every model in Table 4. For random
transform defenses, each image is classified correctly with
a probability of at least 98%. We then attacked each
defense with APGD, every randomized defense with MIME,
and every non-randomized defense with MIM. In Table 3,
we show the different defenses we analyze in this paper
and the best attack on each of them from the set of
attacks MIM [11], APGD [9] and MIME (proposed in this
work).
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TABLE 3. (CIFAR-10) Single defense implementations with the
corresponding strongest attack on the defense and the clean accuracy of
the defense. The robust accuracy is measured using 1000 adversarial
examples. The examples are classwise balanced and also correctly
recognized by all the defenses in their original clean form.

Defense | Best Attack  Clean Acc  Robust Acc
Bl MIME 98.4% 3.4%
B5 MIME 95.3% 15.0%
BI10 MIME 92.5% 43.5%
RF APGD 81.9% 52.0%
VF APGD 92.4% 25.0%
D APGD 96.3% 70.0%
ST APGD 91.5% 0.0%
SB APGD 81.2% 1.6%

BVT MIME 90.1% 8.6%
VRT MIME 76.6% 26.2%

A. ANALYSIS OF TRANSFERABILITY

From each defense we chose the adversarial samples
generated by the attack with the highest attack success rate to
be used in the transfer study shown in Table 4. We then have
the other models (which were not used in the attack) evaluate
these adversarial examples. From the transferability Table 4 it
becomes clear that there is generally very low transferability
(high robustness) between certain pairs of defenses. For
example, if we take the first row of the table, we can see how
accurately other defenses evaluate the adversarial examples
generated by BaRT-1 (B1). In the first row, we can see clear
examples of low transferability, where both the ViT trained
FAT model (VF) and the ResNet trained FAT model (RF)
can correctly identify Bl adversarial examples more than
99% of the time. In contrast to this, defenses which share
architectures, unsurprisingly, often have relatively high levels
of transferability. For instance for Spiking Neural Networks
this trend occurs for ST and SB where, ST only recognizes
adversarial examples generated by SB 64.9% of the time. For
the BaRT defenses, this trend is even more pronounced. The
B1 defense only recognizes adversarial examples generated
by the B10 defense 18.6% of the time.

These results in turn motivate the development of a game
theoretic framework for both the attacker and defender. For
the attacker, this prompts the need to use multi-model attack
like MAGE as there are cases where no single attack (APGD,
MIM or MIME) is ubiquitous. For the defender, these
results highlight the opportunity to increase robustness by
taking advantage of the low levels of transferability between
defenses through the implementation of a randomized
ensemble defense.

VI. GAME THEORETIC MIXED EXPERTS (GaME)

In this section we derive our framework, Game theoretic
Mixed Experts (GaME), for approximating a Nash equilib-
rium in the adversarial examples game. In comparison to
other works [2], [4], [22], [29], [31], [34] we take a more
discretized approach and solve the approximate version of
the adversarial examples game. This ultimately leads to the
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TABLE 4. (CIFAR-10) Transferability study between all defenses in this paper. Here each value represents the robust accuracy of the column defense when
evaluating samples generated by attacking the row model (defense). Thus, smaller values represent a higher level of transferability since more samples

are incorrectly classified by the evaluating model (defense).

Transferability Between Defenses (CIFAR-10)
Evaluation Model —
Attacked Model | Bl BS5 B10 D RF VF ST SB BVT VRT

Bl - 458% 672% 953% 99.6% 992% 84.1% 93.1% 959%  89.9%
B5 4.3% - 444% 94.6% 98.7% 979% T13% 90.5% 89.7%  89.0%

B10 18.6%  4.0% - 929% 832% 90.8% 66.5% T11.5% 82.5% 70.2%
D 742%  72.4%  69.3% - 66.2% 11.7% 58.6% 642% T1.1% 182%
RF 91.8% 88.4% 822% 88.1% - 87.9% 68.6% 69.8% 80.2%  66.6%
VF 524%  5577% 55.7% 89.9%  86.0% - 63.0% 629% 21.7%  74.0%
ST 91.5% 90.5% 89.4% 945% 989%  98.9% - 91.8% 91.8% 91.3%
SB 922% 89.1% 863% 942% 939% 952% 64.9% - 829%  84.7%

BVT 60.4% 69.9% 751% 951% 982% 95.6% 78.1%  90.0% - 90.8%

VRT 86.8% 83.4% 89.8% 89% 823% 872% 76.0% 71.0% 78.8% -

creation of a finite, tabular, zero-sum game that can be solved
in polynomial time using linear programming techniques.

A. BACKGROUND-MULTI-MODEL VOTING SCHEMES

In the GaME framework we will study the effectiveness and
optimization of multi-model voting schemes. Formally we let
the defender pp have access to a set of defenses D C ® which
it can use to classify a given input x € X with true class label
y € Y. Here O is the set of all possible model parameters, X
is the latent input space, and Y is the space of output labels.
The defender then computes their output as follows:

y=f&U)

where y is the predicted class label, f is the defender’s chosen
multi-model voting function, and U C D is the defender’s
chosen subset of defenses to use in classification. In this paper
we first focus on two, non-detector voting functions: the
plurality vote (f”), and the softmax probability vote (f*) [42]:

(13)

f(x, U) = argmax > 1{y = arg max d;(x)} (14)
Y€ geu Jj€Y

f5(x, U) = argmax N > oldx) (15)
yey 1 deU

where 1 is the indicator function, o is the softmax function,
d(x) is the logit vector of defense d evaluated on input
x, and d;(x) represents the 7™ logit output. In practice we
find both of these voting schemes to perform similarly,
though softmax voting can become biased towards high
confidence predictions from individual models, resulting in
lower robustness. We additionally consider detection based
multi-model defenses in which the defender p, is allowed to
output the label L which marks input x as adversarial. This
allows the defender to either filter out or mitigate the impact
of adversarial examples at the cost of some accuracy on clean
samples. In this work we utilize a plurality voting scheme in
which inconclusive votes are given the L label. In particular,
we define detection based voting f¢ as:

y; if 3 Vw; : Vy]/- # Vy; > Vyj/_

1 otherwise

e, U) = (16)
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where Vyf represents the total number of votes for class
label y;. Under this defense condition a successful attack
consequently becomes more restrictive, requiring the attacker
to both induce an incorrect class label and evade the _L label:

(F Ceadvs U) # ) A (F (aay, U) # L)

where (x, y) is the clean input and correct class label used
to generate adversarial example x,4,. This means that the
adversary must not only induce incorrect labels amongst all
defenses d € U, but must also induce the same class label
between a plurality of models. This requires a special attack
formulation, like MAGE-D, which we discuss in Section IV.

a7

B. THE ADVERSARIAL EXAMPLES GaME

We build upon and discretize the adversarial examples
game explored in [29]. The adversarial examples game is a
zero-sum game played between two players: the attacker, pa,
and the defender pp. Let X be the input space and Y the output
space of pp’s classifiers, and let ® represent the space of
classifier parameters. Additionally, let P, x = {x € X :
[Ix]l, < €} be the set of valid adversarial perturbations for
normp and e € RT. Let A* = {(f : © x X x Y - P x)}
be the set of all valid attack functions. The goal of p4 is to
choose a € A¥, which maximizes the expected loss of pp’s
classifier, 6, given some pair of input and ground truth label
(x,y) € X xY. The goal of pp is to minimize this loss through
its choice of 8 € ®. We can thus formulate the adversarial
examples game as a mini-max optimization problem:

inf sup E¢ y~xxylL(x +a(@,x,y),y;0)]  (18)

0€0 genx
Due to the vastness of ® and A}, solving this optimization
problem directly is currently computationally intractable.
To this end, in the next subsections we will formulate GaME,,
and Ada-GaME,, which discretize ® and A} by enlisting a set
of state-of-the-art attacks and defenses.

C. THE GENERALIZED GaME FRAMEWORK
The goal of the GaME framework is to find an approximate
solution to the adversarial examples game through the
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implementation of a set of attacks and defenses which will
serve as experts for p4 and pp.

Let A* C A} be a subset of all valid adversarial attack
functions chosen by pa. Additionally, let D' C ©® be a set
of defense classifiers chosen by pp. We further impose that
all a € A’ are white-box attacks (see Section III for our
adversarial threat model) and that A’, D’ are finite.

It is important to note that each a € A’ is a function of some
classifier, 8 € O, in addition to the input and ground truth
label. Due to this it is possible for p4 to chose to attack defense
d € D’ with attack a € A’, while pp chooses to evaluate the
sample using defense d’ € D’ where d # d'. Therefore, for
convenience, we will define a new, more general set of attack
strategies for p4:

AC{(g: X xY— Pcex):
gx,y) =ai(U,x,y), ai€ A', U C D} (19)

where we extend the definition of A" C A’ to attack functions,
such as MAGE, that can take subset of defense parameters
U C D as input (see Equation 3 for our multi-model attack
formulation).

In addition to extending the capabilities of the attacker via
multi-model attacks, we will further extend the defender’s
options by allowing the usage of multi-model voting schemes.
In the general GaME framework, the defender can choose
a parameter, n, which determines their maximum ensemble
voting size.

For n > 1, pp can calculate their final prediction based
upon the output logits of multiple d € D’ evaluated on the
same input x. For this to occur, pp must also choose a function
to map the output of multiple defenses to a final prediction.
Formally, the strategy set of pp becomes D = P,(D') x F,
where F is a set of prediction functions and P,,(D’) is defined
as follows.

PD)={U:UcCD, |U| <n} (20)

Thus we will let D be the strategy set of pp, and A be the
strategy set of p4. These defenses are used in multi-model
prediction functions and targeted by attacks explored in
Section I'V.

D. GaME-N

Here we present the GaME framework, GaME,;, which aims
to find an approximate solution to the adversarial examples
game when the defender and attacker can each implement an
ensemble of defenses and attacks respectively.

First, rather than optimizing over the defender’s loss,
we instead proceed by optimizing over the defender’s robust
accuracy. In this way the defender’s goal is to maximize
their robust accuracy, while the attacker aims to minimize it,
1.e. maximize their attack success rate. Thus, for notational
convenience, we will define the following payoff matrix, RD,
for the defender:

N
1
RG = 3 2 PF 0+t v, Up =y Q1)
i=1
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where U; € P,(D"), f is the voting function, and the attack
strategy is ax € A. Note that instead of calculating R” over the
whole of X x Y, which is currently computationally intractible
for sufficiently large datasets, we instead approximate its
values by taking N Monte-Carlo samples with respect to
(xj,y)) € X x Y. Thus RD ., Tepresents the expected robust
accuracy, i.e., the payoff, for pp if they play strategy U;j and
pa plays strategy ay . The payoff matrix for p4, R*, is defined
as 1 — RP.

As previously explored in [2], [29], limiting ourselves to
pure, deterministic strategies severely inhibits the strength of
both the attacker and defender. Thus we create mixed strategy
vectors, M € R4l and \P € RIP!, for P4, pp defined by:

P(la; € A:a=a}) =X [N =1

P({dieD:d=dp) = :IINlh=1 (22
where a € A and d € D are random variables. With
these mixed strategy vectors we can then reformulate the

adversarial examples game as a mini-max optimization
problem over pp’s choice of AP and p4’s choice of \:

max min[(\?, RP, M)] (23)
AD A
where (-, -, -, ) represents the inner product. From this we

can create a finite, tabular, zero-sum game defined by the
following game-frame in strategic form:

{{pa.pp}, (A, D), O, r) (24
where O = {RdD’a Ya € A, d € D} and r is a function r :

AxD — Odefinedbyf(d, a) = Rga. Because this is a finite,

tabular, zero-sum game, it has a Nash-Equilibrium [30]. Let
RP be the payoff matrix for pp. It then becomes the goal of
pp to maximize their guaranteed, expected payoff. Formally,
pp must solve the following optimization problem:

,r)and [INP]; < 1
(25)

cc max r* subject to \PRP > (¥,
r*; \D

This optimization problem is a linear program, the explicit
form of which we provide in the appendix. All linear
programs have a dual problem, in this case the dual problem
finds a mixed Nash strategy for p4. This can be done by
replacing APRP with M (R*)” . In the interest of space we give
the explicit form of the dual problem in the appendix as well.
These linear programs can be solved using polynomial time
algorithms.

E. Ada-GaME

Adaptive attacks such as AutoAttack [9] have been frequently
used as a benchmark for defense robustness. The main
effectiveness of adaptive attacks comes from their ability to
create multiple adversarial examples per clean sample and
choose one which has the highest attack success rate. In this
way, the attacker is able to exploit the combined power of
multiple attacks rather than choosing the best single attack.
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Given a defense classifier, d, a set of attack functions A,
and a single clean sample with true label (x;, y;), an attacker
is able to create a set of adversarial samples, X;. From this set
the attacker can choose a single adversarial example for the
attack.

Xi = {x,i eX: x,’; =x; + ar(xj, d), ar € A} (26)

For notational convenience we will define an accuracy
matrix, R', defined as follows for arbitrary (x;, y;) € X x Y:

R [0, AP R =P =y)  (27)

where d; € D, the set of all defense classifiers the defender
has access to. Within the adaptive attack adversarial threat
model, we assume a strong adversary which knows the
defenses D, along with the defender’s mixed strategy vector,
AP as defined in Equation 22. With this threat model we can
formulate the adversarial examples game minimax problem
as follows:

min B0y max( 1= R W73l [Pl =1 28)

we use the notation maxg[v]; to denote finding the index k
of vector v which results in the maximum value. Note that
by optimizing over 1 — R’ - \P the attacker maximizes their
attack success rate while the defender minimizes it. We can
approximate this optimization problem by taking N Monte-
Carlo samples with respect to (x;, y;) € X x Y:

N
1 i D7, . |\D
n)\l:)n]vélm]?x[l—R A e I =1 (29)
=

This formulation of the optimization problem for the
defender results in a convex, continuous optimization func-
tion.

1) PROOF OF Ada-GaME CONVEXITY
We provide a proof for the convexity of Ada-GaME’s opti-

mization problem. In particular we will show the following is
convex for arbitrary matrices R':

1 i
f =~ ; max[1 — R'\ly (30)

To prove f is convex one must show:
af N+ A —a)f N) = fled+ T —a)X) (3D

for arbitrary A\, \' € RIP! and scalar « € [0, 1]. For notational
convenience we will also let 8 = 1 — o Thus we can
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proceed as follows:

N N
1 , 1 o
aﬁ;J%?U_RQM)+ﬁﬁgfﬂ?U_HAM)

1< : .
== Zj (Ir}(allx[oe(l ~ R, + max[ (1 — KA )]kz)

v

1 Y . .

v ; max(fer(l = RA)] + [B(L = R'X))
1 ¥ . .

=~ ;mkax[l — (RN + BRIk

1 ul i /
=% ;m’?X[l — (R (@) + Bk

=flaX+ (1 —a))\)
— af(\) + (1 —a)f(\) = flar+ (1 —a)))
0.E.D.

Therefore, we have proven the convexity of Ada-GaME’s
optimization problem.

The Ada-GaME optimization problem is also differen-
tiable w.r.t. AP at all points with unique maximum values.
At all non-differentiable points we can set the derivative
to 0. Thus the optimization problem can be solved with
multiple different constrained, gradient-based optimization
techniques. For this work we chose to implement a form of
Projected Gradient Descent (PGD) as AP is now constrained
to the following manifold in R":

PPCR":P'=(\eR":|\|; =1} (32)

Thus, we can define a reduction, or projection from R\ {0}

to P as follows:
F : R"\{0} — P" where F(x) = 1 x”
x|

The reduction, F, allows the iterative optimization process
to stay within our constraints on \. We can then define the
update equation of )\? as:

AP = FOD — ay(VyoL(R, y; AD)) (34)

(33)

where « is a step size parameter. In our implementation we
optimize over the o parameter at each iteration via a binary
search: choosing the alpha which, once applied to )\ﬁ_l , min-
imizes the attacker’s success rate. Optimization terminates
once no « value can be found which further decreases the
attack success rate. Experimentally, our algorithm can be

shown to converge after only a few iterations (< 10).

VII. EXPERIMENTAL RESULTS

Experimentally we analyze our GaME framework on two
datasets, CIFAR-10 and Tiny-ImageNet. Our experiments
demonstrate the superiority of our proposed framework in
terms of W-Robustness. We also provide code related to our
experiments on Github here.
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We organize the discussion of our experimental results as
follows: first we describe the details of the datasets, defenses
and attacks. Second, in subsection VII-A we analyze the
robustness of single defenses and a uniform distribution
ensemble defense. The best single defense and uniform
ensemble serve as baseline measurements for comparison to
our GaME framework. Third, in subsection VII-B we analyze
the results of the GaME famework and compare it to the
baseline results. Lastly, in subsection VII-C we analyze the
uniform ensemble baseline and the GaME ensemble under a
stronger adaptive adversary that runs attacks on a per sample
basis.

Datasets: CIFAR-10 is a dataset made up of 50, 000 train-
ing images and 10, 000 testing images [20]. Each image is
32 x 32 x 3 (a 32 x 32 color image) and is one of ten
classes. The 10 classes in CIFAR-10 are airplane, car, bird,
cat, deer, dog, frog, horse, ship and truck. Tiny-ImageNet
has 100, 000 training images and 10, 000 validation images
with 200 classes [23]. Each image in Tiny-ImageNet is 64 x
64 x 3. We selected CIFAR-10 because it is a standard dataset
widely used in the adversarial machine learning literature
as a benchmark for measuring robustness [26], [44], [47].
We selected Tiny-ImageNet due to the challenging nature
of the dataset, as well as its widespread use in adversarial
machine learning [10], [42].

Defenses: For generating our GaME ensemble results,
we use the following set of defenses. For CIFAR-10 we
implemented GaME utilizing: BaRT-1 (B1), BaRT-5 (BS),
ResNet-164-FAT (RF), ViT-L-16-FAT (VF), diffusion based
Wide ResNet (D), SNN Transfer (ST), Backprop SNN (SB),
and TiT using ViT and BiT (BVT). For Tiny-ImageNet
we implemented GaME utilizing: BaRT-1, BaRT-5, ViT-L-
16-FAT, diffusion based Wide ResNet, and TiT using ViT
and BiT. We chose the Bit+ViT version of TiT since the
original, VGG-ResNet, architecture that was proposed has a
significantly lower clean accuracy [48]. BaRT-1 and BaRT-5
were chosen in favor of BaRT-10 due to the computational
cost of computing all the necessary attacks on BaRT-10.

Attacks: When running GaME we generate adversarial
examples for each individual defense based on which attack
is most effective: we use APGD for the non-randomized
defenses (ResNet-164-FAT, ViT-L-16-FAT, the diffusion
based Wide ResNet, SNN Transfer, and Backprop SNN).
We use MIME for the randomized defenses (BaRT-1, BaRT-5
and TiT). We also attack each pair of defenses with MAGE
and MAGE-D. This is a total of 64 attacks on CIFAR-10
and 25 attacks on Tiny-ImageNet. Every attack was run
with respect to the /5, norm. The hyperparameters for each
attack are given in Table 5. For each attack we first chose a
class-wise balanced set of 1000 clean images from the testing
set, of each respective data set. From this subset, we generated
1000 adversarial examples for each attack. We used 800 of
these samples to create the payoff matrix R, then evaluated
the ensemble using the remaining 200, class-wise balanced
samples from each attack.
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FIGURE 1. (CIFAR-10) W-Robust for baseline defenses (shown in blue).
The best baseline is the diffusion model Wide ResNet [47] with a
W-Robust value of 83.15%. Full numerical results are given

in Tables 6 and 8.
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FIGURE 2. (Tiny-ImageNet) W-Robust for baseline defenses (shown in

blue). The best baseline is the diffusion model Wide ResNet [47] with a
W-Robust value of 47.25%. Full numerical results are given in Tables 7

and 9.

Metrics: For adversarial machine learning defenses we
are primarily concerned with two measurements, the clean
accuracy and the robustness to adversarial attacks. It may
be challenging to compare two defenses when neither of the
defenses is optimal in both metrics. E.g., defense A has higher
clean accuracy, but defense B has higher robustness. One
metric which combines both measurements is the weighted
robustness (W-Robust) which averages both clean accuracy
and robustness together [16] and is commonly used [10], [53].

In our experiments we give three numbers. First, we report
the robustness. This measures the percentage of the
200 adversarial examples created from the validation set,
that the defense recognizes correctly. Second, we report
the clean accuracy. This is the percentage of all validation
samples (unperturbed) that the defense recognizes correctly.
Lastly, we report the W-Robust measurement for each defense
configuration.

A. BASELINE EXPERIMENTS
The first set of experiments we run are used to establish a
baseline for which we can compare the ensemble defense
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TABLE 5. Attack parameters. Here y represents the momentum decay rate, ¢ represents the maximum allowed perturbation magnitude, « represents the
weights used in the MAGE algorithm, and N represents the number of EOT samples taken. Note for APGD that the ¢z, value presented is only the initial

value and is subject to change according to the attack’s algorithm.

Attack € Estep Attack Steps

=
2

Fitting Factor o Learning Rate

APGD .031 .005 20
MIM .031  .0031 10
MIME .031  .0031 10
MAGE .031 .005 40
MAGE-D | .031 .005 40

50 10000
50 10000

._.
(=]
[T R R RV

generated by the GaME framework. In general there are two
baselines for which we can compare the GaME frameworks.
For our first baseline, we simply determine the single best
defense from all the possible defenses we analyzed in this
work. For this experiment we run the best individual attack
on each single defense and measure the corresponding clean
accuracy, robustness and W-Robust. For our second baseline
we consider an ensemble defense, in which no probability
vector is calculated, i.e., a uniform distribution is used when
selecting between each of the defenses.

1) SINGLE DEFENSE BASELINE EXPERIMENTS

In Table 6 and 7 we attack each single defense and report
the clean accuracy, robustness and W-Robust metric. Visually
the results for these experiments are shown in Figure 1 for
CIFAR-10 and Figure 2 for Tiny-ImageNet. It can clearly
be seen that in terms of robustness the diffusion based Wide
ResNet (D) has the highest value (70%) and the highest
W-Robust value (83.5%) for CIFAR-10. Likewise for the
Tiny-ImageNet dataset, the diffusion based Wide ResNet (D)
is the strongest single defense with a W-Robust value of
47.25%.

2) UNIFORM ENSEMBLE DEFENSE BASELINE EXPERIMENTS
In Table 8 and Table 9 we give results for a uniform
ensemble defense. In these tables, n corresponds to the
number of defenses used. For example, for Tiny-ImageNet
with a defense n = 3, this corresponds to randomly selecting
3 out of the 5 defenses every time an input is given to the
ensemble. When n of the defenses are selected, voting is
performed in two different ways. In Uniform-Soft, the voting
is done by adding the softmax outputs of the models together.
In Uniform-Hard voting is done by only using the class label
that each model produces. From these experiments, it can
clearly be seen that for both CIFAR-10 and Tiny-ImageNet,
the hard label voting produces the highest W-Robust. For
CIFAR-10, the Uniform-Hard with n = 8 produces a
W-Robust value of 77.25%. For Tiny-ImageNet the Uniform-
Hard with n = 5 produces the highest W-Robust with a value
of 45.10%.

3) BASELINE EXPERIMENTS ANALYSES

From our baseline experiments we can derive several
important points. First, the diffusion based Wide ResNet (D)
is the best single model defense to compare with the our
GaME framework as it achieves the highest W-Robust value
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FIGURE 3. (CIFAR-10) W-Robust for baseline defenses (shown in blue)
and GaME frameworks (shown in green). The best baseline is the
diffusion model Wide ResNet [47] with a W-Robust value of 83.15%. The
best GaME ensemble defense is Game-Detection with a W-Robust value
of 88.55%.

for both datasets that we tested on. Second, increasing the
value of n in uniform ensemble defenses increases the value
of W-Robust. This general is intuitive, as the more defenses
used in the ensemble, the more difficult it is for the attacker to
generate adversarial examples. However, this trend only holds
for Uniform-Hard and does not hold for Uniform-Soft when
considering robustness. Robustness actually drops for the
Uniform-Soft ensemble from 26% when n = 1 to 18% when
n = 5 for the Tiny-ImageNet dataset. This interesting finding
bring us to our next point. Third, a Uniform-Hard ensemble is
the best performing uniform baseline. This may be due to the
fact that in Uniform-Soft the attacker may use a summation
of confidences from other models to yield misclassifications.
This would explain why for the Tiny-Imagenet ensemble
the robustness drops as we increase n. Adding additional
vulnerable defenses that contribute soft label confidences
actually gives the attacker a higher probability of succeeding.
In Uniform-Hard, only binary outputs are used (the output of
each model is 1 for the most confident class and O for all other
classes in the voting scheme). Overall our experiments in this
subsection reveal the strongest possible baselines that we can
use, to compare to our GaME ensemble framework in the next
subsection.

B. GaME EXPERIMENTS

We experiment with the GaME framework for various values
of n under a soft label (GaME-Soft), hard label (GaME-
Hard) and voting scheme. Numerical results for the standard
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TABLE 6. (CIFAR-10) Baseline performance of each single defense.

Defense Bl BS RF VF ST SB BVT D

Clean 98.40%  9530% 81.90%  92.40% 91.50%  81.20%  90.10%  96.30%
Robustness 2.50% 17.00%  45.00%  28.50%  0.00% 0.80% 1.50% 70.00%
W-Robust 5045%  56.15%  63.45% 60.45% 45.75% 41.00% 45.80% 83.15%
Best Attack ~ MIME MIME APGD APGD APGD APGD MIME APGD

TABLE 7. (Tiny-ImageNet) Baseline performance of each single defense.

Defense Bl B5 VF BVT D

Clean 65.50% 54.00% 60.20% 78.50%  65.50%
Robustness 5.00% 9.00% 4.00% 2.00% 29.00%
‘W-Robust 3525% 31.50% 32.10% 40.25%  47.25%
Best Attack ~ MIME MIME APGD APGD APGD

60.00%
55.00%

50.00%

- . I I I
40.00% .

W-Robust

FIGURE 4. (Tiny-ImageNet) W-Robust for baseline defenses (shown in
blue) and GaME frameworks (shown in green). The best baseline is the
diffusion model Wide ResNet [47] with a W-Robust value of 47.25%. The
best GaME ensemble defense is Game-Detection with a W-Robust value
of 56.60%.

GaME framework are given in Table 10 for CIFAR-10 and in
Table 11 for Tiny-ImageNet. Overall, comparing GaME-Soft
and GaME-Hard we can see that the hard label voting
performs marginally better than soft label voting across both
datasets. For example, for Tiny-ImageNet the highest W-
Robust for soft label voting is 47.45% when n = 5. For the
same n value the W-Robust for hard label voting in GaME is
49.30%. This trend is consistent with what was observed in
the baseline experiments where hard label voting for uniform
defenses also outperformed soft label voting.

1) GaME-DETECTION

An alternative to standard hard and soft label voting is the
GaME framework with detection. As previously detailed in
Section VI-A, in the detection scheme n defenses are chosen
and hard label voting is done. However, if a plurality of
models do not agree on the class label, the defense outputs the
adversarial label. The numerical results for GaME-Detection
are given in Tables 12. When comparing the three GaME
frameworks we can clearly see that Game-Detection has the
highest W-Robust for both CIFAR-10 and Tiny-ImageNet as
compared to GaME-Soft and GaME-Hard.
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2) GaME ENSEMBLES VERSUS BASELINES ANALYSIS

In Figure 3 we show the top three baseline defenses for
CIFAR-10, alongside the top three different GaME generated
ensembles. Likewise for Tiny-ImageNet, the comparison
between baselines and GaME ensembles is shown in Figure 4.
The results show that the GaME framework improves upon
the robustness of the baseline uniform probability distribution
ensemble while maintaining a high level of clean accuracy.
In particular, in Figure 3 we see that all versions of
GaME are able to out-perform the uniform defense strategy.
This emphasizes the importance of not only the voting
function, but also the weighting of each model within the
ensemble. Specifically, with adversarial detection, GaME is
able to outperform the Uniform-Hard by 30.1% in terms of
robustness for CIFAR-10 while only dropping clean accuracy
by 7.5%. When compared to the best single model defense
baseline, GaME-Detection has 7.2% less clean accuracy, but
is 18% more robust for CIFAR-10.

For conciseness, the W-Robust measurement can be used
as a single metric to compare the defenses. When analyzing
W-Robust, it can clearly be seen that GaME is superior to
the other defenses for both datasets. For CIFAR-10, GaME-
Detection outperforms the strongest baseline (diffusion
model Wide ResNet) by 5.4%. For Tiny-ImageNet GaME-
Detection outperforms the strongest baseline (diffusion
model Wide ResNet) by 9.35%. The reason that detection
based ensembles (GaME-Detection) may perform so well
is due to the adversarial label in this voting scheme. For
example, in the diffusion model Wide ResNet, the attacker
only needs to attack a single model. In the Uniform-
Hard Ensemble, the attacker is successful as long as the
true class label does not receive the majority of votes.
However, for the attacker to successfully attack a GaME-
Detection ensemble, one class must receive more votes than
any other class. Any tie in voting results in the ensemble
producing an adversarial label, and the attack fails in this
case. In short, the GaME-Detection framework creates more
stringent requirements under which an attacker must operate.
Hence GaME-Detection is more robust to adversarial attacks
than any other baseline or single defense, as demonstrated by
our experimental results.

C. ADAPTIVE GaME EXPERIMENTS (Ada-GaME)

A natural extension to the standard GaME framework is to
consider an adaptive attacker that seeks to maximize the
success of their attacks on a per sample basis. The strength of
such an attacker lies in the fact that they can adaptively select
which attack performs best not by averaging over inputs,
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TABLE 8. (CIFAR-10) Baseline performance of each uniform defense. Uniform-Soft corresponds to soft label voting where softmax values from each
model are added together. Uniform-Hard corresponds to hard label voting where only the class label is used in voting. The uniform defense with the
highest W-Robust value is given in bold.

Uniform-Soft Ensemble Uniform-Hard Ensemble
n | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
1 | 55.00% 92.30% 73.65% 55.10% 92.30% 73.70%
2 | 54.40% 94.50% 74.45% 54.50% 92.60% 73.55%
3 | 55.90% 95.90% 75.90% 56.50% 95.00% 75.75%
4 | 56.30% 96.60% 76.45% 57.20% 95.90% 76.55%
5 | 56.60% 96.40% 76.50% 57.70% 96.30% 77.00%
6 | 56.6% 96.80% 76.70% 57.90% 96.50% 77.20%
7 | 56.70% 96.20% 76.45% 57.90% 96.60% 77.25%
8 | 56.70% 96.50% 76.60% 57.90% 96.60% 77.25%

TABLE 9. (Tiny-ImageNet) Baseline performance of each uniform defense. Uniform-Soft corresponds to soft label voting where softmax values from each
model are added together. Uniform-Hard corresponds to hard label voting where only the class label is used in voting. The uniform defense with the
highest W-Robust value is given in bold.

Uniform-Soft Ensemble Uniform-Hard Ensemble
n | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
1 26.00% 58.80% 42.40% 26.00% 58.80% 42.40%
2 20.70% 66.20% 43.45% 24.90% 59.10% 42.00%
3 18.80% 69.60% 44.20% 26.10% 62.10% 44.10%
4 18.20% 71.00% 44.60% 26.10% 63.70% 44.90%
5 18.00% 71.30% 44.65% 26.10% 64.10% 45.10%

TABLE 10. (CIFAR-10) Performance of GaME with either soft label or hard label voting. The GaME defense with the highest W-Robust value is given in
bold.

GaME-Soft GaME-Hard
n | Robustness Clean W-Robust | Robustness Clean W-Robust
1| 71.20% 96.10% | 83.65% 71.20% 96.10% | 83.65%
2 | 67.20% 96.40% | 81.80% 71.80% 96.20% | 84.00%
3 | 67.00% 96.30% | 81.65% 72.10% 96.30% | 84.20%
4 | 67.30% 96.20% | 81.75% 72.00% 96.80% | 84.40%
5| 71.710% 96.80% | 84.25% 72.40% 96.80% | 84.60%
6 | 71.70% 96.80% | 84.25% 72.40% 96.80% | 84.60%
7 | 71.710% 96.80% | 84.25% 72.40% 96.80% | 84.60%
8 | 71.70% 96.80% | 84.25% 72.40% 96.80% | 84.60%

TABLE 11. (Tiny-lmageNet) Performance of GaME with either soft label or hard label voting. The GaME defense with the highest W-Robust value is given
in bold.

GaME-Soft GaME-Hard
n | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
1| 28.80% 62.10% | 45.45% 28.80% 62.10% | 45.45%
2 | 27.70% 64.70% | 46.20% 29.10% 62.30% | 45.70%
3| 26.10% 67.00% | 46.55% 26.10% 62.10% | 44.10%
4 | 26.40% 68.30% | 47.35% 28.70% 68.30% | 48.50%
5 | 26.20% 68.70% | 47.45% 30.60% 68.00% | 49.30%

TABLE 12. Performance of GaME with adversarial detection for CIFAR-10 and Tiny-ImageNet. For CIFAR-10 the highest W-Robust is all defense ensembles
with n > 2. For Tiny-ImageNet the highest W-Robust is all defense ensembles with n > 4.

(CIFAR-10) GaME-Detection (Tiny-ImageNet) GaME-Detection

n | Robustness Clean W-Robust | Robustness Clean W-Robust

1| 71.20% 96.20% | 83.70% 26.00% 62.10% | 44.05%

2 | 88.00% 89.10% | 88.55% 53.30% 57.20% | 55.25%

3 | 88.00% 89.10% | 88.55% 54.10% 57.20% | 55.65%

4 | 88.00% 89.10% | 88.55% 56.00% 57.20% | 56.60%

5 | 88.00% 89.10% | 88.55% 56.00% 57.20% | 56.60%

6 | 88.00% 89.10% | 88.55%

7 | 88.00% 89.10% | 88.55%

8 | 88.00% 89.10% | 88.55%
but by select the best attack one input at a time. Under examples per clean sample and choose one which has the
such a threat model the attacker creates multiple adversarial highest attack success rate. When we analyze the GaME
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FIGURE 5. (CIFAR-10) Comparison of different baselines and Ada-GaME
ensembles under an adaptive attacker. For each baseline (Uniform-Soft
or Uniform-Hard) and each GaME ensemble we plot the highest W-Robust
achieved across all possible values of n. Numerical results can be found
in Tables 13and 15.
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FIGURE 6. (Tiny-ImageNet) Comparison of different baselines and
Ada-GaME ensembles under an adaptive attacker. For each baseline
(Uniform-Soft or Uniform-Hard) and each GaME ensemble we plot the
highest W-Robust achieved across all possible values of n. Numerical
results can be found in Tables 14and 16.

framework under this setup, we refer to this as Ada-GaME.
In order to understand how effective ensembles defenses are
under such a threat model, we first develop and analyze
uniform ensembles. We then compare these ensembles to
Ada-GaME based ensembles.

1) ADAPTIVE ATTACKER BASELINE EXPERIMENTS

In Table 13 and Table 14 we give results for a uniform
ensemble defense under attack by an adaptive attacker. The
two baselines we use for comparison are Uniform-Soft (soft
label voting) and Uniform-Hard (hard label voting). In the
interest of fairness, we exclude single defense baselines in
this subsection. This is due to fact that these types of defenses
are not typically designed or evaluated under this type of
adversary.

For CIFAR-10, the highest W-Robust baseline is 57.55%
for Uniform-Soft with n = 3. For Tiny-ImageNet the
the highest W-Robust baseline is 38.05% for Uniform-Soft
with n = 4. It is worth noting that under a non-adaptive
attacker, the Uniform-Hard ensemble baseline performed
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better (see subsection VII-B). However, when the attacker
can adaptively select attacks, Uniform-Soft is more robust.
However, both Uniform-Hard and Uniform-Soft perform
very similarly. For example, there is less than a 4% difference
between the best Uniform-Hard and Uniform-Soft W-Robust
value for Tiny-ImageNet. As opposed to a specific defense
trend, this indicates the adaptive attacker is strong enough to
the point that there is marginal difference between these two
baseline techniques.

2) Ada-GaME ENSEMBLES VERSUS BASELINES ANALYSIS
Similar to GaME, we see a significant improvement of
Ada-GaME over the uniform defense in terms of robustness
against adaptive attacks. In Figure 15 and 16 the W-Robust
values for CIFAR-10 and Tiny-ImageNet are shown for the
different ensemble baselines and Ada-GaME frameworks.
We test three version of Ada-GaME, the soft label voting, the
hard label voting and the detection based voting scheme. Just
like for the non-adaptive attacker GaME framework, we can
clearly see that the detection based approach is most effective.
In this set of experiments GaME-Detection has the highest
W-Robust measure with 76% for CIFAR-10 and 46.75%
for Tiny-ImageNet. For CIFAR-10 the GaME-Detection
framework is 18.45% better than the best baseline (Uniform-
Hard). Likewise for Tiny-ImageNet the GaME-Detection
ensemble is 12.1% better.

There are several other interesting findings that our
experiments reveal. In the standard GaME framework a
general trend was that increasing n, increased robustness.
When the attacker is given the ability to be adaptive (Ada-
GaME), we see that increasing n often yields more significant
performance improvements. For example, for CIFAR-10
GaME-Hard, the difference between n = 1 and n = 8 for
robustness (not W-Robust) was only 0.5%. In Ada-GaME the
difference between n = 1 and n = 8 for GaME-Hard is 9.9%.
It is also worth noting that only certain versions of GaME
do better than the baselines under the adaptive attacker.
In Figure 16 we can clearly see that Uniform-Soft with n =
4 outperforms all other GaME frameworks, except for GaME-
Detection. This result highlights that only GaME-Detection
reliably outperforms other methods across all datasets and
attackers that we tested.

D. STUDY OF COMPUTATIONAL COST

As the value of n increases in a GaME,, defense, the number
of possible choices for the defender grows in accordance to
the binomial coefficient, (‘3 ‘) , where D is the set of all single
model classifiers. Due to this, we provide a brief study on
the effect of n on the computational complexity of creating a
GaME,, defense.

The computation time for forming the game-matrix largely
depends on the time needed to compute the predictions of
each of the defenses for each of the attacks. This is due to the
fact that each defense has a different model complexity. Thus,
rather than recomputing defense predictions when evaluating
each ensemble, we can instead run each set of samples, s;,
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TABLE 13. (CIFAR-10) Baseline performance for an adaptive attacker for each uniform defense. Uniform-Soft corresponds to soft label voting where
softmax values from each model are added together. Uniform-Hard corresponds to hard label voting where only the class label is used in voting. The
uniform defense with the highest W-Robust value is given in bold.

Uniform-Soft Ensemble Uniform-Hard Ensemble
n | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
1| 22.10% 92.30% | 57.20% 22.10% 92.30% | 57.20%
2 | 20.30% 94.50% | 57.40% 17.60% 92.60% | 55.10%
3| 19.20% 95.90% | 57.55% 18.80% 95.00% | 56.90%
4 | 18.30% 96.60% | 57.45% 17.40% 95.90% | 56.65%
5 | 17.90% 96.40% | 57.15% 17.20% 96.30% | 56.75%
6 | 17.50% 96.80% | 57.15% 16.80% 96.50% | 56.65%
7 | 17.50% 96.20% | 56.85% 16.70% 96.60% | 56.65%
8 | 17.50% 96.50% | 57.00% 16.70% 96.60% | 56.65%

TABLE 14. (Tiny-ImageNet) Baseline performance for an adaptive attacker for each uniform defense. Uniform-Soft corresponds to soft label voting where
softmax values from each model are added together. Uniform-Hard corresponds to hard label voting where only the class label is used in voting. The
uniform defense with the highest W-Robust value is given in bold.

Uniform-Soft Ensemble Uniform-Hard Ensemble
n | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
11 7.20% 58.80% | 33.00% 7.20% 58.80% | 33.00%
2 | 5.10% 66.20% | 35.65% 5.30% 59.10% | 32.20%
3| 5.10% 69.60% | 37.35% 5.30% 62.10% | 33.70%
4 | 5.10% 71.00% | 38.05% 5.30% 63.70% | 34.50%
5 | 3.60% 71.30% | 37.45% 5.20% 64.10% | 34.65%

TABLE 15. (CIFAR-10) Performance of different GaME frameworks for an adaptive attacker. The Ada-GaME defense ensembles with the highest W-Robust
value is given in bold.

GaME-Soft GaME-Hard GaME-Detection
n | Robustness Clean W-Robust | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
1 | 39.30% 96.10% | 67.70% 39.30% 96.10% | 67.70% 39.30% 96.20% | 67.75%
2 | 37.00% 96.40% | 66.70% 37.00% 96.20% | 66.60% 62.90% 89.10% | 76.00%
3 | 24.50% 96.30% | 60.40% 24.80% 96.30% | 60.55% 62.90% 89.10% | 76.00%
4 | 24.60% 96.20% | 60.40% 24.90% 96.80% | 60.85% 62.90% 89.10% | 76.00%
5 | 31.60% 96.80% | 64.20% 29.40% 96.80% | 63.10% 62.90% 89.10% | 76.00%
6 | 31.60% 96.80% | 64.20% 29.40% 96.80% | 63.10% 62.90% 89.10% | 76.00%
7 | 31.60% 96.80% | 64.20% 29.40% 96.80% | 63.10% 62.90% 89.10% | 76.00%
8 | 31.60% 96.80% | 64.20% 29.40% 96.80% | 63.10% 62.90% 89.10% | 76.00%

TABLE 16. (Tiny-lImageNet) Performance of different GaME frameworks for an adaptive attacker. The Ada-GaME defense ensembles with the highest
W-Robust value is given in bold.

GaME-Soft GaME-Hard GaME-Detection
n | Robustness Clean W-Robust | Robustness Clean W-Robust | Robustness Clean ‘W-Robust
1 | 8.00% 59.90% | 33.95% 8.00% 59.90% | 33.95% 8.00% 59.90% | 33.95%
2 | 7.10% 64.50% | 35.80% 6.50% 59.80% | 33.15% 45.10% 48.40% | 46.75%
3| 6.80% 65.40% | 36.10% 6.20% 62.30% | 34.25% 42.20% 50.70% | 46.45%
4| 6.20% 67.70% | 36.95% 6.10% 63.80% | 34.95% 39.60% 53.00% | 46.30%
5| 6.10% 67.80% | 36.95% 6.00% 64.40% | 35.20% 39.30% 53.20% | 46.25%

were run on a computer with the following specifications:
Intel Core 19-10900K CPU @ 3.70GHz, Nvidia RTX3080
12GB, and 64 GB RAM.

through each defense d € D once, receiving output y; 4
for each sample, defense pair. To get the robust accuracy of
U C D when evaluating samples s; we can substitute y; 4

for d(s;) in the computation of fh(s,-, U) or f5(s;, U) (see
Equation 14 and Equation 15). This means that we do not
need to perform a number of model evaluations that scales
with n.

In Figure 7 we show the computational cost of creating
the game matrix and solving the associated linear program
for a GaME,, ensemble as a function of n. Model prediction
time is not considered in the calculation as it does not
depend on n, as explained previously. These experiments
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The computational cost for the random transform defenses
were significantly greater than defenses that make a direct
prediction due to the added complexity of transforming the
input images. For the BaRT defenses this was mitigated
by running the CPU based transformations in parallel on a
per-sample basis. The computational cost for evaluating the
BiT-ViT Trash is Treasure defense is the highest since it
requires running a 13 step PGD attack against a large BiT
model for each sample before it is given to the main ViT
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FIGURE 7. (CIFAR-10) Study of the computational cost of the GaME
framework. Time cost as a function of n, the number of defenses.

classifier. This transformation is also run in parallel on the
GPU.

VIIl. CONCLUSION

In this paper, we have advanced adversarial machine
learning by developing and analyzing a new game theoretic
framework. In both the attack and defense parts of the
field we make significant contributions. On the attack side,
we proposed three new white-box attacks. We developed
the Momentum Iterative Method over Expectation (MIME)
for attacking single randomized defenses, and we created
the Multi-Agent Gradient Expectation attacks (MAGE and
MAGE-D) for dealing with a combination of randomized and
non-randomized defenses and detectors. Additionally, we are
the first to show the transferability of adversarial examples
generated by attacks like MIM, APGD, MIME and MAGE
on SOTA defenses.

From the defense side, we develop a game theoretic
framework to approximate an optimal strategy for adversarial
attackers and defenders. The flexibility of this framework
allows any newly proposed defense or attack to be easily
integrated. Using a set of SOTA attacks and defenses we
demonstrate that our game theoretic framework can create
a compositional defense that is 18% more robust than
the best single model defense for CIFAR-10 and is 27%
more robust on Tiny-ImageNet. In terms of W-Robust, our
GaME-Detection ensemble is 5.4% and 9.35% better on
CIFAR-10 and Tiny-ImageNet than the next best SOTA
defense. We further analyze our GaME framework under
a stronger adaptive adversary and show that it is superior
to ensembles that use naive, uniform selection strategies.
Overall, our work yields a new framework for optimizing
multi-defense voting strategies to obtain higher levels of
robustness.

APPENDIX

A. ADDITIONAL ATTACK EXPERIMENTS

MAGE-D makes significant improvements over MAGE
when attacking defenses utilizing detectors as shown in
Table 17. For instance, when attacking the Tiny ImageNet
detector, 83% of the samples generated by MAGE are either
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TABLE 17. (CIFAR-10) Comparison between MAGE and MAGE-D when
attacking detector models utilizing vanilla voting models. The MAGE and
MAGE-D columns represent the robust accuracy of the detector defense
when evaluating samples generated by the MAGE and MAGE-D defenses
respectively.

Dataset Modell Model2 Clean MAGE MAGE-D
CIFAR-10 ResNet-164 BiT-M-50x1 97.00% 60.40% 10.40%
Tiny ImageNet ViT-L-16 BiT-M-50x1 69.70% 85.30% 0.00%

TABLE 18. (CIFAR-10) Testing the effectiveness of MAGE against a
defense with 3 vanilla classifiers. Each column represents the robust
accuracy of the respective model or defense when evaluating the samples
generated by MAGE when attacking all three models. The last column
represents the robust accuracy of an ensemble defense utilizing all three
models and the soft label voting scheme.

Attack R \Y% SB
M@R,V,SB) | 633% 31.6% 45.5%

R+V+SB |
546% |

correctly classified or labeled as adversarial by the detector,
but with MAGE-D the detector’s robustness drops to 0%.
This shows that MAGE-D is able to effectively break detector
defense architectures by running two additional targeted
attacks on image.

For our implementation of GaME,, we performed MAGE
attacks against 2 model ensembles. This was for two
reasons: MAGE can have a high computational cost such
that attacking size 3 ensembles increases the total number
of experiments needed exponentially, and second, MAGE
does not scale well to more than 2 defenses. We provide an
empirical evidence of this below in Table 18 where we attack
a vanilla ResNet-164 (R), vanilla ViT-L-16 (V), and a vanilla
SNN model trained using back propagation.

B. LINEAR PROGRAMS FOR SOLVING GaME

We present the explicit linear program for solving GaME as
the attacker. Let 04 = ()\’21, cee X;‘l A r*) be the row vector
containing the elements of M and r* and Ry, = 744 by
the payoff matrix for pp. Additionally let 0 denote the zero
vector. The attacker must then solve the following linear
program:

max (0 -~ 0 1)O}
_rdl,al _rdl’@ 1 0
—Td,, —7Iq,, 1 0
Subject to: »a e OX <
1 1 e 0 1
and: 04 > 0 (35)

Next, we show the explicit linear program for solving GaME
as the defender. For convenience let Op = ()\gl e AZD\’ r*)

be the row vector containing the elements of AP and r*. The
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defender must solve the following linear program:

max (0 -+ 0 1)0{)
_rdl,ul _rdz,al O
—rq,, —rd,, | 0
Subject to: ,1 “ ,2 ® ) . OZT, <
1 1 R ] 1
and: Op > 0 (36)

Due to the nature of the dual problem in linear program-
ming, solving this problem will result in the same value for
r* as was found in the primal problem presented in the main
body of the paper.
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