This doctoral thesis explores quantum position verification
(QPV)—a cryptographic task where one attempts to confirm someone’s
geographical location. The core question that QPV aims to answer is: Are
you truly at the location you claim to be? To achieve this, QPV combines
two pillars of the fundamental laws of nature: (i) special relativity, which
limits the speed at which information can travel to the speed of light
in vacuum, and (ii) quantum mechanics, which governs the behavior of
quantum particles in ways that defy intuition. QPV protocols rely on
(i) timing communication between the entities involved in the protocol,
and (ii) transmitting information encoded in quantum particles.

However, quantum hackers may attempt to pretend to be at the claimed
location while actually being elsewhere. This raises the critical question:
Can one be certain that the claimed location is genuine and not forged by
hackers?

This thesis presents new advances toward a fundamental understanding
of QPV, its security against powerful quantum hackers, and the
feasibility of secure QPV protocols despite experimental challenges
that, if exploited by hackers, can severely compromise their security.
Furthermore, related to attacks on QPV protocols, this thesis analyzes
quantum correlations that emerge in broader cryptographic primitives.
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Chapter 1

Introduction

1.1 Historical background

Quantum physics emerged in the 1900s in response to natural phenomena that
defied explanation by the prevailing physical theories. Puzzling observations
such as blackbody radiation, the photoelectric effect, and the discrete spectral
lines of atomic emissior[]] could not be understood within existing frameworks.
Theoretical breakthroughs addressing these three phenomena were proposed by
Planck [Pla01], Einstein [Ein05al, and Bohr [Bohl3], respectively. One of the
earliest crises was the so-called “ultraviolet catastrophe”: according to the pre-
vailing theories of electromagnetism at the time, an ideal blackbody (a perfectly
absorbing and radiating object) in thermal equilibrium would emit infinite energy
at high frequencies. Planck resolved this paradox by proposing that electromag-
netic energy is exchanged only in discrete packets—quanta (from Latin, meaning
“amounts” )—a revolutionary idea that laid the foundation for a new physical
theory. The singular form, quantum, would soon come to name the emerging
framework.

These early discoveries revealed that, at microscopic scales, nature behaves
in ways that challenge our everyday intuitions. Concepts such as wave—particle
duality emerged, showing that light can exhibit both wave-like and particle-like
behavior [Ein05a], and that energy is delivered in discrete units [Pla01]. In the
1920s, the mathematical formalism of quantum mechanics was established, with
major milestones including Heisenberg’s matrix mechanics [Hei25]; Schrodinger’s
wave equation [Sch26], describing the dynamics of quantum particles; and Dirac’s
unification of quantum theory with special relativity [Dir30]. Alongside its pre-
dictive success, quantum theory introduced deeply novel principles: Heisenberg’s
uncertainty principle [Hei27], which imposes fundamental limits on the simulta-
neous precision of position and momentum; the superposition principle, where a

'For a broader overview of these and other foundational developments that led to quantum
theory, we refer the reader to [Gas03].
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quantum system can exist in multiple different states simultaneously [Dir30]; and
entanglement [EPR35| [Sch35], which describes correlations between distant sys-
tems that defy explanation within pre-quantum frameworks. All physical theories
not encompassed by quantum mechanics came to be referred to by the quantum
physics community as classical physics.

It was not until decades later that the use of quantum systems for process-
ing and communicating information was explored, with early ideas including
Wiesner’s concept of quantum money, first formulated in 1969 and published
in 1983 [Wie83]—widely regarded as the origin of quantum cryptography—and
Feynman’s 1982 proposal of quantum computers [Fey82]. In the 1980s, Bennett
and Brassard introduced the first quantum key distribution (QKD) protocol,
BB84 [BB84], which played a key role in the development of quantum cryp-
tography. The 1990s saw the emergence of the first quantum algorithms that
outperform their best-known classical counterparts, including the Deutsch—Jozsa
algorithm [DJ92], Shor’s algorithm for factoring [Sho94], and Grover’s algorithm
for database search [Gro96].

In this thesis, quantum cryptography plays a central role. While QKD has
historically received the most attention in the field (see, e.g. [PAB*20]), numerous
other quantum cryptographic primitives have been explored, such as position
verification, unclonable encryption, bit commitment, oblivious transfer, and coin
flipping. We refer to [BCWW24] for a recent survey of the state of the art.

1.2 Quantum position verification

Position-based cryptography (PBC) explores the use of a party’s geographical
location as a cryptographic credential. A central primitive in this field is posi-
tion verification (PV), which seeks to determine whether an untrusted prover P is
physically located at a claimed position pos. To this end, a coalition of trusted ver-
ifiers interacts with the prover in a structured protocol designed to establish that
the prover is located at the claimed position. In the 1990s, the first approach to
address this problem was proposed by Brands and Chaum in [BC94], where they
introduced the distance bounding technique, based on combining communication
of classical messages, and fundamental laws of nature—specifically, the relativis-
tic constraint that no information can propagate faster than the speed of light,
formalized by Einstein’s theory of special relativity [Ein05b]. Upon this funda-
mental physical constraint, verifiers interacting with a prover, that is sending and
receiving messages that can travel at (or close to) the speed of light, can establish
an upper bound on their distance with P. Importantly, such high-speed commu-
nication is feasible with current technology—for example, radio waves travel at
nearly the speed of light in vacuum.

In 2006, Kent, Munro, Spiller, and Beausoleil proposed using quantum in-
formation as a foundational tool for position verification, as documented in a
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U.S. patent [KMSBO06]. Their idea anticipated critical limitations of classical
PV protocols, later demonstrated by Chandran, Goyal, Moriarty, and Ostro-
vsky [CGMOQ9], who showed that no classical protocol can securely verify po-
sition in the presence of colluding adversaries, due to a general attack based on
copying classical information. This vulnerability does not carry over to the quan-
tum setting, due to the no-cloning theorem [WZ82]. Consequently, growing atten-
tion shifted toward the development of quantum position verification (QPV) pro-
tocols, explored more thoroughly in subsequent academic work [KMS11, Mall0),
BCF*14|, [LL11].

In this thesis, we will focus our attention on one-dimensional position verifica-
tion protocol. This is the case that captured most of the attention in literature.
Ideas generalize to multiple dimensions, however, some care has to be taken when
introducing nonnegligible timing uncertainty in the three-dimensional case. The
general setting for a one-dimensional QPV protocol is described by two trusted
verifiers Vo and V; located in a straight line at the left and at the right of P,
respectively, who is supposed to be at the position pos. The two verifiers are
assumed to have synchronized clocks. Then, a protocol proceeds as follows:

1. The verifiers privately agree on classical bits or quantum states to be used
in the protocol,

2. Vp and V; send quantum or classical messages at the speed of light so that
they arrive at pos at the same time.

3. Upon receiving the messages, P must, in a negligible time, perform a pub-
licly known operation (e.g. a quantum measurement or classical computa-
tion) on the received information and immediately reply to the verifiers,
also at the speed of light.

4. Upon receiving the information back, the verifiers accept the location if
they received correct answers, given the publicly known challenge, according
to the time that the speed of light would take to reach pos and return,
otherwise, they reject.

Throughout this thesis, we will use the expressions “immediately” and “within
a negligible time” interchangeably. Moreover, because QPV relies on relativistic
speed-of-light constraints, we model fast quantum signals as photons—the natural
carrier of light-speed communication.

In order to illustrate QPV, we describe a concrete protocol: the BB84-QPV
protocol, denoted by QPVpgps,, that was originally introduced in [KMSII], and
will take a central role in this thesis. In QPVypgy,

1. Vg and V; secretly agree on random bits v,z € {0,1}. Then, V, prepares
the qubit state |¢) = H?|v) € {|0),[1),|+)|-)}, where H is the Hadamard
transformation.
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2. Vj sends the qubit |¢) to P, and V; sends z to P, both at the speed of light
in vacuum, coordinating their times so that they arrive at pos at the same
time.

3. Immediately, P measures the received qubit in the computational basis if
z =0 or the Hadamard basis if z = 1, and broadcasts her outcome, either 0
or 1, to Vy and V.

4. 1f Vg and V; receive their respective answers at the time corresponding with
pos and both are equal to v, the verifiers accept the location. Otherwise,
they reject.

The idea behind QPVygg, is that in order to decode v, both z and H?|v) are
needed, since measuring this qubit in a basis that is not the correct one yields to a
probabilistic outcome. Then, due to relativistic constraints, any party who is not
located at position pos would necessarily receive both z and the quantum state
H?|v) strictly after a party who is. Consequently, while a party away from pos
might be able to compute the correct response, at least one of the verifiers would
receive it too late. The described QP Vg, is used as a toy model, since accepting
or rejecting the location is based on a single bit drawn at random, and therefore
a random bit (not necessarily originating from pos) would successfully lead the
verifiers to accept the location with 50% probability. In reality, a decision about
the location would be made by repeating the protocol so that “enough” data is
collected to make a decision. For instance, in an ideal implementation, all the
answers after a given number of repetitions—sequentially or in parallel—should
be correct in order to accept the location.

See for a schematic representation of the QPVpgs, protocol. In
the diagram, the verifiers Vo and V; are placed equidistant from the position pos
for visual clarity. Throughout this thesis, all protocol illustrations will adopt this
convention for consistency and ease of interpretation. However, we emphasize
that this arrangement is purely for illustrative purposes; the protocols do not
require the verifiers to be equidistant from the prover, and the analysis remains
valid for arbitrary verifier placements.

Security and limitations

We argued above that relativistic constraints do not allow a party to perfectly
decode v in QPVypge,. However, a more subtle threat arises when two (or more)
collaborating adversaries attempt to simulate a single prover located at pos. The
most general form of an attack in the one-dimensional QPV setting [BCF*14]
consists of placing one adversary—referred to as Alice—between Vg and pos, and
another—Bob—between V; and pos. Then, due to relativistic constraints, they
must operate under timing limitations. They act as follows:
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Figure 1.1: Steps 2 and 3 of the QPVpg, protocol, where straight lines represent
classical information and undulated lines represent quantum information. P is
located at pos.

time

1. Prior to the protocol execution, Alice and Bob coordinate an attack strategy,
which may involve pre-shared entanglement or classical/quantum resources.

2. During the protocol, Alice intercepts the message sent by Vj, and Bob inter-
cepts the one from V;. They each perform local (negligible-time) operations
based on the intercepted data.

3. Within the time allowed by the speed-of-light constraint, Alice and Bob
exchange information—classical or quantum—through a single round of si-
multaneous communication.

4. After this exchange, they each perform final local operations and respond
to their closest verifier.

Since Alice and Bob can intercept all communication from the verifiers to the
prover, introducing additional adversaries does not offer any further advantage.
In this thesis, we will often say that attackers “pre-share entanglement”, meaning
that they share entanglement prior to the execution of the protocol, i.e. in step 1.

As with the protocol schematics discussed earlier, we adopt a symmetric rep-
resentation of attacks for visual clarity: Alice and Bob will be depicted at the
midpoints between V and pos, and V; and pos, respectively, see [Figure 1.2l This
convention will be used throughout the thesis for illustrative purposes; however,
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the analysis remains valid for adversaries located anywhere between pos and the
verifiers.

position

| | | | |
[ [ [ [ |

Vo Alice pos Bob Vi

Figure 1.2: Schematic representation of the placement of two adversaries, Alice
and Bob, in a generic attack on a one-dimensional QPV protocol.

Whereas the intuition behind the no-cloning theorem could suggest that Alice
and Bob cannot both possess the qubit H?|v) at the stage 4. of the attack, and
thus recover v performing the measurement that P would, there exists a perfect
attack [KMSII] that allows them to extract v. This attack consists of Alice and
Bob sharing entanglement prior to the execution of the protocol and making use
of quantum teleportation. In the attack, they proceed as follows :

1. Prior to the execution of the protocol, the adversaries prepare the maximally
entangled state |®*) 45 = %(|OO)AB+ |11) 45). Alice and Bob retain registers
A and B, respectively.

2. Alice intercepts the qubit H*|v) sent by Vy and performs a teleportation
measurement. Specifically, she applies a CNOT gate with the intercepted
qubit as the control and her half of the entangled pair—register A—as the
target. She then applies a Hadamard gate to the register corresponding to
the intercepted qubit, and measures both qubits in the computational ba-
sis, obtaining two classical bits: the teleportation corrections ¢; (from the
intercepted qubit) and ¢y (from register A). This sequence of operations—
CNOT, Hadamard, and computational-basis measurement—effectively per-
forms a measurement in the Bell basis, which is the standard method for
implementing quantum teleportation. As a result, Bob’s register collapses
to the state X1 ZH?|v), where X and Z are the Pauli-X and Pauli-Z
matrices, respectively. He intercepts z sent by V; and measures this qubit
in the computational basis if z = 0, or in the Hadamard basis if z = 1, and
records the outcome as b. The measurement outcomes can be analyzed as
follows:

e Case z =0: The state becomes
XaZ2H*v) = (-1)2 X ) = (-1)%|v & ¢1), (1.1)

so a measurement in the computational basis yields b = v @ c;.
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e Case z = 1: In this case, the state becomes
1 1
XaZ2Hv) = X Z2—(]0) + (=1)"|1)) = —=(X|0) + (=1)"®2X|]
) 500+ (1)) = (X710} + (15X )

L(|O ®cy)+ (-1)"%21 @ ¢y)).

V2

This is the state H|v® o), up to a global phase, so a measurement in the
Hadamard basis yields b =v & c5.

3. Alice and Bob simultaneously exchange classical messages: Alice sends the
teleportation corrections (c1,c2) to Bob, and Bob sends his measurement
outcome b to Alice.

4. After the exchange of information, each adversary can locally recover the
original bit v as follows: if 2 =0, then v =b@® ¢y, if 2=1, then v =0 cs.

This attack provides a concrete example of how adversaries can perfectly spoof
verifiers in a quantum position verification protocol. Naturally, a crucial question
arises: is it possible to design a protocol that no attack can circumvent—one that
achieves unconditional security? As it turns out, the answer to this question is
negative. As was shown in [BCE*14], there exists a general attack, based on Alice
and Bob performing quantum teleportation in step 2 of a general attack, which
allows adversaries to convince the verifiers to accept the claimed position pos with
a probability arbitrarily close to 1. Nevertheless, this attack does not invalidate
quantum position verification entirely, as it requires Alice and Bob to share,
during the preparation stage (step 1), a double-exponential amount of maximally
entangled states (relative to the resources utilized in the protocol). Consequently,
executing this attack is practically impossible. Moreover, the best-known general
attack [BK11] still demands an exponential amount of pre-shared entanglement.
This impracticality has sustained interest in showing security against attackers
with bounded resources [KMSBO06, [KMST11, [LL11, RG15l [CL15, [Spel6al, [Dol22]
DC22, [GC20, [CM23, BCS22, (GLW16, [EFPS24] [ACC+24].

As is customary in the QPV literature, within a given attack model, we refer
to the probability that the verifiers accept without the prover being at pos as the
success probability of an attack. An upper bound on this probability is called the
protocol’s soundness.

1.3 Challenges of quantum position verification

The fact that all QPV protocols can be broken using a very large amount of
pre-shared entanglement leads to the first fundamental challenge that all QPV
protocols face—even under idealized conditions:
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(i) Entanglement Challenge (EC): Entangled attackers. Although it is known
that adversaries pre-sharing an arbitrary amount of entanglement can suc-
cessfully break any QPV protocol, future implementations should aim for
resilience against attackers sharing a bounded amount of entanglement.

Given that attackers who pre-share entanglement can perfectly break the
QPVgpss protocol, a natural first step is to constrain adversaries by disallowing
entanglement prior to protocol execution. Such an adversarial scenario, formally
introduced in [BCE*14], is known in the literature as the No Pre-shared Entan-
glement (No-PE) model. Under this assumption, the intuitive reasoning derived
from the no-cloning theorem indeed applies, preventing adversaries from reliably
extracting v at step 4 of the attack. The optimal probability that the verifiers
accept the claimed position pos in the No-PE model is 1 + ﬁ ~ 0.85 [TEKW13].
Consequently, by repeating the protocol sequentially, verifiers can amplify secu-
rity, increasing their chances of catching adversaries (i.e. of rejecting the claimed
location) in the No-PE scenario.

Remarkably, even though in the No-PE model Alice and Bob may share arbi-
trary entanglement in step 4, optimality can be achieved by a straightforward at-
tack: Alice, in step 2, measures the qubit H?|v) in the Breidbart basis {|By),|B1)},
defined as

|Bo) = cosg|0) +sing|1), and |B) = sing|0) —cosg|1), (1.2)

which corresponds to the projective measurement onto the state with maximal
overlap with |0) and |+). Denoting Alice’s measurement outcome by a € {0,1},
where outcomes 0 and 1 are associated to |By) and |By), respectively, she broad-
casts a, and both adversaries reply with a to their closest verifier. The probability
of correctly guessing v in this attack is § + ﬁ = cos?(7/8) ~ 0.85. See
for a schematic representation of this attack.

Note that Bob plays no essential role in the attack; thus, it can be executed
by a single adversary (Alice), who, after measuring H*|v), immediately sends the
outcome a to Vi, retains a copy of a as long as needed, and later forwards it to
V, at the appropriate time.

Quantum position verification (QPV) seeks to confirm the physical location
of an untrusted party. For the primitive to become a practical reality, its pro-
tocols must withstand real-world imperfections. So far, we have examined an
idealized protocol (QPVppey), but moving from theory to experiment exposes
two major implementation challenges—in addition to the fundamental problem
of (EC) entangled attackers—that force us to rethink existing designs:

(ii) Loss Challenge (LC): Photon loss. In practice, a non-negligible fraction of
photons is lost in transmission. For example, at the C-band telecom wave-
length (~1550 nm) a state-of-the-art single-mode fiber still incurs about 0.15
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Figure 1.3: Schematic representation of an attack against the QPVpgps, protocol

in the No-PE model that achieves the optimal success probability of %+ ﬁ, based

on measuring the state H*|v) in the Breidbart basis.

dB/km attenuation [CZD19], in addition to coupling and detector inefficien-
cie?] Consequently, some quantum signals will fail to reach the prover. We
model such loss by letting the prover report a missing quantum message
with the special symbol ‘1’ sent to the verifiers. A simple and intuitive
way to see that loss compromises security can be demonstrated with the
following trivial attack on QPVgpg,:

1. Prior to the execution of the protocol, Alice and Bob do not pre-share
any quantum information. They agree to act as follows:

2. Alice intercepts H?|v)—since we do not have control of where the ver-
ifiers are located, Alice can position herself close to Vo and intercept
(almost) all of the qubits before they are lost. She draws a random bit
2" €{0,1} and measures the qubit in the computational basis if 2/ =0
or in the Hadamard basis if 2/ = 1, obtaining an outcome a € {0,1}.
Bob intercepts z and makes a copy.

3. Alice keeps a copy of a and z’, and sends a copy to Bob. Similarly,
Bob keeps a copy of z, and sends a copy to Alice.

4. The adversaries now hold (a, z,2") and proceed as follows:

2Photon loss can be significantly reduced in free-space communication, e.g. using quantum
satellites [LCL*17].
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e If 2/ =z, then Alice measured in the correct basis, so a = v. Both
adversaries reply with a to their closest verifier.

o [f 2/ # z, they claim the photon was lost and return the symbol 1.

Whenever they do not claim loss, which occurs with probability Pr[z’ = z] = %,
their answer is always correct. Consequently, if the honest-prover chan-
nel has an overall transmission rate of 50% or lower, this straightforward
strategy achieves perfect acceptance, like the entanglement-based teleporta-
tion attack but without any shared entanglement or sophisticated quantum
operations—only a single-qubit measurement.

(iii) Slow Challenge (SC): Significantly slower-than-light propagation of quan-
tum messages. QPV relies on the strict timing limits imposed by special
relativity, i.e. the fact that no information can travel faster than the speed of
light in vacuum. In practice, however, photons carried through a quantum
network—typically via optical fiber—propagate at only about two-thirds of
the speed of light in vacuum [Agr10]. To account for this, one may consider
modifying QPV protocols to give the prover additional time to respond,
in line with the slower propagation of quantum messages. In this setting,
the timing bound is no longer enforced by fundamental physical limits, but
instead reflects a technological constraint—one that may be vulnerable to
exploitation by adversaries. Furthermore, existing or planned quantum-
network infrastructure will rarely connect the verifiers and prover along a
single straight line; additional routing delays must be expected. A desirable
goal is to have QPV protocols remain secure even when quantum messages
travel well below the vacuum speed of light—including scenarios in which
photons must follow detoured, lengthier paths.

See for a schematic representation of the three major challenges
faced by QPV protocols—sometimes informally referred to as the “Bermuda tri-
angle of QPV” in research talks and informal discussions.

Regarding the loss problem, we can distinguish two recent approaches in the
literature. The first of which is to create protocols which are secure against any
amount of loss, which we can call fully loss-tolerant protocols. This type of proto-
col was first introduced by Lim, Xu, Siopsis, Chitambar, Evans, and Qi [LXS*16],
based on ideas from device-independent QKD. New examples and further analy-
ses of fully loss-tolerant protocols were given by Allerstorfer, Buhrman, Speelman,
and Verduyn Lunel [ABSL22b, [ABSL22al. Also of note is a recent work perform-
ing the first experiment that implements QPV in a lab setting [KPB*25]. These
protocols could be excellent realistic candidates for a near-term implementation
of QPV, but in the longer term they have two shortcomings: they are insecure
against attackers sharing a small amount of entanglement—[ABSL22a] even show
that if security against unbounded loss is required, this is unavoidable—and they
require speed-of-light transmission of quantum information.
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(LC) Photon loss (SC) Slow quantum information

Figure 1.4: Illustration of the three principal challenges for quantum position
verification.

Another approach, and the one pursued in this thesis, involves bounding the
exact combination of loss rate and error rate that an attacker can achieve, thereby
constructing what we call partially loss-tolerant protocols. The first published
example of this is given by Qi and Siopsis [QS15], who propose extending the
QPVgpgs protocol to more bases than either the computational or Hadamard to
measure a qubit to give some loss-tolerance. A similar idea was independently
proposed by Buhrman, Schaffner, Speelman, and Zbinden (available as [Spel6b)
Chapter 5]). The key advantage of this approach, compared to fully loss-tolerant
protocols, is that it will allow, with proper modifications, for the construction
of QPV protocols that simultaneously address all three core challenges: photon
loss, entanglement-based attacks, and the requirement for speed-of-light quantum
communication.

1.4 Contributions and chapter overview

In this thesis, we work toward presenting and analyzing quantum position ver-
ification protocols that simultaneously bypass the three major challenges that
they face: (EC) entangled attackers, (LC) photon loss, and (SC) slow quantum
communication. We focus both on fundamental aspects of protocols that were
not previously analyzed in the literature and on experimental constraints that
pose a significant threat to secure QPV. The behavior of attackers in QPV can
be modeled in terms of non-local correlations, for which we will state results that
apply to other cryptographic primitives beyond position verification. We now
summarize the main contributions of this thesis.

First, a natural question arises: since protocols are typically designed to tol-
erate a certain amount of measurement error, and given that our goal is to ensure
security under bounded loss, could photon loss simply be treated as another form
of noise?
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In [Chapter 3| we argue that it is in fact beneficial to treat loss and error as
separate parameters, precisely because they differ substantially in their quantita-
tive impact. For example, the QPVps, protocol admits a perfect attack in which
adversaries claim a ‘loss’ in 50% of the rounds, as shown above. In contrast, the
best-known attack that does not exploit loss introduces an error rate of approx-
imately 0.15. This distinction highlights a crucial point: an experimental setup
with a 49% photon loss could still enable secure QPV—yet it would be deemed
insecure if those losses were treated as measurement errors.

In the chapter, we analyze the exact loss tolerance of the QPVgpss protocol
in the No-PE model. We provide the optimal probability—along with an explicit
optimal attack—with which adversaries can be accepted as being at the claimed
position pos. We show that the protocol remains secure as long as the quantum
channel between Vy and P has a transmission rate exceeding 50%. Our analysis
proceeds by reducing the probability of a successful attack (i.e. the probability
that the verifiers accept the prover’s location claim) to the winning probability
of a specific type of non-local game that extends the notion of a monogamy-of-
entanglement (MoE) game [TFKW13] to explicitly capture loss.

In such games, two distant players (taking the roles of Alice and Bob) may
share an arbitrary quantum state—that they prepare—with a referee, who per-
forms a fixed measurement based on a given input, and their task is to guess the
outcome. By combining the Navascués—Pironio-Acin (NPA) hierarchy [NPAOS]
with additional linear constraints derived from both loss and error, we develop
an ad hoc method that yields semidefinite programs (SDPs) whose solutions give
the optimal winning probabilities.

However, the QPVpg, protocol remains insecure if 50% or more of the pho-
tons are lost. In fact, using the above-mentioned optical fibers with 0.15dB/km
of attenuation, this threshold corresponds to a maximum secure distance of ap-
proximately 20 km (neglecting additional setup losses). It would be desirable to
extend the applicability of QPV to greater distances. To that end, we introduce
a family of extensions of QPVppg,, which, in essence, encode the qubit sent by Vq
to P in k > 3 distinct bases. We then apply techniques similar to those used in the
lossy analysis of QPVypg,. Although with the above ad hoc method, tightness of
the resulting bounds is not guaranteed for k£ > 3, we show that increasing k allows
a larger constant fraction of photon loss to be tolerated while still maintaining
security in the No-PE model. This, in turn, enables QPV to be implemented over
longer distances.

In[Chapter 4] we address a key limitation of the QPVppg, protocol: although
it can tolerate up to 50% photon loss, and its extensions allow for even higher
loss rates, these protocols remain vulnerable to two of the three major challenges
faced by QPV. Specifically, (EC) a single maximally entangled state suffices
for Alice and Bob to perfectly spoof the verifiers, and (SC) they require the
qubit sent by Vq to propagate at the speed of light in vacuum. Building on ideas
introduced in [BCS22|, we address this gap by presenting protocols that overcome
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both (EC) and (SC) while preserving partial loss-tolerance, thereby providing
candidate protocols that simultaneously bypass all three fundamental challenges
of QPV. The core idea is to modify the QPVppg, protocol in a way that disables
the teleportation-based attack relying on a pre-shared maximally entangled state.

A crucial component of that attack is that Bob knows the basis z in step 2
and can measure his half of the EPR pair accordingly. Hiding the value of z thus
prevents the attack. While z must be known at the position pos in order to execute
QPVgpsy, it does not need to be known beforehand. Therefore, we can ‘hide’ z
by encoding it as a function of two classical strings x,y € {0,1}", where V, sends
x and V; sends y to the prover, who reconstructs z = f(x,y) for some Boolean
function f. We denote this variant by QPVéB8 - The authors of [BCS22] showed
that QPV%B8 , achieves soundness at most 0.98 against attackers who pre-share an
amount of entanglement linear in n—the Bounded-Entanglement (BE(n)) model.
Since the amount of required entanglement grows with the size of the classical
inputs, this approach offers a promising path toward practical implementation.
However, as argued earlier, unless the combined loss and error remain below 2%,
the protocol is no longer secure.

We show that the partial loss-tolerance results from can be extended
to analyze the lossy version of QPV%B8 , and analogous modifications of QPVygey,
even for attackers who pre-share a number of entangled qubits linear in n. To
do so, we define a new relaxation of the earlier semidefinite program used in the
unentangled case, and demonstrate that its numerical bounds can be used to
reprove a key lemma from [BCS22] in the context of our protocols. We note that
in separate work co-authored by the author of this thesis, a suitable modification
of the structure of QPV]’;B84 protocol was shown to fully bypass the loss-tolerance
issue, making the protocol secure against arbitrary transmission loss. The detailed
exploration of that approach lies beyond the scope of this thesis; we refer the
interested reader to [ABB*23].

In and [ we used the above ad hoc method to provide upper
bounds in various scenarios that can be reduced to a monogamy-of-entanglement
game with loss and errors. However, each application required combining the
NPA hierarchy with the derivation of specific linear inequalities tailored to the
setting at hand.

In [Chapter 5| we introduce a general framework for analyzing loss and
error—as well as other types of constraints—that applies to any monogamy-of-

entanglement game that incorporates these imperfections. In [JMRW16], John-
ston, Mittal, Russo, and Watrous introduced a generalization of MoE games
known as extended non-local games. As in the MoE setting, Alice and Bob prepare
a tripartite quantum state and send one subsystem to a referee, who performs a
measurement. However, in extended non-local games, Alice and Bob may receive
arbitrary questions, and they must respond such that a publicly known predicate
involving the inputs and outputs is satisfied. This model subsumes MoE games
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as a special case, where Alice and Bob receive as input the measurement that
the referee performs and must guess the corresponding outcome. We introduce
a modification of extended non-local games, which we call lossy-and-constrained
extended non-local games, that takes into account errors, loss and the fact that
certain answers are expected to be observed with a given frequency. These games
are inspired by practical considerations, describing scenarios where honest par-
ties receive quantum states over a lossy channel, and we aim to prevent security
issues that can occur because of such transmission loss and other experimental
imperfections. We show that analogous results to those in [JMRW16] hold in
the lossy-and-constrained setting, including the existence of a hierarchy of SDPs
converging to the optimal value attainable by quantum players. Compared to
the earlier ad hoc method, the framework developed in offers two clear
advantages: first, a description of the game and the experimental parameters suf-
fices to compute an upper bound; second, the method is guaranteed to converge
to the optimal value.

We consider various monogamy-of-entanglement and extended non-local games
and analyze their lossy-and-constrained versions. By computing the correspond-
ing semidefinite programs, we demonstrate that several previously known results
can be recovered by directly solving an SDP. Furthermore, we obtain new, tighter
bounds—and in some cases, exact values—for the optimal strategies in these
games. For instance, we derive tight upper bounds for the security of an exten-
sion of the QPVypg, protocol that uses three different bases to encode the qubits
(k = 3), improving the results provided in [Chapter 3|

It is worth highlighting that, for most of the games we analyze under loss
or other constraints, the optimal values are already attained at the first level
of the SDP hierarchy. This shows that the resulting programs are numerically
tractable in practice, and that moving to higher levels of the hierarchy is often
unnecessary. We apply these results to assess the security of quantum position
verification protocols under experimental imperfections.

In [Chapter 6| we analyze a setting closely related to extended non-local
games: Local Simultaneous State Discrimination (LSSD), originally introduced
in [MOST24]. In this scenario, a referee and two distant players (Alice and Bob)
share a tripartite quantum state. However, unlike in extended non-local games
(or MoE games)—where Alice and Bob prepare the shared state—it is the referee
who prepares and distributes the state. The shared state is a classical-quantum-
quantum (cqq) state, that is, of the form prap = ¥,y p(v)|[V)(v|r ® pY 5, Where
the referee retains register R, while Alice and Bob receive registers A and B,
respectively. The referee then performs a projective measurement in the basis
{|v)}, on his local register. The task of Alice and Bob is to correctly guess the
outcome of the referee’s measurement.

LSSD problems arise naturally in the context of uncloneable cryptography [BL20,
MST21l, [AKL*22] [CLLZ21], where classical data is encoded into quantum states
in such a way that an adversary cannot copy the encoded information. Depend-
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ing on the resources available to the parties, different discrimination strategies
become relevant. The authors of [MOST24] demonstrated that even when the
shared state has a classical description, access to quantum entanglement can
enhance the success probability of simultaneous state discrimination, and that
access to even stronger correlations (no-signaling) can improve it further.

Since [MOST24] also showed that finding an optimal strategy for general
three-party LSSD instances is NP-hard, studying these problems in full generality
is likely challenging. However, meaningful progress can still be made by analyzing
structured classes of LSSD games. In [Chapter 6] we consider two such classes.
For one of them, we show that the optimal winning probability using classical
resources can always be achieved by a strategy with a specific structure. For the
other, we establish structural properties of optimal no-signalling strategies under
arbitrary number of parallel repetitions of any game in the corresponding class.
We then focus on a particular instance that belongs to both classes—the binary-
symmetric-channel game, originally introduced in [MOST24]. We study its two-
and three-fold parallel repetitions, and determine the corresponding optimal suc-
cess probabilities when Alice and Bob utilize classical, quantum, or no-signaling
strategies.

In |Chapter 7, we extend the game-based toolkit of the previous chapters
with a new family of non-local games, quantum-cloning games (QCGs). As in
monogamy-of-entanglement, extended non-local, and LSSD games, a QCG fea-
tures distant players who may share an arbitrary quantum state with a referee
before play begins; the crucial difference is that the players’ responses are them-
selves quantum states rather than classical information. The referee then broad-
casts the same classical question to every player and designates one of them; the
selected player must end the game sharing a maximally entangled (EPR) pair
with the referee. We first determine the optimal winning probability when the
game is played by any number of parties k£ using arbitrary quantum resources,
and we extend the analysis to the case where the target state is an arbitrary fixed
bipartite state rather than an EPR pair.

We then show that QCGs are closely related to attacks on a widely studied
QPV protocol: the routing protocol, denoted QPV,, ., first proposed in [KMST1].
The protocol is described as follows: steps 1 and 2 are identical to those of
QPVgpgy; verifier V) prepares a BB84 state and transmits it to the prover, while
verifier V; simultaneously sends a classical bit z. Then:

3. The prover must send the qubit to Vj if 2 =0 and to V; if z = 1.

4. Upon receipt, the destination verifier, V,, measures the returned qubit in
the basis used by V(. The verifiers accept the claimed position if the qubit
arrives at the time consistent with pos, it reaches the correct verifier, and
the measurement outcome corresponds to the original state; otherwise they
reject.
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Beyond its theoretical appeal, QPV,, is an attractive candidate for free-
space implementations of QPV, where photons propagate at the vacuum speed of
light, because the prover’s hardware could, in principle, be as simple as a mirror
or an optical switch.

Although substantial progress has been made in understanding the routing
protocol [BFSS13|, [CM23, BCS22, [ABM*24, [ACCM24], two important questions
have remained open:

(a) While a teleportation-based attack—analogous to the one that breaks QPVgpg,
when the adversaries pre-share a maximally entangled state—also applies
to the routing protocol, a full security analysis in the No-PE model was still
missing.

(b) The security of the protocol under parallel repetition, where the verifiers
run m copies in parallel and issue a single accept/reject decision, had not
been investigated.

We address both of these problems in |[Chapter 7. First, we show that any
attack on QPV, ., in the No-PE model reduces to a quantum cloning game with
k =2, that is, played by two parties who will take the role of the attackers, Alice
and Bob. Using the optimal winning probability for this two-player game, we
derive an upper bound on the attackers’ success probability and thereby establish
the security of the protocol. We also give an explicit attack that attains this
bound, proving that the result is tight.

Secondly, we study the two-player quantum cloning game under m-fold parallel
repetition—denoted QPV " —and show that the optimal winning probability
decays exponentially in m. Applying the same reduction, we establish security
for QPV ., in both the No-PE model and the BE(m) model, where the attackers
pre-share fewer than 0.228m qubits.

Security proofs for quantum position verification (QPV) generally rely on
one of two strategies. The first approach, used in to [f and [7] is to
bound the success probability of any attack by a constant below one, and then
amplify security through sequential repetition over time. The second approach,
exemplified by the parallel repetition of QPV,, analyzed in [Chapter 7] directly
shows that the attack success probability becomes exponentially small in the
number of parallel rounds.

Security guarantees for quantum position verification protocols generally fol-
low the structure of the protocol repetition. In sequentially repeated protocols,
such as those studied in to 5] and [7 the strategy is to first bound
the success probability of a single-round attack by a constant below one, and
then amplify security through sequential repetition over time. In contrast, for
protocols using parallel repetition, such as the parallel version of QPV, , ana-
lyzed in[Chapter 7], security is shown by directly bounding the adversary’s success
probability as exponentially small in the number of parallel rounds. Since QPV
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protocols rely crucially on tight timing constraints, parallel repetition offers a
clear advantage: it allows the verifiers to accept or reject the claimed location
based on a single interaction with the prover. Moreover, a single interaction is
necessary in order to verify the location of a non-static prover.

Despite its advantages, previous parallel-repetition results for QPV suffered
from two important limitations:

e they required quantum information to travel at the vacuum speed of light—
a significant technological challenge (drawback (LC) in [Figure 1.4)); and

e they remained insecure if the adversaries were allowed to pre-share one EPR
pair per qubit sent in the protocol, meaning that the resources needed to
break the protocol are comparable to those needed to implement it (draw-

back (EC) in [Figure 1.4)).

These limitations are exemplified in the parallel repetition of the routing protocol
analyzed in [Chapter 7. For QPV to become practically viable, it is essential to
overcome them.

In [Chapter 8 we bridge the above-mentioned gap by analyzing the m-fold
parallel repetition of QPVéBM, denoted by QPVQ@;{”, and establishing its secu-
rity. In this protocol, the classical string z € {0,1}™, which determines how the
m qubits sent by Vg must be measured, is computed as z = f(z,y), where x,y €
{0,1}" are classical strings sent by Vo and Vi, and f:{0,1}" x{0,1}* - {0,1}™
is a publicly known function.

While Unruh [Unrl4] proved security for this protocol assuming a quantum
random oracle (and that quantum communication occurs at the speed of light in
vacuum), we prove that QPV{{E;{” achieves exponentially decaying soundness in
the plain model, provided that the adversaries pre-share a number of qubits linear
in n. This fundamentally ties the security of the protocol to the size of the classical
information, not the quantum resources. Moreover, only the classical messages
need to travel at the speed of light—the quantum messages can propagate arbi-
trarily slowly. Thus, a single interaction suffices for secure position verification,
even allowing for experimental imperfections: we prove that QPVQS;Z” tolerates
a per-qubit measurement erroify| of up to 3.6%, a figure compatible with current
quantum technology.

As a by-product of our analysis, we show that the soundness for a single
instance (m = 1) is at most 0.8539. This essentially matches the best known
attack, which, as described above, consists of Alice measuring the qubit sent by V|
in the Breidbart basis (see |[Figure 1.3)), which succeeds with probability %+ ﬁ ~
0.85355. This improves upon the 0.98 soundness bound previously established
in [BCS22], representing an improvement of nearly an order of magnitude in

3We also analyze a relaxed version of the protocol in which the prover needs to succeed only
on a fraction of the rounds.
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error tolerance. As a result, our bounds remain practically useful even when
sequential repetition is employed.

In [Chapter 9] we turn to continuous-variable (CV) QPV. Nearly all QPV
schemes studied to date rely on finite-dimensional quantum systems; the only ex-
ceptions are the continuous-variable (CV) protocols of [QS15, [AEFR*23]. Continuous-
variable quantum systems are relevant for quantum communication and quantum-
limited detection and imaging techniques, as they provide a quantum description
of the propagating electromagnetic field. Much research has been conducted on
continuous-variable quantum key distribution (QKD). Initially proposed using
discrete [Ral99, [Hil00, Rei00] and Gaussian [CLAOI] representations of squeezed
states, a range of techniques were subsequently introduced for Gaussian-encoded
continuous-variable quantum key distribution (CV-QKD) using coherent states
[GGO2, I GAW*03], I GCW*03, WLB*04].

The major advantage of CV-QKD over its discrete-variable (DV) analog is
practicality, see e.g. [IWPGP*12]. In essence, CV systems are much simpler to han-
dle and leverage several decades of experience in coherent optical communication
technology, unlike DV systems, no true single-photon preparation or detection is
necessary, which is still expensive and technically challenging (especially if photon
number resolution is desired) [QLP*15]. In contrast, homodyne and heterodyne
measurements are much easier and cheaper to implement [GAW*03| [JKJL*13].
Much existing infrastructure is geared towards handling light at low-loss tele-
com wavelengths (1310nm, 1550nm), whereas an ideal single-photon source in
these wavelength bands still has to be discovered, and frequency up-conversion is
challenging and introduces new losses and errors [Kum90, [TiHT*10].

Motivated by these practical advantages, the first CV analog of the BB84-
based QPVgggs protocol, based on coherent states, denoted by QPV,,, was
analyzed in [AEFR*23|, with security established in the No-PE model. A round
of the QPV_,, protocol is described as follows:

1. The verifiers Vo and V; randomly choose a bit z € {0,1}, and they draw
two independent random variables (£,&*) from the Gaussian distribution
No2, for o > 1. Verifier V, prepares a coherent state |¢) with quadratures
(z0,p0) = ({cosf +Ersind, {sinf — &L cosf), where 0 =0if z=0 and 6 = §
if z=1.

coh

2. Vj sends |¢) to P, and the verifier V; sends z to P such that all information
arrives at P simultaneously. All the information is required to travel at the
speed of light.

3. Immediately, P performs a homodyne measurement on |¢) in the direction
0=0if 2=0o0r 0 =7 if 2 =1, resulting in a value {p € R. The prover
broadcasts the classical result &p to both verifiers at the speed of light.

4. If Vo and V; receive their respective answers at the time corresponding
with pos and both are equal to and consistent with £ (see a specific test
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in [Chapter 9| to determine it), the verifiers accept the location. Otherwise,
they reject.

It was also shown that, in a similar way as described above for QPVgggy, a
CV EPR pair and teleportation suffice to perfectly break the protocol. Building
upon the ideas of [BFSS13|, [BCS22], similarly as done in and [§] in
we introduce an extension of QPV,, that bypasses the CV EPR
attack by hiding the bit z into two classical bit strings =,y € {0,1}" sent by V,
and Vi, respectively, so that they need to be combined via a boolean function f
to determine z, that is z = f(x,y).

Importantly, we are able to show that the protocol remains secure against the
CV-EPR attack using teleportation and, even more, to any attackers who pre-
share CV entangled states with a cutoff at the photon number linear in the size
of the classical information n. Moreover, the protocol remains secure even if the
quantum information is sent arbitrarily slowly. We also present an analysis of the
protocol for non-zero levels of attenuation and excess noise in the CV channel. We
thus demonstrate that the desirable entanglement-scaling property of QPV%B84
carries over to continuous variables, thereby opening the door to experimentally
feasible, free-space CV implementations of quantum position verification.

In summary, in this thesis, we address the core theoretical and practical chal-
lenges facing quantum position verification. We present protocols, both in dis-
crete and continuous variables, that simultaneously bypass the major problems of
QPV; we provide a generic method—that can be numerically solved—to analyze
quantum correlations under losses and errors in experimental setups; we further
analytically study non-local correlations in LSSD scenarios; and we demonstrate
that a single-round interaction suffices to securely implement position verification,
presenting two protocols that achieve this—one more fundamental in nature, and
the other more realistic. Our results establish that QPV protocols can remain
secure under experimental constraints, paving the way for practical and robust
quantum position verification.






Chapter 2

Preliminaries

This chapter collects the mathematical and physical background used throughout
the thesis. In we introduce notation and standard tools from linear
algebra and probability theory. In [Section 2.2] we describe quantum systems
along with their evolution and measurements, and we review key concepts from
quantum information theory in both discrete-variable and continuous-variable

settings. The chapter concludes with an overview of convex optimization tech-
niques in [Section 2.3 followed by an explanation of the Navascués—Pironio—Acin

(NPA) hierarchy in

2.1 Notation and background

We write N, Z, R, C for the natural, integer, real and complex numbers, respec-
tively. A bit x is an element in {0,1}. For bits z,y € {0, 1}, their sum modulo 2
is denoted by x @ y. For k € N we use the shorthand [k] := {0,1,...,k - 1}. Fix
an integer n > 1.

(i) For a set X we denote its n-fold Cartesian product by A" := X x --- x X

(ii) The set {0,1}" consists of all binary strings of length n. Writing = x; ...z,
with z; € {0,1}, the Hamming weight is wy(z) :=|{i € [n] | z; = 1}|.
(iii) For x,y € {0,1}" their Hamming distance is dy(z,y) = [{i € [n]|z; # y; }|.

n!

(iv) For k e N with 0 < k < n, the binomial coefficient is (}) = FICEDD

(v) The set of permutations from [n] to [n] is denoted by S,,.

(vi) A square matrix M € C™ is Hermitian if Mt = M, where T denotes the
conjugate transpose. A Hermitian matrix is positive semidefinite, denoted
by M > 0, if vtMv > 0 for all v € C"; equivalently, all its eigenvalues are
non-negative.

21
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(vii) For functions f,g:N - Ry we write,

f(n) =0(g(n))

if there exist constants C' > 0 and ng € N such that f(n) < C g(n) for every
n >ng. We write

f(n) =9(g(n))

if there exist constants ¢ > 0 and ny € N such that f(n) > cg(n) for all
n >ng. (Thus f grows at least as fast as g up to constant factors.)

For a € C we denote its complex conjugate by a*. The identity matrix, with
dimension clear from context, is I, for a matrix M, we denote its transpose by M7,
and if M is a square matrix, its trace will be denoted by Tr[M]. The Kronecker
delta is 6;; = 1 if 4 = j and 0 otherwise, and the indicator function is 1.(a) =1 if
+ = a and 0 otherwise. We will use log and In for the logarithms in base 2 and
the natural logarithm (base e), respectively.

Let X be a discrete random variable taking values in a finite alphabet X =
{x1,...,%q}. Its distribution is specified by py, = Pr[X = x;], where Pr[-] denotes
the probability of the event -, and can be written as the probability vector p =
(Pxys---+Dxy) € RE The set of all such distributions is the probability simplex

Ag_q = {p € R4 ’ Y4 D =1, P 2 O}, a (d - 1)-dimensional manifold. If d = 2,
and then p = (p,1 - p), for pe[0,1], and its binary entropy is defined as

—plogp - (1 -p)log(1l-p), if pe(0,1),

| (2.1)
0, otherwise.

hy(p) = {

Note that the values at 0 and 1 are given by the limit lim,_q+ plogp = 0. The
expected value of X will be denoted by E[X].

Let d € N, for a vector v = (v1 ... vg)T € C4, |v]o = \/3;vil2. For M e Cxd
and 1 < p < oo, the Schatten p-norm of M is

1/
[M], = (T (VMTM)]). (2.2)
The two norms of interest in this thesis are:

e Trace norm (Schatten 1-norm): |M|; = Tr[ MTM].

e Operator norm (Schatten oco-norm): || M| = SUP,ecajy|p=r M2, which
evaluates the largest singular value of M. We will denote the operator
norm by |M]|| when the context is clear.
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2.2 Quantum information

In this section, we provide a brief overview of the basic principles of quantum
mechanics relevant to this thesis. For a comprehensive treatment, we refer the
reader to [NC11].

For a complex linear space ¢, an inner product on 5 is amap (-,-) : H x H - C
such that, for all ¢, ¢, € 7 and «, 3 € C,

(i) (¥, a9+ Be) = (¥, a9) + B{¥, ¢),
(i) (v, 9) = (o, v)",

(iii) (4, 9) >0,

(iv) (1,%) =0 if and only if 4 = 0.

A complex linear space with an inner product is called an inner product space,
and the inner product induces a norm on % defined by || = \/(1,v). A Hilbert
space H is a complete inner product space.

If H is finite-dimensional, then H is isomorphic to C?¢ for some d € N. We
will use Dirac notation, writing |¢)) € H for vectors and (4| for their conjugate
transpose, so that (1, ¢) = (¢|¢). For a d-dimensional Hilbert space H, |[¢)) € H in
ket notation is represented by

(e}
)y =1: | (2.3)
Ya

and the associated bra is given by

(¢ = (01 ... 93). (2.4)

This mathematical formalism underlies the physical interpretation of quantum
mechanics, beginning with its foundational principles. The first postulate of
quantum mechanics states:

FEvery isolated physical system is associated with a complexr Hilbert space H,
called its state space. The physical state of the system is fully specified by a
(unit-norm) state vector |) € H, with |[¢)| = 1. Vectors that differ only by an
overall (global) phase represent the same physical state.

The simplest quantum—mechanical system, which takes a central role in quan-
tum information, is the qubit. A qubit has a two-dimensional state space. Let
{|0),|1)} be an orthonormal basis for this space. Any pure state can then be
written as

[¥) = a0l0) + en[1), (2.5)
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with complex amplitudes ap,a; € C. The requirement that the state vector be
normalized, (¢|¢)) = 1, is therefore equivalent to

|cvol” + e[ = 1,

a condition often referred to as the normalization condition for state vectors.
We will refer to {|0),[1)} as the computational basis where, as common in the
literature,

1 0
|0) = and |1) = : (2.6)
0 1

The notion of computational basis naturally extends to larger Hilbert spaces H.
We will focus on finite-dimensional Hilbert spaces, that is, spaces of the form H
isomorphic to C? for some d € N. In this case, the computational basis is the
orthonormal set {|i)};[q), where each basis vector i) is given by

i) =(0...010...0)7, (2.7)

with the single non-zero entry (equal to 1) at position i, counting from 0, and 7
denotes the transpose. Any quantum state |¢)) € H can then be expressed as a
linear combination of the basis vectors:

) = Y aili), (2.8)

i€[d]

where each ; € C, and ¥4 |oi|* = 1, ensuring that [)) is a unit vector.

When working with multiple quantum subsystems, it is convenient to label
each one by a register name. We use a subscript to indicate the register to
which a state or operator belongs. For example, register A is described by the
Hilbert space H4 = C?4, and a state in that register is written [1)) 4. When two
quantum systems are combined, the state space of the composite system is the
tensor product of the individual state spaces. Thus, if system A is described by
the Hilbert space H4 ~ Cd4 with state [¢))4, and system B by C¢s with state
|#) B, the joint state lives in

HA@HB = (CdA®CdB ~ (CdAdB

and is written in Dirac notation as [¢))4 ® |¢)p, or, when no confusion can arise,

simply [1)]¢).

A quantum state 1)) € Ha4 ® Hp is said to be separable if there exist states
|)1)a € Ha and |tho)p € Hp such that |1) = [t1) 4 ® [t2) 5. Otherwise, the state is
said to be entangled. An important example of an entangled state is the so-called
EPR pair |®*), named after Einstein, Podolsky, and Rosen [EPR35], and often
referred to as a maximally entangled state, which is given by

1

|(p+> = \/§

(100) +[11)). (2.9)
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Having specified how quantum states are represented and how composite sys-
tems are formed, we next need a rule for how the state of a quantum system
changes with time. For an solated system this rule is encapsulated by the second
postulate of quantum mechanics:

The time evolution of a closed quantum system is described by a unitary
transformation. Specifically, if the system is in the state |11) at time t1, then at
a later time tq, its state is [t2) = Uli1), where U is a unitary operator depending

only on the initial and final times, satisfying UTU = UTU = 1.

A single-qubit unitary that plays a central role in quantum information pro-
cessing is the Hadamard operator,

1 1
H=2s , H'H=HH'=1. (2.10)
2
1 -1
Acting on the computational basis it produces the equal superpositions H|0) = |+),
H|1) =|-), where the resulting states are defined as
)= (00 +11), = (10} - I1)).

The pair {|+),|-)} forms an orthonormal basis, called the Hadamard basis. Since
H? =1, repeated application returns the qubit to the computational basis: H|+) =
|0) and H|-) = [1). A state from the set {|0),|1),]+)|-)} will be referred to as a
BB84 state, in reference to the set of states used in the BB84 quantum key
distribution protocol [BB84].

Another fundamental quantum gate is the controlled-NOT (CNOT) gate, a
two-qubit unitary that, when acting on the computational basis, flips the state of
the target qubit if and only if the control qubit is in the state |1), that is, it acts
as follows: |x)ly) — |z)|x @ y), for z,y € {0,1}. Notably, when the CNOT gate is
applied the product state |+)|0) it produces the maximally entangled state |®*).

We have seen how an isolated system evolves unitarily in time. In practice,
an experimenter must sometimes measure the system. The statistical outcomes
and state changes associated with such observations are summarized by the third
postulate of quantum mechanics:

A measurement on a quantum system is specified by a finite (or countable)
collection of semidefinite positive matrices {M;}ir, for a countable set I, acting
on the system’s Hilbert space, called measurement operators. The index 1 € [
labels the possible outcomes of the experiment. Let J be the random variable
representing the measurement outcome. For a system in the state |1b), the
probability of obtaining outcome i is given by Pr[J =1] = (¢|MZ7LMZ|1/)), and,
conditioned on this outcome, the post-measurement state is given by

V= MW The operators satisfy the completeness equation
;) T D fy p q

Yiel M;Mi =1, which guarantees that ¥ ;. Pr[J=1i] = 1.
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A particularly important class of quantum measurements is that of projective
(or von Neumann) measurements, which arise when the measurement operators
{M;}ier are orthogonal projectors {II;};e;. Each projector satisfies I1? = II;, and
they are mutually orthogonal: ILII; = d;;1I; for all ¢, 7 € I.

For a single qubit, a measurement in the computational basis is described by
the projectors

IIo = [0)(0], Iy = [1)(1], (2.11)

so that for a general qubit state as in ([2.5)), the measurement outcomes occur
with probabilities

Pr[J = 0] = |aol?, Pr[J=1]=|ayf?

and the qubit collapses to |0) or |1), respectively. Similarly, a projective measure-
ment in the Hadamard basis is described by IIj, = |+)(+], I = |-)(—|
Both computational and Hadamard basis measurements will be relevant in
this thesis. For convenience, we adopt the following notation: for v,z € {0,1}, we
define
[v*)(v?| := H?|v)(v|H?, (2.12)

where z indicates the measurement basis, and v, the outcome—H® =1 and H'! =
H. Specifically, when z = 0, the measurement is in the computational basis, and
when z =1, it is in the Hadamard basis. Throughout, we will therefore speak of
outcome v = 0 as corresponding to the states |[0) or |+), and outcome v =1 to the
states |1) or |-), depending on the chosen basis.

A particularly important two-qubit measurement is the Bell basis measure-
ment, which is a projective measurement onto the orthonormal basis of maximally
entangled states {|®*),|®~),|¥*),|¥~)} known as the Bell states, where |®*) is
as in [Equation (2.9)| and |®-) = %qoo) - [11)), |P+) = %(|Ol) +[10)), |¥-) =
%(|01) - [10)). This measurement plays a central role in quantum teleporta-
tion, described in [Chapter 1] Operationally, a Bell measurement can be imple-
mented by applying a CNOT gate (with the first qubit as control), followed by a
Hadamard gate on the control qubit, and measuring both qubits in the compu-
tational basis.

2.2.1 Density matrix formalism

So far, we have described quantum systems exclusively with vectors in a Hilbert
space. However, there is an alternative equivalent formulation using density ma-
trices. The latter formulation shows advantages when dealing for instance with
uncertainties over pure quantum states that can be reproduced with a certain
probability, or when considering subsystems of a global quantum state.

Let I be a finite alphabet, and suppose that a quantum system is prepared
in the pure states {|i;) }ic; with probability p;. The tuple {p;, [t);) }ics is called an
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ensemble of pure states. The associated density matrixz is defined by
pi= D pi i) (Wil. (2.13)

A density matrix satisfies pf = p, p > 0, and Tr[p] = 1. The density matrix
of a pure state, that is of an ensemble {1,[¢)}, is the rank 1 matrix |¢)(¢].
Throughout this thesis, we will use the term quantum state to refer to both a
state vector (ket) in a Hilbert space and a density matrix. For H, #H' finite-
dimensional Hilbert spaces, B(H,H’) denotes the set of bounded operators from
H to H' and B(H) = B(H,H). The set of density matrices on H is denoted by
S(H)ie. S(H)={peB(H)|p=>0,Tr[p] =1}.

To compare quantum states, we often require a notion of distance that cap-
tures how distinguishable they are. One such measure is the purified distance,
which is defined in terms of the fidelity between two states. For p, o € B(H), their

fidelity is defined as F(p,0) := Tr[\/ ,01/20,01/2], and the purified distance is given

by
P(p,o):=+/1-F(p,0)2 (2.14)
One can see that the three previously mentioned postulates can be equivalently
described by

(i) First postulate: “The physical state of an isolated system with Hilbert space
H is described by a density operator p € B(H)”.

(ii) Second postulate: “If a closed system evolves from time ¢; to ¢ to the state
p1 to po, it does so under a unitary operator U as follows: py = Up U7,

(iii) Third postulate: “The outcomes of the measurement operators { M; };.; have
associated probabilities Pr[J =] = Tr[M;MZ-p], and the post-measurement

.. N MM,

state (conditioned on outcome i) is given by p; = —Tr[M;Mip] .

2.2.2 Quantum information in continuous variables

While most of this thesis is based on the discrete-variable setting, we will also
make use of continuous-variable quantum information techniques in |[Chapter 9|
For a comprehensive overview of the continuous-variable framework, we refer the
reader to the review article [WPGP*12].

A quantum system is called a continuous-variable system when its Hilbert
space is infinite-dimensional. The canonical example of a CV system is a collection
of N bosonic modes—such as the quantized electromagnetic field—mathematically
equivalent to N quantum harmonic oscillators. For each mode, one defines the
quadrature operators X;,p;, 1 = 1,..., N, satisfying the canonical commutation re-
lations [%X;, p;] = V/=1hd,;, where h is Planck’s constant over 27. These operators
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have continuous spectra,
fiz’Xz) = X¢|Xi), I3i|pz') = p’i|pi>7 X, Pi € R. (2-15)

It is convenient to collect the quadrature operators into the vector t := (X1, p1, ..., XN, Pn)7.
Any density operator p on an N-mode bosonic space can be represented by its

Wigner function [Wig32]. We focus on Gaussian states, whose Wigner function

is a multivariate Gaussian

Wel(r) !  cxpf (0= )T (1)} (2.16)

) 7NV det

where the displacement vector d; = Tr[pr;], and the entries of the covariance
matriz I are given by

Fij = Tr[p((fl — dz)(TA’J - dj) + (f’] — d])(f'Z — dl))] (217)
Two measurement schemes play a central role in CV information:

e Homodyne measurement. This corresponds to measuring the quadrature of a
mode, either the position X or the momentum p, via the projective measure-
ments {|x)(x|}xer and {|p)(p|}per, respectively. A homodyne measurement in
a rotated quadrature direction 6 € [0,27) corresponds to measuring the opera-
tor Xg := xcosf + psinf. For a Gaussian state with displacement (xq,po) and
variance o2 along that quadrature, the measurement outcome xy is distributed
as xg ~ N (xgcosf + pgsinf, 0?), where N denotes the normal (Gaussian) dis-
tribution with the mean and variance given by its first and second arguments,
respectively.

e Heterodyne measurement. This corresponds to a simultaneous measurement of
both position and momentum quadratures of a mode, typically implemented by
mixing the quantum mode with vacuum on a balanced beam splitter, and then
performing homodyne measurements on the position and momentum quadra-
tures of the resulting output modes, or in a # and 6 + 7/2 directions, instead
of position and momentum (corresponding to € = 0). The heterodyne measure-
ment of a one-mode Gaussian state with displacement (zg,py) produces two
Gaussian distributions, centered around x/v/2 and —py/v/2 respectively.

2.3 Convex optimization

Convex optimization provides a powerful framework for analyzing and solving
a wide range of problems in quantum information theory. In this section, we
briefly review the two classes of convex optimization problems most relevant to
this thesis: linear programming (LP) and semidefinite programming (SDP).
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Linear programming, will be particularly relevant in [Chapter 6] and Semidef-

inite programming will play an important role in to[fl We provide
basic definitions and properties here, focusing on the aspects most frequently used

in the later chapters. For a comprehensive introduction to convex optimization,
including LP and SDPs; we refer the reader to [BV04, [Wat1§].

2.3.1 Linear programming

A linear program (LP) is an optimization problem in which both the objective
function and the constraints are linear. The standard form of a linear program
that optimizes over x € R", subject to m inequality and k£ equality constraints, is

n
Primal problem: minimize: (c,z) =Y. ¢;x;
i=1

subject to: Ax +b>0, (2.18)

Aeq® + beq = 0,

where z,ce R?, A e R™* " heR™ A, e RPm b, e RF. Its dual, which optimizes
over A € R™ and v € R*, is given by

M

Il
—_

Dual problem: maximize: — ((b, \) + (beq, V) = -

k
bidi — beq,iVi
=1

' 2.19
subject to: AT+ AeTqI/ -c=0, (2.19)

A>0.

For any feasible x and (\, v)—that is, any x satisfying the primal constraints and
any (A, r) satisfying the dual constraints—we have the weak-duality inequality

(c,x) > —((b, A) + (beq, V)),

so every dual feasible point provides a lower bound on the primal objective. If at
least one of the two problems is feasible and the other is feasible and bounded,
strong duality is guaranteed: the primal and dual optimal solutions are equal
(there is no duality gap). The necessary and sufficient optimality certificate is

AT+ Alv=c, A>0, X(Az+b) =0 for all i.

There exist efficient numerical algorithms for solving linear programs. The two
principal families are the simplez method—introduced by Dantzig [Dan47] and
improved through many modern variants—and polynomial-time interior-point
methods, beginning with Karmarkar’s algorithm [Kar84]. In contrast, no simple
closed-form procedure is known for solving an arbitrary LP analytically. While
one could, in principle, enumerate every vertex of the feasible polyhedron—an
optimal solution is guaranteed to lie at (at least) one extreme point by the Fun-
damental Theorem of Linear Programming—the number of such vertices grows
combinatorially, so exhaustive search is feasible only for toy instances. In
ter 6| we will provide analytical solutions for certain LPs.
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2.3.2 Semidefinite programming

In this section, we will follow the formalism in [Watl§]. Let Herm(C™") and
Pos(Cm) denote the sets of Hermitian and positive semidefinite matrices in
Crvm. Let @ : B(C") - B(C™) be a Hermiticity-preserving map, and A e
Herm(Cmvm), BeCm*m. A semidefinite program (SDP), described by the triple
(®, A, B), optimizes a linear functional over the cone of positive-semidefinite Her-
mitian matrices, similar to a LP over a real vector. The standard form of an SDP
that optimizes over X € Pos(C™™") is:

Primal problem: minimise: Tr[ATX] = (4, X)
subject to: ®(X) = B; (2.20)
X >0,

Its dual, which optimizes over Y € Herm(C™ ™), is given by
Dual problem: minimise: Tr[B'Y | =: (B,Y)

subject to: ®*(Y') > B; (2.21)
Y € Herm(C™™),

where ®x denotes the dual of . The feasible primal and dual sets are defined as

Ap = {X € Pos(C™") : ®(X) = B} and Bp = {Y € Herm(Cm ™) : &*(Y') > A}.

The optimum values associated to (2.20)) and (2.21]) are, respectively, defined as

= Tr[ATX d B=inf Tr[B'Y]. 2.22

a )?pr r ] and B Bl r| ] (2.22)

Weak duality guarantees that for every primal-feasible X € Ap and dual-

feasible Y € Bp one has Tr[ATX] < Tr[ BTY], so the optimal values satisfy o < 3.
Slater’s theorem [Sla59], states that if

1. «is finite and exists Y € Herm(C™™) with ®*(Y') > A, there exists X € Ap
such that o = Tr[ATX],

2. [ is finite and exists X € Pos(C™") with ®(X) = B, there exists Y € Bp
such that § = Tr[BTY],

moreover, in both cases,

a=8. (2.23)

These optimizers satisfy the complementary-slackness relation AX = &*(Y) X,
which serves as a succinct certificate of optimality.

Despite the absence of a generic analytic recipe for producing primal-dual
solutions of SDPs—unlike LPs, enumeration of extreme points is hopeless because
the cone of positive semi-definite matrices has infinitely many extremal points—
it is nonetheless possible to solve moderate-scale SDPs to high precision with
polynomial-time interior-point algorithms [NN94| [A1i95] VB96].
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2.4 Non-local games and the NPA hierarchy

Semidefinite programs arise in quantum information theory, in particular when
optimizing over quantum states, measurements, or correlations subject to physical
constraints. This connection becomes especially powerful in the study of non-local
correlations and device-independent protocols, where one seeks to characterize the
set of correlations attainable by quantum mechanics using convex optimization.

One of the central tools for characterizing quantum correlations in a device-
independent framework is the NPA hierarchy, introduced by Navascués, Pironio,
and Acin [NPAQS]. The hierarchy provides a converging sequence of semidefinite
programs that approximate the set of quantum correlations. In this section, we
introduce the basic structure of the NPA hierarchy and explain how it connects
to semidefinite programming.

In order to analyze non-local correlations, it is common to use the framework
of non-local games, see e.g. [BCP*14]. Consider a bipartite system where two
distant parties, Alice and Bob, have “black box” access to it. Let X', ), A, and
B be finite (non-empty) alphabets. In a non-local game, Alice and Bob receive
questions x € X and y € ), respectively, and their task is to produce outcomes
a € Aand b e B. They win the game if V' (a, b|z,y) = 1, for a certain publicly-known
predicate V : Ax Bx X' x) — {0,1}. The behavior of the black box is completely
characterized by the probability of getting outcomes a and b having measured
x and y, p(a,blr,y), and the set of all probabilities, {p(a,blx,y)}, encoded in a
stochastic matrix P € B(R¥ ® RY, RA ® RB), where B denotes the set of linear
operators, such that P(a,blz,y) = p(a,blz,y), is called behavior. The winning
probability of the game specified by a given predicate V', if the questions are
drawn from the distribution ¢(z,y), is given by

w= Y q(z,y)V(a,blz,y)p(a,blz,y) = (K, P), (2.24)

x?y7a7b

where K is the matrix with entries given by K(a,blx,y) = q(z,y)V (a,blz,y).
Recall that (K, P) = Tr[ KTP].

2.4.1. DEFINITION. A behavior P is quantum if there exists a pure state [1) in a
Hilbert space H, a set of measurement operators {AZ}q,ea for Alice, and a set of
measurement operators { By }yes for Bob such that for alla #a’ € A and b+ b € B,

pla, bz, ) = ($]AZBYJY), (2.25)
with the measurement operators satisfying

1. Ay = Az and BY" = BY,

2. AzA* =0 and BBy, =0,

3. Yaen A2 =1 and Y3 B =1,
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4. [Az,B{]=0.

The set of all quantum (commuting) behaviors is denoted by Q.

Similarly, a behavior P belongs to the set of tensor product quantum behav-
iors @ if the Hilbert space can be written as H = H 4 ® Hp and the measurement
operators for Alice and Bob act on H4 and Hp, respectively, and fulfil the same
constraints as in [Definition 2.4.1| (notice that commutativity is immediately im-
plied because of the tensor product structure). Notice that by construction,
Q c 9., and for finite dimensional Hilbert space, they turn out to be identical
[NPAOS]. The set Q corresponds to the set of correlations that the distant parties
Alice and Bob can attain.

The maximum winning probability using a quantum behavior P is given by

w(g) = il:g(K,P). (2.26)

In [NPAO§|, Navascués, Pironio, and Acin (NPA) introduced an infinite hi-
erarchy of conditions satisfied by any set of quantum correlations Q... Each
level of the hierarchy can be tested using semidefinite programming, and the full
hierarchy characterizes the set Q.

We will now construct a positive semidefinite matrix G whose entries contain
the values p(a,blz,y) from (2.25)), and then impose linear constraints on G that
capture the above conditions on the measurement operators A2 and By. The
rows and columns of G will be indexed by

Yi:={ejuX, ulp where Ya=XxA Yp=YxB. (2.27)
For each s € 31, define a vector in H as follows:

W) ifs=e,
() =1 Azl) if s = (x,a) € Ty, (2.28)
Bl if s = (y,b) € Sy,

and let G € R¥1*%1 he the Gram matrix of these vectors:
G = (UV(s)|U(t)), Vs,teX. (2.29)

Since G is a Gram matrix, it is clearly positive semidefinite:

G > 0. (2.30)

Notice that G contains all of the values p(a, bz, y) from [Equation (2.25)| as well
as some additional values such as (¢[¢), (¢)|AZ|¢)), and others.

Because of the various relations among the measurement operators A and B}
listed earlier, the Gram matrix G is subject to the following linear constraints:
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1. Since [¢) is a normalized state, (¢)[¢)) = 1 and thus
G..=1. (2.31)

2. Due to the completeness relations .y A% =1=% B}, we have that for

any vector [v) € H, ¥ ex(|Aflv) = (Plv) and Xex(v|AZ[Y) = (v]ih), and
similarly for B;.

Letting |v) = [¢(s)) for some s € ¥y, this translates to
Z G(x,a),s = Gs,s» Z Gs,(w,a) = Gs,67 Va e A, s¢€ Zla (232)

reX reX
Z G(y,b),s = Gs,s, Z G57(y7b) = GS757 Vbe B, S € 21. (2.33)
yey yey

3. Since within each measurement the projectors are orthogonal, we also have
(W|Az Az ) = 0 = (¢|BY By|) and thus

G (z,0),(',a) = 0, Ve+ao' eX,aeA, (2.34)

Gunwn =0,  Yy#y el beB. (2.35)

4. Since AZ are projectors, (|AZAZ[)) = (1| AZ|¢p) and likewise for B}, so

G(x,a),(m,a) = G(m,a),e = Gs,(x,a)a Vo e X) ae€ A, (236)
G(y,b),(y,b) = G(y,b)f = Gs,(y,b); Vy € y, bebB. (2.37)

5. Since the two sets of projectors commute, (Y|AZB|¢) = (Y|By Az[Y), we
have

G(%a)’(y’b) = G(y,b),(w,a)a Vo e X, Y € y, a € ./4, beB. (2.38)

Let Q; ¢ R¥*¥*AxB denote the set of all correlations @ such that there exists
a matrix G € R*1**1 which satisfies

G(:c,a),(y,b) = p(a> b|&3, y)a Ve X? ye yu ac “47 be B? (239)
as well as G > 0 and the linear constraints in (2.31)) to (2.38). Note that deciding

the membership of Q). in Q; is a semidefinite feasibility problem—it requires
finding a positive semidefinite matrix G > 0 subject to linear constraints.
Since, by construction, @ € Q;, we have that

w:=sup(K, Q) < sup (K, Q) = w;. (2.40)
PEQ PEQl
The value wy corresponds to the bound on the optimal winning probability of
the game given by the first level of the NPA hierarchy. We can compute it by a
semidefinite program as follows.
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Define a symmetric matrix H € R¥1**1 with entries
1
Haw), o) = Hiyp) (are) = §K(a, b,z,y), Vae Abe BxeX ye)y (2.41)

and 0 otherwise. Then (K,Q) = Tr[HG] is a linear function of G, so we can
compute the value of wi(G) via a semidefinite program that maximizes Tr[ HG]
over all positive semidefinite matrices G satisfying the conditions listed above.

The second level of the NPA hierarchy is obtained by a similar SDP that
involves a larger extended Gram matrix G whose rows and columns are indexed
by

We extend the original set of vectors |1(s)) from [Equation (2.28)| by defining new
vectors for the remaining elements s € 35 \ 31 as follows:

AzAZ|p) if s = ((x,a), (2',a")) € g x Dy,
[¥(s)) = AiBé’{liﬁ) if s = ((2,a), (y',0)) € ¥4 x Sp, (2.43)
BBy 1) if s =((y,0), (v, b)) € Xp x Xp.

As before in [Equation (2.29)] the entries of the extended G are also given by inner
products (1(s)|i(t)) for all s,t € 3y, and we impose additional linear constraints
on them similar to those in [Equations (2.31)| to |(2.38)[ to capture the fact that
Alice and Bob’s operators describe mutually commuting projective measurements.

We denote by Qy c¢ RAB*X*Y the set of all correlations () for which there
exists an extended Gram matrix G' € R¥2*>2 that agrees with Q) on X1, see
tion (2.39), and which satisfies the linear constraints for the second level of the
NPA hierarchy. Note that Qs € Q; since the second level imposes additional con-
straints compared to the first level. Intuitively, the ¢-th level of the NPA hierarchy
is obtained by considering the Gram matrix of the vectors of the level /-1 plus new
vectors obtained from products of ¢ projectors, see [Wat21l, NPAOS| for a more
formal description. The hierarchy is complete in the sense that limy_, . Qp = Q..

In this thesis, we will consider the SDP for an intermediate level of the NPA
hierarchy between Q; and Qs, the so-called level “1+AB”, where G is the Gram
matrix for the set of vectors labelled by

21+AB = Ell_l(EAXZB). (244)

"'We omit ¥ x ¥ 4 since Alice and Bob’s operators commute.



Chapter 3
Loss in single-qubit position verification

Quantum position verification (QPV) protocols typically encode quantum states
onto photons—as natural carriers that travel at the speed of light—to trans-
mit information between the verifiers and the prover. In practice, a signifi-
cant fraction of these photons is lost during transmission, as discussed in
recall that, for instance, at the C-band telecom wavelength (~ 1550 nm),
state-of-the-art single-mode optical fibers exhibit attenuation of approximately
0.15dB/km [CZD19]. This accounts only for transmission loss; additional losses
due to coupling inefficiencies and imperfect detectors must also be considered.
Crucially, such losses can severely compromise the security of QPV protocols.

In this chapter, we analyze the exact loss tolerance of one of the most widely
studied position-verification protocols in the literature: QPVygpg,. We show that
by explicitly distinguishing loss from noise—rather than treating it merely as an-
other form of error—security in the No Pre-shared Entanglement (No-PE) model
can be retained even when nearly half of the quantum messages are lost. However,
due to the structure of the protocol, there is a fundamental threshold: QPVgggs
becomes insecure once the loss rate reaches 50%.

To address this limitation, we introduce a family of extensions of the QPVypg,
protocol that offer improved resilience to photon loss, thereby enabling QPV to
be implemented over longer distances and in more lossy environments.

The results presented in this chapter are based on the following publication:

e Phys. Rev. Lett. 131, 140802, “Single-Qubit Loss-Tolerant Quantum Posi-
tion Verification Protocol Secure against Entangled Attackers,” by Lloreng
Escola-Farras, and Florian Speelman [EFS23].

35
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3.1 Introduction

The QPVppg, protocol, which will play a central role in this chapter, was orig-
inally introduced in [KMST1]. As outlined in the protocol proceeds
as follows: one verifier, Vg, sends a BB84 state to the prover, while the other
verifier, V4, simultaneously sends a classical bit z € {0,1} indicating the basis
(computational or Hadamard) in which the prover must measure the state. The
prover immediately measures the incoming qubit accordingly and broadcasts the
measurement outcome to both verifiers. All communication is assumed to occur
at the speed of light.

As discussed in [Chapter 1] this protocol can be perfectly broken by adver-
saries who pre-share a single EPR pair. This observation motivated the study
of the protocol in the No Pre-shared Entanglement (No-PE) model, where the
adversaries are not allowed to share any entanglement prior to the protocol’s
execution. Security in this model is motivated by the fact that generating and
distributing high-quality entanglement over long distances remains technologi-
cally challenging, so the No-PE model captures currently practical limitations.
In this setting, the protocol was shown to be secure in [BCE*14], with sound-
ness amplification under parallel repetition provided in [TFKWI13]. A tighter
bound was later derived in [RGI5], albeit in a slightly weaker model where the
adversaries are allowed a round of classical communication rather than quantum,
making direct comparisons difficult.

Despite its theoretical appeal, implementing QPVype, in practice faces serious
challenges, especially regarding photon loss in experimental setups. Two principal
approaches have emerged in the literature for addressing loss:

(i) Fully loss-tolerant protocols. This class of protocols remains secure under ar-
bitrarily high photon loss, with examples in [LXS*16, [ABSL22bl [ABSL.22a].
While promising for realistic implementations, these protocols have two no-
table limitations: (a) they tolerate only a limited amount of adversarial
entanglement [ABSL22al, and (b) they require near-light-speed transmis-
sion of quantum information.

(ii) Partially loss-tolerant protocols. In this approach, one explicitly bounds
the joint loss and error rates that an attacker can induce, with examples in
[QS15] and [Spel6b, Chapter 5].

Both limitations (a) and (b) persist for the protocols analyzed in this chap-
ter. However, with a slight modification—namely, the introduction of classical
information alongside quantum messages—we resolve these issues in [Chapter 4l
Notably, this type of modification is incompatible with fully loss-tolerant proto-
cols, which rely solely on quantum communication.

Since protocols are typically designed to tolerate a certain level of error, and
since we aim for robustness against photon loss, could the latter not simply be
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treated as another form of noise? In this chapter, we argue that distinguishing
these parameters is essential because they differ fundamentally in their quanti-
tative impact. We analyze the security of QPVypg, in the presence of photon
loss, focusing on adversaries in the No-PE model. The best existing bounds in
the lossless setting stem from reductions to monogamy-of-entanglement (MoE)
games [TFKWI13]. We extend this framework with binary answers to allow for a
third possible response—loss—and reduce the soundness analysis to computing
the optimal winning probability in such an extended game. We show that a naive
mixture of optimal strategies for the extreme cases yields the best attack.

Our analysis relies on a three-party scenario: a referee and two players (who
will take the role of the adversaries), where the referee performs a fixed mea-
surement and the players aim to guess the outcome. While SDP relaxations
for two-party scenarios are well-established [Weh06, NPAQS], three-party settings
introduce new complications. We overcome these using the Navascués—Pironio—
Acin (NPA) hierarchy [NPAOS] combined with additional linear constraints that
we derive from the nature of the protocol.

We then examine a natural extension of the QPVypg, protocol, in which V)
and Vi encode the qubit in k£ > 3 distinct bases. Although tightness is not
guaranteed for £ > 3, our numerical analysis reveals that increasing the number
of encoding bases significantly improves loss tolerance. For example, with k£ =5
and low measurement error, the protocol remains secure even when nearly 80%
of the photons are lost.

A similar extension was studied by Qi and Siopsis [QS15], but under a more
restrictive adversarial model. Their analysis assumes that attackers immediately
perform a projective measurement on each incoming qubit and communicate only
classically. By contrast, our framework allows arbitrary local quantum operations
and a single round of quantum communication. By reducing the problem to
an (extended) monogamy-of-entanglement game, we capture this broader set of
strategies—an expansion that, as shown in [ABSL22al, can fundamentally affect
security guarantees. Moreover, our protocol works for any number of encoding
bases k > 3, while the construction in [QS15] requires a large number of bases.

This chapter also improves upon the unpublished results of [Spel6b, Chap-
ter 5], which first employed SDP techniques to analyze QPV under photon loss.
Their numerical estimates were less tight—for instance, their bound for QPVgpg,
deviated by nearly a factor of two from the values obtained in our analysis. Our
approach sharpens these bounds substantially.

The method we develop for enabling SDP analysis in a three-party setting
has potential applications beyond QPV and may extend to a broader class of
cryptographic tasks that can be framed in a similar game-theoretic language.
This broader applicability lies beyond the scope of this thesis, and we refer the
reader to [EFS23] for an illustration of its use in quantum key distribution.
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3.2 The QPV{y,, protocol

In this section, we describe the lossy version of the QPVgggs protocol and its
generic attack in the No-PE model. We will use 1 to denote the total transmission
rate of photons from Vg, who sends qubits, to P. In addition, we assume that an
honest prover to have error rate p.,., due to imperfections such as measurement
errors or noise in the quantum channel transmitting the qubits. We define one
round of the lossy-QPVygg, protocol as follows:

3.2.1. DEFINITION. Letn denote the transmission rate of the qubits sent from V
to P. We define one round of the lossy-BB84 QPV protocol, denoted by QPVige,,
as follows:

1. Vo and V1 secretly agree on random bits v,z € {0,1}. Then, Vo prepares the
qubit state |¢) = H*|v) € {|0),[1),[+)[-)}-

2. Vo and V1 send |¢p) and z to P, respectively, with both signals propagating at
the speed of light in vacuum. The two verifiers coordinate so that the qubit
and the classical bit arrive at pos stmultaneously.

3. Immediately, P measures the received qubit in the basis z and broadcasts her
outcome, either 0 or 1, to Vo and V1. If she did not receive the qubit, i.e.
the photon was lost, she sends L. Therefore, the possible answers from P
are vp e {0,1, 1}.

4. 1f

(a) Vo and V1 receive their respective answers at the time corresponding
with pos, and they are equal, i.e. both receive the same vp, then, if

e vp =, the verifiers record ‘CORRECT’, denoted by ‘C’,
e vp=1-wv, the verifiers record “WRONG’, denoted by ‘W,
e vp =1, the verifiers record ‘NO PHOTON’, denoted by ‘L’

(b) otherwise, they record ‘ABORT’, denoted by ‘4 ’, and abort the protocol
rejecting the location.

See for a schematic of the original QPVypg, protocol. By replacing
the prover’s output v € {0,1} with vp € {0,1, L}, the same figure represents steps 2

and 3 of QPV}pe,. Note that setting 7 = 1 and pey, = 0 recovers the original
QPVgpss protocol.

In order to accept or reject the location, the verifiers run r sequential rounds
of QPVipe,- Let rc, rw, r, and 7, denote the number of times that the verifiers
output ‘CORRECT’, ‘WRONG’, ‘NO PHOTON’ and ‘ABORT’, respectively, after
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the r rounds. Given transmission rate 1 and error probability pe,., the verifiers
expect

rews 7‘7](1 _perr)7 w ® T'TPerr,

3.1
r,~r(l-n), ry; =0. (3:1)

The symbols ~ are due to the fact that in an implementation, the above values
would only be reached for r - oco. To make a decision based on the observed
outcomes, one must first define what it means for them to be sufficiently “close”
to the expected values in (3.1). To this end, we introduce a binary test
that determines whether the prover’s location should be accepted or
rejected based on the received data.

Assume that after r sequential repetitions, the verifiers did not receive any
‘ABORT’ answers, otherwise they reject the location. Notice that the verifiers
remain strict with r,, since an honest party would never send a different answer
to Vg that to Vy, and using current technology, her answers will arrive on time,
and therefore a single ‘4’ answer will suffice to reject the location of the prover.
Denote by a; € {C, 1,w} whether the answer they recorded in the round i was
‘CORRECT’, ‘NO PHOTON’, or ‘WRONG’. Consider the payoff function T;(a;) =
sin® Z1¢(a;) —sin® 21, (a;) — cos® Z1y(a;), for every round i of the protocol. Let

Fr:gixmm (3.2)

be the total score after r rounds. Fix a parameter e, > 0, which determines the
confidence level of the test that we introduce.

3.2.2. DEFINITION. Let g;, > 0. For the QPVipe, protocol executed sequentially
r times, we define the acceptance test TIEB3, also referred to as the decision
criterion, as follows: the verifiers accept the prover’s location if

I, >r(a-0), (3.3)

cos? ZIn(1/e . .
where § =/ M Otherwise, they reject.

We will next see that the test TZPB8 is complete: an honest implementation
of the protocol will be accepted, except with negligible probability. For an honest
prover (hp), we have that, for every round i,

. m . e T
E[inhp] = Sln2 gﬁ(l _perr) - S1H2 g(l - 77) - COS2 gﬁperr =t a(n7perr)7 (34)

and therefore, ]E[Fffp ] = ra. For simplicity, we will assume the dependence on 7

and pe, in o implicit. Then, by Hoeffding’s inequality [Hoe63|, see |[Lemma 3.2.3]
an honest prover will be accepted except with probability at most ey,.
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3.2.3. LEMMA. LetTy,...,T, be independent bounded random variables with T; €
[Ta, 2], for all i € {1,....r}, with —o0 < x, < 1, < 00. Then, for all § >0, the
following holds:
1r __2rs%
Pr[=>Y(Ti-E[Ti]) 26| <e Go=a)®, (3.5)
r

1=1

In addition, we will see that for any attackers in the No-PE model—which, as
discussed in [Chapter 1} imposes only that no entanglement is shared prior to the
execution of the protocol in each round—the test TZBB8 is sound: any attackers
in this model will be rejected with high probability—in particular, we will show
exponentially high probability (in 7). This test is engineered from the analysis of
the correlations attainable by attackers in ensuring that they are
rejected except with negligible probability; see the proof of [Theorem 3.2.11] for
details of its construction.

We say that a protocol is secure in a given model if it admits a test that is both
complete and sound (for any adversaries acting according to the model). Next, we
will show that TrBB8 fulfills both conditions for a certain range of transmission
rate n and qubit error pe,, and thus showing that QPV]y., is secure.

In order to prove security for QPVige,, in we first show that, in
a round, for a range of values of 1 and pe,,, any adversaries in the No Pre-shared
Entanglement (No-PE) model are unable to reproduce the outcome probabilities
specified in (3.1)). This provides intuitive evidence that attackers cannot mimic
the behavior of an honest prover, and that their actions can be statistically dis-
tinguished. We will later show that the test TZPB8 achieves this.

For the security analysis, we will consider the purified version of QPVgpg,,
which is equivalent to it. In this version, instead of V, sending BB84 states, V|
prepares an EPR pair [®*)yp and sends the register P to the prover and keeps
register V. At a later moment, V, performs the measurement { H#|v)(v|y H?}ye(0,1)
in his register V. In this way, the verifiers delay the choice of basis in which the
qubit is encoded, which, in contrast to the above prepare-and-measure version,
will make any attack independent of the state sent by V.

Whereas it is well-known that adversaries sharing an unbounded amount of
entanglement can always successfully break any QPV protocol [BCF*14], the
proof of the security of the QPVypss protocol under attackers that do not pre-
share entanglement [BCF*14] opened a branch of study, motivated by adversarial
models that restrict attackers in a more realistic way. The most generic attack
to QPVige, (purified version) in the No-PE model consists of:

1. Alice and Bob prepare an arbitrary quantum state o4,, and Alice holds it.
Since the attackers do not pre-share entanglement, any quantum operation
that Bob could later perform as a function of z can be included in Alice’s
operation (see e.g. [BCEF*14, TFKW13]).
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2. Alice intercepts the qubit register P, and applies an arbitrary quantum
channel Epa,-ap to it, and to 04,. The subscript PA; - AB indicates that
the map has input and output registers PAy, and AB, respectively. Let
pvap be the resulting state, that is, Iy ® Epa,ap(|P* WP |y p®0Ta,) = pras.
Alice possesses registers A and B, and Vg holds V. On the other side, Bob
intercepts z, and copies it.

3. Alice keeps register A of p and sends register B to Bob. Bob keeps a copy
of z and sends a copy to Alice.

4. After one round of simultaneous communication, each party performs a
POVM {AZ} 401,y and {Bf}peo1,1), on registers A and B of the state
p, and they send answers a,b, respectively, to their corresponding closest
verifier.

See [Figure 3.1| for a schematic representation of a generic attack to QPVipe,
in the No-PE model. The tuple S, := {p, Az, B7}. ., will be called a strategy

for QPVipes-

position
| | | | |
| | | | |
Vo Alice pos Bob Vi,
Iy ® E(|0* ) (*[yp ® 04,) = pvas =
A B z <
time
{Az}, PVAB {B; 1
e N

Figure 3.1: Schematic representation of a generic attack to QPV}ge, in the No-PE
model. Straight and undulated lines represent classical and quantum information,
respectively. The gray-shaded region represents the state py 4p.

To illustrate how photon loss can be exploited by adversaries, we briefly recall
the simple guessing attack discussed in [Chapter 1| Suppose the verifiers expect



42 Chapter 3. Loss in single-qubit position verification

that an honest prover would have a transmission rate of at most 7 < £, meaning
that half or more of the photons are lost in transit. In contrast, since the adver-
saries may position themselves closer to the verifiers and intercept most of the
transmitted photons, we give them the extra power of intercepting all of them.
The attack proceeds as follows: Alice selects a random bit Z € {0,1}, measures
the received qubit in the Z-basis, and forwards the outcome and Z to Bob. After
a single round of simultaneous communication, both attackers know whether the
guess was correct. If Z = z, they return the measurement outcome; otherwise,
they claim photon loss, i.e. output L. Since the basis guess is correct with prob-
ability 1/2, this strategy succeeds with probability 1/2—matching the expected
success rate of an honest prover under n = % We refer to this strategy as the
guessing strategy, denoted Sgyess.

The probabilities that the verifiers, after the attackers’ actions (for the ran-
dom variable Vp) record ‘CORRECT’, ‘WRONG, ‘NO PHOTON’, and ‘ABORT’

(different answers) are thus, respectively, given by

do = Pr[Vap=c] = %WE%J}TI"[/)W ® 4@ B, (3.6)
awi= Pr[Vap = W] = o X mledi,eBi] (3.7)
4= Pr{Vap =1] - %%} Te{ply ® A ® B7], (3.8)
p=PilVas=4l=3 > Tde4ien] (3.9)

a#be{0,1,1},z¢{0,1}

In every round i € {1,...,7} of the protocol (executed sequentially r times), the
attackers will pick a strategy S} that can depend on the previous rounds. A
strategy Si will induce a probability vector q' = (qé,qﬁ,q\ﬁ,,qé). In an honest
implementation,

Pr[vAB = C] = 77(1 _perr) =: Pc;, PI[VAB = W] = NPerr = Pw,

3.10
Pr[Vap=L]=1-n=p,, Pr[Vap=4]=0=p;. (3.10)

This defines a probability vector p, = (pc, p1, pw, s ) that the honest prover would
ideally reproduce. An attack is successful if the verifiers cannot distinguish if their
data came from the distribution py,,...py, (r times) or from q'...q". As mentioned
above, in we provide a test to distinguish between these two cases

based on the received data.

3.2.1 Exact loss-tolerance of QPV%B84

A single round attack to QPV}ge, for n =1 can be identified with a so-called
monogamy-of-entanglement (MoE) game, introduced by Tomamichel, Fehr, Kaniewski
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and Wehner in [TEFKW13], formalized below in [Definition 3.2.4] and generalized
by Johnston, Mittal, Russo, and Watrous [JMRW16]. The authors of [TEKW13]
showed that the optimal probability that the attackers are correct in one round
of the QPVpggg, protocol is cos?(§). Moreover, they show strong parallel repe-
tition, i.e. if QPVpypg, is executed m times in parallel, the probability that the
attackers are correct is at most (cos?(§))™. Here we consider an extension of a
MoE game, which we will call lossy MoE game, that will capture a round attack

of QPV}pe,—specifically step 4—and extensions of it, see [Section 3.3|

3.2.4. DEFINITION. Let Z andV be finite non-empty alphabets. Let V.7 be POV Ms
of the same finite dimension for all (z,v) € ZxV, and let M :={V;?},,. A lossy
monogamy-of-entanglement game with parameter n e [0,1], played by a referee,
with associated Hilbert space Hg, and two collaborative parties Alice and Bob,
denoted by

G77 = (naM)a (3‘11)

is described as follows:

1. Alice and Bob, with associated Hilbert spaces Ha and Hp, respectively, pre-
pare a quantum state prap € S(Hr® Ha ® Hp).

2. They send register R to the referee, holding on registers A and B, respec-
tively. The two parties are no longer allowed to communicate.

3. The referee chooses z € Z uniformly at random and measures register R

using {Viz}, to obtain the measurement outcome v. Then, he announces z
to Alice and Bob.

4. The collaborative parties make a guess for v and they win the game if
and only if both either guess v correctly or both answer L (with probabil-
ity 1 =n). In order to obtain the answers, Alice and Bob perform POVMs
{Az}aevoqy and {BZ}aevuguy on their local registers, respectively. The tuple
Sy = {praB, AZ, BZ fuevu(i},2ez Will be called a strategy for G,.

The lossy constraint, i.e. answering L with probability 1 —n, is given by

|Z| Z;STI‘ pRABHV®A ®BZ] =1-n. (312)

See [Figure 3.2]for a schematic representation of a lossy MoE game. A monogamy-
of-entanglement game G as introduced in [TEKW13] is recovered by setting n = 1,
i.e. G=G,-;. The winning probability of a lossy MoE game G, given a strategy
Sy = {praB, AZ, B }vevu(1},zez, is given by

W(Gnvsn) | ZTI pRABVZ@)AZ@BZ] (313)

| Z
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The optimal winning probability is given by the supremum of (3.13) over all
possible strategies, i.e.

w(G,) =supw(G,,S,). (3.14)
S"
z z z
{ { |
R A B
° PRAB [ °
{sz}v {Ag}a {Blf}b
{ { 1
v a b

Figure 3.2: Schematic representation of a lossy monogamy-of-entanglement game.
The gray-shaded region represents the tripartite quantum state prap prepared
by Alice and Bob and shared amongst the three parties. The referee, Alice and
Bob are denoted by R, A and B, respectively.

3.2.5. REMARK. (The guessing strategy). Consider a lossy monogamy-of-entanglement
game where {V/?}, . are projective measurements. Then, Alice and Bob can make

a guess z for z that will be correct with probability % They can pick a fixed
answer a #1 and send a state [¢)) € Hr that lives in the subspace that V? projects
onto, i.e. Vi) = |1p). Then, if they receive z = Z, they answer a and otherwise,

they answer 1. This strategy based on guessing z is such that Alice and Bob are
going to be correct with probability % and will answer 1 with probability 1 - é;

they will never give a wrong answer.

As shown in [TFKW13|, any strategy can be purified in the sense that, by
enlarging the Hilbert spaces if necessary, one may assume prap = [V){(¥)|grap for
some pure state [t)) € Hr ® Ha ® Hp, and that the local measurements { Az}, and
{B;}s are projective for all z € Z. From now on, we will assume our strategies
are of this purified form.

Next, we describe the GBB8 game, originally introduced in [TEKW13|, which
was used by the authors to show security of QPVggg, in the No-PE model. We
will later use its lossy version to show security of QPVipe,-

3.2.6. ExaMPLE. The BBS84 monogamy-of-entanglement game is described as
follows. Alice and Bob prepare a quantum state and send a qubit from it to
the referee, who chooses uniformly at random to measure the qubit either in the
computational or the Hadamard basis. Upon knowing the choice of basis, the
task of Alice and Bob is to guess the measurement outcome. Using the above
terminology, the game is given by

GPP¥ = (n=1,M), (3.15)
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where M = {V{#, V7 }.ero.1y, with V7 = H#|0)(0|H* and V¥ = H?|1)(1|H?, where H
is the Hadamard transformation. Varying 7 € [0, 1] defines the lossy BB84 MoE
game, denoted by GEB8.

The GPB8 game can be associated with an attack to the QPVppg, protocol
in the sense that having a strategy to break the protocol in the No-PE model
implies having a strategy for the MoE game [TFKW13, Section 5|, and therefore

Pr[Vag = ¢] < w(GP5®). (3.16)

In a similar manner, it follows that having a strategy S5t for GEF# implies
having a No-PE strategy for QPVye,. The idea is that in step 4 in the attack de-
scribed above, the attackers start with a tripartite state shared among the verifier,
Alice and Bob and their task is to correctly guess the measurement outcome of the
measurement which is performed on the verifier’s register. In the QPVgpg, pro-
tocol case, verifier V plays the role of the referee with associated Hilbert space
Hy = C?, with Z={0,1} and V = {0,1}. In the purified version of QPVpye,, Vo
performs the measurement M = {Vi7 = H#|0)(0|H=,V? = H*|1){1|H?}.c(0,1y, and
the two collaborative parties, who correspond to the attackers, want to break the
protocol by guessing the verifier’'s outcome. We refer the reader to step 4 of the
attack on QPVye,, illustrated in [Figure 3.1) and note that it corresponds to a
lossy MoE gamdT], depicted in [Figure 3.2}

The strategy Siexw = {[U)N(¥], A2 = a0, BZ = a0}, Where [th)y = cos §[0)y +
sin §|1)y, gives the optimal probability of winning the GP5%4 game [TFKWI3]
(see discussion below) and thus the optimal probability of being correct attacking
the QPVppges protocol is upper bounded by

1
Pr[Van = ¢] = 5 3 Tel[) eV © A7 @ B;] = cos’ g (3.17)

This strategy also gives Pr[Vap = W] =sin®Z and Pr[Vap = 4] = 0. Comparing
these probabilities with , and considering that 1 = 1, the attackers could suc-
cessfully attack one round of the QPVpgg, protocol if pe,., > sin g ~0.15. In terms
of an attack to QPVppg,, the strategy Sipcw comes from the attack described as
follows (see : Alice intercepts the state sent by Vo and measures it
in the Breidbart basis {cos £|0) + sin §[1),sin £|0) — cos Z|1)}—associated with 0
and 1, respectively—i.e. a projective measurement onto the state that has maxi-
mum overlap with |0) and |+). Then, Alice broadcasts the outcome a, and both
attackers answer a to their respective closest verifier.

Notice that if in a attack the attackers actually answer, meaning that they do
not respond ‘1’, we have

Pr[Vap=C|Vap #L] +Pr[Vap =W | Vap #L] + Pr[Vap =4 | Vap #1] = 1.
(3.18)

! Although not represented in the figure, Vi performs the measurement {V,?}, in his local
register V of the state pyap.



46 Chapter 3. Loss in single-qubit position verification

In fact, since for QPV we impose Pr[Vap = 4] =0, the above expression reduces
to
Pr[Vap=C|Vap #L] +Pr[Vap =W | Vap #1] = 1. (3.19)

We define the probability of winning, p.;, as the maximum probability of being
correct conditioned on answering, i.e. pu, = maxPr[Vap =C | Vap #L1], which
has the interpretation of the normalized (over the conclusive answers) optimal
probability of answering ‘CORRECT’. Showing that p,,;, has a constant gap below
one would imply that, over the conclusive rounds, the attackers cannot be correct
as many times as they want, and if p,;, is below the expected value of an honest
prover, i.e. (1 = pe,), the attackers will not be able to mimic her behavior. On
the other hand, for our security approach, we will consider the probability that
the attackers can actually play (answer)—mnot answering ‘1"—in the GE#% game,
i.e. given a strategy S, = {|¢), AZ, B{ }. 4, the probability that they answer, pgs,

1
Pans = Pr[VAB = C] + Pr[VAB = W] = 5 Z <77Z)|ACZLB5|77Z)>7 (320)
a,ze{0,1}

where we used the following simplified notation: when clear from the context,
tensor products, identities and 1 will be omitted, e.g. (¢|Vi ® A7 ® Bi|y)) =
(Vi AiBf). Moreover, if attackers want to mimic an honest prover, they have to
be consistent with the error p,,.,., that is,

(GABD) (VeasBs)
VoA + A B+ By ~ P Vs + A (Bg + Bp)) P

(3.21)

where we impose that the error rate for both outputs 0 and 1 is upper bounded
by the same amount for all inputs z.

Notice that if p,,s = 1 while satisfying , the attackers can always attack
the protocol without being caught. Using , the security of the protocol
can be regarded as the maximum probability that the attackers can respond
without being caught, and the protocol will be proven to be secure if the attackers
cannot reproduce p.,s = 7 for a given p,,.., we formalize this idea in the following
definition.

3.2.7. DEFINITION. We define the security region SR of the QPVipe, protocol
as the set of pairs (Perr, Pans) € [0,1]x[0, 1] for which no strategy SF5%* (and thus
no successful No-PE strategy) exists that breaks the QPVige, protocol with the
corresponding error and response rate. A subset of SR will be denoted by SSR.
We define the attackable region AR as the complementary set of the SR. A subset
of AR will be denoted as SAR.

Therefore, our interest relies on maximizing expression (3.20) over all the
strategies SPB8 fulfilling (3.21)) to break the QPVig,, protocol. However, un-
like the set of probabilities achievable by classical physics, the set of probabilities
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attainable by quantum mechanics, @, has uncountably many extremal points, see
e.g. [BCP*14], and therefore it makes the optimization problem a tough task.
On the positive side, in [NPAOS], Navascués, Pironio and Acin (NPA) introduced
a recursive way to construct subsets Q, > Q1 2 Q for all £ € N with the prop-
erty that each of them can be tested using SDP and are such that NyyQr = Qo
where Q., o Q is the set of probabilities obtained by Alice and Bob perform-
ing commuting measurements on a joint Hilbert space instead of tensor product
measurements. For finite-dimensional Hilbert spaces, both sets are equivalent.
For all a,b € {0,1,1} and all 2,2’ € {0,1}, the elements (AzB;') will appear
in the maximization problem solvable via SDP, and they are bounded by linear
constraints given by Qy, see [Section 2.4l In addition to these constraints, we
impose the additional linear constraints which we derive from QPV]y.,, i.e. since
in the protocol the verifiers abort if they receive different messages, from ,

(A2B7)=0 Va#be{0,1,1},Vze{0,1}, (3.22)

and the prover subject to a measurement error p.,,, see |Proposition 3.2.8|

3.2.8. PROPOSITION. Let a,b € {0,1}. For all z,2' € {0,1}, the terms (AzB}')
can be bounded by per by the following inequality:

22— V7 + Vi I(ALB]) < perr 3 ((AZBZ) + (A2 BY)). (3.23)
ab a

The proof of |[Proposition 3.2.8|is a particular case of the proof of |[Proposition 3.3.2]
The value of pns in (3.20) can be therefore upper bounded by the SDP problem:

1
max — Z (AzZBZ);
z,a€{0,1
- o : : BB84 (3.24)
subject to: the linear constraints for S, € 9y,

and equations ([3.22)) and (3.23)).

Where, abusing notation, we denoted S{?Bs‘l € Q, meaning that the probabili-
ties obtained from SnBB84 belong to the set Q. w shows the solution of
the SDP for different values of p,,, for the first and second level of the NPA
hierarchy using the Nepol2sdpa package [Wit15] in Python. The values above the
solution for any given p.,.,. represent points there does not exist an attack such
that pa.s =1 and therefore correspond to SSR, the area represented in light blue
in |[Figure 3.3 The results plotted in coincide with the tight bound of
the winning probability of the MoE game attacking the QPVyge, protocol, since
Pans Teaches 1 for pe,, = 0.1464 =~ sin®(7/8).

3.2.9. PROPOSITION. The function pans(Perr) for per € [0,1] obtained by the
solution of (3.24)) is monotonically increasing, i.e. if pO.. < pl ., then pans(p2,.,.) <
pans (péTT) °
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Proof:
[Proposition 3.2.9| follows from the fact that pu,s(pl..) is obtained by an SDP
which is a relaxation of the restrictions of the SDP providing pa,s(pS,,)- o

Informally, [Proposition 3.2.9| assures that between two numerical solutions
for different p,, there are no ‘abrupt jumps’, more specifically, in any
solution between two plotted points cannot be greater than the point on the right.
Consider the strategy SBB84| given by the probabilistic mixture of playing
the strategy Sppxw with probability p and Sguess = {|0)(0], A% = 040, AL = 04,1, BY =
da0, B} = 0,4, } with probability 1-p, conditioned on answering. As long as pans < 1,
for each p, this mixture gives a unique pair of (Perr, Pans) (for pans = 1, take
the minimum p,,,), and we equivalently denote SEB%| by the corresponding
(Perrs Pans) as SEB8| . ..)- The values of py,s obtained by this strategy, see
continuous line in [Figure 3.3] provide a region where the protocol is attackable,
ie. a SAR.

Since the SSR obtained from the second level of the NPA hierarchy and the
SAR obtained from SZ5%|, are such that SSRuU SAR = [0,1] x [0,1], up to
infinitesimal precision, it means that they correspond to SR and AR, respectively,
i.e. the solutions of the SDP for ¢ = 2 converge to the quantum value and
are tight. This means that represents a full characterization of the
security of the QPV]e, protocol under photon loss with attackers that do not
pre-share entanglement, and the light blue region encodes all the points (perr,n)
where the protocol is secure. The result is summarized as follows:

1.0 1 o+
0.9 4

0.8 1

Pans

0.7

0.6

0.5 4

0.00 0.05 0.10 0.15 0.20
perr

Figure 3.3: Solutions of the first, £ = 1, (blue dots) and second level, ¢ = 2, (blue
pluses) of the NPA hierarchy for the SDP ([3.24]). The light blue and the gray area

correspond to SR and AR, respectively. The continuous line represents SE584| .
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3.2.10. REsSuULT. In the No-PE model, if attackers answer with probability n
and never respond inconsistent answers, the optimal probability that they answer
‘CORRECT " in a round of QPV]ye, forne[3,1] is given by

max Pr{Vp = ¢} zcosz(g)n+sin2(g)(1—n). (3.25)

3.2.2 Sequential repetition of QPV} gy,

Recall that in every round of the protocol, attackers will pick a strategy S; that
can depend on the previous rounds. Assume that the verifiers did not receive any
‘ABORT’ answers, otherwise, they reject the location. Let '#" denote the total
score that the attackers (att) get, defined in (3.2). In the next theorem, we show
that attackers in the No-PE model will fail the test TrPP84 with exponentially
high probability.

3.2.11. THEOREM. Consider the r sequential repetition of QPVipe,. Let €,> 0,
n and pe, be such that o= 6 > 0, with 6 = (cos* Z1In(1/ey)/r)/2. Then, any
sequential strategy to attack QPVige, in the No-PE model fulfills that E[T'#] < 0.
Moreover, the probability that the attackers are accepted in the Tgh8384 test s
exponentially small:

Pr[T% > r(a - 8)] < e (@02, (3.26)

[Theorem 3.2.11| shows that there exists a test which is both complete and
sound, and thus, the QPVig., is secure for the corresponding n and pe,.. The
existence of this test implies that after r rounds, attackers will be caught with
exponentially high probability.

The points (7, perr) such that o > 0 correspond to the blue region in
and also below the black dots in [Figure 3.4—the above o - § corresponds to a
shift that can be made small by increasing the number of sequential repetitions.
The proof of [Theorem 3.2.11]is a particular case of the proof of [I'heorem 4.2.13]

3.3 The QP\/ZQ protocol
¥

In [Section 3.2.1| we showed security of QPV},., in the No-PE model. Neverthe-
less, the protocol was shown to be secure only for transmission rate 7 > %, which

is still very hard for current technology to achieve. For this reason, we propose a
family of protocols that generalize QPV} 5, by encoding the bit v in more bases,
rather than just the computational or Hadamard basis. We will see that similar
techniques as in can be used to prove security for this family of pro-
tocols. In this section, we generalize the results of [Section 3.2.1] showing security
in the No-PE model and reaching arbitrary constant photon loss tolerance.



50 Chapter 3. Loss in single-qubit position verification

Figure 3.4: Probability simplex A, for probabilities (pe,p.,p1) taking respective
values on X = {C, 1,1}, where 1 (incorrect) denotes either w or 4. Black dots
correspond to numerical solutions of for £ = 2. The dark region is the set
of probabilities that [['heorem 4.2.11| excludes, and the black straight line is the
intersection between Ay and the plane vepe — vip. — mipr = 0.

Independently and around the same time, Buhrman, Schaffner, Speelman,
Zbinden [Spel6b, Chapter 5] and Qi and Siopsis introduced extensions
of the QPVggss protocol. Both are based on allowing the verifiers to choose
among more than two different qubit bases, which for the QPVggg, protocol
corresponded to the computational and the Hadamard basis. The protocol in
allows V( choosing among k bases, for an arbitrary k > 2, different
orthonormal bases in the meridian ¢ = 0 of the Bloch sphere depending on the
angle 6 € [0, 7), where these are uniformly distributed, i.e. § € {3, ..., k—;lw}, and
the bases are {|0p),|19)}, where

0 0 6 6
= — in — :=sin =|0) — —|1). 3.27
|0g) (3082|O)+sm2|1), |1q) sm2|0) COSQ|1> (3.27)

Recall that the QPVypgs protocol is recovered taking k£ = 2, where 6§ = 0 and
¢ = 5 correspond to the computational and Hadamard basis, respectively. On
the other hand, the extension in allows the verifiers to choose among
k encoding bases over the whole Bloch sphere, however such an extension only
works for k£ large enough and not all large integers are allowed.

Here we present a similar extension allowing to choose k random bases over
the Bloch sphere for all k£ > 2, which works regardless whether £ is large or small,
and we prove that this translates to better security in case terms of the loss-

tolerance of the quantum information in an experimental implementation. We
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add the ¢ parameter corresponding to the azimuth angle to the states in (3.27))
as a phase €% in front of [1), in a similar way as in [QS15]. We do however use a
slightly different procedure than [QS15] to compute the precise angles, to make
the basis choice more uniform (see below).

3.3.1 Discrete uniform choice of basis over the Bloch sphere

In order to avoid accumulation of points in the sphere around the poles due to
the unit sphere area element df) = sinfdfdp, a continuous uniform distribution
of points can be made by taking [Wei]

6 = cos™'(2u - 1), @ =21V, (3.28)

where u and v are uniformly distributed over the interval (0,1). Notice that
allowing ¢ € [0, 27) would imply having duplicate bases (i.e. the same basis vectors
in different order), thus, ¢ will be restricted to take values in the range [0,).
Moreover, in the discrete case we are interested also in the north pole of the
sphere (6 = 0), corresponding to the computational basis, and therefore in order
to include it, discretizing the sphere with %y different 0 and with k, different ¢,
the 0 must be included in the range of u, i.e. u € {%, .., R 1} Slmllarly, in order
to have the Hadamard basis (and the bases in between "them in the meridian
p=0),ve {%,...,k*" B2V Let @ = kou and @ = k,v, which determine the kyk,
points of the discretization. Let z := 40 = k,u + 0, therefore, given z € [kgk, ], one
can recover @ = |x/k,| and © = x mod k., where [*J stands for the floor function.
Notice that this discrete parametrization has k, degenerate points for @ = kg - 1,
corresponding to (6 = 0,¢), which can be easily removed by z taking values in
the range {0,...,m—1}, where k := k,(kg—1) + 1. Therefore, we can discretize the
bases in the Bloch sphere depending on z so that Vz € [k],

z mod k.,

0(z)—arccos(2([z/kj D-1), e = (3.29)

Then the protocol is extended allowing the verifiers to choose among the bases

{]0.),]1.)} for z € [k], where
0,) = cos @\O) +e%() gin (Z)|1) 1.) = 9( )|O) e(?) cos @H)_ (3.30)

Note that for any k£, we can discretize the bases in as many ways as divisors
k-1 has in the following way: one chooses the number of 6 and ¢ as (kg,k,) =
(dp +1,% ) for each dj, divisor of k- 1. As examples, the choice (k, kg, k,) =
(2,2 1) Corresponds to the computational and Hadamard bases, and the choice
(k, ko, ky) = (3,2,2) to the computational, Hadamard bases and the basis formed
by the eigenvectors of the Pauli Y matrix.
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Based on [Section 3.3.1] we introduce an extension of the QPV3ge, protocol,
which we denote by QPVZW, where kg, is the sort notation of (k, kg, k).

3.3.1. DEFINITION. Letn denote the transmission rate of the qubits sent from V
to P, and let kg, be as described above. We define one round of the QPVZW pro-

tocol as follows:

1. Vo and Vy secretly agree on v € {0,1} and z € [k]. Then, Vo prepares the
qubit state |v,) as in (3.30).

2. Vo sends the qubit |v,) to P, and Vi sends z to P coordinating their times
so that they arrive at pos at the same time.

3. Immediately, P measures the received qubit in the basis {|0.),[1.)} and broad-
casts her outcome to Vo and V. If, due to experimental losses, the qubit did
not arriwe at pos, P broadcasts ‘NO PHOTON " with the symbol L. Denote
the response by vp.

4. 1f

(a) Vo and V receive their respective answers at the time corresponding
with pos, and they are equal, i.e. both receive the same vp, then, if

e vp =, the verifiers record ‘CORRECT’, denoted by ‘C’,
e vp=1-wv, the verifiers record “‘WRONG’, denoted by ‘W,
e vp =1, the verifiers record ‘NO PHOTON', denoted by ‘L’

(b) otherwise, they record ‘ABORT’, denoted by ‘4 °, and abort the protocol
rejecting the location.

Notice that QPVige, is recovered for k£ = 2, with the unique choice of kg = 2
and k, = 1. In order to accept or reject the location, the verifiers run QPVZW
sequentially r times. The verifiers accept the prover’s location if the answers
they receive match with n and pe,,, which is the same condition as for QPV{g.,,
see . Analogous to QPV]g,, for each choice of kg, from the analysis of the
correlations shown below in one can construct a decision test to make
the binary decision to either accept or reject, see proof of [I'heorem 3.2.11| for how
to construct it.

3.3.2 Security of the QPVZ@W and improved loss-tolerance

Analogous to the analysis of QPV{,pe, in[Section 3.2.1| for the security analysis, we
will consider the purified version of QPVZW, where, in [Definition 3.3.1|, in step 1,

V, instead of preparing the qubit |0,), prepares the EPR pair [®*), sends one
qubit register to P, and keeps the other register. In a later moment, V, measures
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his local register in the basis {|0.),]|1.)}. An attack on the QPVZW protocol can
be associated with a monogamy-of-entanglement game in the following way: fix
ko,, and let V' be the register of the qubit of Vj, with associated Hilbert space
Hy = C?2, with Z = [k] and V = {0,1}. Verifier V, performs the collection of
measurements,

Moo = {VF Vi oeqo, k1) (3.31)

-----

where Vi =10,)(0.] and V¥ = |1,)(1.|, with implicit dependence on kg, (see ([3.29)
and ) The two collaborating parties in the MoE game correspond to the
attackers who aim to break the protocol with their guess. Then, the attackers
Alice and Bob, with associated Hilbert spaces H4 and Hpg, respectively, have
to win against the verifiers both giving the same outcome to them or declaring
photon loss. Thus, having a strategy to attack the protocol implies having a
strategy for the lossy MoE game specified by the choice of ky,:

Gy = (n, M¥1e). (3.32)

A strategy for Gﬁg‘P is given by Sf,"“" = {|V), Az, BZ }aeto,130(1},¢[k]-
In [TEKW13] the following upper bound to win a generic MoE game G = ({V/?},,)

is given:
Z ,
w(G) < |Z| | ||Z| \/max max [\/ViZ\/ V7 |2 (3.33)

z+z'eZvw'eV

The security analysis of the QPVZOW protocol will be based, in the same way as

the QPV{pe, protocol, on maximizing the probability that the attackers ‘play’
without being caught:

1
Pans = E Z <¢|A§Bé|w> (334)
z€[k],ae{0,1}

As in the QPVi,e, protocol, the constraints will be the linear constraints implied

by Sf;W € Qy, the analogous to (3.22)), i.e.
(AZB7)=0 Vazbe{0,1,1},Vze[k], (3.35)

and the inequalities given in [Proposition 3.3.2[ bounded by pe.

3.3.2. PROPOSITION. Let a,be{0,1}, a? = (iy|as) and B2 = (iz|by) forie {0,1}.
The terms (AZBZ') can be bounded by per by the two inequalities below:

2(2 IV + Vi (AL B <pm2( (AB7) + (A7 BI)), (3-36)

and

2 (4= + 1BV + (L + g P)Vi + BoBT710)(La] + 557 BY[12)(0] + agai™[0.) (1|

a,b
+ @ |1 )0, )(AZBE) <per,,((2+max|ﬁj| )Z (AZB?) + (2+max|a |2 )Z (AZ'BZ)).

(3.37)
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The proof of [Proposition 3.3.2| relies on combining both expressions in (3.21]),
using Az + A? <T and B + B? <1 and bounding terms by the norm of the sums
of the projectors V2.

Proof:
Combining both expressions in (3.21]), using the properties of the projectors and
equation (j3.35]), we obtain the inequality

(VP AGBG) + (VAL BY) < perr ({(AGB5) + (AT BT)). (3.38)

Because of (3.35)), from ({3.38]) we get

(Vi AG) + (V5 AT) < perr ((AG BG) + (AT BT)), (3.39)
(Vi Bg) + (V5" Bi) < perr ((A5 Bg) + (A1BY)), (3.40)
(VP AG) + (Vi BY) < perr ((A5B5) + (A1 BT)), (3.41)
(Vi'Bg) + (Vi A7) < perr (A5 Bg) + (AT BT)). (3.42)

We will use the above inequalities to find linear constraints on the entries of
the Gram matrix G corresponding to (AzB;'). Consider

AA;B;) = 2Te A; @ Bf ) = (Vi + Vi )AZB ) + (Vi + Vi) ATBY)

z z Rz z z Dz 2z P2 (343)
= <(Va + VE; )AaBb ) + (‘/l—aAaBb > + (VvlfbAaBb )7

then, summing over a and b, we get

2 (AZB) = Y (((VE+ VE))AZBE ) + (VEA(BE + BY ) + (Vi Ai(Bg + Bf )+
ab

ab
(VE (A + ADBE) + (Vi (Ag + A BY)
<SN((VE+VENAZBE ) + (VEAR) + (VEAG) + (VP BE ) + (VE BY ),
ab
(3.44)

where we used that AZ+ A? <1 and B + B <. Then, using and (3.40),
we recover (3.30]).
On the other hand, recall that V? = |a,){a.| and V?" = |b./)(b./|, and we can

write
|&2) :O‘8|OZ’>+Q%|1Z’>’ |bZ’> :B(IJ)K)Z)"'B%HZ)» (345)

where of = (ia.) and 8} = (j.[b./), where the dependence on z and 2’ is omitted
for simplicity. We write the projectors V;? and Vbzl in the other basis in such a

way that
= |agPVE" + [adPVE + agad®[0.)( L] + af a1 (0],

2! z z * * (346)
Vb = |58|2V0 +|ﬁ?|2vl +B8 ? |OZ><12|+50 5f|12)<02|~
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Plugging (3.46) in (3.43), summing ({3.43)) and summing over a and b in {0,1},
A3 (AZB]) = (L +IB3P)VE + (1 +[afP VG + 8387710 )(1] + 59" B [1.){0. ]+
a,b

g0 (1| + af | L0 AGB5 ) + (2 + |BIP)(VEASBS ) + (2 + o} )V A5 B )+
(((L+ 183V + (1 + o) Vi + 55 B17[02)(La] + B5* B[ ){0. ]+
g0 ) (1| + af | L 0 AGBT ) + (2 + |BIP)(VEAS BT ) + (2 + |af ) (V5 A5 BT )+
(((L+BIPYVE + (1 +|ag) Ve + 3067 (02) (L] + B3 BT ){0. ]+
g |02 ) La| + ag*ad L0 ) AT BE ) + (2 + [P ) (VAT BE ) + (2 + i )V AT B )+
(((L+[BIPIVE + (L +]adPIVE + B 817102 )(La] + B3 B1112)(0]+
agar” |02 )L + ag a1 N0 ) AT BT ) + (2 + G5 P) (VAT BT ) + (2 + |a(1)|2)<vo(z;;f7f;f’>-

Using that Az + A7 < T and B + B <1 and (3.39) and (3.40), as in the
derivation of (3.36]), and bounding the terms that do not correspond to (Vi_, A, Byp)
or (V/ ,A,By) by the operator norm, we obtain (3.37). |

1.0 4 T tannans
0.9 + . : +++
0.8 1 )

0.7 1 Loy

Pans
+

0.6 O
0.5 —

ot Lt
0.4 1 .;_+++

0.3

0.00 0.05 0.10 0.15 0.20

Figure 3.5: Solutions of the first (blue dots) and second level (blue pluses) of the
NPA hierarchy for the SDP (3.48) highlighting a SSR ¢ SR of the QPV?&M)
protocol in light blue.

Therefore, using the above constraints, p,,s can be upper bounded by the
SDP problem:

max% Z((AéBé) +(A7BY));

3.48
subject to: the linear constraints for S,I;B*O € 9y, ( )

and equations (3.35)), (3.36]) and (3.37)).
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m' shows an SSR for the QPV?&M) protocol, defined analogous as
in [Definition 3.2.7, obtained from the solutions of the SDP (3.48)) using the
Nepol2sdpa package [Witlh] in Python, see [EFS| for the code. Notice that
shows that the security region for this protocol is greater than the SR
of QPV}pe,, meaning that it is more secure. However, analytical bounds on the
best attack for these MoE games (even for the lossless case) are so far only known
for the BB84 game, and therefore we can not show tightness of our results beyond
the QPV}ge, protocol—a gap between our best upper bounds and lower bounds
remains. We close this gap in . Numerical results from (3.48]) show
that for different arbitrary k, pgns for pe. = 0 is upper bounded by %, which is
attainable by the strategy of Alice randomly guessing z, measuring in this basis,
broadcasting the outcome and answering if she was correct and otherwise claim-
ing no photon.

As stated above, finding the smallest p,,.,. such that p,,s = 1 can be used to
upper bound the winning probability pun. shows the values upper
bounding py;, with the SDP , showing security of the protocol for different
(k, kg, k), compared with the upper bound obtained by [TFKW13], when
the attackers always ‘play’, where significant differences between both methods
can be appreciated. The security of the sequential repetition of QPVZW is ob-
tained as in the proof of [['heorem 4.2.13| adjusting the parameters accordingly for
the particular choice of k.

v
v
v
0.95 - v
v
0.90 - v
£
=
Q.
0854 Y
\4
0.80 - \{
v v v v
v

(2,2|,1) (3,2|,2) (3,é,1) (4,2|,3) (4,4|1,1) (5,2|,4) (5,é,2) (5,_’;,1)
(k. ko, ko)

Figure 3.6: Upper bounds of py, using (3.33]) (empty triangles) and the solution
of SDP (3.48)) (solid triangles) for the QPVZW protocol for different values of

(k, ko, ky).



Chapter 4

Loss and entanglement in single-qubit
position verification

To realize quantum position verification (QPV) in practice, a protocol must with-
stand the three main challenges identified in [Chapter 1} (i) adversaries sharing
pre-entanglement, (ii) photon loss, and (iii) slower-than-light propagation of quan-
tum messages. In , we addressed (ii) by designing partially loss-tolerant
protocols—schemes that remain secure provided the loss rate stays below a fixed
threshold. However, challenges (i) and (iii) were still unresolved in that setting.

A complementary line of work [BCS22] extends QPVypg, by introducing addi-
tional classical information. This modification yields security against adversaries
who pre-share a number of entangled qubits that scales linearly with the size
of the classical data. Since classical information is much cheaper and easier to
handle than quantum resources, the protocol’s soundness can be amplified simply
by increasing the classical input size. Moreover, only the timing of these classical
messages is relevant—transmitting classical information near the speed of light in
vacuum is feasible with current technology (e.g. radio waves)—so the scheme also
circumvents challenge (iii). However, it still falls short in addressing the critical
issue of photon loss (ii).

In this chapter, we close that gap. Combining the loss-analysis techniques from
Chapter 3| with the approach of [BCS22], we study a lossy version of QPVppgs

with extra classical information and show that it stays secure even when slightly
under 50% of the photons are lost. We then generalize our results to variants of
the protocol that achieve greater loss tolerance.

The results presented in this chapter are based on the following publication:

e Phys. Rev. Lett. 131, 140802, “Single-Qubit Loss-Tolerant Quantum Posi-
tion Verification Protocol Secure against Entangled Attackers,” by Lloreng
Escola-Farras, and Florian Speelman [EFS23].

o7
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4.1 Introduction

Attackers who pre-share an arbitrary amount of entanglement can, in princi-
ple, successfully break any quantum position verification (QPV) protocol, since
generic attacks exist that allow the verifiers to accept a claimed location pos with
probability arbitrarily close to one [BCE*14]. However, the best-known construc-
tion of such an attack requires the adversaries to pre-share an exponential number
of entangled qubits [BK11], which is far beyond realistic assumptions, even for
future fault-tolerant quantum computers. Thus, although information-theoretic
security in QPV is ruled out in general, there remains hope for practical security
against powerful but resource-bounded adversaries.

Most QPV protocols in the literature have been shown to be insecure even
under modest amounts of pre-shared entanglement, see e.g. [KMSI11]. A signifi-
cant advance came in [BFSS13], where the authors first analyzed a modification
of QPVygpss involving the addition of classical information to the protocol, and
demonstrated that this improved its security. By incorporating the classical in-
puts into the protocol, they were able to increase the quantum resources required
for a successful attack, thereby making the protocol more resistant to adver-
saries with limited entanglement. This idea was further developed and analyzed
in [BCS22]. The advantage can intuitively be seen for the QPVygs, protocol,
where the verifiers agree on a BB84 state H?|v), and send v and z to the prover.
The prover must measure the received qubit in the basis indicated by z and report
the outcome. The known attack described in relies on the adversaries
pre-sharing a single EPR pair and using teleportation, with Bob measuring in
the basis z received from V;. This attack is disabled by “hiding” the value of z
from Bob prior to communication with Alice. To do so, one can split z into two
n-bit strings x,y € {0,1}" sent by Vo and Vi, respectively. A public Boolean
function f : {0,1}" x {0,1}* - {0,1} determines z = f(x,y), which can only
be computed for the first time at the claimed location pos due to relativistic
constraints. We denote this extension as QPVQBS 4 The adversaries can only re-
construct z after a round of simultaneous communication, once x and y have been
exchanged. In [BCS22|, it was shown that this modification not only prevents
the teleportation-based attack using a single EPR pair, but in fact prevents any
attack in which the adversaries pre-share a number of qubits that scales linearly
with n.

In this chapter, we analyze the security of the lossy version of this protocol,
denoted QPV%’%M, where 7 € [0,1] is the transmission rate of photons from V,
to P. Following a relaxation of the semidefinite programming approach using
[Chapter 3| we show that a central technical lemma from [BCS22] has a lossy
analog. Specifically, if adversaries—after one round of communication—prepare
a quantum state that performs well for some basis z, then this same state (or any
state close to it) must necessarily perform significantly worse for the complemen-
tary basis 1 — z. A key observation is that the adversaries cannot know z before
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they exchange = and y, and therefore any state they prepare beforehand cannot
depend explicitly on z. This lack of adaptability constrains the attackers. Fur-
thermore, we show that these states must be sufficiently far apart, which places
a lower bound on the dimension of the quantum system required to implement
such an attack.

To formalize the dimensional constraints, we make the observation that the
set of states of a given fixed dimension is isomorphic to a real unit hypersphere,
and similarly for the sets of unitaries, which will be the actions that the attackers
will perform before they communicate. We then use d-nets of the unit spheres
whose elements are to be interpreted as quantum states and unitary operations
that will be used to approximate/discretize the actions of the attackers. We will
see that with these d-nets, one can construct a compression of a function f. Then,
using a counting argument, we will show that if the dimension of the state the
attackers pre-share is not large enough, the number of compressions they can
implement is exponentially far from the number of Boolean functions f that can
be implemented. From this, we derive our first main result: QPV%’]J;M remains
secure against adversaries with a linear number of entangled qubits, as long as
the photon loss rate is slightly below 50%—essentially matching the threshold
found in but now in a significantly stronger model (though at the cost
of reduced error tolerance).

Remarkably, the protocol requires the honest prover to manipulate only a
single qubit (a basic measurement), whereas adversaries must manage a linearly-
sized entangled quantum state. For example, if each verifier sends 1 kB of classical
information, then the protocol is secure against adversaries holding fewer than
4-103 pre-shared qubits.

Since we consider both photon loss and measurement error, the verifiers do not
receive binary answers in each round—each response can be correct, incorrect,
or a loss. As a result, there is no well-defined per-round probability of attack
failure, and thus no immediate notion of catching the attackers in a single round.
A decision to accept or reject the claimed location must therefore be made based
on statistical evidence accumulated over many rounds. In this chapter, we analyze
the sequential repetition of QPV%’%84 and introduce a non-trivial statistical test
that an honest prover passes with exponentially high probability, whereas any
adaptive adversary—i.e. one who adjusts their strategy based on intermediate
outcomes—will be caught with exponentially high probability (in the number
of rounds). The test is based on the geometry of the 2-dimensional probability
simplex, which captures the distribution over the three possible responses. This
approach is applicable more broadly and was later generalized by the author
in [ABB*23].

Finally, to enable QPV over longer distances, we must address a structural
limitation of QPV%’]J;M. As described in , a trivial attack succeeds
whenever adversaries correctly guess the basis z (with probability at least 1/2,
depending on the function f), and reject rounds in which their guess is incorrect.
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This strategy allows them to simulate loss rates of 50% or more while always
responding correctly when they do not claim loss. To overcome this limitation,
we extend the protocol by increasing the number of possible measurement bases,
as previously explored in [Chapter 3| Specifically, we consider versions where
z = f(x,y) takes values in [k], and the qubit must be measured in one of k > 3
bases. We show that the security techniques developed for QPV%’%84 can be
adapted to this setting, yielding security even at higher loss rates, which improve
as k increases. Notably, for k = 5 and small error, the protocol remains secure
against adversaries who pre-share only a linear number of qubits in n, even when
nearly 70% of the photons are lost.

4.2 The QPV%’%M protocol

In this section, we describe the lossy version of the QPVQB84 protocol and its
generic attack. We will use 1 € [0,1] to represent the photon transmission rate
from Vy to P, and pe, to denote the probability that an honest prover returns
an incorrect response due to noise or imperfections in the quantum channel. We
define one round of the lossy—QPVéB84 protocol as follows:

4.2.1. DEFINITION. Letn € N, and consider a 2n-bit boolean function f:{0,1}"x
{0,1}" - {0,1}. We define one round of the lossy-function-BB84 protocol, de-
noted by QPV%’}J;M, as follows:

1. Vo and Vy secretly agree on random bit strings x,y € {0,1}" and a bit
v e {0,1}, and let z = f(x,y). Then, Vo prepares the qubit state H*|v) €

{10} [1), [+)1=)3-

2. V sends the qubit H*|v), and x to P, whereas V1 sends y to P, coordinating
their times so that the messages arrive simultaneously at pos. The classical
information is required to travel at the speed of light, whereas the quantum
information can be sent arbitrarily slow.

3. Immediately, P computes z = f(x,y), measures the received qubit in the
basis z, and broadcasts her outcome, either 0 or 1, to Vo and V1. If she did
not receive the qubit, i.e. the photon was lost, she sends L. Therefore, the
possible answers from P are vpe {0,1, 1}.

4. 1f
(a) Vo and V receive their respective answers at the time corresponding
to pos, and they are equal, i.e. both receive the same vp, then, if

e vp =, the verifiers record ‘CORRECT’, denoted by ‘C’,
e vp=1-v, the verifiers record “WRONG’, denoted by ‘W,
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e vp =1, the verifiers record ‘NO PHOTON’, denoted by ‘L’,

(b) otherwise, they record ‘ABORT’, denoted by ‘4 °, and abort the protocol
rejecting the location.

position

v , v
HIGE)|y)
re{0,1}" ye{0,1}n
vp V \{OM}

Figure 4.1: Steps 2. and 3. of the QPV%’]{;M protocol, where straight lines repre-
sent classical information and undulated lines represent quantum information.

time

See for a schematic representation of steps 2 and 3. Notice that
QPV%B84 corresponds to QPV%’]Q84 for n =1 and pe,r = 0. In the same way as
for QPVigq,, after r rounds, the verifiers expect the answers to satisfy .

Similarly to QPVige, in , here, we present a binary test to either
accept or reject the location based on the observed data. Let a; € {C, 1,1} denote
whether the answer that the verifiers recorded in the round ¢ was ‘CORRECT’,
‘No PHOTON’, and ‘WRONG’ (or ‘ABORT’Yl] respectively. Consider the payoff
function

T (ay) = vele(ai) = vi1u(as) - nli(a), (4.1)
where (Yo, 7., M) = m(%i’), 1107,22057) and the superscript ent is due to

that this payoff will be used to securely verify the location even if attackers who
pre-share entanglement intend to break QPV%’ég 4 Let

r

A Ch] (4.2)

i=1

!The symbol ‘I’ caputres the incorrect answers ‘W’ and ‘4’
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be the total score after r rounds. We next introduce the following acceptance
test with confidence level ¢y,.

4.2.2. DEFINITION. Let g, > 0. For the QPV%’I{;M protocol executed sequentially
r times, we define the acceptance test TQ{‘BBS“, also referred to as the decision

criterion, as follows: the verifiers accept the prover’s location if

ret > r(a® -9), (4.3)

where § =/ M. Otherwise, they reject.

For an honest prover (hp), for every i,

E[T™"™] = ven(1 = perr) = 71 (1 = 1) = YiPerr : @ (1, Perr ), (4.4)

and therefore, E[TE™"] = raemt for simplicity we will assume the dependence

on 7 and pe, implicit. By Hoeffding’s inequality, see [Lemma 3.2.3| with T €

[- 45;2;’;947, 4832‘35947] c [-1,1], an honest prover will be accepted except with
T7/-BBs4 |
€h

small probability at most ¢}, and therefore the test is complete. We will
show that, any attackers who pre-share a linear amount of qubits in n, after r
sequential executions of QPV%’EJ;S 4+, will fail the test with exponentially high prob-
ability, and thus showing soundness. Showing both completeness and soundness
will prove that QPV%{;M is secure.

Similarly as TZPB84 this test is engineered from the analysis of the correlations
attainable by attackers in [Section 4.2 ensuring that they are rejected except
with negligible probability; see the proof of [Theorem 4.2.13| for details of its
construction.

As introduced in for the security analysis, we will consider the
purified version of QPV]i,, which is equivalent to it, and the difference relies
on, Vq preparing an EPR pair |®*)y p, keeping a qubit register V', and sending the
register P to the prover. In a later moment, the Vo performs the measurement
v/ = HI@ED|w)(vly H @9} 01y in his local register V.

Consider a general attack to the QPV%’IJ;84 protocol, where Alice and Bob
take the same role as in [Section 3.2.1) but in addition, prior to the execution
of the protocol, they can pre-share entanglement. In the most general attack to
QPV%’]{;M, Alice and Bob proceed as follows:

1. Alice intercepts the qubit state with register P sent by V, and applies an
arbitrary quantum operation to it and to a local register that she possesses,
possibly entangling them. She keeps part of the resulting state, and sends
the rest to Bob. Since the qubit P can be sent arbitrarily slow by Vq (the
verifiers only time the classical information), this happens before Alice and
Bob can intercept x and y.
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2. Alice intercepts x and Bob intercepts y. At this stage, Alice, Bob, and
Vq share a quantum state |¢), make a partition and let ¢ be the number
of qubits that Alice and Bob each hold, recall that Vy holds a qubit with
register V', and thus the three parties share a quantum state |¢) of 2¢ + 1
qubits. Alice and Bob apply a unitary U A4, and ng p, on their local
registers AyA. =1 A and BB, =: B, where k and ¢ denote the registers
that will be kept and communicated, respectively. Due to the Stinespring
dilation, we consider unitary operations instead of quantum channels. They
end up with the quantum state [tb,,) =Ty ® U% , ® V5 5 |p).

3. Alice sends register A. and x to Bob (and keeps register Ay), and Bob sends
register B, and y to Alice (and keeps register By).

4. Alice and Bob perform POVMs {Aq"}se0,1,01 and {B,?}peo1,1) on their
local registers AxB. =: A’ and B A, =: B’, and answer their outcomes a and
b to their closest verifier, respectively.

See|Figure 4.2|for a schematic representation of the general attack to QPVg’éS »
The tuple S>> = {|), U=, V¥, { A%} 4, { B} }y will be called a g-qubit strat-
egy for QPV%’]J;M. Then, given the strategy sz_BBM, the probabilities that the
verifiers, after the attackers’ actions (for the random variable Vg, as denoted
above) record CORRECT (C), WRONG (W), NO PHOTON (1), and ABORT (%)
are, respectively, given by

1 x x x
PrVap=cl=g % Tr[l ) (0n V" 0 A7 0 B
a€{0,1},z,y{0,1}™
1 x x @
PI‘[VAB = W] = ﬁ Z Tr[|¢my)<1/’ry|vaf( V) ® Alga ® Blga:l7
ae{0,1},z,ye{0,1}™ (4 5)
1 €T x '
Pr[Vag =1] = 22 Z Tr[[they {Yuy|lv ® AT ® BY],
z,y€{0,1}"
1 x
Pr[Vap=14]= o2 > T ([0 )Yy Iy ® AZY ® ByY].

a#be{0,1,1},2,ye{0,1}"

4.2.1 Security of QPV%’{QM

Our goal is to show that if the number of qubits ¢ that the attackers hold at the
beginning of the protocol is linear, then, given that they do not respond ‘1’ their
probability of being correct is strictly less than the corresponding probability of
the honest prover. To this end, we define a relaxation of the condition of being
correct, and we consider g-qubit strategies which have a high chance that the
verifiers record CORRECT at the end of the protocol. More specifically, we will
define a set of quantum states that are ‘good’ for a given fixed input, conditioned
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position
Vo Alice Bob V,
lp)vas
U=« Vv
|77Z}:cy>VAB
time
{42%}a [Yuy v arp: {By"}o
e N

Figure 4.2: Schematic representation of a general attack on QPV%’%M Straight
lines represent classical information, and undulated lines represent quantum infor-
mation, including x and y. The gray-shaded regions represent the corresponding
tripartite quantum states in them. Since the attacks share the same structure, by
correspondingly modifying the dimension of |p) (and thus |¢,,)), and the range
of the outputs a, and b, the diagram also depicts a generic attack to the m-fold
parallel repetition of QPVéBS AQPV{;Q;Z”), and to the QPV{Oh protocol, analyzed

in and [9] respectively.

on actually playing. The first definition, which is an extension of Definition 4.1
in [BCS22], considers single round attacks that are ‘good’ for [ < 227 pairs of z, y.
The reason to do so is that the attackers could be wrong for pairs that might be
asked with exponentially small probability.

4.2.3. DEFINITION. Let e >0 and leN. A g-qubit strategy
SIEP = {lp), U™, VY AR Y A By Yoo

for QPVELL., is (e,)-perfect if there emists a set L with |L| > I, such that the
attackers

1. ‘respond’ with probability n on these pairs:

Tr[[tbay ) (Yay[lv ® AT ® BIY] =1 -1 V(2,y) € L, (4.6)



4.2. The QPV%’{;M protocol 65

2. and, up to €, they are CORRECT at least with the same probability as an
honest prover:

{Z: }Tr[|¢xy><¢xy|‘/af(x7y) ® Agy ® B(gzcy:l 2 n((l_perr)_g) V(l’, y) €L (47)
ae{0,1

4.2.4. DEFINITION. Let Alice and Bob hold arbitrary registers A and B, respec-
tively, and let € > 0. Let V' be a qubit register. We define the set S5 as

S;={|Y)vap |3 POVMs {AZ} and {B{} acting on A and B,

4.8
respectively such that (4.9) and (4.10) are fulfilled}, (48)
where
> Te[[o) (Vi ® A7 ® Bi] 2 n((1 = perr) —€), (4.9)
ae{0,1}
and
Tr[[y Ly ® AT ® Bf] =1-1. (4.10)

Given basis z € {0,1}, and a state [¢), fulfilling responding a = b #1 with
probability n and 1 with probability 1 -7 on this 2z, and never responding a # b,
the (normalized) maximum probability of being correct for such input is given by

1
2,1 . Z N2 Rz
p = max TI'[|¢><77Z)|VQ AaBa]7
v Ui {AZBSYacto,1,1) ae{zo;l} (4.11)
with Tr[|y)(|AZ BF |=0,Ya#be{0,1,1},
and Tr[|[v){(¥|Af Bf]=1-n

where {AZ, BZ}4e00,1,13 are POVMs. Due to|Theorem 3.2.10} from the SDP ([3.24)),
we have that there exists a function w : [0,1] - [1 - cos?*(§), 1] such that for all
states [¢), regardless of their dimension, upper bounds the following quantity:

L. o 1

§(p¢;n +p¢’") <w(n). (4.12)
Moreover, consider the following relaxation of (4.11)), where the restrictions

are such that the attackers respond with different answers with probability ¢ and

have a response rate in the interval [(1-n) —¢€, (1 -7) + €],

~Z € 1 z z z
pe = max S TN lVEAIB] (413)
n {AZ. B3 }acto,1,1) ae{0,1}
with Te[|v)(|AZ B |<e,Ya#be{0,1,1}, ’
and (1-n)—e<Tr[[Y)(¥|AT B ]<(1-n)+e

On the other hand, let € = 0.001, and consider the relaxation of (3.24]) consist-

ing of replacing (3.22)) by (AzB7) <e Va#be{0,1,1}, Vz e {0,1} and (3.23) by
Y (2= V2 +ViE VA2 B < perr (46 + X (A2 BZ) + (AZ BZ')) + 8¢, where the latter
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inequality is obtained analogously to by bounding the terms (AzB;) < ¢, for
all @ # b. This implies that there exists a function @< : [0,1] - (1-cos?(§) +¢, 1],
obtained by the relaxation of the SDP (and allowing extra e for the response
rate), such that for all states |), regardless of their dimension, upper bounds the
performance of the attackers who are allowed to respond different answers with
probability € and have a response rate in the interval [(1-7)—¢€,(1-7) +€]:

1 ~0,1m,€ ~1,m,€ ~€
S By + 5" ) < (), (4.14)

and w¢(n) is such that w(n) < we(n). This inequality is due to the fact that the
latter is obtained by a relaxation of the constraints of the SDP of the former.

Due to the fact that pyi, + perr < 1, the plot in can be represented
in terms of the winning probability p.in, see [Section 4.2.1. The plotted points
in represent a numerical approximation of the functions w(n) and
we(n).

0.0 0.1 0.2 0.3 0.4 0.5
1-n

Figure 4.3: Upper bounds of the winning probability given by (blue dots),
(equivalent representation of the blue pluses in , which corresponds
to a numerical representation of the function w(n). Red dots correspond to
a numerical representation of the function w¢(n), which is obtained by adding
e = 0.001 to the relaxation of where the attackers are allowed to make
errors with probability €. The continuous interpolation between values is meant
for a better viewing of the plot.

Now, we prove that the difference between the probabilities obtained by two
quantum states projected into the same space is upper bounded by their trace
distance. We then use this result to show that if two quantum states can be
used to successfully attack around of the protocol with high probability with the
POVMs {A4;"} and {B;"} for input 0 and 1 of a g—qubit strategy for QPV%’]’;M,
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respectively, these two states have to differ by at least a certain amount. These
results are formalized in the next proposition and lemma.

4.2.5. PROPOSITION. Let |¢0) and |¢) be two quantum states of (the same) arbi-
trary dimension, and let D(|Y),|p)) denote their trace distance. Then, for every
projector 11,

[Te[ () (] = )DL < D(|9), [))- (4.15)

Proof:
There exist @ and S positive operators with orthogonal support [NC11, Chapter
9] such that

[Nl =)ol = @ =5, and D(|¢),[¢)) = Tr[@] = Tr[S]. (4.16)

Then,
Tr[([¥ (W] = ) elD] = Tr[(Q - S)I] = Tr[QI] - Tr[STI] < Tr[QIT] (4.17)
< Tr[Q]T o = D(|), l0)), '
where we used that S is positive definite and ||IT] o = 1. O

4.2.6. LEMMA. Let A > 0, and let |1) and |p) be such that p;’" > w(n) + A
and pg,’" > we(n) + A, which, due to |Deﬁmtz'0n 4.2.4L [v) € S§ and |p) € S, for
e=1-(w(n)+A). Then,

D([¥), ) 2 nA. (4.18)

Notice that the hypothesis of [Lemma 4.2.6/implies that pzlﬁ’",pg;" >w(n)+A>
w(n) and thus these two states perform better in inputs 1 and 0, respectively,
than any state would perform on average on both inputs. The greater is A, the

better they can perform.
Proof:

Let € = D(|Y), |p)) and ¥ = [¥){(¢], ¢ = |p){p|. Subtracting and adding ¢ to ¢ in
Equation (4.11)) for i =1,

" = max > Tr[(¢-p+p)V,SAIB]
{A}L’Bé}aE{O,I,L} a€{071}
with Tr[¢ AL B} ]=0,Va#be{0,1,1},
and Tr[sz}BH:l—n

< 2e+ max Z Tr[gijA}lB;]
{AzlzﬂB;}ae{O,l,i} ae{O,l} (4 19)
with Tr[y AL B}]=0,Va#be{0,1,1}, )
and Tr[wAiBi]:l—n
<2e+ max > Tr[goValA}LBal] =2e+ nﬁ;’”’e,
{A}z?B;}ae{O,l,L} ae{071}
with Tr[@AL B} |<e,Vabe{0,1,1},
and (1—77)—6£Tr[cpAiBH§(1—n)+e
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where the first bound by 2¢ comes from and we used that, because of ,
the condition Tr[¢)ALB}] = 0,Va # b e {0,1, 1} implies Tr[pALB}| < €e,Va # b ¢
{0,1, 1} and condition Tr[¢) Al B}] = 1-n implies (1-n)—€ < Tr[p AL B}] < (1-n)+e.
Combining , the hypothesis pqlb’77 > we(n) + A and Equation , we have

~ € ~€ 2e
P <t (n) - A+ e (4.20)

On the other hand, since ﬁ&"’f is obtained by relaxing the restrictions of pg’”, we
have that " > p” and, by hypothesis, p;" > 1w¢(n) + A. These, together with

(4.20), lead to € > nA. o

Notice that implies that Alice and Bob in some sense have to
decide what strategy they follow before they communicate. Consequently, if the
dimension of the state they share is small enough, a classical description of the
first part of their strategy yields a compression of f. The notion of the following
definition captures this classical compression.

4.2.7. DEFINITION. [BCS22] Letq, k, ne€N, €>0. Then,

g9:{0,1}* > {01}

is an (g, q)-classical rounding of size k if for all f :{0,1}?" - {0,1}, for all states
lp) on 2q+1 qubits, for alll € {1,...,22"} and for all (g,1)-perfect q-qubit strategies
for QPViue,, there are functions fa:{0,1}" — {0,1}%, fz:{0,1}" - {0,1}* and
e {0,117 such that g(fa(zx), fe(y), 1) = f(z,y) on at least | pairs (z,y).

We now demonstrate the existence of an (e, q)-classical rounding by explicitly
constructing one. To this end, we will make use of the following observation.
Similarly to Section 4.5.4 in [NC11], notice that any state |¢) of 2¢+ 1 qubits can
be decomposed as

22q+1_1
)= wili), (4.21)
=0
with ¢; € C for all j € [229*!] and
1= Z|<pj|2 = ZRe(goj)2 +Im(p;)> (4.22)
j j

The latter corresponds to the condition for a point to be on the unit sphere in
R22*"" e, the unit (22¢+1+1 — 1)-sphere and therefore the set of states can be
seen as a unit sphere. Similarly, the set of unitary matrices of dimension d can
be seen as the unit (2d? — 1)-sphere, since for every U € U(d), UU' =1, this will
correspond to the unitaries that Alice and Bob apply in the step 2. of the general
attack. Then, we will consider a d-net Ng in Euclidean norm of the (22¢+1+1 - 1)-
sphere, which corresponds to the set of quantum states of 2¢+1 qubits, i.e. the set
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of possible states |p)yap that attackers will start in step 2. of the general attack.
Moreover, we will consider d-nets A4 in and Az in the Schatten oo-norm of the
(2d? — 1)-sphere, where d = 29, which correspond to the set of unitary operators
that Alice and Bob apply in step 2. of the general attack, respectively. We will
use these d-nets to approximate the state and unitaries of an arbitrary strategy,
and show that they capture the essence of the strategy. We will use the J-nets to
construct the (e, q)-classical rounding, where ¢ will depend on ¢ and the size x of
the rounding will depend on the size of the nets.

4.2.8. LEMMA. (Corollary 4.2.13 in [Verl8]) Let N € N and 6 > 0. Then, there
exists a 0-net, with the Euclidean distance, of the unit sphere in RN with cardi-

nality £ at most k< (1+32)N < (%)N.

4.2.9. LEMMA. Let A > 0, and let 0 < ¢ < g9, where €y is such that |¢,) € S¢

for z € {0,1} implies D(|wo),[t1)) = nA. Then, there exists an (e,q)-classical
; ; 4 2q+2

rounding of size Kk < log([Q%(nA+2)%_2])2 .

Proof:

Sketch (see [Lemma 4.3.4| for a detailed proof of a generalized version). Consider

a ¢0-net in Euclidean norm for the set of pure state on 2¢+ 1 qubits, where the net

has cardinality at most 2¢. Following the proof of analogolusblf, we
have that ¢ is such that 30 + 362 + 2 < nA/2, which holds for § < (2+nA)3/23 - 1.

By [Lemma 4.2.8| we obtain the size x = log([ +——*——1])22¢*2. The remaining

23 (nA+2)3 -2
part of the proof is analogous to the proof of . O

4.2.10. LEMMA. Let A =0.013, n€(0.53,1], €€ [0,1] n, k, e N, n >10. More-

over, fir an (g,q)-classical rounding g of size k with r = log([ —2——1)22¢*2.
25 (nA+2)3 -2

Let g < in-5. Then, a uniformly random f : {0,1}>" - {0,1} fulfills the following
with probability at least 1 —272": For any fa :{0,1}* - {0,1}*, fg: {0,1}" —
{0,1}7, p e {0,1}%, the equality g(fa(x), fe(y),p1) = f(x,y) holds on less than
3/4 of all pairs (z,y).

Proof:

Sketch (see below [Lemma 4.2.10| for a detailed proof of the generalized version).
We want to estimate the probability that for a randomly chosen f, we can find
fa and fp such that the corresponding function ¢ is such that Pr, ,{f(z,y) =

g(fa(x), fe(y), )} > 3/4. In a similar manner as in (4.46)), we have that

PI'[f : E|fA7 fB?NJ s.t. Prx,y{f(xay) = g(fA(m)a .fB(y)nu)}] < 2(2"+1+1)k222”hb(1/4)2722”7
(4.23)

where hy(-) denotes the binary entropy function, see (2.1). If ¢ < n/2 -5 and

K = log([ —2——1)2%"2, with A =0.013, for n € (0.53, 1], the above expression
23 (nA+2)3 -2
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is strictly upper bounded by 2-2". O

I[Lemma. 4.2.10f shows that if the dimension of the initial state that Alice and
Bob hold is small enough, any (e, 3/4-22")-perfect g-qubit strategy needs a number
of qubits which is linear in n. This leads to the following theorem:

4.2.11. THEOREM. Consider the most general attack to a round of the QPV%’]{;M pro-
tocol for a transmission rate n € (0.53,1]. Let A =0.013. If the attackers respond
with probability n and control at most q qubits at the beginning of the protocol,
and q 1s such that

q< g -5, (4.24)

then, for any q-qubit strategy for QPV%’éM, the probability that the attackers an-
swer CORRECT s at most

Pr[Vags =] <1 - }1[1 (@ () + A))). (4.25)

The proof of [Theorem 4.2.11]is a particular case of the proof of [Theorem 4.3.6|

See [Figure 4.4] for a representation of the bound (4.25). Notice that if pe.,. <
1-1[1 - (@(n) + A)], then the probability that the attackers answer CORRECT
is strictly below the corresponding probability for an honest prover.

1.000

0.995 A Y,

0.990 - A

c}n
«

o
©
©
]
1
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«

Pr{Vas
o
©
®
o
1
4

0.975 - Sy

0.970 - Sy

0.5 0.6 0.7 0.8 0.9 1.0
n

Figure 4.4: Normalized upper bounds (triangles pointing down) given by
rem 4.2.11| on the probabilities that the attackers are CORRECT given that they
answer with probability 7.
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. . . 7f
4.2.2 Sequential repetition of QPV}/,

We will next show that, under the conditions of [I'heorem 4.2.11] attackers will
reproduce a score TS that will fail the T2/ "% with exponentially high prob-
ability. Let A € Ay be the set of probabilities q = (qc,q,,q) that the attackers
can reproduce, where ¢; := gy + ¢;. Notice that since for q;,q, € A, the attackers
can play any convex combination of them, the set A is convex. Let A = 0.013
and, for simplicity, denote by, := 1(1 - (@(n) + A). Let R ¢ A, be the region of
the probability simplex defined as R := U,c0.53,1]Ry © Az, where the sets R, are
defined as

b,(1-2p,) n-e-cos’(§)-b
1-2(m-¢)7 1-(n-¢)

bn(l_QPL) bn—sin2(%) e
2(n-€)-1" 1-(n—¢) p, +sin (g)}}

Vs
R’O:{(pthpivpl) €Ay |pc>max{1—pl+ npi+COS2(§)}

Ap; < min{

(4.26)

4.2.12. LEMMA. Under the conditions of|Theorem 4.2.11|, any q that the attack-
ers can reproduce is such that q¢ R, i.e. RN A=, and thus

Ag R (4.27)

Proof:

Let q = (¢c, q1, ¢:) be the probability distribution corresponding to an attack from
Alice and Bob and define A as the set of all probabilities If they are allowed to
answer with probability 7 + €, then

a=(qe, 1= (n+p),q),pe[—ecel (4.28)

n

Moreover, by [Theorem 4.2.11} if they control at most ¢ < § — 5 qubits at the
beginning of the protocol,

¢ >0, Ve [—¢el. (4.29)
We define the following region
Ry =A{(pe,pr,p) € Do | pre[l-(n-€),1-(n+e)] Ap <by}, (4.30)
therefore, by , q ¢ R}, and thus
RyNnA=g2. (4.31)

Notice that the strategies Sipcw and Sgyess, reproduce qqp, = (cos?(§),0,1 -
cos?(%)) and qgye. = (3.3,0) and, respectively, and therefore Qe Qguess € A-
The attackers can also do the strategies consisting on always responding 1 or
always being incorrect (e.g answering inconsistent answers a # b), which reproduce

the probabilities q = (0,1,0) and q = (0,0, 1), respectively. Therefore, the convex
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hull of these four points is a convex subset of A. Consider the straight line s;
defined by the two points qg .., and (n-e€~-1b,,1 - (n-¢€),b,) € IR), where O
denotes the boundary, which is given by

-3 y-3 z
sl: 2__ - 2_ -~ (4.32)
n-e-3-b, 3-(n-¢ by

Consider the set R}, defined as the points in A, that do not belong to R that
are 'below’ the straight line s; and are such that p, <1-(n+¢), formally defined
as

b,(1-2p,) ) b,(1-2p,)
1-2(n-¢) 7 2(n-€)-

We will show by contradiction that R} n.A=@. Assume that exists pp € R} nA.
Since A is a convex set and .. € A, 1P+ (1 = 1)q s € A for all £ € [0,1].
By construction of R}, {tpp + (1 —)Qyyuess | £ € [0,1]} NRY # @, i.e. the straight
line connecting pp and qy,,, intersects RY. Then, 3ty € [0,1] such that p, :=
toPg + (1 = t0)dguess € RY N A However, by ([4.31), R9n A = @. Therefore,
Apre RN A

Similarly, consider the set R consisting of the points in A, that are such that
p. > 1-(n+¢€) and that are 'below’ the straight line given by the points Qg
and (n-e-b,,1-(n-¢€),b,), formally defined as

R}?={(pc,pl,pl)eA2|pc>1—pl+ }\Rg. (4.33)

b, — sinQ(%)

n—-e—-cos*(§) - by, "
1-(-¢) ™

1-(n-e)

By an analogous convexity argument with the point q .., we have that ’R% NnA=
.
Notice that R, = R) u R} uR2, and therefore, R, n A =@ Vne (0.53,1]. Asa
consequence, RN A = ( Une(0.53,1] Rn) N A =@ and therefore, A c Re. 0

s
R%:{(p07pupl)€A2|pc> pL+COS2(§)}/\pI<

4.2.13. THEOREM. Let €, > 0, and n and peyr be such that o™ > 0. Then,
any sequential strateqy that attackers who pre-share q < nj2 -5 qubits to break
QPV%’]{;M is such that E[T"™*] <0 and, moreover, the probability that they are

rf-BB84
Te

accepted in the test is exponentially small:

P[Fint’att > T(Olent _ 5)] < e_r(aent_5)2/2. (434)

[Theorem 4.2.13| shows that there is a way (statistical test) to distinguish an
honest prover from attackers with exponentially high probability, i.e. that after r
rounds the attackers will be caught. The values for which o™ > 0 correspond to
the points below the straight line in [Figure 3.4—the above a*™—§ > 0 corresponds
to a shift, where § can be made small by increasing the number of repetitions.

+sin?(=
8

)}
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Proof:

Let p; = (959/1000,0,41/1000) and p, = (27/50,23/50,0). The line segment given

by p; and p, is a subset of R and it can be described as the intersection of Ay

and the plane ycpe—v.py. —1pr = 0, with the normal vector ~ = (y¢, 7., 71), where
93 __ ~0.04266, v, = —2L_ ~(.050079 and v, = ——287__ ~ ().99783.

Yo = Jisse2s0a7 V18625947 ' /188625947
Consider the follow non-empty partition of the simplex As:

Ay :=Aon{peAy|p-v>0}, and A;:=Ayn{pelAy|p-v<0}, (4.35)

which is such that Ay = A7 JA;. In particular, A ¢ R and A c A;. Then we
have that for all q € A4,

GeYe — @Y — ¢ < 0. (4.36)

The above amount corresponds to the expected value of T for a strategy q € A,
and thus we have that for all rounds 4, the expected value of the attackers (att)
is such that

Eu[T™] < 0. (4.37)

Define I'{"**" = 0. The process ' = (I'y""*" : 7 > 0) is a supermartingale relative
to the filtration F,, where F, = o(T¢™, ..., T"), and o denotes the o-algebra. In
fact,

B[ | Foa] = E[T | Fra ] + B[ | Fooa] < TRE (4.38)

r—1»

which is the definition of a supermartingale. The first equality is due to the
linearity of the conditional expectation and the inequality is due to the fact that
E[Te | F,_1] is independent of F,._; and thus E[T¢" | F._1] = Euu[T™] < 0 and
I'#t is F,_j-measurable.

An immediate application of Azuma’s inequality [Azu67] leads to (4.34)).
The proof of [T'heorem 3.2.11] is analogous to the above case considering the
segment line given by the two points G, = (cos?Z,0,sin*%,0) and qgy.,, =
(%, %, 0,0) and the corresponding partition is such that A; = A and A} = Ay N A.

a

4.3 The QP\/Z’QJC protocol
¥

In we have shown that QPV%’]J;S 4 is secure against entangled attackers
if they hold a bounded number of qubits, but it is currently non-implementable
experimentally for relatively long distances due to the fact that it is not secure
for n < 1/2. On the other hand, in we have shown that extending
the QPV}pe, protocol to k bases allows for more resistance to photon loss. In
this section, we use the results from to prove [Lemma 4.3.1] This
lemma will form the key tool to re-apply the analysis in [BCS22] to our case,
and as a consequence we will show that the QPVZ’Q’; protocol is secure against
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entangled attackers, and more loss-tolerant than QPVg’ém. The results in this
section are proven for arbitrary k, however they are based on solving the SDP
described in , which needs k to be fixed. Here, we obtain numerical results
for the two particular cases kg, = (3,2,2) and kg, = (5,3,2), but to obtain the
results for any kg, that would potentially be applied experimentally, one just
needs to solve , and the corresponding relaxation, see below. Moreover,
here we solve the semidefinite programs for a complete range of p..., thereby
obtaining an exhaustive characterization for the fixed kg, but for an experimental
implementation it would just be needed to solve the SDPs for the ranges that the
experimental set-up requires.

For n € N, consider a 2n-bit function f : {0,1}" x {0,1}" - [k]. One round
of the kg, -basis lossy-function protocol, denoted by QPVZ;}J; , is described as in
[Definition 4.2.1| changing the range of f. The corresponding general attack is
described as in the attack described for QPVBB84, extended by changing the
range of the function f, and similarly for the g-qubit strategy.

H af
4.3.1 Security of QPVZW

With the same reasoning as in [Section 4.2 from (3.48) and its corresponding
relaxation given by (AZB7) <, for all a # b, we have that there exists functions

wy, (1) and w;@v(n) such that, for all states [¢)), regardless of their dimension,

- Z P < wy, (0), (4.39)

and
- Z p 2otle <wk9 (n), (4.40)

that are such that wg,, (1) < @, (77) The probablhtles py" and py"° are as

and (| -, respectively, Wlth z € [k]. See |Figure 4.5 m bl for a numerical
approxmlatlon of the functions wy,, (n) and 12),6%(77) for different kg, see [EES]
for the code.

Now, we show a lemma that formalizes the idea that if a set of £ quantum
states can be used to be correct with high probability in an attack of the protocol,
then, their average distance is lower bounded by a certain amount. This has the
interpretation that these states cannot all be simultaneously arbitrarily close.
This means that exists an g9 such that for all € < &g, N.e(x) S = @, where 8¢ is
defined as in |Definition 4.2.4| with z € [k].

4.3.1. LEMMA. Let |[¢x) be such that p”" > w;aw(n) + A, for all z € [k], for some
A >0, which implies that [.) € S, fore=1-(w(n)+A). Then, for all ' € [k]

E [D(). o)) > 22

S (4.41)
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Figure 4.5: Upper bounds of the winning probability given by (blue dots),
corresponding to a numerical representation of the function wg,, (n). Red dots
correspond to a numerical representation of the function ’LZJZW (n), which is ob-
tained by adding € = 0.001 to the relaxation of (3.48)) where the attackers
are allowed to make errors with probability €, for (a) kg, = (3,2,2), and (b)
ko, = (5,3,2). The blue dots in (a) are obtained by the level 2 of the NPA hierar-
chy, and the rest of the values, via the level ‘1+AB’. The continuous interpolation
between values is meant for a better viewing of the plot.

Proof:
Let €., = D(|t.),]¢.)) and let € = max,.€,,,. From an analogous application of

equation (4.19), we have that for all z, 2’ € [k],
2 € 2 €
pfp’n — +pwv77,7 =< e +p¢’n, , (442)
on n

where in the second inequality we used that replacing €., by € is a relaxation of
the restrictions of the maximization (4.13)). Fixing 2z’ and summing over z,

Z Py < = Z € + Z p e (4.43)

T zelk]

By hypothesis, each term in the left-hand side is lower bounded by zbzw (n) +A.

This, together with (4.40)), lead to (4.41)). a

Since implies that if a set of k states ‘performs well” on their
respective inputs, their average distance with respect to an arbitrary state is at
least a certain amount, meaning that there are at least two states that differ
by such an amount, it has as consequence that Alice and Bob in some sense
have to decide (at least one) strategy not to follow before they communicate.
Consequently, if the dimension of the state they share is small enough, a classical
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description of the first part of their strategy yields a compression of f. The notion
of the following definition captures this classical compression.

4.3.2. DEFINITION. Let q,k,neN, € >0. Then,
Grp, {0,133 - 2R (k] (4.44)

is an (e,q)-classical rounding restriction of size k is for all f : {0,1}?", for all
states |p) on 2q + 1 qubits for all l € {1,...,22"} and for all (e,1)-perfect q-qubit
strategies for QPV" there are functzons fa:{0,1}» > {0,1}*, fp:{0,1}" >

{0,13 and e {0,1}F such that f(z,y) € g(fa(@), f5(y), ).

4.3.3. LEMMA. [BCS22] Let |x),ly) € C?, for d € N, be two unit vectors. Then,
D(lz),[y)) < [l=) = [y)2-

4.3.4. LEMMA. Let A >0, and let 0 < € < &g, where ¢ is such that |1).) € S, for

z € [k], implies E [D(|¢Zf), [W.))] > 2, for every ' € [k]. Then there eists an
_ 4 2q+2

(e,q)-classical roundzng restriction of size k = log([ﬁ( PR 2])2 .

Proof:

We follow the same techniques as in the proof of Lemma 3.12 in [BCS22]. Let

0 < \/22_%_ — 1, and consider d-nets Ng, N4 and N, where the first is for the set
of pure states on 2¢ + 1 qubits in Euclidean norm and the other nets are for the
set of unitaries in dimension 2¢ in operator norm. They are such that |[Ng|, V4,
‘./\/- B’ < 2k,

Let S ={|p), U, V¥, {Ac"}a,{B;"}s}2,y be an (g, )— strategy for QPVZ;,J;, we
define (i) p as the element in Ng that is closest to |p) in Euclidean norm, and
denote by |ps) the state described by p, (i) fa(z) as the element in N4 that
is closest to U” in operator norm, and denote by UJ the unitary described by
fa(z), and (iii) fp(y) as the element in Np that is closest to V¥ in operator
norm, and denote by V;’ the unitary described by fa(y). If the closest element
is not unique, make an arbitrary choice. Moreover, we define a function g as
g(x,y, 1) = {z | Uf @ V|ps) € S¢}. We are going to show that g is an (e, q)-
classical rounding restriction.

Let z and 2z’ be such that D(|1,), [¢./)) > nA/J2. Assume U* @ U¥|p) € S5. Then,

DU" @ V¥[9),Us @ Vilps)) < [U" @ V) - Uy @ Vilp) |2
<|(Us + U= Ug) ® (V7 + V2 =V (Ips) + ) = 1) = Us © VYId (4 45
335+352+63<£/2,

where in the first inequality, we used [Lemma 4.3.3] in the second, we used the
triangle inequality and the inequality | X ® Y|z)|2 < | X || Y [|oo||[2)]2, together
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with [U® = Uf |, |[VY = V||, [l¢) — |s)| < 0, and, finally, in the last inequality

we used that § < 3V;72§3+4 — 1. Thus, U} ® V{|p) is closer to S¢ than to S&,.

Consider an (g,[)-perfect strategy for QPVZQJ; and let (x,y) be such that the
attackers are caught with probability at most € and such that f(x,y) = z. In
particular, we have that U* ® VY[¢)) € S, and because of (4.45), f(x,y) €
g(fa(x), fe(y), ). Since there are at least | pairs (x,y) satisfying this condi-
tion, f(z,y) € g(fa(z), fe(y), ) holds on at least [ pairs (x,y) and therefore g is

an (g, q)-classical rounding restriction. The size of k follows from [Lemma 4.2.8|
m

Given kg, we denote by n, , the minimum 7 such that ﬁ;f% (n)+A <1, eg. for
koo = (2,2,1), i.e. QPV]ge,, that corresponds to 0.53. From and picking
A =0.009, ng,, = 0.36 for kg, = (3,2,2) and ng,, = 0.34 for kg, = (5,3,2) (by
picking a smaller A, the latter gets closer to 0.2).

4.3.5. LEMMA. Let A =0.009, 1 € (1, 1], €€[0,1] n, &, g €N, n > 10. More-

over, fix an (&,q)-classical rounding g of size k with K < log([m])?q”.
nA+4)3 -

Let g < 3n—5. Then, a uniformly random f:{0,1}?" — {0,1} fulfills the following
with probability at least 1 —272": For any fa :{0,1}" - {0,1}*, fp: {0,1}" -
{0,1}7, ne {0,137, f(z,y) € g(fa(x), fe(y), 1) holds on less than 1 - By, of all
pairs (x,y), for certain By, >0 (B, = 0.15 for ko, = (3,2,2) and By,, = 0.13 for
ko = (5,3,2) ).

Proof:
For simplicity, denote S, by 8. We want to estimate the probability that for a
randomly chosen f, we can find f4 and fp such that the corresponding function

g is such that Py, [f(z,y) € ng«p(fA(x)’fB(y)»/‘«)] >(1-7).

PLf:3fa, fB,pst. Pla,y: f(2,y) € gry, (fa(x), fa(y), )] > (1-5)]
{3 a, fe st Pla,y : f(2,y) € gk, (Fa(@), f5(y), )] > (1= B)}
_ {f:{0,1}?" - [k]}]
M2 ot V01 0) 0 ) Fo DN (2

S k;l;ﬂ 2(2n+1+1)n(k _ 1)22n(k _ 1)ﬁ22n2hb(5)22n
— 2(h;,(6)—10gk+(1+ﬂ)logk—1)22"+(2"+1+1)m‘

)(k—l)i

(4.46)

Where in the first equality we used that f is chosen uniformly at random, in
the second step we estimate the numerator by considering a ball in Hamming
distance around every function g that cab be expressed suitable by fa, fp, u, and
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in the third step we bounded (k- 1) in the sum by (k- 1)%2*" and we used the
inequality )" (%) < 213 for n € N and 8 € (0,1/2) [MS77]. For ke, = (3,2,2)

and k@ap = (5,3,2)7 A = 0009, K < 10g([m])22q+2 for RS (ngwal] and

q<n/2-5, (4.46) is strictly upper bounded by 2-2". |

has the same interpretation as This leads to the

next theorem, which provides a lower bound of the probability that attackers
pre-sharing entanglement are caught in a round of the QPVZ;J; protocol.

4.3.6. THEOREM. Consider the most general attack a round of the QPVZ’QJ; proto-
col for a transmission rate n € (nke(p, 1] and prover’s error rate pe,.. Let A =0.009.
If the attackers respond with probability n and control at most q qubits at the be-
ginning of the protocol, and q is such that

q< g _5, (4.47)

then,
Pr[Vag = €] <n(1 = B, [1 - (@°(n) + A)]). (4.48)

We see then that if pe,, < By, [1- (u?,f%(n) +A)] the QPVZ:; protocol is secure

even in the presence of photon loss (more loss-tolerant than the QPV%’éS 4 proto-
col) and attackers who pre-share entanglement.
Proof:

Let 0 <e<g=1- (wzw(n) +A). By [Lemma 4.3.4] there exists g, (&,q)-

classical rounding of size k < log([ﬁ])?q*?. Fix f:{0,1}?>" - [k] such
3(nA+4)3 -

that f(z,y) € g(fa(x), f5(y), ) holds on less than 1 - 3y,  of all pairs (z,y), for

all fa, fp and p as defined previously. By [Lemma 4.3.5 a uniformly random f

will have this property with probability at least 1 - 272",

On the other hand, assume that there is a (¢, (1= B, ) -2*")-perfect ¢-qubit strat-

egy for QPVZGJ; Then, the corresponding fa, fp, p satisty f(x,y) € gr,, (fa(x), fa(y), 1)
on at least (1 - f,, ) - 22" pairs (z,y). This is a contradiction of the choice of

f. Therefore, with probability at least 1 — 272" the function f is such that there

are 10 (g, (1 - B, ) - 22")-perfect g-qubit strategies for QPVZ;J; . Hence, for every
strategy that the attackers can implement, on at least [y, of the possible strings
(z,y), they will not be correct with probability at least . O

The security of the sequential repetition of QP\/Z;}’; is obtained as in the proof
of ['heorem 4.2.13| adjusting the parameters accordingly for the particular choice
of kg(p.




Chapter 5

A generic framework for loss and
constraints

In and [4], we analyzed quantum correlations in a variation of a class
of non-local games called monogamy-of-entanglement (MoE) games, adapted to
incorporate losses in quantum communication. These games involve two dis-
tant parties (Alice and Bob) who prepare a quantum state, send a subsystem
to a referee, who then performs a measurement on his register. Previously,
we bounded achievable correlations using an ad hoc approach: combining the
Navascués—Pironio—Acin (NPA) hierarchy [NPAQS], which, via semidefinite pro-
grams (SDPs) characterizes correlations achievable by commuting measurements—
a superset of tensor-product measurements (describing non-local correlations),
which coincide with tensor-product measurements in finite dimensions—with ad-
ditional linear constraints analytically derived for each specific game. While effec-
tive, this method requires manual derivation for each game and does not guarantee
convergence to the optimal value.

In this chapter, we introduce a more systematic method. We extend the
notion of extended non-local games [JMRW16], which generalize MoE games,
by incorporating experimental constraints such as photon loss and measurement
errors. We show that a variation of the hierarchy of SDPs in [JMRW16], which
solely requires the game description and its constraints, suffices to obtain upper
bounds with guaranteed convergence to the optimal (commuting) value. We
demonstrate the effectiveness of our framework by applying it to quantum position
verification, recovering and sharpening existing results. For further applications
in quantum cryptography, including relativistic bit commitment and quantum
key distribution, we refer the reader to [EFS25a].

The results presented in this chapter are based on the following publication:

e Quantum 9, 1712, “Lossy-and-Constrained Extended Non-Local Games

with Applications to Quantum Cryptography”, by Lloreng Escola-Farras,
and Florian Speelman [EFS25a].

79
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5.1 Introduction

The study of quantum correlations attainable by distant parties, known as non-
local correlations, has been a broad and well-studied topic in quantum information
theory. They are not only interesting from a fundamental point of view, given
that it is well-known that quantum distant parties can attain correlations that
classical physics is not able to describe [Bel64], but also lead to many applica-
tions such as secure key distribution [ABG*(7], certified randomness [PAM*10)],
reduced communication complexity [BCMdW10], self-testing [MY04, [SB20], and
computation [AB09].

Non-local correlations are often studied in the literature as non-local games,
which provide an operational framework for understanding them. Usually, a
classical referee sends classical questions to the two distant parties, namely Alice
and Bob, who have to respond classical answers. The game is defined according
to a predicate that accepts the answers as correct if they fulfill a previously
agreed relation with the questions. One of the most well-known examples in the
literature is given by the CHSH game [CHSH69).

The usage of semidefinite programming (SDP) techniques to bound corre-
lations of non-local games was initiated by Cleve, Hgyer, Toner and Watrous
[CHTWO04], Wehner [Weh06], and Liang and Doherty [LD07]. Later on, Navascués,
Pironio and Acin introduced an infinite hierarchy of conditions, the so-called NPA
hierarchy, necessarily satisfied by any set of quantum correlations, each of them
testable with SDPs [NPAQT], with the subsequent result showing that this hier-
archy is complete [NPAOQS].

Non-local correlations have also been investigated beyond the classical question-
and-answer scenario. For example, in a quantum XOR game [RV12], a quantum
referee sends quantum questions to Alice and Bob, who respond with classical an-
swers. Another example is given by rank-one quantum games [CJPPG15], where
both questions and answers are quantum. In this work, we consider a slightly
different scenario. In terms of games, the referee is quantum and performs a
measurement on their local register of a tripartite system shared together with
the two collaborative parties Alice and Bob. These types of games are known
in the literature as extended non-local games, introduced by [JMRW16]. They
are a generalization of monogamy-of-entanglement games [TEKW13|, where, as
described in the referee, Alice and Bob pre-share a joint quantum
state, the referee performs a local measurement on their local register, chosen
from a predefined set of measurements, then, the referee announces the chosen
measurement, and the task of Alice and Bob is to guess the outcome. These types
of games have applications to quantum cryptography tasks, such as quantum po-
sition verification and device-independent quantum key distribution [TEKW13],
and have been studied in the context of quantum steering [RW17]. Using simi-
lar ideas as in [NPAO§]|, it was shown [JMRW16] that there exists a hierarchy of
SDPs that bound the optimal winning probability of any given extended non-local
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game, and it is such that converges to its optimal (commuting) value.

When analyzing the applications of such games, for example in quantum com-
munication tasks, one has to take into account experimental parameters such as
errors and loss of the quantum information, and, as shown in [Chapter 3| treating
these two separately can give significant improvements in the analysis, where a
loss-tolerance of up to 50% is shown for a given protocol with only around 15%
error-tolerance [TEKWT13|, which is impossible if naively treating loss as error.
Moreover, besides errors and loss, when executing a protocol it can be the case
that certain answers are expected to be observed with a given frequency, for ex-
ample: a certain number of correct answers; some wrong answers (caused e.g. by
errors); some ‘empty’ answers, if the quantum information got lost when trans-
mitted. Additionally, in some protocols there are answer combinations that are
simply inconsistent with the setting, and are never expected to be observed: in-
cluding such constraints in the analysis of extended non-local games could enable
improved bounds in practical applications.

We introduce a modification of extended non-local games, which we call lossy-
and-constrained extended non-local games, that takes into account errors, loss and
the fact that certain answers are expected to be observed with a given frequency.
These games are inspired by practical considerations, describing scenarios where
honest parties receive quantum states over a lossy channel, and we aim to pre-
vent security issues that can occur because of such transmission loss. We show
that similar results as in [JMRWI16] can be applied to the lossy-and-constrained
version, and that there exists a hierarchy of SDPs converging to the optimal
(commuting) value that can be attained by the quantum parties Alice and Bob.

We consider different monogamy-of-entanglement and extended non-local games,
and we analyze them in their lossy-and-constrained version.

We compute the corresponding semidefinite programs to show a way to verify
some previously known results by solving only an SDP. By solely computing the
corresponding SDPs; we show a way to verify some previously known results.
Moreover, we find new tighter and new tight results for those games. It is worth
highlighting that for most of the games that we analyze with loss or constraints,
we obtain tight values by using the first level of the hierarchy—showing that the
resulting SDPs are numerically solvable in practice and going to higher levels is
not required. We created Python codes to compute these values via SDP [EF],
using cuzpy [ABQO9]. These programs can be modified and adapted to analyze
other games.

Finally, we study applications to quantum position verification (QPV) in the
presence of photon loss, showing that (lossy-and-constrained) non-local games
can be used to prove security for certain protocols in a simpler way, with a
method that can be executed using only the description of the game. Using our
analysis, we provide tighter security bounds. For the QPVppg, protocol with
loss, we obtain, in an easier way compared to [Chapter 3| [[Theorem 3.2.10, where
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it was necessary to prove a relation between certain operator norms and error
and then use it in the NPA hierarchy to obtain the values. The advantage is that
by considering the corresponding game with loss and constraints, it is enough
to have the description to compute the SDP providing the optimal values. We
improve the bounds found in for an extension of QPVypge,, and we
show that they are tight, and we also apply our results to show security of the
2-fold parallel repetition of QPVgpg, with loss.

5.2 Lossy-and-constrained extended non-local games

Following [JMRW16], we describe extended non-local games. Let Z, X', )V, V,
A and B be finite non-empty alphabets, let ¢ be a probability distribution over
Zx X x)Y, let V7 be a square Hermitian matrix of dimension d € N for all
(z,v) € ZxV and let M :={V,?},,. Three parties will play a role in the extended
non-local games: a referee, Alice and Bob, whose associated Hilbert spaces will
be denoted by Hg, H4 and Hp, respectively.

5.2.1. DEFINITION. An extended non-local game G, played by a referee R and
two collaborative parties Alice (A) and Bob (B), denoted by the tuple

G=(qg M W), (5.1)

where W = {(z,z,y,v,a,b) | pred(v,a,blz,z,y) = 1} (winning set), for a certain
predicate function pred(v,a,b|z,x,y) € {0,1}, is described as follows:

1. Alice and Bob prepare a tripartite state prap where the dimension of the
register R is d, i.e. the reduced state pr € S(Hg), for Hr = C?.

2. They send the register R of the tripartite state to the referee. The two
parties are no longer allowed to communicate.

3. The referee sends questions x € X and y € Y to Alice and Bob and picks
z € Z according to the probability distribution q(z,x,y). Then, Alice and
Bob have to answer a € A and b € B, respectively. Denote by pfiib € S(Hr)
the resulting quantum state held by R after Alice and Bob send a and b.
The average pay-off for the players is given by

> (e T[Visy! | (5.2)

2,z,Yy,v,a,be W

See for a schematic representation of an extended non-local game.

5.2.2. REMARK. A monogamy-of-entanglement game G, as introduced in
is an extended non-local game G where x = y = z, i.e. all the parties
get the same question, drawn uniformly at random, and the winning set is given
by W = {(x,v,a,b) | v = a =b}, i.e. they have to guess the measurement outcome

of the referee, see for a visual illustration.
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Figure 5.1: Schematic representation of an extended non-local game. The gray-
shaded region represents the tripartite quantum state prap prepared by Alice
and Bob and shared amongst the three parties.

In order to play an extended non-local game, the most general thing that Alice
and Bob can do using quantum mechanics is to perform POVMs {A2} and {B}}
on their local registers to answer a and b, respectively. Similar as in a monogamy-
of-entanglement game (Definition 3.2.4)), a quantum strategy S¢ is defined by the
tuple {prap, A%, By }+ 4.0, and the quantum winning probability of the extended
non-local game G is defined as

we(G)=sup Y q(z2,y)Te[(Vi ® AL ® B})pras], (5.3)
(z,2,y,v,a,b)eW

where the supremum (sup) is taken over all quantum states prap and all POVMs
{Az} and {B}} over all possible dimensions of H4 and . All the supremums in
this chapter will be taken with respect to the same conditions. A particular case
of quantum strategies that will appear in this work are the unentangled strategies.
These correspond to quantum strategies S for which Alice and Bob prepare an
unentangled initial state, i.e. of the form prap = Y5 pApy ® P ® pYy, where py >0
are such that Y, p), = 1. Notice that the winning probability of unentangled
strategies can be attained by Alice and Bob acting only classically (using shared
randomness), since the following holds:

Te[(V; ® A7 ® BY)pras] = Y, oA e[ Voo e[ AL pA | Te[ BYp ] (5.4
A

Therefore, we will refer to unentangled strategies as those where Alice and Bob
send a quantum state to the referee but only perform local operations based on
shared classical randomness, reducing to prap = pr. Note that, since in this case
the winning probability will be given by a convex combination, the optimal values
will be obtained by extremal points and thus, by the proper choice of a pure state
|6)(P|r, We have that

( 3 b)q(Wz, z,y) ZA:pATr[Vip?z]Tr[Aipﬁ]Tr[prAB]
Z,:E,y,’l],a7 €

< Y gz, y)Te[Vi o) (ollp(alz)p(bly),

(z,2,y,0,a,b)eW
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where p(a|r) and p(bly) are the (classical) probabilities to output a and b, given x
and y, respectively. As discussed in[Section 3.2.1] for GPP%4, it was shown [TFKW13]
that wq(GPP#) = cos?(Z), which is attained by the unentangled strategy {|¢)(d|,
AZ =040, BE =040}, where |¢) = cos(Z)|0) + sin(Z)|1).

A broader class of strategies, encompassing quantum strategies as a special
case, is given by the so-called commuting strategies which consist of POVMs { Az}
and {B}} on Alice’s and Bob’s joint system H4p such that [AZ, B/] =0, i.e. the
POVMs commute, and a joint tripartite state prap. Here, AB refers to a single
composite register on which both measurements act, not two separate subsystems.
The respective commuting winning probability of a non-local game G is defined
as

Wcomm(g) ‘= sup Z Q(Z7x7y)Tr[(VtuZ ®A§Blzj)pRAB:|' (55)
(z,2,y,v,a,b)eW

By extending Alice’s and Bob’s Hilbert spaces, if necessary, prap can be taken
as a pure state, and {A?} and {B}} projective measurements. Since the quantum
strategies are a subset of the commuting strategies, we have that, for all extended
non-local games G,

w0(G) < Weomm(G). (5.6)

A particularly interesting case arises when an extended non-local game is se-
quentially played many times so that one can extract statistics from the answers
of the players. Such a case arises, for example, when monogamy-of-entanglement
games are used to analyze security of certain quantum protocols [TEKWT13],
where the two collaborative parties play the role of attackers/dishonest imple-
menters of the protocol who want to emulate the behavior of an honest party
towards the referee.

In a realistic implementation of those protocols, the honest party will not per-
form them with perfect correctness, and one might expect a certain distribution
over the possible outcomes. For example, there will be answers that will be wrong
with a certain probability due to e.g. experimental measurement errors or noisy
quantum channels. However, we can find other types of answers that are wrong
and that are simply inconsistent with the behavior of an honest executor of the
protocol, for instance if she broadcasts classical information and this information
is received differently in different locations. Moreover, in communication tasks,
a sizable fraction of qubits get lost and, therefore, we expect a certain ratio of
‘empty’ answers (1). Thus, it is natural to ask whether Alice and Bob’s win-
ning probability of a certain extended non-local game decreases if they not only
have to answer correctly, but they have to emulate the distribution of the other
(different) incorrect answers and the transmission rate. In order to analyze these
games where Alice and Bob are expected to answer certain answers with a certain
probability, we introduce the concept of lossy-and-constrained extended non-local
games. To clarify these ideas, we now present an example before introducing the
formal definitions of constrained and lossy extended non-local games.
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5.2.3. ExaMPLE. Consider the extended non-local game GBB84 (also denoted
GBB#) " as described in [Theorem 3.2.6| Briefly recalling its structure, Alice and
Bob send a qubit register to the referee, who measures it in either the compu-
tational or Hadamard basis. Their task is to guess the outcome of the referee’s
measurement. We consider two versions of this game:

1. Constrained version (see [Section 5.3.1| for further details): This version is

motivated by applications to quantum cryptographic protocols, where Alice
and Bob model an adversarial implementation attempting to simulate a single
honest prover (see . In this context, Alice and Bob are required
to coordinate their actions so that they behave as a single entity. A natural
constraint to enforce this is to forbid them from providing different answers
when they receive the same question. Formally, we impose that for every
strategy Sg = {prap, A%, By }1.y.a, the following condition holds:

>, q(@)Tr[(Vy ® AL ® By)pras] = 0. (5.7)

x,a,a’+b

2. Lossy version (previously introduced in [Section 3.2.1} see [Section 5.3.4| for a

generalization and further details): Motivated by losses in quantum commu-
nication, assume that Alice and Bob have the option to answer ”inconclusive
answer” (L) with probability 1-7. This can be viewed as Alice and Bob claim-
ing at will that the quantum messages have been lost, even if that was not the
case. In this scenario, if they have to coordinately mimic a response rate 7,
this can be done by imposing that for every strategy Sg = {pran, A%, By }s y.ab,

>, q(x)Tr[(Ir ® AY ® BY)prap] =1-1. (5.8)

We now formalize these concepts with the following definitions.
5.2.4. DEFINITION. Let LeN, for all (€ {1,... L}, let

C = {Oé[(?), a, b|27 z, y)v 627 Cé}(@,z,:{:,y,v,a,b)
(set of constraints) for ag: Zx X xYxVx AxB >R and let ¢}, cj € R be such that
&) <. We say that an extended non-local game is constrained, and we denote
it by Go, if for every strategy Sq ={pran, AL, By }ay.abs
d< > wva, b|z,x,y)Tr[(sz AT ® Bi’)pRAB] <c; Vle{l,....L}. (5.9)

2,Z,Y,V,a,b
5.2.5. DEFINITION. We say that an extended non-local game G is lossy with
parameter n € [0,1], and we denote it by G,, if the players are allowed to re-

spond a € Au{L} and b € Bu{L} in such a way that for every strategy Sg =
{praB, AZ, B!} ¢ yap, forac Au{Ll} andbe Bu {1},

> q(z,y)Tr[(Tg ® AT © BY)pran] =1-1. (5.10)

x?y
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See more examples in [Section 5.3, We define a lossy extended non-local game
by imposing that the average probability of the answers ‘1’ is 1-7. We stress that
depending on the case to be considered, one can vary the definition and (i) impose
that the probability for every input x,y is 1 -1, i.e. Tr[(Ig ® A?BY)prap] =1-7
Va,y e Xx) instead of on average, or (ii) impose different loss rates for Alice and
Bob, which includes the case where one party answers 1, while the other party
does not. Although we stick to the above definition, the results presented in this
work still apply if these alternative definitions are considered.

If an extended non-local game G is both lossy and constrained, we say that it
is lossy-and-constrained, and we denote it by G¢,. The quantum and commut-
ing winning probabilities of G¢, will be denoted by wg(Gc,,;) and wWeomm(Ge,y),
respectively.

5.2.1 Convergence of Weomm(Gc,,) via SDPs

In [JMRW16], it was shown that similar ideas as in [NPAOS] could be applied to
construct a hierarchy of SDPs that upper bound the average winning probability
of a given extended non-local game, which converges to its optimal value. Here,
we show that when slightly modifying these games, by considering their lossy-
and-constrained versions, the results still apply. For completeness, in this section
we reproduce the proof in [JMRWT16] to show that it applies in our case whenever
the games that are considered are modified by their constraints and the loss.
Following Section 3 in [JMRW16], consider the set

Y= (X xA)u (Y xB), (5.11)

where U denoted the disjoint union. The set of strings of length at most k over
the alphabet X will be denoted by ¥<*, the set of all strings of finite length over
¥ will be denoted by ¥*. Finally, the reverse of a string s will be denoted by s%,
and the empty string will be denoted by €. For example,

¥<0 = {e},
ZSI = ZSO U {(QZ, CL), (y, b)}(x,a7y,b)eXxAxy><B7

ESQ = zgl U {(QZ, a, xla Cl,), (y> ba yla bl)? (1’7 a,y, b)? (y7 b7 Z, a)}(I:x'vava'7y:y'7b7b’)5XX2XAXQXyXQXBXZ'
(5.12)

For later purposes, we will consider the set defined for k = ‘1+ AB’, which is given
by
ES‘1+AB7 = ESI U {(SL’, a,y, b)}(x,a,y,b)eXxAxyxB c ES2- (513)

Consider the equivalence relation ~ on »* defined by:
1. For every s,t € X*, and o in X, sot ~ soot,

2. For every s,teX* og,e X x A, and og € Y x B, sopopt ~ sogot.
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5.2.6. DEFINITION. (Admissible function [JMRWI16]). A function ¢:¥* - C is
said to be admissible if and only if the following conditions are satisfied:

1. For every s,t € ¥*, and every (x,y) e X x ),

D d(s(z,a)t) = o(s,t) = ) d(s(y.b)t). (5.14)

acA beBB
2. For every s,t € ¥*, every (x,y) e X x), and every a +a’ € A, b+ b' € B,
¢(s(x,a)(x,a’)t) = 0= ¢(s(y,b)(y,0)t). (5.15)
3. For every s,t € X2* such that s ~ t,
¢(s) = o(2). (5.16)

A function ¢ : X5k — C is said to be admissible if and only if (5.14)-(5.16))
hold, given that the arguments’ length is such that ¢ is defined.

We extend the definition of kth order admissible matrices in [JMRW16].

5.2.7. DEFINITION. For every 1 <k eZ, let M%) be a block matriz of the form
k k
M1(,1) Ml(,d)

VAT (5.17)

(k) (k)
Md,l Md,d

where MZ(;C) 1 Xk x Bk C for every i,j € {1,...,d}. The matriz M*(s,t) is

defined as the matrix with entries Mi(’?)(s,t). We say that M® is a lossy-and-
extended kth order admissible matriz for G, with constraints
C ={a(v,a,blz,2,9),¢),¢; }t200ab), if the following conditions are satisfied:

1. For everyi,je{l,...,d}, there exists an admissible function ¢;;:¥?* - C
such that for every s,t € X<k,
k
MY (s,t) = ¢ 5(s™). (5.18)

2. The following holds
Te[M®)(e,e)] = 1. (5.19)

3. Forallle{l,... L},
G< > av,a,blz,a,y)Te[ViMP((2,a), (y,0) ] <, (5.20)

Z’z7y?v7a7b

and

> a(e,y)Te[MP((z,1), (y,1))] = 1-n. (5.21)

I7y
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4. The matriz M*) is positive semidefinite.

The definition of a kth order admissible matrix defined in [JMRW16] is the
same, except without condition 3.

For a lossy-and-extended kth order admissible matrix for G¢,, with constraints
C ={au(z,z,y|v,a,b),¢},¢; } 020,90.ab), consider

O sGea)=sup Y (e ) TVEM®((2.0), (1.0)]. (5.22)

(Z7‘/1:7y7’u7a7b)ew

w

Here the supremum is taken over all the strategies that fulfill the constraints given
by C and are consistent with 7 in the sense of (5.10]).

5.2.8. REMARK. The value w*) (Ge.y) can be computed by the following SDP:

admiss

max Z q(z,x,y)Tr[V;f]\/[(k)((x,a), (y7b))]

(Z7‘r7y7v7a7b)ew

subject to the linear constraints given by ((5.18))-(5.21]), (5.23)
and M® > 0.

Recall that semidefinite programs (SDPs) can be solved in polynomial time to
any fixed prescribed precision, see e.g. [LR0O5, BV04].

5.2.9. LEMMA. Forallk>k >1,

Wl s Gen) 2wl (Gew) > Weomm(Gen)- (5.24)

Proof:
The function K defined as K (a,b|z,y) = TrAB[(]IR ® AgB}j)pRAB] is said to be a
commuting measurement assemblage. Then, (5.3]) can be rewritten as

Weomm(G) =sup 37 q(z,2,y) e[V K (a, bz, y)]. (5.25)

(Z’z7y7v7a’b)€W

We will show that given a commuting measurement assemblage K, for every
integer k > 1, there exists a lossy-and-extended kth order admissible matrix for
Gc., with constraints C'.

Consider a commuting strategy Scomm = {|¢), A%, By} for G, with [¢) €
Hr® Ha® Hp and AZ, B] projective measurements (recall that a strategy can
be taken as a pure state and projective measurements). Consider a Schmidt
decomposition of i) given by [¢)) = XL, Aili) rlti) ap, where {]i)} is the standard
basis of Hr and [¢;)ap € Ha ® Hp. Let |10;) := \i|y).

Define

(5.26)

c

. JAzZif (c,2) e Ax X,
| Bzif (¢,2) e Bx .
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Consider M®*) defined by

MY (s,t) = ¢y 5(s7t) Vi, je {1,...,m}, (5.27)
where ¢; ; are defined as

i ((z1,¢1) - (2 c0)) = (| TI2 - T2 o). (5.28)

The functions ¢, ; fulfill (5.14)-(5.16)), and thus they are admissible functions.
Notice that

1= T Tr[z| MGG = 35 G000
hy=1 b= (5.29)

d ~
= ;Win 2@1(8 €)= ZMZE?)(&,&) = Tr[M* (e, )],

and therefore is fulfilled. Moreover, S¢omm is such that equations and
hold. Finally, since M®*) is a Gram matrix by construction, it is positive
semidefinite. Thus, M*) is a lossy-and-extended kth order admissible matrix for
Gc,, with constraints C'.

It remains to see that M*) corresponds to K. Since

d
K(a,blz,y) = Trap| (In ® ATBY) D7 Nidili)uy ) (wil(il)

i,j=1
dimHAHB d d

= kzl (4] (I ® AZBY) ,z_l N Ml ) o) = z_l|i><j|Aj<wj|Asz|wi>Ai
d d

z Wil AZBY ) = S 1) (GIMS (2, a), (3,D)),

j=1 i,j=1

(5.30)

we have that K (a,b|lz,y) = M®)((z,a),(y,b)).
Finally, the inequality wé@}niss(gc,,) > w(gzrzms for k > k' comes from the fact
that both are obtained with an SDP with the same objective function, but the

latter is obtained with more constraints. )

5.2.10. LEMMA. (Lemma 5.2. in [Rusi7]). Let M®) be as in (5.17). Then, for
alli,7€{1,...,m},s,t ek

k
(M (s,8)] < 1. (5.31)

5.2.11. LEMMA. (Banach—Alaoglu theorem for separable spaces [Ala40]). Let X
be a separable normed space. Then, the closed unit ball in X* is sequentially
weak*-compact. That is, for every sequence {jintney in X* with |p,] <1 Vn €
N, there exists a subsequence {fin, }ren such that weak™ converges to € X*:

My 0 fln,, = [t
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5.2.12. THEOREM. The following holds

111_{{.10 wc(tljlgniss(gcyﬂ) = Weomm (Ge.n)- (5.32)

In summary, for a given game G, ¢, shows us that computing the
SDP (j5.23)) will provide an upper bound to the value wg(G, ). Moreover,
tells us that the upper bounds will actually converge to the optimal
value of Weomm (Gy.cr)-

Proof:
From we have a non-increasing sequence {w'*) (Ge.p)} that for ev-

admiss
ery k, Wal:zmiss( Ge.n) = Weomm (Ge ). We will first show the convergence of wiszms(gcm),
and finally that it converges to Weomm(Ge,y)-
By |Lemma 5.2.10}, we have that |Mi(7?)(s,t)| <1Vi,je{l,...,d}, s, teXsF. By
the Banach-Alaoglu theorem for separable spaces (Lemma 5.2.11)), there exists a
subsequence {Mifl;l)(s,t)}leN and M, ;(s,t) such that lim;_ . = M; ;(s,t). Let

M=l s, (5.33)

then, by construction M) — M. The M, ; are such that

1. For every i,j € {1,...,d}, there exists an admissible function ¢, ; : ¥* - C
such that for every s,t € X<k,

M (5,1) = ¢15(s"). (5.34)

2. Equation (j5.19)) holds,
3. Forall £€{1,..., L}, equations (5.20)), and ([5.21]) hold.

4. The matrix M is positive semidefinite.

We want to see that M defines a commuting measurement strategy Scomm =
{|v), Az, B{}. Since M is positive semidefinite, there exists vectors [¢; ) € H for
i€{l,...,d} and s € 3*, for a separable Hilbert space Hp, such that

M;j(s,t) = (sslthie). (5.35)
Assume H is spanned by {[¢); )}, otherwise let H = span{|t;)}.

e Consider the state

U

W) = Y je) e Hr @ H, (5.36)

7=1
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which is normalized, since
d d d
[ = (le) = Z (liNelic) = D (ielbje) = D" M;i(e,e) =1, (5.37)
j=1 j=1 7=1

where we used (5.35)) and ([5.19)).
e For all (z,¢) € X, let IIZ be the projection operator onto the following space
span{|i; .oys) 17 €{1,...,d}, s € X"} (5.38)

We want to see that these operators are projective measurements, and that
the ones corresponding to Alice commute with the ones corresponding to Bob.
Notice that (5.38)) is the image of I1Z, which we denote by Im(II?). For all
je{l,...,d} and s e X*,
<wj,(z,c)t|7w/}j78> = Mi,j((za C)ta 3) = ¢i,j(tR(Za C)S) = ¢i7j (tR(Zv C)(Zv C)S)
= i,j((za C)ta (Z7 C)S) = <¢j,(z,c)t|¢i,(z,c)s>'

By linearity, for every |¢1) € Im(I12),
(p1ltys) = (901|¢j,(z,6)5>‘ (5.40)

Let (I12)* denote the projection onto Im(I12)* (orthogonal complement), so
that I1z + (I12)* = I. Then,

(prltys) = (@al(TZ + (TI))js) = {0 [TIEs,6) + {1 |(TI2) |ts) = {0 [TIE[WDy6),
(5.41)

(5.39)

where we used that (II2)*[¢;s) € Im(I12)* and therefore, (@|(II2)*[¢);s) = 0
Using ([5.40)), we have that

(PrIZ b s) = (1l ze)s)- (5.42)

Take an arbitrary |p) € H, then |p) = |p1) + |p1), for |p1) € Im(II2) and |p7) €
Im(I12)*. Then,

(PITIE[;.6) = (P [TIE]s ) + (e [TIE5.6) = {pn[TE|Ds6), (5.43)

<90|¢j,(z,c)s) = <(p1|wj,(z,c)s> + (@ile,(z,c)s> = (Qpl|wj,(z,c)s)7 (544)

where we used (p1[lIZ[¢;5) = 0 and (@f[v;(z,c)s) = 0. Then, we have that,

because of " for all |90) € HABa and for all |wj,s>7 <30|H§|¢j,s> = <90|wj,(z,c)s>7
and therefore,

Hi|¢j,5> = |¢j,(z,c)s>- (545)
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Then, for all 4,j € {1,...,d}, s,t € X*, for (z,¢1),(z,¢) € X with ¢1 # ¢a,

<wj,t|H§1H§2|¢i,8> = (¢j,(2,01)t|¢i,(2,02)8) = Mi7j((z7 cl)t’ (Z7 CQ)t)
= ¢i;(t"(2,c1) (2, ¢2)8) = 0.

Therefore, we have that

(5.46)

1,112, = 0. (5.47)
Moreover, for all i,j € {1,...,d}, s,t e X x e X,

Z<¢i,8|ng|¢j,t> = Z (¢i75|"/}j,(w,a)t> = Z ¢i,j(5R(xv a)t) = ¢i,j(8Rt) = <¢i,8|¢j,t>>

aeA aeA acA
and thus, Y, 4112 = I. Analogously, one finds that for all y € ¥, ¥,z II¥ = 1.
For alli,je{l,...,d},s,te¥X* xeX ,ye) ac A beB,

(5 | TEETTY 1050 ) = (Vs ()|, ) = D (8™ (@, @) (y, b)E) = ¢ 5 (s™(y,b) (z, a)t)
= <¢i,(y,b)8|wj,(x,a)t> = <¢i,S|Hi/H£|¢j,t>a

(5.48)
and therefore [T1Z,I1¥] = 0.
Lastly, we see that, from (5.45)),
M;;((x,a), (¥, ) = (j, @) i, u0)) = (.| AT By i), (5.49)
and, thus,
K(a,b],y) = Try,,[(In ® ATB))0 )] = ;<¢l,k|(ﬂR ® A7 By) ZJ: [i)thi.e )Wl il )

= 2 (s AT BNl = 3 Miy((w,a), (y, b)) i) (il = M((x,a), (y,b)).

O

5.3 Concrete games

In this section, we consider particular extended non-local games, and we analyze
lossy and constrained versions of these games, inspired by experimental consid-
erations computing the SDPs that give the values of wU(LZ?mSS. We show that our
results are consistent with previously known results, for some cases with a simpler
proof, and we show new results, and tight results in [Section 5.3.4, For a reader

interested in applications in quantum cryptography, the games analyzed in this
section will be used in to prove security for cryptographic primitives.
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5.3.1 Constrained BB84 monogamy-of-entanglement game

We now consider a constrained version of the G858 (GBB84) game. Recall that
in [TFKW13], it was shown that wg(GPP3) = cos?(Z), which is attained by the
strategy Srexw = {|0)(@], AZ = a0, B = dao}, Where |¢) = cos |0) +sin §[1). In
particular, as motivated in [Theorem 5.2.3| we consider a constrained version of
GBB8 in which Alice and Bob are required to never answer differently—that is,
by imposing that the probability that they provide different answers is zero.

There are settings in quantum cryptography, for example in quantum-position
verification, where this constraint can be added naturally—see[Section 5.4] In this
case, the set of constraints C'is given by: for every strategy Sq = {pran, A%, B} }1.y.a,b,

Y, q(@)Tr[(V @ AL ® By)pras] = 0. (5.50)
z,a,a’+b’
From we have that
WQ(GE"™) < weomm (GE”™) < i, (GE™™). (551)
Solving the SDP (5.23) to obtain the value of w'*=!) (GBB81) see code [EF], we
find
W=l (GBBS1) = (.8535533905 = cos2(g), (5.52)

and therefore we see that constraining Alice and Bob by forbidding them to
answer inconsistently does not lower their average winning probability. This is
not surprising, since in [TFKW13] it was shown that the strategy Sqpcw gives the
optimal value for GBB® . This strategy fulfills the constraints C', and therefore it
is also optimal for G554
Moreover, we see that for this game giving inconsistent answers precludes
attaining the optimal value. For instance, if we impose the constraints C. given
by
Y q(2)Te[(VF ® AL ® By pras] > ¢, (5.53)
z,a,a’ b’
for ¢ > 0, thus imposing that the probability that Alice and Bob answer in-
consistently is at least ¢, the upper bounds obtained by wk=D) (956384) for dif-

admiss

ferent values of ¢ > 0 are lower than cos*(Z), see [Figure 5.2/ (black dots) for
0 <e<0.25. This fact is consistent with the rigidity results for the GBP8 game
shown in [BC23].

A numerical optimization over states |¢)y ap of dimension 23 with real coef-
ficients, where each register is 2-dimensional (3-qubit states), and 2-dimensional
projective measurements for both Alice and Bob, shows that the results obtained
with the first level of the hierarchy (wéZZiLS(QCBEBS‘l)) are tight, up to numerical

precision. See the continuous black line in for the values of the nu-
merical optimization, which match the values of w,, ~ (GEP3') (black dots), and
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Figure 5.2: Values of wg’;;j}ss(ggfﬂ) (black dots), optimal winning probability

using unentangled strategies (light gray continuous line), 2-qubit state (dark gray
continuous line) and 3-qubit state (black continuous line) for different values of .

see [EF] for the explicit states |¢)yap and the 2-dimensional projective measure-
ments {A2} and {B}} for different values of ¢ fulfilling the constraint (5.53|) and

matching the upper bounds wg’;j,};s(ggff?‘*).

In addition, the optimal values for € > 0, unlike for € = 0 (strategy 55384),
cannot be obtained by unentangled strategies, i.e. by just preparing a single qubit
and sending it to the referee. A numerical optimization over unentangled strate-
gies fulfilling the constraint (5.53)), see [EF], shows that the optimal values are
significantly lower than wg’jl;jjss(ggf&l), see light gray line in [Figure 5.2 Numer-
ically optimizing over all states |¢)yap of dimension 22, with the referee’s and
Alice’s registers being both 2-dimensional and Alice performing projective mea-
surements, shows that the optimal value increases, being tight (only) for small
values of ¢, see the dark gray line in [Figure 5.2l Therefore, we see that imposing
certain constraints forces Alice and Bob to utilize higher-dimensional quantum
systems to achieve the optimal winning probability. We would like to stress that
we do not have an understanding of the fundamental reason behind this require-

ment.

5.3.1. REMARK. In order to analyze optimal strategies, if one is able to find an
optimal strategy for an extended non-local game (or monogamy-of-entanglement
game), one can constrain the game and see if certain restrictions on the strate-
gies affect the optimal winning value. Finding a still-optimal perturbation of an
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optimal strategy in such way is a way to exclude possible rigidity results.

5.3.2 Alice guessing game with constraints

We consider a slight variation of the GBB8 monogamy-of-entanglement game
where only Alice has to guess the measurement outcome of the referee, described
as follows:

1
gA T BUCSS 1= (Q(Z) = Ea V= {Vaz = |UZ)<UZ|}z,v7 W = {(Z,U,(Z, b) | a = U}z,v,a,b)7

with Z =V = A = B = {0,1}™. Then, given any quantum strategy S¢o =
{/)RAL% Agv Bg}z,m

1 1
wo(GA ™ guess) =2—mz Tr[(VUZ ® AZ@(ZBg))pRAB] = Q—mZTr[(sz@AZ@H)PRAB]-
z,a b 2,a

Notice that this game can be won with probability 1 if Alice and Bob send to the
referee the maximally entangled state |®*)%7, Alice performs the same measure-
ment as the referee and Bob answers at random, and thus, we have that

wo(GA ™ euess) = 1. (5.54)

Now, consider its constrained version given by imposing that Bob also has to
guess the referee’s measurement outcome up to an error p... per bit, but does
not have to coordinate his answers with Alice. This variant is motivated by
ideas from device-independent QKD; we refer the reader to [EFS25a] for further
details. In such a case, the set of constraints C,__ is described as: for every

strategy Sq = {pran, A%, B{ }zap

err

S q(2)Te[(V7 ® A2 ® B )pras] < peti™ Vo, b, (5.55)

z,a

In order to find an upper bound on the winning probability, we find the
values of wc(fl;}ils(gé " EUESS) for m = 1,2 computing the corresponding SDPs, see
for their values. Notice that we obtain tight bounds for p.,, = 0 and
Derr 2 %, since for p.,.. = 0, i.e. if Bob’s outcome has to perfectly match the referee’s
outcome, the optimal values are upper bounded by 0.5 and 0.25, for m = 1 and
m = 2, respectively, which can be obtained by the strategy where Alice and Bob
send |@+)%%, Bob measures V;* and Alice and makes the random guess a=0...0,
which will be correct with probability QLm On the other hand, if p.,, > %, Bob can
answer randomly and Alice can share |®*)%" with the referee and perform the
same measurement, in which case Alice’s outcomes will be perfectly correlated

with the referee’s outcomes.
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Figure 5.3: Upper bounds for wQ(ggpm 8195 obtained from solving the SDP giving

k=1) (gA m guess

the value of w((ldmiss p ) for m =1 (in grey) and m =2 (in black).

5.3.3 Local guessing game

Let m € N, and consider the extended non-local game where Alice and Bob receive
input z € {0,1} and the referee chooses z € {0,1}™, all uniformly at random.
The referee’s measurements (on a system of n qubits) are ViZ = [v7* )(v]'] ® ... ®
[vme Y(vi|, for v e {0,1}™. Alice and Bob have to answer a,b € {0,1}™, and they
win the game if and only if both answers are the same and, for every ¢ such that
z; =, then a; = b; = v;, i.e. whenever R measures qubit 7 in basis =, Alice and Bob
have to guess correctly the measurement outcome. This game will be denoted by
Ggm-local guessing - and. in the above notation,

Say 1
2 2n

gm—local guessing - (q(Z, z, y) — ,V — {‘/;)Z}Z,’U’ I/V)7 (556)

where W = {(z,z,v,a,b) | a=b and Vi s.t. z; = z,a; = v;}.

5.3.2. PROPOSITION. The optimal average winning probability of Gm—tocal guessing

. . . 1+cos?( T . .
for m =1 is given by wg(Gl-lecal guessing) = # Moreover, this value is

attained by the strateqy Stpw-

Proof:

cos?(Z
The strategy Sipwk 18 such that its winning average probability is %
the other hand, consider an arbitrary strategy S = {prap, AZ, Bf}, then

. On



5.8. Concrete games 97

- 1
wQ(gl—local guesslng7 SQ) = — Z Tl"[(‘/vz ® Ag ® Blgf)pRAB]

(z,z,v,a,b)eW

22 S Tr[(ViE® AL ® By ™) pran| + % ZTr[(vy@Ag@Bg)pRAB]

x,v,a

1
= ?ZTT[(WE@(ZA(IL " ® By ")) pras |+ =5 ZTr (V*® A® ® BY)pras]

a

where we Spht the first sum in x = z and x # z, then we used ¥, Al-*®@ Bl-* <T and
that 53, , Tr[(Ve ® A2 ® B2)prag] < wo(GPP8), and finally, that ¥, , V# = 21
and Tr[prag] = 1.

O

The m-fold parallel repetition of the strategy S;s,x, denoted by (S;pur)*™
does not provide the optimal value for Gm-local guessing for gl m. To see this,
notice that on the one hand, this strategy has average winning probability

w(gm—local guessing7 (STFWK)Xm) — (%L(:)) + %)) . (557)

On the other hand, consider the strategy S,,-o = {|0)®™, AZ = 840..0, B} = 0v0..0}-
This strategy is such that

1 1(3\™
m-—local guessing S
w(g mo) =3 2(4) : (5.58)
To see this, let Ty, :={i | z; = x}, let t =|T}.|, denote by T its complement, and,

abusing of notat1on, we will write ¥,z ~for a bit string v € {0,1} to sum the
indices 7 of v such that i € 7,,. Then,

R N (AL

m—local guessin _
w(g & gJSm*O) - 2m+1
(z,z,v,a,b)eW

= St ZTr[(IOnzMUmI®|OT;Z>(OTC D05 20071 @ D Juge ) o 77)
veTS,
1]

2n1+1( > Tr[(|07,. (07,107 107 ]+ . Tr[ (|07 ){07.

z,x—0 z,x=1

1 ™ im 1 1/3\"
- 1 P —_)
2m+1(§ +;)(t) ) 2+2(4 !

P % T (07. )07, 050771 81070,

oL ><o7;:|])

(5.59)

1+cos2(§)

|

Y
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where we used that Tr[(|07;_){07,.|0%:-1)(0%-1|] = [(07,.]0%:1)| = 2-*. Similarly, one
can see (9.57)).

We see that for m > 8, the strategy S,, o outperforms (Sipwx)*™. Not only
this, but winning probability of the former strategy decays exponentially in m,

whereas S,, ¢ has a winning probability of at least % Therefore, we can conclude
that

. 1 1/3\"
wQ(gmflocal guessmg) > 5 + §(Z) . (560)

In [PGKI§| an upper bound was shown that can be directly transformed in
an upper bound for Gm-local guessing \which we state in the below proposition:

5.3.3. PROPOSITION. ([PGKIS8]) For every meN, the following bound holds

o 1o f1+12\"
wQ(gmflocal guessmg) < §+ §(+T/\/_) X (561)

In order to verify tightness of (5.61]), we compute the SDPs providing the
values of wfl’jl;j;s(gn—local suessing) for m = 1,2,3,4,5, see [Figure 5.4, We see that
using SDPs, we obtain tighter upper bounds for the above-mentioned values of
m.

0.90 1

0.85 1

0.80 1 M

0.75 1 .

0.70 1 ®

Figure 5.4: Upper bounds in [Proposition 5.3.3, given by (5.61)), (gray dots) and
upper bounds obtained by w'*>1) (Gnr-local guessing) (black dots).

admiss

5.3.4 Lossy monogamy-of-entanglement games

Consider the lossy-and-constrained version of G#P#, denoted by G55®*, where

the set of constraints C' is given as in the previous case by imposing that Alice
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and Bob never answer differently, i.e. imposing that their probability of answering
different is 0. In this case, the set of constraints C'is given by: for every strategy
S = {PraB, AZ, B} o y.ap;
> q(z)Te[(VE ® A% ® By)pras] = 0. (5.62)
z,a,a’+b
In [Chapter 3] tight results for the optimal winning probability of this lossy-and-
constrained game are provided by an ad hoc method combining the ‘1 + AB’
level of the NPA hierarchy [NPAOS| with extra linear constraints derived from
bounding operator norms.

Solving the SDP for k = 1+ AB’ in the game GEB#t (see code [EF])
confirms the results presented in and does so Wlthout requiring inter-
mediate analytical steps such as the proof of [Proposition 3.2.8, In particular, it
confirms [I'heorem 3.2.10, which shows that the optimal value is achieved by the
strategy given by a convex combination of Sypwk and Sgyess, which is the strategy
where Alice and Bob make the guess = 0 for the referee’s measurement, and
they answer 0 if the guess was right, and they answer 1 if their guess was wrong.

See [Figure 5.5 m 5| for a plot of the results (this plot is equivalent to [Figure 3.3)).

We see that level 1, wésmz)ss, provides a good approximation, whereas level 1 in
[Section 4.2, see |F1gure 3.3}, is far from the optimal value. The main advantage is
that it is enough to have the description of the game to find the value and there
is no need to derive extra linear constraints. Moreover, we know that w((lzzmss will
converge to the true value, whereas it was not necessarily the case in the ad hoc
method in [Chapter 3| This becomes more clear in the following case.

Consider the extended non-local game G3-%s¢s described by

G3-bases .= ( (z) = | i V ={V? =|ax (0]} 2as W = {(z,v,0,b) |v=a= b}m,mb),
(5.63)
with X = {0,1,2} and A = {0, 1}, where |ag) = |a), |a1) = H|a), and |ag) = |i) if a = 0
and |ag) = |-14) if a = 1. This game is similar to GBP®% but the referee, instead of

measuring his local register in either the computational or the Hadamard basis,
can also measure in the basis {| +4)}. The lossy-and-constrained version of this
game, G2 b‘”es, where C' is given by forbidding different answers from Alice and
Bob, is analyzed in[Section 3.3 with the ad hoc method providing upper bounds on
wQ(gi”*bases) for Vn € [0, 1], see . Nevertheless, in it was left
open whether those bounds were tight. Here we show that solving the SDPs for

g’;fmss(g?’ bases) yields improved upper bounds (see |[Figure 5.6). In addition, we
will see that these bounds are indeed tight. Moreover, we computed the values for

Fmiss(Go70a%e%) i.e. without the constraint of imposing same answers for Alice
and Bob, and we obtained the same value. In search of optimal strategies for every
7, this fact leads us to think of strategies that always coordinate the answers of
Alice and Bob, consisting on preparing a concrete qubit and pre-agreeing a fix

answer regardless the question they receive.




100 Chapter 5. A generic framework for loss and constraints

0.85 A

0.80 1

0.75 A

0.70 4

0.65 1

0.60 -

0.55 4

0.50 A

0.5 0.6 0.7 0.8 0.9 1.0

Figure 5.5: Solutions of wi’;;};s(ggﬁs‘*) and wC(LZ;;gsAB7)(QCBﬁS4), represented by

dark gray continuous line and black dots, respectively, together with the winning
probability of the strategy given by the convex combination of the strategies S pwi
and Sgyess, represented by a light gray continuous line.

Consider the strategies
Sg_guess = {|0)(0], A% = 40, AL = A2 = 6,,, BY = 640, Bl = B2 = 6., }, (5.64)

which consists on guessing x = 0 and answering 1L (photon loss) if the guess was
wrong,

S%‘BBM = {|p)(9], A% = A} = 840, A2 = 841, BY = BE = 800, B2 = 04, }, (5.65)

where |¢) = cos £|0) +sin §|1), consisting on using Syewy if € {0,1} and claiming
photon loss if x =2, and

S99 = {16 ) (s, AL = 80, BE = G0}, (5.66)

where [¢3) = COS(MNO) +e'a sin(%)ﬂ). Notice that |¢3) is the state
that has simultaneous maximum overlap with |0),|+) and [i), i.e.

H|155X{|<0|<p)|2 [+ + (il )P} = [{0lds)? + [(+]e) [ + {ils) . (5.67)

5.3.4. RESULT. The strategy Sg" consisting of Alice and Bob playing:
e the conver combination of Sg_g“ess and 55‘3384, fornels,2),

o the convex combination of S and SEeses, for n e [2,1]
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is optimal for G3~bases with

—%) ane[:pﬁ (5.68)

e
gS—bases —

The strategy Sg” matches the upper bound obtained by the SDP giving the value

of w® (Gpbases), where k = ‘1+ AB’ for ne[3,2) and k=1 for ne[$,1]. We

admiss
want to highlight that k& = 1 for n € [3,2) has solutions that are almost equal

for k= ‘1+ AB’ and just diverge in the third decimal. Notice that SQ77 slightly

3—-guess
SQ

outperforms the strategy given by the convex combination of and

see blue line in [Figure 5.6}

3-bases

0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

Figure 5.6: The dotted and continuous lines correspond to the upper bounds
obtained in (see with the ad hoc method using the 1st
and 2nd levels of the NPA hierarchy, respectively. The black dots correspond to
the values of w's)  (G3-bases) where k = ‘1 + AB’ for 1 € [4,2) and k = 1 for

admiss

ne[2,1], the gray line correspond to the winning values of the strategy SQ", the
blue line corresponds to the winning value of the strategy given by the convex
combination of Sg_guess and Sg’z‘bases, and the big black dots correspond to the

winning probabilities of the strategies Sé_guess, SgBPs and SErbeses respectively.

Unlike for G534, the optimal strategy for G3-bes¢s for every 7 is not just given
by simply playing the optimal strategy (for n = 1) with a certain frequency and
combining it with the guessing strategy, claiming photon loss enough times to be
consistent with 7. This is summarized in the below observation:
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5.3.5. REMARK. The optimal winning probability of a lossy extended non-local
game is not always given by the convex combination of the optimal strategy for
1n =1 and the guessing attack.

5.4 Application to quantum position verification

As explained in |[Chapter 3| in [BCE*14], it was proven that QPVygs, is secure
in the No Pre-shared entanglement model, that is, if the attackers do not pre-

share entanglement prior to the execution of the protocol. They did so by upper
bounding the probability that both Alice and Bob can guess the outcome of
Vo’s measurement (which they use to answer in the last step of the attack).
In [TEKWI13|, it was shown that security of QPVppg, can be reduced to the
GBB3 game. In an experimental implementation, one might expect the prover
to answer incorrectly with a certain probability. However, since P broadcasts
classical information, it is not expected that she ever sends different answers
(inconsistent answers) to the two verifiers. Therefore, if in any round the verifiers
receive an inconsistent answer, they can abort the entire protocol since they have
observed something that will never happen in an honest execution of the protocol.
Thus, it is natural to study security adding related constraints to the attackers,
which might lower their probability to win the extended non-local game, and
thereby provide a tighter bound on the best attack of the protocol. A natural
constraint to GBP8 would be to forbid inconsistent answers, i.e. to impose the
set of constraints C' for every strategy Sq = {pran, Az, B}, ., given by

> q(x)Te[(V ® A% ® By)pras] = 0. (5.69)

z,a,a’+b

This corresponds to the constrained GBB% game analyzed in show-
ing that unentangled attackers cannot win it with probability greater than cos?(g),
corresponding to the optimal winning probability without constraining the game.

As introduced in and analyzed in and [ in a practical
application, not only errors arise, but also a sizable fraction sent from the verifiers
to the prover is lost. In the case of QPVpgpg,, if the transmission rate from
the channel connecting Vy and P is 7, the prover is expected to answer either
0, 1 or that she did not receive the qubit (with probability 1 — 7). The lossy
version of QPVgpg,, denoted by QPVi,e, is described in [Definition 3.2.1f In
Chapter 3| we showed that the security of QPV e, could be reduced to the lossy
monogamy-of-entanglement game, in particular, this corresponds to a lossy-and-

constrained extended non-local game 95584, which we analyzed in [Section 5.3.4]

with wo(G47%) = %77 +sin” (Z). We therefore see that for an honest prover

without error, the protocol remains secure for n > %, since the honest prover will

answer correctly with probability n and n > %7) +sin? (%) for all n > % Moreover,
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for a given 7, the protocol tolerates a total error p.,,. as long as

1
(1= perr) > —n+sin2(i). (5.70)

NG 8

Since the results are tight, the above inequality provides the optimal relation with
the error. We saw that using our new methodology introduced in this chapter, the
results of are verified in a simplified way, since there it was necessary
to derive inequalities using the norms of the verifier’s measurements but just the
description of the protocol.

The application of in QPV not only verifies in a different way
previously known results but improves some, providing tight results. Consider the
extension of QPVyps,, originally introduced in [KMS11], consisting on V, sending
a uniformly random state from the set {|0), [1),|+),]-),|+%),| )} and V, sending
in which basis to measure (Hadamard, computational or {|+i)}), see [Section 3.3
The security of this protocol in the No-PE model can be reduced to the winning
probability of the extended non-local game G3-%s¢s as shown in [Section 3.3 We

analyzed this game in [Section 5.3.4] and it has optimal value % + @, therefore,
attackers can spoof the verifiers with at most a probability % + ? ~ (.788675
per round. In addition, if loss is considered, security reduced to the winning
probability of ggjgases where the set of constraints is such that different answers are
forbidden, whose optimal winning probability is given in [['heorem 5.3.4. Notice
that we have that wQ(ggjé’“ses) = wq(ggteses), since the optimal strategy given
in [Theorem 5.3.4] is such that C' is fulfilled. Then, for an error-free prover, one
expects correct answers with probability 1 and the protocol is secure for n > %,
since for this range, n > wQ(ggjng). Then, given a transmission rate 7, the tight
relation with the error p.,.,. is given by:

(i) if ne[3,%), then n(l - pe,) > 5 + %(77 -1,
(i) if e [£,1], then n(1 - per) > (% _ %) 4 B3,

Security for 2-fold parallel repetition of QPViy.,

The security of the m-fold parallel repetition of QPV3ge,, given that the attackers
do not pre-share entanglement, can be reduced to the m-fold parallel repetition
of the lossy extended non-local game GEB8n with Z = {0,1}™, and A = B =
{0,1, L}m™.

In this section, we analyze the case m = 2 and we show security for the 2-
fold parallel repetition of QPVipe,, given that the attackers do not pre-share
entanglement. Imposing the same loss rate for both qubits, i.e.

Y. a(z122) Te[(Ig © Ig ® AT BY* ) pras] = (1-1)?, (5.71)

Z1%22
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1
Z Q(leg)TI'I:(]IR ® HR ® AzéiQBzéiQ)PRAB] = 577(1 - 7])7 Vao, CL6 € {07 1}7 (572)

Z1%22

1
Zq(zle)Tr[(]IR®]IR®AﬂffoZ‘Z2)pRAB]=§77(1—7]), ar,d, € {0,1}, (5.73)

Z1%22

we obtain an upper bound solving the SDP that gives the value wiZﬁi)ss(ngS‘“?).

The obtained values, see [EF] for the code, are plotted in [Figure 5.7 together
with the winning value of the parallel repetition of the optimal strategy for GF#84.
We see that the upper bounds are slightly grater than the values corresponding to
the parallel repetition of the optimal strategy, and thus it remains open if strong
parallel repetition holds when there is loss.

An error-free honest prover will answer correctly with probability n?, which
is strictly larger than the upper bounds found for wq(GEP#2), for all n > 4. In
addition, if the total error of the prover is p,,., we have security for 2-fold parallel
repetition as long as the probability of answering correctly, given by n%(1 = per),
is such that

1P (1=Perr) > Wty (G 752). (5.74)

Security for the m-fold parallel repetition for a given m can be computed
analogously. Since our techniques do run into a practical limit when increasing
m, we leave the open problem to create a more efficient program that computes
the parallel repetition faster.
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0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
2

Figure 5.7: Values of wi’;;j;s(gf%m) (black dots) and winning values for the

parallel repetition of the optimal strategy for GFP8* (gray continuous line).



Chapter 6

Parallel repetition of local simultaneous
state discrimination

In the previous chapters, we analyzed monogamy-of-entanglement (MoE) games
and their generalization, extended non-local games. In those settings, two distant
players, Alice and Bob, prepare a joint state, send one share to a quantum ref-
eree, the referee performs a measurement chosen from a publicly known set and
announces his choice, and the players return answers that must satisfy a known
predicate, for instance, guessing the referee’s outcome in a MoE game.

This chapter inverts the picture. We consider games in which the referee pre-
pares a tripartite state—specifically a classical-quantum-quantum state—keeps
the classical register, and distributes the two quantum subsystems to Alice and
Bob. Then, the referee performs a projective measurement on his register. The
players, acting locally, must identify the outcome, i.e. determine which bipartite
state they share. Such task is called the local simultaneous state-discrimination
(LSSD) game, first introduced in [MOST24].

In this chapter, we first characterize optimal strategies using classical re-
sources for a broad class of LSSD games. We then focus on a representative
member of this class: the binary-symmetric-channel (BSC) game, parameterized
by an error probability «. For this game, we analyze its parallel repetition and
provide the exact winning probabilities attainable with classical, quantum, and
no-signaling resources. Interestingly, for most values of «, the success probabil-
ity attainable with classical strategies already equals that of their—ostensibly
stronger—quantum and no-signaling counterparts.

The results presented in this chapter are based on the following publication:

o Quantum 9, 1706 , “Parallel repetition of local simultaneous state dis-
crimination”, by Lloren¢ Escola-Farras, Jaron Has, Maris Ozols, Christian
Schaffner, and Mehrdad Tahmasbi [EFHO*25].

105
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6.1 Introduction

The task of distinguishing between different statistical hypotheses is of funda-
mental importance in information processing and cryptography [Bla74, Mau00),
PPV10]. A rich and extensive literature exists on this fundamental problem under
the name of hypothesis testing or state discrimination|[Hel69, Was04, BK15]. In
quantum cryptography and quantum information theory, a natural extension of
this task is to distinguish quantum states. In the context of non-local games, the
state discrimination problem arises in a multi-player setting. In these scenarios, it
is interesting to study how non-local resources such as shared randomness, quan-
tum entanglement or no-signaling correlations can help the players to succeed
in the state discrimination task. The authors of [BDF*99, [CLMO13] have stud-
ied the scenario where local operation and classical communication are allowed
between two parties, showing that entanglement can help the players.

The authors of [MOST24] studied another variant of distributed state dis-
crimination in which multiple parties cannot communicate and have to estimate
the state locally and simultaneously, hence calling the problem local simultane-
ous state discrimination (LSSD). LSSD problems naturally arise in the context
of uncloneable cryptography [BL20, MST21], [AKL*22] [CLLZ21], where classical
data is encoded into a quantum state such that an adversary cannot copy it.
In such scenarios, successfully copying translates into successfully distinguishing
quantum states. LSSD can be formulated in the following way: a referee selects a
bipartite state and sends one register to Alice and the other register to Bob, who
have to guess which global state they received. LSSD problems are closely related
to monogamy-of-entanglement (MoE) games [TEKW13|, where, as introduced in
[Chapter 3], two parties prepare a tripartite state and perform a measurement to
guess the outcome of a measurement performed by a third party. Analyzing op-
timal performance of MoE games has proven useful in establishing the security
of uncloneable cryptographic schemes [BL20], semi device-independent quantum
key distribution [TFKW13], and quantum position verification [TEKW13].

Depending on the resources shared between the players of an LSSD game, one
can consider various strategies. The authors of [MOST24] showed that even when
the state has a classical description, quantum entanglement could enhance the
probability of simultaneous state discrimination, and the more powerful resource
of no-signaling correlations could enhance it even further. As [MOST24] have
shown that finding the optimal strategy for three-party LSSD is NP-hard, it is
likely to be challenging to study LSSDs in general. One could, however, charac-
terize the optimal probability of winning and optimal strategies for LSSDs with
some specific structure. One natural structure of interest is when an LSSD prob-
lem consists of several independent and identical LSSDs, and the parties have to
win all these games at once in parallel. Parallel repetition appears often in the
structure of cryptographic protocols.

In this chapter, we first outline the general framework of local simultaneous
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state-discrimination (LSSD) games and then focus on the subclass in which every
bipartite state prepared by the referee admits a classical description. For two
distinct structural subclasses within this family, we characterize (i) the optimal
winning probabilities when Alice and Bob use classical resources in one case,
and (ii) structural properties of optimal no-signaling strategies under arbitrary
parallel repetition in the other. We then zoom in on the binary-symmetric-channel
(BSC) game [MOST24], which exemplifies both of these structural properties: the
referee encodes a single bit into two noisy copies, corrupted independently with
probability «, and Alice and Bob must recover the original bit simultaneously.
We analyze its 2- and 3-fold parallel repetition for every possible error . We
use (i) to obtain the optimal classical winning probability, and then, providing
analytical solutions of primal and dual linear programs, we give the corresponding
optimal no-signaling probabilities, utilizing (ii). For the two-parallel repetition,
we show that, using the Navascués-Pironio-Acin (NPA) hierarchy [NPAOQS], via
solving semidefinite programs, the numerical results match the analytical optimal
classical winning probability, and thus indicating that quantum resources offer no
advantage in this case.

The results reveal a striking pattern. For the 2-fold parallel repetition of the
BSC game, for all a we observe no quantum advantage: the best quantum strategy
achieves precisely the classical success probability. Moreover, for almost every «
even no-signaling correlations fail to outperform classical ones, highlighting a
narrow gap between classical, quantum, and supra-quantum resources in this
setting.

6.2 Local simultaneous state discrimination

Now, we define the local simultaneous state discrimination (LSSD) task, origi-
nally introduced in [MOST24]. In particular, we discuss strategies with classical,
quantum and no-signaling resources for LSSD, and show that the optimal classical
success probability can be attained by a symmetric strategy if certain conditions
are fulfilled.

Let V, X and Y be finite non-empty alphabets, and let p be a probability
distribution over V. Three parties will play a role in the extended non-local
games: a referee, Alice and Bob, whose associated Hilbert spaces will be denoted
by Hr,Ha and Hp, with dimensions |V|, |X|, and |Y|, respectively. Let {|v)}yep
an orthonormal basis of Hp.

6.2.1. DEFINITION. Let {pYp}vey a set of publicly known quantum states on a
finite dimensional Hilbert space Ha® Hp. A local simultaneous state discrimina-
tion (LSSD) game G, played by a referee R and two collaborative parties, Alice
and Bob, denoted by the tuple

G-= (p7 {pQAB}UEV)v (61)
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15 described as follows:

1. The referee prepares the classical-quantum-quantum (cqq) state

PRAB = Z p(v)[v){v|r ® pip, (6.2)
vey
and sends registers A and B of pap to Alice and Bob, respectively. The two
parties are no longer allowed to communicate.

2. The referee performs a projective measurement on his local register in the
basis {|v) }vey, obtaining the outcome v.

3. The task for Alice and Bob is to guess v, i.e. they output a,beV, and they
win if and only if a =b=wv.

See for a schematic representation of a generic LSSD game. See
[Figure 5.1| in [Chapter 5| for a visual comparison between LSSD games and ex-
tended non-local games. In essence, the key difference lies in which party prepares
the quantum state: in LSSD games, the referee prepares and distributes it to the
players, while in extended non-local games, the players prepare the state and the
referee sends classical questions.

R A B

) PRAB ® °
{lol{vl}o

1 { 1

v a b

Figure 6.1: Schematic representation of a local simultaneous state discrimination
game. The gray-shaded region represents the tripartite quantum state prap pre-
pared by the referee and shared amongst the three parties.

Note that an LSSD game can equivalently be described as follows: the referee
samples v € V according to the distribution p, prepares the corresponding state
P 5, and sends the A and B registers to Alice and Bob, respectively—who must
then guess the value of v.

In this chapter, we analyze LSSD games in which the quantum states {p" g }vev
from [Definition 6.2.1| are classical, i.e. of the form

pap = a(z,ylv)lz)zla ® [y)yls, (6.3)

x’y

where {|z)},cx and {|y)}ycy are orthonormal bases of H4 and Hp, respectively,
and ¢ is a probability distribution over Vx X x Y, i.e. it satisfies (v, z,y) > 0 and
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Yy q(v,2,y) =1 for all v e V. We refer to this class of games as classical LSSD
games.

Throughout this chapter, for clarity, we use subscripts to indicate the marginal
probabilities of a distribution—for example, for a probability distribution ¢(v, z,y)
as above, qa(z|v) denotes the marginal probability for register A conditioned on
v. When the context is clear, we omit the subscript for brevity.

6.2.2. REMARK. Note that a classical LSSD game G can equivalently be de-
scribed by random variables V', X, and Y , taking values in finite sets taking values
in the sets V, X and ), respectively, distributed according to ¢ over their Carte-
sian product. In this formulation, the referee samples a triple (v,z,y) € Vx X' x Y
according to ¢, sends x and y to Alice and Bob, respectively, and the two players
must guess the value of v. That is,

G=(V,X,Y,q). (6.4)

Next, we will see how to evaluate the performance of Alice and Bob when
they play a classical LSSD game, i.e. their winning probability, depending on the
resources that they have access to. In a classical LSSD game, Alice and Bob
receive inputs x, and y, and they have to produce outputs a, and b, respectively.
First, we consider the abstract case where they each have access to a ‘black
box’ that takes input z (y) and produces output a (b), and we will consider
probability distributions Q ag(a,blx,y) that these boxes will reproduce. The set
Q={Quas(a,bz,y)}sy.0p is known in the literature as a behavior [BCP*14]. We
will analyze the cases where the boxes correspond to classical, quantum, and
no-signaling resources (behaviors).

6.2.1 Classical resources

A behavior Q = {Qap(a,b|z,y)}1.y.qp is said to be classical [BCP*14] if

Qan(abiz.y) = [ ANi(N)Qalalr, V@l N, Vo.yab (6.5

where A\ take values in a space A according to the probability density ().
The parameter A, also known as a local hidden variable, has the interpretation
of shared randomness, which can be thought of some shared classical random
variable that Alice and Bob share, and they use both the input that they received
and A to output a and b, respectively. Then, given a classical LSSD game G, we
say that S = {Qa(a|z, \)Qp(ly,\) }zyapr is & classical strategy for G, and the
corresponding winning probability is

wl(G.8) = ¥ a(v.zy) [ A(NQalale NQa(bly. N (66)

v7z7y



110 Chapter 6. Parallel repetition of local simultaneous state discrimination

The optimal winning probability can now be obtained by maximizing over
all classical correlations of the form . However, note that the maximum
of w.(G,S.) over all classical strategies is always achieved by extremal points—
namely, by deterministic strategies. These strategies can be described by func-
tions hy: X =V and hg:)Y — V, which uniquely determine the output based on
the input each party receives. Then, the optimal (classical) winning probability
of a classical LSSD game G is given by

we(G) =supuwe(G, Se) = max > (v, z,y) Ly (ha(2) 1o (hs(y)), (6.7)

hahs g2y

where 1 (*) is the indicator function.

Notice that, given a classical LSSD game G, the optimal classical winning
probability in can be computed by brute force. However, as the sizes of
V, X, and ) increase, the number of deterministic strategies grows, making the
optimization task computationally harder. To address this, we now introduce
a type of strategies, which we call symmetric, in which Alice and Bob behave
identically, and we will later show that such strategies are optimal for all classical
LSSD games of a certain form.

6.2.2 Quantum resources

In order to play a classical LSSD game G = ({q(v,x,y)}v7$7y), the most general
thing that Alice and Bo can do using quantum mechanics is to prepare a joint
quantum state o4 g on a Hilbert space Ha ® Hp, where Alice holds register
A’ and Bob, register B’. In order to obtain classical answers a and b, the most
general procedure is to perform POVMs {AZ}, and {B}}, on their respective
local registers. Then, the probabilities that they obtain are given by

QAB(aa b|.l’, y) = TI[O-A’B’(Ag ® Bl?)] V[E, Y, a, b. (68)

The tuple S := {oap, A%, B/} will be called a strategy for G, and the corre-
sponding winning probability is given by

wa(G,Sq) = 3. a(v,z,y)Tr[owp (A7 @ BY)], (6.9)

v7x7y

and the (optimal) winning probability of G is the supremum over all possible
strategies (over all possible dimensions):

we(G) = s;lpwq(G,Sq). (6.10)
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6.2.3 No-signaling resources

A behavior Q = {Qap(a,b|z,y)}syqp is said to be no-signaling [BCP*14], if it
satisfies the following:

ZQAB(aabLTay) = ZQAB(aa b|[L‘7y,) Vaaffa?/,y'7 and
b b

, , (6.11)
ZQAB(aabpjay) = ZQAB(G’7 b|x7y ) Vb?!/axax .

Note that classical and quantum correlations (behaviors) have a clear physical
interpretation—mnamely, they can, in principle, be implemented in a laboratory. In
contrast, no-signaling correlations are primarily a mathematical construct with-
out physical realization. Nevertheless, they serve as a powerful analytical tool, for
instance, to upper bound the strength of quantum correlations in a more tractable
way (see below). The constraints in (6.11)) express the requirement that the cor-
relations cannot be influenced by the other party’s choice of measurement. This
captures the principle that no information can be transmitted instantaneously,
thereby preserving consistency with the relativistic constraint that nothing can
travel faster than the speed of light. As a result, any physically realizable behavior
must, in particular, satisfy the no-signaling conditions.

Given a classical LSSD game G, we say that S,s = {Qap(a,b|,y)}zyap is
a no-signaling strategy for G, where are fulfilled, and the corresponding
winning probability is

wns(G, Sns) = Y, q(v,2,y)Qas(a,blz,y), (6.12)

U7w7y

and the (optimal) winning probability of G is the supremum over all possible
no-signaling strategies:
wWis(G) = supwis(G, Sys)- (6.13)
The set of classical correlations (behaviors) is a subset of the set of quantum
correlations, and the latter is a subset of the set of no-signaling correlations, see
[BCP*14] for more details. Therefore, we have that, for every classical LSSD
game G,
We(G) Cwq(G) < wps(G). (6.14)

Note that the winning probability for a given no-signaling strategy is
a linear function in the values Qp(a,b|z,y). This, together with the fact that
the set of no-signaling correlations forms a convex polytope, see e.g. [BCP*14],
implies that we can use linear programming to find the optimal no-signaling
winning probability of an LSSD game. This last fact is what Majenz et al. used
to prove that there exists no probability distribution ¢ with binary v,z and v,
such that the corresponding LSSD game can be won with higher probability using
no-signaling strategies [MOST24], Proposition 3.3]. They showed that none of the
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no-signaling correlations at the extreme points of the no-signaling polytope could
ever perform better than the simple classical strategy of outputting the most
likely value for v.

6.3 Structured classical LSSD games

In this section we identify two families of classical LSSD games that share useful
structural properties. For each family we will establish general results on the
optimal winning probabilities achievable with (i) classical strategies and (ii) the
more powerful no-signaling correlations. A concrete example that belongs to both
families—the binary-symmetric-channel game—will be examined in detail later,
in [Section 6.4

6.3.1. DEFINITION. A classical LSSD game G = {q(v,x,y) }y .+ is called product-
symmetric if it satisfies the following conditions:

(i) The marginal distribution over V is uniform, i.e. 3., q(v,z,y) = ﬁ, Vo.
(ii) The conditional distribution q(x,y|v) factorizes as qa(z|v)qp(y|v).
(i1i) The marginals satisfy qa(-|v) = qg(+|v).

We now introduce a type of classical strategies that will be relevant for the
product-symmetric classical LSSD games.

6.3.2. DEFINITION. A classical strateqy S. is said to be symmetric if Alice and
Bob apply the same local function, i.e. if ha = hg. In this case, we will write

Sc={ha,ha}.

6.3.3. THEOREM. For every product-symmetric classical LSSD game G, its opti-
mal classical winning probability w.(G) is attained by a deterministic symmetric
strategy. That 1s,
we(G) = max w(G,{ha,ha}). (6.15)
hA: X—=Y

Proof:

Let hy: X -V and hg:) — V define a deterministic strategy. We will see that
either Alice and Bob both performing h 4 or both performing hg can only increase
the winning probability. Let S, = {ha,hp} be the strategy described by h4 and
hg, then

we(G,Se) = Y q(v,z,y)0[ha(x) = hp(y) = v]

v)m7y

_ ﬁ Zy qan (@, yl)8[ha(z) = hp(y) = v] (6.16)

- ﬁ Z(Z ga(z|v)S[ha(z) = v])(; qa(z'fv)d[hp(a’) = v]),
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where in the first equality we used assumptions (i) and (ii) of [Theorem 6.3.3| and
in the last inequality, we used hypothesis (iii). Now, let

o= T aa@l)slha(e) = o] and Byi= ¥ aa(@l)olhp(e) = 0], (617

and consider the column vectors a = (&Ul,...,av‘w)T and B = (By,,--- ,BvM)T,
then, we have that

1 1

we(G,S.) = = ) a,f, = —=(a, B). (6.18)
R

Then, using the Cauchy—Schwarz inequality,

%mﬁdj%WmﬁWﬁ%WmMWﬁ>

1 A B
< il {ex. ). (8. 8]} = max(ui(G.80).(G. 80}

(6.19)

where S& = {ha,ha} and SE = {hp,hp}. Therefore, the optimal value w.(G)
will be attained by the maximum over symmetric strategies, in particular, by a
symmetric strategy: w.(G) = maxy ;.x-y wWe(G, {ha,ha}). o

We now define a similar concept to product-symmetric LSSD games.

6.3.4. DEFINITION. A classical LSSD game G = {q(v,2,y) }y 2y, with X =Y, is
called channel LSSD game if it satisfies the following conditions:

(i) The marginal distribution over V is uniform, i.e. 3., q(v,z,y) = ﬁ V.
(ii) The joint distribution q(v,z,y) factorizes as qv(v)qa(x|v)gp(y|v).
(11i) The marginals satisfy qa(:|v) = qg(+|v).

Condition (ii) makes explicit that, conditional on the referee’s choice v, the
pair (z,y) arises from two independent uses of the same classical channel g4(-|v) =
¢s(-|v); this motivates the term “channel LSSD game.”

Given a channel LSSD game G, we show a statement regarding its m-fold
parallel repetition, denoted by G*™. To this end, for a permutation o € S,, and
a sequence ™ € XY™ we denote by o(x™) € X™ the sequence obtained from z™
by permuting its entries according to o.

6.3.5. LEMMA. Let G be a channel LSSD game. Then, there exists an optimal
no-signaling strateqy @) for its n-fold parallel repetition G*™ such that

VoeS,: Qa(a™),a(d™)|o(x™),o(x™)) =Q(a™,b™|z™,y™). (6.20)
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Proof:

Let Q be an optimal strategy for G**, and o € S5,,. The strategy (), defined by
Q,(a™, bmxm y™) = Q(a(a™),o(b™)|o(z™),0(y™)) has the same winning prob-
ability as @, since the n-fold probability distribution is invariant under permuta-
tions: ¢**(v™, ™, y™) = ¢ (o (v"),0(z™),0(y™)). We define

QA::i Z Q.

|
m: o€Sm

The strategy Q satisfies (6.20): for any 7 € Sy,

Qr(a™), T(™)|r (™), r(y™)) = % >, Qo(r(a™), (™) (a™), 7(y™))

* 0€Sm
:% > Q@)oo (™). o (™))
_ % > Q) w(tm) (), w(y™)
:% ; O (@™, bz, ™) = O(a™, 5™ |z™, y™).

Finally, by linearity of the winning probability, Q also achieves the same winning
probability as (), which means that it is optimal. O

6.4 The binary-symmetric-channel game

In this section, we will analyze a representative of both product-symmetric and
channel games: the BSC game. A binary symmetric channel (BSC) with error
a €[0,1/2] is a channel with a single bit of input that transmits the bit without
error with probability 1 — a and flips it with probability «, see [Figure 6.2 In
this section, we study a particular LSSD problem: the binary-symmetric-channel
game, originally introduced in [MOST24, Example 1|, where a referee sends a bit
to Alice and Bob over two identical and independent binary symmetric channels,
both with error probability «, see |Definition 6.4.1] for a formal definition. In
[MOST24], an explicit optimal classical strategy for this game is shown and its
corresponding optimal winning probability for every « is obtained. Moreover, the
authors show that the winning probability cannot be improved by any quantum
nor no-signaling strategy. In addition, they show that if two copies of the game
are played in parallel for =1 - %, there is an explicit optimal classical strategy
that performs better than repeating the optimal classical strategy for a single
copy of the game twice and, as a consequence, quantum and no-signaling optimal
strategies must perform better than repeating the respective optimal strategies
for a single copy of the game.
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(1-a)

(1-a)

Figure 6.2: Schematic representation of a binary symmetric channel with error
probability a.

In [Section 6.4.1], we study the parallel repetition of the BSC game and, for the
case of two copies, we provide the optimal classical, quantum and no-signaling
values, showing that for most « the three values coincide (and in most of the
cases the optimal values are obtained just by repeating the optimal strategy
for a single copy of the BSC game). Nevertheless, for certain values of «, the
classical and quantum values coincide but there is a no-signaling advantage. In
Section 6.4.2] we provide the optimal no-signaling winning probabilities for the
three-fold parallel repetition of the BSC game.

6.4.1. DEFINITION (Example 1 in [MOST24]). LetV =X =) ={0,1}, a €[0,1/2],
and let No and Npg be independent random variables taking values in {0,1}
with Pr[N4 =1] = Pr[Ng =1] = a. The binary-symmetric-channel (BSC) game
Go_pes= (V, X, Y, q%) is the classical LSSD game described by the random vari-
ables V', uniformly distributed over V, and X =V @ Ny and Y :=V & Ng. This
fully specifies the joint distribution q® over V x X x ).

6.4.2. PROPOSITION (Example 1 in [MOST24]). For every « € [0,1/2], the op-
timal classical, quantum and no-signaling winning probabilities for the G,_pcs
game are equal and given by

] ] f(ap facoi-L]
wc(Ga—BCS) = Wq(Ga—BCS) = wns(Ga—BCS) - {% if ae (1 _ %72%]
(6.21)

The optimal winning probability for « € [0,1-1/+/2] is achieved by the strat-
egy where Alice and Bob output the input they received. The intuition behind
this strategy is that for ‘small’ o, the bits they receive most likely have not been
flipped. Notice that if Alice and Bob were playing this game without having to
coordinate their answers, such a strategy would be optimal for all .. In fact, the
optimal strategy for ‘high’-noise BSC channels, v € (1-1/v/2,1/2], is achieved by
both parties outputting some previously agreed bit.
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6.4.1 Two-fold parallel repetition of the BSC game

Let (V',X'")Y") be an independent copy of (V,X,Y), as described in
The two-fold parallel repetition of the G, _gcs game, denoted by
G ?pogs consists of simultaneously guessing (V, V') from (X, X’) and (X, X’).
This game is described by the probability distribution ¢* ® ¢*. According to
[IMOST24], the optimal classical winning probability for the two-fold parallel rep-
etition of the BSC game for ar =1 - % is

we(Ges) = {(1-0%)+ 1(1-a)" (622

Hence, for o =1- wC(G ?50s) > We(Gaopes)? and, from - and - we
also have

wCI(G:zBCS) > wq(Ga—BCS)Qa Wns(GﬁBcs) > WHS(Ga—BCS)Q' (6~23)

Here we study the full range of o (namely, a € [0,1/2]). In the following
theorem, we provide the optimal classical and no-signaling winning probabilities
for the two-fold parallel repetition of the BSC game, graphically represented in
Figure 6.3, The theorem shows that for most values of «, the classical and no-
signaling optimal success probabilities coincide (and therefore so does the quan-
tum value).

6.4.3. THEOREM. Let o < 1 be the real solution of (1 -a?)?+ (1 -a)* =1,
i.e. ap =~ 0.32814, and let I, = [0,2 V3], I, = (2 -3, 0], I5 = (ag,ﬁ] and
Iy = (\/_ 1 1] Then, for the two-fold parallel repetition of the BSC game, GX2 5,
we have

(1-a)t if vely,
we(Glpeg) =13(1-a?)?+3(1-a)* ifael, (6.24)
le ZfCtE[gUI47
and
(1 a)t  ifael,
s (G2 pos) = 1922 faeluls, (6.25)
%1 ’I;fCVELL.
Proof:

Since the BSC game fulfills the conditions of [[heorem 6.3.3] a symmetric strat-
egy will provide the optimal classical value. We determine w. by considering
all deterministic classical strategies. For each strategy, we compute the winning
probability as a function of o. Then we obtain the analytical value by tak-
ing the maximum and applying the PiecewiseExpand command in Mathematica.
For more details on this derivation, see the Mathematica file “BSC classical
strategy n=2.nb” in [HEFO24].
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Figure 6.3: (a) Optimal classical (blue) and no-signaling (red) winning probabil-
ities for the two-fold parallel repetition of the BSC game. The light blue area
represents the values below the optimal classical winning probability. (b) Closeup
of (a) with an additional numerical upper bound on the optimal quantum winning
probability (blue dots) from the level ‘1+AB’ of the NPA hierarchy for the values
of o where the classical and no-signaling values differ. The numerical quantum
upper bound is in excellent agreement with the classical value, suggesting its op-
timality (see [Theorem 6.4.4)).

The optimal no-signaling value can be found via a linear program, i.e. a max-
imization of a linear function subject to linear constraints. For completeness, we
recall the primal and dual formulations introduced in[Chapter 2| In Mathematica,
the standard form to represent a linear program that optimizes over x € R" is

n
Primal problem: minimize: (c,z) =Y. ¢;z;
i=1

subject to: Az +b>0, (6.26)

Aeq + beq = 0,

where z,ce R", Ae R bheR™, A, € R b, € R* (see LinearOptimization
for more details). Its dual, which optimizes over A € R™ and v € R*, is given by

m k
Dual problem: maximize: — ((b,\) + (beq, ) = = D b\i = D beqi;
i=1 i1

6.27
subject to: ATA+ Aequ/ -c=0, (6.27)

A>0.

A common technique in linear programming is to use one of the two problems
to obtain a bound on the other. In the above formulation, any feasible solution
to the dual problem provides a lower bound on the optimal solution of the
primal problem . The optimal value of both problems can be determined
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by finding feasible primal and dual solutions that have the same value. Then, as
a consequence of strong duality, both solutions must be optimal.

Since the original linear program for computing w,s for the BSC game is
quite large, see , and , we first simplify it by reducing the number
of parameters. We do this by imposing the following symmetries on Alice’s and
Bob’s no-signaling strategy Q{f]

1. By |Lemma 6.3.5] there is an optimal no-signaling strategy that is invariant

under any permutation of the instances of the game, i.e.
Q(o(a),o(b)|o(x),0(y)) = Q(a,blr,y), for any permutation o of positions
within a string.

2. Since the BSC game is symmetric under exchanging Alice and Bob, we can
also exchange Alice’s and Bob’s strategies, i.e. Q(b,aly,x) = Q(a,b|z,y).

3. Since the BSC game is symmetric under negating any subset of input
and output bits, we can do the same to Alice’s and Bob’s strategy, i.e.
Qla®s,bdslz®s,y®s)=CQ((a,blx,y) for any bit string s.

After performing the above symmetry reductions, we need to find feasible
primal and dual solutions of equal value. These solutions should be a-dependent,
i.e. work not just for a single value of a but for whole intervals of a. We found
such solutions with the help of Mathematica, and we have provided them in
the format of and in the notebook “BSC no-signaling strategy
n=2.nb” [HEFO24]. The primal and dual objective values of these solutions
match and agree with in each of the intervals Iy,...,I; (occasionally we
could not obtain a single a-dependent solution for a whole interval, in which case
we broke it into smaller subintervals).

While it is easy to solve the linear program for any particular value of «, ob-
taining continuous a-dependent solutions is nontrivial—it requires interpolating
from a small number of solutions, or often even a single solution. We used a
combination of the following numerical tricks to cover all cases in (6.25)) (often
obtaining the same solution with different methods):

e Rational multiples of m: We chose a rational number r so that o = r7 lies
in a given interval [;. Using LinearOptimization we then find a symbolic
solution that is polynomial in 7T.E| Substituting back 7 = «/r gives us an
exact polynomial a-dependent solution. This strategy unfortunately did
not work for 3 repetitions of the game since the linear program was too
large.

'Here we consider only two parallel repetitions of the BSC game. But the same symmetry
reductions can be performed for any number of repetitions (see .

2This works since on the one hand Mathematica treats m symbolically, on the other hand, it
can compare 7w to any other number by calculating its numerical value to arbitrary accuracy.
It is also important that Mathematica can manipulate rational numbers symbolically.
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e Rational solutions: We choose a sequence of equally spaced rational values
of v and find exact rational solutions for these values by using
LinearOptimization. We then interpolate between them by using
FindSequenceFunction. This method generally requires some fiddling with
the chosen sequence since nearby values of o can lead to completely different
and unrelated solutions.

o Algebraic solutions: We choose an algebraic « from the given interval I; and
find a numerical solution for this « to extremely high accuracy (300 digits).
Then we use RootApproximant to turn this numerical solution into exact
algebraic numbers. Reconstructing the minimal polynomial for each of these
numbers gives us an interpolated a-dependent solution that is polynomial.
This trick effectively interpolates from a single algebraic point.

Checking the primal and dual constraints of the resulting interpolated solution
gives us constraints on « that capture the interval in which this solution holds.
It is important to note that, irrespective of how convoluted the above numer-
ical methods are, once an exact a-dependent solution is found, it can be easily
verified that it satisfies all constraints and gives equal primal and dual values,
hence implying optimality. For more details, see “BSC no-signaling strategy
n=2.nb" in [HEFO24]. O

Notice that, unlike a single copy of the BSC game, the optimal winning prob-
abilities have different behaviors split into three different intervals. We see that

Wc(G:ﬁBcs) = Wns(G:ﬁBcs) = WC(Ga—BCS)2 Vae Iy U ly, (6.28)

and therefore, due to , the quantum value is the same value as the classical.
Analogously to the single copy of the BSC game, for ‘small’ o, a € I, an optimal
classical and no-signaling strategy is given by Alice and Bob outputting their
input. The intuition behind it is that, due to ‘low’ noise, every bit has low
probability of being flipped, (1 - ), and thus the winning probability using this
strategy is (1 — @)*. On the other hand, an optimal classical and no-signaling
strategy for a ‘high’ noisy channel, o € I3 U I, and « € I, respectively, is that
both Alice and Bob output some previously agreed bit string. This leads to the
conclusion that the corresponding optimal winning probabilities for these values
of a can be achieved by just repeating the optimal classical and no-signaling
strategies mentioned above for a single copy of the BSC game. Nevertheless, this
is not always the case, since

An optimal classical strategy for a € I5 is given by Alice and Bob both outputting
00 if their input contains a 0 and outputting 11, otherwise, which gives an optimal
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winning probability of 1(1-a?)?+1(1-a)*, which was already given in [MOST24]
fora=1- % An optimal no-signaling strategy for a € Iy u I3 is given by

L if(a=borady=11=be®x) and (a@ax#114bay),
Qun(able.y) = {3 1 (@=boraey Jand (@earfiifbey)
0 otherwise.

This strategy has winning probability (1 — «?)2?/3. More specifically, for « € I,
and for a € I, u I3 there exist classical and no-signaling strategies, respectively,
that perform better than repeating the optimal strategy, i.e.

6.30
wis(GX2pcg) > wis(Gaopes)® VaeLuls. (6.30)

We are left with characterizing the value wy(GX?gng) for a € Iy U I5. From
, the optimal quantum value for « € I, U I3 has to be in between the two
values. Based on strong numerical evidence (see [Figure 6.3)), in [Theorem 6.4.4]
below we conjecture that there is no quantum advantage with respect to the
optimal classical strategy for any a.

Unlike the set of classical and the set of no-signaling correlations, the set of
quantum correlations of the form , @, has uncountably many extremal points,
see e.g. [BCP*14], making the optimization problem a tough task. As introduced
in [Section 2.4 in [NPAOS], Navascués, Pironio and Acin (NPA) introduced an
infinite hierarchy of conditions necessarily satisfied by any set of quantum corre-
lations with the property that each of them can be tested using semidefinite pro-
gramming (SDP) and thus they can be used to exclude non-quantum correlations,
see [Section 2.4] In short, as stated in [Chapter 3| the authors introduced a recur-
sive way to construct subsets Q, > Qy,1 2 Q for all £ € N, such that each of them
can be tested using semidefinite programming and are such that NynQ, = Qeo,
where Q., o Q is the set of probabilities as described in but instead
of Alice and Bob performing measurements in a tensor product, they perform
measurements which commute in a joint Hilbert space. For finite dimensional
Hilbert spaces, both sets are equivalent.

By using an intermediate level between the first and the second levels of the
NPA hierarchy, the so-called level “1 + AB” (see “NPA_hierarchy BSC_Game.py”
[HEFO24] for the numerical code), as used in [Chapter 3| we find that for o€ I,
wq(GX?5ag) is upper bounded by w.(GX?gqg), see (b). Therefore,
this shows that the values coincide in the interval I,. The reason to restrict
ourselves to the level “1 + AB” is that it requires less computational resources
than computing the level 2 and it already provides tight bounds. Based on the fact
that the numerical upper bounds on the quantum value obtained by solving the
semidefinite programs match the (analytical) lower bounds given by the classical
values, we state the following conjecture.

6.4.4. RESULT. There is no quantum advantage over the best classical strategy
for the two-fold parallel repetition of the BSC' game GX* 54 for any value of .
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6.4.2 Three-fold parallel repetition of the BSC game

Consider the three-fold parallel repetition of the BSC game, denoted by GX* 5.
In the following theorem, we provide the optimal classical and no-signaling win-
ning probabilities, and we will see that for a vast range of values of « they coincide
and therefore so does the quantum winning probability.

6.4.5. THEOREM. Let v be the root of the polynomial 2(1—a)*(1+2a) -1 taking

the value oy = 0.358121, ay = L(3-V/T+1/2(32 - 11V/7)) and ag = 275 (4-/14) 5.
Then, for three copies of the BSC game,

(1-a)b if o€ [O,Z—ll],
wC(GzEBCS) = %1(1 —01)4(1 + 204) Zka € (%aalL (631)
% if e (o, 3],
(1-a)s if e [0,5] = Ji,
1(1-a) (1+2a)?  ifae(i an]=Js,
x3 _ )4 4
Wns(Ga—BCS) - %(1 _ 043)2 ZfOé c [OzQ,Oég] — JS, (632)
5 if aefag, 1] = Ju.

Proof:

The proof is analogous to the proof of [[Theorem 6.4.3| for two parallel repeti-
tions. In “BSC classical strategy n=3.nb” [HEFO24] we perform an opti-
mized search over all symmetric classical strategies leading to . In “BSC
no-signaling strategy n=3.nb” [HEFO24] we provide explicit analytic a-dependent
solutions for the primal and dual linear programs for the no-signaling value. Both
solutions have identical objective value that agrees with . O

See for a graphical representation of the optimal values from
orem 6.4.5. For ‘low’ noise, « € Jy, the optimal value is achieved by the classical

strategy where Alice and Bob simply output the received bit—i.e. they repeat
three times the optimal classical strategy for a single instance of the game. On
the other side, for ‘high’ noise, « € J4, the optimal value is attained by the classi-
cal strategy where Alice and Bob output a pre-agreed bit, which is also obtained
by repeating the optimal strategy for a single copy. Therefore,

WC(G:EBCS) = WHS(G:EBCS) = Wc(GﬁBcs)?)a Vace JyuJy. (6.33)
For a € J,, the no-signaling optimal value can be attained by the deterministic

strategy consisting on Alice and Bob outputting 111 if they receive an input with
more zeros than ones and outputting 000 otherwise. For this interval, the optimal
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1.0 0.140
081 0.135
06 0130
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041 01251
021 0120
0.0 : ! L . 0.115 !

0.0 0.1 0.2 03 0.4 034 0.36 0.38 0.40

a a
(a) (b)

Figure 6.4: (a) Optimal classical (blue) and no-signaling (red) winning probabil-
ities for the three-fold parallel repetition of the BSC game, GX*5.q. The blue
area represents the values below the optimal classical winning probabilities. (b)
Zoom in of (a) for the values of o around 0.37 where the classical and no-signaling
values differ.

strategy for three copies is better than any combination of optimal two and one
copies of the BSC game, i.e.

WC(G:;EBCS) = WHS(GZ:EBCS) > WHS(GZQ—BCS)WHS(GOL—BCS)

6.34
> we (G2 s )wWe(GaBes) > wis(Gapes)?, VYae J. (6:34)

For « € J3 the following no-signaling strategy achieves the optimal value

1 lf a:bOI”CL’GB =111:b®x and a®T 111 b@ :
Qupla.ble,y)={7 1 a=borzey ) and (a@x#111#boy)
0 otherwise.

(6.35)



Chapter 7

Parallel repetition of the routing
protocol

In this chapter, we turn from the non-local games of the previous chapters—
where distant players coordinated classical answers—to a setting in which their
output must itself be a quantum state. We introduce and analyze the quantum
cloning game: R spatially separated players receive the same classical question
that designates one of them, and the chosen player must end the round sharing
a maximally entangled EPR pair with a quantum referee. We first determine
the optimal success probability for arbitrary quantum strategies. Then, for the
relevant case of two players (Alice and Bob) we further show that this success
probability decays exponentially when the game is repeated m times in parallel.

The quantum cloning game then becomes the central tool for our study of
the routing quantum position-verification (QPV) protocol in the No Pre-shared
Entanglement model. In the routing protocol, the prover must return a qubit to
one of two verifiers, with the choice dictated by classical information. Leveraging
the cloning-game bound, we give a tight attack on a single round of the protocol.
More importantly, we prove that when the protocol is executed in parallel—so
that the verifiers interact with the prover only once—its soundness decreases ex-
ponentially as a function of the number of repetitions, provided the adversaries
possess no prior entanglement.

The results presented in this chapter are based on the following paper:

e “A quantum cloning game with applications to quantum position verifica-
tion”, by Léo Colisson Palais, Lloren¢ Escola-Farras, and Florian Speelman,
accepted for publication in the proceedings of TQC 2025 [EFHO*25].

123
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7.1 Introduction

Non-local correlations are a core theme throughout this thesis. They have become
a central topic in quantum information science, both from a foundational perspec-
tive [BCP*14] and in applications to cryptography and computation [ABG*0T,
PAM*10, BCMdW10, MY04, SB20, [AB09].

A convenient operational language for analyzing them is that of non-local
games, in which a referee exchanges questions and answers with non-communicating
players and decides, according to a public rule, whether they win or lose. A vast
literature in non-local games covers the scenario where a classical referee sends
questions to non-communicating collaborative parties, and their task is to pro-
duce answers according to a certain publicly-known predicate, where the ques-
tions and answers are all classical. The best-known non-local game is the CHSH
game [CHSHG9]. Non-locality has also been investigated in terms of supersets
of non-local games, called monogamy-of-entanglement (MoE) games [TEKW13],
see where a quantum referee sends the same classical question to
the players and the parties have to guess the (classical) outcome of a referee’s
quantum measurement (depending on the question). MoE games have been
used to provide security proofs for the quantum cryptographic primitives device-
independent quantum key distribution [BB84] and quantum position verifica-
tion [KMSII]. Such games were later generalized under the name of eztended
non-local games [JNMRW16], see [Chapter 5|

In this chapter, we adopt a different viewpoint. We ask what changes when
the referee expects the player’s answer to be a quantum state. We introduce
the concept of the quantum cloning game, played by £ distant parties and a
quantum referee. The referee publicly announces a party, i.e. sends the same
classical question to all the players, and the chosen party has to end up with the
maximally entangled (EPR) state with the referee. At the beginning of the game,
the players are allowed to share any quantum state with the referee. In this work,
we show that the optimal winning probability for players using any quantum
resources is given by % + #, converging to % for a large number of players. We
analyze the game when it is played m times in parallel, showing an exponential
decay in m of the optimal winning probability. Additionally, the quantum cloning
game can be generalized to any arbitrary quantum state instead of an EPR state,
and we provide its optimal winning probability.

We show that these results have applications in quantum position verifica-
tion (QPV). In this chapter, we consider the routing QPV protocol [KMSI11],
which has an appealing simple form: the prover has to return a received qubit
to one of the verifiers, where the choice of verifier is a function of the classi-
cal information sent by the verifiers |[KMSI11]. Besides the theoretical inter-
est of this protocol, it is also an appealing candidate for free-space quantum
position verification, when the quantum messages can travel with the vacuum
speed of light, since the hardware of the prover could hypothetically be as sim-



7.2. R-party quantum cloning game 125

ple as a mirror or an optical switch. Despite theoretical work on this proto-
col [BESS13| [CM23|, BCS22, [ABM*24, [ACCM24], there were gaps left in our
understanding relative to measurement-based QPV protocol variants: namely
the security of parallel repetition of this protocol against unentangled attack-
ers and attackers who pre-share a linear (in the security parameter) amount of
entangled qubits, and its security in the random-oracle model against arbitrary
adversaries. As an application of the quantum cloning game, we show the security
of the routing protocol in these scenarios.

7.2 k-party quantum cloning game

In the following definition, we introduce the quantum cloning game.

7.2.1. DEFINITION. The £-party quantum cloning game, shortly denoted by QCGy,
played by a referce R, who has the associated Hilbert space Hr = C?, and A col-
laborative distant parties Py, ..., Py, referred to as the players, is described as
follows:

1. The parties prepare a joint quantum state p of arbitrary dimension between
themselves and the referee.

2. The players send a qubit register of p to the referee and hold local (arbitrary
dimensional) registers of the state. The players are no longer allowed to
communicate.

3. The referee sends z € [k], drawn uniformly at random, to all the collaborative
parties.

4. The players win the game if and only if the party P, (holding a qubit register
P.) ends up sharing the mazimally entangled state with the referee, i.e. if a
projection onto |®*)gp. yields the correct outcome.

See for a schematic representation of the QCG,. Intuitively, in such
a game, the referee publicly announces which party has to create an entangled
state with him. This setup is structurally similar to monogamy-of-entanglement
(MoE) games (see [Figure 3.2)); however, instead of responding with a classical
answer as in MoE games, the selected party must output a quantum state.

A strategy for the QCGy game is the tuple S = {p, €% . p }io, With p € S(Hr®
Hpp, ® - ®Hp, 5, ,), Where, for i € [£], registers P; are of the same dimension as
Hr and E; are auxiliary systems of arbitrary dimension that each party possess,
and completely positive trace-preserving (CPTP) maps {51%1_ B Pi}im where the
subscript P;FE; - P; indicates that the map has input and output registers P;FE;
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z € [R] z € [R] z € [R] z € [R]
4 4 4 4
R p P, P, e |Piy

V) rp,

Figure 7.1: Schematic representation of the £-party quantum cloning game, where
|U)rp, = |®*)rp., where the gray-shaded region represents the shared state p. If
|U)gp. is arbitrary, this represents a U-QCGy.

and P, respectively, i.e. £ p p : B(Hpg,) > B(Hp,). The winning probability
of such a game, given the strategy S, is provided by

1 + +
Q0 8) = 3 B [0)® o T
z€e[k]

Ir ® 6;1.Eﬁpi(p)”, (7.1)

i€[/]

where used the notation Py ... JP.... P;_; to denote Py... P,_1P.,1...FP;_1. Dueto

the Stinespring dilation of quantum channels, we may, without loss of generality,

restrict our attention to strategies defined by unitary operations {U 3 Ez}” acting

on the registers indicated in the subscripts, in place of the original CPTP maps.
The optimal winning probability of such games is given by

w(QCGy) = supw(QCGy, S), (7.2)
S

where the supremum is taken over all the possible strategies over all possible
Hilbert spaces. The following theorem gives the optimal winning probability of
this game for every number of parties A.

7.2.2. THEOREM. For every k € N, the optimal winning probability of the QCG,
s given by —
w(QCGy) = 5 + % (7.3)
Intuitively, this game cannot be perfectly won since, otherwise, it would be
possible to have maximal entanglement between the referee and each of the par-
ties, and this is not possible since entanglement is monogamous [CKW00]. In the
proof, see below, the key part is to show that the optimal winning probability is
attainable by the actions of the players being independent of z, intuitively, each
party acts as if they were chosen to reproduce the maximally entangled state
with the referee. In addition, in the proof, we show that the optimal value can be
attained by preparing an initial state p where, locally, each of the parties holds
a qubit and no further actions taken by the players, i.e. their local actions are
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described by the identity channel (Ip,). We then specify a strategy by providing
a quantum state, since any local actions are independent of z, they can be ab-
sorbed in the quantum state. More precisely, the optimal winning probability for
the QCG, can be attained by the strategy given by the (pure) quantum state

7
- 0 2 P : A
) \ 5k +1) Z;,;]' Vre.0)py. .. iy (7.4)

Note that other natural multi-party entangled states that have been widely stud-

ied in the literature, such as the GHZ state ([GHZ89]) |GHZ) = LQ(|0()O) +]111))

and the W state ([DVCO00]) W) = %(|001> +]010) +[100)), and their respective
generalizations to arbitrary dimensions, as well as the strategy of ‘guessing’ which
party has to reproduce the quantum state, e.g. guessing z = 0, given by preparing

the state |®*)yp,|0)p, ... |0)s-1, provide significantly suboptimal winning proba-
bilities. For 2 players, w(QCG,) = 2, and

(QCG,) = (7.5)

which converges to the value attained by the strategy given by preparing the state
|0)r|0)p, - ..|0)p,_,, showing that when £ increases even unentangled states allow
for a near-optimal winning probability.

Proof:

Let S = {p, UI%E,'}@Z be a strategy for QCGy, where p € S(Hr ® Hpyp, ® ... ®
Hp,_ g, ), where, for i € [£], registers P; are of the same dimension as Hp and
E; are auxiliary systems of arbitrary dimension that each party possesses, and
unitary transformations U = {Uf g }i ., acting on the registers in the subscripts.
Recall that, as argued above, we do not lose generality by considering unitaries
instead of quantum channels. Let d be the dimension of the above (total) Hilbert
space, which we denote by H,. Then, the winning probability of the QCGy, given
the strategy S on a d-dimensional Hilbert space, is provided by

w(QCGfm S> d)
1 — + 2 2
== % Tr (|q>+)<<1> lrp, © 15, #(g[)ﬂﬂpi&)((h ®; U )p(Ir ®; Up 1) )]

1
=7 > Trf (Ir & U;jEi)(|@+)<‘I’+|RPZ®HEZ X ]IPiEi)(]IR ®; U, )P

ze[k] i#z€[R]

Y

where in the last equation we used cyclicity of the trace. For a specific choice of
unitary transformations U = {Uf, ,, }i., the optimal winning probability is given
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by
w*(QCG/éa UJ d)

1 z + + z
= sup - Z TI‘[(]IR ®; UP:rEz)(|(I) ><(I) |RPz ®]IEZ ® ]IPZEl)(HR ®; UPzEz)p]
peS(Ha) I 2e[4] 1#2€[R]

z€[R] ixze[R]

-2 Y

ze[k]

1 z + + z
=2l > (Ire; Uiji)(@ NP [rp. ® 15, & ]IPiEi)(HR ®; Upp, )|

((HR®UZIEZ)(|‘I)+>(‘I)+|RPZ®HEZ)(]IR®U§ZEZ)) Q Uiy ® Ire Q Uiy,

i#z€[R] i#z€[R] i#z€[R]

1 z + + z Z z
:E” z[:]((HR@’UPiEz)('(D NP |RPZ®HEZ)(]IR®UPZEZ)) Q Uil Uip,l.
ze[k

i#ze[R]

. . ~ ] . . ZT - _
Notice that, since {Uf p, }i. are unitary matrices, Up'p U = Ip,g,, moreover,

_ it i zt z gt i
Ipg = UPiEiUPiEi7 then we can use UPiEiUPiEi = UPiEiUPiEi’ and therefore

W (QCG,, U, d)

1 P z 7 )
=l > ((HR @ Upl 1 ) (19" N @ |rp. @ 15.)(Ir ® UPIEZ)) (Xg | UR 5. Ub.s,
ze[k] i#ze[h
1 ; l.
= E” > (HR X UPTZ.EZ.)(@W(@WRPZ ®lz & HPZ-EZ-)(HR X UPl-Ei)|
z€[£] i#€[R] i#z€[R] €[]
1 % + + (
= EH(HR X UPTE)( >, 1@ NP rp. ® 15, @ HPiEl-)(HR X UPiEq;)|
1#€[R] z€[£] 1#z€[h] €[]
1
=l >, 2N @ [rp, ® 15, @ Ipg,
ze[k] i#z€[R]

= sup l Z Tr[(|q)+)<q)+|RpZ®]IEz ® HPZEl)p]:w*(QCGE’d)

peS(Ha) ze[#] i#z€[R]
(7.6)

where in the fourth equality we used that the Schatten co-norm is unitarily invari-
ant, i.e. |V« W| = | + | for unitary matrices V and W, and w*(QCGy, d) denotes
the optimal winning probability if the dimension of the total initial Hilbert space
is d. Equation shows that, given a Hilbert space Hr® Hp, 5, ®...®Hp,_ £, 15
the optimal winning probability can be attained by an optimal quantum state in-
dependently of the actions of the players after knowing z, i.e. the optimal winning
probability is independent of {Uf ;, }. and they can apply {I} 5 }. . We are go-
ing to see that, actually, the optimal winning probability can be attained by each
of the parties possessing a qubit (2-dimensional Hilbert space), i.e. by the total
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Hilbert space being Hot = ®efz) C*. From ([7.6),

(QCGE)_SUPW (QCG/éad)_SngE”( > PN rp, ®Up,_p. 1, 1)

z€[k] €[]

s gl 2 1010 ar. 0l | @ s
deN i€[#]

_SUP—H Z O NP |rp, ® Ip, PPy A
GNE ze[k]

1
= sup — Z T].“[(|(I)+><(I)+|RPZ ®HP0-~-PZ--~P&-1)’0]’
peS(Hyn) ™ 2e[£]

(7.7)

where, in the arguments of the supremums, the dependence on d is implicit in
the auxiliary spaces, which, together with the registers P; and V', fully describe
the total Hilbert space, and thus its dimension.

In order to provide the explicit value for the optimal winning probability, we
have that, from (7.7)),

1 1

1
AQCG) = | T 10N e ©Tp, pp =545 (78)
ze[A]
where the last equation is obtained by direct computation. O

7.2.1 Quantum cloning game with any target state

The concept of QCGy; can be generalized to the case where, instead of the par-
ties having to reproduce EPR pairs with the referee, the state that has to be
reproduced is an arbitrary-fixed state, i.e. the referee’s Hilbert space Hp is now
of arbitrary dimension, and on input z the party P, has to generate a given state
|U)rp,. Here, the dimension of the registers P; is the same for all i € [£]. We will
refer to such a game as a A-party quantum cloning game with target state |¥), in
short denoted by U-QCGy, see [Figure 7.1 Notice that this game becomes trivial
if the target state |¥)gp is a tensor product state. In the following theorem, we
provide the optimal winning probability for any W-QCGy for every number of
parties £ and for any target state |¥).

7.2.3. THEOREM. The optimal winning probability for every ¥-QCGy is given by

1
W(W-QCGg) = [ 2 19N Wre. @ Lp, p...pul (7.9)
z€[A]
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Along the lines of the proof of [Theorem 7.2.2] the key idea relies on showing that
the optimal winning probability can be attained by the actions of the players
being independent on z.

Proof:
The result follows from the proof of [['heorem 7.2.2| by repeating the same steps,
replacing |®*)yp, by |¥)yp,, and from (7.7), we obtain (7.9). O

7.3 Parallel repetition of QCGg

A case of particular interest is given when QCGy is played m times in parallel,
denoted by QCG;™. Specifically, we will analyze QCG, where now the two col-
laborative parties, who we rename as Alice and Bob, will receive z = zy... z,,_1 €
{0,1}™. We denote by Rq...Ry_1, Ag... Ay 1 and By... B, the final (qubit)
registers of the referee, Alice and Bob, respectively. The players win if at the end
of the game Alice is able to create the maximally entangled state with the referee
in all her registers such that z; = 0, and analogously for Bob in all his registers
such that z; = 1. See for a schematic representation.

ze{0,1}m ze{0,1}m ze{0,1}m
1 1 1
R | p A B
ON\NNNANNANN-@

® P A,

Zii2i=
O NNNANNANANANANANANANANANANANN@
® [|®*)r..5.,

Zi2i=

Figure 7.2: Schematic representation of the n-fold parallel repetition of the 2-
party quantum cloning game. The gray-shaded region represents the tripartie
state p that Alice and Bob prepare.

Similarly as before, at the beginning of the game the three parties are allowed
to share any arbitrary quantum state pra,..A,, 1EBo...Bm1 E5 @0d, Upon receiving
the classical information, Alice and Bob can apply CPTP maps {€3 4 5, .a,.a. )=
and {3 B pp-Bo.B, )= Where Eq and Ep are arbitrary auxiliary systems
that Alice and Bob possess, respectively. As argued in [Section 5.4) we do not lose
generality if we consider strategies of the form S ={p, K3, R EB}
(if necessary, enlarging the dimensions of the auxiliary systems E4 and FEj),
where K# and L# are unitary transformations for all z € {0,1}™. In the following
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theorem, we state that the optimal winning probability decays exponentially with
the number of parallel repetitions m.

7.3.1. THEOREM. The optimal winning probability for m parallel repetitions of
the QCG3™ s such that

3\™ o (1 1 \"
(5) <wace; )S(2+2\/§) . (7.10)

The key idea of the proof relies on combining ideas used in the proof of
[Theorem 7.2.3| together with Proposition 4.3 in [Sch07], which was also used
in [TEKWI13| to prove parallel repetition for monogamy-of-entanglement games.
[Theorem 7.3.1] is a particular case of its error-robust version, [Proposition 7.3.2,
see proof below.

We now consider the non-ideal case where there is a parameter error pe,.. < 1/2
when playing QCG;™, capturing the fraction of rounds in which the check fails.
That is, let v € {0,1}™ with v; = 0 if the projective measurement by the referee
in yields to the correct outcome in the for z;, and v; = 1, otherwise, for all
i €{l,...,m}, we then say that the players win the game with error at most
Perr If Wi (V) < MPerr, where wy(v) denotes the Hamming weight of v. This is
captured by the referee performing the measurement {N7},cf0,13m, where

1€[m]
with
OtV (Pt if i:O7
Niz = | >< |Rzini7 1 v (712)
B Ul A0AC VN NP VR B

where @), = A; if z;=0and Q,, = B; if z; = 1.
Then, given a strategy S = {p, K*, L*},, the corresponding winning probability is
given by

w(QCG3™,S, perr) = > Te[(N; e I)(K*® L*)p(K* @ L7)T], (7.13)
U:wH(U§§mperr

om

where the identity I applies to all the remaining registers. We provide a robust
formulation of the parallel repetition theorem for QCG3™:

7.3.2. PROPOSITION. Let QCG3™ be played with an error parameter pe. < 1/2.
Then, its optimal winning probability is such that

w(QCG3™) < (2Pw+hb<l’w>(% + %)) : (7.14)

where hy(+) denotes the binary entropy.
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The above bound is exponentially decaying for an error up to 3.0%. In order to
prove |Proposition 7.3.2 we need the following definition and lemmas:

7.3.3. DEFINITION. Let N € N. Two permutations w,n' : [N] — [N] are said to
be orthogonal if w(i) + w'(i) for all i€ [N].

7.3.4. LEMMA. (Lemma 2 in [TEKW13]) Let IT', ... TIV be projectors acting on
a Hilbert space H. Let {m}reny be a set of mutually orthogonal permutations.
Then,

< @ | 7.15
< 2wl H (7.15)

2 1T
i[N) )

7.3.5. LEMMA. (Lemma 1 in [TFKW13]) Let A, B,L € B(H) such that AAT >
B'B. Then it holds that |AL| > |BL]|.

Proof:

A strategy S for the m-parallel repetition of QCGy (with error pe,,) is described
by a quantum state p € S(Hr ® Ha,..a,, 154 ® "B, B, 1E;), Where, for i € [m],
registers A; and B; are of the same dimension as Hy and E4 and E are auxiliary
systems of arbitrary dimension that each party possess, and unitary transforma-
tions {U3, 4 g, t=-and {V3 p 5 }., acting on the registers in the subscripts
(due to the Stinespring dilation of the quantum channels, we restrict our atten-
tion to unitary transformations). For z = zp...z,-1 € {0,1}™, let Q,, = A; if
z; =0 and @), = B; if z; = 1, and we use the shorthand notation R = Ry... R,,_1,
A=Ay...A,_1and B=DBy...B,,_1. Then, the winning probability of this game,
given the strategy S, is given by

WQOC" S ) =5 Y T{(NFeD)(K* ® L)W)wI(K* o 7)),

z
vwH (U)Smpem‘

<ol X (Ke L)W e (K e L.
viwgy (vijgmpew
(7.16)
Let .
N7 = (K?® L*)/(N?®I)(K* ® L?), (7.17)
then,

3 1 V2 ! NEANECA
W(QCGQ 7svper7’) < 2_mH Z v” < 2_m Z Z HZlE;,X ”Nva ”7

z . m
v (V) <mpers viwy (v)<mperr ke[27]

(7.18)
where we used [Lemma 7.3.4] and 2’ = 7,(2), for {m}, being a set of mutually

orthogonal permutations. Fix z and 2/, and let T be the set of indices where z and



7.83.  Parallel repetition of QCGy 133

2" differ, i.e. T ={i|z # 2/}, and let t = |T|. Let Ty ={i €T |z =0}, denote t,4 :=
|Ta|, and, without loss of generality, assume t4 > ¢/2. Let T ={i€ Ty |a; =0},
and ¢ := |T?|, then we have that

NE \Z  ._
Ny <N, =

(Iy ® K*' ® LZT)(( Q) [@F) (DT

€Ty

RiQ-,® ]IQl—zl) ®( ® ]IRinin—zi ) ® ]IEAEB)(]IV ® K*® Lz)
€

m]\’TX

=(]IV®KZT®LZT)((®|CI)+><CI)+|RiAi ® HRZ-AZ-EA)‘@HBEB)(HV@KZ@LZ)
€Ty ie[m]\T3

= (]IV e K e LZ,T)(( ® |(I)+>(Q)+ R;A; ® ]IRiAiEA) ® ]IBEB)(HV ®K*® LZ’)
€Ty ie[m]\TY

where in the last equality we used that LgEB L;TEB =lpg, = L‘;EB L%ﬁ B, Olmilarly,
N7 < NZ =

(]IV Kt ® LZT)(( ® |(I>+>((I)+|RiBz‘ ®]IA1,)®( ® ]IRinin—z,- )®HEAEB)(HV K*® Lz)
€T ie[m]NTY

:(]IV®KZT®LZT)((®|CI)+><(I)+ R;B; ® HRZ-AZ-EA)(@]IBEB)(HV@KZ@LZ)
€Ty ie[m]\T}

-1y KT ® LZT)(( R 12N rs, & JIRZ.AZ.EA) ® JIBEB)(]IV ® K¥ ® L?)
ieTg ie[m]\TY

By |Lemma 7.3.5]
|NZNZ| < |NZ N2, (7.19)

then,

N Ni, = (ve Kl e L”)(( Q [27 N2 [ra, & HRiAiEA) ® HB'Egg)(]lv ® K ® L")

ieTX ie[m] \7—2

(]IV ® KT ® LZT) ( ® |q)+><(1)+ R;B; ® ]IRiAiEA ® ]IBEB)(]IV ® K* ® LZ)
€T ie[m]NTY

We have that (I ® Kip, ® Lj;EB)(]IV ® Kj;A ® LgEB) = Iy ap,BE,, and, since
the Schatten oo-norm is unitarily invariant,
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Tz ATZ
NG No |

B

= ||(® [T ) (@
€T}

R;A; ® HRiAiEA ® HBEB)( ® |(I)+>((I)+
ieTX

ie[m]\T}§

ie[m]\T}

H(® (|(I)Jr><q)+ R;A; ® HBz‘)(|(I)+>((I)+ R;B; ® I[Az)) [85 U]IRiAiBi ® ]IEAEB H
3 1€lm \TA

73

= &® (je*)(e*

roas ® 1, ) (|@7)(DF

R @)l @ Iras ®lp,e,l

€Ty ie[m]\T§
= H H(|(I)+><(I)+|Rw41 ® ]IBz)(|CI)+><(I)+|Rsz ® HAZ)” = 2_tA7
€T
(7.20)
where we used that, for every i,
H(|(I)+><(I)Jr RiA; ® ]IBi)<|(I)+><(I)+ R;B; ® ]IAZ)” =271 (7‘21)

Let t! == |{i € Ta | a; = 1}, then, since in order to accept, wy(v) < Mpeyy, in
particular, we have that t}, < mp,,,. Then, using that t% =ty - t}4 >t/2 = mpeyr,
where we used that t4 >¢/2. Then, combining (7.19)) and (|7.20)), we have that

|NGNF | < | NG N | < 2maemrer (7.22)

In order to apply the bound in|Lemma 7.3.5, consider the set of permutations

given by mp(2) = z @ k, where z,k € {0,1}™ (they are such that they have the

same Hamming distance). There are (T) permutations with Hamming distance
1. Then, we have

xm 1 N7z N2
QUG Sp) < oYY max| NN

2m
viwy (v)<mperr ke[27]

< QLm Z in: (T)Q_;‘*’mperr = (2Perr+hb(l7err)(l 1 )) )

+ —_—
vwg (’U)Smpev"r t=0 2 2\/§

where we used that 3 < 2mPerr)m - for p,,,. < 1/2.

viwg (V)<Mmperr

7.4 Application to the routing protocol

In this section, we analyze the security of the routing QPV protocol, originally
introduced in [KMSTI]. The protocol presents similarities with the QPVgpg,
protocol, see [Chapters 1] 3] and 4} one verifier sends a BB84 state to the prover,

rB, Q Irpe; ®lap,

)|
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and the other verifier, a classical bit, then the prover has to forward the quantum
state to one of the two verifiers according to the received bit. The protocol is
defined as follows:

7.4.1. DEFINITION. A round of routing protocol, denoted by QPV 1s described
as follows:

rout’

1. Vo and Vy secretly agree on a random bit z € {0,1}, and a qubit state
|6) € {]0), |1),]+) |-)}, chosen uniformly at random.

2. Vo sends the qubit |¢) to P, and V1 sends z to P, both at the speed of light
i vacuum, coordinating their times so that they arrive at pos at the same
time.

3. Upon receiving the information sent by Vy and Vi, the prover sends the qubit
|¢) to the verifier V..

4. If |@) arrives at the time consistent with pos (t =2), and a projective mea-
surement performed by V, on the state sent by Vy leads to the correct out-
come, the verifiers record ‘CORRECT (‘C’). If the measurement does not
lead to the correct outcome, the verifiers record ‘INCORRECT (‘1°). If the
timing s inconsistent with pos, the verifiers abort the protocol and reject
the location.

See for steps 2. and 3. Assume that the error of the measurement
performed by the verifiers is p,... In order to accept or reject the location, the
verifiers run QPV . sequentially r times. Let v € {0,1}™ with v; = 0 if the
projective measurement yields to the correct outcome in the ith round, and v; = 1,
otherwise, for all i € {1,...,r}. If all the qubits arrive at the time consistent with
pos, and wy(v) < rpe—consistency with the error (i.e. the protocol is complete
by construction)—the verifiers accept; otherwise, they reject. We will show that
in the No Pre-shared Entanglement (No-PE) model [BCE*14], any attackers will
not pass the check with exponentially high probability (in r), establishing the
soundness of the protocol. Since both completeness and soundness are satisfied,
the protocol is therefore secure in the No-PE model.

In [KMST1], it was shown that if adversaries pre-share an EPR pair, they can
exploit quantum teleportation to perfectly break the QPV . protocol, similarly
as the ERP teleportation attack described for QPVps, described in [Chapter 1]
To address this, we analyze the security of the protocol under the assumption that
the adversaries do not pre-share entanglement prior to the protocol’s execution—
No-PE model. This is the same adversarial model used in our analysis of the
QPV}ge, protocol and its variants in .

In a similar manner as the security of QPVppgs in the No-PE model can
be reduced to a monogamy-of-entanglement game, and it’s lossy version and
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position
| | |
| l I
POS

V() P Vl
z

h\t /1}
Q:)lf/Z‘OJ—/\‘/ Hi\l'—‘i)i\:‘l

Figure 7.3: Steps 2. and 3. of the QPV,,,, protocol, where straight lines represent
classical information and undulated lines represent quantum information.

time

extensions, as shown in [Chapter 3| we will show that the security of the QPV
can be reduced to a quantum cloning game. To this end, consider the purified
version of the routing protocol, which is equivalent to the original version, and
where the only difference relies on V), instead of sending the qubit |¢), prepares
the state |®*) and keeps a register for herself and sends the other register to the
prover. Then, the most general attack to the routing QPV protocol consists of
placing an adversary between Vy and pos, Alice, and another adversary between
pos and Vi, Bob. In the No-PE model, (i) Alice intercepts the qubit sent by
Vi, applies an arbitrary quantum operation to it, and possibly some ancillary
systems she possesses. She keeps a part of it and sends the other to Bob. On
the other side, Bob intercepts the classical bit z, copies it, and sends a copy to
Alice and kept the other copy. Since they share no entanglement, any quantum
operation that Bob could perform as a function of z can be included in Alice’s
operation. (ii) After one-round of simultaneous communication, Alice and Bob
share a tripartite state p with Vg, and their task is that the party designated by
z—Alice if z = 0 and Bob if z = 1—has to end up with a maximally entangled
state with the V, for which they apply quantum channels depending on z. As
stated above, in such a case, we can restrict our attention to unitary operations
K*# and L#, then, they send the corresponding qubit register to V,. The tuple
Siout = {p, K7, L*}, is a strategy for the QPV . protocol in the No-PE model.
The probability that the verifiers, after the attackers’ actions (for the random
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variable Vp) record ‘CORRECT’ is given by

Pr[Vap =c]= % {Z }Tr[(|c1>+)(<1>+|RzQz ®I)(K*® L*)p(K*® L*)],  (7.23)

where ), = A if z=0 and @), = B if z = 1. In particular, if they can prepare any
state in (ii), this corresponds to the scenario of the QCGs, and therefore, since the
strategies for QCGy encode strategies for the QPV .m protocol in the No-PE
model, the optimal success probability of this game upper bounds the optimal
probability that Alice and Bob perform a successful attack. By [Theorem 7.2.3]
even if Alice and Bob can share any state with the referee (in this case V), they
can succeed with at most probability %. This is summarized in the following
proposition.

7.4.2. PROPOSITION. In the No-PE model, the optimal probability that attackers
answer ‘CORRECT " in a round of QPV. . s given by

max Pr{Vp = ) = Z (7.24)

On the other hand, to show optimality, consider the attack where

(i) prior to the execution of the protocol, Alice prepares the 3-qubit state

%(I(ﬁ*)AOAlO)B +|®*) 4,8(0)0). (7.25)

(ii) Then, Alice intercepts |¢) and performs a Bell measurement on the inter-
cepted state and her register Ay, immediately she applies the teleportation
corrections to both of her registers A and B. Bob intercepts z and makes a

copy.

(iii) Then, Alice keeps register A and sends register B to Bob, and Bob broad-
casts z.

(iv) After receiving the information from their fellow attacker, if z = 0, Alice
sends her register (A) to Vg, whereas if z = 1, Bob sends his register (B) to
Vi.

3

This attack is such that has winning probability of &,

mentioned bound.

An analogous reduction applies when the routing QPV protocol is executed m
times in parallel, denoted by QPV " and therefore, its security can be reduced
to the m-parallel repetition of QCGs. In the most general attack in the No-PE
model, the attackers act similarly as in the attack described for QPV, ., with the

corresponding strategy S;oupm = {p, K*, Lz}z€{071}m. We consider its error-robust

attaining the above-
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version, where after the (single) execution of the protocol, the verifiers accept the
location if the number of correct outcomes, upon projecting to the maximally
entangled state is consistent with an error p... That is, if v € {0,1}™ with v; =0
if the projective measurement yields to the correct outcome for z;th round, and
v; = 1, otherwise, for all 7 € {1,...,m}, then, the verifiers accept the location if all
the qubits arrive at the time consistent with pos, and wg(v) < 7pe, (consistency
with the error). Otherwise, they reject. The probability that the verifiers, after
the attackers’ actions (for the random variable V zp) record accept is given by

1
Pr[Vap = accept] = o S Tr[(NZeI)(K*® L*)p(K*® L*)T],  (7.26)
viwg (v§ <Mperr

where N? is defined as in ([7.11]). Therefore, since S,ouxm is in particular a strategy
for the QCGS™, we have that

Pr[Vag = accept] < w(QCGS™, perr).- (7.27)

Then, using |Proposition 7.3.2, we can state the following Proposition.

7.4.3. PROPOSITION. For any attackers to QPV " in the No-PE model, the

rout

verifiers will accept the location with probability at most (2Pcrr+hb(pm)< 2\/_)) .

Then, if the error is below 3.0%, attackers will be caught with exponentially high
probability, and thus the protocol is sound in the No-PE model.

A direct consequence of Lemma 5.3 in [BK11] implies, similarly as in [TEKW13],
security for the routing protocol executed in parallel for attackers who pre-share
a linear amount of qubits ¢:

7.4.4. COROLLARY. For any attackers to QPV >0, who pre-share at most q (en-
tangled) qubits prior to the execution of the protocol, the verifiers will accept the

location with probability at most 2‘1<2pm+hb(1’<’w)< 2\/_)) .

In particular, the above soundness is exponentially small in m if

q< mlog(( + zf) 1) = (Perr + Mo (Derr)) (7.28)



Chapter 8

Parallel repetition of the f-BB84
protocol

Quantum position verification aims to verify an untrusted prover’s location by
timing communication with them. To facilitate real-world implementation, it is
desirable for this verification to occur in a single interaction. However, previ-
ous protocols achieving one-round secure QPV had critical drawbacks: attackers
pre-sharing an EPR pair per qubit could perfectly break them, and their security
depended on quantum information traveling at the speed of light in vacuum, a ma-
jor experimental challenge in quantum networks. Both limitations are exemplified
by the routing protocol analyzed in|Chapter 7}, and correspond to challenges (EC)
and (SC) of QPV outlined in [Chapter 1, and illustrated in [Figure 1.4}

In this chapter, we prove that a single round of interaction suffices for secure
position verification while overcoming these limitations. We show that security
for a one-round protocol can rely only on the size of the classical information
rather than quantum resources, making implementation more feasible, even with
a qubit error tolerance of up to 3.6%, which is experimentally achievable with
current technology—and showing that the timing constraints have to apply only
to classical communication. Concretely, we establish parallel repetition of the f-
BB84 protocol, see[Chapter 4] Similar conclusions hold for the parallel repetition
of the f-routing QPV protocol. However, a detailed treatment of these results is
beyond the scope of this thesis and can be found in [EFS25b], co-authored by the
present author.

As a consequence of our techniques, we also demonstrate an order-of-magnitude
improvement in the error tolerance for the sequential repetition version of this
protocol, compared to the previous bounds of Nature Physics 18, 623-626 (2022).

The results presented in this chapter are based on the following paper:

e “Quantum position verification in one shot: parallel repetition of the f-
BB84 and f-routing protocols”, by Lloreng Escola-Farras, and Florian Speel-
man, accepted contributed talk at TQC 2025 [EFS25h).

139



140 Chapter 8. Parallel repetition of the f-BB8/ protocol

8.1 Introduction

Security proofs in quantum position verification have been shown by either (i)
bounding the probability of a successful attack by a constant and amplifying
security through sequential repetition over time, or (ii) directly showing that
the attack success probability is exponentially small, corresponding to parallel
repetition. These upper bounds are referred to as the protocol’s soundness. Since
quantum position verification is based on timing constraints, parallel repetition
implies that the verifiers either accept or reject the location in a single execution
(as discussed in . This stands in contrast to sequential repetition—
explored in [Chapters 3| [4] and []] Moreover, a single interaction is necessary in
order to verify the location of a non-static prover. However, previous parallel
repetition results in the literature for QPV (i) remained insecure if attackers
used one EPR pair per qubit used in the protocols, and (ii) required the quantum
information to travel at the speed of light in vacuum, see, e.g.[Chapter 7}—parallel
repetition of the routing protocol—which is experimentally challengingl] Thus,
no existing QPV scheme simultaneously achieved single-round interaction while
addressing both (i) and (ii). In this chapter, we present the first QPV protocol
that achieves single-round interaction while overcoming both of these limitations.

In this chapter, we will analyze an extension of the BB84 (QPVyge,) proto-
col [KMSTI]. As introduced in [Chapter 1] in the QPVyge, protocol, Vo and Vi
send a BB84 state and a classical bit z € {0,1} to the prover P, respectively, then,
the prover has to measure the qubit in either the computational (z = 0) or the
Hadamard (z = 1) basis, and broadcast the outcome to both verifiers. We recall
that QPVpypg, was proven to be secure [BCE*14] in the no pre-shared entangle-
ment (No-PE) model—where attackers do not pre-share any entanglement prior to
the execution of the protocol-—showing constant soundness for a single round, and
exponentially decaying soundness when the protocol is executed m times in par-
allel, QPVghg, [TFKW13]. However, it suffices for Alice and Bob to pre-share a
single EPR pair per qubit sent by V to perfectly break this protocol [KMST11], see
the teleportation-based attack described in [Chapter 1} The latter issue, without
parallel repetition, i.e. for m = 1, was bypassed in [BFSS13, [BCS22|] by splitting
the classical bit z into n-bit strings x,y € {0,1}", sent by Vy and Vi, respec-
tively, so that a boolean function f :{0,1}" x {0,1}" - {0,1} determines z, i.e.
z = f(x,y). We denote this extension by QPV%B8 1 See where this vari-
ant is analyzed in the presence of photon loss. The authors of [BCS22] showed

"Whereas the transmission of classical information without loss at the speed of light is
technologically feasible, e.g. via radio waves, the quantum counterpart faces obstacles. Most
QPYV protocols require quantum information to be transmitted at the speed of light in vacuum,
but for practical applications this is often unattainable, e.g. the speed of light in optical fibers
is significantly lower than in vacuum, or if one wants to use a quantum network, it would be
desirable that the infrastructure can be used even if the verifiers and P are not connected in a
straight line.
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that the protocol has a soundness of at most 0.98, provided that attackers pre-
share a number of qubits linear in n—the Bounded-Entanglement (BE(n)) model.
This extension requires any attackers to share an amount of entanglement that
grows with the classical information, making it an appealing candidate to aim
towards implementation. Then, in order to either accept or reject, the verifiers
execute QPVéB84 sequentially m times.

In this chapter, we study QPVéBMWhen executed m times in parallel, de-
noted by QPVLEZ™ where the classical information z € {0,1}™ is determined
by a function f : {0,1}" x {0,1}* - {0,1}™. Unruh [Unrl4] showed the secu-
rity of this protocol in the random oracle model, assuming the function f is a
hash function modeled as a quantum random oracle (and quantum information
traveling at the speed of light in vacuum). Here, we show that this protocol ex-
hibits exponentially decaying soundness in m in the plain model, provided that
the number of pre-shared qubits by attackers scales linearly with the classical
information n. Notably, this implies that security is fundamentally tied to the
classical information rather than the quantum resources. Moreover, only the clas-
sical information is required to travel at the speed of light, whereas the quantum
counterpart can be arbitrarily slow. We thus show that a single round of interac-
tion with the prover suffices for secure position verification while overcoming the
above-mentioned limitations, preserving exponentially decaying soundness while
tolerating an erroif’] up to 3.6%, which is currently implementable in a laboratory.

As a consequence of our analysis, we are also able to improve the particular
case of m = 1 to show soundness of 0.8539. This is essentially tight, since it
closely matches the best known attack (which does not use any entanglement),
which has success probability % + 2—\1/5 = (0.85355..., and this result constitutes an
improvement of an order of magnitude with respect to the 0.98 soundness shown
in [BCS22]. Therefore, our new bounds are useful even when only considering
sequential repetition of QPVfBB8 .- See for a summary of the previously
known results of QPVps, and its variants together with the new results presented
in this work.

.. /
8.2 Parallel repetition of QPVBB84

In this section, we study the m-fold parallel repetition of QPV]’;B84, which we
denote by QPVQS;{”. We will describe the protocol, its general attack, and we will
prove that the protocol exhibits exponentially small soundness in the quantum
information m provided that the attackers’ amount of pre-shared entanglement
is linearly bounded by the size of the classical information n, i.e. in the BE(n)
model.

2Because of experimental imperfections, we also study a version of the protocol where the
prover only has to answer correctly on a fraction of the parallel rounds.
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No-PE model BE model Slow quant.
Protocol Secure Sec. EPR Soundness Error Secure
QPVipss v X - - X
QPVEEss v X O(27™), BE(m) 3.7% X
QPViLe v v O(1) ,BE(n) 14.6% v
QPVLnom v v O(2-™), BE(n) 3.6% v

Table 8.1: Summary of results about QPVppg, and its variants. We highlight in
gray background the cells with the new results presented in this chapter. ‘Sec.
EPR’ means that the protocol is secure if attackers pre-share one EPR pair per
qubit in the protocol. BE(m) and BE(n) denote that the security parameter in
the Bounded-Entanglement model is the quantum information m and the classical
information n, respectively. The soundness column denotes the soundness per
round, QPVéB84 achieves exponential soundness by sequential repetition. The
column corresponding to ‘Slow quant.” answers whether the protocol is secure
even if the quantum information in an execution of the protocol travels arbitrarily
slow.

8.2.1. DEFINITION. (QPVLEo™ protocol). Letn,m e N, and f : {0,1}7x{0,1}" -
{0,1}™, and consider an error parameter pe,, € [0,1). The QPV{;S;LW protocol is
described as follows:

1. The wverifiers Vg and V1 secretly agree on bit strings x,y € {0,1}" and
ve{0,1}™, chosen uniformly at random. Then, Vo prepares the m-qubit
state Hf(x»y)1|vl> R ® Hf(mvy)m|vm> = Hf(m’y)|’U>

2. Vg sends Hf@9|v) and x € {0,1}™ to P, and V; sendsy € {0,1}" to P so that
x and y arriwe stmultaneously at pos. The quantum information can arrive
earlier and is only required to be present at pos when the classical informa-
tion arrives. The classical information is required to travel at the speed of
light, whereas the quantum information can be sent arbitrarily slowly.

3. Immediately, P measures each qubit Hf@Y)i|v;) in the basis f(x,y); =: 2; for
allie{l,...,m} (z:= f(z,y)), and broadcasts her outcome vp € {0,1}™ to
Vo and V;.

4. The verifiers accept if dg(v,vp) < MPerr (consistency with the error), and v
arrives at the time consistent with pos. If either the answers do not arrive
on time or are different, the verifiers reject.

See |[Figure 8.1| for a schematic representation of the QPVQE;{” protocol. The
QPVpgpe, and QPVEEs, protocols are recovered if the only classical information
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that is sent from the verifiers is y € {0,1} and y € {0,1}™, respectively (and
z =y), and QPV%B8 4 is recovered by setting m = 1. By construction, the condition
dp(v,vp) < Mper ensures completeness, and in , we prove soundness
against attackers who pre-share at most a linear number of entangled qubits
in n; in particular, we show that the probability of acceptance by such attackers
decays exponentially in m. Together, these two properties imply that the protocol
is secure.

position
| | |
I : I |
: pOS

P Vi,

®21Hf(myy)i

v;)

time f(z,y)==2

fim-m

Figure 8.1: Schematic representation of the QPVyge,™ protocol. Undulated lines
represent quantum information, whereas straight lines represent classical infor-
mation. The slowly travelling quantum system &7, Hf(®)i|v;) originated from
Vj in the past.

Similarly as in [Chapters 3| [ and [7], for the security analysis, we will consider
the purified version of QPVghe, ", which is equivalent to it. The difference relies
on, instead of V, sending BB&84 states, V prepares m EPR pairs |(I>*)V01 PO ®
|®*)yimp,, and sends the registers P ... Py, to the prover. In a later moment, the
verifier Vo performs the measurement {H7@¥|v)(v]y H¥#¥)},c(0 13m in his local
registers Vg ... Vg™ = V. In this way, the verifiers delay the choice of basis in which
the m qubits are encoded, which, in contrast to the above prepare-and-measure
version, will make any attack independent of the state sent by V.

As introduced in [Chapter 1], the most general attack on a 1-dimensional QPV
protocol consists on placing an adversary between V and the prover, Alice, and

another adversary between the prover and Vi, Bob. In order to attack QPVgg;lm,

1. Alice intercepts the m qubit state P, ... P,, and applies an arbitrary quan-
tum operation to it and to a local register that she possesses, possibly
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entangling them. She keeps part of the resulting state, and sends the rest
to Bob. Since the qubits P; ... P,, can be sent arbitrarily slow by V, (the
verifiers only time the classical information), this happens before Alice and
Bob can intercept x and y.

2. Alice intercepts x and Bob intercepts y. At this stage, Alice, Bob, and V,
share a quantum state |p), make a partition and let ¢ be the number of
qubits that Alice and Bob each hold, recall that m qubits are held by V,
and thus the three parties share a quantum state |p) of 2¢+m qubits. Alice
and Bob apply a unitary U3 , and ng ., on their local registers AxA. =: A
and By B, =: B, both of dimension d = 29, where k and ¢ denote the registers
that will be kept and communicated, respectively. Due to the Stinespring
dilation, we consider unitary operations instead of quantum channels. They
end up with the quantum state [¢p,,) =Ty ® U} , ® Vg 5 [p). Alice sends
register A. and x to Bob (and keeps register Ay), and Bob sends register
B and y to Alice (and keeps register By).

3. Alice and Bob perform POVMs {Ag"}ser0.13m and {B;? }pefo,1ym on their
local registers A B, =: A’ and B A, =: B’, and answer their outcomes a and
b to their closest verifier, respectively.

The generic attack to QPVQSS_Z” is very similar to the general attack to
QPV%’IJ;S , analyzed in , the differences rely on the size of the quantum
system intercepted by Alice and the range of the outputs. We refer to
in for a schematic representation of the general attack to QPVHie, ™.
The tuple Sgpsaxm = {|¢), U*, V¥, {Ad"}o, {By” }o}a,y, or S for short if no ambigu-
ous, will be called a g-qubit strategy for QPVggS_Z”. Then, the probability that
Alice and Bob perform a successful attack (including an error up to pe.), i.e.
that the verifiers accept the location, provided the strategy Spgpsgixm, which we
denotd?| by wg, is given by

ws(QPVEEs™) = 5 2T HICDla)(aly HIED @ 37 AT ® By |[tay )ty |
T,Y,a a’:dg (a,a’ ) <mperr
(8.1)
The optimal attack probability is given by
w(QPVLE" :sgpr(QP\/gg;lm), (8.2)

3In the previous chapters, we used w to denote the winning probability of non-local games.
Due to the similarities between some non-local games and attacks to quantum position verifi-
cation seen in to[7} we will use here w for the probability that the verifiers accept
the location.
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where the supremum is taking over all possible strategies S for the QPVQS;:”.

As mentioned above, the existence of a generic attack for all QPV protocols
[BK11l, BCE*14] implies that w(QPVé:g;lm) can be made arbitrarily close to 1.
However, the best known attack requires an exponential amount of pre-shared
entanglement. Therefore, we will study the optimal winning probability under
restricted strategies S, specifically imposing a constraint on the number of pre-
shared qubits ¢ that Alice and Bob hold in step 2 of the general attack. Impor-
tantly, we will show security for any state |p) (in step 2) of 2¢+m qubits, provided
that ¢ is linearly bounded by n. The fact that we consider these states instead of
states of the form |®*)yp  p ®|p’) of 2¢ + m qubits, which would be the case if
the quantum information was sent at the speed of light in vacuum, is the reason
why we attain security even if V sends the qubits arbitrarily slow in the pro-
tocol. The former are a broader class of states, and capture any transformation
that (even globally) Alice and Bob can perform to states of the latter form.

8.3 Security of QPV{;ﬁ;Lm

In this section, we show that QPV{;S;[” is sound by proving that the probability
that attackers who pre-share a linear number of qubits (in n) are accepted at the
claimed location is exponentially small in m. To enhance readability, we adopt
the following notation:

1. we omit (QPVLE™) in ws(QPVLE™), and variants of wg (see below),
2. we define, for all z,y € {0,1}" and a € {0,1}™,
M@V = HI@ o) aly, HI @), (8.3)
for the measurement that V, performs, and

3. given a strategy S = {|¢), U, V¥, {43}, {B;"}s}2y, We introduce, for all
z,y € {0,137,

Iy, = Z(Mf(x’y) ® > A ® B(f,y), (8.4)

a a’:dg (a,a’ ) <Smperr

in this way, we have

1
Ws = 92 ;y TT[HZ%WM)(@ZJWH- (8.5)

In addition, the following expression will appear often, and we will use the
following shorthand notation

1 1
= 2Mern) |~ — ). 8.6
Vperr (2 + 2\/5) ( )



146 Chapter 8. Parallel repetition of the f-BB8/ protocol

Ideally, Alice and Bob should prepare a ‘good enough’ attack for every
(z,y) €{0,1}?", however, we do not have control of what potential attackers
might do. For this reason, we introduce the following concept for attacks that
are 'good enough’ for a certain set of pairs of (z,y), meaning that for those pairs
they have a probability of successfully attacking the protocol which is above a
certain threshold wy, which defines ‘good enough’.

8.3.1. DEFINITION. Let wg, € (0,1]. A g-qubit strategy S for QPVgg;lm is
a (wo,q, [ - 22")-strategy for QPVQSS_Z” if there exists a set B < {0,1}?" with
|B| > - 2% such that

Tr[H%way)(Q/’ryH >wo, Y(z,y)€B. (8.7)

Notice that the choice of the function f will determine the probability distri-
bution of the basis f(z,y) = z € {0, 1}™ in which the m qubits have to be measured
in the protocol. We denote this probability distribution by g¢(z), which is given
by

oyl flz,y) =2} _ ne

qr(2) = 92n = 920 (8.8)

where we denote by n, the number of pairs (x,y) such that f(x,y) = z. We say
that f reproduces a uniform distribution over z € {0,1}™ if q¢(z) = 5= Vz € {0, 1}™.

In [TFKW13], the security of the m-fold parallel repetition of QPVgpgs (QPVEEss)
was analyzed in the No-PE model, and the authors showed that the protocol has
exponentially small (in the quantum information m) soundness, provided that
the quantum information travels at the speed of light.

Consider now the fized initial-state (FIS) attack model, which we define as
the attack model where step 2. in the general attack is constrained by imposing
[{gy) = ) for all x,y € {0,1}", i.e. strategies of the form Spis = {|p), U® =1, V¥ =
I,{A"}a. {B;?}b}uy- Then, the same reduction to a monogamy-of-entanglement
game as in [TFKWT3] to show security of QPVips, holds for QPVLA™. In
particular, we have that for all functions f such that reproduce a uniform dis-
tribution on the bases in which the qubits have to be measured, i.e. ¢;(z) = 5=
for all z € {0,1}™, the result in [TFKW13] translates to the following lemma.
Not surprisingly, the reduction can be done to strategies Sgig where {Az%}, and
{B,"}, only depend on z = f(xz,y) instead of z and y, i.e. {AZ}, and {B}},, see
proof of [Lemma 8.3.2]

8.3.2. LEMMA. (Adapted version of eq. (9) in [TFKWI3]). For every function
f such that reproduces a uniform distribution over z € {0,1}™, the following holds
for QPVfB:SS_;m :

w;’IS = Sup WSFIS S (Vperr)m' (89)
Sris
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Recall that v, is defined in (8.6).

8.3.3. REMARK. For p.,, = 0, is tight, since the strategy Syexw
described in [TFKW13] consisting Alice and Bob preparing sharing
the state |1))y = &2, (cos g[0)y: +sin §[1)ys), i.e. sending m times to the so-called
Breidbart state, and both attackers answering the m-bit string v = 0...0, which
reaches the upper bound (3 + ﬁ)m

Proof:
From (8.1), we have that for Spis = {|p),U* =L, V¥ =1, {Ac"}o,{B; "} } 2y

s = 507 zTr[(M“”) > A§?®B§P)|w><¢|

z,y,a a’:dg (a,a’ ) <mperr

_ZQf(Z) Y Y Tr[(MaZ@) 5 (Z:)< Aﬁ?@BZ&")Iw)(wI]

Mz a0 wyf(ay)=2
U5 e (e ¥ arenu]
nZ a ny(x y) z ’:dH(a,a’)Smperr

(8.10)

Then, denoting by A%, and B? the corresponding A’/ and B/ (recall that these
x and y are such that f(x,y) = z) that attain the maximum in the last inequality,
we have that

1
Wses < 5o ZZTr[(MZ >,  ALe Bz/)|w><¢|]. (8.11)
(l,ZdH((Z,CL/)SmperT‘
In [TEFKW13], it is proven that the right-hand-side of (8.11)) is upper bounded
by (Vperr)m' O

A quantity that will be of interest is given by the maximum winning proba-
bility whenever we fix [1))y 45 in a strategy Sgrs, we denote this quantity by Wy,
i.e.

U R, 22" 2 Tr[(Mm e D ®ij,y)|¢)(¢|].

z,y,a a’:dg(a,a’)<mperr
(8.12)
As an immediate consequence of [Lemma 8.3.2, we have:

8.3.4. COROLLARY. For every quantum state |1)y arp, with arbitrary registers
A" and B’, for every function f such that reproduces a uniform distribution over
z€{0,1}™, the following holds for QPVL ™

BB8&84

CL),Z < (Vperr)m‘ (813)
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applies for functions f such that reproduce a uniform distribu-
tion over z € {0,1}™, however, while not all functions f might be good to use to

implement QPVgg;lm, e.g. the constant function, only considering uniform dis-
tributed values of z restricts the number of functions that we can consider. We
will now show that we can still obtain upper bounds for wj.;¢ for a large class
of functions, namely those f that reproduce a distribution over z’s that is not
very far away from the uniform distribution. This class of functions can be made
larger by choosing n larger than m, see below. We will see that if one writes the
distribution ¢;(z) as the uniform distribution plus a deviation, i.e.

() = 5 +94(2), (8.14)

for most of the functions f, d7(z) will be small for most of z € {0,1}™. In order
to analyze the probability distribution over the outputs z induced by a random
function f, consider the random variable Q¢(z) = é\fz where N, is the random
variable representing the number of times that z appears as an output of f. The
values that the random variables Qf(z) and N, take will be denoted by ¢¢(z) and

n,, respectively. Since f is a random function, IV, follows a binomial distribution

1
N, ~ 3(22”, 2—m) (8.15)

where 22" is the number of trials (possible z and y) and 5 is the probability of

success (‘hitting 2’). Then, we have that Ef[N,] = 22»~™ and thus, the expected
value of Q¢(z) is given by

_ELV] 2 L (8.16)

EQr()] = = = om

Using the Chernoff bound [Che52], we can state the following proposition:

8.3.5. PROPOSITION. Let € > 0. Then, for a random function f : {0,1}" x
{0,1}™ - {0, 1}™, with probability at least 1 —¢, a fized z € {0,1}™ satisfies

qr(z) € [ ! + —“3111(2/6)] (8.17)

5;; on+m/2

From [Proposition 8.3.5] we see that for a random function f, if n is large

enough (compared to m), then with probability 1 — ¢, the deviation from the
V3 (/%)

wrmya— 18 small. We introduce the set of functions

F. = {f {0,132 > {0,1}™ | ¢(2) € [2% + —'31[1(2/6)] Vz e {0, 1}m}, (8.18)

on+m/2

uniform distribution |0;(z)| <
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which, intuitively, corresponds to the functions f:{0,1}?" — {0,1}™ that repro-
duce a distribution over {0,1}™ that is not too far from uniform. Notice that,
from [Proposition 8.3.5, a random f:{0,1}" x {0,1}" — {0, 1}™ will be in F. with
probability (1-¢)?", and, using Bernoulli’s inequality, this probability is greater
than 1 - 2™, which by properly picking e, this probability can be made large.
We now prove an upper bound for wy, for all these functions in F..

8.3.6. LEMMA. Let ¢ > 0. Then, for every f € F. the following bound holds for
QPVgg;lm s for every quantum state |Y0)y arpr, with arbitrary dimensional registers
A" and B’,

W), < (Vp,, )" (1 +1/3In(2/e)27 /%), (8.19)

Notice that the above upper bound is exponentially small in m if n > (% -

log - L_)m, i.e. achieving better security requires more classical information than
Perr . .

quantum information.

Proof:

We have that for every quantum state |[1))y 4/p/,

1

(,LJ;Z = max 5om
{AZY}ya {ByY Y 277

zTr[(Mg<w>® 5 Aszz?)w)(w
T,y,a a’:dg (a,a’)<mperr

Qf(z) x, T T
S L X ZTr[(Mi“ Ve Y Alen) |w><w|]
a JoiBp Jb 2 Z zyf(zy)=z @ a":dg (a,a’)<mperr

= m ——NTrl| M?® A" ® B )
{Aﬁy}a??éfy}b ZZ: n, Za: ' ¢ x7y:f(zaj:’y):z ¢ “ St
a/:dH (aza,)gmperr

Consider the following upper bound

5 Tr[(Mj@ » A§?®B:?)|w><w|]

xvy:f(xvy):z a,:dH(ava’)SmperT

<m, max Tr[(]\/[[zZ ® Z Az/y ® B?)W)(M]a

$7y:f(a:1y)=’z a':dH (CL,(l’)SmPerr

(8.20)

then, denoting by A?, and B? the corresponding A’Y and B’ (recall that these
x and y are such that f(z,y) = z) that attain the maximum in the right-hand
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side of (§8.20)), we have that

Wy < . ZQf(Z)ZTF[(MZ > Ag ®B§/)|¢)W|]

a’:dg (aaa’)gmpem"

,:dH (aﬂ’)ﬁmpew

S (st szZTr[(MZ > Azlwzl)ww]

/:dH (aza’)gmperv‘

+{A5€r:a{)éz Z5f(Z)ZTr[(MZ Z AZ"X’B;’)W}MM]

{AZ}a{B{}e ":dp (a,a’)<mperr

< (Vpe,, )" + 2" (max[0p(2)]) | max ZZTI[(MZ D AZ®B§,)|w)<w|].
(8.21)

Where we used ¢7(z) = 5= + d(2) and |Corollary 8.3.4]

Since f € F., we have that max, [07(2)| < \/g’ir:f/é ) and applying again [Corol-
we have that

w"p S (Vper'r )m + (Vper'r)m V 31n (2/6’.)2_,’14—’”’]//2 (822)

O

Now, consider the following subset of F.:
={f e 7. with \/3In (2/e)2 2 < 272}, (8.23)

notice that /31In(2/e)27+™/2 < 272 is not overly restrictive and can be eas-
ily achieved by picking n larger than m/2. Next, we will show that for any
function f e Fr, if a quantum state |[¢))yap is ‘good’ to attack a given basis
z € {0, 1}»—meaning that the probability to successfully attack z is above the
bound in [Lemma 8.3.6 see |Definition 8.3.7}—then, this state can only be good
for a small fraction of all the possible z’s. Then, similarly as argued in [BCS22]
for QPVBB84, and also in we will use this to show that the attackers
are restricted and, in some sense, they have to decide a small set of possible z’s
to attack in step 2. of the general attack (before they communicate and learn z).

8.3.7. DEFINITION. Let ¢, A > 0. We say that a state [{)yarp is A-good to
attack z € {0,1}™ for QPVERI™ if there exists POVMs {Az}, and {B}}, acting
on A" and B’, respectively, such that the probability that the verifiers accept on
input z (the left-hand side of the following inequality) is such that

ZTr[(MZ Yo AL B§')|¢)(¢|] > (vp,,, + A)m(l +3y/3In (2/5)2—n+m/2).

" dH(a a’)<mpe7‘r
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We will see that we will have freedom to choose A > 0. For now, we only require
that A is such that v, . + A <1 to ensure that the bound in [Definition 8.3.7] is
nontrivial.

8.3.8. LEMMA. Lete, A >0. Then, for every f € F, any quantum state |1)y arp:
can be A-good for QPVQS;{” on at most a fraction of all the possible z € {0,1}™

gien by
Yp
—— . 8.24

(Vperr + A ) ( )

Proof:
Let I, = {z € {0,1}™ | [{)y a5 is A—good to attack z}. We want to upper bound
the size of I,. By |Lemma 8.3.6| see (8.21)),

(V)" (1 + V/3In (2f5)27P2)
20 o qf(z)ZTf[(Mcf@ > Az,®Bz,)|w><w|VA,B,]

{Ai}a,{Bgf}b ze{O,l}m a/,:dH(a7a’)Smper7'

{Aé}av{Bg}b zEIw a’:dH(aya/)Smper'r

>  max Z qr(2) ZTFI(M; ® Z AL ® B;)WMMVA'B']
2 g+ )" (103VEREIE ™) (- V™)

ZGId)

(8.25)

where in the second inequality we just summed over a smaller set of non-negative
elements, and the third inequality comes from the hypothesis the [¥)yap is
A-good for z for all z € I, Then, since the element in the summand do not
depend on z, we have that

(V)" (143 2[2)2712) ( )’”Qm

<
(Vpory + A" 52(1- /3T (2/5)2—n+m/2)(1 +3\/3In (2/8)2_”+m/2) Vpere + A

[1y] <

where, since f € F7, then \/3In(2/)2™/2 < 272 we used that 1*£ < 1+ 3z for
0<x<272 m

In what follows, we will show that, with exponentially high probability, a
uniformly drawn function f e F* will be such that any g-qubit strategy S =
{le), U=, VY, {Ad"}o, { B, }s}2,y With ¢ linear in n will have exponentially small
soundness. The high level idea consists of providing a classical description (up to
a certain precision) of |¢), U® and V¥, i.e. a classical description of the actions
in step 2. of the general attack (before they communicate). We will show that a

classical description is ‘almost as good as’ S, and we will use this to show that the
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description allows to recover a set of z’s of size at most gi-los VI'O’Z;:A)m for which
f(z,y) belongs to. This essentially consists on a (set-valued) compression of f,
where we relax the condition for the attackers to have a good attack by instead of
having to learn the exact value z = f(x,y) they learn set of z containing f(x,y),
see [Definition 8.3.9, Then, similarly as in [BCS22], by using a counting argument
with d-nets, we will see that if S has at least a certain soundness (which is still
exponentially small) and ¢ is not large enough (larger than n), then, the number of
possible compressions will be exponentially smaller than the number of functions
f € Fr, and therefore attackers, with high probability, will not be able to break

the protocol.
For s €[0,1], and m € N, we will use the notation

Pes({0,137) = {5 € {0, 1} [|S] < 2°™}, (8.26)

for the set of subsets of {0,1}™ of size at most 25™.

8.3.9. DEFINITION. Let wy € (0,1], A >0, s=1- log”f",j;—r+A and ki, kK9, k3 € N.
A function
g:{0,1}" x {0,1}" x {0,1}" - P, ({0,1}™) (8.27)

is a (wo, q)-set-valued classical rounding for QPVQE;{” of sizes Ki,ka, ks if for

all functions f e Fr, all € e {1,...,22"}, for all (wo, q,{)-strategies for QPVggg;m,
there exist functions fa:{0,1}" - {0,1}%, fp:{0,1}" - {0,1}%2 and p € {0,1}%
such that, on at least € pairs (x,y),

f(z,y) e g(fa(), f5(y), 1) (8.28)

Next, we will construct a set-valued classical rounding using a discretization
of a strategy S. To this end, we define an approximation of S—will show that
can be constructed with a classical description (discretization) of S, see proof of
[Lemma 8.3.13—and we use the following lemmas to prove that an approximation
preserves the probabilities induced by S up to a small constant, see|Lemma 8.3.12]

8.3.10. DEFINITION. Let 6 € (0,1). A d-approximation of a strategy
S = {|30>: Um’ Vy’ {Agy}m {Blfy}b}x,y is the tuple S§ = {’905>7 Ugca V;Syv {Agy}aﬂ {Bzfy}b}x,y:
where |ps), UF and Vi are such that, for every x,y € {0,1}",

lle) = les)la <6, U = Ufllew <6, and [V = Vi¥lo <. (8.29)

We will use the notation [¢3,) := Uy ® V{/|s).
Since the purified distance is an upper bound of the trace distance, we have

that, from [Proposition 4.2.5] and

8.3.11. COROLLARY. Let |z), |y) be two unit complex-vectors of the same dimen-
sion. Then,

el =)ol < 1) - b (8.30)
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8.3.12. LEMMA. Let S = {|¢), U=, VY, {A3"} o, { B, }s}4y be a q—qubit strategy for
QPVQS;[”. Then, every d—approximation of S, fulfills the following inequality for
all (x,y):

Te[ T 00, gy ] = Te[TE R ey ) (e |] - 70. (8.31)

I[Lemma 8.3.12| essentially tells us that a d-approximation of a strategy S does
not change much the probabilities induced by S, and, therefore, it captures the
essence of it, providing probabilities that are ‘almost as good as’ the original ones.
As an immediate consequence we have that for every d-approximation Ss of S,

wgs 2 Wg — 79. (832)

Proof:

Let S be a d—approximation of a g-qubit strategy S = {|p), U*, V¥, { A" }o, {B; " }s }a.y-
Recall that [¢9,) = UF ® Vi|ps), for all z,y € {0,1}". Then, similarly as shown in
[BCS22],

1
S ey ) Wuyl = 2, M2yl < [[0my) = 12y )2 = 1UF @ VP]i0) = UF ® Vil0s)2
2
=[(UT-U5+U5) @ (VY = Vi + Vi)lp) - Uy @ Vil os) 2
<30 +36%+8°< 76,
(8.33)

where in the first inequality we used [Corollary 8.3.11} in the second inequality we
used that [ X ® Y|S}]2 < [X|eo[Y oo [I€} ]2, by hypothesis, [|) = |ps)[2 <6, U7 -
Uf|e <0, and VY - V{||e <0, and in the last inequality we used that 62,63 < ¢
for 6 € (0,1). Then, using [Proposition 4.2.5| see [Chapter 4]

Tr[ny(|¢zy)<¢xy| - |wgy>( gy|):| < |Tr|:ny(|wxy)<wxy| - |w§:y>< gy|):||
1 1
< Sy )yl = [0y W2, | T < 5 Moy )yl = 02, (021,

where in the last inequality we used that Az” <14 and ¥, B, < Ip/, and then we
have that

1, < S MI“Y @ 1y @ I = Ty ap, (8.35)

and thus, [IT5] < Iy ap/| = 1. Combining (8.33) and (8.34), we have that
Te[ T35 102, W02 | 2 T[T ey ) (¢ |] - 70. (8.36)
O

Now, we have seen that a d-approximation of a strategy S captures its essence,
and we will use it together with d-nets, to construct a set-valued classical round-

ing. In order to do so, we will make use of the [Lemma 4.2.8] stated in [Chapter 4]
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8.3.13. LEMMA. Let ,A >0, and wy > (vp,,, + A)™(1+3+/31In(2/e)2+m/2) + 7-
3A™. Then, there exists an (wg, q)-set-valued classical rounding for QPV{;S;F of

s1z€es

1 1
K1, kg < logQ(—)m22q+1, and k3 < logQ(—)m22q+m“. (8.37)
A A
Proof:
As argued in [Chapter 41 any state |p) of 2¢ + m qubits can be decomposed as

o) = 220" pilj) with ;€ C for all j € [2207] and 1= X[, = £, Re(p;)? +
Im(¢p;)?. The latter corresponds to the condition for a point to be on the unit
sphere in R22*"™ i.e. the unit (22¢*m+1 —1)-sphere and therefore the set of states
can be seen as a unit sphere. Similarly, the set of unitary matrices of dimension
d can be seen as the unit (2d? — 1)-sphere, since for every U € U(d), UUT =14,
this will correspond to the unitaries that Alice and Bob apply in the step 2. of
the general attack.

Let 6 = 3A™ and consider a 3A™-net N in Euclidean norm of the (22¢+m+1-1)-
sphere, which, as argued above, corresponds to the set of quantum states of
2q + m qubits, i.e. the set of possible states |p)yap that attackers will start in
step 2. of the general attack. Moreover, consider 3A™-nets N4 in and ANy in
the Schatten oo-norm of the (2d? — 1)-sphere, where d = 29, which, also as argued
above, correspond to the set of unitary operators that Alice and Bob apply in
step 2. of the general attack, respectively. Pick the these A™-nets such that their
cardinalities are at most (3/Am)2*""™" (3/Am)2d* and, (3/Am)24*  respectively,
which exist due to [Lemma 4.2.8

We now construct a an (wy, ¢)-set-valued classical rounding, whose sizes, as
argued above, are of size at most k1 = Ky = logQ(%)mQQ‘Y”, K3 = logQ(%)m?q*m”.
Let S = {|¢), U=, V¥, {A3?}0,{B;?}s}2y be an (wo, g, £)— strategy for QPVQS&ET?
we define

e ;i as the element in Ny that is closest to ) in Euclidean norm, and denote
by |ps) the state described by pu,

e fa(x) as the element in N,y that is closest to U® in operator norm, and
denote by U} the unitary described by fa(z),

e [5(y) as the element in Ny that is closest to V¥ in operator norm, and
denote by V;’ the unitary described by fa(y).

If the closest element is not unique, make an arbitrary choice. Let \wgy) =Ufe®
Vps). By construction,

lle) =les)la <0, [U* = Us oo <6, and [V¥ = Vifo <6, (8.38)
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and therefore, S5 = {|¢s), UL, V¥, {Aa"}a, {B," }o}4,y 1S a d-approximation of S.
Now, define

9(fa(x), fB(y), w)={=3{AZ}a, { By} lechTr[Mz@’ >, Au® Bilus, N s ]>wo 70}.

! dH(a a,)<mpe'r'r

%8.39)
Since, by hypothesis, \/31In(2/e)27"*™/2 < 1, and f € FZ, by [Lemma 8.3.8, the

12 +A
right-hand side of has cardinality at most gU-ee(ZEmID™ We want to
show that ¢ is a (wo, q)-set-valued classical rounding (the sizes k1, k2, and k3
are already bounded). Consider a (wy,q,¢)-strategy, then, there exists a set
B c{0,1}?" with |B| > ¢ such that for all (z,y) € B,

ZTI«[MJW)@ > Ai?@Bj?!wxy)(wmy|]2wo. (8.40)

a/:dH (ara’)gmper’r

Then, since S;s is a d-approximation of S, by [Lemma 8.3.12] we have that, for all
(z,y) B

3 Tr[Mj @v) g D A @ BIY WS, ) §y|] > wo — 76, (8.41)

a’:dy (aaa’)gmpc'rr

since |B| > ¢, we have that f(z,y) € g(fa(x), fe(y), 1), on at least ¢ pairs (z,y).
O

A (wo, q)-set-valued classical rounding g for QPVég;{”, defined in
, ‘covers’ (wp, g, ¢)—strategies for QPVggg;m. Next, we will show that
there exists g such that if one has f(x,y) € g(fa(x), fg(y), ) on a fraction
of all the possible inputs (z,y), i.e. those pairs for which attackers prepared a
‘good’ attack (success probability of at least wy), then the number of qubits ¢ that
Alice and Bob pre-share grows with both 5 and n. This means that the more
pairs (x,y) the attackers have to prepare a ‘good’ attack, the more qubits they
need to pre-share. In particular, in the following lemma, we show that ¢ grows
logarithmically in £ and linearly in n.

8.3.14. LEMMA. Lete >0, 8¢ (0,1], andwy > (vp,,, +A)™(1+3y/3In(2/)2-7+m/2)+
7-3A™. Fiz an (wy,q)-set-valued classical rounding g for QPVgg;lm of sizes
K1, Ko < logQ( )m22‘1+1, k3 < logQ( )m22‘1+m+1 Let f € Fr be such that for any
fa, f and u as defined in|Definition 8.3.9, f(x,y) € g(fa(x), f5(y), ) holds on
more than -2 pairs (x,y), then with probability at least 1 — 2-m2" W™ ¢ g
such that

A
log(i)?q”(l 427 mmoly > ﬁlog(L)T + Lo log(1-¢). (8.42)
m

Perr
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Proof:

By [Lemma 8.3.13] there exists an (wy, q)-set-valued classical rounding g of sizes
K1, K < logQ( )m22‘1+1 log, ( )m22‘1+1, K3 < logQ( )m22‘1+m+1 The number of
possible functions g(fa(x), fe(y), 1) that Alice and Bob can implement depends
on the number of choices of f4:{0,1}* - {0,1}*, fp:{0,1}" - {0,1}*2 and p €
{0,1}#s. In total, there are (2%1)2" - (2%2)2" . (2%3) such functions. By hypothesis,
f(x,y) e g(fa(z), fe(y), ) on at least 5-22" pairs (x,y), denote by B the set of
these (z,y), and, recalling that the cardinality of the set g(fa(z), f5(y), ) is at

Vperr +A

most 20718 “nerr )m, we have that, glven g, the total number of ways to assign
”Pew’r

outputs for these pairs is (2(1_1 perr )m)ﬁz%. For the remaining (1 - () - 2%»
pairs of (z,y), no compression is applied (i.e. we do not have the guarantee

f(x,y) € g(fa(z), fe(y),1)). In these cases, we have that f(z,y) € {0,1}™, for
which we have (2m)1-$2*" possible ways to assign values.

On the other hand, we have seen that the cardinality of F* is (1 —¢g)2"2m2*",

Then, we have that, using that f € F* is drawn uniformly at random,

Pr{feF::3fa, fa,pst. f(x,y)eg(falz), fB(Yy), 1) V(x,y) € B}
_\feFr3fa st f(xy) €g(falx), fB(y), 1) ¥(2,y) € B

|7z
(2108;2(%)77122‘1*1 )2n(210g2(i)m22‘1+1 )27(210g2(i)m22‘1“’”1 ) (2(1—103( UI:,EPZ:A ))m)ﬁ22" (2m)(1—[3’)22"

<

(1- 5)2m2MQ2m

log( )m22q+n+2(1+2—n+m 1)+2m log( 115 ) ,Blog( Vperr )m22n

=2
(8.43)

Notice that the above quantity will be decreasing in m and n if the ‘dominating’
term is the negative one, i.e.

A
log( )m22‘“”+2(1 +27mmmly 4 om log(—) < ﬁlog(L)m?", (8.44)
8 pe'r"r
which is the converse of condition (8.42). In particular, we have that if (8.44)
holds,

log( )m22q+n+2(1+2 n+m-— 1)+2m log( = 5) Blog( ”Pe'r'r ) 22n _m2n—log(%)

2 <2 (8.45)

O

From 7 we see that, picking n > m and small €, the terms 277"~ and
%2‘”*’” log(1 - €) become negligible, and in order to have a ‘good’ attack (i.e.
f(z,y) € g(fa(x), f(y),n)) for at least (- 22" possible (x,y)’s, the inequality
becomes: “2%¢ is approximately greater or equal to $2"”, which implies
that

2q zn—-log(1/8)  (up to constant factors). (8.46)
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However, we do not have control over the number of pairs that attackers have
prepared a good attack for. The following lemma states that if attackers have
prepared a strategy that has at least a certain soundness, then, there must be a
number of pairs (x,y) for which they prepared a good attack.

8.3.15. LEMMA. Let wy € (0,1], and S = {|p), U=, V¥, {Ad"}a, {By" }o}ay be a q-
qubit stmtegy for QPVggS_;m such that wg > wy. Then, for wy <w, there exist at
least §=222%" of pairs (x,y) such that

T[T ey ) (thay|] 2 wo, (8.47)

this is, S is an (wo, q, F=2 22”) -strategy.

Proof:
Let J:={(z,y) | Te[IT5]¢uy ) (¥uyl] > wo}, we want to find a lower bound on the
cardinality of J, and denote by J¢ its complementary set. We have that

2o T[Tl ) (Vay ]

(fC y)eJ

1 &
Wi S Ws = 920 ZTF[HA%WW)(%@/H = 5
z7y

1

22n w0|JC|

+2% S T[T |ty )ty ] <

2n
(g)ete 2

where the first inequality holds by hypothesis, and in the last inequality we used
the trivial bound Tr[IT% |14, )(¢ay|] < 1 for (z,y) € J and we used the bound
Tr[I15 |00y ) (Yay|] < wo for (x,y) € J¢. Then, using that |J¢| = 22" - |J|, we have
that |J]| < 4022, O

8.3.16. THEOREM. Let n > m, € < 271 and A > 0. For every ¢ < 1, with

n—cm lo; g(ﬁ)

probability at least 1 —2-m2 err ™27 a uniformly random f € F* will be such

that, if the number of qubits q that the attackers pre-share to attack QPVégg;m is
such that
(1= (Vpe,, +2)1) log( 222222

1 Vperr

— | +1
Vperr + A) " Og 81Og(1/A) ’

2g<n-cm log( (8.48)

then, the probability that the verifiers accept is at most

((Vporr + D)) (1 +3y/31In(2/2)27 ™) + 7. 3A™. (8.49)

Notice that the bound in[I'heorem 8.3.16{exponentially decays in m if v, + A < 1.
Moreover, since, by hypothesis € < 271 in particular we have that, under the
conditions of [Theorem 8.3.16| any g-qubit strategy S for QPVQ&;Z” is such that

ws < ((Vpo, + A))™(1+3y/3mn(2)27"™2) + 7-3A™. (8.50)
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[Theorem 8.3.16| leaves freedom to pick the values A and c. If one wants a lower
upper bound on the soundness, these should be picked small and big, respectively.
By picking A small enough, e.g, A = 1075, the term v, ,, + A is strictly smaller
than 1 for an error p.,, up to roughly 3.6% and we have that up to that error,
the upper bound on the soundness in [['heorem 8.3.16| will decay exponentially.
Notice that the asymptotic behavior of the upper bound on the soundness is

((Vper, + D))" (8.51)

Proof:
Let S be a g-qubit strategy S such that

wg > (U, + A)™(1+3y/31In(2/e)27"™/?2) + 7-3A™, (8.52)

and let wg = (V.. +A)™(1+3+/31In(2/e)2+™/2) +7-3A™, then, by |Lemma 8.3.15|,
S is an (wo, q, - 22™)-strategy, with

~ (Vpere + A)m(1 4 34/3In(2/£) 27 m2) (1 = (1, + A)UI7OIm)

’ 1= (V. + A)™(1+3y/31In(2/e)2-+m/2)

(8.53)

Since 3,/31n(2/e)277*™/2 > 0, we have that

ﬁ > (Vpe'rr + A)cm(]‘ B (VpeT'r + A)(l_C)m) > (me,r + A)Cm(l - (Vperv- —+ A)l—c)
T 1 (e, + A)(1 43 BIN/E)2 ) 1 (v, + A (1 +8y/BIn(2/2)2 o)
(8.54)

where we used that 1—(v,,,, +A)™ > 1- (v, +A)'=¢. Then, using the inequality
£ >1for z€(0,1),

B2 (Ve + D) (L= (v, + A)179) = fo, (8.55)

then, in particular, S is a (wy, q, 5o - 22")-strategy. Then, by [Lemma 8.3.13] there
exist an (wp, q)-set-valued classical rounding of sizes k1, ko < logQ(%)m?q”, K3 <
logy (% )m22a+m+,

Let f € F be such that f(z,y) € g(fa(z), f(y), ) holds on more than [5y-22"
pairs (z,y) for any fa, fp and u, by the counterstatement of [Lemma 8.3.14] a
uniformly random f € F*, with probability at least 1 — 2-m2""**"/% "ill be such
that

1 A 1
log(z)22q+2(1 e B mog(%)w + =2 og(1-¢).  (8.56)
m

Vperr

Since n > m, we have that 1 > 271 and, using that ¢ < 271  the last
summand above is such that

1 1
— 2 ge(] —g) > ——27" 8.57
o log(1-2) > —— (357)
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where we used that —log(l - ) > 2z for x < 3, therefore (8.57) is exponentially
decreasing in n and then, we have

1 A
log(—)m22‘“3 >mf log(M)Q”, (8.58)
A pSTT
and therefore,
1 A 1
2q+3 > n—cm log(m)+log(1 - (Vp,,, + A)l_c)+log log(%)—log log X

We have seen that, with probability at least 1—2-m2""*"? "4 yniformly random
f € Fr with (8.52) implies 18.58: . However, by hypothesis, we have strict inequal-
ity in the other direction in (8.58)), and therefore, this implies (8.48)). O

8.3.1 Improved error-tolerance for QPV{;B84

In [BCS22), it was shown that QPV{;B8 4 1s secure for attackers who pre-share
a linear amount (in n) of qubits as long as the error remains below 2%. Here,
by considering the case m =1 in QPVgg;lm, which corresponds to QPV£B84, we
show that the protocol can tolerate an error almost up to 14.6%, presenting an
order-of-magnitude improvement in error tolerance.

For the case of m = 1, the verifiers accept if, in step 4. of the description
of QPV]’;BM, a = v, i.e. if they received the correct outcome. Then, applying
[Theorem 8.3.16|for m =1 and, recall that since the acceptance criterion is binary,
Vperr = Vo = (3 + ﬁ), picking A = 107° and ¢ = 0.999, then we have the following
corollary:

8.3.17. COROLLARY. Let n,m €N, with n >m and n > 36, and € <27 1. Then,

with probability at least 1 - Q‘Qnﬂog(m), a uniformly random f € F* will be such
that, iof
1 1. (+A)(1-(r+A)<)log(2E) 1
g<=n+=lo (vo+ A)(1- (o + A" log(*7 )z—n—17.8797, (8.59)
2 2 8log(1/A) 2

any q-qubit strategy S for QPVéB84 is such that

11 ¢
wg < (5 + e + A) (1+31/61n(2)27™)+7-3A =~ 0.853699(1+31/6 In(2)27")+0.00021.
(8.60)

Thus, the upper bound in (8.60|) converges exponentially in n to

0.853909 .. .. (8.61)
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Notably, the attack described in [T'heorem 8.3.3| achieves a success probability of
3+ 2—\1/5 = 0.85355. .., showing that our bound is essentially tight. This implies
that even if Alice and Bob share a linear amount ¢ = O(n) of pre-shared qubits,

they cannot outperform an attack that relies on no pre-shared entanglement.

Essentially tight result in the error-free case

We have shown after [[heorem 8.3.16| that the asymptotic behavior of the
soundness of QPVSio™is given by ((v,,,, + A)¢)™. Similarly as above, picking
A =107° and ¢ = 0.999, the upper bound for the free-error case scales asymp-
totically as (0.853699...)™, which is almost achieved by the attack described in
Theorem 8.3.3| that has winning probability of (3 + ﬁ)m = (0.85355...)™, which
recall that uses no pre-shared entanglement.




Chapter 9

Entanglement in continuous-variable
position verification

To conclude this thesis, we turn to continuous-variable (CV) quantum position
verification (QPV). The decisive advantage of CV technology over discrete-variable
platforms is practicality: coherent states are easier and inexpensive to generate,
manipulate, and detect, building on decades of expertise from optical-communication
engineering. In this chapter, we analyze a CV-QPV protocol, denoted QPV ., —
the natural analog of QPV gpe,—whose security was established in the No Pre-shared
Entanglement (No-PE) model. In QPV_,,, one verifier sends a coherent quantum
state while the other transmits a classical bit z that specifies the measurement the
prover must perform. As with QPVpps,, two shortcomings persist: adversaries
who share a maximally entangled CV resource can execute a perfect teleportation
attack[] , and the quantum signal must propagate at the speed of light—issues (i)

and (iii) from |[Chapter 1} illustrated in [Figure 1.4

This chapter adopts the function-splitting variation used for QPVgpg, and
QPV and : the single bit z is replaced by two n-bit strings .,y €
{0,1}" chosen by the verifiers, with z = f(z,y) for a prescribed Boolean function
f. We show that the resulting protocol, QPVfoh, inherits the favorable security
guarantees of QPV%%84 Chapter 4)): it is secure (i) against attackers possessing
fewer than cn pre-shared entangled qubits, for some constant ¢; (i) under a
constant fraction of attenuation and noise/error; and (iii) even when the quantum
information propagates arbitrarily slowly. Consequently, QPVfoh emerges as an
experimentally economical candidate that simultaneously overcomes the three
principal obstacles of quantum position verification.

The results presented in this chapter are based on the following publication:

e “Continuous-variable quantum position verification secure against entan-
gled attackers”, by Lloreng Escola-Farras, Arpan Akash Ray, Rene Aller-
storfer, Boris Skori¢, and Florian Speelman [EFRA*24].

! Perfection requires infinite energy; however, finite energy can still make it effective.

161
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9.1 Introduction

Recent work has focused on the practicality of implementing position-verification
protocols. Aspects such as channel loss and error tolerance of certain QPV pro-
tocols have begun to be taken into consideration [ABSL22al [EFS23, [ABB*23].
Moreover, most previous QPV protocols have been based on finite-dimensional
quantum systems, with the exception of [QS15, [AEFR*23]. Continuous-variable
quantum systems are relevant for quantum communication and quantum-limited
detection and imaging techniques, as they provide a quantum description of
the propagating electromagnetic field. Much research has been conducted on
continuous-variable quantum key distribution (QKD). Initially proposed using
discrete [Ral99, [Hil00), Rei00] and Gaussian |[CLAOI] representations of squeezed
states, a range of techniques were subsequently introduced for Gaussian-encoded
continuous-variable quantum key distribution (CV-QKD) using coherent states
[GG02, I GAW*03] | GCW*03, WLB*04].

The primary advantage of CV-QKD over its discrete-variable (DV) analog is
practicality, see e.g. [WPGP*12]. Fundamentally, CV systems are much simpler
to handle and leverage several decades of experience in coherent optical commu-
nication technology. Unlike DV systems, no true single-photon preparation or
detection is necessary, which is still expensive and technically challenging (espe-
cially if photon number resolution is desired). In contrast, homodyne and hetero-
dyne measurements are much easier and cheaper to implement. Much existing
infrastructure is geared towards handling light at low-loss telecom wavelengths
(1310nm, 1550nm), whereas an ideal single photon source in these wavelength
bands still has to be discovered, and frequency up-conversion is challenging and
introduces new losses and errors.

In [AEEFR*23], the CV analog of the QPVpgs, protocol [KMS11] based on
BB84 states [BB84] was defined and analyzed. In this chapter, we extend the
CV-QPV literature by considering the CV version of the practically interesting
QPVéB84 [BCS22, [EEFS23] protocol, see Crucially, in QPV]’;B84 the
classical input information is split up (into, say, x,y) and each verifier sends out
either  or y. The prover then applies the appropriate measurement based on
the value f(x,y) for the chosen protocol function f. The advantage of this is
that the quantum resources required for a successful attack become larger and
scale linearly in the size n of the classical input strings x,y. Thus, increasing the
classical input size makes the quantum attack harder—a very favorable property
of QPV{;BM. We are theoretically, and also potentially practically, motivated to
investigate whether this property holds the same way in the CV case as well.
Employing previous results from [BCS22] and [AEFR*23|, the main take-away
of this chapter is that, indeed, the CV protocol shares the desired characteristics
regarding entanglement attacks of the discrete variable version. More concretely,
we show that, for a random Boolean function f, the protocol remains secure
against attackers who pre-share CV entangled states with a cutoff at the photon
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number linear in n. Moreover, the protocol remains secure even if the quantum
information is sent arbitrarily slowly. We also present an analysis of the protocol
for non-zero levels of attenuation and excess noise in the CV channel.

9.2 The QPV({Oh protocol

Based on the ideas in [BFSS13| [Unri4, [BCS22|, we introduce a variation of the
quantum position verification protocol studied in [AEFR*23]. Instead of only a
single verifier sending classical information, both verifiers send classical informa-
tion that, combined, determines the action of the prover. When sent through a
channel, a continuous-variable state gets attenuated and acquires excess noise.
We will denote by ¢ € [0,1] the attenuation parameter, and by u > 0 the excess
noise power of the quantum channel connecting Vo and P. The excess noise can be
modeled as u = ugo?, with, for instance, a reasonable uy = 0.01, due to the preva-
lence of phase noise [LPF*18]. The protocol becomes insecure for u > 0.25, and
thus the constant ug places a practical upper limit on the modulation variance o.
Then, the protocol is described as follows:

9.2.1. DEFINITION. Letn € N and consider a 2n-bit boolean function f:{0,1}"x
{0,137 - {0,1}. A round of the QPV/_, protocol is described as follows.

1. The verifiers Vo and V1 randomly choose bit strings x,y € {0,1}", respec-
tively. They draw two random variables (&,£*) from the Gaussian distribu-
tion Ny o2, for o > 1, and compute f(x,y). Verifier Vo prepares a coherent
state |@) with quadratures (xg,po) = (§ cosO+&Lsin b, £sinf-EL cosh), where

0=0if f(z,y) =0 and 0 =% if f(x,y) = 1.

2. The verifier Vo sends |¢) and x to P, and the verifier V1 sendsy to P so that
x and y arrive simultaneously at pos. The quantum information can arrive
earlier and is only required to be present at pos when the classical informa-
tion arriwes. The classical information is required to travel at the speed of
light, whereas the quantum information can be sent arbitrarily slowly.

3. Immediately, P computes f(x,y) and performs a homodyne measurement
on |¢) in the direction 0 =0 if f(x,y) =0 or 0 =% if f(x,y) =1, resulting in
a value Ep € R. The prover broadcasts the classical result £p to both verifiers
at the speed of light.

See for a schematic representation of one round of the QPVfoh pro-
tocol. Notice that, since the homodyne measurement is performed along the 8 di-
rection, the component £+ does not affect the measurement outcome. Therefore,
the choice of £+ has no impact on the protocol.

In order to decide whether to accept or reject the prover’s location, the verifiers
execute r sequential repetitions of the QPVfoh protocol. We present a statistical
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position
| | |
: pos
Vo P V,
ze{0,1}" \9) y€{0,1}"
time
&p &p

f

coh

Figure 9.1: Schematic representation of one round of the QPV’ —protocol. The

coherent state |¢) originates from Vj in the past.

test that enables this decision. In each round, the verifiers sample (;)7_; from
the Gaussian distribution N(0,02), and receive a corresponding set of prover
responses (&p,)l_;. In the ith round, the honest prover performs a homodyne
measurement at angle 6; on a coherent state with displacement &; in the 6; di-
rection (and displacement & in the orthogonal direction ¢; + 7). Similarly as in
[Sections 3.2.2l and 4.2.2) we define the score (or payoff function) T, as:

P:E;(&’l/_z—i\f) (9.1)

Since (&p, ); are Gaussian-distributed, I, will follow a chi-square distribution with
parameter 7. Then, we use the following lemma to establish a decision criterion.

9.2.2. LEMMA. (Eq.(4.3) in [LMO0O]) Let X be sampled from a x2 distributed
random variable. Then, for all a >0, the following holds:

Pr[X —r>2y/ra+2a] <e™ (9.2)

Next, we provide a test to verify the location of the honest prover with a
confidence level of g}, > 0.
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9.2.3. DEFINITION. Let €5, > 0. For the QPV,_,, protocol executed sequentially
r times, we define the acceptance test T;;COh, also referred to as the decision
criterion, as follows: the verifiers accept the prover’s location if

2
L.<r+— ln(l/&?h)+—ln(1/6h) = Y (9.3)
Jr
Otherwise, they reject.

The bound in [Lemma 9.2.2| guarantees that an honest prover will be accepted
except with small probability at most e, (completeness). We will prove that
attackers who pre-share a linear amount of qubits in n, will fail the test TZ-<°h with
probability 1 — O(ey) (soundness). Showing both completeness and soundness
implies that the protocol is secure.

The protocol in [AEFR*23| is as in [Definition 9.2.1| but instead of sending x
and y, Vi directly sends 6. For the honest party, the only difference is that he
has to compute f(x,y) to determine 6. We will use the following notation, for
0 € {0,Z} we will denote by @ the remaining value, i.e. if § = 0, then § = 2 and if
0 = 3, then 6=0.

The honest prover’s uncertainty about the displacements &, drawn by the
random variable denoted by Z in each round, conditioned on his measurement
outcomes &p, drawn from the random variable denoted by Zp in each round, is
the same as in the protocol where 6 is sent directly from V;, since the only change
for P is to compute f(z,y) to determine 6. In order to make this mathematically
precise, we need the following definitions.

As introduced in [FBT*14], let pap be a bipartite state on systems A and B,
which correspond to a system to be measured, and a system held by an observer.
Let X be a continuous random variable, o = 27 for some [ € N, and consider the
intervals Z;.,, := (ja, (j + 1)a] for j € Z. Here p}® denotes the sub-normalized
density matrix in B when X takes value x in Z;.,, p} denotes the conditional
reduced density matrix in B so that fI phdx = p éa, and X, denotes the random
variable that indicates which interval x belongs to. These notions are used in the
continuous version of the conditional entropy.

9.2.4. DEFINITION. The quantum conditional von Neumann entropy s defined
as

H(X4|B), = _ZD(pjéa”PB)' (9.4)

JEZ

9.2.5. DEFINITION. The differential quantum conditional von Neumann entropy
1s defined as

WXIB), =~ [ D(gllos) dx. (9.5)
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Then, the uncertainty of the prover with respect to =p in the QPV_,, protocol
provided in [AEFR*23]:

1
h(Z|Zp)e = 5 log 2meX?, (9.6)
where .
1 t o\
2o = . )
(02+1/2+u) 6-7)

It is well known that the preparation of a coherent state with Gaussian dis-
tributed displacements (xg,po) ~ Ny, is equivalent to preparing a two-mode
squeezed state with squeezing parameter sinh™ ¢ and then performing a hetero-

S o : (z0,=po)
dyne (Z, p) measurement on one mode, with measurement outcome Tt s T

For notational brevity, we set A = tanhsinh™' o.

In the purified version of QPVgOh, the verifier Vy prepares the two-mode
squeezed state |®)y, p with the above-mentioned A-dependent squeezing, which
is given by

B) = VI 22 3 A™jmm), (9.8)

in the Fock space. Notice that A < 1. The verifier Vy performs a heterodyne
measurement with quadratures rotated by an angle 6 on their register. The mea-
surement outcomes are £/(v/2\) and —£+/(1/2)), resulting in displacement (&, £4)
in the state sent to the prover P. P then performs a homodyne measurement under
angle 6 to recover &, as in the original protocol.

Vo’s heterodyne measurement can be described as a double-homodyne mea-
surement. First Vy mixes its own mode with the vacuum using a beam splitter,
resulting in a two-mode state. On one of these modes, Vy then performs a homo-
dyne measurement in the ¢-direction, on the other mode in the 6 + 7 direction.
In [AEFR*23], it is shown that the honest prover’s uncertainty about = evaluates
to

h(E|P)g = %log M + 0(1). (9.9)

o
Let U = Z/(AV/2) be the displacement in the @ direction as measured by V. Then

h(U|P)g = h(\/:_/\|P) = h(Z|P)g - log(V2A)
1 2 e 1 (9.10)
Ly meli 20 0(—) ~log(V/2)).
2 t o
In the regime o > 1 (i.e. A = 1),
1 1+2
hUIP)s > hUIP), = 5 log %:“) (9.11)

Unless stated otherwise, we will work in the regime o > 1. Recall that o is in
control of the verifiers.
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9.3 Security against bounded entanglement

In this section, we prove security of the QPVfoh protocol, showing that with high
probability, attackers who possess CV entangled states with a cutoff at photon
number linear in n will not be able to attack the protocol.

To do so, we consider an ‘imaginary world’” where the QPV{Oh protocol, instead
of using the state |®), is executed with a cutoff at photon number 2™ using the
state |, ), given by

—x 2ot

m=0

|(I)mo> =

We will denote this variation of the protocol by QPVf . The state |®,,,) is an

cohm0
approximation of the state |®) and can be made arbitrary close to it by increasing

mg. Note that the purified distance (see (2.14))) between |®) and |®,,,) is
P(|®), [ @, )) = A*™, (9.13)

i.e. |®,,) is double exponentially close (in mg) to |®) (recall that A < 1). If
one replaces the state |®) by |®,,,), the probability that the verifiers accept the
action of an honest party will change with probability at most O(A?*"°). The
cutoff reduces the dimension of the Hilbert space from infinite to 2™0 which is
the dimension of an mg-qubit state space.

The Hamiltonian H v, on Vy's system is given by the harmonic oscillator, where

H = hwN, (9.14)

with the unusual energy convention that the ground state has energy 0 instead of
%hw, and N is the number operator. Throughout this chapter, we will consider
units such that Aiw = 1. The energy of the V, subsystem is thus given by

2 \2M0
A )\2 + (2m0 _ 1))\2m0+1+2 _ 2m0)\2m0+1 2m0(ag+1) )
<(I)m0|HVO ®]IP|(I)mO>VOP B ()\2 _ 1)(/\2m0+1 _ 1) = ( 02 )2m0 . +0°,

o2+1
(9.15)
which tends to o2 (the expected energy of the challenge state chosen by the
verifiers) as myg tends to infinity.

The most general attack to QPVfohmO for adversaries with a photon-number
cutoff such that their Hilbert space is isomorphic to a multi-qubit Hilbert space,
consists of an adversary Alice between Vo and P, and an adversary Bob between
V; and P. They proceed as follows:

1. Alice intercepts the quantum information sent by Vg, and applies an ar-
bitrary quantum operation to it and to a local register that she possesses,
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possibly entangling them. She keeps part of the resulting state, and sends
the rest to Bob. Since the quantum information in the protocol can be sent
arbitrarily slow by Vj, this happens before Alice and Bob can intercept x
and .

2. Alice intercepts x and Bob intercepts y. At this stage, Alice, Bob, and V,
share a quantum state |p), make a partition and let ¢ be the number of
qubits that Alice and Bob each hold, recall that mgy qubits are held by Vq
and thus the three parties share a quantum state |p) of 2g+mg qubits. Alice
and Bob apply a unitary U3 , and ng ., on their local registers AyA. =: A
and By B, =: B, both of dimension d = 29, where k and ¢ denote the registers
that will be kept and communicated, respectively. Due to the Stinespring
dilation, we consider unitary operations instead of quantum channels. They
end up with the quantum state [tb,,) =Ty ® U} 4 ® V5 5 |p).

3. Alice sends register A. and x to Bob (and keeps register Ay), and Bob sends
register B, and y to Alice (and keeps register By).

4. Alice and Bob perform POVMs {A45"}, and {B;”};, on their local registers
AxB. =t A" and B A. =: B’ to obtain classical answers and reply to their
closest verifier, respectively.

9.3.1. REMARK. Notice that we consider strategies starting with the state

lo)vpa,a.p.5,. instead of | D, )ve ® |¢')aa.p.5.- This will give more power to
the attackers, but it will include the fact that the quantum information sent
from Vy can travel arbitrarily slow, and the attackers are allowed to modify

|P o )ve ® |©") A 48,8, t0 end up with any arbitrary state |©)ypa, a.5.5,-

See [Figure 4.2 for a schematic representation of a generic attack to QPVfoh.
Note that the actions of the attackers are similar to the actions described in

to attack QPVhpe,. We exploit these similarities to extend the technical
analysis to the continuous-variable setting, and establish security guarantees for
QPVfoh analogous to those previously shown for QPVéB8 4

9.3.2. DEFINITION. The tuple {|p), U=, V¥, A% B®}, . .p is a g-qubit strategy
for QPVY . Moreover, let |¢) be as in the QPV{Oh protocol (Definition 9.2.1)),

cohmo
we say that a q-qubit strategy for QPVthmO
(z,y), for 0 €{0,5}, if it holds that

is (e,1)-perfect if for | pairs of strings

h(Up|A')y < h(U|P)y+2  and h(Us|B')y < h(U|P),y + <. (9.16)

Notice that there is no #-dependence on the right-hand side of the inequality since
h(U|P), does not depend on 6, see (9.11)). The parameter ¢, see analysis below,
will quantify the difference between the uncertainty of the honest prover and
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attackers. It will have to be picked depending on the number of rounds that the
protocol is run sequentially. Next, we define ‘good’ states to attack the protocol
for either 6 = 0 or 0 = /2. We will see that a good state for the 6 = 0 case cannot
be too close (in trace distance) to a good state for the 6 = w/2 case. This restricts
the attackers.

9.3.3. DEFINITION. Let € > 0, let A" and B’ be arbitrary dimensional registers
and V' be an mq qubit register. We define S; as

S ={lY)vap |3 POVMs { A%} {By} s.t. h(Up|lA")y, M(Up|B")y < h(U|P)y + €}

Next, we will use a entropic uncertainty relation for position and momentum,
along with a continuity bound for the entropy, to show the following: if Alice
and Bob prepare one state that is “good” for attacking 6 = 0, and another that

s “good” for attacking # = F—that is, they have states [¢)o) € S§ and [¢z ) € SE

then these two states cannot be arbitrarily close in trace distance.

9.3.4. LEMMA. [FBT*1j|] Let pyap be a tripartite density matriz on systems V',
A and B. Let X and P denote the random variables of position and momentum
respectively, resulting from a homodyne measurement on the V system and let the
following hold: h(X|A),,h(P|B), > —co and H(X,|A),, H(P,|B), < oo for any
a>0. Then

h(X|A), + h(P|B), > log(2). (9.17)

We will make use of a type of Alicki-Fannes [AF04] inequality (Lemma 9.3.5)
for continuity of the conditional entropy for continuous variables in terms of the
energy, as shown in [Winl6].

9.3.5. LEMMA. (Lemma 18, [Winl6]) Let o € [0,3]. Consider a Hamiltonian

12

H=Hy ®lq, with system V' composed of one harmonic oscillator and arbitrary
system C. Let there be states p and o on the bipartite system Hy ® Ho with
Tr[pH],Tr[aH] <E. Ifi|p-o|i<é, then

ig +2a)l2e§(log(E+ 1) +log ol _5)) +6h(1tz )],
(9.18)

(V1) ~h(VIE)| < (5

where

~ _{Iplogp—(l—p)l()g(l_p) pr—w (9.19)

h(p) = ifp>L

9.3.6. PROPOSITION. Let € >0, and [th) € S5, and |[¢x) € S5, with bounded en-
2
ergies Tr[pOH], Tr[le] < E, where p° and p' are the respective density matrices
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Figure 9.2: Necessary condition for u and ¢ so that ((9.20)) is fulfilled (gray region).
The blue dots are specific (u,t) for which we do numerical analysis in [Section 9.4}

of [o) and [¢pz). The corresponding Hamiltonian is the harmonic oscillator on
system V' and identity on the other systems. Let % >a >0 and € >0 be such that

1 4t 1+« N e ~(l+a.
£< élog L+ 20) —(2(1 —) +a)l25(log(E+ 1) +log—0é(1 _5)) +6h(1 _ae)].
(9.20)
Then,
1
S0} = Iz )i > & (9.21)

Notice that the energy bound E is the energy given by the Hamiltonian cor-
responding to one harmonic oscillator in the V' system ((9.15)), which approaches
o? from below. Moreover, from ((9.20)), we see that the & will need to be picked
taking a value at most %log e(ﬁ—tzu)' In order to have non-negative &, we need

4t > e(1 + 2u), (9.22)

see [Figure 9.2 The maximum value of ¢ will be upper bounded by

At 1. 4
< = log - ~ 0.278652, (9.23)
(&

1
“log —
TSy 2u) 2

since the maximum value is reached by ¢t =1 and u = 0.
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Proof:
Let p? and p? be the density matrices of |Vo)vpa,a.p.B. and |Vg)vpa A.B.B., T€-
spectively. By hypothesis,

h(Up|A") o < R(U|P)g + €, and h(UglA") 5 < h(U|P)y + €. (9.24)
By [emma 933,
h(Up|A") o + h(Up|B") 1o > log 2. (9.25)
Then,
h(U|B") o > log 2m — h(Up|A") o > log 2m — h(U|P)y - &, (9.26)
where in the last inequality we used (9.24)). Therefore,
h(Up|B") o — h(Ug|A") ;6 > log 2 = 2h(U|P) 4 — 2¢. (9.27)
In the regime o > 1, h(U|P), — 3 log =5~ ”e(“Z") , and thus,
WUl B'Y 0 — h(Up| AT 5 > log — - — 9250 (9.28)
. — h(U; 5 > 1o - :
o1 Jp? o1 7% = ge(1+2u) ’
where the last inequality comes from the fact that, by hypothesis, log o +2u) > €.
This leads to At
|h(U§|B’)pg — h(U5|A’)pg| > log m - 2¢, (929)
By hypothesis, log ——5—~ 6(1+2u) -2e> (“a + 2a) 25(10g(E +1) +log a(f_é)) + 6%(&—35)].
Thus, by the contrapositive of [Lemma 9.3.5, 1[p? - p?|; > &.
m

9.3.7. DEFINITION. [BCS22] Let q,k,n €N, € >0. Then, g:{0,1}3* - {0,1} is
an (e,1)-classical rounding of size k if for all f:{0,1}?* - {0,1}, for all states |p)
on 2q+2m0 qubits, for alll e {1,...,2?"} and for all (¢,1)-perfect q-qubit strategies
for QPvcoh , there are functions fa : {0,1}" - {0,1}%, fp: {0,1}" - {0,1}*

and p € {0, 1}“ such that g(fa(x), fe(y),n) = f(x,y) on at least | pairs (x,y).

9.3.8. LEMMA. Lete, & be such that if [pg) € S5 and |pg) € S5 implies P(|pa), |vg)) >
€. Then, there exists an (&,q)-classical rounding of size k < 224+2mo log(l +

3 4(24+é)—2)'

Proof:
We follow the same techniques as in the proof of Lemma 3.12 in [BCS22]. Let

6 < {/%4£ -1, and consider §-nets Ny, Ny and N, where the first is for the set of
pure states on 2q + 2mg qubits in Euclidean norm and the other nets are for the
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set of unitaries in dimension 27 in operator norm. They are such that [Ns|, |N4l,
IWg| < 2%, with & to be set later. Let S = {|p),U%, VY, {As"} 0, {B,"}s}a,y be an
(e,0)— strategy for QPVZGJ; , we define (i) p as the element in Ng that is closest to
lo) in Euclidean norm, and denote by |ps) the state described by p, (ii) fa(z) as
the element in A4 that is closest to U? in operator norm, and denote by U{ the
unitary described by f4(x), and (iii) fz(y) as the element in Nz that is closest
to V¥ in operator norm, and denote by V/ the unitary described by fa(y). If the
closest element is not unique, make an arbitrary choice.

We define g as g(z,y, 1) =0 if U ® V]p) is closer to S5 than to St in purified
distance and g(z,y,u) = 1 if U ® V]p) is closer to St than to §j in purified
distance. If neither is the case, we make the arbitrary choice g(x,y, ) = 1. By
the assumption on €, §§ NS5 = @, and thus g is well-defined.

We are going to show that ¢ is an (g, ¢)-classical rounding. Consider an arbi-
trary f:{0,1}?" - {0,1} and an arbitrary state |p) on 2q + 2mq qubits. Let |p),
{U=,V¥},, be from a g-qubit strategy for QPV/ and choose p, fa(z) and

cohmp ?
fB(y) to be the closest elements to |¢), U* and Vy,0 respectively, in their corre-
sponding d-nets in the Euclidean and operator norm, respectively, (if not unique,
make an arbitrary choice) and let |p), U,V be their corresponding elements. As-
sume U? ® V¥|p) € S5. Then,

DU* @ VY |y), Uy @ Vi|ps)) < |U" @ V¥]p) - Uy @ Vi) |2
(U + U - U) 0 (V) + VY V) (loa) + 1) ~les)) - U3 @ VIl (g 30)
335+352+53<§,

where in the first inequality, we used [Lemma 4.3.3] in the second, we used the
triangle inequality and the inequality | X ® Y|z)|2 < | X || Y [loo||[2)]2, together
with [U7 - Uf s, 109 = U2 e, 1) - o)l < 6. Thus, Ug © Vlgs) is closer to S;
than to S;.

Consider the above (g,1)-perfect strategy for QPVfohmO and let (x,y) be such
that h(Up|A")y, h(Uy|B")y < W(U|P)y + € for f(x,y) = 0. In particular, we have
that U ® UY|p) € S5, and because of (9.30), f(z,y) = g(fa(z), fe(y), ). Since
there are at least [ pairs (x,y) fulfilling it, f(z,y) = g(fa(x), f5(y), 1) holds on
at least [ pairs (z,y) and therefore g is an (e, ¢)-classical rounding. The size of k

follows from [Cemma 4.2.8 O

9.3.9. LEMMA. Lete€[0,1], E,t,u>0 be such that there exist £ >0 and o such
that (9.20) holds. Let k, ¢ € N, n = Q(mg). Moreover, fix an (e,q)-classical

rounding g of size Kk with k < 224+2mo log(l + m). Let ¢=0(n-my).

Then, with probability 1 — O(N\*"") the following holds. A wuniformly random
f {0,132 - {0,1} fulfills the following with probability at least 1 —O(272") :
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For any fa : {0,1}" — {0,1}*, fp : {0,1}" — {0,1}*, p € {0,1}, the equality
g(fa(z), fB(y),p) = f(x,y) holds on less than 3/4 of all pairs (x,y).
Proof:

We want to estimate the probability that for a randomly chosen f, we can
find f4 and fp such that the corresponding function ¢ fulfils P, [f(z,y) =
g(fa(z), fe(y), )] > 3/4. Analogous to [Lemma 4.2.10, we have that

PLf:3fa, [, 1 st Poy[f(2,y) = g(fa(@), fo(y), p)]] < 2C7 D2 1/ 92"

(9.31)
where hy(-) denotes the binary entropy function, see (2.1). If ¢ = O(n — my)
and k = 22¢+2mo Jog (1 + m), the above expression is strictly upper bounded

by O(272"). O

In order to have explicit expressions instead of n = ©(myg) and g = O(n-my),
we have to fix the value of £. To obtain better bounds, we are interested in
picking € as large as possible. Given parameters E,t,u and ¢, known by the
verifiers, we will be interested in picking values of o such that (9.20) holds for &
as large as possible. This needs to be done numerically, since leads to a
transcendental equation, see for this analysis. This applies as well for
the below theorem, which in short states that if the number of qubits the attackers
pre-share at the beginning of the protocol, with high probability at least one of
them will have a finite gap to the uncertainty of the honest prover regarding the
value of the random variable &/. That is, at least one attacker will have strictly
larger uncertainty than the prover.

9.3.10. THEOREM. Lete € [0,1], E,t,u>0 (under the control of the verifiers) be
such that there exists € >0 and o such that (9.20) holds. Let n =©(my). Let the
number of qubits that Alice and Bob each control at the beginning of the protocol
be

q=0(n-myp). (9.32)
Then, with probability 1 — O(N*"°) the following holds. A random function f
fulfills the following with probability at least 1 —O(272") : the uncertainties for
Alice and Bob when attacking the protocol QPVfoh are such that, for 6 € {0, %},

max{h(Us|A") g, \(Us| B s} > h(U|P) + Z, (9.33)

for every state |1b) they possess in step 4. of the attack (i.e. end of the attack).

Proof:
By |Lemma 4.2.10], with probability at least 1-O(272"), the function f is such that
there are no (e, 322")-perfect g-qubit strategies for QPV{Ohmo. That means that

for every strategy, on a fraction at least § of (z,y), either h(Up|A")y > W(U|P)y+5
or h(Up|B")y > h(U|P)y + 5. m
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9.3.1 Sequential repetition of QPVCOh

In the following, we will consider ¢ > 1, which is equivalent to A - 1. Recall
that the verifiers either accept or reject the location after r sequential repetitions.
We provided a statistical test, TZ"—see |[Definition 9.2.3—to make the decision
to either accept or reject the p081t10n pos that an honest prover will pass with
probability at least 1 — ey, for e, > 0. Now, we will show that attackers who pre-
share a bounded number of qubits (in n) and, motivated by realistic constraints,
perform independent identically distributed (i.i.d.) attacks, will fail the test, and
therefore be caught, with high probability in the number of rounds.

By |[Theorem 9.3.10, we have that provided that the attackers pre-share a
linear amount of qubits in n, then, for every state |¢)) that they share after
communicating

1/2+u €
UL 3= masc(A(UIAY . 1B )} 2 BUIP), 4 & = om0 2
for € as in [I’heorem 9.3.10l
Now re-substituting = = V2NU yields
_ _ e 1 1/2+u e 1 €
MEIE)s 2 hEIP)s + 5 = 5 10g(27re t ) +Saslog(me) T, (934)

where the last equation follows from and the lower bound is smallest for
the ideal channel with ¢t = 1 and u = 0, which we assume attackers can use.
Via the continuous variable version of Fano’s inequality, [[heorem 9.3.11] we can
straightforwardly convert this into a lower bound for the estimation error of the
attackers.

9.3.11. THEOREM. [CT06] Let X be a random variable and X (Y) an estimator
of X given side information Y, then

> 2 L o (XV)
E[(X - X(¥))]> e , (9.35)
where hpas (X |}f) is the conditional entropy in natural units. Moreover, if X is

Gaussian and X (Y") is its mean, then equality holds.

Let . be the random variable representing the attackers’ answer (guess for =).
Then, by [['heorem 9.3.11], we have:

E[(E-Za)’] 2

holding for any transmission ¢. Let (£2*)_, be the sample of the attackers after
r i.i.d. rounds, then, consider the score or pay-off associated to the attackers,

Fatt Z (\/_15/22 +§Ztt)2 ) (937>

i=1

1 = 1
- thats(:"E)w - 566/2, (936)

27re
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We will use Chebyshev’s inequality [Che67] to show that attackers will be caught
with high probability, that is, by not being able to get a score below ~,:

9.3.12. PROPOSITION. Assume the setting of [Theorem 9.5.101 and fix a confi-

dence parameter ey, > 0. Let r be the number of sequential rounds of QPVfoh. If

r= Q(ﬁ) then, for every i.i.d. adversarial strategy,
enlzes/“=yr/r

Pr[T% <] = O(cy). (9.38)

Equivalently, the probability that the attackers pass the test T'-<°t (Definition 9.2.5)
is at most O(ey).

Proof:
Let 62 > 0 be the variance of (\/zf/;—ij for the ith round. Since, by hypothesis,

the attacks are i.i.d, this variance is the same for every round 7. Thus, the variance
of T'@* is 72, Then, the probability that the attackers pass the test TZ-coh is

Pr[I <, ] = Pr[E[I7] - T3 2 E[I7] = ] < Pr[E[I7] - T2 > B[] - 7]

ro?

(5er2 =)

where we used, from (9.36) that E[T'#] > r1e/?, and Chebychev’s inequality for
the last upper bound.

< Prf [BT2) - T3 > Tl o, <

By hypothesis, r = Q( , and thus, (9.38)) is recovered. O

- 1
non (§/2- /1) )

We have therefore introduced a sequential-repetition test TZ ¢°h, parametrized
by a confidence level ¢, > 0, with the following guarantees:

e completeness: an honest prover at the claimed position pos is accepted with
probability at least 1 —ey,.

e soundness: any i.i.d. adversaries that pre-share at most a linear amount of
entangled qubits will be rejected with probability at least 1 — O(ey).

Hence, by choosing ¢}, sufficiently small and running the protocol for the
prescribed number of rounds, the verifiers can certify the prover’s location with
high confidence while forcing well-resourced attackers to fail with essentially the
same high probability.

9.4 Concrete bounds for given experimental pa-
rameters

In the above section, we proved that, if V prepares a two-mode squeezed state
with squeezing parameter ¢ and A\ = tanh ¢, with probability 1-O(\?™") attackers
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who pre-share ¢ = O(n—mg) qubits will not be able to mimic arbitrarily close an
honest prover. For that, we need that €, E,t and u are such that exists € > 0 and
a for which holds. In order to have parameters fulfilling for e > 0
we need that the attenuation parameter ¢ and the excess noise power u of the
quantum channel connecting Vi and P fulfill the relation . In the section
we analyze perfect and imperfect channels.

9.4.1 Perfect channel

We start by considering a perfect channel connecting Vy and P, given by t = 1
and u = 0. We fix ¢ = 0.1 and assume the protocol is played enough rounds to
statistically distinguish the honest party with an uncertainty

1
h(U|P), — §log% ~ 1.0471, (9.39)
from the uncertainty of at least one of the attackers being lower bounded by
1 Te €
—log — + — ~1.0721. 4
51085+ 7 07 (9.40)

Fix an energy bound E =103 in units such that hw = 1. Then, the largest & that
fulfills ((9.20)) is
€ ~0.0037, (9.41)

for o ~ 0.036, see [Figure 9.3| for a representation of the inequality (9.20) where

the value of ¢ is fixed and represented as the black plane and the gray surface
represents the right-hand side of the inequality.

Notice that the energy term in ((9.20)) scales as £log(E +1), i.e. logarithmically
in E with a small factor € in front. Therefore, the inequality remains very stable
with respect to E. For instance, if one picks E = 10,102,10%, the values of the
maximum € remain almost unchanged.

For the values of € = 0.1 and & = 0.004, the size of the (g, q)-classical rounding
in is k = 12-224*2mo_ Then, in the proof of [Lemma 9.3.8] is
strictly upper bounded by 272" if ¢ <% —mg - 5, for n > 2(mg +5). Then, for the
above energies, [['heorem 9.3.10| can be restated as follows.

9.4.1. COROLLARY. Let e =0.1, t =1,u=0. Let n>2(my+5). Let the number
of qubits that each Alice and Bob control at the beginning of the protocol be

q< g ~mg - 5. (9.42)

Then, with probability 1 — O(N*"") the following holds. A random function f
fulfills the following with probability at least 1 — 272" the uncertainties for Alice
and Bob when attacking the protocol QPV({Oh are such that, for 6 € {0, %},

max{h(Us|A")y, h(Us|B')y} > h(U|P), + Z (9.43)

for every state |1p) they possess in step 4. of the attack (end of the attack).
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0.0

Figure 9.3: Representation of the left (transparent black) and right (gray surface)
hand sides of the inequality (9.20)) for e = 0.1, £ =103, = 1 and u = 0. The region
where the gray surface is above the black plain gives the («,£) such that the

inequality (9.20]) holds.

9.4.2 Imperfect channel

We now turn to lossy and noisy channels, characterized by parameters (t,u)
that satisfy the admissibility condition (9.22). For such channels the quantity
€ appearing in [I'heorem 9.3.10] is obtained by solving the transcendental equa-
tion obtained by saturating ; analytical closed forms are unavailable, so we
determine € numerically.

For illustration, we pick three representative triples (,¢,u) (see [Table 9.1).
For each chosen triple, we fix the verifier—controlled energy to E = 102, and
optimize over « € (0, %) to obtain the corresponding value of €. Exactly the same
numerical routine can be repeated for any other set of channel parameters to yield
the appropriate security constants for that operating point.

The admissible region in the (u,t)-plane is illustrated in ; the three
operating points listed in are marked therein.

The maximal values of £ we obtain are collected in[lable 9.1, For these values,
we recover the same linear bounds as in [Corollary 9.4.1, We have that for

e Moderate loss, low noise (t =0.8,u =0.05). Even with 20% attenuation and
5% excess noise the protocol tolerates & = 0.03 while retaining & » 3 x 107%.

e High transmissivity, higher noise (t = 0.9,u = 0.12). Better transmis-
sion partly compensates for the larger u; the achievable ¢ decreases only
marginally.

e Low loss, moderate noise (t=0.95,u=0.075). A larger target accuracy ¢ =
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€ t U o g

0.03] 0.8 | 0.05 | 0.013 [ 0.00031

0.03] 0.9 | 0.12 | 0.013 | 0.00029

0.0710.95(0.075 | 0.025 | 0.00131

Table 9.1: Maximum value of ¢ fulfilling (9.20) given e,¢ and u with its corre-
sponding value of « that attains it.

0.07 is feasible, yielding € ~ 1.3 x 1073, an order of magnitude improvement
over the previous settings.

In summary, solving numerically shows that the security guarantees of
QPVfoh are robust against certain attenuation and excess noise. As long as the
chosen (t,u) pair lies inside the shaded region of [Figure 9.2] the linear soundness
bounds of the perfect channel carry over unchanged.



Chapter 10
Discussion and future directions

In this thesis, we have analyzed the security of quantum position verification
(QPV) protocols under various adversarial models, showing both fundamental
properties and security threats when losses and errors are introduced. We have
made progress toward real-world implementation by proposing protocols that
maintain desirable security guarantees, taking into account the current techno-
logical barriers.

However, our results do not represent the end of the story for QPV, and some
important problems remain open. Below, we highlight some directions for future
research that build on the work presented in this thesis.

First, we showed QPV protocols that remain secure as long as the adversaries
pre-share at most a linear amount of entanglement. In contrast, the best known
generic attack requires adversaries to pre-share an exponential amount of entan-
glement, thereby constituting an upper bound on the resources needed to break
QPV. No tighter lower bounds are currently known, and thus an exponential gap
remains open.

We have seen that incorporating loss into the QPV%B84 protocol and its vari-
ants (using additional bases) still allows for security to be preserved. However,
optimal attacks within our analysis framework are not known. This suggests that
further improvements in error tolerance may be possible.

We have provided a generic method that makes use of semidefinite program-
ming (SDP) to bound non-local quantum correlations whenever losses in quan-
tum communication and errors in experimental set-ups are considered. We have
analyzed scenarios where numerically solving SDPs provides tight bounds. How-
ever, it would be desirable to translate the numerical results to analytical proofs.
Moreover, while we have provided code to implement our method, improving its
efficiency and usability would make it more accessible to a broader range of users.

In the case of the routing protocol, we observed that the optimal attack suc-
ceeds with probability % =(0.75. For the m-fold parallel repetition, we derived an

upper bound on the success probability of (% + %ﬂ)m ~ (0.85™. The best known

179
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explicit attack, based on repeating the one-round strategy, achieves 0.75™, leaving
an unresolved gap between the performance of this attack and the upper bound.
For QPVéB8 1, we established that attackers who pre-share a linear amount of
entanglement in the size of the classical information can tolerate a qubit error rate
of up to roughly 15%. We showed that this bound is essentially tight in the single-
repetition setting, but tightness remains open for an arbitrary number of parallel
repetitions, where our analysis allows up to 3.6% error. Furthermore, a structural
modification of QPV%B84 introduced in [ABB*23] makes the protocol fully loss
tolerant while preserving its security guarantees. It is an open question whether
this modification can be adapted to the parallel repetition setting, potentially
preserving the security guarantees that we provided for QPVQS;[" as well.
Finally, we demonstrated that QPV can be securely implemented using
continuous-variable (CV) quantum systems—specifically, coherent states—while
simultaneously addressing the three major challenges in QPV. However, the pro-
tocol that we presented has a fundamental limit on the amount of attenuation
of the coherent states that can be tolerated, and therefore, current technology
imposes a limit on the distances over which this protocol can be implemented. It
remains unresolved whether alternative CV protocols can tolerate more attenu-
ation while maintaining security, or whether a structural modification similar to
that of [ABB*23| can be applied to QPVfoh to achieve full attenuation tolerance.
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Abstract

On Quantum Position Verification:
Security and Experimental Constraints

Quantum position verification (QPV) aims to verify an untrusted prover’s lo-
cation by combining quantum mechanics and special relativity. It is well-known
that the use of quantum particles enhances security compared to solely using clas-
sical information, where a generic straightforward attack applies to any protocol.
However, a generic attack exists for QPV as well. Nevertheless, such an at-
tack requires an impractical amount of entanglement—even if fully fault-tolerant
quantum computers are used—thus leaving open the possibility of security against
powerful but resource-limited adversaries. As a result, several works in the lit-
erature have explored the security of QPV protocols under different adversarial
models.

In this thesis, we work toward a fundamental understanding of certain QPV
protocols and investigate how experimental constraints—which can severely com-
promise security—can be addressed. Three major problems must be considered
in order to implement QPV in the real world: (i) entangled attackers—a funda-
mental problem, given that attackers with unlimited entanglement can success-
fully break any QPV protocol—(ii) transmission loss in quantum communication,
and (iii) propagation of quantum messages significantly slower than the speed of
light—both arising from current technological constraints.

We first address issue (ii) by providing the exact loss-tolerance of QPVppgy,
one of the most popular QPV protocols in the literature, which uses BB84 states.
Motivated by the fact that generating entanglement over long distances is cur-
rently technologically challenging, we show security in the No-PE model, where
adversaries do not pre-share entanglement prior to the execution of the protocol.
However, QPV g, has a fundamental loss-tolerance limit of 50%, and any loss
above this threshold admits a perfect straightforward attack. This limitation im-
poses a bound on the physical distance for which the protocol can be securely
implemented. We then show that a proper modification of this protocol can lead
to a family of protocols that allow for greater loss tolerance while preserving
security.

For QPVypes and its family of extensions, two of the three critical drawbacks
still apply: (i) little entanglement suffices to perfectly break them, and (iii) they
require the quantum information to travel at the speed of light. Based on ideas
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from the literature, we modify these protocols by adding extra classical infor-
mation. Importantly, we show that this modification suffices to overcome both
obstacles (i) and (iii), while preserving their loss-tolerant properties—(ii).

For the protocols analyzed in this thesis, two parties suffice to model any at-
tack, and a way to quantify their performance (in a given model) can be done
by analyzing the correlations that they can attain. Non-local games constitute
an operational setting to understand them, and the security of various quantum
cryptographic protocols, including some QPV protocols, can be reduced to a cer-
tain type of these games. In particular, a quantum referee distributes classical
questions to quantum players. We provide a generic method using semidefinite
programming (SDPs) to analyze any such game under experimental considera-
tions such as loss in quantum communication and errors, which naturally arise in
laboratories. This method applies to a broad class of cryptographic protocols. In
this thesis, we show applications to QPV; in particular, by numerically solving
SDPs, we recover, sharpen, and present new results.

In addition, we analytically analyze local simultaneous state discrimination
(LSSD), which can be viewed as a particular class of non-local games with a
quantum referee that naturally arise in quantum cryptography. We study the
performance of classical and no-signaling (supra-quantum) correlations, which
provide lower and upper bounds to the quantum correlations for a class of LSSD
games.

Continuing with non-local correlations, we analyze the scenario where several
parties receive a classical question from a quantum referee, but their answers
must be a quantum state. We show that the security of the routing QPV protocol
executed in parallel can be reduced to a game of this class, and we prove an
exponentially small success probability for any attackers who do not pre-share
entanglement.

Previous parallel repetition results in the QPV literature—including our re-
sults for the routing protocol, which allow verifying the location in a single
execution—still suffered from drawbacks (i) and (iii). We prove that a single
round of interaction suffices for secure position verification while overcoming these
limitations by showing the security of the QPV]’;B84 protocol (an extension of
QPVpss using additional classical information) when executed in parallel.

Finally, motivated by practicality, we turn our attention to QPV using contin-
uous variables. In particular, we analyze a protocol (QPV{Oh) that uses coherent
states, which are more efficient and economical to handle than single-photon
preparations. We show that this protocol partially bypasses all three major prob-
lems of QPV, and thus presents a candidate for near-future implementation.



Samenvatting

Over Kwantumpositieverificatie:
Beveiliging en Experimentele Beperkingen

Kwantumpositieverificatie (QPV) heeft als doel de locatie van een niet-vertrouwde
persoon te verifiéren door kwantummechanica en speciale relativiteit te com-
bineren. Het is bekend dat het gebruik van kwantumdeeltjes de veiligheid ver-
hoogt ten opzichte van protocollen met enkel klassieke informatie, welke met
een gemakkelijke aanval gebroken worden. Er bestaat echter ook een generieke
aanval op QPV. Niettemin vereist een dergelijke aanval een onpraktische hoeveel-
heid verstrengeling, zelfs als volledig fouttolerante kwantumcomputers worden
gebruikt. Er is dus een mogelijkheid dat protocollen bestaan die veilig zijn tegen
aanvallers met beperkte resources, en in de literatuur wordt de veiligheid van
QPV-protocollen in diverse aanvalsmodellen bestudeerd.

In dit proefschrift werken we aan een fundamenteel begrip van bepaalde
QPV-protocollen en onderzoeken we hoe experimentele beperkingen—die de vei-
ligheid ernstig in gevaar kunnen brengen—aangepakt kunnen worden. Drie grote
problemen moeten overwogen worden om QPV in de echte wereld te imple-
menteren: (i) verstrengelde aanvallers—een fundamenteel probleem, gezien het
feit dat aanvallers met onbeperkte verstrengeling elk QPV-protocol succesvol kun-
nen breken—(ii) transmissieverlies in kwantumcommunicatie, en (iii) voortplant-
ingssnelheden van kwantumboodschappen die aanzienlijk langzamer zijn dan dat
van licht—Dbeiden voortkomend uit de huidige technologische beperkingen.

We gaan eerst in op probleem (ii) door de exacte verlies-tolerantie te berekenen
van QPVgpgs, een van de populairste QPV-protocollen in de literatuur, gebaseerd
op BB84 toestanden. Gemotiveerd door het feit dat het genereren van verstren-
geling over lange afstanden momenteel technologisch uitdagend is, laten we vei-
ligheid zien in het No-PE model, waar tegenstanders geen verstrengeling delen
voorafgaand aan het protocol. Echter, QPVgg, heeft een fundamentele verlies-
tolerantiegrens van 50%, en elk verlies boven deze drempelwaarde laat een perfecte
en ongecompliceerde aanval toe. Deze beperking geeft een aan de fysieke afstand
waarvoor het protocol veilig kan worden geimplementeerd. Vervolgens brengen
we een aanpassing aan in het protocol, wat leidt tot een familie protocollen met
een grotere verliesbestendigheid terwijl de veiligheid gewaarborgd blijft.

Voor QPVppg, en zijn familie van uitbreidingen zijn twee van de drie kritieke
nadelen nog steeds van toepassing: (i) weinig verstrengeling volstaat om ze perfect
te breken, en (iii) ze vereisen dat de kwantuminformatie met de snelheid van het
licht reist. Op basis van ideeén uit de literatuur passen we deze protocollen aan
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door extra klassieke informatie toe te voegen. Belangrijk is dat we laten zien dat
deze aanpassing voldoende is om beide obstakels (i) en (iii) weg te nemen, met
behoud van hun verlies-tolerante eigenschappen (ii).

Voor de protocollen die in dit proefschrift worden geanalyseerd, volstaan twee
partijen om elke aanval te modelleren. Een manier om hun prestaties te kwantifi-
ceren (in een gegeven model) is door de correlaties die ze kunnen bereiken te anal-
yseren. Niet-lokale spellen vormen een operationele omgeving om ze te begrijpen;
de veiligheid van verschillende kwantumcryptografische protocollen, waaronder
sommige QPV-protocollen, kan worden gereduceerd tot een bepaald type van
deze spellen. In het bijzonder verdeelt een kwantumscheidsrechter klassieke vra-
gen onder kwantumspelers. We bieden een generieke methode die gebruik maakt
van semidefinite programming (SDP’s) om zo’n spel te analyseren onder exper-
imentele omstandigheden, met verliezen en fouten in de kwantumcommunicatie
die van nature voorkomen in laboratoria. Deze methode is van toepassing op
een brede klasse van cryptografische protocollen. In dit proefschrift tonen we
toepassingen op QPV, lossen we SDP’s numeriek op waarmee eerdere resultaten
worden teruggevonden en verscherpt, en presenteren we nieuwe resultaten.

Daarnaast bestuderen we op analytische wijze lokale simultane toestandsdis-
criminatie (LSSD), die kan worden gezien als een bepaalde klasse van niet-lokale
spellen met een kwantumscheidsrechter die van nature voorkomen in kwantum-
cryptografie.  We bestuderen de prestaties van klassieke en niet-signalerende
(supra-kwantum) correlaties, die onder- en bovengrenzen geven aan de kwan-
tumcorrelaties voor een klasse van LSSD-spellen.

Voortbouwend op niet-lokale correlaties, analyseren we het scenario waarbij
meerdere partijen een klassieke vraag krijgen van een kwantumscheidsrechter,
maar waarbij hun antwoorden een kwantumtoestand zijn. We laten zien dat
de veiligheid van het routing QPV-protocol dat parallel wordt uitgevoerd gere-
duceerd kan worden tot een enkel spel van deze klasse, en we bewijzen een ex-
ponentieel kleine succeskans voor aanvallers die voorafgaand geen verstrengeling
delen.

Eerdere parallelle herhalingsresultaten in de QPV literatuur—inclusief onze
resultaten voor het routeringsprotocol, die het mogelijk maken om de locatie in
een enkele uitvoering te verifieren—hebben nog steeds te lijden onder de nade-
len (i) en (ili). We bewijzen dat een enkele interactieronde voldoende is voor
een veilige positieverificatie en nemen eerdergenoemde beperkingen weg door de
veiligheid van het QPVéB84 protocol (een uitbreiding van QPVppe, met extra
klassieke informatie) aan te tonen wanneer het parallel wordt uitgevoerd.

Om praktische redenen richten we onze aandacht ook op QPV met continue
variabelen. In het bijzonder analyseren we een protocol (QPVfoh) dat coher-
ente toestanden gebruikt, die efficiénter en economischer te hanteren zijn dan
éénfotontoestanden. We laten zien dat dit protocol alle drie de grote problemen
van QPV gedeeltelijk omzeilt en dus een kandidaat is voor praktische implemen-
tatie in de nabije toekomst.
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