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Abstract. At Eurocrypt 2003, Szydlo presented a search to distinguish
reduction for the Lattice Isomorphism Problem (LIP) on the integer lat-
tice Zn. Here the search problem asks to find an isometry between Zn and
an isomorphic lattice, while the distinguish variant asks to distinguish
between a list of auxiliary lattices related to Zn.
In this work we generalize Szydlo’s search to distinguish reduction in
two ways. Firstly, we generalize the reduction to any lattice isomorphic
to Γn, where Γ is a fixed base lattice. Secondly, we allow Γ to be a
module lattice over any number field. Assuming the base lattice Γ and
the number field K are fixed, our reduction is polynomial in n.
As a special case we consider the module lattice O2 used in the module-
LIP based signature scheme HAWK, and we show that one can solve
the search problem, leading to a full key recovery, with less than 2d2

distinguishing calls on two lattices each, where d is the degree of the
power-of-two cyclotomic number field and O its ring of integers.

1 Introduction

The search variant of the Lattice Isomorphism Problem (sLIP), which asks to find
an isometry between two isomorphic lattices, has recently found applications on
the constructive side of cryptology [9,4,14,7,1,2,12,19], highlighted by the efficient
signature scheme HAWK [8]. However, the first occurrence of sLIP in cryptology
was on the cryptanalytic side. In 2003, Szydlo showed that the leakage coming
from NTRUsign or GGH signatures could be used to fully recover their secret
keys, if one could solve sLIP for the integer lattice Zn [23].

Szydlo proceeded by giving a reduction from sLIP on Zn, to a distinguishing
variant of LIP on some auxiliary lattices, which was deemed easier to solve. This
distinguishing variant ∆LIP asks, given lattices Λ1, . . . , Λk and Λ to return an
index b such that Λ – Λb, promised that such an index exists. As ∆LIP can
be reduced to either sLIP, or to a decisional variant that simply asks if a pair
of lattices is isomorphic, it can indeed be seen as the weakest variant of LIP.
At the same time, ∆LIP is exceptionally useful in security proofs, as it allows
one, in the security game, to replace the lattice used in a scheme by another
indistinguishable lattice, as done in [9].

Szydlo had some heuristic ideas to solve the ∆LIP problem on these auxiliary
lattices, but actually instantiating these results in attacks worse than directly



solving sLIP for Zn. This gives way for a new interpretation of Szydlo’s work:
the search to distinguish reduction gives evidence that ∆LIP on these auxiliary
lattices is just as hard as sLIP on Zn, strengthening our understanding in the
security of ∆LIP. In this work we extend this further, by generalizing Szydlo’s
search to distinguish reduction beyond the integer lattice Zn.

Szydlo’s search to distinguish reduction for Zn. The main idea behind Szydlo’s
reduction is that the set of index 2 superlattices of Zn is small up to the many
automorphisms of Zn. Most importantly, the automorphism group of Zn con-
tains all (signed) coordinate permutations. Therefore, while there are 2n ´ 1
superlattices 1

2vZ ` Zn Ą Zn of index 2, corresponding to nonzero binary vec-
tors v P Zn{2Zn, they fall into only n isomorphism classes determined solely by
the number of zero coordinates in v mod 2.

Any isometry f : Λ Ñ Zn also induces a bijection 1
2vZ ` Λ ÞÑ 1

2fpvqZ ` Zn

between their sets of index-2 superlattices, which maps such a superlattice of Λ to
an isomorphic one of Zn. By distinguishing which of the n possible superlattices
of Zn the lattice 1

2vZ ` Λ is isomorphic to, we can therefore gain information
about the number of zero coordinates in fpvq mod 2.

Szydlo’s reduction exploits this information further to recover an isometry
‘modulo 2’. From there on the reduction proceeds inductively: using the infor-
mation from an isometry modulo 2k, one considers a specific small set of super-
lattices of index 2k`1, and uses that information to build an isometry modulo
2k`1. For large enough k, LLL-reduction can be used to recover the full isometry.

1.1 Contributions

In this work we generalize Szydlo’s search to distinguishing reduction in two
ways.

Firstly, instead of only considering the integer lattice Zn, we generalize the
reduction to lattices Λ isomorphic to Γn, where Γ is a fixed base lattice of rank
r “ rkpΓ q. A base lattice is any lattice whose minimal vectors generate a full-rank
indecomposable sublattice, which is a technical condition that we need to have
a good understanding of the superlattices and automorphisms of Γn. Examples
of such base lattices are Z, the highly symmetric root lattices Ar pr ě 2q, Dr

(r ě 3), E6, E7, E8, Λ24 [6], and many more interesting low-dimensional lattices
such as the large family of perfect lattices [20]. In the most costly step of the
algorithm, the lattices we have to distinguish between are the superlattices of Λ
corresponding to subspaces of Λ{pΛ – Γn{pΓn of rank at most r. Because the
base lattice Γ , and hence its rank r, are considered fixed, the number of such
superlattices up to isomorphism is polynomial in n, resulting in a polynomial-
time reduction.

Secondly, we generalize the reduction from classical lattices to O-module
lattices over any number field K with ring of integers O (simply referred to
as lattice in this work). The prime p naturally gets generalized to any prime
ideal p of O, and the auxiliary lattices correspond to rank r subspaces of the
pO{pq-vector space Λ{pΛ. This leads to the following main result.
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Theorem 7.3 (Main result). Fix a number field with maximal order O, a
base O-lattice Γ and a prime p of O, and suppose we have an oracle for O-
∆LIP. Then there exists a polynomial-time algorithm that, given an O-lattice Λ
isomorphic to Γn for some n, computes such an isomorphism in Opn3q oracle
calls on Op1q lattices each and Opn2q oracle calls on Opne´1q lattices each, where
q “ Nppq, r “ rkΓ and e “ qr

2

.

While the reduction we present is polynomial in n assuming O, p and Γ are
fixed, the exponent can be rather large in terms of the rank of Γ and the norm
of p. Therefore, in Section 8 we present some practical improvements to the
exponent that make use of the automorphisms of Γ itself. For example for Γ “

A2, this allows us to reduce the total number of lattices in a batch to distinguish
between from Opne´1q “ Opn15q down to Opnq, which is asymptotically the
same as for Γ “ Z.

As a special case, we consider the lattice of HAWK [8], where K the power-
of-two cyclotomic field of degree d “ 2ℓ´1 and the lattice is O2, which as a
Z-lattice is isomorphic to Z2d. Along with the Gentry–Szydlo algorithm, we
obtain a search to distinguish reduction that requires only Opd2q distinguishing
oracle calls on 2 lattices each.

Theorem 9.3. There is a polynomial-time algorithm that, given the order O “

Zrζ2ℓs of degree d “ 2ℓ´1 for some ℓ ą 0, an O-lattice Λ isomorphic to O2,
and an oracle for O-∆LIP, computes an isomorphism Λ Ñ O2 using at most
4ℓ´1 ´ ℓ ă 2d2 oracle calls on 2 lattices each.

Our algorithms are rigorous and specialize to those of Szydlo, including the
time complexity in the reduction, when taking Γ “ Z. In particular, we provide
in Section 5 a non-trivial algorithm to choose which oracle calls to make in the
first step of the algorithm, which was left to the reader in [23].

1.2 Open Questions

In this work we present a generalization of Szydlo’s search to distinguish re-
duction to (module) lattices of the form Γn under some technical conditions on
Γ . This generalization is possible because Γn has a large automorphism group
whose structure we understand well. Given that a large automorphism group
is a requirement to limit the number of orbits of small index superlattices, one
could wonder if there are other families of highly symmetric lattices for which
one could make such a reduction work. For example, it should take little effort to
generalize our main result to lattices Λ isomorphic to

À

ΓPB ΓnΓ for some fixed
finite set B of base lattices, although this would hardly be more insightful. It
could be of interest to consider and optimize the reductions both in the asymp-
totic sense for large dimensional highly symmetric lattice families, or simply for
specific highly symmetric lattices such as E8 or the Leech lattice.

We leave further optimizations of our reduction as another open question, in
particular those that could reduce the polynomial exponent further in terms of
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the rank r of the base lattice. The large exponent is mainly because in the worst-
case we have to distinguish between a large set of (overlattices corresponding to
the) subspaces of rank r. One possibility to reduce the exponent is using either
an average-case analysis to show that such oracle calls are needed rarely, or a
rerandomization step that could avoid the case altogether.

1.3 Overview

We give here a short overview of this work. The necessary preliminaries on
(module-)lattices, number theory, and the lattice isomorphism problems are dis-
cussed in Section 2. In Section 3 we define the family of lattices and their super-
lattices that occur in our reduction. In Section 4 we consider the inductive step,
that lifts information about an isometry modulo akΛ to information modulo
ak`1Λ. The more complex base case will follow in Section 6 after some techni-
cal results in Section 5. In Section 7 the inductive step and the base case are
combined to give our main result. Following this we consider some practical im-
provements to our main result in Section 8, and we consider the special case of
HAWK in Section 9.
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2 Preliminaries

2.1 Notation

Vectors x,y are denoted in lower-case bold and should be interpreted as col-
umn vectors. Matrices A,B are denoted in upper-case bold. We write 1 for the
indicator function, which maps a proposition to 1 if it is true and to 0 if it is
false.

2.2 Lattices

A Z-lattice Λ is a discrete subgroup of Rℓ. A Z-lattice is always of the form
Λ “ b1Z ` . . . ` bkZ for some R-linearly independent basis b1, . . . , bk P Rℓ. We
call the number of basis vectors k ď ℓ the rank or dimension of the lattice. If
k “ ℓ we say that the Z-lattice has full rank. The volume of a Z-lattice Λ is given
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by the (co)volume VolpΛq “ VolRpspanΛ{Λq. The i-th minimum λipΛq of a Z-
lattice Λ is the minimum radius λ ą 0 such that its vectors of Euclidean length
at most λ span a subspace of rank at least i. In particular, the first minimum is
given by λ1pΛq “ minvPΛzt0u ∥v∥2.

Remark 2.1. Throughout this work we will explicitly refer to these classical lat-
tices as Z-lattices, and use the general term lattice for out later to be defined
module lattices (which contain the classical lattices as a special case).

2.3 Number fields

Throughout this document we fix some number field K “ QrXs{pP q for a monic
irreducible polynomial P P QrXs of degree d. We denote O for the ring of integers
of K, i.e., the unique maximal order in K. A number field K of degree d comes
with d distinct embeddings σ : K Ñ C, where X is mapped to a (complex)
root of P . We denote the set of these d embeddings by Σ. For every embedding
σ P Σ of K, its conjugation σpxq :“ σpxq is also an embedding of K. We call σ
a real embedding if σpKq Ă R, or equivalently if σ “ σ, and otherwise we call
σ a complex embedding. We denote σ : K Ñ CΣ – Cd for the concatenation
σpxq :“ pσpxqqσPΣ of all embeddings, also known as the canonical embedding of
K.

The space KR. Note that σpKq is a Q-vector subspace of CΣ of rank d. We can
extend this to an R-vector space by considering KR :“ K b R and by naturally
extending the domain of σ. Hereby σ : KR Ñ CΣ becomes a ring-homomorphism
whose image σpKRq is the d-dimensional real subspace

H “ tpyσqσ P CΣ : yσ “ yσ for σ P Σu

of CΣ interpreted as a real vector space of dimension 2d. We extend the (ab-
solute) trace and norm map of K to KR by writing Trpxq :“

ř

σPΣ σpxq P R
and Npxq :“

ś

σPΣ σpxq P R respectively. We have Trpxq,Npxq P Q (resp. Z) for
x P K (resp. OK).

Note that H is closed under complex conjugation and therefore naturally
defines a conjugation map on KR. For x P KR, its conjugate x P KR is the
unique element such that σpxq “ σpxq. We extend the canonical embedding σ
coefficient-wise on Kℓ

R and define two R-bilinear forms on this space. Firstly, we
consider the form on Kℓ

R given by

xx,yyK :“ x˚y “

ℓ
ÿ

i“1

xiyi P KR for all x,y P Kℓ
R.

With respect to the conjugation just defined on KR, this form is, by slight abuse
of terminology, a KR-Hermitian inner product. Secondly, we consider the form
on Kℓ

R induced by the canonical embedding σ,

xx,yyQ :“ xσpxq,σpyqy “ Trpxx,yyKq P R for all x,y P Kℓ
R.
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Without any abuse of terminology, this is a (real) inner product, also known as
the trace inner product. Note that for K “ Q we have O “ Z, KR “ R, and both
forms fall back to the standard Euclidean inner product.

Modules. Modules can be seen as a generalization of vector spaces, where the
field is replaced by a ring. Let R be a ring and let M be an additively written
abelian group. Suppose we have a multiplication operation ¨ : R ˆ M Ñ M
that is both distributive (over both additions) and compatible with the ring
multiplication, i.e., prsq ¨x “ r ¨ ps ¨xq. Then we call M with such a multiplication
operation an R-module. If M 1 Ă M is also an R-module (under the restricted
multiplication operation of M) we call M 1 an R-submodule of M . A generating
set of M is a subset S Ď M such that M “ t

ř

mPS rm ¨ m : r P RSu, and
we say that M is finitely generated if it has a finite generating set. A subset
S Ď M is linearly independent if the only x P RS with

ř

mPS rm ¨ m “ 0 is the
zero vector. A finite generating set that is also linearly independent is a basis,
and we call a module free if it has a basis. As an example one can consider the
free R-module M “ Rℓ with the natural coefficient-wise multiplication operation
r¨px1, . . . , xℓq :“ prx1, . . . , rxℓq. Similarly, any Z-lattice Λ Ă Rℓ is a Z-submodule
of Rℓ and Oℓ is an O-submodule of Kℓ.

Ideals. A fractional ideal of O is a non-zero finitely generated O-submodule of
K. An integral ideal of O is a fractional ideal of O contained in O. A fractional
ideal generated by a single element of K is called principal. The product I ¨ J of
two fractional ideals I, J of O is the smallest O-submodule of K containing all
products xy for x P I and y P J , which is again a fractional ideal. Because O is
not just any order but a Dedekind domain, there exists for each fractional ideal
I a unique fractional ideal, which we call its inverse and denote I´1, such that
I ¨ I´1 “ O. The norm of an integral ideal a is Npaq “ |O{a|, and we extend
this definition multiplicatively to fractional ideals. For a principal ideal we have
NpaOq “ |Npaq| for a P K. A prime of O is an integral ideal p such that ab P p
implies a P p or b P p. Note that this definition excludes p “ 0. For primes p, the
quotient ring O{p is a finite field.

2.4 Module lattices

Informally, a module lattice is a module over some order along with a pos-
itive definite bilinear form that determines its geometry. For a general refer-
ence on module lattices we refer to [5, Chapter 1]. In this work we consider
O-submodules of Kℓ

R of the form Λ “ b1a1 ` . . . ` bkak Ă Kℓ
R where b1, . . . , bk

are KR-linearly-independent vectors and a1, . . . , ak are integral ideals. Here KR
linear independence means that there are no x1, . . . , xk P KR not all zero such
that

řk
i“1 xibi “ 0. We call k ď ℓ the (module) rank of Λ. The rank is indepen-

dent of representation: the O-module Λ is locally a free module of constant rank
k. For the geometric properties of our module-lattice we will in this work always
consider the Hermitian inner product xx,yyK for any x,y P Λ. Beyond these
preliminaries we will refer to these O-module lattices simply by the term lattice
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as we assume the number field K is fixed. We will explicitly refer to classical
(Z-module) lattices by the term Z-lattice.

Example 2.2. Since KR is generally not a field, KR-linear independence of vectors
b1, . . . , bk P Kℓ

R is meaningful even when k “ 1. Take K “ Qp
?
2q, so that KR –

R2 as rings. Then the single vector p1, 0q P K1
R is not KR-linearly-independent,

since there is a non-zero scalar p0, 1q P KR such that p0, 1q ¨ p1, 0q “ 0.

Via the trace inner product one can also interpret a (O-)lattice Λ Ă Kℓ
R of

rank k as a Z-lattice σpΛq Ă Hℓ Ă Cdl – R2dl of rank dk. We therefore write
VolpΛq or λipΛq for VolpσpΛqq and λipσpΛqq respectively. Generally however, we
will refrain from going down to the underlying Z-lattice and its geometry, and
instead generalize the properties we need with respect to the Hermitian inner
product x., .yK , which is required for some of our proofs.

Definition 2.3 (First minimum λO
1 ). For a rank-1 lattice Φ consider

ÿ

xPΦ

Z ¨ Npxx,xyKq.

It is a Z-submodule of R of rank 1, and thus of the form Zr for some r P Rą0. We
write NpΦq “

?
r. For a lattice Λ write minpΛq for the set of rank-1 sublattices

Φ Ď Λ for which NpΦq is minimal. We write λO
1 pΛq “ minΦĂΛ NpΦq1{d where d

is the degree of K.

Note that if Φ “ Ox for some x P Λzt0u, then NpΦq “ Npxq. If we interpret
any fractional ideal of O as a rank-1 lattice, then the map N in Definition 2.3
and the map N defined in the previous section agree. Recall that generally the
rank-1 submodules need not be of the form Ox, since O need not be a principal
ideal domain like Z. If K “ Q, then the rank-1 submodules of Λ are of the form
Zx for x P Λzt0u. The ones of those contained in minpΛq are precisely those for
which x is a shortest vector in the lattice, and λZ

1 is the classical first minimum.

Lemma 2.4. Let Φ be a rank 1-lattice and I be a fractional ideal of O. Then
NpIΦq “ NpIq ¨NpΦq. In particular, λO

1 pIΛq “ NpIq1{d ¨λO
1 pΛq for any O-module

lattice Λ, where d is the degree of K.

Proof. It suffices to show that
ÿ

xPIΦ

Z ¨ Npxx,xyKq “ NpIq2 ¨
ÿ

xPΦ

Z ¨ Npxx,xyKq.

We may prove this equality of Z-modules locally at the primes of Z. Let p be
such a prime and write ´p for the localization. Then Op is semi-local, hence
I “ Op ¨ a for some a P I. Therefore IΦp “ aΦp and

Zp ¨ Npxax, axyKq “ Zp ¨ Npaaxx,xyKq “ Npaq2 ¨ Zp ¨ Npxx,xyKq,

from which the lemma follows. [\
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Definition 2.5. For a finite collection of lattices tΛiuiPI write
À

iPI Λi for their
orthogonal sum. We simply write Λ1‘Λ2 for

À

iPt1,2u Λi and Λn “
À

iPt1,...,nu Λ
for the n-fold orthogonal sum.

The norm-like map N we defined for rank-1 lattices interacts as expected
with orthogonal projections, e.g., non-trivial projections decrease the norm.

Lemma 2.6. Let Λ “ Λ1‘Λ2 be a lattice and consider the orthogonal projection
π : Λ Ñ Λ with image Λ1. If Φ Ď Λ is a rank-1 sublattice, then NpπpΦqq ď NpΦq,
with equality if and only if Φ Ď Λ1.

Proof. First assume that Φ “ Ox for some x P Λ. Then

NpπpΦqq2 “ Npxπpxq, πpxqyKq ď Npxx,xyKq “ NpΦq2,

where the inequality holds because

σpxπpxq, πpxqyKq ď σpxπpxq, πpxqyKq ` σpxx´ πpxq,x´ πpxqyKq “ σpxx,xyKq

holds for each σ : K Ñ C. For general Φ, there exists some fractional ideal I such
that IΦ “ Ox for some x. The lemma then follows from the previous combined
with Lemma 2.4. [\

2.5 Module-LIP.

Let Λ Ă Kℓ
R and Λ1 Ă Kℓ1

R be two lattices for some ℓ, ℓ1 ě 0. An isometry between
Λ and Λ1 is an O-linear isomorphism f : Λ Ñ Λ1 such that

xfpxq, fpyqyK “ xx,yyK for all x,y P Λ.

If there exists an isometry between two lattices, then we call them isomorphic.
Note that we do not require that the lattices live in an ambient space of the
same dimension. We denote the set of all isometries f : Λ Ñ Λ1 by IsompΛ,Λ1q

and the set of all isometries f : Λ Ñ Λ, also called automorphisms of Λ, by
AutpΛq. Note that AutpΛq is a group under composition. If f : Λ Ñ Λ1 is an
isometry, then g ÞÑ f ˝ g ˝ f´1 is a group isomorphism AutpΛq Ñ AutpΛ1q, and
IsompΛ,Λ1q “ f ˝ AutpΛq “ tf ˝ g : g P AutpΛqu and IsompΛ,Λ1q “ AutpΛ1q ˝ f .

We now define the two main lattice isomorphism problems that play a central
role in this work. We defer details about input and output representation of these
problems to the next subsection.

Definition 2.7 (Search-LIP (sLIP)). The sLIP problem asks, given two iso-
morphic lattices, to compute an isometry between them.

Definition 2.8 (Distinguish-LIP (∆LIP)). The ∆LIP problem asks, given
lattices Λ1, . . . , Λk for some k ě 1 and a lattice Λ that is isomorphic to at least
one of the Λb, to compute some b such that Λ – Λb.

We now consider the specific sLIP problem that is of interest to us.
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Definition 2.9 (Γ -LIP). Fix a non-zero lattice Γ . The Γ -LIP problem asks,
given a lattice Λ isomorphic to Γn for some n, to compute an isometry Λ Ñ Γn.

For the Z-lattice Γ “ Z we obtain the familiar Z-LIP problem. As Szydlo
showed, there is a many-to-one reduction from Z-LIP to ∆LIP, which we will
generalize in this work.

Remark 2.10. Note that Definition 2.8 of ∆LIP allows for some (or all) of the in-
put lattices to be isomorphic. In the case that Λ1 is isomorphic to multiple Λb the
definition allows to return any of them. Additionally, the problem is worst-case
in the sense that there is no prior distribution on which lattice Λ1 is isomorphic
to, and there is no notion of a distinguishing advantage. In particular, we will
assume that an oracle solving ∆LIP will always return a correct index. Note
that contrary to other distinguishing problems in cryptography (for example for
LWE) this is a reasonable definition as there is no natural overlap between the
cases, i.e., lattices are isomorphic or they are not (and they can’t be isomorphic
with some non-trivial probability).

Remark 2.11. Note that the difficulty of the ∆LIP problem can depend on the
number of lattices one has to distinguish between. Therefore, we will quantify
this number in our reduction. In particular, for our reduction applied to lattices
isomorphic to Γn for some fixed Γ , it will always be polynomial in n

2.6 Representation of objects

Here we shortly discuss the representation of our objects, which is needed for the
actual computations. For the sake of a clear presentation we will mostly abstract
away from this in the rest of this work, but the representations and tools here
are required to make the typical computations efficient.

We represent the field K by some irreducible polynomial P P QrXs such
that K – QrXs{pP q. We represent the maximal order O of K by a Z-basis
R “ rr1, . . . , rds P Kd that is LLL-reduced with respect to the trace inner
product. Elements of O and K are represented by integer and rational vectors
with respect to R respectively. Integral ideals of O are represented by an integer
basis in Hermite Normal Form with respect to the basis of O. Fractional ideals
I are represented by an integral ideal a along with a scalar b P O such that
I “ a{b.

Ignoring the representation of elements in KR for now, lattices Λ Ă Kℓ
R

can be represented by a pseudo-basis given by KR linearly-independent vec-
tors b1, . . . , bk P Kℓ

R and (integral) ideals a1, . . . , ak such that Λ “
řk

i“1 biai.
More natural for LIP however is to represent a pseudo-basis up to an isometry
by considering a pseudo-Gram matrix G “ ppxbi, bjyKqi,j , paiqiq. Lattice vec-
tors x P Λ are then simply represented by a vector pxiqi P Kk with xi P ai.
Only for metric information we have to resolve to computations in KR by
xx,yyK “

ř

i

ř

j xiyjxbi, bjyK . For the latter we assume that pxbi, bjyKqi,j ,
which is given as the input representation, is part of some subring of KR that

9



contains K, is closed under conjugation, and that allows for efficient representa-
tion and standard computations3. For example when Λ Ă Kℓ one could consider
the symbolic subring KK Ă KR generated by all pairs ri ¨ rj .

In this setting, (module) LIP and isometries can then be fully phrased in
terms of and represented by a basis transformation U P GLkpKq with some
additional constraints only depending on the ideals in the pseudo-Gram repre-
sentation (besides the inner product preserving condition). We refer to [22] for a
much more extensive overview about these representations, and the equivalence
for LIP between the pseudo-basis and pseudo-Gram point of view.

3 Indecomposable and p-ary lattices

Recall that we have fixed a number field K with maximal order O, and that
by lattice we mean O-module lattice. In this section we define the family of
lattices of the form Γn that our reduction works for and for each the family of
superlattices of size polypnq that our algorithm will make distinguishing calls
between.

For our algorithm to work without additional issues we do not want the
lattice Γn to have any unexpected additional automorphisms. The simplest way
to achieve this is by assuming that Γ is indecomposable. Recall that we have
defined orthogonality with respect of the Hermitian inner product x., .yK .

Definition 3.1. Let Λ be a lattice. An orthogonal summand of Λ is a sublattice
Λ1 Ď Λ to which there exists an orthogonal sublattice Λ2 Ď Λ such that Λ1‘Λ2 “

Λ. We say Λ is indecomposable if it has exactly two orthogonal summands, or
equivalently, Λ ‰ 0, and 0 and Λ are the only orthogonal summands. Write IpΛq

for the set of indecomposable orthogonal summands of Λ.

Lemma 3.2. Let I be a fractional ideal of O and Λ be a lattice. Then Λ is
indecomposable if and only if IΛ is indecomposable.

Proof. If Λ “ Λ1 ‘Λ2, then IΛ “ IΛ1 ‘ IΛ2. In particular, if IΛ is indecompos-
able, then so is Λ. The converse follows from the previous argument applied to
I´1 and IΛ in place of I and Λ. [\

We now extend a classical result by Eichler [10, Satz 2]. The case that K is a
CM-field was already treated by [13, Theorem 3.4].

Theorem 3.3. Each lattice is the orthogonal sum of its indecomposable orthog-
onal summands.

Proof. Let V be the set of indecomposable orthogonal summands of Λ when
interpreted as a Z-lattice, and for each Γ P V let πΓ be the corresponding
projection. Because the theorem holds in the classical case by Eichler [10, Satz
2], every element of IpΛq is of the form ΛS “

ř

ΓPS Γ for some S Ď V . Let
3 Note that one can even have these technical representation problems for classical
Z-lattices Λ Ă Rn when their Gram matrix is not rational.
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E “ ttΓ 1, Γ 2u P
`

V
2

˘

|πΓ 1
pOΓ 2q ` πΓ 2

pOΓ 1q ‰ 0u. Then pV,Eq is a graph, and
let C be its set of connected components. Note that ΛS is an O-sublattice of
Λ if and only if S is a union of connected components. Since ΛYX “

À

cPX Λc

for any X Ď C, it follows that IpΛq “ tΛc | c P Cu, from which the theorem
follows. [\

For an indecomposable lattice Γ , we can directly relate the automorphism
group of Γn to that of Γ .

Corollary 3.4. Let Γ be an indecomposable lattice and write Symn for the sym-
metric group on n P Zě0 symbols. Then we have a bijection AutpΓ qn ˆ Symn Ñ

AutpΓnq given by

pf1, . . . , fn, τq ÞÑ

”

px1, . . . ,xnq ÞÑ pf1pxτ´1p1qq, . . . , fnpxτ´1pnqqq

ı

.

Proof. It is easy to see that the map is injective. Conversely, each isometry g of
Γn must respect the set of indecomposable orthogonal summands of Γn, which
by Theorem 3.3 are precisely the n copies of Γ . Hence g is a permutation of the
coordinates followed by a coordinate-wise isometry. [\

We will generalize the results of Szydlo to lattices isomorphic to Γn, as
opposed to Zn, for certain lattices Γ . In the remainder of this section we will
specify the conditions on Γ and derive the properties of Γ we will use.

Definition 3.5. A base lattice is a lattice Γ for which the sublattice
ÿ

ΦPminpΓ q

Φ

generated by its minimal rank-1 sublattices is of full rank and indecomposable.
For a base lattice Γ and integral ideal a of O, an a-ary Γ -lattice is a sublattice
aΓn Ď B Ď Γn for some n ě 0.

Note that O is a base lattice, as minpOq “ tOu. For O “ Z and n ě 2 and
n ě 3 respectively, the root lattices

An “

!

x P Zn`1
ˇ

ˇ

ˇ

ÿ

i

xi “ 0
)

and Dn “

!

x P Zn
ˇ

ˇ

ˇ

ÿ

i

xi ” 0 pmod 2q

)

are also base lattices: both are generated by their shortest vectors and are in-
decomposable.4 The lattice Dn is also an example of a 2Z-ary Z-lattice. More
generally, any perfect lattice [20] is a base lattice, which includes all lattices that
reach an optimal packing density.

We think of base lattices as being ‘strongly indecomposable’. In particular,
they are indecomposable.
4 The root lattice D2 is a rare exception here as it attains an orthogonal basis given

by the vectors p1, 1q
J and p1,´1q

J. However, it is isomorphic to
?
2Z2 so one can

use the reduction for Γ “
?
2Z.

11



Lemma 3.6. A base lattice is indecomposable.

Proof. Suppose Γ 0 “ Γ 1 ‘ Γ 2 with Γ 1, Γ 2 ‰ 0, and write Γ 1
i “

ř

ΦPminΓ i
Φ.

It follows from Lemma 2.6 that minpΓ 0q Ď minpΓ 1q \ minpΓ 2q. If λO
1 pΓ1q ‰

λO
1 pΓ2q, say λO

1 pΓ1q ă λO
1 pΓ2q, then Γ 1

0 Ď Γ 1
1 is not of full rank in Γ0, and Γ0 is

not a base lattice. Otherwise, we have a decomposition Γ 1
0 “ Γ 1

1 ‘ Γ 1
2, so again

Γ0 is not a base lattice. [\

A desirable property of Γ would be that for each a-ary Γ -lattice aΓn Ď

B Ď Γn, every automorphism of B is a restriction of an automorphism of Γn,
which by Corollary 3.4 means that the ‘coordinate system’ of B is preserved.
The following example shows that this need not be the case.

Example 3.7. Let pO, a, Γ q “ pZ, 2Z, D8q. Consider the lattice E8 given by

E8 “

!

px0, . . . , x7q P Z8
ˇ

ˇ

ˇ

7
ÿ

i“0

xi ” 2x0 ” 2x1 ” ¨ ¨ ¨ ” 2x7 pmod 4q

)

.

Note that aD8 Ď Z ¨ p1, . . . , 1q ` aD8 “ E8 Ď D8, and thus E8 is an a-ary D8-
lattice. However, the reflection x ÞÑ x´ 1

4xx,yyy for y “ p1, 1, 1, 1,´1,´1,´1,´1qJ

preserves E8 but not D8.

However, for us it will suffice that zeros modulo a are preserved by isomor-
phisms.

Proposition 3.8. Let Γ be a base lattice and a an integral ideal of O. If B is
an a-ary Γ -lattice, then

zpBq “ #ti | p@v P Bq vi P aΓ u

is equal to the number of indecomposable factors of B isomorphic to aΓ .

Proof. Write fi : aΓ Ñ B for the embedding in the i-th coordinate. Observe
that for 1 ď i ď n we have i P tj | p@v P Bq vj P aΓ u if and only if fipaΓ q is an
indecomposable factor of B. Thus it suffices to show that if B “ B1 ‘ B2 with
B1 – aΓ , then B1 “ fipaΓ q for some i.

We claim that for each i and Φ P minpaΓ q we have fipΦq Ď B1 or fipΦq Ď B2.
Write π1 : B Ñ B for the orthogonal projection with image B1. If fipΦq Ę B1,
then by Lemma 2.6 we have that Npπ1pfipΦqqq1{d ă NpfipΦqq1{d “ λO

1 paΓ q, yet
π1pfipΦqq Ď B1 – aΓ . Hence π1pfipΦqq “ 0, and fipΦq Ď B2.

It follows that Γ 1, the sublattice of Γ generated by minpΓ q, satisfies

aΓ 1 “ paΓ 1 X f´1
i pB1qq ‘ paΓ 1 X f´1

i pB2qq

for each i. Namely, aΓ 1 is generated by minpaΓ q, and each Φ P minpaΓ q is
contained in one of the summands by the previous paragraph. However, aΓ 1 is
indecomposable by the assumption on Γ . Hence fipaΓ

1q Ď B1 or fipaΓ
1q Ď B2.

Since B1 ‰ 0 and
ř

i fipaΓ
1q Ď B has full rank, we must have fipaΓ

1q Ď B1 for
at least one i. It follows that B1 “ fipaΓ q, as was to be shown. [\
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It follows from Proposition 3.8 that zpBq is an isomorphism invariant. There-
fore it makes sense to extend the definition of z to lattices that are only isomor-
phic to an a-ary Γ -lattice. Although a lattice can be isomorphic to an a-ary
Γ -lattice for multiple values of a and Γ , we omit them from the notation when
they are understood from the context. Similarly, if a is prime, then the dimen-
sion dpBq of the O{a-vector space B{aΓn is preserved by isomorphisms, because
#pB{aΓnq “ detpaΓnq{detpBq is preserved, where the determinants are taken
as Z-lattices. We may compute z in polynomial time using a ∆LIP oracle as
follows.

Proposition 3.9. Fix a base lattice Γ , a prime p of O and an integer k ě 0,
and suppose we have an oracle for ∆LIP. Then there exists a polynomial-time
algorithm that, given a lattice A isomorphic to a p-ary Γ -lattice in Γn such that
dpAq ď k, computes zpAq using a single oracle call on at most ne´1 lattices,
where e “ #pΓ {pΓ qk is constant.

We will apply Proposition 3.9 with k at most the rank of Γ .

Proof. We will show that there are, up to isomorphism, at most ne possible p-ary
Γ -lattices B with dpBq ď k. Then we can decide which of those A is isomorphic
to using the oracle and simply read off zpBq.

For each matrix B P pΓ {pΓ qnˆk, the columns of B together with pΓn gen-
erate a p-ary Γ -lattice B with dpBq ď k, and each such p-ary Γ -lattice can be
obtained in this way. By Corollary 3.4, permuting the rows of B results in an
isomorphic lattice. Thus, to specify B up to isomorphism, it suffices to specify
how often each row occurs. Since there are e possible rows, which can each occur
at most n times, there are at most ne´1 non-isomorphic M . [\

It is important to note that, although the reduction runs in polynomial time
in n, the exponent is ‘galactic’ unless Nppq, rkΓ and k are all very small. In
Section 8 we will make some practical improvements to the algorithm to lower
this exponent, and in Section 9 we will show that the reduction can be highly
efficient for the structured lattices common in cryptography.

4 Inductive step

Our algorithm to reduce Γ -LIP to ∆LIP proceeds by inductively computing
the indecomposable orthogonal summands of the lattice modulo powers of an
integral ideal. In this section we will treat the inductive step of this algorithm.
The more complex base case will follow in Section 6 after some technical results
in Section 5.

Definition 4.1. For an integral ideal a of O and a lattice Λ we define IapΛq “

tL`aΛ |L P IpΛqu, where IpΛq is the set of indecomposable orthogonal summands
of Λ as in Definition 3.1.

13



We consider the elements of IapΛq to be the approximations of the indecom-
posable orthogonal summands of Λ. Note that the natural map IpΛq Ñ IapΛq is
a bijection if a ‰ O.

The following lemma shows how we may gain information on the coordinates
of a vector using a test for lattice isomorphism. In particular, we assume that
we have (partial) information modulo bΓ and lift this to (partial) information
modulo abΓ for some integral ideals b Ď a. Later we will set b “ ak to go from
ak to ab “ ak`1 for k ą 0.

Lemma 4.2. Let Γ be a base lattice, b Ď a Ĺ O be integral ideals and n ą 0.
Let Ki, Li Ď Γn be the kernel and image respectively of the projection onto the
i-th component. Suppose x “ px1, . . . ,xnq P Γn satisfies x2, . . . ,xn P bΓ . Then

(i “ 1) for y P Γ we have Oy ` aΓ – Ox1 ` aΓ if and only if

pOy ` aΓ q ‘ Γn´1 – Ox ` K1 ` aΓn.

(i ą 1) for z P bLi ` abΓn we have zi ` abΓ “ xi ` abΓ if and only if

Opx ´ zq ` aKi ` abΓn – pOx1 ` aΓ q ‘ aΓn´2 ‘ abΓ .

Note that although we can only obtain x1 pmod aΓ q up to equivalence, we
can obtain xi pmod abΓ q for i ą 1 exactly, which will be the key to the inductive
algorithm.

Proof. (i) We observe that Ox ` K1 ` aΓn – pOx1 ` aΓ q ‘ Γn´1. Then note
that pOx1 `aΓ q ‘Γn´1 – pOy`aΓ q ‘Γn´1 if and only if Ox1 `aΓ – Oy`a.

(ii) Without loss of generality we assume i “ n ě 2. Observe that aKn `

abΓn “ aΓn´1 ‘ abΓ and x ´ z ” px1, 0, . . . , 0,xn ´ znq pmod aΓn´1 ‘ abΓ q.
The forward implication follows trivially. Conversely, if Opx´zq`aKn`abΓn –

pOx1`aΓ q‘aΓn´2‘abΓ , then by Proposition 3.8 we may conclude that the left
hand side has exactly 1 coordinate in abΓ . This can only be the n-th coordinate,
from which the reverse implication follows. [\

Using Lemma 4.2 we can now lift an approximation of the indecomposable
orthogonal summands modulo some power ak to a higher modulus ak`1.

Proposition 4.3. Fix a base lattice Γ and an integral ideal a, and suppose we
have an oracle for ∆LIP. Then there exists a polynomial-time algorithm that,
given a lattice Λ isomorphic to Γn for some n ě 0, and the set IakpΛq for some
k ě 1, computes Iak`1pΛq in at most rn2 oracle calls on at most qr lattices each,
where q “ Npaq and r “ rkΓ .

Proof. We may assume a ‰ O and n ą 0. Write b “ ak, enumerate IpΛq “

tL1, . . . , Lnu and let πi : Λ Ñ Li be the natural projection. Although the Li

and πi are not algorithmically available, the sublattices Li “ Li ` bΛ and Ki “
ř

j‰i Lj `bΛ of A are. To prove the proposition, it suffices to give a polynomial-
time algorithm that, given i and x P Li, computes some lifting x1 P Li such that
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x1 ” x pmod bq and πjpx1q ” 0 pmod abq for all j ‰ i, in at most n oracle calls.
Namely, we may simply apply this algorithm for each i to a generating set of
Li{bΛ and obtain a generating set for Li ` abΛ.

Suppose x P L1 is given and write px1, . . . ,xnq P Γn for the image of x
under some isomorphism Λ – Γn that maps Li to the i-th component. Again,
the xi are not algorithmically available. However, by enumerating Γ {aΓ we
compute using Lemma 4.2 for i “ 1 and an oracle call some y P Γ such that
Ox1`aΓ – Oy`aΓ . Subsequently, by enumerating bpLi`aΛq{abΛ we compute
using y, Lemma 4.2 and an oracle for each i ą 1 some zi P bLi such that
πipziq ” xi pmod abq. It is easy to see that we may take x1 “ x ´

ř

ią1 zi. [\

Note that the computation of y in the proposition can often be eliminated in
subsequent iterative steps: y only depends on the value of x pmod aq, which is
unchanged if we keep lifting the same vector throughout the algorithm. However,
for practical reasons one might want to apply a basis reduction algorithm at some
point and thus changing x pmod aq. Moreover, keeping track of y has no impact
on the asymptotics.

5 Combinatorics over finite fields

In this section we prove a combinatorial theorem on vector spaces over finite
fields, to be used in the base case of our inductive main algorithm.

Definition 5.1. Let V be a finite-dimensional vector space and let r be an in-
teger. We write GrpV q and GrpV q for the set of all subspaces of V of dimension
at most r and of codimension at most r respectively.

We will work to prove the following theorem. The subset T Ď GrpV q in the
statement will later determine the precise oracle queries we have to make in the
base case of our main algorithm.

Theorem 5.2. Fix a prime-power q ą 1 and r P Zě0. There exists a polyno-
mial-time algorithm that, given a finite-dimensional Fq-vector space V and a
subset S Ď GrpV q, computes a subset T Ď GrpV q such that the matrix given by
p1pA Ď BqqpA,BqPSˆT is invertible over Q.

The main difficulty here is that the sets GrpV q and GrpV q can be exponen-
tially large in the dimension of V , while we want an algorithm that is poly-
nomial in #S. We will first show in Proposition 5.8 that the matrix p1pA Ď

BqqpA,BqPSˆT is invertible for S “ GrpV q and T “ GrpV q.

Definition 5.3. For ℓ P Zě0 and k P Z we define the Gaussian binomial coeffi-
cient

ˆ

ℓ

k

˙

q

“
pqℓ ´ 1qpqℓ ´ qq ¨ ¨ ¨ pqℓ ´ qk´1q

pqk ´ 1qpqk ´ qq ¨ ¨ ¨ pqk ´ qk´1q
P Zrqs

if 0 ď k ď ℓ and
`

ℓ
k

˘

q “ 0 otherwise, where q is a formal variable.
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Note that if we evaluate at q “ 1, we obtain the usual binomial coefficient.
The following is a generalization of an identity of binomial coefficients that is
easily verified.

Lemma 5.4. For all ℓ, k P Z with ℓ ą 0 we have qℓ´k
`

ℓ´1
k´1

˘

q `
`

ℓ´1
k

˘

q “
`

ℓ
k

˘

q.

Similar to how binomial coefficients count the size-k subsets of a size n-set,
Gaussian binomial coefficients count subspaces of vector spaces.

Lemma 5.5. Let q ą 1 be a prime power and let U Ď V be Fq-vector spaces of
finite dimensions m and and ℓ respectively. Then
1. for k P Z, the number of k-dimensional subspaces of V equals

`

ℓ
k

˘

q;
2. for k1, k P Z, the number of k-dimensional subspaces W of V such that

dimpU X W q “ k1 equals
`

m
k1

˘

q

`

ℓ´m
k´k1

˘

qq
pm´k1qpk´k1q.

Proof. (i) Suppose 0 ď k ď ℓ, otherwise the claim is trivial. There are pqℓ ´

1q ¨ ¨ ¨ pqℓ´qk´1q ways to (iteratively) choose a sequence of k linearly independent
vectors in an ℓ-dimensional Fq-vector space. Each subspace of dimension k is
generated by pqk ´ 1q ¨ ¨ ¨ pqk ´ qk´1q distinct such sequences.

(ii) Fix a projection π : V Ñ U . By (i), there are
`

m
k1

˘

q

`

ℓ´m
k´k1

˘

q ways to
choose W1 Ď U of dimension k1 and W2 Ď V {U of dimension k ´ k1. Each
W Ď V with W X U “ W1 and W ” W2 pmod Uq corresponds to a linear map
f : W2 Ñ U{W1, namely the map that makes the following diagram commute:

W U

W2 U{W1

π

mod U mod W1

f

Note that there are qdimpU{W1q¨dimpW2q “ qpm´k1qpk´k1q such linear maps. [\

Lemma 5.6. For all integers c, d ě 0 the determinant of the matrix

Ac,d “

´

ˆ

c ` a

b

˙

q

¯

0ďa,băd

is a power of q.

This lemma is well-known for q “ 1 and c “ 0, where we would call Ac,d a
Pascal matrix.

Proof. For d “ 0 we have detpAc,dq “ 1. Let L “ 1 ´ p1pa “ a1 ` 1q
˘

0ďa,a1ăd
,

which is a matrix of determinant 1, and thus we have detpLAc,dq “ detpAc,dq.
By Lemma 5.4 we have for a ą 0 that

pLAc,dqa,b “

ˆ

c ` a

b

˙

q

´

ˆ

c ` a ´ 1

b

˙

q

“ qc`a´b

ˆ

c ` a ´ 1

b ´ 1

˙

q

.
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As pLAc,dqa,0 “ 1pa “ 0q, the determinant of Ac,d is equal to the determinant of
the matrix LAc,d with the first row and column removed. However, this matrix
is equal to

`

1pa “ a1q ¨ qc`a
˘

0ďa,a1ăd
¨ Ac,d´1 ¨

`

1pb “ b1q ¨ q´b
˘

0ďb,b1ăd
,

whose determinant is a power of q times the determinant of Ac,d´1. We can now
conclude by induction on d. [\

Proposition 5.7. Let r, ℓ, t ě 0 be integers. Consider the sets

S “ Sr,ℓ,t “ tpx1, x2q P Z2
ě0 |x1 ď t, x2 ď ℓ ´ t, x1 ` x2 ď ru and

U “ Ur,ℓ,t “ tpx1, x2q P Z2
ě0 |x1 ď t, x2 ď ℓ ´ t, x1 ` x2 ě ru.

Then the determinant of the matrix

B “ Br,ℓ,t “

˜

qpu1´s1qs2 ¨

ˆ

u1

s1

˙

q

¨

ˆ

u2

s2

˙

q

¸

ppu1,u2q,ps1,s2qqPUˆS

is (defined up to sign) a power of q.

Proof. Consider the maps Sr´1,ℓ´1,t Ñ S and Ur´1,ℓ´1,t Ñ U both given by
px1, x2q ÞÑ px1, x2 ` 1q, and let S1 and U1 be their respective images and S2 and
U2 their respective complements in S and U . Consider the matrix

L “ 1 ´

´

1pu1 “ u1
1, u2 “ u1

2 ` 1q

¯

u,u1PU
,

which has determinant 1. Let u P U and s P S. Suppose that u P U1. Then
pu1, u2 ´ 1q P U and

pLBqu,s “ Bpu1,u2q,s ´ Bpu1,u2´1q,s

“ qpu1´s1qs2 ¨

ˆ

u1

s1

˙

q

¨

ˆˆ

u2

s2

˙

q

´

ˆ

u2 ´ 1

s2

˙

q

˙

“ qpu1´s1qs2 ¨

ˆ

u1

s1

˙

q

¨ qu2´s2 ¨

ˆ

u2 ´ 1

s2 ´ 1

˙

q

“ qpu1`u2q´ps1`s2q ¨ Bpu1,u2´1q,ps1,s2´1q.

If s P S2, then s2 “ 0 and the above becomes 0. Hence the determinant of B is
(up to sign) a power of q if the same holds for the blocks U1 ˆ S1 and U2 ˆ S2

of LB. The block corresponding to U1 ˆ S1 is equal to
`

1pu “ u1q ¨ qu1`u2
˘

u,u1PU1
¨ Br´1,ℓ´1,t ¨

`

1ps “ s1q ¨ q´ps1`s2q
˘

s,s1PS1
,

so we may resolve this case by induction. For u P U2 and s P S2 we have
s2 “ u2 “ 0, hence pLBqu,s “ Bu,s “

`

u1

s1

˘

q, so U2 ˆS2 follows from Lemma 5.6.
[\
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Proposition 5.8. Let q ą 1 be a prime-power and r, ℓ P Zě0. Then the matrix

M “ Mq,ℓ,r “ p1pA Ď BqqpA,BqPGrpFℓ
qqˆGrpFℓ

qq

is invertible over Q.

Proof. The matrix Br,ℓ,t from Proposition 5.7 is invertible over Q for any non-
zero value of q, so let vt P QSr,ℓ,t be such that Br,ℓ,t ¨ vt “

`

1pu “ pt, 0qq
˘

uPUr,ℓ,t
.

Now define

N “
`

pvdimpT qqpdimpSXT q,dimpSq´dimpSXT qq

˘

pT,SqPGrˆGr
.

Let T,U P Gr with pt, u1, u2q “ pdimT, dimT X U,dimU ´ dimT X Uq. Using
Lemma 5.5 we compute

pNMqT,U “
ÿ

SPGr

pvtqpdimpSXT q,dimS´dimpSXT qq ¨ 1pS Ď Uq

“
ÿ

ps1,s2qPSr,ℓ,t

pvtqps1,s2q ¨ #tS Ď U | dimpSq “ s1 ` s2, dimpS X T q “ s1u

“
ÿ

ps1,s2qPSr,ℓ,t

pvtqps1,s2q ¨ qpu1´s1qs2 ¨

ˆ

u1

s1

˙

q

¨

ˆ

u2

s2

˙

q

“ pBr,ℓ,t ¨ vtqpu1,u2q “ 1ppu1, u2q “ pt, 0qq “ 1pT “ Uq.

Hence N is the inverse of M . [\

To move to a submatrix of Mq,ℓ,r we have the following elementary result
from linear algebra.

Lemma 5.9. There is a polynomial-time algorithm that, given a field F which
is Q or finite, an invertible matrix M “ pMi,jqi,j P FIˆJ for sets I and J , and a
subset S Ď I, computes a subset T Ď J such that the submatrix pMs,tqps,tqPSˆT

is invertible.

Proof. Suppose F is finite. Consider the projection π : FI Ñ FS . By row-
operations on π ˝ M , i.e. composing by invertible maps on the left, we obtain a
matrix α ˝π ˝M in row-echelon form. Since F is finite, arithmetic operations do
not suffer from coefficient blowup, and the computation can trivially be done in
polynomial time. We then choose T to be the set of pivot columns. The resulting
matrix α ˝π ˝M ˝ ι for ι : FT Ñ FJ is square and of full rank, so it and π ˝M ˝ ι
are invertible. If F “ Q, we may pick a prime p such that M is well-defined and
invertible modulo p, and reduce to the previous case. [\

Note that Theorem 5.2 does not immediately follow from Proposition 5.8
and Lemma 5.9, because we generally cannot compute the matrix Mq,n,r in
polynomial time as the number of rows #GrpV q and the number of columns
#GrpV q can be too large. Using the special structure of the matrix we can
however reduce to the case where Mq,n,r is small enough.
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Proof (Theorem 5.2). Consider the set

E “ tx P V | p@A,A1 P Sq A “ A1 ô A ` Fqx “ A1 ` Fqxu.

We will first show that its complement is polynomially bounded. Suppose
x R E. Then there exist distinct A,A1 P S such that A ` Fqx “ A1 ` Fqx. It
follows that x P A ` A1 and dimpA ` A1q ď r ` 1, so there are at most qr`1

possible values for x. Hence #pV zEq ď
`

#S
2

˘

¨ qr`1, as was to be shown.
Hence we may compute, in polynomial time, a nonzero element x P E or

decide that no such element exists. Suppose first that no such x exists. Then V “

V zE Y t0u is polynomially bounded in size, and so are GrpV q and GrpV q. Hence
we may compute the entire matrix from Proposition 5.8 and apply Lemma 5.9.

Suppose now we have some nonzero x P E. Then we compute the projection
π : V Ñ V 1 “ V {pFq ¨xq and S1 “ tπA |A P Su. Note that by definition of E the
natural map S Ñ S1 is injective. We proceed recursively and obtain a set T 1 of
subspaces of V 1 of codimension at most r such that the matrix M 1 “ p1pA1 Ď

B1qqpA1,B1qPS1ˆT 1 is invertible over Q. We then return T “ tπ´1B1 |B1 P T 1u.
Note that again T 1 Ñ T is a bijection. In fact, with these bijections M 1 “

p1pA Ď BqqpA,BqPSˆT , so in particular the latter is invertible. [\

If we apply duality to to this theorem, we obtain the following.

Corollary 5.10. Fix a prime-power q ą 1 and r P Zě0. There exists a poly-
nomial-time algorithm that, given a finite-dimensional Fq-vector space V and a
subset T Ď GrpV q, computes a subset S Ď GrpV q such that the matrix given by
p1pA Ď BqqpA,BqPSˆT is invertible over Q. [\

6 Base case

To finish the proof of the main theorem, it remains to prove the base case of
the inductive algorithm. Namely, we will compute IppΛq (see Definition 4.1) for
some prime p of O. We may phrase this problem in terms of vector spaces over
finite fields.

Definition 6.1. Let V be a finite vector space over a finite field F. A decompo-
sition of V is a set I of subspaces of V such that the natural map

ś

LPI L Ñ V
is an isomorphism. For L P I write LK “

ř

MPI,M‰L M for the kernel of the
projection V Ñ L. An oracle to I is an algorithm that, given a subspace A Ď V
of dimension at most maxtdimL |L P Iu, outputs the number of L P I such that
A Ď LK.

Proposition 6.2. Fix a finite field Fq and an integer r P Zě0. There exists a
polynomial-time algorithm that, given finite Fq-vector spaces U 1 Ď U Ď V with
dimpU{U 1q “ 1, an oracle to a decomposition I of V with dimL ď r for all
L P I, and the set tLK X U 1 |L P Iu, computes tLK X U |L P Iu in at most
p1 ` pq ´ 1qqrq ¨ n oracle calls, where n “ #I.
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Proof. For A,B Ď V we define the variables

XA “ #tL P I |A Ď LKu and

YB “ #tL P I |LK X U “ Bu.

Although L is algorithmically unavailable, and hence XA and YB not (yet)
known, the oracle allows us to compute XA if A P GrpUq. On the other hand,
knowing D “ tB P GrpUq |YB ‰ 0u finishes the algorithm, since each B with
YB ‰ 0 satisfies dimpU{Bq ď r. We will use the theory from the previous section
to establish a relation between X and Y .

Write D1 “ tLK X U 1 |L P Iu, which is given as input. Now define

T “ tB1 P D1 | dimpU{B1q ď ru Y
ď

B1PD1

tB Ď U |B1 Ď B Ę U 1, dimpB{B1q “ 1u.

By construction we have D Ď T , since each B P D contains B1 “ B X U 1 P D1

with dimpB{B1q ď dimpU{U 1q “ 1. Moreover, we have T Ď GrpUq and

#T ď #D1 ` #D1 ¨ #tx P Fr`1
q |x R Fr

qu ď n ` npq ´ 1qqr

is polynomially bounded as function of n. Hence we compute T in polynomial
time. It suffices to compute the vector pYBqBPT .

We compute some set S Ď GrpUq such that the matrix M “ p1pA Ď

BqqpA,BqPSˆT is invertible using Corollary 5.10. In particular #S “ #T ď

p1 ` pq ´ 1qqrq ¨ n. For A P S we have

XA “
ÿ

BPT

#tL P I |A Ď B, B “ LK X Uu “
ÿ

BPT

1pA Ď Bq ¨ YB

We compute the pXAqAPS using the oracle. The invertibility of M then allows
us to compute pYBqBPT using linear algebra, as was to be shown. [\

Corollary 6.3. Fix a base lattice Γ and prime p of O, and suppose we have
an oracle for ∆LIP. Then there exists a polynomial-time algorithm that, given a
lattice Λ isomorphic to Γn for some n ě 0, computes IppΛq using p1`pq´1qqrq¨n2

oracle calls on at most ne´1 lattices, where q “ Nppq, r “ rkΓ and e “ qr
2

.

Note that for pO, Γ, pq “ pZ,Z, 2Zq we recover the result from Szydlo which
makes Opn2q oracle calls on n lattices each to compute an isomorphism to Zn.

Proof. Using Proposition 3.9 we may construct an oracle to the decomposition
I “ tL{pΛ |L P IppΛqu of V “ Λ{pΛ, where each oracle call requires ne´1 calls
to the oracle for ∆LIP, where e “ qr¨r. Choose some filtration U0 Ă U1 Ă ¨ ¨ ¨ Ă

Un “ V such that dimUi “ i for all i, and iteratively apply Proposition 6.2 to
compute I and consequently IppΛq. [\

We can reduce the number of queries to the oracle in Corollary 6.3 by reusing
computations of XA’s and YB ’s from earlier iterations. As for Proposition 4.3
these optimizations do not impact the asymptotic run time, as in, they do not
decrease the constant in the polynomial exponent of n.
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7 Main theorem

We will now combine all our results to prove the main theorem. We rely on basis
reduction to reduce the computation of IpΛq to that of IpkpΛq for some large
enough power of p.

Theorem 7.1 (Lenstra–Lenstra–Lovász, Section 10 in [16]). Fix c ą 4{3.
Then there exists a polynomial-time algorithm that, given a Z-lattice Λ, computes
a basis pb1, . . . , bℓq of Λ such that }bi}

2 ď cℓ´1 ¨ λipΛq2 for all i. [\

Lemma 7.2. Write d “ rK : Qs. If Λ is a lattice, then λ1pΛq ě
?
d ¨ λO

1 pΛq.

Proof. Let x P Λ be such that xx,xyQ “ λ1pΛq2. By the inequality of the
arithmetic and geometric mean we have

λO
1 pΛq2 ď Npxx,xyKq1{d ď p1{dqTrpxx,xyKq “ p1{dq ¨ xx,xyQ,

from which the lemma follows immediately. [\

Theorem 7.3 (Main result). Fix a number field with maximal order O, a
base O-lattice Γ and a prime p of O, and suppose we have an oracle for O-
∆LIP. Then there exists a polynomial-time algorithm that, given an O-lattice Λ
isomorphic to Γn for some n, computes such an isomorphism in Opn3q oracle
calls on Op1q lattices each and Opn2q oracle calls on Opne´1q lattices each, where
q “ Nppq, r “ rkΓ and e “ qr

2

.

Proof. Write d “ rK : Qs and fix some c ą 4{3. Combining Corollary 6.3 and
Proposition 4.3, we may compute IpkpΛq for k the smallest integer satisfying

k ą
1

2
pndr ´ 1qd ¨ logqpcq ` d logq

ˆ

λdrpΓ q
?
d ¨ λO

1 pΓ q

˙

, (1)

which is linear in n. The number of oracle calls required is as claimed.
Let L P IpkpΛq and compute a Z-basis pb1, . . . , bndrq for L using Theorem 7.1.

We claim that L1 :“
řdr

i“1 Zbi P IpΛq and L1 ` pkΛ “ L. If true, we have
computed the decomposition Λ Ñ

ś

LPIpΛq L. In turn, we may compute an
isomorphism L – Γ in polynomial time by brute force, since Γ is of constant
rank and K is fixed5. It remains to prove the claim.

Let L P IpΛq be such that L ` pkΛ “ L. Fix 1 ď i ď dr and write bi “
ř

MPIpΛq xM for xM P M . We have λipLq ď λipLq “ λipΓ q, because Γ – L Ď L.
Using Lemma 2.4 and Lemma 7.2 we obtain

}xM }2 ď }bi}
2 ď cndr´1λipΛq2 ď cndr´1λdrpΓ q2

ă d ¨ Nppq2k{d ¨ λO
1 pΓ q2 “ d ¨ λO

1 ppkΓ q2 ď λ1ppkMq2,

where the strict inequality is Equation 1. For M ‰ L we have xM P pkM , so
xM “ 0. Hence bi P L and L1 “

řdr
i“1 Zbi Ď L. Since rkL1 “ rkL and L1 is a

summand of Λ, we conclude that L1 “ L P IpΛq, as was to be shown. [\

5 While K is fixed these rank r instances over K might still be difficult to solve in
practice, for example for HAWK where dimpKq ě 512. To treat that case we will
later use that rank r “ 1 instances can always be solved efficiently.
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8 Practical considerations

We will fix a prime p of O and write F “ O{p. In this section we will give an
improved version of Proposition 3.9 that, with some precomputation, achieves a
better exponent in n as function of Γ and p.

We recall the general structure of Proposition 3.9. Given a lattice pΛ Ď A Ď

Λ, we compute a list of candidates of lattices pΓn Ď B Ď Γn such that A must
be isomorphic to one of the lattices in the list. Using the ∆LIP oracle, one finds
such a B in the list, and because of how B was constructed, we may read off
several isomorphism invariants of B and hence of A.

First, we observe that some of the lattices in the list may be isomorphic
and hence superfluous. In particular, for any basis B P pΓ {pΓ qnˆk of B{pΓn

we can apply an automorphism of Γ coordinate-wise on each row Ci P pΓ {pΓ qk

independently and permute the rows.

Definition 8.1. For k ě 0 we define the set of row classes

rck “ rckpΓ, pq “ AutpΓ qzpΓ {pΓ qk,

which is the set of orbits of AutpΓ q acting coordinate-wise on pΓ {pΓ qk.

Example 8.2. Consider the ring O “ Z with prime p “ 2Z and the hexagonal
base lattice Γ “ A2, which has a basis consisting of

a “ p1,´1, 0qJ and b “ p0, 1,´1qJ,

and has a rather large automorphism group of order 12. If we denote by rg1, . . . , gks

the class of pg1, . . . , gkq in rck, then

rc0 “ tr su,

rc1 “ tr0s, rasu,

rc2 “ tr0,0s, r0,as, ra,0s, ra,as, ra, bsu.

The sublattices pΓ 4 Ď Bi Ď Γ 4 generated by pΓ 4 and the images of

q1 “

¨

˚

˚

˝

a ` b 0
a ` b a
b b
a 0

˛

‹

‹

‚

, q2 “

¨

˚

˚

˝

a 0
a b
a a
a 0

˛

‹

‹

‚

and q3 “

¨

˚

˚

˝

a 0
a 0
a a
a b

˛

‹

‹

‚

respectively are isomorphic. Namely, we may obtain q2 from q1 by applying a
(possibly different) automorphism of Γ to each row, and q3 from q2 by reordering
the rows.

Two bases B,B1 P pΓ {pΓ qnˆk have the same row classes (with multiplicity),
if and only if the corresponding p-ary lattices are isomorphic.
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Lemma 8.3. Let Γ be an indecomposable lattice and k ě 0. We have a natural
map

repk : pΓ {pΓ qnˆk Ñ Zrck ,

counting row classes, that induces a bijection

AutpΓnqzpΓ {pΓ qnˆk Ø

!

pxcqc P Zrck
ˇ

ˇ

ˇ
xc ě 0,

ÿ

c

xc “ n
)

.

This allows us to give a sharper version of Proposition 3.9.

Proposition 8.4. Fix a base lattice Γ and an integer k ě 0, and suppose we
have an oracle for ∆LIP. Then there exists a polynomial-time algorithm that,
given a lattice A isomorphic to a p-ary Γ -lattice in Γn such that dpAq ď k,
computes zpAq in one oracle call on

`

n`e´1
e´1

˘

“ Θpne´1q lattices, where e “ #rck
is constant.

Proof. The map from Lemma 8.3 and its inverse are easily computable in poly-
nomial time. Thus we may construct a full set of representatives in pΓ {pΓ qnˆk

up to the action of AutpΓnq, and in turn corresponding lattices pΓn Ď B Ď Γn.
By construction, A is isomorphic to at least one of those lattices. Note that
there are exactly

`

n`e´1
e´1

˘

such representatives, and the algorithm proceeds as in
Proposition 3.9. [\

We will apply Proposition 8.4 with k at most the rank of Γ . Unlike Propo-
sition 3.9, the runtime of Proposition 8.4 depends on more properties of Γ than
just its rank. We want the number of row classes to be small, which correlates
with Γ having a large automorphism group. Further optimizations can be made:
not only does AutpΓnq act on the left of pΓ {pΓ qnˆk, but GLkpFq also acts on
the right. Since the latter group is constant, taking into account this action does
not yield a better exponent.

In the remainder of this section, we will decrease the complexity of higher
dimensional queries, i.e., computing zpAq when dpAq is large, at the expense of
more lower dimensional queries using recursive techniques. However, to make the
recursion work, we do not compute z, but repk instead. By definition, repk is
invariant under automorphisms of Γn, and thus extends to lattices Λ isomorphic
to Γn.

Remark 8.5. Although the definition of repk extends to the case where Γn is
replaced by a lattice Λ isomorphic to Γn, take care to note that repk is not a
function on lattices isomorphic to p-ary Γ -lattices. Although we can effortlessly
go from a basis A P pΛ{pΛqk to a lattice A isomorphic to a p-ary Γ -lattice, to go
from a lattice A to a basis A, we need to know how A embeds in Λ. Example 3.7
shows that this can be done in non-trivial ways. In particular, to test whether
repkpAq “ repkpBq, it is not sufficient to test whether the corresponding lattices
A and B are isomorphic.

Although Remark 8.5 presents an obstruction, the following algorithm allows
us to compare repkpAq and repkpBq. However, this comes at the cost of increasing
the rank of the lattice.
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Proposition 8.6. Fix an integer k ě 0 and a rational R ą 0. There exists a
polynomial-time algorithm that, given a lattice Λ with λ1pΛq ą R and a A P

pΛ{pΛqk, computes a lattice augkpAq of rank rkΛ ` k satisfying the following:
For any two inputs pΛ1,A1q and pΛ2,A2q, there exists an isometry f : Λ1 Ñ Λ2

such that fpA1q “ A2 if and only if augkpA1q – augkpA2q.

Proof. We may precompute some rank-k lattice Ξ such that AutpΞq “ AutpOq,
a condition which is satisfied by almost all lattices, and an isomorphism B :
Fk Ñ Ξ{pΞ. Then by scaling we may assume that pΞ is generated by its vectors
of length at most R. We return the lattice

augkpAq “ tpAx,Bxq |x P Fku ` ppΛ ‘ Ξq Ď Λ ‘ Ξ.

Now let pΛ1,A1q and pΛ2,A2q be two inputs, and write Mi “ augkpAiq.
(ñ) Suppose f : Λ1 Ñ Λ2 is an isomorphism such that fpA1q “ A2. Then

the map g : M1 Ñ M2 given by py, zq ÞÑ pfpyq, zq is an isomorphism.
(ð) Suppose g : M1 Ñ M2 is an isomorphism. For each py, zq P Mi such

that y ‰ 0 we have }py, zq} ě λ1pΛiq ą R, so by definition of Ξ we get

spantx P Mi | }x} ď Ru “ 0 ‘ pΞ.

In particular, gp0 ‘ pΞq “ 0 ‘ pΞ, i.e., g induces an automorphism of Ξ. Since
AutpΞq “ AutpOq, we may compose g with some α P AutpOq Ď O to assume
g induces the identity on Ξ. Because B is injective, we also obtain pΛi within
Mi as the orthogonal complement of Ξ, so g similarly induces an isomorphism
f : Λ1 Ñ Λ2.

Let x1 P Fk. Then gpA1x1,Bx1q ” pA2x2,Bx2q pmod pq for some x2 P Fk.
Since g acts trivially on Ξ by assumption, we have Bx1 ” Bx2 pmod pq and thus
x1 ” x2 pmod pq. Hence fpA1x1q ” A2x1 pmod pq, as was to be shown. [\

The following generalization of Proposition 8.4 shows how we can compute
repk using Proposition 8.6.

Proposition 8.7. Fix an indecomposable lattice Γ and an integer k ě 0, and
suppose we have an oracle for ∆LIP. Then there exists a polynomial-time al-
gorithm that, given a lattice Λ isomorphic to Γn and A P pΛ{pΛqk, computes
repkpAq in one oracle call on

`

n`e´1
e´1

˘

“ Θpne´1q lattices of rank rkΛ`k, where
e “ #rck is constant.

Proof. We compute a full set of representatives Q Ď pΓ {pΓ qnˆk up to the left
action of AutpΓnq, of which there are exactly

`

n`e´1
e´1

˘

. Using Proposition 8.6
and the oracle, we may find a B P Q for which there exists some isomorphism
f : Λ Ñ Γn such that B “ fpAq, and return repkpBq. [\

One important observation is that Γ no longer needs to be a base lattice, but
only be indecomposable. In fact, we may use Proposition 8.6 to similarly weaken
this condition in the main theorem, at the additional cost of larger rank ∆LIP
queries. However, the practical condition that AutpΓ q is large often forces Γ to
be a base lattice, in which case such a modified theorem is unnecessary.

24



To compute zpAq, we may choose some basis A P pΛ{pΛqk for A, compute
repkpAq and return the coefficient at r0, . . . , 0s. It remains to give an algorithm
to compute repk recursively and more efficiently than Proposition 8.7.

Definition 8.8. Fix an indecomposable lattice Γ and let k ą 0. We define the
integer matrix

Mk “
`

1pckP “ ck´1q
˘

ppP,ck´1q,ckqPpFkˆpk´1qˆrck´1qˆrck
.

This matrix encodes for each representative r P Zrck the representatives of
all of its restrictions induced by the elements of Fkˆpk´1q. Conversely, it captures
how much information on r can be extracted from the restrictions of r.

Example 8.9. We continue Example 8.2 of Γ “ A2 for k “ 2. Then M2 is as
follows:

r0,0s r0,as ra,0s ra,as ra, bs
ˆ

0
0

˙

r0s 1 1 1 1 1
ras 0 0 0 0 0

ˆ

1
0

˙

r0s 1 1 0 0 0
ras 0 0 1 1 1

ˆ

0
1

˙

r0s 1 0 1 0 0
ras 0 1 0 1 1

ˆ

1
1

˙

r0s 1 0 0 1 0
ras 0 1 1 0 1

Note that M2 has rank 4, with a (right) kernel span by

t “ ´r0,0s ` r0,as ` ra,0s ` ra,as ´ 2ra, bs.

Suppose now that A P pΛ{2Λq2 is a query to rep2. Then we obtain 4 distinct
lower dimension queries AP with P P F2ˆ1. For each P, we compute rep1pAPq

in 1 call to a ∆LIP oracle on n lattices using Proposition 8.7. We compute some
s P Zrc2 such that M2s is consistent with the rep1pAPq using linear algebra.
Then rep2pAq “ s ` λt for some λ P Z. Together with the restriction that the
coefficients of rep2pAq are non-negative, this leaves at most n possible values
for λ, and we may compute rep2pAq in at most 1 additional oracle call on n
lattices. The total number of oracle calls to compute rep2pAq is at most 5 on n
lattices each, compared to 1 on n4 lattices in Proposition 8.7. In particular, up
to constant factors, the Γ -LIP to ∆LIP reduction algorithm for Γ “ A2 has the
same complexity as for Γ “ Z.

We could even do with less queries: rep1pA
`

0
0

˘

q actually gives us no addi-
tional information given rep1pAPq for all P ‰ 0. Hence we may improve 5 to 4
queries.

Applying the techniques shown in the example recursively, we obtain the
following proposition.
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Proposition 8.10. Fix an indecomposable lattice Γ , a prime p of O and an
integer k ě 0, and suppose we have an oracle for ∆LIP. Then there exists a
polynomial-time algorithm that, given a lattice Λ isomorphic to a p-ary Γ -lattice
in Γn and an A P pΛ{pΛqk, computes repkpAq in, for each 0 ă i ď k combined,
at most

k
ź

j“i`1

rkMj

oracle calls on at most n#rci´rkMi lattices of rank rkΛ ` i each.

Proof. We proceed with induction on k. If k “ 0, then we may return rep0pAq “

n ¨ r s without any oracle calls. Suppose now that k ą 0 and that the proposition
holds for all integers less than k. We precompute a set of rkMk rows S Ď

Fkˆk´1 ˆ rck´1 of Mk such that the induced submatrix of Mk has the same rank
as Mk. In turn, we obtain a set Pk “ tP | pP, cq P Su of cardinality at most
rkMk.

Suppose now we have some input pΛ,Aq to the algorithm. Compute using
the induction hypothesis repk´1pAPq for each P P Pk. The number of remaining
possible solutions to repkpAq then is at most n#rck´rkMk , which we may compute
and test using the oracle by Proposition 8.6. One now simply verifies that the
number of oracle calls is as claimed. [\

Some final non-asymptotic improvements can be extracted from the inner
products as shown by the following example.

Example 8.11. Consider the case where O “ Γ “ Z and p “ 2Z. Then for each
x “ px1, . . . , xnq P Γn we have

xx,xy “
ÿ

i

x2
i ” #ti |xi ” 1 pmod pqu ” n ´ zpxq pmod 4q.

Hence we may disregard roughly 3
4 of all candidate lattices B when testing

for isomorphism without using the ∆LIP oracle. It turns out, by the following
proposition, that the value of xΛ1, Λ1y pmod 4q in fact determines the genus of
Λ1 modulo p with 2 exceptions.

Proposition 8.12. Let Z2 be the 2-adic integers and G the orthogonal group of
Zn
2 . Then the orbits of Fn

2 under G are Ot “ tx P Fn
2 zt0,1u | xx,xy ” t p4qu for

t P Z{4Z, t0u and t1u.

Proof. It is clear that t0u and the Ot are respected. For t1u, note that 1 is the
unique vector y P Fn

2 satisfying xy,xy “ xx,xy for all x P Fn
2 , and thus is fixed

by G. It remains to show that G acts transitively on Ot. For z P Zn
2 , the reflection

ρpzq given by y ÞÑ y´2pxy, zy{xz, zyqz respects Zn
2 if xz, zy ı 0 (mod 4). Write

yi “ p1, . . . , 1, 0, . . . , 0q, where i is the number of ones. Then for 0 ă i ă j ă n
with i ” j (mod 4) note that ρpyj`1 ´ yi´1qpyiq ” yj`1 ´ ei (mod 2). Hence G
maps a vector with support size i to a vector with support size j. We are done
because G contains the full symmetric group permuting the coordinates. [\
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The above example can be generalized to any ∆LIP oracle call by first com-
puting the genus invariant of the input lattice in polynomial-time, to reduce the
number of possible isomorphic candidates.

9 Example: HAWK

So far we have considered the number ring O and the base O-lattice Γ fixed
and only considered the complexity of our reduction in terms of the number of
orthogonal copies n, i.e., for Λ – Γn. It is common in cryptographic schemes,
however, to consider lattices of low rank over large degree number fields for
efficiency purposes. In this section we provide a similar polynomial-time search to
distinguish reduction for the module lattice family used in the signature scheme
HAWK. This reduction hinges on two important facts: one can pick p Ă O such
that the residue field O{p does not change as O varies, and Γ has rank 1 over O.
In particular, the constant e in Theorem 7.3 is unchanged. A more subtle issue is
that Theorem 7.3 currently assumes that one can solve sLIP for the base lattice
(the case n “ 1). This was fine for our reduction focusing on the complexity in
terms of n, but this step can quickly become infeasible as O grows. When Γ has
rank 1, there is a solution that makes no use of the oracle: the Gentry-Szydlo
algorithm [11] and its extensions by Lenstra and Silverberg [15,17,18] can solve
sLIP for rank-1 lattices in polynomial time when O is a cyclotomic ring or more
generally, a CM-order, respectively. Furthermore, under a light number-theoretic
heuristic the Gentry-Szydlo algorithm is extended to any number field in the full
version of [3].

Let pO, p, Γ q “ pZrζ2ℓs,Oπ,Oq, where ζ2ℓ is a primitive root of unity of order
2ℓ for some (variable) ℓ ą 0, and π “ 1 ´ ζ2ℓ generates the unique prime p of
O above 2, which has norm 2. Note that K has degree d “ 2ℓ´1. First we show
that for HAWK the base case and the first few induction steps require no oracle
calls.

Lemma 9.1. There exists a polynomial-time algorithm that, given ℓ ą 0 and a
lattice Λ isomorphic to O2 for O “ Zrζ2ℓs, computes IpℓpΛq.

Proof. As in Example 8.11 we may compute for x P Λ the number of L P IppΛq

such that x P L. Hence we may compute a basis px1,x2q such that Oxi ` pΛ P

IppΛq. Since AutpOq “ tζi2ℓ | i P Zu maps surjectively to the unit group of O{pℓ,
we may assume x1 ” p1, y1q (mod pℓ) and x2 ” py2, 1q (mod pℓ) for some
unknown y1, y2 P p. Then, from the inner products one may iteratively compute
the yi (mod pk) and proceed as in Proposition 4.3. [\

Proposition 9.2. Suppose we have an oracle for ∆LIP. There exists a poly-
nomial-time algorithm that, given ℓ, k ą 0, a lattice Λ isomorphic to O2 for
O “ Zrζ2ℓs, and IpkpΛq, computes Ipk`1pΛq in one oracle call on two lattices.

Proof. Write IpkpΛq “ tOx1`pkΛ,Ox2`pkΛu. Then exactly one x1
1 P tx1,x1`

πkx2u satisfies Ox1
1 `pk`1Λ – Op1, 0q `pk`1O2, which we test using the oracle.
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Hence we may assume Ox1 ` pk`1Λ P Ipk`1pΛq. To do the same for x2 we now
do not need the oracle: we may take x1

2 P tx2,x2 `πkx1u for which xx1,x
1
2yK ”

0 (mod pk`1). [\

Lemma 9.1 and Proposition 9.2 allow us to prove the following analog of
Theorem 7.3.

Theorem 9.3. There is a polynomial-time algorithm that, given the order O “

Zrζ2ℓs of degree d “ 2ℓ´1 for some ℓ ą 0, an O-lattice Λ isomorphic to O2,
and an oracle for O-∆LIP, computes an isomorphism Λ Ñ O2 using at most
4ℓ´1 ´ ℓ ă 2d2 oracle calls on 2 lattices each.

Proof. We proceed as in Theorem 7.3. For 4{3 ă c ă 2, we may take k “ 4ℓ´1 in
Equation 1. We compute IpℓpΛq using Lemma 9.1, and subsequently IpkpΛq using
Proposition 9.2 with k ´ ℓ oracle calls. Then we may compute IpΛq “ tL1, L2u

using Theorem 7.1. Finally, since Γ has rank 1 and O is a cyclotomic ring,
we may use the Gentry–Szydlo algorithm [11,15,17,18,3] to efficiently compute
isomorphisms Li Ñ Γ and in turn the isomorphism Λ Ñ Γ 2. [\

Remark 9.4. The two lattices passed to the oracle in Proposition 9.2 are non-
trivial to distinguish for k ą 1. In particular, they lie in the same genus and
even in the same special genus. The distinguisher from [21] in combination with
our search to distinguish reduction does therefore not give an efficient attack on
HAWK. For k “ 1 one can distinguish the two lattices similar to Example 8.11,
as already used in the proof of Lemma 9.1.
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