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Abstract—While the digitalization of the power system has its
merit, it also introduced emerging cyber attack threats. Once
the attacker has access to the control of the system, they can
cause significant damage to infrastructure and society as a
whole. Game-theoretical models that allow the decision-making
of multiple actors have been previously studied to assess the
impact of such attacks and potential responses. In this study, we
present a novel and generalized incident response game against
topology attacks in radially operated distribution networks. The
introduced model allows for sequential interactions between the
attacker and defender over multiple waves of attacks. Within
this new framework, we propose a simplified model called the
associated single-round game to efficiently compute the lower-
bound load loss attainable by the adversary. Finally, a case
study on the IEEE 33-bus system showed that the multi-round
game framework can be used to determine and compare optimal
sequences of actions. Moreover, the single-round game required
less computation while achieving the same maximum loss by the
attacker against an optimal defender, indicating a tight bound.

Index Terms—Topology attack, Cyber attack, Game theory,
Incident response, Sequential game

I. INTRODUCTION

Increasing digitalization of the power system in recent years
has caused a surge in cyber attacks targeting the system.
Cyber-physical attacks on critical infrastructure can have se-
rious consequences that have a physical impact on society as
a whole and may also endanger human lives. One example is
the attack on the Ukrainian distribution network in 2015. Once
the hackers had remote access to the system, they successfully
caused power disruption to about 225,000 consumers [1].

To assess the risks and impacts of cyber attacks on the power
system, researchers have utilized game-theoretical models.
Such models can capture the complex interactions and be-
haviors of multiple decision-makers with opposing objectives,
providing insights into the resilience of the network, as well
as the response strategies. A common representation of cyber-
physical attacks in the power system that are often analyzed
with game-theoretical models is by so-called topology at-
tacks [2], [3]. With such attacks, the network is represented as
a graph, where the buses are abstracted to nodes and the power
lines to edges. Attacks are represented by altering the elements
of the graph such as removing edges to indicate power line
disconnection, causing power outages on consumers and/or
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economic loss to the network operator [4], [5]. Here, we
make an important distinction between cyber-physical attacks
and localized physical attacks on the network. While physical
attacks are limited by geographical constraints, cyber-physical
attacks may be launched at multiple locations across a wide
area with minimal delay once the attacker gains remote access
to the system.

Medium-voltage (MV) distribution networks are often mod-
eled to have a network topology of a meshed structure, though
it is commonly operated radially [4]. The benefit of radial
operation as opposed to meshed operation includes simpler
fault protection and control, as well as lower installation
costs [6], [7]. However, a short circuit on just one line can
significantly impact the rest of the system, dividing the net-
work into multiple components. Normally open points (NOPs)
are distribution lines that are not in use during normal oper-
ation but can be closed when faults occur elsewhere. These
NOPs can be utilized for topology reconfiguration and provide
increased resilience to the network. Furthermore, integration
of distributed generation (DG) in the network can provide
further reliability and tolerance against faults [8]. Hence, game
theoretical models on topology attacks in the distribution
network have considered the defender’s response actions as
reconfiguration of the network topology and the adaptation of
power outputs from generation sources. These models often
combine the defender’s action of infrastructure planning per-
formed before the attack, modeling them as tri-level defender-
attacker-defender (DAD) optimization problems. For example,
the model by [4] determined the optimal line hardening plan in
the top level, while the second and the third level consisted of
line disconnections and network reconfiguration, respectively.
Similarly, [9] modeled the optimal placements of soft open
points (SOPs) to enhance resilience against cyber attacks,
where the second and third layers of their model once again
represented line disconnections and network reconfiguration.
The game-theoretical model by [5] not only considered imme-
diate load recovery but also the longer-term restoration plan.

Though previous studies provide valuable insights into
possible defense strategies against topology attacks in radially
operated networks, to our knowledge, they have only modeled
such attacks as single-time, simultaneous line disconnections.
Since radial networks are well equipped to limit the spread of
faults, the impact of sequential line disconnections (in which



multiple lines are disconnected over a period of time) is often
overlooked compared to meshed networks. However, we argue
that sequential attacks in radial networks are also a concern
that should be addressed. First, it is realistic that the attacker
may not perform all the attacks at once but instead launch
attacks serially due to their available resources (such as cost,
access options, and information). Second, the attacker may
prefer to disconnect lines in waves, so that they can observe
the operator’s responses before launching successive attacks.
This may induce the defender’s actions in the middle that
are not optimal at the end. Finally, sequential interactions
may raise additional constraints for the operator, as frequent
switching operations could shorten the lifespan of switches
and potentially cause high surge voltages [10]. Therefore, a
new game theoretical model that can represent the interactions
across multiple rounds in the response stage is necessary.

In this study, we present an incident response game against
topology attacks between the remote attacker and the grid
operator in a radially operated MV distribution network.

« First, we propose a new and general mathematical model to
represent multi-round, sequential interactions between the
attacker and the defender. This general model further allows
the user a high level of customization by parameterizing the
number of rounds of attack and defense as well as con-
straints on their actions. Furthermore, the players’ utilities
to maximize can be defined by the user so that different
objectives between the two players can be encoded, though
we mainly focus on the load loss of the final topology
state. The newly proposed game can help users analyze
the resilience of the network against various capabilities
of attacks and prepare for ever-increasing threats. While
this game allows for the modeling of complex interactions
that may occur in a realistic attack, it also raises the
computational complexity for determining optimal solutions.

« Second, to overcome the computational challenge while
providing a reasonable indication of the attack impact, we
propose to translate the multi-round game into a simplified
version called the associated single-round game, where the
same number of total actions are replicated in one round.
We mathematically prove the maximum loss of the attacker
against the optimal defense in the single-round game is also
achievable in the multi-round game; therefore, it is the lower
bound of an optimal attack in the multi-round game.

o Third, we provide a case study of the sequential game
on the IEEE 33-bus system and compare the solutions
and computational results between the original multi-round
game and the single-round game. The results show the
tightness of the lower bound can be achieved (i.e., a better
lower bound can only be achieved by different network
structures and properties).

The remainder of the paper is organized as follows. Back-
ground for the game model is introduced in Section II. The
sequential game is proposed in Section III. Then, its associated
single-round game is described in Section IV and the theorem
is proved. Section V presents the case study and simulation

Fig. 1. Graph representation of an example network.

results. Finally, Section VI concludes the paper.

II. NETWORK AND ACTOR MODELS

A. Distribution Network Representation

The topology of a MV distribution network is represented
as an undirected graph G = (V, E) where the set of nodes
V' represents buses in the network, and the set of edges E
represents the distribution lines. At least one node is assumed
to be connected to the power grid, which acts as a power
generator large enough to supply the total load of the network.
Other nodes may also have generation by being connected to
DGs. Each node in the network € V has a power demand
that should be met. Loads across the network are supplied by
generation available in the network (by the grid or DGs) while
adhering to the constraints described below.

In general, distribution lines are considered to be active.
However, the NOPs, a subset of distribution lines in F, are
inactive during normal operation [11]. Furthermore, the active
distribution network is assumed to be connected and to have
a radial structure during normal operation. After unplanned
line disconnections, the network may separate into several
connected components. To reduce load loss caused by such
line disconnections, NOPs may be closed and hence added to
the active network to reconnect the components. The operator
may also leave them to operate independently using local
power generation. In either case, it is assumed to keep the
network radially operated, i.e., each component in the network
is a tree. Additionally, to ensure safe operation of the network,
the operators follow operational constraints at every time step.
To model such constraints, we apply the Linearized DistFlow
model as in [4].

Fig. 1 shows an example of the topology of a distribution
network. Solid lines represent distribution lines that are nor-
mally operated, whereas the dotted lines represent NOPs. All
nodes have loads to be met. Node 1 (in red) is connected to
the power grid, and nodes 6 and 13 (in blue) are connected
to DGs; hence, the three nodes have power generation. Note
that there are no cycles when only considering the solid lines.
Therefore, it is radially operated in normal conditions.



B. Attack & Defense Model

In this study, the attacker is assumed to perform breaker-
jammer attacks [9], where the attacker disconnects a distri-
bution line by manipulating the circuit breaker and jams the
communication to the affected breaker such that the distribu-
tion line cannot be easily reconnected. The attacker’s actions
are modeled by removing these lines from the active network
topology. Due to limited resources, levels of protection, and/or
capabilities, the attacker actions may be restricted to a subset
of lines, denoted E* C E.

On the other hand, the defender may close NOPs to reduce
power interruption to the consumers during the disturbance.
While adhering to the operational and radiality constraints, the
defender can close any NOPs, modeled as adding such lines
to the active network. Hence, the action space of the defender
is all NOPs in the network, denoted E¢ C E.

C. Loss Function

Let P(G’) be the set of constraints from the Linearized
DistFlow model [4], along with the associated variables and
parameters, given some active network topology G’ = (V, E’).
Then, the operator performs redispatch when a change in
network topology occurs from player actions. The optimization
problem given a (radial) network topology G’ is shown as

[(G") = min Pihed.a ()
P(G")
zeV
where the variable Psjeq . is the lost load at bus = from the
DistFlow constraints. The solution minimizes the sum of active
power load loss that occurs across the network. The computed
load loss will be used as the loss function to quantify the
effectiveness of actions by both the attacker and the defender.

III. GAME MODEL

In this section, we define the sequential game in which the
two players take actions in an alternating manner, consisting
of N rounds. The number of rounds represents the capabilities
of the players, indicating how long the attack can last or until
the attacker is neutralized. Prior to the physical attack, the
attacker is assumed to be undetected by the defender. Thus,
the attacker takes the initial move, followed by the defender’s
NOP connections. These actions are repeated /N times.

A. Sequential Game
Given the full topology G, we define the sequential game.

Definition ITI.1. A sequential incident response game in
the radially operated distribution network G that consists of
two players has a tuple (G, N, E% E% A, D, u,, ug,1). The
parameter NN is the total number of rounds, and £ and E? are
the action spaces of the attacker and the defender, respectively.
A and D represent the set of constraints on the attacker and
the defender actions. Functions u, and ug represent the utility
functions of the attacker and the defender, respectively. The
loss function [ represents the loss caused by changes in the
network topology and its operational constraints.

The utility functions can be derived from [ and composed
such that the objectives of the players are to maximize their
utilities. Note that other effectiveness measures could be
applied, though, in this study, we restrict ourselves to load loss
caused (as in (1)) after every round. Given the above-defined
game, the attacker and the defender construct their strategies.

B. Player Strategies & Action Constraints

The actions of the players are outputted by their probabilis-
tic polynomial-time algorithms A and D, which represent the
attacker and defender strategies, respectively. At each round,
the attacker is aware of all attacker and defender actions
taken up to the previous round. As the follower, the defender
observes all actions in the previous rounds, as well as the
attacker’s action in the current round. The algorithms are
defined as the following for every round 1 < 5 < N:

Aj — -A(Ala---7Aj—1;D17--~7Dj—1)7 st. A, (2)
Dj — D(Al,...,Aj;Dl,...,Djfl), s.t. D. 3)

Here, A; and D; represent the actions taken by the players,
where A; is the set of lines disconnected at round j, and
D; is the set of NOPs connected. Note that because A is
a probabilistic algorithm, the action A; is selected from all
possible actions with some probability given the previous
actions of both players; similarly, D; is selected by D in the
same manner. These actions impact the topology of the active
network, specifically the set of active edges in the topological
graph. The attack A; removes (A; N E®) from the active
lines at time j. The intersection with E® ensures that the
disconnected lines A; are also in the attacker’s action space.
In contrary, D; adds (D;NE?)\[(U)_, 4;)NE“] to the set of
active lines at time j. The set of lines (D; N E?) ensures that
the lines closed by the defender are NOPs. Furthermore, any
NOP that was attacked in previous time steps [((J]_; 4;)NE“]
cannot be connected by the defender.

To represent the topological changes over time, let us
denote the active topology after round j as G; = (V, Ej),
where the set of lines I; represents the connected lines after
round j. Recall that during initial operation, the distribution
network is connected and operated radially while all NOPs
are disconnected, i.e., Go = (V, E'\ E9) is a tree. Given the
initial state of the network and repeated disconnections and
connections of lines at each round of attack and defense, by
abuse of nation, we denote E(A1,...,A;,D1,...,D;) as the
set of active edges at time j > 0 as a function of action history:

Ej =E(Ay,...,A;,D,....D;) “)
:[(E\Ed)u ((L]J Di)mEd)] \ [(O As) ﬂE“}
i=1 i=1

It can be seen from (4) that attacked lines are removed from
the union of originally active lines and NOPs closed by the
defender up to round j. If an NOP is disconnected by the
attacker (given that £ contains NOPs), the line is considered
to be inactive for the rest of the game, whether the NOP line
is connected by the defender in the previous rounds or not.



The set of constraints A and D, which are to be complied
with at every round, represents the capabilities of the players.
These constraints can be adjusted according to the type of
attacker or defender to the designer’s preferences, but certain
constraints are assumed to always be included. One such
constraint in A is that the attacker always disconnects at least
one line at every round, such that there is no empty attack.
Additionally, the attacker may be limited in the number of
disconnections in each round. Hence, A includes the following:

1< [A4;] <rf, Vje{l,...,N}, ®)

where - is the maximum number of line disconnection by the
attacker at round j. Finally, the attacker can only disconnect
lines that are in its action space F£“. However, such a constraint
is not included in A, as any line selected outside of £ will
not affect the topology, as shown in (4).

An important and compulsory constraint for the defender is
the radiality constraint. It has to be satisfied at every round,
and hence, the following constraint is included in D:

G; = (V,Ej) is a forest, Vje{l,...,N}, (6)

where FE; is defined by (4). Furthermore, the defender’s
capability may be limited by the number of NOPs that can
be closed in each round. Hence D also includes the following:

|D;| <rf, Vje{l,...,N}, (7)

where rjd- is the maximum number of NOPs the defender can
connect at round j.

C. Utility Functions and Optimization Problem

For the sake of readability, let us denote G (A, D) for graph
G = (V, Ej;) as a function of A and D after round j, where
E; is given as (4). Suppose the defender is assumed to have
a singular objective of achieving the smallest load loss at the
end of the game. In that case, the defender minimizes the
expression E[l(Gn(A,D))] given the developing knowledge
about the attacker strategy .4. Since the output of A and
D is considered to be probabilistic, the defender minimizes
the expectation over coin flips in A and D for probabilistic
actions. (Note that probabilistic algorithms do not exclude
deterministic outputs. The reader can refer to [12] for details
on probabilistic algorithms.) On the other hand, the attacker
may want to maximize the loss at the end of the game against
the defender, especially against one that minimizes the loss.
This results in an optimization problem for the attacker defined
by a max-min expression, which we denote as

[max [ min [E[1(G (4, )] ®)
A D

over coin flips. Note that while A and D represent separate
sequences in (8), in reality, they cannot be optimized succes-
sively as the optimal actions of the defender are dependent
on the attacker’s actions and vice versa. In this paper, we
simplify the notation as stated in (8) to represent that the
attacker aims to maximize the expected loss given that the
defender chooses its actions to minimize the load loss. We

denote and for maximizing and minimizing their

strategies, to differentiate them from the classical maxima and
minima of a function or a set.

If the players’ objectives are determined solely by the
loss associated with the final active topology, the defender
may prefer to wait until the last round to take actions (if
the constraints allow) in order to minimize the loss, having
observed the attacker’s full set of actions beforehand, i.e.,
the operator waits to respond until it is confirmed that the
attacker has been neutralized and can no longer disconnect
additional lines. More generally, however, the defender may
want to minimize the loss across different times. For example,
consider a scenario in which each round of the game represents
a time. In such a case, minimizing loss at an earlier time
may be preferred. The attacker may also have variations in
their preference as to when a large loss should occur, also
considering the defender’s (cyber) security capabilities. In
order to take into account different preferences, we define two
utility functions of the defender and the attacker, uy and u,
in N variables,

ug € RN = R and u, € RY — R. 9)

The utilities take the loss at each time step as inputs. Both
players aim to maximize the utilities, and given that both
A and D are probabilistic, the optimization problems of the
players are defined as

|max |E[ug(I(G1(A,D)),.... l(GN(A,D))],  (10)
D
E[ua(Z(Gl(A7D))>al(GN(A7D)))] (IT)
A

The exact formulations of the utility functions may be up to the
design and capabilities of the players. We do, however, assume
that the utility of the attacker increases with the loss, whereas
the utility of the defender decreases. Generalized definitions
of utilities as in (9) allow the modeling of separate objectives
between the players, which can result in a representation of
more complex optimization problems.

While we have defined the algorithms 4 and D as proba-
bilistic, the following property can be proven.

Lemma IIL.1. If a player’s probabilistic strategy maximizes its
utility given the opponent’s strategy in the game (Def. II1.1),
then there is a deterministic strategy that also achieves the
maximum utility against the same opponent strategy.

The proof is provided in Appendix A. Essentially,
Lemma III.1 indicates that a best response to the opponent’s
strategy can be found from the set of deterministic strate-
gies. Therefore, we restrict both the defender’s and attacker’s
strategies to be deterministic in the rest of the paper, which
reduces the computational complexity of determining an op-
timal strategy (with the knowledge of the opponent). Given
deterministic strategies, we can drop the expectation from
optimization problems of the defender and the attacker in (10)



and (11), and hence:

[max |[ua(I(G1 (A, D)), ..., I(GN(AD))], (12)
D
[ua(uGl(A,D)),...,Z<GN<A7D>>)] (13)

Similarly, the max-min expression in (8) can also drop the
expectation when limiting to deterministic strategies. This ex-
pression is the maximum final loss achievable by the attacker
against a defender that also minimizes the final loss, which we
denote as maximin loss. Given that strategies are deterministic,
we formally define the maximin loss as the following.

Definition III.2. The maximin loss of an N-round sequential
game is the largest final loss (after IV rounds) achievable by
the attacker, while the defender also minimizes the final loss.
Mathematically, the maximin loss is denoted as

[max |[min]i(Gx (A, D)) (14)
A D
= maxmin...maxminl((V,E(Al,...,AN,Dl,...,DN)))7

A1 D An Dy

with the set of active lines at the end of the game derived from

(4) given the action history. The attacker and defender actions
are restricted by their sets of constraints A and DD, respectively.

Note that if both players’ utilities are defined strictly by the
final loss, i.e.,

o ((G1 (A, D)), ..., l(Gn(

A,D))) = (Gn(A, D)) and  (15)
wi(I(G1(A, D)), ..., (GN(A,D))) = —I(Gn (A, D)),

(16)

then the optimization problem can be defined as (14). Hence,
the maximin loss is used as a measurement of the attacker’s
capability in inducing loss against an optimal defender.

IV. ASSOCIATED SINGLE-ROUND GAME

While a multi-round sequential game may allow for mod-
eling more realistic and complex interactions between the
actors, it also increases the computation required to find the
optimal strategies with the network size and the number of
rounds. Here, we provide a simplified game model that helps to
reduce the computation while providing a meaningful analysis
of the original multi-round game. Essentially, the simplified
game models all the actions taken by a player during N-
rounds into a single-round action. By doing so, the player
actions’ sequential relationship is ignored. We denote such a
model as the associated single-round game of the N-round
sequential game. Formally, it is defined as the following for
any sequential game with N > 1.

Definition IV.1. The associated single-round game of a se-
quential game (G, N, E% E A /D, u,,ug,l) is defined by
a tuple (G,1,E% E4 A°me Do 2™ 49m¢ ), where the
network topology G and attacker and defender action spaces
E% and E? are equivalent to the original sequential game. The
sets of constraints A°™¢ and D°"¢ are related to A and D of
the N-round game, as they have the same limit on the total

number of line (dis)connections. Hence, constraint (5) in A is
defined in A°"¢ as
N
N <A <> s, (17)
j=1
The defender’s constraint is similarly defined in D°"¢ with
constraint (7) in D (without a constraint on minimum number
of NOP connections). The utility functions of the attacker and
the defender in the single-round game, v and ug", are only
dependent on the final loss of the game as it only considers
one sequence of attack and defense. Given the set of attacked

lines A$™¢ and the set of closed NOP lines D{"¢ after one
(and the only) round, the utilities of the players are defined as
u =

: ((V, E(A?™, DY), (18)
ug" = —1((V, E(A7", D{™))). (19)

one

Note that since we assume utilities are derived from [, (18)
and (19) are the only possible choices of utility functions in
the single-round game. A (deterministic) attacker algorithm in
the associated game, denoted as .4°"¢, outputs a set of lines
A¢™ to be disconnected from E“, given no prior knowledge.
A defender algorithm D" then outputs a set of NOPs D{"™¢
to be connected from E“ given the attacker’s action A$"¢.

Fig. 2 illustrates the interactions of players in the N-round
game and its associated single-round game. It can be seen
that the total line disconnections and NOP connections are
equivalent in both games. Since the defender can observe
the complete attacking lines in the single-round game, it has
greater capabilities than in the N-round game, and therefore,
we show in the below theorem that the maximin loss of the
single-round game is at most the maximin loss of the /N-round
game. However, we also show that there is an attacker strategy
in the N-round game that is guaranteed to achieve single-
round maximin loss.

Theorem 1IV.1. Consider an N-round sequential game
(G,N,E* E% A, D, ug,,uq,l) with N > 1 and utility func-
tions u, and ug derived from a loss function [, defined as
(15) and (16) respectively. Then, the maximin loss achieved
by player strategies A°™° and D°"¢ in the associated single-
round game (G, 1, E® B4, A°me Dene 40m¢ y9™e 1) (Defini-
tion IV.1) can at least be achieved by the attacker in the N-
round game (lower-bound load loss).

For the detailed proof, the reader may refer to Appendix B.
Theorem IV.1 shows that the single-round game’s maximin
loss can indicate an optimal attacker’s capability in sequential
interactions. The use of a single-round game can improve the
computational efficiency for determining a pair of opponent
strategies that achieves the maximin loss compared to the N-
round game, especially as N increases. Note that we have
strictly looked at maximizing/minimizing the final loss, not the
utilities of the players. However, utility functions are possibly
derived from the loss function, and hence, the maximin loss
can still provide valuable insights on potential strategies.
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Fig. 2. Comparison of the sequential N-round game and its associated single-round game.
V. CASE STUDY 104
E
A. Setup S o8
wn
To simulate the N-round game and compare the results %%
with its associated single-round game, the modified IEEE 33- § 0.4
bus system from [4] was adopted. The network contained T 02
32 normally operating distribution lines and 5 NOPs. The ? o
total active load of the network was 3.715 MW. The 5 A D A D, As Ds

controllable distributed generators connected to the network
had a maximum capacity of 0.6 MW each.

For the case study, N was set to 3. The attacker’s action
space E/* was restricted to normally operating lines except for
one line that connects the power grid to the rest of the network.
In this game, the attacker was limited to 1 line disconnection
per round. The defender was also constrained to at most 1 NOP
connection at each round, while satisfying the radiality. The
objective of the attacker was to maximize the loss of the final
topology, whereas the defender’s objective was to minimize the
final loss. As intermediate losses were ignored, the maximin
loss (Definition III.2) was the final loss achieved when both
players took optimal actions. Its associated single-round game
allowed at most 3 line disconnections by the attacker and 3
NOP connections by the defender in one round.

All of the experimental code was written in Python (ver-
sion 3.10.13). The electrical network data was loaded from
pandapower [13] (version 2.10.13), and DistFlow constraints
and its optimization problem was modeled using CVXPY [14]
(version 1.4.1) and GLPK-MI solver for determining the load
loss. The network’s radiality was verified with a depth-first
search algorithm from NetworkX [15] (version 3.2.1).

B. Results

In the N-round game described above, the maximin loss
of 0.745 MW was achieved by the attacker, which was about
20% of the total load. In total, there were 84 action sequences
that resulted in the maximin loss at the end. Fig. 3 shows
the intermediate losses (after each action) of one sequence
that obtained the maximin loss. It can be seen that after
the attacker’s first and second disconnections, the defender is

Action sequence

Fig. 3. Intermediate losses of the 3-round game achieving the maximin loss.

able to recover the lost load by closing the NOPs. After the
attacker’s third disconnection, however, the defender has no
NOP that can recover the lost load.

Table I shows the comparison of maximin loss values and
the computational results between the N-round game and its
associated single-round game. It can be seen that the single-
round game resulted in the same maximin loss, indicating a
tight bound can be attained. The total number of computations,
on the other hand, shows a significant difference. In Table I,
the number of scenarios indicates the number of possible
combinations of two players’ action histories. The number of
possible sequences in the N-round game is significantly larger
than in the single-round game. However, loss computation
(which is the bottleneck of computation) is unnecessary for
all sequences, as the radiality constraint not being satisfied in
at least one round is considered an invalid defense. Therefore,
the actual number of loss evaluations was also counted and is
shown in Table I. The N-round game required over 15 times
more loss computations compared to the single-round game,
once again showing the efficiency of the simplified game.

TABLE I
MAXIMIN LOSS VALUES AND COMPUTATIONAL RESULTS
Loss (MW) Scenarios Loss Eval.
N- Round 0.745 3,667,920 756,957
Single-Round 0.745 116,870 49,472




VI. CONCLUSION

In this study, we introduced a new and generalized game-
theoretical model on topology attacks in a radially operated
distribution network. The proposed game was able to incor-
porate multiple stages of attacks and responses by modeling
sequential interactions between the actors. To counter the
large computation required to determine the optimal solution,
we also proposed the associated single-round game to model
the multi-round interactions into a single round. The results
showed that the single-round game was able to significantly
reduce the potential outcomes of the game, presenting an
example case of a tight lower bound. This means that we need
to restrict ourselves to a subset of network structures/graphs
defined by some properties in order to improve the lower
bound. This is left for future research. Another important
future work will be to demonstrate the lower bound for more
generalized utility functions beyond the final load loss.
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APPENDIX A
PROOF OF LEMMA III.1

Proof. Let be given that A* is a probabilistic attack strategy
that maximizes the expected utility according to a certain
utility function u, against a (probabilistic) defense strategy
D. If A* has multiple lines assigned a non-zero probabil-
ity as its action A; at time j given a history of actions
(A1, D1,...,A;_1,D;_1), then the expected utility of choos-
ing any of the lines with non-zero probability must be the same
(since if that is not the case, A* is not optimal as selecting
a line with the highest expected utility with 100% probability
yields a higher expected utility than A*). Therefore, swapping
the probabilistic action to the deterministic action of selecting
any of the lines that are assigned non-zero probability is also
an optimal strategy. We can make the same argument for
any other history at time j, and subsequently for any time j.
Therefore, if there is an optimal probabilistic attack strategy
that maximizes the expected utility against a defense strategy,
there is also an optimal deterministic attack strategy with the
same expected utility against the same defense strategy. We
make the same reasoning for the defender strategy. O

APPENDIX B
PROOF OF THEOREM IV.1

Proof. Consider attack and defense strategies .4 and D in an
N-round sequential game (G, N, E%, B4 A, D, u,, ug, 1), with
its maximin loss defined as (14). By repeatedly applying the
max-min inequality [16] to a pair of adjacent maxima and
minima in (14), the following inequality can be derived:

[ max || min (G v (A, D))
A D

:rrlkaixrgllnrrxlAaQXHLl)l;l...Hj?vxrlr)l?l((v,E(Al,,..,AN,D1,..‘,DN)))
2 max... maxmin rB;\?l((VzE(Aly ,An,D1,...,Dn)))
=y max leﬁ}’rlDNl((V7E(A1,-.-,AN,Dl,.--,DN)))~ (20)

Intuitively, the right-hand side of expression (20) represents
a scenario in which the attacker optimizes the full sequence
of attacks (Ajp,...,An) against a defender that minimizes
the final loss by selecting defense sequence (Dq,...,Dyn)
after having observed the attacker’s sequence. In such a case
(where each player’s full action sequence is optimized at
once), the loss is at most as large as the maximin loss of
the N-round game on the left-hand side of (20). Though
the order of the optimization is changed, it will not impact
whether all constraints in A and D are satisfied. First, the
attacker’s constraints are independent of the defender’s actions,
and hence the full attack sequence can be selected without
violating any constraints in A. Next, the defender’s set of
constraints D contains the radiality constraints for each round



which are dependent on the attacker’s past actions. However,
since the full attack sequence is known, the defender can
construct the defender action D; at each round j without
violating the radiality. Now, take any deterministic attack
strategy A in the N-round game. Naturally, we have the
following inequality:

Alr,I.l.ia,)ixNDf.l},Ile((‘/’E(Al’“"AN’Dl’“"DN)))
> min [((V,E(A,..., Ay, D1,....Dy))). Q1)
15--,DN

Next, we will show that an attack strategy in the N-
round game that achieves the maximin loss of the as-
sociated single-round game can be realized. From Defini-
tion IIL.2, the maximin loss of the associated single-round
game (G, 1,Ea,Ed,A””e,]D)“”e,ug”e,ug”'e,w is given as

Em e[

Aone pone

1(A”, D) = man min [((V; E(AT™, D)),
(22)

where A{™¢ and D{™¢ are subject to A°"¢ and D°"¢, respec-
tively. The final active topology (V, E(A$™, D$™¢)) used for
computing the loss is dependent on the actions of the two
players. Similarly to the N-round game, the set of active edges
after the game can be derived using (4). Given an attacker
action A{™° and defender action D{"¢, the set of edges after
the single-round game is

B(A7™, D) = [(B\EY)u(DI" nE)|\ [47™ N E°]. 23)
Now, let us denote a pair of deterministic attacker and defender

actions in the associated single-round game that achieves the
maximin loss as A{"* and D{"¢*, i.e.,

l((‘/, E(Aime*,Dime*))) _ Z(Gl(Aone7Done)).

A D 24)
Given this, we can construct an attack strategy in the /N-round
game that disconnects the same lines as in A{"* by the end
of the game. Let us denote such a strategy in the /N-round
game as A with the following properties:

i C AP Vie{l,...,N}, and (25)

= el

A; = Ao, (26)

i=1

Since the /N-round and the single-round games share the same
maximum (and minimum) line disconnections in the game
(as shown in (17)), A can be constructed without violating
constraint (5) in A, and therefore, it is a valid attack strategy
in the N-round game.

Given A above, the guaranteed final loss achievable by the
attacker (against a defender that minimizes the final loss) can
be obtained. By substituting (4) for the final topology and (26)
for the attacker’s disconnected lines during N rounds, the loss
is derived as

Dl“}?n Nl((va(Zla---7ZN7D17---7DN))) 27
o N N
GV RIS NIVER RIS D

iZ1 =1
L {(E \EYU ((C) Dy)N Ed)} \ [Ag’w* n E“} ).
i=1

Since both the N-round game and its associated single-round
game have the same maximum number of NOP closings
by the defender, we can see that the optimal set of NOP
connections to minimize the final loss against such an attack is
to connect all NOPs in D{**. In the N-round game, however,
the radiality constraint (6) has to be satisfied at every round,
not only at the end. Given the additional restrictions in the
N-round game for the defender due to the radiality constraint
and maximum number constraint on every round, the defender
may not be able to connect all NOPs in D{™¢* in the N-round
game. Therefore, a set of NOPs connecting D{"** is a lower-
bound loss in the sequential game, as no set of closed NOPs
in the N-round game (Uf\;l D;) can achieve smaller loss than
D{"e* against the attack A{™¢*. This is the case for any pair of
attacker and defender actions that achieves the maximin loss
in the single-round game. Hence, we can derive the following
inequality:

 min_ ((V{(E\Ed UD mEd)} {U )OE“})

zz((v, {(E \ EY U (D§™* n Ed)} \ {Ag’"e* N Ea}))

:l(G1 (A°me Dome)),

Aone pone

(28)

Note that the left-hand side of the expression is subject to D,
including the radiality constraint on every round, whereas the
right-hand side is subject to A°™¢ and D°"°.

Finally, from (20), (21), (27), and (28), we can derive that

[max [ min |1(G v (A, D))
A D

>  mex Dl{;}}}le((‘/l E(Ay,...,AN,D1,...,Dy)))

> i A, A

> min I((V,E(Ay,..., AN, Dy, ..., Dy)))

> [max || min /(G (477, D)), (29)
Aone Done

showing that the maximin loss of the associated single-round
game is the lower bound to the maximin loss of the original
N-round game. O



