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Abstract. Cyber-Physical systems interact with their environment in complex
ways. In addition to exchanging information with other systems, they affect and
are affected by their physical / natural environment. Their components run con-
currently and may be physically distributed, participating in both synchronous
and asynchronous interactions. Existing formal models typically model closed
systems, or limited interactions among system components. In this paper we in-
troduce the Concurrent Rules Machine (CRM), a formal model of system behav-
ior that makes explicit interaction with the environment. We define an algebra
of operations for CRM composition and decomposition along with equational
properties. We illustrate our ideas with a simple cyber-physical system example.

Dedication. This paper is dedicated to Marjan Sirjani in celebration of her technical and

leadership contributions to advancing computer science.

1

Introduction

Cyber-Physical Systems (CPSs) are increasingly ubiquitous. They come in many sizes
ranging from autonomous vehicles to tiny medical devices. They may be low risk, or
highly safety critical. CPSs interact with, affect, and are affected by their environment,
which is often unpredictable. The components of a CPS are inherently open; they ex-
ecute concurrently, interact both synchronously and asynchronously, and they may be
geographically distributed.

A foundational formal framework for developing CPS models should support rep-

resentation and reasoning about:

open systems, including interaction with unknown/unpredictable environments
discrete and continuous change (cyber and physical)

diverse interactions among components including synchronous and asynchronous
discrete interactions, as well as continuous interactions such as flow of a physical
quantity among components (e.g., force, energy, liquid, etc.)

composition operations that model these different interactions

concurrent and distributed execution

methods to support scaling in time and space such as symbolic reasoning and ab-
straction; and compositional design and reasoning
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Existing models cover different features. Hybrid system models [[30/2933\/713] ad-
dress the combination of discrete and continuous behavior elements (control and plant).
Their focus, however, is generally on closed systems. Automata and process algebra
models support concurrent or distributed execution and composition with a mix of
synchronous and asynchronous interaction, typically as action labels on transitions.
[LoUT1OUTH24015034)3I4U506] The usual composition results in a blowup of model size.
The environment, if considered explicitly, is viewed as other components, a deficient
model of the physical world.

Rewriting logic (RWL) is an expressive formalism for specifying concurrent and
distributed systems [25l12]]. There is a rich algebra of modules (theories), that can be
lifted to composition of specific models (terms). Basic rewriting operates on closed
systems. Extensions to symbolic rewriting provide an important step towards speci-
fying and reasoning about open system [31]. RWL has no notion of initial state or
specific system of interest. We can think of a ground term tm as representing some
entity with a (possibly trivial) behavior, given by the rewrite rules. The rewriting pro-
cess generates one possible behavior (or multiple possible behaviors if the strategy is
not deterministic). Unconstrained search generates all possible behaviors. Since there
is no pre-determined notion of system or component, RWL has no explicit mechanism
for system/component composition beyond basic term formation using constructors. By
localness of rule application, term formation induces a corresponding composition of
behaviors of subterms and may add behavior due to rules for the top level constructor.

In this paper, we introduce Concurrent Rules Machines (CRMs) as a formal model
primarily intended for specification and analysis of open, distributed, cyber-physical
systems. A CRM is an abstract machine with distributed state and concurrent rule-based
transitions that makes the interaction between a system and its environment explicit.
The concurrent semantics of CRMs makes them practically compositional, avoiding
exponential explosion of their representation under composition. Intuitively, the basic
product of two CRMs produces a resulting CRM whose behavior consists of all permis-
sible interleavings and parallel behaviors of the two CRMs.

Contributions. The main contributions of this paper are the following:

— We introduce the Concurrent Rules Machine (CRM) model of computation, defin-
ing the structure of a CRM and its operational semantics. A more abstract observa-
tional semantics is derived from the operational semantics.

— In the CRM model, interaction with the environment is explicit. This enables rea-
soning about open systems and supports multiple notions of composition reflecting
different forms of component interaction.

— Multiple models of time can be represented in CRMs as well as behaviors in which
time is implicit.

— An algebra of CRM components is defined, including several composition opera-
tions, and a division relation for reasoning about decomposition. Structural proper-
ties of these operations are also presented.

— Importantly, composition scales in the sense that the size of a composed CRM is
roughly the sum of the sizes of its component CRMs.

— A simple cyberphysical system is used to illustrate CRM concepts and several al-
gebraic operations.
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1.1 Running Example

To motivate and illustrate key elements of CRMs we borrow and adapt the water system
example of [22123]]. There are two kinds of component, (i) a water tank with water
entering at an inflow port, £in, and draining via an outflow port, fout; and (ii) control
components that adjust flow rates: inflow or outflow, or both. We start by considering
an inflow controller and assume that the outflow is either fixed at a constant rate, or
controlled by some unknown environment entity.

The water tank interface has 2 imports (fin, fout) and one export (wl). Variables
fin, fout are rates of water flowing in/out of the tank. Variable wl is the water level. In
order to compute the water level at a given step the water tank uses the flows assigned in
the previous step. Variables fin, fout are constrained to values in the real interval [0,1]
and wl ranges from WLmin to WLmax. WLmin is the lowest level reachable by draining,
could be 0 or positive. WLmax is the overflow point. For simplicity we assume units
chosen so that wl’ = fin — fout, where wl’ = dwl/dt. Thus if fin and fout are
constant over the interval [t0, t] then:

wl(tx) = wl(t0) + (fin — fout) X (tx — t0) for tx in [t0O,t].

The inflow controller imports a water level reading, wl, and exports the inflow rate,
fin. We assume the controller reads wl at time t and sets £in, which will determine the
change in water level until time t1 > t when it repeats this action. Note that the inflow
controller does not have access to the outflow rate beyond what it might infer from the
inflow and change in wl over time. As a concrete example, assume the inflow controller
has two parameters WLminSafe and WLmaxSafe with 0 < WLmin < WLminSafe and
WLminSafe < WLmaxSafe < WLmax. When wl > WLmaxSafe it sets £in to 0; and
when wl < WLminSafe it sets fin to 1; otherwise it leaves fin unchanged.

Intuitively the water tank component models a physical component while the con-
troller models a cyber component. They interact by the controller reading sensor infor-
mant produced by the water tank and the water tank behavior being dependent on flow
rates set by a controller.

Plan. The remainder of the paper is organized as follows. In Section [2| we introduce
notation and concepts used. Sections and 3] introduce key elements of a CRM:
Guards, Actions, and Rules. The CRM structure is defined in Section[6]and its semantics
is given in Section [7} Section [§] presents the operations of an algebra of CRMs and
Section 9] discusses the representation of time. Related work is discussed in Section [I0]
We conclude with a summary and discussion of future work in Section [T}

2 Basic concepts

2.1 Notation

We use B to denote the set of Boolean values {L, T}, Ny to denote the set of natural
numbers including zero, R the set of real numbers greater than or equal to zero, and
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D 2 B U Ny URj to denote a data domain. By Name we denote the set of all variable
namesE] We use new(Name) to obtain a fresh new variable name in Name.

For a set X, we use P(X) to denote the set of all finite subsets of X, and X¥, X*,
and X“ to denote, respectively, the set of all sequences of length k € N, all finite-
length sequences, and all infinite-length sequences of elements of X. We use angular
brackets to denote concrete sequences, with () denoting the null sequence. We also treat
a sequence o of length 0 < k < oo over X as a (partial) function o € Ny — X, in order
to refer to its i + 1% element as o (7).

We use f : D ~ R to denote f as a pseudo function that maps every element of the
(domain) set D into a nondeterministically selected element of the (range) set R, where
for a d € D, two evaluations of f(d) may or may not map into the same r € R.

We use Dom(f) and Range(f) to refer to the domain and the range of a (pseudo)

—
function f, respectively, and use (0 to denote the special function whose domain and

range are both empty, i.e.,TD) 10— 0.
We do not specify a syntax for defining functions that appear in a CRM, we allow
any well-defined mathematical notation that is convenient.

2.2 Utility functions

A valuation function v : N — D maps a subset N € P(Name) of variable names to
values d € DF|We use V to denote the set of all valuation functions.

The function revise : V X V x P(Name) — V, below, updates an old valuation
function v; with a new one, v,, excluding the latter’s value bindings for the names in
N € P(Name), such that:

vo(x) if x € Dom(v,) \ N
v1(x) otherwise

revise(vy,vo, N)(x) = { (1)

Observe that revise has the property of idempotency:

revise(revise(vy,v2, N),vo, N) = revise(vy, va, N)

Given sets X and Y, we use the pseudo function fold : (XXY = X)X XXP(Y) ~ X
to accumulate the images of the elements of a set S € $£(Y) under an accumulator
function f : X X Y — X with an initial accumulator value x € X.

X ifs =0
Jold(f, x.$) = { fold(f, f(x, 5),S") otherwise, where s € S and S’ = § \ {s}

4 We allow D > Name, to support indirection (i.e., the value of a variable may be the name of
another variable) and dereferencing.

> We assume the existence of a type system that associates a data type with each variable name in
Name and ensures that the D value image of every n € Name under every v € V is compatible
with the data type of n.
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Intuitively, fold(f, x, S') takes an accumulator function, f, an initial accumulator value,
x, and a set, S, and accumulates all elements of S through f to return an element of the
same type as x. The accumulator function f itself takes two parameters (the first of the
same type as that of x, and the second of the same type as that of the elements of ),
and maps them to an image of the same type as x.

Observe that the choice of s € S to split S = {s} US’ in each round of recursion
of fold is nondeterministic. Therefore, every recursive path that fold(f, x,S) takes to
exhaustively visit all elements of S reflects a nondeterministic choice out of the n!
possible paths, n = |S|, in the set of all permutations of the elements of S, mapping each
permutation, sy, s, ..., s, to its image f(...(f(f(x, s1), $2), ...), S»). We call the images
of these permutations alleles. Thus, generally, fold(f,x,S) is a pseudo function that
maps its arguments to one nondeterministically selected allele in its set of all possible
image alleles of S underf. However, in the special case where f(x, s) is associative and
commutative within the domain of its second argument (or at least over §), the set of
image alleles of fold(f, x,S) becomes a singleton and we can treat fold as a function:
regardless of the nondeterministic splittings of S, the image of fold(f, x, S) is the same
unique y € X.

We use the function foldalleles : (X XY — X)X X X P(Y) — P(X) to denote the set
of all alleles of the pseudo function fold : (X XY = X) X X X P(Y) ~ X:

(1w ifS =0
foldalleles(f. x.S) = {Uﬁs foldalielesf. f(x. .5 \ {s) otherwise )

Observe that by definition, foldalleles has the following properties:

1. |[foldalleles(f,x,S)| > 1
2. |foldalleles(corevise(v),v,A")| < |foldalleles(corevise(v), v, A)| for action sets A’ C
A and valuation functions v.

Intuitively, fold(f, x,S) merely picks a nondeterministically chosen element out of
the set foldalleles(f, x, S ). We formalize this relationship in Lemma

Lemma 1. fold(f,x,S) € foldalleles(f,x,S); and ¥Yx € foldalleles(f,x,S), x is an
image allele of fold(f, x,S).

Proof. We outline a proof. Let S ' be the set of all permutations of all elements in S, with
n = |S|. Denote ordered sequences in §* as S¥ = [s¥, 5%, .., sk], 1 < k < n!. Structurally,
fold(f, x,S) recursively traverses one permutation S € S* for a nondeterministic value
of 1 <k < n!andreturns f(...f(f(x, %), s%)..., s¥). On the other hand, foldalleles(f, x,S)
traverses all S¥ € §*,1 < k < n! and returns | J; <o {f (... F(f(x, s’{), s’é)..., s5)).

The significance of Lemmaﬂ] is that in the special case where foldalleles(f, x, S) is
a singleton, then the image of fold(f, x, S) is the same unique element in this singleton,
regardless of the sequence of nondeterministic choices that fold(f, x, S) makes.
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3 Guards

A guard g = p(ni,ny,...,ng) is a function of k € Ny arguments that given a valuation
function v € V, maps a sequence of values d; = v(n;),0 < i < k to a Boolean. We denote
the set of all guards as G. For g = p(n,ny, ..., n;), we use gN to denote the arguments
(read variables) of p. For example, let g; = p(wl) = wl < WLmin, where wl € Name
and WLmin € D represents some (symbolic) value. Then g;(v) = {wl}.

We use v |= g to denote the evaluation of a guard g in the context of a valuation
function v, which produces a Boolean value. For example, if v(pvwl) = 20 and the
constant WLmin is instantiated to 35 then v £ g is true.

4 Actions

An action a € Name* x DF - V)is a pair of a finite sequence (n;,ny,...,ng) of
k > 0 argument variable names n; € Name,1 < i < k, and an update function
A(p1, p2s ..., pr)lambexp. We denote the set of all actions as A.

For a = ((ny,na, ...,mx), u) and v € V, we use a®(v) to denote the set {m;, mo, ..., my}
of its arguments or read variables m; € Name,V1 < i < k of a in the context of
v; aY(v) to denote the instance of u, the update function of a, in the context of v;
and a"(v) to denote the set of write variables of a in the context of v, defined as
Dom(a’ (v)(v(n1), v(n2), ..., (1))

We refer to aV(v) = a®(v) U a%(v) as the set of variables of a in the context of v.
Also, we extend our a¥ (v), aVv(v), aR(v), a% (v), aV, a®, and a" notation from individual
actions to sets of actions in the obvious way, e.g., the write variables of a set of actions
ACAis AY(WV) = Uzea a¥ (), ete.

Example 1. Consider action a; = ({), A)(£in := 1)) where £in € Name. Then for all
v eV wehave af = 0 and a} = {fin}.

Example 2. Consider action a, = ((wl, £in@, fout®,wl®, t0, t), A(wl, fin,, fout,, wly,
to, YWl := wly + (fing — fouty) X (t — tp))) where £in@, fout®, wlo, t0, t € Name. Then
for all v € V we have af = {£in0, fout®, w10, t0, t} and a)) = {wl}.

Performing an action a = ({n, ny, ..., n;), u) € A in the context of a valuation func-
tion v € V such that a¥(v) C Dom(v), applies the update function u on n;’s to yield
a new valuation function, v, where generally Dom(v") # Dom(v) and the intersection
Dom(v') N Dom(v) may or may not be empty. We use the function perform : VXA — V
to obtain V' by performing an action ({(ny, ny, ..., ix), u) € A in the context of v € V:

V' = perform(v, ({ny, ny, ..., n;), u)) = u(v(ng), v(ny), ..., v(ng))) 4)

For convenience, we gloss over formal details of lambda expressions and use the
typical syntax of imperative programming languages for assignment statements and
expressions, if-then-else and loop constructs, and sequential composition to represent
actions.
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Observe that v/, the image of perform(), represents merely the “change” that results
from performing the action ({n, ny, ..., n), u) in the context of v. Intuitively, v’ is not an
“updated version” of v, but rather the “change delta” to v. We use the function revise()
(Equation [I)) to incorporate the image of a perform() into another valuation function.
See the CRM semantics defined in Table[T]in Section[7]

Example 3. Consider action a = ({c,d, b),u) where u = A(x,y,2)(x := y * z), with
v(b) = 6, and v(d) = 3. Since ({c,d, b), A(x,y,2)(x := y * 2)) = {c}, we have:

V' = perform(v, ({c,d, b),u)) =
Ax,y, 2)(x := y = 2)(c, v(d), v(b)) =
A(x,y,2)(x ==y *2)(c,3,6) =
(c:=3%6)=[crH 18]

Definition 1 (Equivalent actions). Two actions a;,a, € A are equivalent, denoted as
ay = ay, if and only if for all valuation functions v € V we have perform(v,a;) =
perform(v, ay).

4.1 Non-conflicting actions

Consider two actions a1, a; € A and the execution of their sequential composition a;; a;
in the context of a pre valuation function v € V. In this case, first a; executes in the con-
text of v and its execution produces an “update” valuation function u; = perform(v,a;).
Next, a, executes in the context of the valuation function u’ = revise(v, u;, 0) and pro-
duces the “update” valuation function u; = perform(u’, a,). Finally, revising u’ using
uy yields the post valuation function u” = revise(u’, u,, 0).

Conceptually, in contrast, concurrent execution of a; and a; in the context of v starts
at exactly the same time when both actions “observe” the exact same pre valuation
function v. Once both executions complete, they yield two “update” valuation functions
v; = perform(v,a;),i € {1,2}. Now depending on the order in which we apply v; and
vy to cumulatively revise v, we obtain one of the two post valuation functions v, =
revise(revise(v, v;, 0), v3_;, 0),where v{ = v} may or may not hold. We say actions a;
and a, conflict in the context of a valuation function v if v{ # v/, and say they are
non-conflicting in the context of v, otherwise.

The significance of non-conflicting actions is that not only they can be executed
concurrently, regardless of the order in which their respective resulting “update” valu-
ation functions are used to revise their common pre valuation function, we obtain the
same unique post valuation function. We use nonconflicting : A X A XV — B to de-
note whether or not two actions conflict in the context of a specific valuation function,
where:

nonconflicting(ai, ax,v) &
revise(revise(v, vy, 0), v2, 0) = revise(revise(v, v,, 0), vy, 0) ®))
where: v; = perform(v, a;),i € {1,2}

We use neverconflicting : A X A — B to denote whether or not two actions have
absolutely no conflict in the context of any valuation function.

neverconflicting(a,a;) < (ve€V = nonconflicting(a;, az,v)) 6)
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4.2 Concurrent actions

To define the valuation function that results from performing a set of actions A € A
concurrently in the context of a valuation function v, we first define an auxiliary func-
tion. The auxiliary function corevise : V — (V X A — V) maps a valuation function
z € V to another function corevise(z) € VX A — V where:

(corevise(z))(v, a) = revise(v, perform(z, a), 0) @)

See Equation [I] for revise.

We use nonconflicting(A, v) to extend the notion of non-conflicting pairs of actions
in Equation [3] to sets of actions A € P(A): intuitively, a set of actions A € P(A) is
non-conflicting in the context of a valuation function v € V if starting with the pre valu-
ation function v, applying the “update” valuation functions that result from performing
all actions in A to cumulatively revise v in any sequential order yields the same post
valuation function.

Formally, the set of actions in A are non-conflicting in the context of a valuation
function v € V if we have:

nonconflicting(A,v) < |foldalleles(corevise(v),v,A)| = 1 (8)

Analogously, we define conflicting(A, v) to denote:

conflicting(A,v) & |foldalleles(corevise(v),v,A)| > 1 ©)
We use neverconflicting : P(A) — B to denote whether or not a set of actions have
absolutely no conflict with each other in the context of any valuation function.
neverconflicting(A) < (ve€V = nonconflicting(A,v)) (10)
Lemma 2. Forv eV and B C A C A, nonconflicting(A,v) = nonconflicting(B, v).
Proof. From property 2| of foldalleles in Equation [3| we have
B C A = |foldalleles(corevise(v), v, B)| < |[foldalleles(corevise(v), v, A)|

By Equationwe have |[foldalleles(corevise(v), v, A)| = 1. Thus, |foldalleles(corevise(v),
v, B)| < 1. From property [I|of foldalleles in Equation 3| we have |[foldalleles(corevise(v),
v, B)| > 1. Therefore |foldalleles(corevise(v), v, B)| = 1.

Using corevise, we now extend the definition of perform from performing an action
a € A (Equation[d) to performing a set of actions A C A, concurrently in the context of
a valuation function v as follows:

perform(v, A) = fold(corevise(v),v,A) (11)
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Strictly speaking, the image of perform(v, A) in Equation|T1]is one nondeterministically
selected alternative out of a set of the image alleles of the pseudo function fold (Equa-
tion @]) However, in the special case where nonconflicting(A, v) holds, by Lemmaﬂ] and
Equation [§] perform(v, A) maps to a unique image, which justifies treating the pseudo
function perform(v, A) as if it were a true function analogous to perform(v, a)E]

Lemma 3. Forz,veV,anda,a;,a,a3 € A C A we have:
1. idempotency:
(corevise(z))((corevise(2))(v, a), a) = (corevise(z))(v,a) = v
and moreover, if nonconflicting(A, v), then:
2. associativity:

(corevise(v))((corevise(v))((corevise(v))(v,ay), az), az) =
(corevise(v))((corevise(v))((corevise(v))(v, az), az), ay)

3. commutativity:
(corevise(v))((corevise(v))(v,ay), az) = (corevise(v))((corevise(v))(v, az),ay)

Proof. We sketch a proof as follows.

1. idempotency: Follows from Equation [/| and the idempotency property of revise in
Equation [I]

2. associativity: Let v; = (corevise(v))((corevise(v))((corevise(v))(v,ay), az),as) and
v, = (corevise(v))((corevise(v))((corevise(v))(v, a»), a3), a1 ). Observe that {v;,v,} C
foldalleles(corevise(v), v, B) (see Equation [3). We have B = {a;,a,, a3} C A and
nonconflicting(A,v). By Lemma [2] then, we have nonconflicting(B,v), which by
Equationmeans [foldalleles(corevise(v), v, B)| = 1. Therefore v; = v,.

3. commutativity: Similar to the argument for the case of associativity, above.

Recall that generally perform(v, a) is neither associative nor commutative nor idem-
potent over a set of actions A (see Equation [)). By its definition (Equation [7)), then,
(corevise(2))(v, A) is also neither associative nor commutative over A. Lemma [3] how-
ever, establishes that (corevise(z))(v, A) is idempotent; and if nonconflicting(A, v) holds
then it is also associative and commutative.

6 Observe that whereas v/ = perform(v, a) for action a € A evaluates to an “update change” to v,
the evaluation of v’ = perform(v,A) for A C A yields a “replacement” for v. Conceptually, an
update change to v differs from a replacement for v in that on the one hand, generally, the rela-
tion Dom(v) € Dom(v") may (or may not) hold. On the other hand, Dom(v) € Dom(v") always
holds because revise is monotonic, i.e., for #’ = revise(u, z, N) we have u’ 2 u. Thus, a replace-
ment can also harmlessly be considered an update change, i.e., just as for w = revise(v, V', 0)
we have w = revise(v, w, 0), we also have v’/ = revise(v,v"”,0). Therefore, we ignore their
subtle distinction and treat both perform(v, a) and perform(v, A) as expressions that evaluate to
an update change for v.
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4.3 Sequential composition of concurrent actions

We have assumed that the syntax of actions supports sequential composition of actions
ai,a; € A, which we denote here as a;; a; (see the text that follows Equation E]) We
now extend the sequential composition of actions to sequential composition of sets
of actions Aj,A; € P(A), which we denote as Aj; A,. Intuitively, A; A, is a single
(composite) action that first performs all actions a € A; in some arbitrary order, and
then performs all actions a € A; in some arbitrary order.

In Section we showed the valuation function that results from performing the
composite action a;;a, in the context of a valuation function v € V. We now use
Equation [IT] to define the valuation function that results from performing the action
Aq; A in the context of a valuation function v as:

perform(v,Ay; Ay) = perform(perform(v,Ay), A;) (12)

Observe that whereas the image of perform(v, a;) is an “update” valuation function for
revising v, the image of perform(v, A)) is a “replacement” valuation function for v, and
therefore revise(v, perform(v,Ay)) = perform(v,A;). See Footnote@

For convenience, we also define perform(v, A; a) = perform(perform(v, A), {a}) and
perform(v, a; A) = perform(perform(v,{a}), A), where a € A and A € P(A).

5 Rules

A rule r € G X P(A) is a pair of a guard and a set of concurrent actions. We denote the
set of all rules as R.

For r = (g,A) € R, we use ° and * to denote the guard and the set of actions of
r.Forv e V, we call V(v) = ()N (), r® = (PR, and ¥ (v) = ™)V (v) the variables,
the read-only variables, and the write variables of r, respectively. We call P =
) U r" () U (r9V the scope of arule r, and ¥ = [,ey r° (v), the superset of the
scope of r. Moreover, we extend our 7¢, 4, ¥ (v), ¥, rW (v), ¥S (v) notation to sets of
rules in the obvious way, e.g., the scope and the superset of the scope of a set of rules
RCRare R°(v) = U,cg P (v) and RS = | J,x 5, respectively.

A rule r € R is enabled in the context of a valuation function v € V only if v | r¢
and nonconflicting(r*, v).

Example 4. An inflow controller rule for the case of low water level has a guard that
checks that the level is below the safe minimun. When the guard is true, the rule is
enabled and fin is set to 1.

((<’wl>,\lambda wl. wl <= WLminSafe), {(< >,\lambda (). ’fin := 1)}))

Definition 2 (Equivalent rules). Two rules r; = (g;,A;),i € {1,2} are equivalent, de-
noted as vy = r, ifand only if gy &< gy ANA| = Ay.

We also extend the notion of equivalence from individual rules to sets of rules. We
say two sets of rules R;,i € {1,2} are equivalent, denoted as R; = R», if and only if
r, € R;, = dr;_; € R3_; such that r; = r,.
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6 Concurrent Rules Machines

A Concurrent Rules Machine (CRM) is a concurrent transition system that interacts
with its environment. A CRM consists of an interface, a set of initialization actions, a
set of rules, and a set of termination actions.

Definition 3 (Concurrent Rules Machine). A Concurrent Rules Machine (CRM) con-
sists of a tuple (I, Ay, R, T) € (P(Name) X P(Name) X P(Name)) X P(A) X P(R) X P(A)

where:

I = (Exp, Imp, Sh) € P(Name) x P(Name) x P(Name) is its interface where:
o Exp, Imp, and Sh are mutually disjoint,
o {envstep} C Sh,

Ay C A is the finite set of its initialization actions such that neverconflicting(Ao).
— R C Ris its finite set of rules,
— T C A is a finite set of termination actions such that neverconflicting(T).

The sets of variable names Exp, Imp, and Sh in the interface I constitute the sets of
exported, imported, and shared variable names of the CRM, respectively.

The distinguished shared Boolean variable envstep € Sh coordinates the interaction
between a CRM and its environment; see Section[7]

We denote the set of all concurrent rules machines by CRM and use Ocrm to denote
the empty concurrent rules machine ((0, 0, 0), 0,0, ®). We use C!, C*, CR, and CT to
refer to the interface, the set of initialization actions, the set of rules, and the set of
termination actions of a CRM C € CRM, respectively. We use CE7, C™ and C5" to
refer to their respective elements in C'. We call C"0 = (A()Y the initialized variables,
CS = (C®S u@AYRu Y uTV Uty C3 the scope of C, CR? = (CRYR U (Ag)R U
Cmp y C5" the read variables of C, C¥ = C% U (CF)W U TV the write variables of C,
and CP™ = CS \ (CE® U C"P U C1) the private or local variables of C. We use C* to
denote the set of read-only variables of C, defined as C** = C5 \ CV.

Intuitively, the exported variables in C* are the interface variables that C offers as
read-only variables to its environment: C, another CRM, or the environment can read
the values of the variables in C¥, but only C has the right to change the values of
variables in CE%. The imported variables in C™ are the interface variables that C uses
as read-only variables: another CRM or the environment has the right to read or change
the values of variables in C/, but C may use them only as read-only variables. The
shared variables in C*" are the interface variables that C shares with its environment for
both read and write: C, another CRM, or the environment may atomically read and/or
change the values of variables in C*".

Definition restricts the scope of the rules in CF to the set of interface variables in
C! and the (local) variables initialized by the initialization actions in C*°. The initial-
ization actions in C40 must be never-conflicting and they must initialize the exported
interface variables in CE. Neither initialization actions in C** nor rules in C* may
modify the values of the read-only interface variables in C”.
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Example 5 (Water tank CRM). The water tank component of our running example (Sec-
tion can be modeled as a CRM, WL (water level), in the pseudo-code below. In
this (and other pieces of) pseudo code, we use the convention that unquoted names
(such as t, £in® or WL.R), represent (global or local) mathematical variables, whereas
quoted names (such as ’fin, ’time, or’wl), represent CRM program variables (vari-
able names) which will be replaced by their respective values that the CRM semantics
(see Section[/)) finds through look-up in its valuation function at run time.

To be concrete, we fix the global parameters as follows: WLmin = 1, WLminSafe =
2, WLmaxSafe = 3, and WLmax = 4. We assume that initially the water level is at
WLminSafe. The water level CRM computes the level at the current time (the value of
"time), given the water level at the previous time, t®, and the control settings at t®.
When the water level rule executes, the environment has already overwritten ’ time,
and the control variables. Thus at each step these values need to be cached for the next
step. To do so, we introduce private variables ’t® (to store the previous time), to know
how much time has passed, and *£in® and ’fout® ( to store the values of ’fin and
"fout at the previous time). These variables are set by termination actions. Note that
there is no need to cache the value of ’wl as it will have the value at the previous time
when the water level rule executes.

WL = (WL.I, WL.A®, WL.R, WL.T)
where
WL.I = ({’fin, ’fout, ’time}, {’wl},{})
--- the interface with imports (’fin ’fout ’time), exports (’wl)
and no shared variables ({}).
WL.A® = {(< >, \lambda (). ’wl := WCminSafe)}
--- the initialization action
WL.R = { (true, {a.wl})}
--- the rule updating the water level
WL.T = {(< ’"time, ’£fin, ’fout >,
\lambda (t, fin, fout).
{’t® := t,’fin® := fin, ’fout® := fout} )}
--- the termination action that caches the
values of ’fin ’fout and ’time
and
a.wl = (< ’£fin®,’ fout®,’t®,’ time , ’'wl >,
\lambda (fin®, fout®, t0O, t, wl0).
'wl := wl® + (fin® - fout®) * (t - t0®) )

7 CRM semantics

Informally, a CRM C iterates indefinitely, performing the actions of some of its rules,
in mutual interaction with the environment. In each round, it interacts with the envi-
ronment to obtain new observation values for its imported and shared interface vari-
ables, then nondeterministically picks a subset of its enabled rules whose action sets

7 In cyber physical models, we assume the environment provides a notion of time (see time in
yber phy p
Section EI) The imported variable ’ time in our pseudo-code represents time in SectionE}
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are non-conflicting, and atomically performs those actions to revise its current valua-
tion function for its next round. Meanwhile, the environment independently, perhaps
continuously, changes the values of some of the interface variables of C. We use the
distinguished Boolean variable envstep to coordinate the interaction between a CRM
and its environment (see multi-steps, below [}

Pick V! € V such that RequiredVars € Dom(V~"); see Equation[[3]for RequiredVars.
Vi = perform(&, S T)

&= revise('V~!, [envstep — T1,0) ifi=0
) interact(V=!, CE®¥ U CP" U {envstep}) otherwise

revise(V, xchange(V), P) if V(envstep)

interact(V, P) = { % otherwise

St = pickedacts(EL, 0, &, i > 0)

o s if F =0V (I A Toss()
pickedacts(F, S, V.I) = {annex(A, F \ {A},S, V) otherwise, where A € F

pickedacts(F,S U A, V, T) if nonconflicting(S U A, V)

annex(A, F, S, V) = { pickedacts(F,S,V,T)  otherwise

o _ [ 140} ifi=0
R™1{A](g,A) € R,E k g A nonconflicting(A, &)} otherwise

Table 1. Semantics of a CRM C = (I, Ay, R, T)

7.1 CRM Operational Semantics

Formally, we define the dynamic behavior of C = (I,Ao,R,T) € CRM as an iterative
revision of its valuation function, V, where for i € Ny, its revised version, V", for the
i" iteration is derived from its i — 1" iteration version, V!, as defined in Table[l] The
iteration starts by the environment providing a valuation function V! € V to initialize
those interface variables of C that are not initialized by its initialization actions Ay, i.e.,
by picking a V! such that Dom(V~") C RequiredVars where:

ReguiredVars = C"™ U C" \ (A} UT") (13)

Conceptually, in every round the equations in Table |I| specify two sequential steps
through which first the environment of C and then C take turns to change the values of

8 Observe that by Deﬁnition envstep € C5" for every CRM C.
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the variables in C’, the interface of C E] For i € Ny, & represents the valuation function
that reflects the incremental modifications that the environment makes to the values of
the variables in C' as round i begins (i.e., before C acts).

The pseudo function 7oss : O ~> B in the definition of pickedacts nondeterministi-
cally maps to T or L.

Example 6 (Sample WL execution). The listing below gives the sequence of valuation
maps of a possible execution of WL when the environment provides time in unit in-
crements (and values of ‘fin, ‘ fout). First the environment writes initial values for
time (= 0), ‘“fin = 1, and ‘fout = 0. The the initialization actions WL .A® of WL are
executed (‘wl = 2.0) followed by the termination actions WL.T that cache the values of
‘time, ’fin, ’fout as 't0‘fin, ’fout. This is followed by alternations between the
environment action and execution of the rule WL .R.

time fin fout wl t®0 £fin® fout®d

0 1 .5 Env initiates
2.0 0 1 .5 WL AO;T

1 0 1 Env writes
2.5 1 0 1 WL,R ; WL.T

2 1 0 Env writes
1.5 2 1 0 WL,R ; WL.T

3 1 0 Env writes
2.5 3 1 0 WL,R ; WL.T

We can also execute symbolically. Suppose at time O the water level is wly and we
fix fout to be 0.75. Let fin; be the value of * fin at time j . Then wlj, the water level at
time j is given by

wly = wly + (fing — 0.75)
wly = wly + (fin; — 0.75) = wly + finy + fin; — 1.5

le+1 =wly + Z,-e[o,_ﬂﬁni + (] +1)x0.75

Initialization. Initially as round O begins, the environment of C must pick an arbitrary
valuation function V! to give values to at least the set of variables in RequiredVars
defined in Equation[I3]

Fori = 0 we get & = revise('V~!, [envstep — T1,0), where [envstep — T] € Visa
function that maps the distinguished variable envstep to T[Ey] (see Equation|1) Thus we

° Of course, in every turn, C may change its own private variables, as well. However, these
changes are not directly visible outside of C; the environment will indirectly observe the impact
of changes to local variables of C as/if they alter the values of the export and shared interface
variables of C.

10 The default value of T for envstep in V° means that by default, Tableensures that successive
steps of the behavior of C are interleaved with updates of its interface variables to reflect the
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have &°(envstep) = T and for all x € Dom(v) \ {envstep} we have E°(x) = V™! (x). Then
through perform(&', S'; T) in V' = perform(E', S'; T), C performs for i = 0 the set S° =
Eg = Ay of its initialization actions, sequentially followed by the set of termination
actions 7', within the context of the valuation function &° to yield the valuation function
for the next round (see Equation [12)). This ends round i = 0.

Observe that for i > 0, depending on the nondeterministic evaluation of Toss(),
the function pickedacts(Ei,0,E,i > 0) may evaluate to () regardless of whether or
not E% = 0. This observation means that a CRM can always refrain from performing
the actions of any of its enabled rules in a round i > 0. However, the evaluation of
S = pickedacts(E%,0,E°,0 > 0) shows that S® = 0 only if E} = Ay = 0. In other
words, a CRM cannot “skip” performing its initialization actions in round i = 0.

Multi-steps. In Table |1} the initial valuation function &° sets the value of the distin-
guished private variable envstep to T. Therefore, unless an action in Ay changes the
value of envstep, we have V'(envstep) = E°(envstep) = T.

For i > 0, the valuation function &' is obtained through (possible) interaction with
the environment, formalized as function inferact : V X P(Name) — V in Table[T] The
value of V~!(envstep) determines whether (1) interact yields V= (if VI~!(envstep) =
1), in which case C takes another turn without interference by the environment, in the
context of the valuation function & = V!, or (2) the environment takes a turn (if
Vi=!(envstep) = T). Thus, by setting the value of the distinguished private variable
envstep, C can decide to take one or more steps between every two successive steps by
the environment.

Interaction with the environment. If V~!(envstep) = T for some i > 0, the environ-
ment takes its turn to incrementally modify the values of some of the interface variables
in C/, an activity that we represent by the pseudo function xchange : V ~» VE] We use
the function revise (see Equation [T)) to incorporate these incremental modifications by
the environment into V'~! to produce &', the valuation function in the context of which
C must determine and perform its set of enabled actions S’ in its next iteration for i.
Generally, nothing prevents the environment from changing the values of the export
variables of C (which C offers as read-only to the environment) or the local private
variables of C (which only C must be able to modify). To account for this undesirable
fact, we allow the valuation function that is the image of xchange('V'"!) to possibly
map some of the variable names in CE U CP to new values. In order to preserve the
integrity of the protected variables in CE?UC"™ however, the definition of &' in Table][l]
excludes their modification through the second argument of inferact (which serves as

changes in the environment. Of course, C can change this default by changing the value of
envstep in its initialization actions or by the actions in its rules.
Observe that having xchange as a pseudo function imposes no restriction on how the environ-
ment may behave; the behavior of the environment may neither be computable, nor expressible
as a function. Regardless of how/why nature/physics changes certain properties of the environ-
ment, intuitively, xchange serves as a sensor reading function that modifies the values of some
of the interface variables of a CRM, based on its snapshot of, e.g., the energy level of a battery,
the velocity of a moving object, the water-level in a tank, ambient humidity, temperature, etc.



16 Farhad Arbab and Carolyn Talcott December 14, 2024

the third argument of revise in the definition of interact). This exclusion guarantees that
forall i > 0 and x € CB? U CP"" we have &'(x) = Vi (x).

Enabled actions. For i € Ny, the set S’ contains the enabled actions that C decides
to perform in its /" round of recursion. The set S’ is recursively constructed by mutual
recursion of functions pickedacts and annex, which together pick a nondeterministic
subset of E;e- The set Eﬁe contains the sets of actions of the enabled rules in round i.

Fori = 0, Eg contains the set of initialization actions of the CRM C, i.e., Eg =
{Ao}, and we have S° = pickedacts({Ag}),0,E°, 1). Since the condition {Ag} = 0 V
L A Toss() in the definition of pickedacts evaluates to L and A € {Ag} = A =
Ao, we have pickedacts({Ag}), 0,E°, L) = annex(Ao,{Ao} \ {Ao}, 0, EY). By definition,
neverconflicting(Ao) = T. Thus annex(Ao, {Ag} \ {Ao}, 0, E) = pickedacts(0, Ay, Eg, T).
Consequently, the condition @ = @V (T AToss()) in the definition of pickedacts evaluates
to T and we have pickedacts(0, Ay, Eg, T) = Ap. Therefore, S° = A.

For i = 0, as we saw above, what Toss() evaluates to is irrelevant. For i > 0, the non-
deterministic image of Toss() together with the nondeterminism inherent in the choice
of A € F steer the mutual recursion of pickedacts and annex to nondeterministically
pick a “flattened” subset of the action sets in El, that are non-conflicting in the context
of the valuation function &', as the set S’ of the enabled actions to be performed in
round i. Note that the actions in S’ may belong to different rules whose guards evaluate
to true. In other words, C does not select one enabled rule to perform its actions; it
selects a subset of its enabled rules and performs the actions in their action sets. Thus,
depending on whether or not C selects one of its enabled rules r, C performs either all
or none of the actions in the actions set of r. Note also that C may “idle” in a round
if for some i > 0, we have E', = 0 or if evaluating pickedacts(E%,0,E',i > 0), Toss()
nondeterministically evaluates to T.

Observe that in Table [1| if V" "!(envstep) = T for i > 0, then we have & =
revise(Vi=!, xchange('V'="), CE¥ U CP'"). This means that even if S’ = 0, through
xchange(V'™"), the environment may change the name-value bindings in V!, from
which we obtain V", In other words, interaction with the environment may allow C to
progress in round i regardless of whether or not C idles in round i — 1.

7.2 CRM behavior

Observables. Initially, the environment may set the values of all variables in C"?UCS",
The recursive definitions in Table[I|state that in round i > 0 the environment can change
the values of the variables in the domain of the valuation function that is the image of
xchange('V'=1). These changes affect the behavior of C only if they involve the interface
variables in C'? U CS", So, the set of relevant variables whose values the environment
changes in rounds i > 0 is (C" U C") N Dom(xchange(V'~")). Combining the two
cases, we conclude that the set of C variables whose values the environment changes in
the i” round is:

Mi, = (C™ U ") N (i = 0 2 Name : Dom(xchange('V'™'))),i € N
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From Table [1| we derive the set of variables whose values C may change in the i
round as the write-variables of the set of actions that C performs in round i:

M.=T"U U AV ()i e N, (14)
AeS'!

Therefore, the set of all C variables whose values may change (are written) between the
ends of rounds i — 1 and i is M' = M}, U M. or:

M' = ((C"™ U "y n (i = 0 2 Name : Dom(xchange(V"")) UML,ie Ny (15)

Binding values to the variables in M constitute the difference between the mappings
of V=1 and V". Observe that M can be partitioned into four disjoint sets of variables:
cEw cm, S\ ML, and ML\ (CE? UCS"). Only C can change the values of its internal
variables in ML \ (CE* U C") and those in C*7, and only the environment can change
the values of the variables in C" and CS" \ ML. But both C and the environment may
change the values of the variables in Mic N C" in the i" round.

Nevertheless, there is no race condition between C and the environment over their
shared variables in Mé N CS". Table 1| states that C performs its actions that make
changes to the values of the variables in M. (through fold(corevise(E'),E',S")) only
after the environment has made its possible changes to the values of the variables in
St to produce &'. Therefore in the i round, (1) the values that C reads for the shared
variables in M. N C Sh are what the environment has set for them in &, and (2) in V/,
any change that C makes to the values of the shared variables in Mic N C3" overrides
the values that the environment may have bound to these variables. Moreover, by Equa-
tion |8} regardless of the nondeterministic choices made by fold (see Equations |1 1{and
12)), the image of perform(E', S*; T) is the same unique V".

We use O' to denote the observable of the i round, which we define as the set of
name-value pairs (n,v) € Name X D for every variable in M' that acquires a new value
through actions of either the environment or C in round i:

o' = | i Vi), i e N (16)

neM!

Behavior. We identify a run of a CRM C as an infinite sequence (0%, 0', 0?,...) €
(P(Name x D))® of observables O'. The CRM behavior of C, denoted as B(C), consists
of the set of all of its runs.

Lemma4. For C' = (E\,I',S%),AL, R, T") e CRM, i € {1,2):
E'=E*AI'=PAS' =57

A = B(C") = B(C?
A= AZAR' =R AT =T

8 An algebra of CRMs
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8.1 CRM containment, union, and intersection

For C,C, € CRM, we write C; C C, if and only if C, component-wise contains Cy,
that is, if and only if (C77 € CEP) A(CT™ € CPYA(CS" € CSYA(CI € CI)A(CR €
chHncl ccl).

Analogously, we define C; U C, and C| N C; for the structures that result from,
respectively, the union and the intersection of the corresponding structural components
of the tuples that form C; and C,.

Properties of containment, union, and intersection.

For all Cy, C, € CRM, their intersection C = C; N C, € CRM.
For all Cy, C, € CRM, their union C = C; U C; € CRM if and only if:
e The three sets Cfx"’ U ng” , Ci’"” U Cém” , and C{" U C5" are mutually disjoint;
o (CIPUC)YN(C™UCT™) = 0;
. neverconﬂicting(C‘?o U C?“); and
e neverconflicting(C IT U CZT ).

CRM intersection is associative, commutative, and idempotent.
— CRM union is associative, commutative, and idempotent.
For C € CRM:

e CUOQcrm =C

e CNOcrm = Ocrm

8.2 CRM product

Informally, the product of two CRMs is a CRM whose behavior is the same as the
behavior of the concurrent execution of the two CRMs. As such, the product of two
CRMs is very much like their union, except that the union of two CRMs is not always
a CRM (see Paragraph[8.1), whereas the product of every two CRMs is always a CRM
(see properties of product, below).

Definition 4 (CRM product). Let C;,C; € CRM such that their initialization and
termination actions do not conflict, and they share no private variables:

- neverconﬂicting(C’lq“ U CQ").

- neverconﬂicting(CIT U C2T).
Pri Priv _

— Cler n Czer — 0'

The product of C1 and C, denoted as C; X C, is C = (C/, Cf” U C’;“, Cf U C§, CIT U CzT)
where:
CI — (CExp’ Clmp’ CSh)
xp _ ~Ex) Ex,
CEv = €1 U Gy
Clmp — (Clmp U szl)) \ (CExp U CSh))
CSh — (th U Cgh) \ CExp
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Intuitively, the product of two CRMs C; € CRM, i € {1, 2}, consists of their union
after their conflicting elements are symmetrically removed. Conflicts of interface vari-
ables are resolved following the policy that export takes precedence over shared which
in turn takes precedence over import. Specifically, any x € Cfx” that C; exports remains

an export interface variable in C X C,. If C; exports a variable x € Cfx” N (Cg’fi.’ ucy)
that C5_; either imports or shares in its interface, then x remains an export interface
variable in the product CRM. If C; shares a variable x € C iSh N C;T‘f that Cs_; imports in

its interface, then x remains a shared interface variable in the product CRM.

Properties of product.

For all Cy, C, € CRM their product C = C; X C, € CRM.

CRM product is associative, commutative, and idempotent.

For all C € CRM we have C X Ocrm = C.

For all C|,C, € CRM if C; U C; € CRM then their product and union have:
e the same behavior: B(C; X C;) = B(Cy U Cy)
e the same interface: (C; X Cy)! = (C, U Cy)!

8.3 Hiding

Hiding is an operation that removes an interface variable of a CRM. An interface vari-
able x of a CRM C € CRM can be hidden only if x is among the variables that C
initializes, i.e., only if x € CA . Thus, because C' N C* = (, a variable x of C can be
hidden only if x € CE¥ or x € CS" N CAv .

Definition 5 (Hiding). By 3[x]C we denote hiding a variable x € (CF* U C5") n A
of a C € CRM, where A[x]C = (I,C%, CR,CTy and I = (CF® \ {x}, C"P, CS" \ {x}).

Removing x from the interface of C makes x a private variable of C, but does not
affect any of its rules or actions.

Observe that for x,y,z € (CE? U SN cAY , hiding is associative, commutative,
and idempotent. Therefore, we extend our notation for hiding from a single variable
to a set of variables, i.e., for a set S = {x;,x2,...,x,} of 0 < i < n variables x; €
(CE» U CShy N A, we define A[S]C = A[xy, X2, ..., %,]C = I[x;13[x2]...3[x,,]C, where
the order is irrelevant.

8.4 Sequential composition of CRMs

In this section we introduce two CRM sequential composition operators: the cyclic (;)
and the sum (+) composition. Each of these compositions combines two CRMs into
a composite CRM whose behavior consists of sequences of macro-steps, in each of
which the first and the second component CRM takes its turn to perform one round of
its rule-execution as a micro-step. The component CRMs no longer interact with the
environment at the end of their turns (i.e., the end of each of its micro-steps); instead,
the composite CRM interacts with the environment only at upon the completion of each
macro-step.
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Definition 6 (CRM cyclic composition). Let C1,C, € CRM such that they share no
private variables (i.e., Cf’”’ N Cg’”’ = 0). The cyclic composition of Cy and C,, denoted
as C1;Cy is C = (C!, A, R, T) where:

CI — (CExp’ Clmp’ CSh)
EXx, EX,
Chv =i u Gy
Clmp — (Clmp U szp) \ (CExp U CSh))
CSh — (CLIS”h U Cgh) \ CExp

A® = {turn := 0, envstep := J_;CAO;ClT;envstep = L;CAO;Cg;envstep =1}
R={(turn=1Ag,a)|(g.a) € CY}U{(turn =2 A g,a)| (g.a) € C5}

T ={{if(turn= 1) thenafila € CIT} U{if (turn =2) thenafi|a € C2T});
if (turnmod 2) = 0) then envstep := T else envstep := L fi;
turn := (turnmod 2) + 1}

where turn € Name represents a unique fresh new name obtained through new(Name)
(see Section[2.1|for new(Name)).

Intuitively, C = Cy; C, is a CRM that lets C| take a turn to perform C’s first micro-
step wherein C; performs its own choice of its enabled rules once, then lets C, perform
its respective micro-step to complete a macro-step of C, at the end of which the envi-
ronment gets to interact with C. The interface of C; C, is the same as the interface of
Cy X C,.

The initialization actions of C consist of a sequential composition of the initializa-
tion and termination actions of its component CRMs (see Equation[I2), and initializing
the fresh unique new variable turn = 0. Because A" sets envstep to L before every C;‘O,
the initialization actions of each component CRM (in C;“O) can detect whether their
respective CRM runs interacting directly with the environment (envstep = T), or as a
micro-step in some sequential composition (envstep = L), and initialize their respective
CRMs accordingly (see initialization of envstep in Table|[T).

The combination of the initialization action turn := 0 and the termination ac-
tion turn := (turn mod 2) + 1 yield the following sequence of values for turn:
0,1,2,1,2,1,2,.... The conjunctions turn = i A g for i € {1,2} with the guards g
of rules (g,a) € C,R restrict C to run only the selected actions of the enabled rules of its
component CRM C;.

The termination action if ((turn mod 2) = 0) then envstep := T else envstep := L fi
permits C to interact with the environment only after its (micro-step) rounds where
turn has the value of either 0 or 2, i.e., only upon completion of every macro-step.

Observe that the initialization actions in C‘l“o and C‘z“o, and the termination actions
in CT and CJ, run concurrently in C; X C; as in C{‘O U CQU and C] U CJ, respectively.
As such, neverconflicting(C{° U C5°) and neverconflicting(CT U C1) are prerequisites
in Deﬁnitionfor C; X C; to be well-defined. In contrast, in cyclic composition (Def-
inition |6) and sum composition (Definition , the initialization actions in Ci‘o run be-
fore those in Cg‘o, and the termination actions in C! run before those in C}. As such,
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neverconflicting(C* U C3°) and neverconflicting(CT U CT') are not required for cyclic
and sum compositions to be well-defined.

The cyclic and sum compositions differ only in when they perform the termination
actions of their component CRMs. In cyclic composition (Definition [6)), the composite
CRM performs the termination actions of its component CRMs at the end of each of
their respective micro-steps (including their micro-initialization-steps). In sum compo-
sition (Definition [7) the termination actions of component CRMs are performed not at
the end of their respective micro-steps, but only collectively at the end of each macro-
step.

Definition 7 (CRM sum composition). Let C;,C, € CRM such that they share no
private variables (i.e., C!"™ N C3"" = 0). The sum composition of Cy and C,, denoted
as Cy + Cyis C = (C!, Ay, R, T) where:

Cl - (CExp’ Clmp’ CSh)
xp _ EX] Ex|
CEr = C17 U Gy
Clmp — (Clmp U szp) \ (CExp U CSh))
CSh — (th U Cgh) \ CExp

AV = {turn := 0, envstep := 1, C‘l“n; envstep 1= 1; C‘Z“n;envstep =1}

R={(turn=1Ag,a)|(g.a) € CR}U{(turn=2Ag,a) | (g,a) € CX} U
{((turnmod 3) = 0,{CT; C1})}

T = {if (turn mod 3) = 0) then envstep := T else envstep := L fi;
turn := (turnmod 3) + 1}

and turn € Name represents a fresh new name obtained from new(Name).

The combination of the initialization action turn := 0 and the termination ac-
tion turn := (turn mod 3) + 1 yield the following sequence of values for turn:
0,1,2,3,1,2,3,1,2,3, .... The conjunctions turn = i A g for i € {1, 2} with the guards g
of rules (g,a) € C[’.e restrict C to run only the selected actions of the enabled rules of its
component CRM C;. The tailor-made rule ((turn mod 3) = 0, {CIT; CZT }) then performs
the composite action CT; CzT as an extra micro-step to end each macro-step.

The termination action if ((turn mod 3) = 0) then envstep := T else envstep := L fi
permits C to interact with the environment only after its (micro-step) rounds where
turn has the value of either O or 3, i.e., only at the end of every macro-step (including
initialization).

Example 7 (Interactive composition of WL and WC). The controller CRM, WC, for-
malizes the input controller described in Section [I.T}

WC = (WC.I, WC.A®, WC.R, WC.T)
where
WC.I = ({"wl ’time}, {’fin}, {3})
WC.A® = {(< >,\lambda ().’fin := WLminSafe0)}
WC.R = {wc.rl, wc.r2}
WC.T = {}
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where wc . r1 is the rule described in Example[d]and wc . r2 is the analogous rule for the
case when the value of 'wl is greater or equal to WLmaxSafe.

In composition WL and WC interact: the controller reads the water level written
by the water tank and the water level of the water tank is determined by the inflow set
by the controller and the outflow set by the environment in the previous step. Thus the
water tank rules should fire before the controller rules. To preserve the assumption by
termination actions that all (original) imports have been written before the termination
actions are executed, the termination actions need to be executed after all components
have executed. We choose to expose 'wl as an export, but to make ’ £in private. These
requirements are satisfied by the sum form of sequential composition operation (Sec-
tion [8.4) and the hiding operation (Section [8.3)). Thus we define:

WLWC = Exists[’fin] (WL + WC)
Using the definitions of sum and hiding we obtain

WLWC = [WLWC.I, WLWC.A®, WLWC.R, WLWC.T]
where

WLWC.I = [’fout ’t, ’wl, {}]

WLWC.A® = { {turn := 0} ; WL.A® ; WC.A02 ;

{envstep := false} }

WLWC.R = {(turn = 1) a.wl)

(turn = 2, a.wc)

(turn = 3, WL.T + WC.T)}
{if (turn=3) then envstep := true

else envstep := false fi;

turn := (turn mod 3) + 1 }

WLWC.T

Note that WL and WC satisfy the conditions for sum to be a CRM: combined initializa-
tion / termination actions of WL and WC read and write different variables, thus they
are conflict free; and WL and WC have disjoint private variables (WC has none).

We illustrate runs with micro steps, with a sample WLWC execution.

Example 8 (Sample run of WLWC). Fix fout = .5. Recall WLmin = 1, WLminSafe = 2,
WLmaxSafe = 3, WLmax = 4, and initially wl = 2.00, fin = 0. Below, we show the
valuation maps Vi j at each micro step j of step i. To avoid clutter, we show values only
where variables are assigned.

time fout wl fin t® fin® turn envstep

Vo 0 .5 2.00 0O 0 0 1 false
vll 2.00 2

v12 1 3

v13 0 1 1 true
v21 1 2.50 2 false
v22 1 3

v23 1 1 1 true
v3l 2 3.00 2 false
v32 0 3

v33 2 0 1 true
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8.5 CRM division

Just as product is an essential operation for composition of simpler CRMs into more
complex models, its inverse operation, division, is also useful for decomposition of
CRMs into simpler modules, e.g., for analysis, modular replacement, or (dynamic) re-
configuration. Definition [§]establishes which CRMs can be divided by other CRMs.

Definition 8 (CRM divisibility). Let C,, C, € CRM. We say C; is divisible by C; if:
1. C! subsumes C!, i.e.:
! Ex; Ex2
(a) C, PccC | P
(b) (C™ NC =0) A(CY CC™UCH? UCSh
h Ex,
(c) CrccPuc
2. ¢ el
3. C;J; subsumes CX,i.e,r,e CY = 3r,eCiAri=n,
4. ciccy
Lemma 5. Forall C,,C, € CRM, C; X C; is divisible by C,.

If C, is divisible by C5, then there exists a C such that C; = C, X C. Generally,
however, C is not unique: there may be more than one unique C whose product compo-
sition with C, yields C;. Therefore, Definition [9]defines the result of a division as a set
of quotients, instead of a unique CRM.

Definition 9 (CRM division). Let C;,C, € CRM. The division of C by C,, denoted
as C/Cy, is the set of quotients:

0 if Cy is divisible by C,
{Ocrm) otherwise

CI/C2={

where the set of quotients, Q, is:

E=(CM\ci"yuE™
=" \Ci"yure
S =(C\cHuse
Ap = (C\CY)UAY
R = (CF\ Roguiv) URY
T=CT\chur®

0=4(E,I1,S),A0,R,T)

and:

- (RSUAYUTYYN(EUTUS) =R uAN UTY)n(CPP ucl™ ucsh

- E¥cCcyPnct?

- Uy ucsh

- S n(cy?ucsh

- AFccl ) )

- Requiv ={ri|r € Cl’rZ € Czsrl =1}

- R¥ C Re uiv

-T7cC)

Intuitively, C;/C, produces a set of quotient CRMs the product of each of which

with C, is behaviorally equivalent to C.
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Basic Properties of Division

For all Cy, C, € CRM, every quotient C € C/C; is a CRM.
Every C € CRM is divisible by Ocgm and C/Ocrm = {C}.
For all Cy,C, € CRM:
1. if C; is divisible by C; then C; € C1/C5.
2.CeC/C, = CCC(.
For all C{,C, € CRM, C, € (C; x C3)/C5.
Forall C;{,C; e CRM,CiNCy =0crm = (C1 X Cr)/Cr ={C1}.
ForallC{,C, e CRM,Ce C,/C; = B(C X Cy) = B(Cl)

Example 9 (Water system CRM division). To illustrate the utility of division, we start
with an in/out controller CRM, WCIO. It has two rule sets: rules in RI read the water
level and set £in (see Example ; RO reads the water level and sets fout.

WCIO= (WCIO.I, WCIO.A®, WCIO.R, WCIO.T)

where
WCIO.I = ({’wl},{’fin, ’fout}, {}) --- imports, exports, shared
WCIO.A® = {(< >,\lambda (). ’fin := 0; ’'fout := .5)}
WCIO.R =

{ RI: {wc.rl, wc.r2}
RO: { (true, {a.wo}) }

}
WCIO.T = {}

Recall that rules wc.rl,wc.r2 are defined in Example|/| We also define a controller,
WCO, for fout.

WCO = (WCO.I, WCO.A®, WCO.R, WCO.T)

where
WCO.I = ({’wl}, {’fout}, {}) -- imports,exports,shared
WC0.A® = {(< >,\lambda (). ’fout := .5)}
WCO.R = { RO: (true,{a.wo}) }
WCO.T = {}

Then we have the following: WCO divides WCIO and WC is in WCIO/WCO.

9 Time in CRM

Since the concept of time is inherent in physics, representation of time is essential in
formal models of cyber-physical systems. We base our model of time on the concept of
dense time, and for simplicity represent time values as non-negative real numbers.

We call a stream of real numbers 6 € Ny — R non-Zeno progressive if:

1. forevery i € Ny, 6(i)) < 6(i + 1), and
2. for every n € Ny, there exists an i € Ny such that 6(i) > n.

We stipulate that:

1. there exists a distinguished variable, time € Name, whose value ranges over Rg to
represent the continuous passage of time.
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2. time is available as a read-only variable for CRMs to import; and
3. change of time is always reported, i.e., ve V = time € Dom(xchange(v)).

Note that by stipulation [I] above, the values of time represent the continuous pas-
sage of time. Therefore, the successive values of time form a non-Zeno progressive
infinite sequence of real numbers in R{.

The availability of time provided by the environment does not mean that a CRM
is required to import it, neither does it preclude the possibility of a C € CRM having
its own internal clock manifested as a local, shared, or exported variable time. Because
time progresses continuously, the value of fime changes at least as quickly as either C
or the environment performs its actions.

We say that a C € CRM shows an explicit sense of time in its run o if time € C*?,
In this case, for i € Ny, by Equation |L5| time € M' and by Equation a name-value
pair (time, t) exists in every observable O' in o. Moreover, by stipulation |1, above, the
t values of the (time,t) pairs in successive observables 0',i € Ny form a non-Zeno
progressive sequence of real numbers in Rj.

10 Related Work

We discuss related work in three areas: rewriting logic, labeled transition systems, and
composable semantic models.

Rewriting Logic Rewriting Logic (RWL) [25126] is a logic for specifying and reason-
ing about concurrent and distributed systems. A system is specified by a rewrite theory
(2, E,R) where X is a signature, E is a set of equations used to define functions and
relations, and R is a set of rules. RWL and CRM share the feature that in both for-
malisms behavior is specified by rewrite rules that can be applied concurrently subject
to non-conflict constraints. In RWL system states are represented by terms allowed by
the signature, while CRM states are maps from variable names to values. RWL provides
a means to formally specify the actions of rules, while CRM actions are mathematical
functions. In both CRM and RWL the semantics of a system is based on the one step
rewrite relation. In RWL this relation is determined by the rules. In CRM the relation
accounts for interaction with the environment; CRM rules control only the exported and
shared variables.

CRM and RWL both support expressive composition mechanisms. RWL supports a
rich algebra of theories. This combined with the use of equationally defined functions
to compose system states provides the ability to define many forms of interaction within
a composition.

The rewrite relation has been generalized for large classes of rewrite theories to
symbolic rewriting either as rewriting modulo SMT [32] or symbolic reachability (us-
ing unification rather than matching for rule application) [27/14]. Symbolic rewriting
supports representation and reasoning about open systems and system interaction with
the environment by rewriting terms with variables. Using symbolic reachability analysis
one can often reduce an infinite state space to a finite set of state patterns.

An important aspect of modeling CPS is representing change over time. Timed
rewrite theories are a special class of rewrite theories where some rules have duration
[28]]. This can be used to represent many forms of interactions and change over time.
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Labeled transition systems A number of existing formalisms have been used for mod-
eling a system’s interaction with its environment by labeling transitions, including fi-
nite automata models and process calculi The environment of a component is usually
considered to be other components rather than including a physical, possibly non-
computable, environment.

Automata may be non-deterministic, but they do not really address concurrency.
They are composed by a product operation (that suffers blowup). The processes of pro-
cess algebra are naturally concurrent and are composed using a parallel construction. In
either case the mechanism of interaction is synchronizing of labels representing actions.
Neither automata nor processes have explicit interfaces. The networks of communicat-
ing automata model [10]] supports modeling concurrent executions. Again interactions
are by synchronization of actions (also called messages).

Interface Automata [[1]], abstract from details of how the behavior of a component is
generated to focus on observable behavior. The interface automata formalism specifies
the temporal order of input and output actions of a component as well as its local events.
Interface automata accept only some behaviors generated by the environment and spec-
ify a component’s behavior only under these inputs. The composition of two interfaces
is achieved by synchronizing their shared output and input actions. Two components
are said to be composable if they satisfy some conditions on action names, and there is
an environment in which the product has non-empty behavior. A notion of adapter for
interface automata is proposed in [[11] Adapters provide a mechanism to express simple
interactions beyond basic synchronization. In contrast, a CRM specifies behavior under
arbitrary environment conditions.

IO automata [24] model asynchronous concurrent systems. In contrast to interface
automata, an IO automata is required to accept input actions at any time. The semantics
includes only fair executions. Two or more IO automata component models can be com-
posed under certain conditions. In the composite automata, actions with the same label
must happen together. Component automata may operate at arbitrary relative speeds.

Proposed in 1997 as a formal model for synchronous groupware, Team Automata
[[1534]] extend IO automata by removing some of the restrictions on how actions com-
pose. Formally, a team automaton consists of a synchronous product of an underlying
set of its component automata. These component automata act as a conceptually iden-
tifiable team with some shared context and goals. Acting together, the component au-
tomata in a team automaton collaborate and cooperate through joint actions. A team
automaton is a synchronous model wherein every one of its component automata either
participates in one instantaneous action, or it remains idle. The precise manner in which
component actions synchronize in team automata to form a joint action is determined by
a synchronization type assigned to each action, which specifies the range of the number
of participating actions.

Constraint Automata (CA) [9] were introduced as an operational semantics for the
coordination language Reo. Reo [3l415l6] is an exogenous coordination language in
which interaction protocols are built compositionally out of a set of (user defined) prim-
itive protocols. CA were primarily intended to express the semantics of Reo composite
protocols (called circuits) for the purpose of formal verification through model checking
[I8U18]. Composition of constraint automata allows both synchronous and asynchronous
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composition of actions. It uses a strict notion of synchronization that while simpler
than synchronization in team automata (by eliminating the need for synchronization
types), supports the same expressive power through additional asynchronous compo-
nents. Moreover, in contrast to team automata (as well as many other automata models),
constraint automata support consideration and manipulation of data in specification of
the behavior of a system.

Various automata models have been extended to represent time. The monograph
The Theory of Timed I/O Automata [17] describes the extension of I/O automata to
model timed executions. This model allows components to operate on different time
scales. Timed constraint automata were introduced for verification of timed interaction
protocols specified as timed Reo connector circuits [2/19]].

Labeled transition systems are abstract models with limited means to express the
structure of state. Formal verification of a component is done by fixing its environment,
which often means other components. CRM models are designed to be executed either
concretely or symbolically. A concrete execution represents a behavior of a CRM run-
ning in a specific environment. A symbolic execution represents a behavior of a CRM
running in any environment whose variables satisfy a set of constraints, that may also
involve CRM component parameters.

Time is an essential part of hybrid systems models as physical components model
change over time for given input parameters. Formalisms based on hybrid systems such
as Differential Logic and hybrid programs model physical behavior of components and
the interaction with controllers. [29] A composition algebra for hybrid programs is pre-
sented in [22/23]. Here interaction between components is based on shared variables
and analysis is done by fixing a specific environment.

Composable Semantics The CRM interaction model is inspired by the work on com-
posable semantics for Cyber-Physical System components [20/21]], where component
behaviors are expressed as traces consisting of sequences of observations, hiding inter-
nal details of cyber and physical processes. A composition operation parameterized by
interaction relations is defined. Using interaction relations, diverse interaction mech-
anisms including forms of synchronization and mutual exclusion can be expressed.
Conditions for algebraic properties of composition such as associativity and commu-
tativity are identified. CRM semantics can be mapped to this semantic model and many
important interaction relations can be realized by CRM coordination components.

11 Conclusions and future work

In this paper we presented the Concurrent Rules Machine (CRM), a model of concurrent
(and distributed) computation with explicit representation of interaction of a system
with its environment. We defined CRM structure and execution semantics. An algebra
of operations on CRMs is defined including different notions of composition (product),
hiding, and division and key properties of these operations are given. As one intended
application of CRMs is modular specification of cyber-physical systems, representation
of time is also discussed. The concepts and operations are illustrated by a water tank
system example with components representing the water level sensor and the control of
input and output flows.
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This first step provides the mathematical foundation. Future work includes imple-

mentation of a class of CRMs in the Maude rewriting logic system. This will allow
modeling and reasoning about complex systems in the context of different environment
constraints. The algebra of CRMs can be implemented using Maude’s module alge-
bra and reflection. In addition we plan to develop a language for specifying interactive
composition in terms of component interfaces. This will simplify developing complete
systems and support compositional reasoning. Of course of great interest is developing
real world case studies.
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