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Abstract. The most important computational problem on lattices is the shortest vector problem
(SVP). In this paper, we present new algorithms that improve the state-of-the-art for provable
classical/quantum algorithms for SVP. We present the following results: (1) A new algorithm for SVP
that provides a smooth tradeoff between time complexity and memory requirement. For any positive
integer 4 < ¢ <+/n, our algorithm takes g3n+o(n) time and requires poly(n) - qu"/q2 memory. This
tradeoff, which ranges from enumeration (¢ = /1) to sieving (g constant), is a consequence of a
new time-memory tradeoff for discrete Gaussian sampling above the smoothing parameter. (2) A
quantum algorithm for SVP that runs in time 20-930n+0(n) and requires 20-57+(n) classical memory
and poly(n) qubits. In a quantum random access memory (QRAM) model, this algorithm takes only
20.835n+0(n) time and requires a QRAM of size 20-2937+0(n) 10ly(n) qubits and 20-5" classical space.
This improves over the previously fastest classical (which is also the fastest quantum) algorithm due to
[D. Aggarwal et al., Solving the shortest vector problem in 2™ time using discrete Gaussian sampling:
Extended abstract, in Proceedings of the Forty-Seventh Annual ACM on Symposium on Theory of
Computing (STOC), 2015, pp. 733-742] that has a time and space complexity 2 +°() (3) A classical
algorithm for SVP that runs in time 21-6697+0(n) time and 20-57+(n) space. This improves over an
algorithm of [Y. Chen, K. Chung, and C. Lai, Quantum Inf. Comput., 18 (2018), pp. 285-306] that
has the same space complexity. The time complexity of our classical and quantum algorithms are
obtained using a known upper bound on a quantity related to the lattice kissing number, which is
204027 \We conjecture that for most lattices this quantity is a 2°(™). Assuming that this is the case,
our classical algorithm runs in time 21'292’““’(")7 our quantum algorithm runs in time 20'7507““’(")7
and our quantum algorithm in a QRAM model runs in time 20.667n+o(n)  Ag a direct application
of our result, using the reduction in [L. Ducas, Des. Codes. Cryptogr., 92 (2024), pp. 909-916],
we obtain a provable quantum algorithm for the lattice isomorphism problem in the case of the
trivial lattice Z™ (ZLIP) that runs in time 20-417n+o0(n)  Qur algorithm requires a QRAM of size
20.147n+o(n) poly(n) qubits and 20-25" classical space.
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1. Introduction. A lattice £ = L(by,...,b,) :={> 1, z;b; : z; € Z} is the set
of all integer combinations of linearly independent vectors by,...,b, € R™. We call
n the rank of the lattice and (by,...,b,) a basis of the lattice. The most impor-
tant computational problem on lattices is the shortest vector problem (SVP). Given
a basis for a lattice £ C R™, SVP asks us to compute a nonzero vector in £ with
the smallest Euclidean norm. Starting from the '80s, the use of approximate and
exact solvers for SVP (and other lattice problems) gained prominence for their appli-
cations in algorithmic number theory [55], convex optimization [33, 46, 48], coding
theory [28], and cryptanalysis tools [23, 54, 73]. The security of many cryptographic
primitives is based on the worst-case hardness of (a decision variant of) approxi-
mate SVP to within polynomial factors [8, 21, 36, 60, 61, 69, 70] in the sense that
any cryptanalytic attack on these cryptosystems that runs in time polynomial in the
security parameter implies a polynomial time algorithm to solve approximate SVP
to within polynomial factors. Such cryptosystems have attracted a lot of research
interest due to their conjectured resistance to quantum attacks. The SVP is a well-
studied computational problem in both its exact and approximate (decision) versions.
By a randomized reduction, it is known to be NP-hard to approximate within any
constant factor and hard to approximate within a factor n/ 1°81°8” for some ¢ > 0 un-
der reasonable complexity-theoretic assumptions [41, 49, 58]. For an approximation
factor 29" one can solve SVP in time polynomial in n using the celebrated LLL
lattice basis reduction algorithm [55]. In general, the fastest known algorithm(s) for
approximating SVP within factors polynomial in n rely on (a variant of) the BKZ
lattice basis reduction algorithm [4, 9, 34, 39, 71, 72], which can be seen as a gen-
eralization of the LLL algorithm and gives an r™/" approximation in 2°)poly(n)
time. All these algorithms internally use an algorithm for solving (near) exact SVP
in lower-dimensional lattices. Therefore, finding faster algorithms to solve exact SVP
is critical to choosing security parameters of cryptographic primitives. As one would
expect from the hardness results above, all known algorithms for solving exact SVP,
including the ones we present here, require at least exponential time. In fact, the
fastest known algorithms also require exponential space. There has been some recent
evidence [5] showing that one cannot hope to get a 2°(") time algorithm for SVP if
one believes in complexity theoretic conjectures such as the (gap) exponential time
hypothesis. Most of the known algorithms for SVP can be broadly classified into two
classes: (i) the algorithms that require memory polynomial in 7 but run in time n®™
and (ii) the algorithms that require memory 2° and run in time 2°("). The first
class, initiated by Kannan (see [10, 35, 40, 42, 48, 64]), combines basis reduction with
exhaustive enumeration inside Euclidean balls. While enumerating vectors requires
20(nlogn) time it is much more space-efficient than other kinds of algorithms for exact
SVP. Another class of algorithms, and currently the fastest, is based on sieving. First
developed by Ajtai, Kumar, and Sivakumar [9], they generate many lattice vectors
and then divide-and-sieve to create shorter and shorter vectors iteratively. A sequence
of improvements [3, 6, 62, 65, 67, 68], has led to a 27+o(n) time and space algorithm
by sieving the lattice vectors and carefully controlling the distribution of the output,
thereby outputting a set of lattice vectors that contains the shortest vector with over-
whelming probability. An alternative approach using the Voronoi cell of the lattice
was proposed by Micciancio and Voulgaris [63] and gives a deterministic 22nto(n)_time
and 270" _gpace algorithm for SVP (and many other lattice problems). There are
variants [15, 53, 62, 65] of the above-mentioned sieving algorithms that, under some
heuristic assumptions, have an asymptotically smaller (but still 29(”)) time and space
complexity than their provable counterparts.
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Algorithms giving a time/space tradeoff. Even though sieving algorithms are
asymptotically the fastest known algorithms for SVP, the memory requirement, in
high dimension, has historically been a limiting factor to run these algorithms. Some
recent works [11, 29] have shown how to use new tricks to make it possible to use siev-
ing on high-dimensional lattices in practice and benefit from their efficient running
time [74]. Nevertheless, it would be ideal and has been a longstanding open question of
how to obtain an algorithm that achieves the “best of both worlds,” i.e., an algorithm
that runs in time 2°(") and requires memory polynomial in n. In the absence of such
an algorithm, it is desirable to have a smooth tradeoff between the time and memory
requirement that interpolates between the current best sieving algorithms and the
current best enumeration algorithms. To this end, Bai, Laarhoven, and Stehlé [13]
proposed the tuple sieving algorithm, providing such a tradeoff based on heuristic
assumptions similar in nature to prior sieving algorithms. This algorithm was later
proven to have time and space complexity k°(") and k°("/¥) under the same heuristic
assumptions [43]. One can vary the parameter k to obtain a smooth time/space trade-
off. Nevertheless, it is still desirable to obtain a provable variant of this algorithm
that does not rely on any heuristics. Kirchner and Fouque [50] attempted to do this.
They claim an algorithm for solving SVP in time k(™ and in space k®(*/*) for any
positive integer k > 1. Unfortunately, their analysis falls short of supporting their
claimed result, and the correctness of the algorithm is not clear. We refer the reader
to section 1.3 for more details. In addition to the above, Chen, Chung, and Lai [24]
propose a variant of the algorithm based on discrete Gaussian sampling in [3]. Their
algorithm runs in time 22:9°7+°(") and the memory requirement is 20570 The
quantum variant of their algorithm runs in time 21-25537+(") and has the same space
complexity. Their algorithm has the best space complexity among known provably
correct algorithms that run in time 2. A number of works have also investigated
the potential quantum speedups for lattice algorithms, and SVP in particular. A
landscape similar to the classical one exists, although the quantum memory model
has its importance. While quantum enumeration algorithms only require qubits [12],
sieving algorithms require more powerful QRAMs [51, 53].

1.1. Our results. We first present a new algorithm for SVP that provides a
smooth tradeoff between the time complexity and memory requirement of SVP with-
out any heuristic assumptions. This algorithm is obtained by giving a new algorithm
for sampling lattice vectors from the discrete Gaussian distribution that runs in time
kC() and requires k€("/%) space.

THEOREM 1.1 (time-space tradeoff for smooth discrete Gaussian, informal). There
is an algorithm that takes as input a lattice L C R™, a positive integer q, and a pa-
rameter s above the smoothing parameter of L and outputs qlf""/q2 samples from Dy s
using ¢*>" 0 time and poly(q) -qu”/q2 space.

Using the standard reduction from bounded distance decoding (BDD) with pre-
processing (where an algorithm solving the problem is allowed unlimited preprocessing
time on the lattice before the algorithm receives the target vector) to discrete Gauss-
ian sampling (DGS) from [27] and a reduction from SVP to BDD given in [24], we
obtain the following.

THEOREM 1.2 (time-space tradeoff for SVP). Let n € N,q € [4,1/n] be a positive

integer. Let L be a lattice of rank n. ThereGis a randomized algorithm that solves SVP

13n+o(n

16n
n time q ) and in space poly(n)-q .
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If we take k = ¢2, then the time complexity of the previous SVP algorithm becomes
k6-57+0(n) and the space complexity poly(n) - k(®n/k) - Our tradeoff is thus the same
(up to a constant in the exponents) as what was claimed by Kirchner and Fouque
[50] and proven in [43] under heuristic assumptions. Our second result is a quantum
algorithm for SVP that improves over the current fastest quantum algorithm for SVP
[3] (Notice that the algorithm in [3] is still the fastest classical algorithm for SVP.)

THEOREM 1.3 (quantum algorithm for SVP). There is a quantum algorithm
that solves SVP in 20-9507+0(n) time and classical 20-°"T°() space with an additional
poly(N) qubits. In the quantum random access memory (QRAM) model, there is
an algorithm that solves SVP in 20-8345n+0(n) time and requires a QRAM of size
20-293n40(n) 0ly(n) qubits, and 2°-°"T°(") classical space.

Our third result is a classical algorithm for SVP that improves over the algorithm

from [24] and results in the fastest classical algorithm that has a space complexity
20.5n+0(n)-

THEOREM 1.4 (algorithm for SVP with 20-7+e(®) space). There is a classical
algorithm that solves SVP in 21:6697+0(n) time and 20-57+0(n) gpgce.

The time complexity of our second and third results are obtained using a known
upper bound on a quantity B(£)™ related to the kissing number, which depends on
the lattice and is always upper bounded by 2°-492" We analyzed the dependency of
the running time of our algorithm in this quantity S(£) and plotted (see Figure 3) the
graph of the complexity exponent as a function of 3(L£). In practice, for most lattices,
B(L)™ is often a 2°(™).1 In this case, the running time of our algorithm is significantly
better than when using the generic upper bound on S(L).

THEOREM 1.5. For any family (L) of full-rank lattices such that L, CR™ and
B(L,)" =2°")  there are algorithms to solve the SVP on L, :
e in classical time 21-2927t°(") and space 2057,
e in quantum time 297507 +0(n) - classical space 205", and poly(n) qubits,
e in quantum time 20-6677t0(n) - classical space 205", and poly(n) qubits and
using a QRAM of size 20-167n+o(n)

Below in Tables 1 and 2, we summarize known provable classical and quantum
algorithms, respectively. Note that all the classical algorithms are also quantum
algorithms but they don’t use any quantum power.

TABLE 1
Classtical algorithms for the shortest vector problem.

Time complexity Space complexity Reference
n3eto(n) poly(n) [40, 48]
20(n) 20(n) [9]
92.465n+0(n) 21.233n+o0(n) [67]
22n+o(n) gn-+o(n) [62]
gn+o(n) gn+o(n) [3]
92.05n+o0(n) 90.5n+o0(n) [24]
21.669n+o0(n) 20.5n+o0(n) This paper

1Please refer to our discussion on kissing numbers in section 2.
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TABLE 2
Quantum algorithms for the shortest vector problem.

Time complexity Space complexity Reference
91.799n+0(n) 21.286n+0(n) QRAM [53]
21.2553n+0(n) 20.5n+40(n) [24]
90.950n+o0(n) 90.5n+o0(n) This paper
20.835n+0(n) 20-5n+0(n) classical space and 20-293nto(n) QRAM  This paper

1.1.1. Roadmap. We give a high-level overview of our proofs in section 1.2.
We compare our results with the previous known algorithms that claim/conjecture a
time-space tradeoff for SVP in section 1.3. Section 2 contain some preliminaries on
lattices. The proofs of the time-space tradeoff for discrete Gaussian sampling above
the smoothing parameter and the time-space tradeoff for SVP are given in section 3.
In section 4, we present a quantum algorithm for BDD with preprocessing that we
will use later in our quantum algorithm for SVP. In section 5, we present improved
algorithms for BDD. Our quantum and classical algorithms for solving SVP with
space complexity 20-57t°(") are presented in section 6, respectively. Section 7 shows
how the time complexity of our algorithms varies on a quantity related to the kissing
number. Section 8 gives a direct application of our results to the lattice isomorphism
problem in the case of the trivial lattice Z™ (ZLIP).

Remark 1.6. The paper is an extended version of [2], published in Proceedings
of the 38th International Symposium on Theoretical Aspects of Computer Science
(STACS), Wadern, Germany, 2021. Compared to [2], this paper gives a quantum
speedup for Bounded distance decoding in processing using QRAM. Using this quan-
tum speedup, we get a much faster quantum algorithm for SVP. We also realized that
one of the conditions in Theorem 2.19 is unnecessary,? and this leads to a better time
complexity in all our algorithms compared to the previous version. Furthermore, we
study the dependency of our algorithms on a quantity related to the kissing number
in section 7.

1.2. Proof overview. We now include a high-level description of our proofs.
Before describing our proof ideas, we emphasize that it was shown in [3, 27] that
given an algorithm for DGS a constant factor ¢ above the smoothing parameter, we
can solve the problem of BDD where the target vector is within distance aA;(L) of
the lattice, where the constant o < 0.5 depends on the constant ¢. Additionally, using
[24], one can enumerate all lattice points within distance pd to a target ¢ by querying
p" times a BDD oracle with decoding distance § (or p™/? times if we are given a
quantum BDD oracle). Thus, by choosing p = [A1(£)/d] and ¢t = 0, an algorithm
for BDD immediately gives us an algorithm for SVP. Therefore, it suffices to give an
algorithm for DGS above the smoothing parameter.

1.2.1. Time-space tradeoff for DGS above smoothing. Recall that efficient
algorithms are known for sampling from a discrete Gaussian with a large enough
parameter (width) [20, 37, 52]. In [3], the authors begin by sampling N = 2n+o(®)
vectors from the discrete Gaussian distribution with (large) parameter s and then
look for pairs of vectors whose sum is in 2L or, equivalently, pairs of vectors that lie
in the same coset ¢ € £L/2L. Since there are 2" cosets, if we take Q(2") samples from
D s, almost all of the resulting vectors (except at most 2™ vectors) will be paired and

2See Remark 2.20.
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are statistically close to independent samples from the distribution D L.s/V/3 provided
that the parameter s is sufficiently above the smoothing parameter. To reduce the
space complexity, we modify the idea of the algorithm by generating random samples
and checking if the summation of d of those samples is in ¢g£ for some integer q.
Intuitively, if we start with two lists of vectors (L; and Ly) of size ¢©/%) from
D, s, where s is sufficiently above the smoothing parameter, each of these vectors is
contained in any coset ¢L + ¢ for any ¢ € L/qL with probability roughly 1/¢™. We
therefore expect that the coset of a uniformly random d-combination of vectors from
Lo is uniformly distributed in £/¢L. The proof of this statement follows from the
leftover hash lemma [45]. We therefore expect that for any vector v € Ly, with high
probability, there is a set of d vectors x1,..., x4 in Lo that sum to a vector in ¢L + v,
and hence %(Zle x; —v) € L. A lemma by Micciancio and Peikert [59] shows that
this vector is statistically close to a sample from the distribution, D , /g7 /.- We can
find such a combination by trying all subsets of d vectors. We would like to repeat this
and find ¢©/® (nearly) independent vectors in ¢£. It is not immediately clear how
to continue since, in order to guarantee independence, one would not want to reuse
the already used vectors x1,...,x4, and conditioned on the choice of these vectors,
the distribution of the cosets containing the remaining vectors is disturbed and is no
longer nearly uniform. By using a simple combinatorial argument, we show that even
after removing any 1/poly(d) fraction of vectors from the list Lo, the d-combination
of vectors in Lo has at least cg™ different cosets. This is sufficient to output ¢©/®
independent vectors in g£ with overwhelming probability.

1.2.2. Quantum algorithm for BDDP in QRAM. In [27], Dadush, Regev,
and Stephens-Davidowitz gave an algorithm for BDD with preprocessing (or BDDP),
which requires advice containing vectors sampled from discrete Gaussian sampling
over the dual lattice. The idea is to use the periodic Gaussian function f (defined
in section 4) to go near the closest lattice vector. The function f is periodic over
the lattice, and its value depends only on the distance between the input vector and
the lattice. Do the gradient ascent by iteratively updating the target vector using
values of V f and f such that the distance of the target vector from the closest lattice
vector decreases. In this work, we show that we can reduce the time complexity of
this algorithm by using the quantum amplitude estimation technique (given in [22])
with the assumption that the advice string is stored in QRAM. More specifically, we
show that just by using O(v/N) arithmetic operations in QRAM, we can solve BDDP
where N is the size of the advice string required in [27].

1.2.3. An improved algorithm for DGS at the smoothing parameter.
The BDD to DGS reduction from [27] requires samples from D , () for e = 27" for
some constant c. In [3], the authors gave an algorithm that runs in time 2/2+°(") and
outputs 2/2+t0(") samples from D, s for any s > \/5770,5([1), i.e., a factor v/2 above
the smoothing parameter. In order to obtain samples at the smoothing parameter, we
construct a dense lattice £’ of smaller smoothing parameter than £. We then sample
20-5n+0(n) vectors from Dy s and reject those that are not in £. This allows us to
obtain an improved algorithm for BDD with preprocessing.

1.2.4. Covering surface of a ball by spherical caps. This result improves
the quantum algorithm from [24]. As we mentioned above, one can enumerate all
lattice points within a pd distance to a target t by querying p™ times a BDD oracle
with decoding distance §. Our algorithm for BDD is obtained by preparing samples
from the discrete Gaussian distribution. However, note that the decoding distance of
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a BDD oracle built by discrete Gaussian samples as shown in [27] is successful if the
target vector is within a radius aA; (L) for a < 1/2 (there is a tradeoff between o and
the number of DGS samples needed), and therefore, if we choose ¢ to be 0, as we do in
the other algorithms mentioned above, then p has to be at least 3 to ensure that the
shortest vector is one of the vectors output by the enumeration algorithm mentioned
above. We observe here that if we choose a target t to be a random vector on a sphere
of a well-chosen radius centered at the origin, then the shortest vector will be within a
radius 20 from the target t with some probability P, and thus we can find the shortest
vector by making 2" /P calls to the BDD oracle. An appropriate® choice of the target
t and the factor « gives an algorithm that runs in time 27 . 20-669n+0(n) = We then
explain how to obtain a quantum speedup of this algorithm (with its corresponding
optimized value of «, which is different from the classical one) that runs in time
on/2 . 9045n+0(n) with a polynomial number of qubits. Finally, if we can store the
DGS samples in a QRAM, we can obtain a further speedup and an algorithm that
runs in time 27/2 . 20:3345n40(n) and uses a QRAM of size 20-293n+o(n),

1.2.5. Dependency on a quantity related to the kissing number. The
running time of the above algorithms crucially depends on a quantity related to the
kissing number of the input lattice. This quantity plays a role in the BDD to DGS
reduction when relating the decoding radius « to the € when sampling at the smooth-
ing parameter n.. Our algorithms takes significantly less time for the smaller values
of this quantity. However, the only known upper bound on this quantity seems to be
very pessimistic for most lattices. Since we have used this upper bound to derive the
complexity of our algorithm (except in section 7), this means that the actual running
time of this algorithm might be much better for most lattices. For a more elaborate
discussion on this, see section 7. As far as we know, this is the first time that the
time/space complexity dependency on a quantity related to the input lattice has been
investigated. For example, the time complexity of the SVP algorithm in [62, 67] de-
pends on the geometric kissing number, which is a universal quantity depending only
on the dimension n, for which we know a lower bound of 20-20757,

1.3. Comparison with previous algorithms giving a time/space trade-
off. Kirchner and Fouque [50] begin their algorithm by sampling an exponential
number of vectors from the discrete Gaussian distribution D, s and then using a
pigeon-hole principle show that there are two distinct sums of d vectors (for an ap-
propriate d) that are equal mod ¢L for some large enough integer ¢q. This results in
a {—1,0,1} combination of input lattice vectors (of Hamming weight at most 2d) in
qL; a similar idea was used in [13] to construct their tuple sieving algorithm. In both
algorithms, it is difficult to control (i) the distribution of the resulting vectors and
(ii) the dependence between resulting vectors. Bai, Laarhoven, and Stehlé [13] get
around the above issues by making a heuristic assumption that the resulting vectors
behave like independent samples from a “nice enough” distribution. The authors of
[43] proved that this heuristic indeed leads to the time-memory tradeoff conjectured
in [13], but they don’t prove correctness. Kirchner and Fouque, on the other hand, use
the pigeon-hole principle to argue that there exist coefficients aj, ..., agdg {-1,0,1}
and 2d lattice vectors in the set of input vectors vy, ...,va4 such that

2d oo
It is then stated that ==L has a nice enough discrete Gaussian distribution. We

observe that while the resulting distribution obtained will indeed be close to a discrete

Lzlqai”i eL.

3The optimal choice of « is obtained by numerically optimization; see section 7.
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Gaussian distribution, we have no control over the parameter s of this distribution
and it can be anywhere between 1/q and v/2d/q depending on the number of nonzero
coordinates in (a7, ...,asq). For instance, Suppose v1,...,v5 are input vectors which
are all from D, ¢ for some large s and we want to find the collision in ¢£ for some
positive integer ¢q. Suppose that we find a combination w; = vy +ve — (v1 +v3) € gL
and another combination wy = vy + v3 — (v4 + v5) € ¢L; then, by Theorem 2.11,
one would expect that wi/q ~ D¢ /354 and wy/q ~ D visq This means that the
output of the exhaustive search algorithm by Kirchner and Fouque will behave like
samples taken from discrete Gaussian distributions with different parameters, making
it difficult to keep track of the standard deviation after several steps of the algorithm
and to obtain samples from the discrete Gaussian distribution at the desired param-
eter above the smoothing parameter. We overcome this issue by showing that there
is a combination of the input vectors with a fired Hamming weight that is in ¢L,
as mentioned in section 1.2. There are other technical details that were overlooked
in [50]. In particular, one needs be careful with respect to the errors, both in the
probability of failure and the statistical distance of the input/output. Indeed, the
algorithm performs an exponential number of steps, and it is not enough to show
that the algorithm succeeds with “overwhelming probability” and that the output
has a “negligible statistical distance” from the desired output. However, many of the
claimed error bounds in [50] are not proven, making it difficult to verify the proof of
the exhaustive search algorithm (Theorem 3.4) and of Theorem 3.6.

2. Preliminaries. Let N = {1,2,...,}. We use bold letters « for vectors and
denote a vector’s coordinates with indices x;. We use log to represent the logarithm
base 2 and In to represent the natural logarithm. Throughout the paper, n will always
be the dimension of the ambient space R™. We will denote the principal branch of
Lambert’s W function by W (x); see [26] for an introduction to this function.

2.0.1. Lattices. A lattice L is a discrete subgroup of R™ or, equivalently, the
set

L(by,...,b,)= {Zzibi D@ ez}
=1

of all integer combinations of n linearly independent vectors by,...,b, € R™. Such
b;’s form a basis of L. The lattice £ is said to be full-rank if n = m. We denote by
A1(L£) the first minimum of £, defined as the length of a shortest nonzero vector of L.
For a rank n lattice £ C R™, the dual lattice, denoted by L*, is defined as the set of
all points in span(£) that have integer inner products with all lattice points,

L*={wespan(L):Vy e L, (w,y) € Z}.
Similarly, for a lattice basis B = (by, ..., b,), we define the dual basis B* = (b7,...,b},)
to be the unique set of vectors in span(L) satisfying (b;,b;) = 1 if ¢ = j, and 0
otherwise. It is easy to show that £* is itself a rank n lattice and B* is a basis of £*.
Given a lattice B=(by,...,b,), we denote |B||2 = max; ||b;]|.

2.0.2. Kissing number and related quantities. For any lattice £ C R™ and
d >0, let N(L,r) denote the number of nonzero lattice vectors of length at most r. A
natural question is how to bound this quantity in terms of . When r < A;(L), only
the origin lies inside the ball, so N(£,r) =0. When r = A\; (L), this quantity is known
as the kissing number 7(L£) of the lattice:

(L) =[{z e L: |zl = A(L) }].
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Finally, when r — oo, N(L,r) = %ﬁgg(l)) + o(r™) by the geometric interpretation
of the determinant of a lattice. The precise behavior for intermediate values of r,
however, is unclear, and for that reason we introduce the quantity

(1) y(L)=inf{y:Vr>1, N(L,r\ (L)) <vy-r"}.

It is clear by the definition that v(£) > 7(£). The best known upper bound on this
quantity comes from the breakthrough work of Kabatjanskil and Levenshtein [47],
which implies [67] that

(2) ’)/(E) < 20.40271.

Remark 2.1. To the best of our knowledge, we do not know any family of lattices
with kissing number 29(") 4 Given this, it seems reasonable to conjecture that for any
lattice that one would come across in practice, the kissing number is 2°(™). Also, given
the close connection between 7(£) and (L), we conjecture that v(£) is also 2°(") for
almost all lattices. We leave it as an open problem whether there exists a family of
lattices for which (L) is exponential in the dimension of the lattice. In view of the
fact that (L) can be anywhere between 1 and 2°-492" we will study the dependence
of the time complexity of our algorithms on «v(£) by introducing

(3) B(L)=~(L)".
The upper bound above can then be reformulated as 8(£) < 2°-402 for any lattice L.

2.0.3. Probability distributions. Given two random variables X and Y on a
set F, we denote by dsp the statistical distance between X and Y, which is defined by

dsp(X,Y) = % 3 ‘];’(r[X =2 - Px[y
zelE

Il
X,

= Z (E’{r[X:z] —Pr[Y:z]) .

2€E : Prx[X=z|>Pry[Y=2]

We write that X is e-close to Y to denote that the statistical distance between X and
Y is at most €. Given a finite set F, we denote by Ug a uniform random variable on

E ie., forall € E, Pry,[Ug =z = ﬁ

2.0.4. Discrete Gaussian distribution. For any s > 0, define ps(x) =
exp(—ml|z||?/s?) for all x € R™. We write p for p;. For a discrete set S, we ex-
tend p to sets by ps(S) =) cgps(x). Given a lattice £, the discrete Gaussian D s
is the distribution over £ such that the probability of a vector y € L is proportional

to ps(y):

prlgl;,s X =y]= ps(L)

4Serge Vladut [75] gave a construction for a set of lattices and claimed their kissing number
is 20:0338n+0(n) while Bennett, Golovnev, and Stephens-Davidowitz [18] recently showed Vlidut’s
construction is invalid. Therefore, showing the existence of a family of lattices with exponential
kissing numbers remains an open problem.
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2.0.5. Data processing inequality. When analyzing the output distribution
of an algorithm, it is often convenient to assume that the input distribution is ideal
(e.g., uniform). On the other hand, we will want to run the algorithm on nonideal
input distribution (e.g., with a slight deviation from uniform). In this case, the
output distribution will deviate from the ideal output distribution and it is important
to quantify this divergence. The statistical distance satisfies the following useful
inequality, known as the data processing inequality:

dsp(f(X), f(Y)) <dsp(X,Y)

for any two distributions X and Y and any (possibly randomized) algorithm f. In
other words, the error does not increase under the application of f.

2.1. Lattice problems. The following problems play a central role in this paper.
For convenience, when we discuss the running time of algorithms solving the problems
below, we ignore polynomial factors in the bit-length of the individual input basis
vectors (i.e., we assume that the input basis has bit-size polynomial in the ambient
dimension n).

DEFINITION 2.2. For § =6(n) >0, o a function that maps lattices to nonnegative
real numbers, and m =m(n) €N, §-DGS." (the discrete Gaussian sampling problem)
is defined as follows: The input is a basis B for a lattice L C R™ and a parameter
s> o(L). The goal is to output a sequence of m vectors whose joint distribution is
0-close to m independent samples from D .

We omit the parameter § if § =0 and the parameter m if m = 1. We stress that
6 bounds the statistical distance between the joint distribution of the output vectors
and m independent samples from D, ;. We consider the following lattice problems.

DEFINITION 2.3. The search problem SVP (shortest vector problem) is defined as
follows: The input is a basis B for a lattice L C R™. The goal is to output a vector
y € L with |y] =M (L).

DEFINITION 2.4. The search problem CVP (closest vector problem) is defined as
follows: The input is a basis B for a lattice L CR™ and a target vector t € R™. The
goal is to output a vector y € L with ||y — t|| =dist(t, L).

DEFINITION 2.5. For a = a(n) < 1/2, the search problem «-BDD (bounded dis-
tance decoding) is defined as follows: The input is a basis B for a lattice L CR™ and
a target vector t € R™ with dist(t, L) <« - A1 (L). The goal is to output a vector y € L
with ||y —t|| = dist(¢, £).

Note that while our other problems become more difficult as the approximation
factor v becomes smaller, a-BDD becomes more difficult as o gets larger.

DEFINITION 2.6. The search problems v-CVPP and v-BDDP are the preprocessing
analogues of v-CVP and v-BDD, respectively. The input for preprocessing is a basis
B of lattice L CR™. Given the advice from the preprocessing algorithm and the target
vector t € R™, the goal is to return solution of v-CVP and v-BDD, respectively. The
preprocessing algorithm is allowed to take arbitrary time.

For a lattice £ and e > 0, the smoothing parameter 1.(L) is the smallest s such
that p; /(L") =14 €. Recall that if £ is a lattice and v € £, then p,(L£ +v) = p,(L)
for all s. The smoothing parameter has the following well-known property.
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LEMMA 2.7 (see [70, Claim 3.8]). For any lattice L CR™, ¢ € R, € > 0, and
5§ 776(["’)7

1—€<p5(£+c)

<1.
14+¢e ™ ps(ﬁ) -

COROLLARY 2.8. Let L C R™ be a lattice, let q be a positive integer, and let
s >n:(qL). Let C be a random coset in L/qL sampled such that for any ¢ € L/qL,
Pr[C =qL + ] = %. Also, let U be a coset in L/qL sampled uniformly at
random. Then

dgp(C,U) < 2e.

Proof. By Lemma 2.7, we have that

1—¢
> > —
ps(aL) 2 palaL + €) 2 T——ps(aL)
for any c € L£/qL, and hence

¢"ps(qL) = > pu(aL+c) = ps(L)
ceL/qL

Therefore,

ps(afte) 1—e ps(gf) 1-e 1
ps(L) T 1l4+e p(L) T14e gv

We conclude that

dsp(C,U) = Z (Pr[U=¢] - Pr[C=(])
ceL/qL : Pr[C=c]<Pr[U=c]

3 Pr[U = ] (1-112)

ceL/qL : Pr[C=c]<Pr[U=c]

IN

2e

< PrlU =

Z 1l ] 1+e¢

ceL/qL

2e
<
“14e

as needed. 0

We will need the following lemma, which was initially proved in [14].

LEMMA 2.9 (see [27, Lemma 2.13]). For any lattice LCR™, s >0 and any t > 1,

n n 2
P >t — 5| <em2E=D7
R R e

The following lemma gives a bound on the smoothing parameter.

LEMMA 2.10 (see [3, Lemma 2.7]). For any lattice L C R™, e € (0,1), and k > 1,
we have kne(L) > 1.2 (L).

Micciancio and Peikert [59] showed the following result about the resulting dis-
tribution from the sum of many Gaussian samples.
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THEOREM 2.11 (see [59, Theorem 3.3]). Let £ be an n dimensional lattice, let
z € 7™ be a nonzero integer vector, let s; > \/2||z|l0 - (L), and let £ + c; be
arbitrary cosets of L fori=1,...,m. Let y; be independent vectors with distributions
Dyye;,s;, respectively. Then the distribution of y = ZZ z;Y; is em close to Dy s, where

Y =gcd(2)L + ), zici, and s =/ (zisi)?.
We need to recall the definition of the honest discrete Gaussian sampling problem,
introduced in [3].

DEFINITION 2.12 (see [3, Definition 5.1]). For € >0, o a function that maps lat-
tices to nonnegative real numbers, and m € N, the honest discrete Gaussian sampling
problem e-hDGS.' is defined as follows: the input is a basis B for a lattice L C R™
and a parameter s > 0. The goal is for the output distribution to be e-close to DZL/S for
some independent random variable m' > 0. If s > (L), then m’ must be equal to m.

THEOREM 2.13 (see [3, Theorem 5.11]). Let o be the function that maps a lattice
n/2
L to /2n1,9(L). Then there is an algorithm that solves exp(—Q(k))-hDGS2 ” in
time 2m/2Polylog(k)+o(n) for an k> Q(n).
We will need the following reduction from a-BDD to DGS that was shown in [27].

THEOREM 2.14 (see [27, Theorem 3.1]). For any e € (0,1/200), lattice L C

R™, and a < V/Q)/m=o0) " mpere exists an algorithm that solves a-BDDP wusing

2775(‘6*))\1[/
m-poly(n) arithmetic operations where m = O(ML(;/E))

advice only consists of m vectors sampled from D= ,_(cx)-

. Moreover, the preprocessing

Remark 2.15. We are going to use this reduction in the superpolynomial regime:
typically, m will be exponential in n. This leaves unclear the space complexity of the
reduction. The reduction works by evaluating a polynomial number of times functions
of the form ) " | fi(x) where each f; is a polynomial time computable function that
depends on the ith DGS sample. Furthermore, all the complexities above are in terms
of arithmetic operations, not bit complexity. If we assume that all the DGS samples
have poly(n) bit-size, then the reduction has time complexity m - poly(n) and space
complexity O(poly(n) +logm), excluding the storage space of the m vectors provided
by DGS. Finally, as noted in the proof of the theorem in [27], only the preprocessing is
probabilistic, and with probability at least 1 —2~2(") over the choice of the samples,
the algorithm will deterministically solve all a-BDD instances.

We need the following relation between the first minimum of lattice and the
smoothing parameter of dual lattice. We will use this to compute the decoding dis-
tance of the BDD oracle.

LEMMA 2.16 (variant of [3, Lemma 6.1]). For any lattice L CR™ and ¢ € (0,1),

(1 B (et <\ PR e o),
and if e < (e/B(L)% +0(1))"%, we also have
In(1/e) In(1/e) + nlnB(L) 4 o(n)

(5) — <M(L)n=(L7) < \/

as n tends to infinity.

™

Remark 2.17. As noted in [3] below Lemma 6.1, the inequality (4) actually holds
for all € € (0,1), so we dropped the condition in the first case.
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Remark 2.18. In Lemma 6.1 of [3], 8 comes from Lemma 4.2 of the same paper
and only needs to satisfy the equation |£ N T,.| < 7™ for all r, where T, = {x €
R : 7 < |lz]] < (1+ 2)r}, assuming the lattice is normalized so that Ay (£) = 1. A
trivial upper bound on |£NT,|is N(L,r’), the number of points in £ of radius at most
' = (1+ 2)r. By our definitions (1) and (3), this is bounded by v(£)((1+ 1)r)" <
B(L)"er™ and therefore we can replace 8 by our 3(L).

The following theorem, proved in [24], is required to solve SVP by an exponential
number of calls to a-BDD oracle.

THEOREM 2.19 (see [24, Theorem 8]). Given a basis matrix B € R"*™ for lattice
L(B) C R™, a target vector t € R™, an a-BDD oracle BDD,, with o < 0.5, and an
integer scalar p >0, let fy : Zy —R™ be fi*(s) = —p- BDD. (L, (Bs—t)/p)+Bs; then
the list m={f'(s) | s € Zy} contains all lattice points within distance pai(L) to t.

Remark 2.20. In the original Theorem 8 from [24], there is an extra condition on
the target vector t; i.e., t needs to satisfy dist(£,t) < aA;(L£). However, a thorough
inspection of the proof reveals that this condition is unnecessary, and essentially the
same proof follows without it.

We will need the following theorems to sample the DGS vectors with a large width.

THEOREM 2.21 (see [3, Proposition 2.17]). For any e <0.99, there is an algorithm
that takes as input a lattice L € R™, M € Z~q (the desired number of output vectors),
and s > 2nloglogn/logn . Ne(L) and outputs M independent samples from Dy s in time
M - poly(n).

LEMMA 2.22 (see [3, Lemma 5.12]). There is a probabilistic polynomial-time
algorithm that takes as input a lattice L CR™ of rank n and an integer a with n/2 <
a < n and returns a superlattice L D L of index 2* with L' C L/2 such that for
any € € (0,1), we have 1o/ (L") < n-(L£)/V2 with probability at least 1/2, where &' :=
262 - 2(n/2+1=a(] 4 ¢).

2.2. Quantum computation. In this paper, we use the Dirac bra-ket notation.

A qubit is a unit vector in C? with two (ordered) basis vectors {|0),|1)}. The following
gates form a universal set of gates:

111 1o s e 0
I o K A

CNOT=1[0) (0| I+ 1) (1| ® X.
The Toffoli gate, a three-qubit gate, is defined by

Toffolia)|B]c) = {a>|b>|l@c> if a=b=1,

|a)|b)|c) otherwise
for a,b,c € {0,1}. The Toffoli gate can be efficiently decomposed into CNOT, H, S,
and T gates [66], and hence it is considered as an elementary quantum gate in this
paper. It is easy to see that a NAND gate can be implemented by a Toffoli gate:
Toffoli |a) |b) |1) = |a) |b) INAND(a,b)), where NAND(a,b) = 0 if (a,b) = (1,1) and
NAND(a,b) =1 otherwise. In particular, the Toffoli gate together with ancilla prepa-
ration is universal for classical computation; that is, for any classical function, we can
implement it as (controlled) quantum one although at a nonnegligible cost due to the
reversibility of quantum circuits.
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THEOREM 2.23 (see [16, 56]). Given any e >0 and any classical computation with
running time T and space complezity S, there exists an equivalent reversible classical
computation with running time O(T ¢ /S%) and space complexity O(S(1+1n(T/S))).

COROLLARY 2.24. Given any € > 0 and any classical computation with running
time T and space complexity S, there exists an equivalent quantum circuit of size
O(T*¢/S%) using O(S(1+1n(T/S))) qubits.

2.2.1. Search problem. One of the most well known quantum algorithms is
Grover’s unstructured search algorithm [38]. Suppose we have a set of objects named
{0,1,..., N — 1}, of which some are targets. We say that an oracle O identifies the
targets if, in the classical (resp., quantum) setting, O(i) =1 (resp., O |i) = — |i)) when
i is a target and O(i) =0 (resp., O[i) = |i)) otherwise. Given such an oracle O, the
goal is to find a target j € {0,1,..., N — 1} by making queries to the oracle O. In
the search problem, one will try to minimize the number of queries to the oracle. In
the classical setting, one needs O(N) queries to solve this problem. Grover, on the
other hand, provided a quantum algorithm that solves the search problem with only
O(V'N) queries []. When the number of targets is unknown, Brassard et al. provided
a modified Grover algorithm that solves the search problem with O(v/N) queries [19],
which is of the same order as the query complexity of the Grover search. Moreover,
Diirr and Hgyer showed, given an unsorted table of N values, that there exists a
quantum algorithm that finds the index of minimum with only O(v/N) queries [32],
with constant probability of error.

THEOREM 2.25 (see [32, Theorem 1). Let T'[1,2,...,N] be an unsorted table of
N items, each holding a value from an ordered set. Suppose that we have a quantum
oracle Or such that Or|i)|0) = [i)|T[i]). Then there exists a quantum algorithm
that finds the index y such that T[y] is the minimum with probability at least 1/2 and
O(V'N) queries to Or.

2.3. Probability. We need the following lemma on the distribution of vector
inner product which directly follows from the leftover hash lemma [45].

LEMMA 2.26. Let G be a finite abelian group, and let f be a positive integer. Let
Y C {0,1}/. Define the inner product (-,-) : G x Y — G by (z,y) = >, x;y; for all
re Gl yeY. Let X,Y be independent and uniformly random variables on G¥,Y,
respectively. Then

1G|

dsp(((X.). X). (U6, X)) < 5[ 51

where Ug is uniform in G and independent of X.

We will also need the Chernoff-Hoeffding bound [44].

LEMMA 2.27. Let X1,..., X be the independent and identically distributed ran-
dom boolean variables of expectation p. Then, for € >0,

| M - pM
Pr [M;Xi<p(1—5)] < ((1—5)1—5> .

3. Algorithms with a time-memory tradeoff for lattice problems. In
this section, we present a new algorithm for discrete Gaussian sampling above the
smoothing parameter.
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3.1. Algorithm for discrete Gaussian sampling. We now present the main
result of this section.

THEOREM 3.1. Letn € N,q>2,d €[1,n] be positive integers, and let £ >0. Let C
be any positive integer. Let L be a lattice of rank n, and let s > 2v/dqn. (L). There is
an algorithm that, given N =160d? - C - ¢"/¢ independent samples from Dy s, outputs
a list of vectors that is (42N + 1qu_5"/2)—close to Cq™'? independent vectors from

D, ysazz,. The algorithm runs in time C’~(106-d)8d~q8”+”/d+0(") and requires memory
’ q

poly(d) - /.

Proof. We prove the result for C' =1, and the general result follows by repeating
the algorithm. Let {@1,...,zx} be the N input vectors, and let {cy,...,cn} be the
corresponding cosets in £/gL. We will analyze Algorithm 1; note that it produces
samples in a streaming fashion. The time complexity of the algorithm is

N (N/2\ N [eN\* el s
N <N NN qpe. g)3d . gsntn/dto(n)
2 ( 8d > =7 <16d> < (10e-d)™-q ’

and memory requirement of the algorithm is immediate. We now show correctness:
we will make repeated use of the data processing inequality (see section 2.0.5) and
accumulate the error terms until the end of the proof. Let ¢/ = €24 g0 that s >
V2n.:(gL) by Lemma 2.10. First, we can assume that the vectors x; for i € [N] are
obtained by first sampling ¢; € £/¢L such that Pr[c; = ¢] = Pr[D. s € ¢L + ¢] and
then sampling the vector x; according to Dgsye,,s. Indeed, let X ~ D, ,, and let C
be a random coset in £/¢L sampled such that Pr[C' = gL + c] = %; then, for
any x € L,

_m:ps(m):ps(qﬁ—i—c) ps(@) —PrlC=¢ T =x
PiX=al= 0~ n® maro0=dy L =k

where ¢ = ¢L£ + . Moreover, by Corollary 2.8, this distribution is 2&’N-close to
sampling ¢; for 7 € [N], independently and uniformly from £/¢L£, and then sampling

Algorithm 1. TradeOffSieve(L).

Require: L={x,...,xx } is a list of N vectors in L
1: Lle{xl,...,w%}

2: L2<—{$%+1,...,.’11N}

3:Q<+0

4: while Q < ¢"/% and L, is not empty do
5: v < is the first vector in L;.
6: Find 8d vectors (by trying all 8d-tuples) x;,,...,x;,, from Ly s.t. ¢;; +---+

Cig, —V € qL.
7. if such vectors exist then
8: Output the vector W eL
9: Q+—Q+1.
10: Remove vectors x;, , ..., %, from Lo
11:  end if

12:  Remove vector ¥ from L;
13: end while
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the vectors x; according to Dgzye;,s- We now assume that the input is sampled from
this distribution. Second, we can assume that the algorithm initially gets only the
corresponding cosets as input, and the vectors x;; € gL +c¢;; for j € [8d] and v € ¢L+c
are sampled from DqLJrcij s and Dgzyc o only before such a tuple is needed in step 8
of the algorithm. Indeed, notice that the test at line 6 does not actually depend on the
particular values of the x;, and v but only on their cosets. Since any input vector is
used only once in step 8, these samples are independent of all prior steps. This implies,
by Theorem 2.11, that the vector obtained in step 8 of the algorithm is 2¢’-close to
being distributed as D [, S/STET - It remains to show that our algorithm finds ¢"/¢

vectors (with high probability). Let N’ = & be an integer, X be a random variable
uniform over (£/¢£)N’, and Y be a random variable independent of X and uniform
over vectors in {0,1}"" with Hamming weight 8d. The number of such vectors is

(6) (;;) > (JSV;Z) > g

Let U be a uniformly random coset of £/qL. By Lemma 2.26 and (6), we have

1 q” 1 —n
dsp (((X,Y), X), (U, X)) < 5 - =30 /2.
By the Markov inequality we have
qg" 10
Pr_|dsp((,Y),U) 2 =~| < —-Ese x [dsp((,Y),U)]
20

—n dSD((<XﬂY>aX)v(U7X))
< ﬁ . lq—m/? - 10q—5n/2'
" 2

Hence, with probability at least 1 — 10g—°"/2 over the choice of z < X, we have that

—n

dsp((z,Y),U) < %5, and thus for any v € L/qL,

—n

(7) "+ qlT >Pr[(z,Y)=vmod ¢L] >¢™" — —.

It follows that, by introducing a statistical distance of at most 10¢—°"/2 on the input,

we can assume that the input vectors in list Lo satisfy (7). Notice that after the
algorithm found i vectors for any i < ¢™/?, it has removed 8id vectors from Ly. We
will show that for each vector from Ly (which is uniformly sampled from £/qL) with
constant probability we will find 8d-vectors in step 6. After i < ¢™/? output vectors
have been found, there are M = N’ — 8id vectors remaining in the list Ly. There are
(&%) different 8d-combinations possible with vectors remaining in Ly:

. (w0 (G0) =3

B N —8d \*
N —8d(i+1)
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8d
8dqg™/4
<(1
< TN 8dgn/d — 8d
1 8d
=1+ — since N’ = 80d2¢q"™/ for C =1
10d—1— 55

SYCUUNE N
= 10d —3/2 2

At the beginning of the algorithm, there are (n’sd) combinations, and hence by (7),
each of the ¢™ cosets appears at least 0.9¢~"(~’gd) times. After i < ¢/ output vec-
tors have been found, there are only (évé) combinations left, and (N’sd) — (Qé) possible
combinations have been removed. We say that a coset ¢ disappears if there is no set
of 8d vectors in Lo that add to ¢. In order for a coset to disappear, all of the at least
0.9¢~"( ~N’8d) combinations from the initial liws}t must be removed. Hence, the number
of cosets that disappear is at most &?fim < %q" = %q” distinct cosets by (8).
Hence, with probability at least 1/3, we find 8d vectors ;,,..., &, from Ly such
that x;, +--- +x;,, — v € ¢L. By Chernoff-Hoeffding bound with probability greater
than 1 — e*d2q”/d, the algorithm finds at least ¢™/? vectors. In total, the statistical
distance from the desired distribution is

2€/N+28/qn/d+10_q75n/2+67d2q"

" <4/ N 111 g2, O

COROLLARY 3.2. Let n €N, q € [4,/n] be an integer, and let & = q~327/7" . Let

L be a lattice of rank n, and let s >n.(L). There is an algorithm that outputs a list of
2

vectors that is ¢~ -close to ¢*°™/ T independent vectors from Dy s. The algorithm

runs in time g3 and requires memory poly(n) - ¢'6™/7" .

Proof. Choose d so that 16d — 16 < ¢ < 16d, which is possible when ¢ > 4,
and let oo = ¢/v/8d + 1—this is the ratio by which we decrease the Gaussian width
in Theorem 3.1—and note that o > 1.2. Let p = [2V/dq] < ¢?, and let k be the
smallest integer such that o - p > 2nleglogn/logn  Thys k= O(nloglogn/logn). Let
g = aFps > 2nleglogn/logn . £y By Theorem 2.21, in time Nj - poly(n), we get
Ny = (160d2)kq"/d samples from D, ,. We now iterate k times the algorithm from
Theorem 3.1. Initially we have Ny vectors. At the beginning of the ith iteration for
i <k—1, we have N; := Np-(160d?)~% vectors that are A;-close to being independently
distributed from D/ ,-i,, where a~"g > ap-n.(L). Hence, we can apply Theorem 3.1
and get N;11 = ]\Q/lGOd2 vectors that are A;;1-close to being independently distrib-
uted from Dy ,-ci+1),, where Ajpq < A; + 424N, + 11(160d2)k*iq’5"/2. At each
iteration we had N; > 160d2¢"/¢ vectors, a necessary condition to apply Theorem 3.1.
Therefore, after k iterations, we have at least Ny = Ny/(160d%)* = ¢"/¢ samples that
are Ag-close to being independently distributed from D/ x4, where

k k—1
A <11g7°"23 7 (160d%)F " 4+ > 10d>' N;

=1 =0
k—1
< 11(160d%)*q "/ + 10dg~*"¢™* Y ~(160d%)F since 16d > ¢>
1=0
< (11q—5n/2 + 1Odq—4n+n/d> (160d2)k+1 :q—5n/2+o(n) since (160d2)k+1 :qo(n).
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Any vector distributed as D ;5 is in p£ with probability at least p~". We repeat the
algorithm 2p" = O(¢>") times to obtain p" - 2-¢™/¢ vectors that are 2p™q—"/2+o(n) =
q /2o close to 2p™ - ¢™/?* independent samples from Dy ps. Of these samples
obtained, we only keep vectors that fall in p£ and divide them by p. Let M =p™-2-
¢"/%. By Chernoff-Hoeffding (Lemma 2.27) with P=p~", and 6 = %, the probability

of obtaining less than (1 —&§)PM = ¢"/* samples is at most (%)PM <e 104",
Ingq

6702 is decreasing for ¢ >4, and hence for ¢ < /n,

2
Furthermore, d < 4 1'%16 and ¢+

1 Ing In /7 _
qn/d >e 61 5re2 2616n16+n 26161n\/ﬁ o(1) :Q(T‘LS).

Hence, with probability greater than 1 — e~t0d"" =1 — q_Q("S)7 we get ¢

tors from the distribution D, s. The statistical distance from the desired distri-

L . n/a® .
bution is ¢~ 4 g=n/2+o(n) < g=n/2+o(n)  We repeat this for qlqﬁn/; times to

get ¢'6n/ @ vectors. The total statistical distance from the desired distribution is

n 2
1;//; Lq/2to(n) < =) The total running time is bounded by

n/d yec-

lﬁn/q2 k-1 )
q2n q poly(n) - No + Z(lOed)sd . (160d2)k71q8n+n/d+o(n) < q13n+o(n).
qn/d —

The memory usage is slightly more involved: we can think of the k iterations as
a pipeline with k intermediate lists, and we observe that as soon as a list (at any
level) has more than 160d2q'6"/ a elements, we can apply Theorem 3.1 to produce
q'on/ ¢ vectors at the next level. Hence, we can ensure that at any time, each level
contains at most 160d2¢'%"/ 7 vectors, so in total we only need to store at most
k- 160d2q16”/‘12 = poly(n)qlﬁn/q2 vectors, to which we add the memory usage of the
algorithm of Theorem 3.1 which is bounded by poly(n) - ¢™/¢ < poly(n) - qu”/qQ.
Finally, we run the filter (p£) on the fly at the end of the k iterations to avoid storing
useless samples. 0

This tradeoff works for any ¢ > 4, and the running time can be bounded by
c?“’(n) -q°2" for some constants ¢; and cy that we have not tried to optimize.

3.2. Algorithms for BDD and SVP.

THEOREM 3.3. Let n € N,q € [4,1/n] be a positive integer. Let L be a lattice of
rank n. There is a randomized algorithm that solves 0.1/q-BDD in time g 3rte) gnd
2
requires memory poly(n) - ¢*o™/9" .

Proof. Let ¢ = q% and s > n.(L*). From Corollary 3.2, there exists an algo-
rithm that outputs ¢*67/" vectors whose distribution is statistically close to Dp
in time ¢'37*+°(™ and space poly(n) - ¢'6"/7°. By repeating this algorithm poly(n)
times, we can therefore build a DGSPSIY(”)‘IWL/ 7* oracle such that each call takes time
¢"3 o) and space poly(n) - ¢'%"/7 . By Theorem 5.2, we can construct a a-BDD
such that each call takes time m-poly(n) and space poly(n), where a = ¢(L) /A1 (L) =

;’;El(/ﬂi))/;—(%;l) and m = 0(7”10%[(61/6)) = O(Z—jqw”/q2 log q) < poly(n)q'6n/7*. The pre-
processing consists of poly(n) calls to the DGSZZ sampler described above and requires
space m - poly(n). Hence, the total complexity is poly(n)g3"+o(™) = gl3n+e(n) in time
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and m - poly(n) = poly(n)qm”/q2 in space. By using inequality (4), in Lemma 2.16,
we have that

A(L)n:(L7) < BlL)n eV (1 4 0(1)).

2me

Hence, we can guarantee that

()2 [ grmi e (= o) > 1y (S (o) > 100 g

THEOREM 3.4. Let n € N,q € [4,/n] be a positive integer. Let L be a lattice of
rank n. There 21% a randomized algorithm that solves SVP in time ¢'3"t°") and in
space poly(n) - q <% .

13n+o(n)

Proof. By Theorem 3.3, we can construct a O—L'Il—BDD oracle in time ¢ and

16n
in space poly(n)-q «* . Each execution of the BBD oracle now takes m = O(Z—zqw”/qz)
time. By Theorem 2.19, with (10¢)" queries to a Ofél—BDD oracle, we can find

the shortest vector. The total time complexity is ¢'37to(?) 4 %quG"/qz - (10g)™ =
q13n+o(n). O

Remark 3.5. If we take ¢ = y/n, Theorem 3.4 gives an SVP algorithm that takes
n®™ time and poly(n) space. The constant in the exponent of time complexity is
worse than the best enumeration algorithms. When ¢ is a large enough constant, for
any constant £ > 0, there exists a constant C' = C(g) > 2, such that there is a 26"
time and 2" space algorithm for DGS and SVP. In particular, the time complexity
of the algorithm in this regime is worse than the best sieving algorithms.

Remark 3.6. In [1], the authors gave 2" time reductions between the lattice
problems in different £, norms. Their reduction increases the approximation factor
by a constant that depends on . Combining their results with the above theorem
gives an algorithm with a time-memory tradeoff for the constant-factor approximation
of all lattice problems.

4. Quantum speedup for BDDP using QRAM. The goal of this section is
to obtain a quantum speedup of Theorem 2.14. We improve the time complexity of
the algorithm by almost the square root factor, but we also require the advice string
to be stored in QRAM. Before presenting our contribution, we will give an overview
of the known algorithms for BDDP.

Most of the known BDDP algorithms (including the one in [27]) are based on the
algorithm for decision-CVPP by Aharonov and Regev [7]. We first revisit the algo-
rithm for decision-CVPP. In this work, the authors introduced the periodic Gaussian
function f:R™ = RT,

_ p(t+L)
=20,

towards giving an algorithm for O(y/n/logn) approximation of decision-CVPP. They
observed that by the Poisson summation formula, we get the identity

(9) ft)=_ E [cos(2m(w,t)].

£*

They also showed that when distance of the target vector ¢ from lattice £ is at
least \/n, then f(t) is negligible, and when distance between ¢ and lattice £ is at most
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Vlogn, then f(t) is nonnegligible. This function f evaluated on any vector ¢ is an infi-
nite sum and is not easy to evaluate efficiently. Their algorithm crucially relied on the
observation in Equation (9) that shows that the function f can be estimated by using
a polynomial size advice string with at most 1/poly(n) error. They gave the estimator

N
1
(10) fw(t)= N ;Cos(Qﬂwi,t)).
where W = (w,...,wy) € L* are i.i.d. samples from D, and showed that fy =~ f

with at most 1/poly(n) error when N is a large enough number bounded by a poly-
nomial in n.

Later, Liu, Lyubashevsky, and Micciancio [57] gave an algorithm for the approx-
imation of search BDDP. The idea is to iteratively update the target vector ¢t such
that its distance from the closest lattice vector decreases and eventually it is easy
to efficiently find the closest lattice vector. They are able to solve the a-BDDP for

a < O(\/k’%). Dadush, Regev, and Stephens-Davidowitz gave an improvement by
a careful analysis of the function f(¢). They proposed that by iteratively updating &
by an approximation of

V£(t)
271 (1)
we can go near the closest lattice vector. Their algorithm solves a-BDDP for a =

n m™T—0 . . .
yn/e)/m=o(l) The advice string consists of N vectors from D« (£+), and the

2ne (L*)X1 (L)
algorithm performs O(N + poly(n)) arithmetic operations where N = O(ML\/%/E)).

In this section, we will show that if the advice string is stored in QRAM, then we can
achieve the same approximation of BDDP by using only O(v/N + poly(n)) arithmetic
operations.

We will start with listing some of the lemmas and theorems from [27] that we will
directly use in our proof. After that, we will show the quantum improvement in the
estimation of functions fy and V fyy. In the last part of this section, we will present
the main result of this section.

4.1. Results from [27].
LEMMA 4.1 (see [27, Lemma 2.14]). Let L CR"™ be a lattice of rank n. Then, for
alteR™ | f(t) > p(t).

LEMMA 4.2 (see [27, Lemma 4.7]). Let L C R™ be a lattice with p(L£) =1+ ¢
for e € (0,1/400). Let W = (wy,...,wx) be sampled independently from Dp~ with
N >Q(n//e). Then

Pr[3t, [t < '/%/(1000n) : |V fiv (2)/ (27 fur (£)) + ]| > %2 ¢]] < 2770,
LEMMA 4.3 (see [27, Lemma 4.10!). Let L CR™ be a lattice with p(L) =1+ ¢,
; — (L 204905 -
with € € (0,1/400). Let s. = (- 1n V0o, Let W = (wy,...,wy) be sampled

g

independently from Dp«. Then, for ¢ <s <10, if N >Q(nln(1/e)/s?), then
Pr[3t € R™, e/ /(1000n) < |[t]| < 5. : ||V fw (t) — VL@ > s|t]|] < 2725,

LEMMA 4.4 (see [27, Lemma 4.12!). Let L CR™ be a lattice with p(L£) =1+ ¢,
with € € (0,1/400). Let s. = (%IHZITJFE))O'S. Let W = (wy,...,wy) be sampled
independently from Dg-. Then, for €2 <s<10, if N >Q(nln(1/¢)/s?), then

Pr(3t e R™, [|t] <s.: | fuw(t) — f(£)] > ] <272,

t+
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LEMMA 4.5 (see [27, part 1 of Lemma 4.5)). Let L CR™ be a lattice with p(L) =
1+¢€ for somee >0, and let W = (w1, ..., wy) be sampled independently from Dp-.

Then, for s >0, Nmin(s,s?) > Q(n), and A, = %(ln 2422 1+ 1), we have

P’I“[Hwa(O) + 27TIn|| > Aa + S] < 2—Q(Nmins7$2)’

where H fy, denotes the Hessian matriz of fy .

LEMMA 4.6 (see [27, part 1 of Lemma 4.7]). Let L CR™ be a lattice with p(L) =
1+¢ for some e >0, and let W = (w1,...,wy) be sampled independently from Dp-.
Then we have

/8
Pr|3teR™[|t] < : t 21 + 4B ||¢]|| <279
r 3R < 5 s IV Aw® > (2 -+ 422l <
and
o1/8 £0.25 )
Pr|FteR" ||t] < ——: t)<1— ——| <27,
r[seern el < s vl <1- S <

The following theorem tells us that if we can compute f(t) and its gradient and
suppose that ¢ is sufficiently close to the lattice, then we can simply apply the gradient

ascent algorithm to find a vector ¢’ = ;r J;((tt)) + t such that the new vector t’ is even
closer to the closest lattice vector of ¢.

THEOREM 4.7 (see [27, Corollary 4.3]). Let € € (0,1/400), and let L C R™ be a
lattice with p(L) =1+¢. Let s. = (1 1n @)1/2. Then, for all t € R™ satisfying
V(t)

18]l <'s2/2,
’ 2m f(t)

where §(t) = max(1/8, ||t||/sc). In particular, for §(t) <1/2 —2/(ws?),
V()

2/ (1)

4.2. Estimation of fy and V fi in QRAM.

THEOREM 4.8 (amplitude estimation [22], follows from Theorem 12). Let 6 > 0.
Given natural number M and access to an (n+ 1)-qubit unitary U satisfying

+tH < 12(e/2)! =20 ¢,

”H < |1¢] /4.

U10™)10) =+alé1) 1) + V1 —aldo) [0),
where |¢p1) and |¢o) are arbitrary n-qubit states and 0 < a < 1, there exists a quantum

algorithm that uses O(M -log(1/3)) applications of U and Ut and O(M -log(1/9))
time and outputs an estimate @ that with probability > 1 —§ satisfies

—al<—.
a-al< o

5The original Theorem 12 in [22] considered an estimator that output @ with additive error at
most 1/M with probability > 2/3. One can repeat this process for O(log(1/4)) times and take the
median number to increase the success probability to > 1 — 4.
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THEOREM 4.9. Let N be a positive integer, let L C R™ be a lattice, and let
W ={wi,...,wn} be the set of vectors from L*. Let Ow :|j)[0) — |j) |w;). For any
€,0 >0, there exists a quantum algorithm that given target t € R™ outputs fw (t) which
satisfy | fw (t) — fw (t)| < & with probability 1 — 5. The algorithm makes O(s~1 -log 1)
queries to Oy and requires ¢ " -log% - poly(logn) elementary quantum gates.

Proof. We define the positive controlled rotation oracle as, for any a € [—1, 1]

la)(v/al1) + vI=al0)) ifa>0,
Ocr+ :a)|0) — .

|a)|0) otherwise,
which can be implemented up to negligible error by poly(logn) quantum elementary
gates. Also, we define the cosine inner product oracle as for any ¢t,w € R"

Ocos :[0) [£)10) — [ww) [£) |cos(2(w,£)))

which can also be implemented by poly(logn) quantum elementary gates. Preparing
the state \/#NZ;\; |7)10)|£)]0)]0), and then applying Ow on the first and second
registers, applying Oos on the second, third, and fourth registers, and applying Oc g+
on the fourth and fifth registers, we have

1
—= 15} [w;) [£) [cos(2m (wj, £))) (1/cos(2m(w;, £) [1)
\/N J€E[N] and
cos(2m(w;,t))>0

1 .
+\/1*COS(2W<wj,t>|0>) t 5 Yo i) [wy) e |eos(2m(w;, 1)) |0).
J€E[N] and
cos(2m(w;,t))<0

By rearranging the equation, we have

1
—= cos(2m(wj, t) [5) [w;) [t) [cos(2m(w;, ))) 1)
VN je[Nzl:and !

cos(2m(w;,t))>0

1 .
WN( jeu;and V1= con(znw;. ) ) ;) 1) leos(2ruw; )

cos(2m(w;,t))>0

+ ) i) ey e COS(2W<’wj7t>)>> |0)
J€E[N] and
cos(2m(w;,t)<0

=VaT [¢1) [1) + V1= a* o) |0),

where a™ = ) JE[N] and %]&w’m By applying Theorem 4.8, we can esti-
cos(2m(w;,t))>0
mate a” with additive error ¢/2 by using O(¢7!) applications of Oy, O;V, and
e~ 1. poly(logn) elementary quantum gates. Following the same strategy, we can
also estimate a= =Y F€[N] and M with the same additive error and by
cos(2m(w;,t)<0
using the same number of qﬁeries and quantum elementary gates. Therefore, we
can estimate a* +a” =37,y w with additive error €. By repeating the

procedure O(log %) times and taking the median among them, we finish the proof. O
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THEOREM 4.10. Let N be a positive integer, let L CR"™ be a lattice, and letW =
{wi,...,wn} be the set of vectors in L*. Let Ow :|5)]0) = |j) |w;). For anye,d >0,
there exists a quantum algorithm that given target t € R™ and wyae > maxje(n) ij |
outputs V; fu (£)® for any i € [n] which satisfy |V fw (t) — Vifu ()| < 27e||#]] - w2,,,
wzth probabzlzty 1—4. The algorithm makes O(s~! -log 6) queries to Ow and requires

-1 logf poly(logn) elementary quantum gates.

Proof. From (10), we get V; fi (t) = =& Z _,sin(2m(w;,t)) - (w;), for i € [n]. We
observe that for all ¢ € [n] and j € [N],

|sin(2m (w;, t)) - (w; )il < [27(w;. £) - Winaa| < 2] - W],

2m{w;,t
and hence |W

gi(w,t) = Smémf—;}g(mﬁ Then we define the sine inner product oracle as for any

t,weR" andie[n]

| <1 for all i € [n] and j € [N]. For simplicity, we define

Osin : [w) [8) [2) [0) = [w) [t) [3) |gi (w, £)) ,

which can be implemented by poly(logn) quantum elementary gates. Also, we define
the positive controlled rotation oracle as for any a € R

@) (Vall) + VI =al0)) ifa>0,
|a}|0) otherwise,

Ocr+ 1 ]a)|0) — {

which can be implemented by poly(logn) quantum elementary gates.

Preparing the state ﬁ Zjvzl |7)10) |£) |#) |0) |0), and then applying Ow on the
first and second registers, applying O, on the second, third, fourth, and fifth registers,
and applying Oc g+ on the fifth and sixth registers, we have

\ﬁ Z 1) [w;) [£) 1) 1g:(w;, 1)) (1) gi(w;, £) [1) + /1 = gi(w;,2)[0))
] and
gl(wj,t)>0

1
+ 7= 19} lw;) [2) i) |gi(w;, 1)) [0)
\/Nje[%:and ! !

gi(wj,t)g()
1

=Wﬁ§m gi(w;, £)[7) |w;) [£) i) |gs(w;, ) [1)

9gi (wj 7t)>0

1 . ‘
’ W<Jemzm L= gu(wy ) 15) [w,) ) 1) |9 (;..£)

gi(w;,t)>0

+ oy |j>|wj>t>|i>|gi(wjat)>>O>
J€E[N] and
gi(wjvt)go

=Vat |61) 1) + VI —at |¢o) 0),

6We are abusing notation here: V; fyy (£) just represent an estimated value of V; fyy (t).
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where a™ =3 ;c(N] and W By applying Theorem 4.8, we can estimate a™ with
gi (w;,t)>0
additive error £/2 by using O(e~!) applications of Oy, O‘T,V, and 71 - poly(logn) ele-
mentary quantum gates. Following the same strategy, we can also estimate a~ =
Zje[N] and 9:Wit) with the same additive error and by using the same number
i (w;,t)<0
of gqilei"ie)s and quantum elementary gates. Therefore, we can estimate a™ +a~ =

: gi(wi.t) _vif_wz(t) with additive error €. By repeating the procedure
JEIN] TN 2x[[t[-w

O(log §) times and taking the median among them, we finish the proof. n]

We get the following corollary.

COROLLARY 4.11. Let € € (0,/100), let N = [(n®/\/€)] be a positive integer, let
L CR"™ be a lattice, and let W ={w,...,wn} be the set of vectors from L* such that
Vi€ [N], |w;|]| <2n+1. Let Ow :|5)]0) = |j) |lw,). There exists a quantum algorithm
that given target t € R"™ outputs fy (t) and V fy (t) which satisfy

R c1/4 R c1/4
t) — t)| < — and t) — B < —||t
i (t) ~ ()] < S and [V (6) ~ V() < S e
with probability 1 — 2= The algorithm make O(e=/* - n*) queries to Oy and
require e~ Y/4 . n* - poly(logn) elementary quantum gates.

4.3. BDDP in QRAM. From the previous subsection, given t, we can estimate
fw () with small additive error. In this subsection, we will replace fy (t) with the
approximation function fW(t), and show that doing gradient ascent on the approxi-
mation function fW(t) still helps us to find the closest vector, and hence we can use
fw to solve BDDP.

THEOREM 4.12. Let £L C R™ be a lattice with p(L) =1+ ¢, with € € (0,1/400),
and let N be a positive integer. Let s, = (% In @)0'5, let Opax = 0.5 — %, and let
W = (w1,...,wn) be a set of vectors from L*. Suppose that for some v > 6, teR”,
we can compute fW(t) and Vfw(t), and the following hold:

L[]l < min{dmaxse, /In(1/(47))/7},
2. [Viw (@) = V@) < 37t
3. IVfw (@) = Viw @) < 5l
4| fw(t) = )<,
5. |fw (@) — fw @) <.
Then

Viw(t) V()
orf () 27 f(t)

<o

~p(t)

Proof. 1t’s easy to see that the above conditions imply

2]l -

(11) IV fw (£) = V()] < 7|2
and
(12) |fw (&) — f(£)] < 2y.

From Lemma 4.1 and the condition on length of ¢, we get f(t) > p(t) > 4. From the
triangle inequality, we get
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Viw(t) Vi)

» V(010 0, T (I
2 fw () 27 f(t) 2nf(t)  fw(t)  27f() \ fw(t —1
Vi@ viw) S0 | 90| 0.
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For the first term in (13), by using (11) and (12), we get
(14) Viw(®) - Vi®)| &) _ mIt_ f®) el
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For the second term in (13), by using Theorem 4.7 and (12), we get

Vftt H’ _ ‘Sf)”t” (f(f)(i)%_1>zwé;)i2w|t.

From (13), (14), and (15), we get

) |

orfw () 2mf(t) ||~ f(t) 27 p(t) )

LEMMA 4.13. Let L C R™ be a lattice with p(L) =1+ ¢ for e € (0,1/400). Let
W = (w1,...,wy) be sampled independently from Dp-, with N > n®/\/e. Suppose
that for some t € R™ such, that ||| < '/8/(1000n), we can compute fyu (t) and ¥V fu (t)
which satisfy the followmg »

L. ‘fot) w(t) <5 100
2. |V iw(®) =V fw @) < S5 1]

Then, with probability 1 — 2= || ;@W +t|| < 3¢M/4||t|| holds.

Proof. By Lemma 4.6, Wlth at least 1 — 272 probability, |V fw (¢)|| < (27 +
44|t and | fw ()| >1— 100 By the triangle inequality and both of the assump-
tions, with probability at least 1 — 2~ we have

_ ) 1/
(16) [V Fw @) < (27 + 5 )|[t]] and [ fu (8)] > 1= —
It implies that
V fw (t) ~ Viw(®) Viw(t) = Vfw(t) ||VfW )l ‘ 1 ‘
2nfw(t)  2mfw(t) 27 fw (1) fw(t)  fw(®)
e/l (27T+5€1/4)||t||
~ 27(1 —el/4/50) 27
e'/4/100
(1— e1/4/100)(1 — £1/4/50)
<2:4t).
By Lemma 4.2, we know that, with at least 1—2~%(") probability, we have |5 fW(t)) +
t|| <e'/4||t||. Hence, by the triangle inequality and union bound, we have 13 va ((t)) +
t|| < 3¢'/4||t|| with probability greater than 1 —2~%("), d

Copyright (©) by STAM. Unauthorized reproduction of this article is prohibited.



Downloaded 03/28/25 to 192.16.191.136 . Redistribution subject to SIAM license or copyright; see https.//epubs.siam.org/terms-privacy

258 D. AGGARWAL, Y. CHEN, R. KUMAR, AND Y. SHEN

THEOREM 4.14. Let L CR™ be a lattice with p(L) =1+ ¢, with € € (0,1/400).
Let s = (220005 5,0 = 05— 25, 6(t) = max{1/8,[|t]/s.}, and W =
(wy,...,wyn), and let be sampled mdependently from D~ where N >nPlIn(1/e)/\/e.
Suppose that for some t € R™ such that ||t]] < dmaxSe, we can compute fW( ) and
Vfw( t) which satzsfy the followmg

() = fw (D)) < 555
2. ||V fw (8) — V fur ()] < Lele

Then, with probability at least 1 — 2~ || er;w(t) +t|| <2074 |1¢]|.

Proof. Lemma 4.13 shows that the theorem is satisfied for all ¢ with ||¢|| <
€'/8/(1000n). So we consider the case when £%/8/(1000n) < ||t|| < dmaxse. By
Lemma 4.1, for such ¢,

F(£) > p(t) > e ™maxte > gOmax /2 > /42,

Also we know the following;:
e By Lemma 4.3, ||V fiw (t) — Vf(¢)|| < e'/4|t||/100 holds with probability >
1— 27Q(51/2N/1002) —1— 2fQ(n)
e By Lemma 4.4, [|f(t) — f(t)|] < €'/%/100 holds with probability > 1 —
Q—Q(sl/zN/lo()?) —1_9-9n)

Therefore, by using Theorem 4.12 with v = %, we have that with probability
2 1- 2—Q(n)’
V fw (t 6 VIt
Viw®) §7||t||+H /®) +tH
o7 fu (t) p(t) 21 f(t)
< et eIt |[¢]] + 12(2/2) 2 ®) ¢ (by Th 4.7
<3 y Theorem 4.7)
2
3el/4 [2(1+4¢) o) 1—25
< A tl| +12(/2)72®)|1¢
<3 (D) reazey o
£0.25—-5(t)* (1—25(6))/4
< St + £ (0) el
< 6(1726(t))/4||t||. O

THEOREM 4.15. For any integer n> 0, € € (e~ ,1/400) and lattice £ C R™, let

o(L) = —W and N = "Slnix/(gl/e). Given N wvectors sampled from D=, (o)

stored in QRAM, there exists an algorithm that solves i((ﬁﬁ))—BDD with probabil-
ity greater than 1 — 2= using /N - poly(n) arithmetic operations and requires

O(poly(n) +log N) classical space, poly(n) qubits, and QRAM of size N - poly(n).

Proof. Let s, = (%log(@))l/2 and Opaz = % — % Let W = (wy,...,wy) be
the given set of vectors sampled from Dy« ,_(£«).
The algorithm takes target t € R™ and set of vectors W. It then iteratively

updates t < t + QVW?VVV((?) for 1+ [8log(y/nsc)/log(1/e)] times. It then scans the

first v/N vectors from W and takes the first n linearly independent vectors of length
bounded by /n - n.(L*) as set V* = (v},...,v%) C W; if no such set exists, then
abort. Compute V = (v1,...,v,) such that v; - v = d; j, and return ) c;v;, where
ci=|vl-t].

By scaling the lattice appropriately, we can assume that p(£) = 1 + ¢, so that
ne(L*) = 1. Let t' =t — w such that ||| < dmazse for some w € L. There exists
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such a vector t' because of the promise of the ¢(L£)/A;1(L£)-BDD and the fact that
d(L) < dmaxSe. From Lemma 2.9, we get that with probability 1-N-e~2n° > 1—2%(n)
Vi € [N], ||w;|| < 2n + 1. Hence, by using Corollary 4.11, we can estimate fyy(t) and
V fw (t) which satisfy

. c1/4 . 1/4

i (@) = fw(®)] < S and IV () = Vhw @) < oo
with probability 1 — 27", The algorithm makes (’)(\/]V ) arithmetic operations.
Corollary 4.11 also says that the distribution of fy (t) and V fy(t) is periodic over
the lattice. Therefore, by using Theorem 4.14 we can say that by every update of
tbyt+ t+ ;?;VV((?), the output vector is of the form w + t*, where ||t*|| shrinks
by a factor of at least e(1=2(1/9)/4 = £1/8 with probability 1 — 2~ Hence, by
1+ [8log(y/nsec)/log(1/e)] updates, we get t = w + t* such that ||t*|| < 1/(2v/n).
For the correctness of the proof, it is sufficient to show that w =", ¢;v;. Note that
| (vf,t)] = [(v], t*)] + (vf,w). By Cauchy—Schwarz, we get | (v},t*)] =0. Hence, we
get the vector w as the output with probability greater than 1 — 27",

Now we will show that there exists a set V* C {w1,...,wy2} containing n linearly
independent vectors of length at most y/n and an algorithm will abort with probability
at most 2-("*) over the given set W. Let W/ = (w1,...,w,2). By Lemma 2.9, with
at least 1—n2-e~" probability all the vectors in set W’ have length at most \/n-n.(L*).
From Lemma 4.5, we know that

4 2(1
| H fur(0) + 271, | < 75 <1og (‘*6) N 1) N 1) “on
1+¢ 5

with probabilitz at least 1 —2-2("")_ Hence, we have that H fw(0) is invertible and
H fu(0) = =257 w,w? (from (10)). It implies that W’ spans R"™ and completes

m

the proof. ]

2]

5. Improved algorithms for BDD. We obtain a BDD oracle with decoding
distance « by using the same reduction as above but making each call cheaper. This
is achieved by building a sampler that directly samples at the smoothing parameter,
hence avoiding the v/2 factor, allowing us to take a bigger . In [3], it was shown
how to construct a dense lattice £ whose smoothing parameter 7(£’) is v/2 times
smaller than the original lattice and that contains all lattice points of the original
lattice. Suppose that we first use such a dense lattice to construct a corresponding
discrete Gaussian sampler with standard deviation equal to s = v/2n(£’). We then do
the rejection sampling on the condition that the output is in the original lattice L.
We thus have constructed a discrete Gaussian sampler of £ whose standard deviation
is v2n(L') = n(L). Nevertheless, |£'/L| will be at least 2°°"  which implies that
this procedure needs at least 20" input vectors to produce an output vector. The
complexity of our BDD algorithms heavily depends on the quantity (L) which is
related to the kissing number of the lattice (see section 2). For this reason, we first
provide complexity bounds that depend on (L) and then obtain complexity bounds
in the worst case (3(£) < 2402) as corollaries. We first show how to efficiently sample
a discrete Gaussian at the smoothing parameter.

LEMMA 5.1. There is a probabilistic algorithm that, given a lattice L CR™, m €
Zy, and s > 11/3(L) as input, outputs m samples from a distribution (m - 2_9("2))-
close to Dy s in expected time m-2"/2+0() and space (m+2”/2) -20(7) - Furthermore,
all samples have poly(n) bit-size.
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Proof. Let a = % + 4. We repeat the following until we output m vectors. We
use the algorithm in Lemma 2.22 to obtain a lattice £’ O L of index 2*. We then
run the algorithm from Theorem 2.13 with input (£’,s) to obtain a list of vectors
from L. We output the vectors in this list that belong to £. The correctness of
the algorithm, assuming it outputs anything, is clear as long as the samples obtained
from Theorem 2.13 are (sufficiently) independent, which we will prove below. By
Theorem 2.13, we obtain, in time and space 2(/2)+o(n)  Af < 27/2 yectors that are
2-2("")_close to M vectors independently sampled from Dg/ ;. The theorem guaran-
tees that M =27/2 if s > \/5771/2 (L"). Also, by Lemma 2.22, with probability at least
1/2, we have s > 1, /3(L) > ﬂnl/g(ﬁ'). Note that when s < ﬁnl/g(ﬁ’), the sam-
ples obtained from Theorem 2.13 are still 2-2(*) _close to M vectors independently
sampled from D/ but M could be much lower than 2"/2 or even 0. On the other
hand, if s > \/inl/z(ﬁ’), then M =2"/2. Assume that s > \/§n1/2(£/), which happens
with probability at least 1/2. From these M = 2™/2 vectors, we will reject the vectors
which are not in lattice £. It is easy to see that the probability that a vector sampled
from the distribution Dz is in £ is at least ps(L)/ps(L’) > 5~ using Lemma 2.7.
Thus, the probability that we obtain at least one vector from £ (which is distributed
as D ) is at least

1 n 1 N 1 .
5 (1 —(1—1/2%)? /2> =_ (1 — (1 —1/27/?+4)2 /2> >z (1 _ 22 /2+4>
2 2 5

1

_ L 1716

= 2(1 e ).
It implies that after rejection of vectors, with constant probability we will get at least
one vector from D, ;. Thus, the expected number of times we need to repeat the
algorithm is O(m) until we obtain vectors y1, . . ., Y, whose distribution is statistically
close to being independently distributed from D, ;. The time and space complexity
is clear from the algorithm. We can ensure that all samples have poly(n) bit-size by
first generating more samples (say twice the amount) and throwing away all samples
of norm larger than exp(Q(n?)). Since the vectors are sampled from a Gaussian
with width at most” exp(O(n)), the error induced by throwing away the tail of the
distribution is smaller than 2-2(n"). 0

5.1. Reduction from BDD to DGS. In [27], the authors gave an algorithm
for BDDP which requires a sampler from the discrete Gaussian distribution ezactly
at the smoothing parameter n.(L) which is generally not known. As BDDP allows
preprocessing on the input lattice for arbitrary time, they are able to assume that
preprocessing advice strings contains vectors sampled exactly at smoothing parameter.
In this section, we present a modification of their algorithm, which gives a reduction
from BDD to DGS. In this paper, our goal is to solve BDD, so we will be very precise
with the runtime and not assume any preprocessing.

THEOREM 5.2. For any o> 0, any e™™ <& <min(e="",1/200). There exists an
algorithm that, on input L and with constant probability, constructs a classical and
a quantum (with QRAM) %—BDD oracle for L by doing poly(n) calls to a 0.5-
hDGSnms sampler on the lattice L* and requires storage space m - poly(n), where m =

O(%\/IE/E)) and ¢(L) = —W Each call to the classical oracle takes time

m-poly(n) and space O(poly(n)+Inm), excluding the storage space of the preprocessing.

"Here we are using our assumption that the basis vectors have size at most 2°(").
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Every call to the quantum oracle with QRAM takes time \/m - poly(n), classical space
O(poly(n) +Inm), and poly(n) qubits and requires a QRAM of size m - poly(n) that
contains the preprocessed data.®

The proof follows from Theorems 2.14 and 4.15. For completeness, a detailed
proof is given in Appendix A.

5.2. BDD when ¢ is small. In order to go further, we will make heavy use of
Theorem 5.2 and Lemma 2.16 to relate the smoothing parameter to other parameters
of the lattice. A small difficulty when applying Lemma 2.16 is the case distinction
on €. We will start by using inequality (5), which will require us to take very small
values of ¢ when sampling the discrete Gaussian.

LEMMA 5.3. For any sufficiently large n, any lattice L CR"™, and any A such that

ﬁ —b+o(1) < A1, there exists a randomized algorithm that creates a classical and

a quantum (with QRAM) a-BDD oracle in time 2(A+1)"/2+0(n) gnd space 20-5n+0(n)

where a = %, / Aier and b = logy B(L). Every call to the classical oracle takes time

24n/2+0(n) gnd space poly(n), excluding the space of the preprocessed data. Every call
to the quantum oracle with QRAM takes time 24™/4+t0(")  classical space poly(n), and
poly(n) qubits and requires QRAM of size 24n/2+0(n) that contains the preprocessed
data.

Proof. Let e =274" A <1 to be fixed later. We know that n.(L*) > /3(L*) for
any sufficiently large n (n > % log, 3) by the monotonicity of the smoothing parameter
function. Hence, the DGS;" = sampler from Lemma 5.1 can be used as a DGS;!
sampler for any m € N. By Theorem 5.2, we can construct a a-BDD such that each
call takes time m - poly(n) = 247/2+°(") and space poly(n), where a = ¢(L£)/ 1 (L) =

4/In T—0 nlo n oln . .
% and m = O(%) — 24n/2+0(n) " The preprocessing consists of
poly(n) calls to the DGS;* sampler described above and requires space m - poly(n).

Hence, the total complexity is poly(n) - m - 27/2+e(m) = 9(A+1)n/2+0(n) iy time and
24n/2+o(n) < gn/2+e(n) in gpace. By using Lemma 2.16, inequality (5), only valid
when £ < (e/B(L£)?+0(1))~ %, we have that

In(1/e) + nln (L) + o(n)-

™

M) <

Hence, we can guarantee that

o V(/E/T—o(D) __\/I(/z)/m—o(l) 1\/ In(1/e) + o(1)

27’]5 (ﬁ*))\l 2\/1n(1/€)+n In B8(L)4o0(n) a 2 111(1/5) +nln B(E)

1 A
=3\ Az oW

where b= log, 5(L). Furthermore, as noted above, this inequality is only valid when
e<(e/B*+0(1))" 2, that is, A > 51— —b+o(1). Finally, note that since b < 0.402, we
must have A > 0.32 and the inequality holds as soon as n > 5 > % log, 3. Finally, note
that Theorem 5.2 requires € < 1/200, which holds as soon as n > 17 > % In200. The
quantum algorithm is exactly the same but using the quantum oracle of Theorem 5.2,
which then has running time /m - poly(n) = 247/4+°(") and requires a QRAM of size
m - poly(n) = 247/2+o(n), O

8Here we are assuming that the Gaussian samples appear in the streaming fashion.
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We can reformulate the previous lemma by expressing the complexity in terms of
« instead of some arbitrary constant A.

COROLLARY 5.4. For any n > 5, any lattice L C R™, and any « such that

3V1I=2bIn2+0(1) < a < 3,/ l%rb, there exists a randomized algorithm that creates

a classical and a quantum (with QRAM) a-BDD oracle in time 2(ATDn/240() g
space 20-°7Fo(m)  Eyery call to the classical oracle takes time 247/2T°(M) and space
poly(n), excluding the space of the preprocessed data; and every call to the quantum
oracle with QRAM takes time 24™/41°(")  classical space poly(n), and poly(n) qubits
and requires a QRAM of size 24™/210() that contains the preprocessed data, where
A= 2 ond b= log, B(L).

T 1-4a2

Proof. Apply Lemma 5.3 for some A to be fixed later. Observe that o = %, / Ai_%

so A= 14_173;. Now the constraints ﬁ —b+o0(1) < A< 1 become

1 Abo? 1
= 1)< - 1)) (1 — 4a?) < 4ba®
oma Vel 1—4042@(21112 btof )>( o) < dba
1 b a?
- 2 1)< —
© e 2 TS

1
1
@5\/1 —2bln2+o(l) <«

and

N

4ba? 1 1
Y a4+ b)el<leas oy ——.
1— 402 (1+b)a “S9V 15 0

5.3. BDD when ¢ is large. The inequality (5) in Lemma 2.16 tells us that if
we take an extremely small ¢ to compute the BDD oracle, we can find a BDD oracle
with «a(£) almost 1/2. However, the time complexity for each call of the oracle will
be very costly. On the other hand, if we use the inequality (4) in Lemma 2.16 with
a larger €, each call of the oracle will take much less time, but the constraint on the
decoding coefficient @ will be different. It is therefore important to study this second
regime as well. Note that inequality (4) actually applies to all € € (0,1) but is mostly
useful when ¢ is large.

LEMMA 5.5. For any sufficiently large n, any lattice L C R™, and any %10g2 3<
A < 1, there exists a randomized algorithm that creates a classical and a quantum
(with QRAM) a-BDD oracle in time 2A+D/2+0(n) and space 2057+ where o =
% V?‘?m —o(1). Every call to this oracle takes time 247/2+°(") and space poly(n),
excluding the space of the preprocessed data. Every call to the quantum oracle with
QRAM takes time 247/4+0(") " classical space poly(n), and poly(n) qubits and requires

a QRAM of size 24™/2+0(") that contains the preprocessed data.

Proof. Let e =274" A <1 to be fixed later. We know that n.(L*) > /3(L*) for
any sufficiently large n (n > % log, 3) by the monotonicity of the smoothing parameter
function. Hence, the DGS,;" ~sampler from Lemma 5.1 can be used as a DGS;!
sampler for any m € N. By Tfleorem 5.2, we can construct an a-BDD such that each
call takes time m - poly(n) = 247/2+°(") and space poly(n), where o= ¢(L) /(L) =
% and m = O("IL(;/@) = 24n/2+0(n)  The preprocessing consists of
poly(n) calls to the DGS;* sampler described above and requires space m - poly(n).
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Hence, the total complexity is poly(n) - m - 27/2+e(m) = 9(A+1)n/2+0(n) in time and
24n/2+o(n) L gn/2+0(n) iy space. By using inequality (4) in Lemma 2.16, we have that

BL)?n

oe e/ (1+0(1)).

A(L)ne(£7) <

Hence, we can guarantee that

In(1/¢) /71'—0 2eln !
e (L)A (L \/ (1—o(1))
2 AVA. \/261n
a 26(£)

The quantum algorithm is exactly the same but using the quantum oracle of The-
orem 5.2, which then has running time \/m - poly(n) = 247/4+(®) and requires a
QRAM of size m - poly(n) = 247/2+o(n), 0

COROLLARY 5.6. For any n = 2, any integer m > 0, any lattice L C R™, and
any \/\%}37(2) < a < 2ﬁ(£)’ where b = log, (L), there exists a randomized algo-
rithm that creates a classical and a quantum (with QRAM) (o + o(1))-BDD oracle
in time 24T/ 240(n) gnd space 27/2t°() - Euvery call to the classical oracle takes
time 247/2t0(") and space poly(n), excluding the space of the preprocessed data; and
every call to the quantum oracle with QRAM takes time 24™/4+to(") = classical space

poly(n), and poly(n) qubits and requires a QRAM of size 247/2T°(") that contains the

preprocessed data, where
1 40%B(L)?
A== <_ e ’

where W is the principal branch of the Lambert W function. Furthermore, the above
expression of A is a continuous and increasing function of f(L).

Proof. By Lemma 5.5, we can build an oracle for any %log2 3 < A <1 such that

the decoding radius is a = % “?em —o(1). Hence, we want to find A such that

24/ Ay 2eln?2
26(L)

Let f: A~ 2-4V/A so that the first condition is equivalent to

2a8(L)
v2eln?2 .

Now assume that (17) holds and let y = —2A1n(2); then it is equivalent to

1
=« and Elog23<A§1.

(17) f4)=

20°B(L)*
Yo — _ " PAE)
eYy 21n(2) 2
that is

2 2
(18) eYy = da i(ﬁ)
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This equation admits a solution if and only if

4a2B(L)* 1 1
T 7. T Sy

(19)
Assuming this is the case, (18) can admit up to two solutions. However, since the com-
plexity increases with A, we want the solution that minimizes A, i.e., that maximizes
y. The largest of the (up to) two solutions of (18) is always given by the principal
branch W of the Lambert W function

. 4a25(£)2 y B 1 40{2ﬂ([,)2
(20) y—W<—e) that is A__21n2W<_e>

and always satisfies y > —1. In particular, we always have A < ﬁ Now check that
f is strictly increasing over [0, ﬁ] Hence, the condition %logz 3 < A s
equivalent to

1
(21) (5 10m3) < )
2 2
1 203(L) )
S fl—log,d ) < | ——== by (17
f(n 8o ) ( GRS y (17)
1 2 2 2
<:>27%10.%23710g23 < @ ﬂ(ﬁ)
n eln?2
eln3 1
— " 97w <a?
< mB(L)? °
- eln3 <a?
nmp(L)2 =
In summary, we can always take A as in (20), assuming (19) and (21) hold. 0

5.4. Putting everything together. We have analyzed the construction of a-
BDDs in two regimes, based on Lemma 5.1. It is not a priori clear which construction
is better, and in fact we will see that it depends in a nontrivial way on the relation
between o and 5(L).

THEOREM 5.7. For any sufficiently large n, any m > 0, any Fézlﬁ“(i) <a<

%,/ﬁ, and any lattice L C R™, there exists a randomized algorithm that creates a
classical and a quantum (with QRAM) (a + o(1))-BDD oracle in time 2(A+1)n/2+o(n)
and space 2™2. Every call to the classical oracle takes time 247/21°(™) and space
poly(n), excluding the space of the preprocessed data; and every call to the quantum
oracle with QRAM takes time 24™/*+°(")  classical space poly(n), and poly(n) qubits

and requires a QRAM of size 24™/210(") that contains the preprocessed data, where

1 - <4a26(£)2

> whenb<ﬂ

Ao "~ 2In2 e 22
B 40[2 1—4a?
m whenb} Tnoé’

where W is the principal branch of the Lambert W function and b =1logy S(L). Fur-
thermore, the above expression of A is a continuous and increasing function of b.
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Proof. Let F;}g}i) <a< %,/l%rb and b = log, 8(L). By Corollary 5.4, we can

build an o-BDD if %\/1 —2bln2 < @, in which case the complexity will depend on
A=A (a,b) = 4ba” By Corollary 5.6, we can build an o-BDD if o < %\/1 —2bIn2,

T 1—-4a?”
in which case the complexity will depend on A = As(a,b) :=— l1121/1/(—w). In

both cases, the BDD oracle can be created in time 2(A+1)7/2+0(n) and space 20-57+o(n)
and each call takes time 247/2t2(")  Now observe that

1 1—4a?
a<zV1I-2bn2 & 40? <1-2bIn2 & b< 51 g .
n
Let b* := %; then there are two cases:
o If b > b*, then %\/1 —2bIn2 < « so only Corollary 5.4 applies and we can
build an «-BDD. In this case, the complexity exponent is A;(a,b) = %b.

o If b < b*, then a < %\/1 —2bIn2 so Corollary 5.6 applies but Corollary 5.4
does not for this particular value of a. However, we can apply Corollary 5.4
to build an o/-BDD oracle with o/ > a7 (b) := $v/1 —2bIn2 > a. We will
show that the a-BDD of Corollary 5.6 is always more efficient than the /-
BDD of Corollary 5.4 in2this case and the complexity exponent will thus be
Ap(0r,b) = — g W (— 2228
Assuming that b < b*, we claim that Ay (a,b) > Az(a/,b) for any o > """ (b). Indeed,
on the one hand, A is an increasing function of b so

) 1 2
As(a,b) < A =— W (—4a?e "
2(a,0) < 2(“’ 181112) oing (At )
40 202 , "
=53~ 3 since W (ze®) =x.
On the other hand, A; is an increasing function of « so
o 1-2bIn2
Ai(a,b) = A (af (b),b):w,

which is a decreasing function of b, and therefore

* 2

A1<a,b)>A1(a{”m(b*),b*)=%=%>A2(a,b). 0
COROLLARY 5.8. For any sufficiently large integer n, any integer m > 0, and
any lattice L C R"™, there exists a randomized algorithm that creates a classical and
a quantum (with QRAM) 1/3-BDD oracle in time 2°-66947+0(m) gnd space 20-5m+0(),
Every call to the classical oracle takes time 20-16047+0(") 4nd space poly(n), excluding
the space of the preprocessed data. Every call to the quantum oracle with QRAM takes
time 20-0802n+o(n) = classical space poly(n), and poly(n) qubits and requires a QRAM

of size 20-1604n+o(n) that contains the preprocessed data.

Proof. By Theorem 5.7, the value of A increases with b = log, 3(L£). Since b <
0.402 and 0.402 > WE’HQ, we always have A < %0.402 +0(1) £ 0.3208 + o(1) and we
obtain the result. 0

6. Solving SVP by spherical caps on the sphere. We now explain how to
reduce the number of queries to the a-BDD oracle. Consider a uniformly random
target vector ¢ such that a(l — 2)A(£) < ||| < aAi(L); it satisfies the condition
of Theorem 2.19, i.e., dist(L,t) < aA;(L). We enumerate all lattice vectors within
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Algorithm 2. Solving SVP by spherical caps on the sphere

Require: basis B of a lattice £ C R™

Require: an a-BDD oracle (for a well-chosen «)

Ensure: a shortest nonzero vector of £
1: Use LLL to get a number d that satisfies A;(£) <d < 2"/2/\1(£).
2: z < any basis vector
3: fori=1,...,n%2 do

An (A1)

N <_ anl(QDL)\l)

4

)

6: forj=1,...,N do

7 1
8

v;; + random vector of norm r(1 — :-)d;
for z € {0,1}" do

y < fij(x)
10: if ||ly|| < |lz| then
11: z+y
12: end if
13: end for
14: end for
15: end for

16: return z

distance 2a\1(£) of t and keep only the shortest nonzero one. We show that for
any o > %, we will get the shortest nonzero vector of the lattice with probability
at least 2-¢"*t°(") for some ¢ that depends on «. By repeating this 2¢+°(") times,
the algorithm will succeed with constant probability. The optimal choice of « is not
obvious and is deferred to section 7.

THEOREM 6.1. Assume we can create an a-BDD oracle, with o > %, i time T,
and space S. such that each call takes time T,. Then there is a randomized algorithm
that solves, with constant probability, SVP in space S, and time

2o(n)To
T, 42 o
amn

Furthermore, there is a quantum algorithm that solves SVP in classical space S, using
a polynomial number of qubit and time

20(71,)TO
an/2

If we can create a quantum a-BDD oracle with QRAM in classical time T, and space
S. such that each call takes quantum time T,, poly(n) qubits and requires a QRAM of
size M,, then there is a quantum algorithm with QRAM that solves SVP in classical
space S, using a polynomial number of qubit and time

20(n) T,

Te + a™/2

and requires a QRAM of size M,.
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Proof. On input lattice £(B), use the LLL algorithm [55] to get a number d
(the norm of the first vector of the basis) that satisfies A\, (L) < d < 2"/2\(L). For
i=1,...,n% let d; =d/(141)". There exists a j such that A;(£) <d; < (1+ )\ (L).
We repeat the following procedure for all i = 1,...,n2: Fix N € N to be fixed later.
For j =1 to N, pick a uniformly random vector v;; on the surface of the ball of radius
r(1— %)di. By Theorem 2.19, we can enumerate 2" lattice points using the function
fij : 2% — L defined by

(22) fij(x) =Bx —2-BDD, (L, (Bx — v;;)/2).

At each step we only store the shortest nonzero vector. At the end, we output the
shortest among them. The running time of the algorithm is straightforward. We make
2" queries to an a-BDD oracle that takes time 7,, and we further repeat this n?N
times. Therefore, the algorithm takes time T, + 2" - n2N - T, and space S... This entire
procedure is summarized in Algorithm 2. To prove the correctness of the algorithm, it
suffices to show that there exists an i € [n?] for which the algorithm finds the shortest
vector with high probability. Recall that there exists an ¢ such that A\;(£) < d; <
(1+ 3)A1(£), and let that index be k. We will show that for a uniformly random
vector v of length r(1 — 1)dy, if we enumerate 2" vectors by the function f:Z% — L,

(23) f(x)=Bx —2-BDD, (L, (Bx —v)/2),

then with probability §, whose expression is derived in the next paragraph, there exists
@ € ZY such that f(x) is the shortest nonzero lattice vector; we will then choose N =
1/6 so that repeating N times this process finds the shortest vector with probability
bounded from below by a constant. To that aim, we show that we can cover the sphere
of radius A; by N balls of radius 2aA; whose centers are at distance r(1— %)d;C <ri
from the origin (see Figure 1, where we took r = o). We have two concentric circles
of radius r(1— %)dk and A1, and we let P be a uniformly random point on the surface
of the ball of radius r(1 — %)dk A ball of radius 2a\; at center P will cover the
spherical cap with angle ¢ of the ball of radius ;. For convenience, write r = sA; for
some s. We can calculate the optimal choice of » by noting that if we take the center

2 2 242
of the caps to be at distance r, then the angle ¢ satisfies cos¢ = % = f(s)

F1G. 1. One can cover the sphere of radius A1 by balls of radius 2a\1, where % <a< %, whose
centers (here P) are at distance r from the origin O. FEach such ball covers a spherical cap of

half-angle ¢.
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by the law of cosines, where f(z) = %. We want to maximize the angle ¢,
since the area we can cover increases with ¢. For minimizing cos(¢), we minimize
f. Check that f(z) is decreasing until /1 — 4a? and then increasing. We conclude
that the optimal radius is when s = /1 — 402, and this gives an optimal angle ¢ such
that cos¢ = V1 —4a? and therefore sin¢ = 2a. Now observe that the surface area
of any such cap is lower bounded by the surface area of the base of the cap, which is
an (n — 1)-dimensional sphere of radius Ay sin ¢. Hence, the number of spherical caps
required to cover the surface of sphere is in the order of N := A, (A1)/Vih—1(A1sine),
where A,, (resp., V,,) is the surface area (resp., volume) of an n-dimensional sphere:

2rn/2 \n—t (=02 \n=Lginn=1 g
24 Ap(\y) = ———2— Vi—1(A1sing) = L
(24) (M) L(n/2) 1(Ausing) I((n+1)/2)
Thus, we have
A, (A 20(n) 2—n+o(n)
N: ( 1) = = .

Vn_1(>\1 sin (25) sinn71 (;5 am™

If we randomly choose the center v of the sphere, the corresponding spherical caps
will cover the shortest vector with probability at least 1/N. By Theorem 2.19, the list
{f(x) |z €Z}} will contain all lattice points within radius 2ady, from v. Hence, the
list will contain a shortest vector with probability 1/N. By repeating this process N
times, we can find the shortest vector with constant probability. Therefore, an upper
bound of the total time complexity of our method can be expressed as

20(n)To

an

T.+2"N-T,=T. +

In the quantum case, we can apply the quantum minimum finding algorithm in The-
orem 2.25 to speed up search. Let f be the function defined in (23). The algorithm
works on three quantum registers, and our goal is to build a superposition of states
of the form |s)|f(s))|z), where z = || f(s)|| most of the time (see the definition of U
below). Recall that we assumed that we can create a classical a-BDD in time T, and
space S; such that each call takes time T,. Hence, we can first create the oracle in
time T, and space T, and then hardcode the preprocessed data that we obtained into
the oracle to obtain a new, self-contained oracle that still runs in time 7, and polyno-
n

mial space. Let € = o(1=%-), and apply Corollary 2.24 to construct a quantum circuit

Oppp of size T} =2°0)T, on poly(n) qubits that satisfies Oppp|s)|0) = |s)|f(s))
for all s € Z%. We then construct another quantum circuit U satisfying

() [0)) = {|w>| Jeol) if w0,
w)| || Bes||+1) if w=0.
Here eq € Z™ is a vector whose first coordinate is one and the rest are zero. We then
consider the quantum circuit as per Figure 2 (we have not drawn ancilla qubits):
This circuit O has size 2°(WTI*e  satisfies O|s)[0)]0) = |s) |f(s))|If(s)|) if
f(s) #0 and O|s)|0)]0) = |s)|f(s))||Bex|| + 1), and uses poly(n) qubits. We can
now apply the quantum minimum finding algorithm from Theorem 2.25 on the first
and third registers and the index s’ of a shortest vector in this list. The output of
the algorithm will be f(s’). We can then build a circuit to generate the random
vectors v;; above and therefore build a circuit that associates to every (i,7,s) the
lattice vector f;;(s). By an argument similar to the above, using Corollary 2.24, we
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o] |s)
OBpD I£(s)) [f(s))

10) —— lIf(s)ll) or ||| Bea| + 1)

Fic. 2. Quantum circuit.

conclude that this quantum circuit has size 2°C"T, and uses a polynomial number
of qubits. Finally, we can apply the quantum minimum finding algorithm on the
set of (i,7,8) € [n?] x [N] x [2"] and obtain the shortest vector of that list by making
Vn2N2n = 27/2+0(n) /N queries to the BDD oracle. The total running time (including
preprocessing) is therefore

20(n)TO

T, 4 2™/ 2o /N . 26T, =T, 4 e
a’I’L

Last, we show that the quantum algorithm will output a shortest nonzero vector with
constant probability. Since ||Beyl||+1 > A1 (L), with at least 1/2 probability one will
find the index (7,7, s) such that f;;(s) is a shortest in the list by using the quantum
minimum finding algorithm. Therefore, it suffices to show that there is an index
(t,4,s) such that || f;;(s)|| = A1 (£). By the analysis above, the list {f;;(s)|s € Z5}
contains the shortest nonzero vector with at least constant probability. Hence, the
algorithm will find the shortest vector of the lattice with constant probability. When
using a QRAM, the proof is exactly the same, except that we put the samples in a
QRAM instead of hardcoding them. This QRAM will have size M,, and everything
else is the same. ]

COROLLARY 6.2. There is a randomized algorithm that solves SVP in time
21:669n+0(n) gnd in space 20-°7H0() with constant probability. There is a quantum
algorithm that solves SVP in time 20-94977+0(") and classical-space 20507 with q
polynomial number of qubits. There is a quantum algorithm with QRAM that solves
the SVP in time 20-8345n40(n) " ysing a QRAM of size 20-2937+°() " poly(n) qubits and
classical space 2°-5™.

Proof. Apply Theorem 5.7 with%a = 0.3853: since 0 < b = log, B(£) < 0.402,
we indeed have that o < 1 %_H) so we can create an (a4 o(1))-BDD oracle in time

T, = 2(A+n/240(n) and space S, = 20-°7+0(") guch that each call takes time T, =

24n/2+0(n) - where A = A(b) is given by Theorem 5.7. The theorem also guarantees
2

that A(b) increases with b so A < A(0.402). But 0.402 > 119~ ~0.2929 so A(0.402) =

2In2
% -0.402 = 0.5862 by Theorem 5.7. Apply Theorem 6.1 to get a randomized
algorithm that solves SVP in space S, and in time

20(n)TO

a’l’b

T:=T, + —T= 2(A+1)n/2+o(n) + 2An/27nlog2 a+to(n) _ 21.6690n+o(n).

For the quantum case, we use o = 0.3473 and the same reasoning gives A ~ 0.3738
and the total complexity

20T,

an

T — T, + T = 2(A+1)n/2+o(n) + 2An/2—n/210g2 a+to(n) _ 20.9497n+0(n).

9The optimal value of a was found numerically; see section 7.
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Finally, for the quantum algorithm with a QRAM, the running time of the quantum
oracle is T! = /T, and it uses a QRAM of size T, = 24™/2+°(") We use a = 0.3853
(again) to obtain A~ 0.5862 and a total time complexity of

T . — T, + QO(H)TCI; —T= 2(A+1)n/2+o(n) + 2An/4—n/210g2 a+to(n) _ 20.8345n+o(n)
am

with a QRAM of size T, = 20-293n+e(n), 0

7. Dependency of the SVP on a quantity related to the kissing number.
In the previous sections, we obtained several algorithms for SVP and bounded their
complexity using the only known bound on the quantity S(L£), which is related to
the lattice kissing number (see (2) and (3)): 8(L) < 2°4%2. The complexity of those
algorithms is highly affected by this quantity, and since 8(L£) can be anywhere between
1 and 29402 (see section 2), we will study the dependence of the time complexity in
B(L). Recall that b=1log, 8(L). In order to avoid doing the analysis three times, we
introduce a factor v that is 1 for classical algorithms and % for quantum algorithms.
We also introduce a factor £ that is 1 for classical and plain quantum algorithms and %
for quantum algorithms with QRAMs. We now can reformulate the time complexity
in Theorem 6.1 as
20(m)

al/’ﬂ

(25) T, +

We instantiate the algorithm in Theorem 6.1 with the a-BDD oracle provided by
Theorem 5.7, which satisfies

T. = 2(A+1)n/2+o(n)’ T, = 2A€n/2+o(n)’ and S, = 20.5n+o(n)7

where

2 2
! w (_4a BLL) ) when b < 1=

A  2In2 e 2In27
B 40[2 1—402
m when b> QIH% .

The new expression of the time complexity is

(26) 2(A+1)n/2+o(n) + 2(A§/271/10g2 a)n+o(n)'

Note that for the classical and plain quantum algorithms, the preprocessing is always
negligible compared to the cost of the queries, but this is not necessarily the case when
using a QRAM. The optimal choice of « is not obvious: by increasing the decoding
radius, we reduce the number of queries but increase the cost of each query. While we
could, in principle, obtain closed-form expressions for the optimal value of «, those
are too complicated to be really helpful. Instead, we express it as an optimization
program. Formally, we have T = 2¢(:»:8)n+0(n)  where

AT AS e, a)) ,

b = mi
c(b,v,§) min max( 5

aE[é,%
where A and cos¢ are given by the expressions above that depend on «. We nu-
merically computed the graph of this function and plotted the result in Figure 3 for
the classical, plain quantum and quantum with QRAM algorithms, respectively. As
mentioned earlier, it is reasonable to conjecture that v(£) = 2°(™ for most lattices.
We obtain the following result when v(£) = 5(£)™ is subexponential in n.
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17l ‘ ‘ ‘ ‘ ]
16 .
15} .
14} :
13} .
= 12f :
°oLLp ]

09}
0.8
or-
0.6 | . | . | . | . [

—— Classical — Quantum —— Quantum with QRAM

Fi1G. 3. (Ezponent c(b) of the) time complexity of the spherical capping algorithm, plotted
against b=1logy B(L). The complezity of the algorithms is 26()n+o(n),

THEOREM 7.1. There is an algorithm that, given a full rank lattice L of rank n
with (L) = 2° | finds a shortest vector in L and runs
e in classical time 212927+°(") and space 2057,
e in quantum time 297507 +0(n) - clgssical space 205", and poly(n) qubits,
e in quantum time 20-6677to(n) - classical space 205", and poly(n) qubits and
using a QRAM of size 20-167n+o(n)

8. Direct application to the ZLIP problem. The lattice isomorphism prob-
lem (LIP) consists of recovering an orthogonal linear transformation sending one lat-
tice to another, assuming its existence. The case of the trivial lattice Z" is of particular
interest (ZLIP) for cryptographic purposes [17, 31]. In [30], the author proposed a
reduction from ZLIP of dimension n to SVP of dimension n/2 + 1.

THEOREM 8.1 (see [30]). ZLIP can be solved by making polynomially many calls
to a shortest vector problem (SVP) oracle in dimension at most n/2+ 1.

Using Corollary 6.2, we directly obtain the following theorem.

THEOREM 8.2. There exists a provable quantum algorithm that solves (ZLIP) in
time 20-417+0(n) - The glgorithm requires a QRAM of size 20-147n+o(n) poly(n) qubits,
and 2°-25™ classical space.

Appendix A. Reduction from CVP to DGS. The goal of this section is to
improve Theorems 2.14 and 4.14 to not require a sampler for the discrete Gaussian
distribution ezactly at the smoothing parameter n.(L). Indeed, we usually do not
know 7.(L), and it is a nontrivial problem to even estimate it [25]. It was stated in
[3, Theorem 7.3] that the reduction still holds if we only provide a DGS oracle above
the smoothing parameter. For completeness, we provide a self-contained proof in the
form of Theorem 5.2. We first prove some technical lemmas on the discrete Gaussian
distribution.

LEMMA A.l. For any lattice LCR"™, s> 0, and r = sy/n/A1(L),

ps(L\ Bu(rau(£)) < B(L)"™ M py(L\{0})".
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Proof. Let t =1+ 1/n, R=1r\ (L), r; = Rt*, and T; = B,,(ri+1) \ Bn(r;) for all
i € N. Then, by the definition of 5(£),
[LOT<ILO By (riga)| < BL)" 0 (),
It follows that

ps(L\ Bn(R Zpng

2
§Z:|50Ti|€_7r72
e 2
ﬁ n+onz tz—i—ln—ﬂ 2t ,
%,_/
=0 =f@)

) 2,20
where f(i) = (7“t"*‘1)"e_’r%2752 . But check that for all i €N,

f(l+1) — e —n i t2’(t2 1) <e 1-2r B <el—37r < 1/27
f(@)
where we have used that R > s\/n, 2 — 1< %, t" <e and t* > 1. It follows that

Po(L\ Bu(R)) < BL)™0 2. f(0) < B(L)™ 0 - 2(rt)"e ™ E
<rmB(LyTrn) .

On the other hand,

A1 (£)?2

ps(L\ {0}) Ze T,
so the result follows immediately. 0

LEMMA A.2. For any ¢ > 1, for any lattice LCR™, £ € (0,1/e), we have tn.(L) <
N2 oy (L), where t =14 #

Proof. Let s=n.(L), M =n®, and t=1+ ﬁ, with ¢> 1. Let r = M, and check
that

vn nw
1) sA1(L*) S \/ In(1/e) ST

by Lemma 2.16 for large enough n since e < 1/e. Let I'=(L£*\ {0}) N B, (rA1(LY));
then

[T < L7yt
Now observe that

PN = Y @)= Y pys@)”

zeL\{0} zeL\{0}

t2
> z:pl/s(ac)t2 > T <F| z:pl/g ) by Jensen’s inequality

zel zel
=L prys(D)

= P (paye(£2\{0}) = prya(£5\ Bu(rAa(£4)"
> (o) (o ey et
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by (27) and Lemma A.1 and since py/5(£*\ {0}) =¢. Now observe that t* —1 < 3/M
and

(6(5*)n+0(n)rn) —3/M — 6—37117“(1115(,6*)+0(1)+clnn) — e—3n17CO(lnn) _ 6_0(1)

since ¢ > 1. We also have that
ﬂ(ﬁ*)n+o(n)rn€r2 — e In B(L*)+ncln(n)+o(n)—(r?—1)In e

O 1 _n2c .
L CMInn)—n™ since e < 1/e

<e’We
for large enough n. It follows that
pl/ts(L* \ {O}) > 60(1)(660(1)) > et 60(1)

since ¢t < 2. Therefore, we must have 7_.2 . (L) > ts. |
We are in a position to prove the theorem, which we restate below.

THEOREM 5.2. For any a >0, any e <e< min(e="",1/200). There exists an
algorithm that, on input L and with constant pmbabzlzty, constructs a classical and
a quantum (with QRAM) ;\b(ﬁﬁ) -BDD oracle for L by doing poly(n) calls to a 0.5-

hDGS ' sampler on the lattice L* and requires storage space m - poly(n), where m =

O(%) and ¢(L) = Y tn( 2145(?) °D " Bach call to the classical oracle takes time
m-poly(n) and space O(poly(n)+Inm), excluding the storage space of the preprocessing.
Every call to the quantum oracle with QRAM takes time v/m - poly(n), classical space
O(poly(n) + lnm), and poly(n) qubits and requires a QRAM of size m - poly(n) that

contains the preprocessed data.'®
Proof. First, we note that we can easily identify an interval I = [a,b] such that

ne(L*) € [a,b] and 2 < 27+o(n) - Indeed, by, e.g., [70, Lemma 2.11 and Claim 2.13],
one has

In(T/2)m < A (L)ne(L7) < v/

sone(L*) € ( )[c d], where ¢ =, /w7 = O(y/n) since € < 1/200. Furthermore, by
running the LLL algorithm on £ and taking the length of the shortest basis vector, we
obtain a length ¢ such that 27" < A\ (£) < L. Tt follows that n.(L*) € [a,b] := [, de]
and & =2n4d 2"+°(") Now let c=2+a, § =14 =, and N = fln(b/a 1. Check that
N = poly( ) since E = 2nto(n)  Furthermore, if we let s; = ad® for i =1,..., N, then
there must exist some iy such that

1
(28) gslo S (‘C*) Sig-

The preprocessing stage of the algorithm consists in calling the hDGS!" sampler,
where (L) = n.(L*), with parameter s; to obtain a list L; of m vectors for each
i=1,...,N and storing all the lists. This requires N = poly(n) calls, and we need
to store m - poly(n) vectors. Note that the hDGS sampler is allowed to return less
than m samples if s; > o(L£): in this case, we do not care about the distribution

10Here we are assuming that the Gaussian samples appear in the streaming fashion.
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of the vectors anyway, so we can add random vectors until we get m samples when
that happens. We now describe the oracle for CVP?. On input ¢ € R”, for each
t=1,..., N, the oracle calls the algorithm of Theorem 2.14 on input ¢ and provides
the list L; to the algorithm in place of the DGS samples. Hence, for each i, we
either obtain a lattice vector y, or the algorithm from Theorem 2.14 fails and we let
y,; = 0. Finally, the oracle returns the point closest to ¢ in the list y;,...,yy. As
noted in Remark 2.15, if we assume that all the DGS samples have poly(n) bit-size,
then the reduction from Theorem 2.14 has time complexity m - poly(n) and space
complexity O(poly(n) +1Inm), excluding the storage space of the m wvectors provided
by the DGS. Furthermore, when the basis vectors of £ have bit-size poly(n) (which
is the case in this paper by assumption) we can ensure that all DGS samples have
poly(n) bit-size by first generating more samples (say twice the amount) and throwing
away all samples of norm larger than exp(Q2(n?)). Since the vectors are sampled from
a Gaussian with width at most exp(O(n)) (since the basis vectors have size at most
20(n) the error induced by throwing away the tail of the distribution is smaller than
2-9"*) In the quantum setting, we use Theorem 4.15 instead of Theorem 2.14, which
gives exactly the same result except for the exponent in the complexity of the oracle.
Therefore, running time is clear, so it remains to prove that the algorithm actually
solves CVP? on L. We first note that when called on s;,, the hDGS? sampler will
return m vectors that are 0.5—close to m samples from D} since s;, > 0(L) = (L")
by (28). Furthermore, by Lemma A.2 we have

e (L) <12 oy (£7),
where ¢t =1+ - =§. It follows by (28) that
1 (L) < 8ip <N (L7) <152 oty (£7)-
But the map e+ n.(£) is continuous and decreasing, so it follows that
Sip =Ner (L*)  for some 8% o) <e <e.

Therefore, by Theorem 2.14 and Remark 2.15, with constant probability over the
choice of L;,, the (deterministic) algorithm of Theorem 2.14 solves CVPY when given

L;,, where
In(1/e")/m —o(1
o0y — VRO =oll]
2778/ ('C )
assuming that m = |Li0| > m' = O(%\/gel)), which holds because

nln(l/e") < né?In(1/€) + o(n) . nln(1/e) +n'~¢In(1/e) +o(n) 0 nln(l/e)
Ve ST Verem S NEED e

since n'~¢Ilne = n'=¢t* = o(1) and " /2 = " /2 = 2 Tt follows that, with

c02nstant prgbability over the preprocessing, our oracle solves CVPY. Check that

g9 eo) > ¢ +o(1) gince £ < %, and thus by Lemma 2.10,

N2 oty (L£7) < nasz o) (£7) < (0% +0(1))1(£7) < (14 0(1)ne(L7)
since 6 =1+ o(1). Hence, we have

In(1/e)/m —o(1)

YO Z T o)

=¢(L). |
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