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ABSTRACT

We revisit the severely limited throughput problem of cryptocur-
rencies and propose a novel rebalancing approach for Payment
Channel Networks (PCNs). PCNs are a popular solution for increas-
ing the blockchain throughput, however, their benefit depends on
the overall users’ liquidity. Rebalancing mechanisms are the state-
of-the-art approach to maintaining high liquidity PCNs. However,
existing opt-in rebalancing mechanisms exclude users that may
assist in rebalancing for small service fees, leading to suboptimal
solutions and under-utilization of the PCNs’ bounded liquidity.

We introduce the first rebalancing approach for PCNs that in-
cludes all users, following a “all for one and one for all” design
philosophy that yields optimal throughput. The proposed approach
introduces a double-auction rebalancing problem, which we term
Musketeer, where users can participate as buyers (paying fees
to rebalance) or sellers (charging fees to route transactions). The
desired properties are tailored to the unique characteristics of PCNs,
including the novel game-theoretic property of cyclic budget balance
that is a stronger variation of strong budget balance.

Basic results derived from auction theory, including an impossi-
bility and multiple mechanisms that either achieve all desiderata
under a relaxed model or sacrifice one of the properties, are pre-
sented. We also propose a novel mechanism that leverages time
delays as an additional cost to users. This mechanism is provably
truthful, cyclic budget balanced, individually rational and economic
efficient but only with respect to liquidity.

CCS CONCEPTS

• Theory of computation → Algorithmic game theory and

mechanism design; • Security and privacy → Human and

societal aspects of security and privacy; • Computer systems

organization → Distributed architectures.
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1 INTRODUCTION AND CONTRIBUTION

Bitcoin and other cryptocurrencies are significantly transforming
the financial landscape. However, a well-known issue of the cel-
ebrated Nakamoto consensus introduced with Bitcoin, is that it
inherently prohibits high transaction throughput which in turn
hinders the widespread adoption of blockchain technologies [6].
Furthermore, blockchains are evidently environments for-profit,
therefore user-incentive design is critical. Although several works
have studied blockchain-related topics under the lens of game the-
ory, e.g., [3–5, 7, 10], there is still much to be explored, particularly
concerning scaling protocols. In this work, we model and investi-

gate incentive-compatible mechanisms that can enhance the limited

transaction throughput of blockchains like Bitcoin.

Specifically, we focus on one of the most prominent and well-
studied scalability solutions for blockchains, called payment chan-

nels [12]. With payment channels, users can transact off-chain at
far lower costs and faster speeds. The core idea is that any two
users can lock their coins in a “joint account” on-chain, namely
the payment channel. Thereby, the channel parties may perform
arbitrarily many off-chain transactions with each other by signing
messages with the new distribution of coins in their joint account.

Multiple payment channels operating on the same underlying
blockchain, comprise a payment channel network (PCN). PCNs al-
low users who have at least one channel open to route transactions
through the network to other users with whom they do not share
a direct payment channel. To successfully route a transaction, a
path of channels with sufficient liquidity for all senders must exist.
For example, if Alice wants to send 3 coins to Carol through Bob,
Alice must have 3 coins available in her channel with Bob, and Bob
must have 3 coins available in his channel with Carol. The interme-
diaries (e.g., Bob) that offer to use their channel liquidity to route
another user’s transaction typically ask for a routing service fee. If
a channel in the selected path is depleted (i.e., has low liquidity) in
the desired direction, all the transfers in the path will be reverted
and the transaction will fail. The liquidity of individual payment

channels is, therefore, a crucial factor in the effectiveness of PCNs as a

scaling solution. It determines the ability to route transactions and
impacts the overall efficacy of PCNs in enhancing the transaction
throughput.

Rebalancing mechanisms are an attractive solution to improve
liquidity within PCNs [1, 2, 9]. These mechanisms aim to identify
cycles of depleted edges (channels) and route transactions across
them in a way that ensures each node in the network has an equal
amount of coins at the end of the process. By leveraging cycles
within the PCN, parties with depleted channels can rebalance their
channels by utilizing two of their channels – one as a source to
send coins and another as a destination to receive coins.
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However, the deployed local rebalancing algorithms [1] may
be practically insufficient for two main reasons. Firstly, they only
involve parties interested in rebalancing, thereby excluding chan-
nels that may route transactions for low or no routing fees; after
all, intermediaries are indifferent to whether the routed payment
concerns a payment (path) or rebalancing (cycle). Secondly, local
searching algorithms may miss optimization opportunities leading
to poor outcomes.

To address the latter limitation, Revive [9] proposed globally co-
ordinated channel rebalancing, thus, achieving optimal outcomes.
Hide & Seek [2] recently improved on Revive by enabling global re-
balancing in a decentralized and privacy-preserving manner. How-
ever, in both algorithms, the rebalancing subgraph only includes the
parties that wish to rebalance while the vast majority of channels
of the PCN that may route transactions for low or no fees are ne-
glected. Thus, even with globally coordinated rebalancing, the limited

rebalancing subgraph still impacts the optimality of the overall solu-

tion, and subsequently the PCN’s scaling capability, i.e., how many

transactions can succeed off-chain given a bounded overall liquidity.

Our Contribution

We propose a novel approach to rebalancing that involves all PCN
users in order to maximize the liquidity utilization and subsequently
the transaction throughput. Our approach allows all users to submit
their liquidity and bid for every one of their channels. The liquidity
in this setting captures the number of coins they are willing to use
for routing/rebalancing while the bid encapsulates how much they
are willing to pay per coin for rebalancing the specific channel. So
positive bids express the desire of buyers to rebalance, whereas
negative (and zero) bids the desire of sellers to sell their routing
service. Now, modeling this problem reveals a major challenge: how
can we design an incentive-compatible rebalancing mechanism for

both buyers and sellers?

We examine, for the first time, user incentives in the context of
rebalancing mechanisms for PCNs. Our goal is twofold: First, to
formally model the problem, capturing the unique characteristics
present in PCNs; second, to discover satisfactory solutions, explor-
ing different trade-offs. To achieve our objectives, we extend Hide
& Seek [2] to accommodate both buyers and sellers of rebalancing
liquidity. This approach leads to a double-auction problem with
several challenges stemming either from traditional auction theory
or from the individual needs of PCNs. In modeling our problem, we
pinpoint channel depletion as a distinct feature, setting it apart from
other network mechanism designs like routing games [8]. Chan-
nel depletion signifies that transactions can permanently lower an
edge’s capacity (here, liquidity) until counteracted by an opposite
flow. Unlike railway networks where trains need tracks only tem-
porarily, flows in our model can compensate for each other. Thus,
existing results do not directly apply.

To determine the desiderata of our mechanism, we revisit con-
ventional requirements from auction theory: (1) economic efficiency,
i.e., maximizing the social welfare which captures that channels
are prioritized for rebalancing based on their bids, (2) truthfulness,
meaning users submit their true value, and (3) individual rational-
ity, i.e., non-negative utility for rebalancing participants. However,
our problem encounters an idiosyncrasy rooted in the payment

channel primitive itself, affecting the budget-balanceness of the
mechanism, i.e., the mechanism does not incur a deficit (nor a sur-
plus). Specifically, coins cannot be burned in a payment channel
because intuitively channel updates must always benefit one party;
if there exists a coin distribution where both parties in the channel
can benefit from changing, then there is no way to enforce it. For
instance, we cannot enforce a distribution of 3 coins to Alice and
Bob each and 2 coins burned, because the parties will cooperatively
update their channel to hold 4 coins each. This implies that the
mechanism cannot have either a surplus or a deficit, rendering
(weakly) budget-balanced mechanisms infeasible. What’s more, re-
balancing itself occurs via individual cycles in the PCN. As a result,
our setting demands a stronger notion of budget balance, which
we term (4) cyclic budget balance, i.e., each cycle must be strongly
budget balanced independently.

Unfortunately, the above four desired properties cannot be simul-
taneously achieved by any mechanism. We prove this by applying
the classic Myerson-Satterthwaite impossibility result for double
auctions [11]. We further emphasize the significance of the cyclic
budget balance property in shaping potential solutions: The output
of a rebalancing mechanism consists of a set of rebalancing circu-
lations, which are global solutions where user preferences in one
segment of the graph can impact the rebalancing cycles in distant
segments of the graph. While in VCG-type mechanisms users are
compensated for the global effects of their channels, the constraint
of cyclic budget balance prevents this approach.

To provide satisfactory solutions, we apply standard techniques
such as the renowned VCG mechanism and first-price auctions
to the problem at hand. In particular, we showcase a mechanism
that satisfies all the desired properties but is only applicable when
all users are aware of the potential maximum and minimum fees
they might pay or earn for their participation. Subsequently, we
present a VCG-type mechanism that also satisfies all the desider-
ata exclusively for buyers, under the assumption that sellers are
not treated as strategic agents. We then provide a mechanism that
also considers sellers but, similarly to first-price auctions, sacrifices
truthfulness. Finally, we propose a novel mechanism that intro-
duces time delays as a natural characteristic of this problem, with
the aim of incentivizing users to actively and truthfully participate
in the rebalancing process while optimizing the outcome. The inclu-
sion of time delays allows us to navigate around the impossibility
and maintain our objective of maximizing rebalanced liquidity, in
exchange for losing economic efficiency in terms of time delays
and liquidity combined.

2 OVERVIEW OF MUSKETEER

In Musketeer, each PCN channel may participate in the rebalanc-
ing process either as a depleted or as an indifferent edge. Depleted
edges are channels owned by players that wish to rebalance their
channels (i.e., act as buyers), while indifferent edges are owned
by players that sell their routing services (i.e., act as sellers). We
model this problem as a double auction: each player submits their
(non-negative or non-positive) bid for each channel they are part
of, which indicates the maximum or minimum amount they are
willing to pay or receive per unit coin for rebalancing or routing
through that channel, respectively.
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Figure 1: The backbone of Musketeer.

Additionally, for each channel, the users submit their liquidity,
i.e., the number of coins available to the rebalancing mechanism.
These coins may be available because buyers want to rebalance
their channels or because sellers may want to earn fees for their
service. With this knowledge, we extract the rebalancing subgraph:
a directed graph with capacities capturing each channel’s liquidity.

The resulting combinatorial problem can be modeled as a max-
flow problem, aiming to maximize the total number of coins (flow)
weighted by the buyer’s bids. In other words, we calculate the flow
that maximizes social welfare, respecting the channel capacities.
We then decompose the flow in simple independent cycles that may
be executed atomically [2]. Our main problem is pricing each cycle
separately, awarding fees to sellers paid by the buyers.

Musketeer’s participants are required to pre-lock the coins
intended for rebalancing prior to the mechanism revealing the
individual cycles. This design decision is primarily to prevent buyers
from choosing whether to proceed with rebalancing after the output
of the mechanism is known, as this could potentially incentivize
dishonest strategies. From a different perspective, if buyers have
the option to abort the mechanism in hindsight, the effectiveness
of the mechanism may be severely hindered as a cycle can only
be executed only if all players choose to participate and lock their
coins. Figure 1 illustrates Musketeer’s protocol flow.

3 TOWARDS TRUTHFUL REBALANCING

In this section, we explore how to provide incentive-compatible re-
balancing in various settings using auction theory, yielding a flurry
of results. We first prove that satisfying all the desired properties

of the Musketeer is impossible by applying the classic Myerson-
Satterthwaite impossibility result for double auctions.

Theorem 3.1. No mechanism can simultaneously satisfy all the

desired properties of Musketeer, namely economic efficiency, indi-

vidual rationality, truthfulness, and cyclic budget balance.

To circumvent the impossibility, we present a variety of mech-
anisms, all of which relax the notion of economic efficiency by
restricting the set of possible bids we consider when maximizing
social welfare. In particular, we first consider the limited setting
where buyers and sellers choose to participate in the mechanism
knowing upfront the maximum and minimum fees they would po-
tentially pay or gain, respectively. The presented algorithm is fairly
simple but restricts the choices for participants.

Theorem 3.2. Athos satisfies economic efficiency, individual ra-

tionality, and cyclic budget balance. It also provides sellers with a fee

of 𝑞 per unit flow along their edges.

To expand our results to the broader context where players are
allowed to submit bids, we relax our model to a single auction, solely

considering the buyer’s incentives. Specifically, we assume players
are willing to forward flow through their indifferent edges hoping
to earn some fees in the process, but without a guarantee on the
fees. Under this assumption, we present a VCG-type mechanism,
satisfying incentive compatibility for buyers.

Theorem 3.3. Porthos assuming b ≥ 0, satisfies economic effi-

ciency, individual rationality, and cyclic budget balance. Users’ bids

for depleted edges are truthful.

Next, we present a double-auction mechanism that takes into
account the bids of both buyers and sellers, albeit sacrificing truth-
fulness, similarly to a first price auction.

Theorem 3.4. Aramis satisfies economic efficiency, individual

rationality, and cyclic budget balance, but not truthfulness.

Finally, we leverage time delays to navigate around the impossi-
bility result and design a novel double auction that satisfies all the
desiderata in exchange for some costs that users incur in the form of
time delays. The basic concept is that cycles with lower social welfare
will be released later in time. Consequently, users who attempt to
save on fees by underbidding will experience an undesirable delay
in rebalancing. This concept is akin to that of opportunity cost,
where users face potential losses from the inability to use their
locked funds.

Theorem 3.5. d’Artagnan (parameterized by delay 𝑑) satisfies

economic efficiency, truthfulness, cyclic budget balance, and individual

rationality.

4 CONCLUSION

Our work demonstrates that the unique characteristics of PCNs,
particularly the cyclic budget balance property, pose significant
challenges in designing a mechanism that simultaneously satisfies
all the desiderata. In particular, given our impossibility result, we
developed a variety of mechanisms that balance the various desider-
ata. For more details on our results and proofs, we refer to our arXiv
technical report (with the same title).
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