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Abstract. We introduce a new way of reasoning about invariance in
terms of footprints in a program logic for object-oriented components.
A footprint of an object-oriented component is formalized as a monadic
predicate that describes which objects on the heap can be affected by
the execution of the component. Assuming encapsulation, this amounts
to specifying which objects of the component can be called. Adaptation
of local specifications into global specifications amounts to showing in-
variance of assertions, which is ensured by means of a form of bounded
quantification which excludes references to a given footprint.
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1 Introduction

A major and important challenge in theoretical computer science is finding prac-
tical and efficient verification techniques for showing functional correctness prop-
erties of object-oriented programs. A common approach to the verification task
is divide and conquer: to split a program into separate components, where the
behavior of each component is locally formally specified. The benefits of employ-
ing local specifications are: simplification of the verification task of each com-
ponent, reusability of verified components, and distribution of the verification
task among verifiers. Verified components can then be composed into a larger
program, and the correctness of the resulting composed program with respect
to a global specification can be established by adapting the local specifications
to the larger context in which the components are used, abstracting from their
internal implementation.

But what exactly distinguishes a local specification from a global specifica-
tion? In this paper, we introduce a novel concept of footprints. We define the
footprint of a component as the set of objects which that component may call:
if one assumes encapsulation of objects, as is often the case in component-based
software, the state of objects outside of the footprint of a component thus re-
mains unaffected by the execution of that component. Furthermore, we interpret
the semantics of local component specifications with respect to such a footprint.
Verifying the local correctness of a component then requires to show that the
execution of a component is restricted to method calls to objects belonging to



its footprint. As such, we can formulate precisely which properties of objects
remain invariant within a larger context than that of the component alone.

Traditionally, in program logics, such as Hoare logic, the so-called adapta-
tion rules are used to adapt a local correctness specification of a component
to the larger context in which the component is used. For example this can be
achieved by adding to the pre- and postcondition an invariant. Hoare introduced
in [10] one rule, the adaptation rule, which generalizes all adaptation rules. In his
seminal paper [I3], Olderog studied the expressiveness and the completeness of
the adaptation rule. These adaptation rules form the basis for reasoning about
program components, abstracting from their internal implementation. The adap-
tation rules, including Hoare’s adaptation rule [I0], however, are of limited use
in the presence of aliasing in object-oriented programs. Aliasing arises when syn-
tactically different expressions refer to the same memory location. Well-known
data structures which give rise to aliasing are arrays and pointer structures. In
the presence of aliasing we can no longer syntactically determine general invari-
ant properties, but the standard adaptation rules are based on purely syntactic
conditions, e.g. whether a given formula contains free variables which also appear
in a given statement.

In this paper we introduce a novel Hoare logic for reasoning about invari-
ant properties using footprints as they arise in object-oriented components, viz.
components of object-oriented programs. One of the main challenges addressed
is a formalization of footprints at an abstraction level that coincides with the
programming language. For example, in object-oriented programming languages
such as Java, we can only refer to objects that exist, i.e. that have been dynam-
ically created. Thus quantifiers only range over objects which actually exist.

We therefore generalize the weakest precondition calculus underlying the
Hoare logic for object-orientation introduced in [7], to the specification and ver-
ification of footprints as sets of objects. To represent and reason about such
sets at an appropriate abstraction level, we formalize the assertion language in a
second-order monadic logic. To reason about footprints in a modular manner we
introduce in this paper a new hybrid Hoare logic which combines two different
interpretations of correctness specifications. One interpretation requires absence
of so-called ‘null-pointer exceptions’, e.g., calling a method on ‘null’. The other
interpretation generalizes such absence of failures to footprints, requiring that
only objects included in the footprint can be called. That is, semantically, calling
an object which does not belong to the footprint generates a failure. In the con-
text of this latter interpretation we introduce a new invariance (or ‘frame’) rule.
This rule enforces invariance by a form of bounded quantification which restricts
the description to that part of the heap disjoint from the footprint.

We compare our approach to the two main existing approaches to reasoning
about invariance: separation logic [I5] and dynamic frames [12], showing the
differences and commonalities between the three approaches by proving a main
invariant property of the push operation on a stack data structure.
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2 The Programming Language

To focus on the main features of our approach, we consider a basic object-
oriented programming language. This model features the following main charac-
teristics of component-based software: objects encapsulate their own local state,
that is, objects only interact via method calls, and objects can be dynamically
created. For technical convenience, we restrict the data types of our language to
the basic value types of integer and Boolean, and the reference type object,
which denotes the set of object identities. It should be emphasized here that
only for notational convenience we abstract from classes in the presentation of
the footprint logic (it is straightforward to generalize our method to classes, and
integrate standard approaches for reasoning about other object-oriented features
like inheritance, polymorphism, dynamic dispatch, etc.). In our model, the only
built-in operation which involves the type object is reference equality. The con-
stant null of type object represents the invalid reference.

The set of program variables with typical elements x,y,... is denoted by
Var. These include the formal parameters of methods. The variable this is a
distinguished variable of type object. By Field we denote a finite set of field
identifiers, with typical element f. We assume variables and field are implicitly

typed. Expressions t,%g, ... are constructed from program variables, fields, and
built-in operations. For notational convenience we denote by u, v, ... a variable x
or a field f.

We have the following abstract grammar of statements, that are used for
describing component behavior, including the method bodies (we again leave
typing information implicit).

Su=w:=t|x:=new|ym(t)|S;; S2]|
if B then 5 else S, fi | while B do S; od

In the assignment u := t, the left-hand side u denotes a variable or a field and
t is an expression of the same type. For technical convenience (and without loss
of generality), we restrict to object creation statements x := new, where the
left-hand side is a variable x (we thus exclude direct assignments of new object
references to fields). Furthermore, we restrict to method calls y.m(t), where the
callee is denoted by a variable y (f are the actual parameters). Returning a value
can be modeled by the use of a global variable which temporarily stores the
return value. A program consists of a main statement S and a set of method
definitions m(z1,...,x,) = S, with formal parameters z1,...,2, € Var (the
formal parameters of a method are considered local to the method body) and
body S where this does not occur on the left-hand side of any assignment.
The formal semantics assumes an infinite set O of object identities with
typical elements 0,0, ..., and a set of values V such that O C V, that is, object
identities are values. Furthermore, we assume that null € O. Each object has
its own local state which assigns values to its fields. A heap o € X is a partial
function, i.e. X = O — (Field — V), which assigns to an object o its local
state. A local state o(0) € Field — V assigns values to fields. By o(0) = L we



denote that o(0) is undefined, in other words, o does not ‘exist’ in the heap o.
We always have o(null) = L. By dom(c) we denote the set of existing objects,
that is, the domain of o consists of the objects o for which o(0) is defined. A
store is a function 7 € T that assigns values to variables, i.e. T = Var — V.
We restrict to stores and local states that are type safe, meaning that variables
and fields are assigned to values of their type. A configuration (o,7) € ¥ x T
consists of a heap ¢ and a store 7. Both in the program semantics, and later
in the semantics of assertions, we restrict to configurations that are consistent,
i.e. fields of type object of existing objects only refer to existing objects or to
null, and the store assigns variables of type object only to existing objects or
null.

Given a set of method definitions, the basic input/output semantics M(.S)
of a statement .S can be defined as a partial function X x T' — X' x T'. Note that
the programming language is deterministic, so M(S)(o,7) is either undefined,
indicating that S does not terminate or it does not terminate properly, or it
denotes a single final configuration of a properly terminating computation.

Following [2], we have the following partial correctness semantics of method
calls: if 7(y) = null then M(y.m(t))(c,7) is undefined, and, otherwise, it is
defined in terms of the (run-time) statement

this, T := y, t; S; this,  := 7(this), 7(Z)

where S denotes the body of m. The parallel assignment this, T := y, t initializes
the variables this, Z of S, and the parallel assignment this, T := 7(this), 7(Z) re-
stores the initial values of the variables this, Z. For further details of the program
semantics we refer to [2] p.206].

To observe failures due to calling a method on null (which generates a ‘null-
pointer exception’), we introduce a so-called strong partial correctness seman-
tics Mpun(S)(o,7) € (X x T) U {fail} where Mpun(y.m(?))(c,7) = fail, if
7(y) = null. We extend this semantics to additionally model the execution of
a statement restricted by a footprint. We restrict to a coarse-grained notion of
footprints which specifies the objects that may be called (either directly or indi-
rectly through called methods). Note that this includes all the objects that may
be changed, since we assume encapsulation and objects can only modify their
own state (field assignments are relative to this). Our model then is based on
extending configurations with an additional set of objects ¢ C O and the defini-
tion of a semantics Mg (S)(o, 7, ¢) € (X' xT xP(O))U{fail} where fail indicates
failure which arises from a call of a method of an object that is not in the foot-
print ¢. More specifically, Mg (y.m(%))(o, 7, $) requires that the object T(y) is
callable, that is, it belongs to the set ¢, otherwise Mg (y.m(t))(o,,¢) = fail.
We restrict to footprints ¢ including only objects that exist in the given o
(which thus means failures arise from calling a method on null). Another crucial
characteristic of our model is that newly created objects are naturally consid-
ered callable, and therefore new objects are added to the footprint ¢, that is,
Mg (z :=new)(o,7,¢) = (¢/,7[x := 0],¢ U {0}) where o is a fresh object iden-
tity, i.e. o(0) = L and o # null, and ¢’ results from o by initializing the local
state of the newly created object o.



3 The Specification Language

Given a set of method definitions, we specify the correctness of a statement
by a pre- and postcondition which are formally specified by logical formulas
P, q, ..., also called assertions. In order to express global properties of the heap,
logical expressions e extend the expressions of our programming language with
the dereferencing operator: x.f denotes the value of field f of the object denoted
by the variable z. As a special case, we abbreviate this.f by f.

The assertion language further features logical variables (which are assumed
not to appear in the programs that describe the component behavior). A logical
variable can either be a variable z or a monadic predicate X. Second-order
quantification of such predicates allow for the specification of properties like

reachability: VY((Y(@) AVz(Y(z) — Y(z.next))) — Y(e’)) states that the

object denoted by €’ can be reached from the one denoted by e via a chain of
next fields (see Section [5| for more details). We represent the footprint by the
distinguished monadic predicate F'. The assertion F'(e) then expresses that the
object denoted by e belongs to the set of objects denoted by the footprint F'.

We omit the straightforward details of the definition £(e)(o, 7,w) of the se-
mantics of logical expressions e, and the standard Tarski inductive truth defini-
tion for o, 7, ¢,w = p, where w assigns values to the logical variables (assuming
that the sets of logical variables and program variables are disjoint). As a partic-
ular case, 0,7, ¢, w = F(e) indicates that o € ¢, where 0o = £(e)(o, 7,w). For any
other monadic predicate X, 0,7, ¢,w = X (e) indicates that o € w(X), where, as
above, 0 = £(e)(0, 7,w). We restrict this truth definition to o, 7, ¢, w which are
consistent: 7(x) and w(x) denote an object that exists in o for every object vari-
able z, and ¢, and w(X) for every monadic predicate X, denote a set of existing
objects. Quantification over (sets of) objects ranges over (sets of) existing ob-
jects. Objects other than null that do not exist cannot be referred to—mneither in
the programming language nor in the assertion language. So o, 7, ¢, w = Jz(p),
where the variable x is of type object, holds precisely when there is an object
o € dom(o) such that o, 7, ¢,w[x := o] = p. Here w[x := o] results from w by
assigning the object o to the variable x.

By {p} S {q} we denote the usual correctness formula in program logics.
We distinguish two different interpretations corresponding to the two seman-
tics Mpun and Mg. By FEnun {p} S {¢} we denote the interpretation: for
any o, T, ¢,w which are consistent, if o,7,¢,w = p then Muuu(S)(o,7) # fail
and o/, 7', ¢,w = ¢ in case Mpan(S)(o,7) = (¢/,7'). Note that in this inter-
pretation the predicate F' does not have a special meaning. The interpretation
Er {p} S {q} is defined similarly, but with respect to the semantics Mg, which
thus requires reasoning about the footprint (in preconditions, postconditions,
and loop invariants) to ensure that the statement does not lead to failure. In
these specifications one formalizes facts about the contents of the footprint so as
to ensure that components do not fail with respect to the strong partial correct-
ness semantics. Note that both interpretations do not require reasoning about
termination (i.e., absence of divergence).



4 The Hoare Logic of Footprints

We introduce a hybrid proof system which integrates reasoning about the two
different interpretations of correctness specifications. We prefix Hoare triples by
Fnun and Fg to distinguish between the correctness specifications interpreted
with respect to the semantics Mp,n and Mg, respectively. By F we denote
either of these two.

We have the standard axiom for (parallel) assignments to program variables,
the usual consequence rule, and the standard rules for sequential composition, if-
then-else and while statements, for both interpretations of correctness formulas.
To axiomatize field assignments for both the interpretations, we introduce the
substitution p[f := t] which caters for aliasing: it replaces every expression of
the form z.f by the conditional expression if x = this then ¢ else x.f fi.

Axiom 1 (FIELD ASSIGNMENT).  + {p[f:=t]} f:=t {p}

As a simple example, we have the following instantiation
{if z = thisthen O else z.f i=1} f:=0 {a.f =1}

of this axiom, where the precondition is logically equivalent to = # thisAz.f = 1.

To axiomatize object creation for both interpretations of correctness formu-
las we introduce a substitution operator p[z := new, @], where ¢ denotes a set
of monadic predicates with the intention that X holds for the new object (that
is, the set denoted by X includes the new object) if and only if X € @. This sub-
stitution involves an extension to second-order quantification of the contextual
analysis of the occurrences of the variable x, as described in [7], assuming that
in assertions an object variable x can only be dereferenced, tested for equality
or appear as argument of a monadic predicate. Without loss of generality we
restrict the definition of p[z := new, @] to assertions p which do not contain
conditional expressions which have x as argument, since such conditional ex-
pressions (that have been introduced by a prior operation to cater for aliasing)
can be systematically removed before applying this substitution.

Deﬁnitionlists a few main cases. It should be noted that despite that z[x :=
new, ¢| is undefined, p[x := new, @] is defined for every assertion. Furthermore
note that (z = e)[x := new,P|, for any logical expression e (syntactically)
different from z, reduces to false because the value of e is not affected by the
execution of x := new and as such refers after its execution to an ‘old’ object.

Because of the restriction that quantification over objects ranges over existing
objects, we have a changing scope of quantification when applying the substitu-
tion [z := new, @] to a formula Jy(p) or IX (p). The resulting assertion namely
is evaluated prior to the object creation, that is, in the heap where the newly cre-
ated object does not exist yet. The case (Jy(p))[z := new, @] handles this chang-
ing scope of quantification by distinguishing two cases, as described initially
in [7], namely: p is true for the new object, i.e. p[y := z|[z := new, @] holds; or
there exists an ‘old’ object for which p[z := new, @] holds, i.e. Jy(p[z := new, D))
holds.



Definition 1. We have the following main clauses.

z[z := new, D] is left undefined
(z.f)[x := new, | has a fized default value
(z = x)[z := new, P] = true
(e = x)[z := new, @] = false if z and e are distinct
op(e1,...,en)[xr := new,P| = op(ei[x := new, P|,..., e, [z := new, P))

true if X € @
false if X ¢ ¢

X(e)[z := new, P] = X (e[r := new, P))

)
)

X (@)[x = new, ®] = {

)z := new, §| = ply := z][z := new,P] V Jy(p[z := new, P])
)z := new,d] = IX (p[z := new, P U {X}]) VIX(p[z:= new,P|)

Similarly, (3X (p))[z := new, @] is handled by distinguishing between whether
or not X contains the newly created object. Without loss of generality we may
assume that X & &, since otherwise we apply the substitution to an alphabetic
variant of 3X (p). The assertion p[z := new,® U {X}] then describes the case
that X (x) is assumed to hold for the newly created object z. On the other hand,
plz := new, P describes the case that X (z) is assumed not to hold.

We have the following axiomatization of object creation.

Axiom 2 (OBJECT CREATION).
Foun {¢[z := new, 0]} z := new {q} and tg {¢[z := new, {F}]} = := new {q}

For reasoning about the footprints of (non-recursive) method calls, we have
the following rule which guarantees absence of failure in calling an object that
does not belong to the footprint.

Rule 3 (METHOD CALL). Given the method definition m(Z) :: S, we have

Frp {pA F(y)} this,z :=y,t; S {q}
Fr {p A F(y)} ym(t) {q}

where, as above, the formal parameters (which include the variable this) do not
occur free in the postcondition g.

In order to reason semantically about invariance in terms of footprints we
introduce the restriction p of a formula p which restricts the quantification over
objects in p to the invariant part of the state, namely that part that is disjoint
from the footprint as denoted by F'. For notational convenience, we introduce
the complement F€¢ of F, e.g., F°(z) then denotes the assertion —F'(z). This
restriction bounds every quantification involving objects to those objects which
do not belong to the footprint. More specifically, (3z(p)) | reduces to Jz(F(z) A
(pd)), and similarly (Vz(p)) | reduces to Va(F¢(x) — (p{)). Quantification over



monadic predicates is treated similarly, i.e., (3X (p)) | reduces to IX (Va(X (z) —
Fe(@)) A (pd).

We have the following main semantic invariance property of an assertion p .

Theorem 1. Let p be an assertion which does not contain free occurrences of
dereferenced variables. We have o,7,¢,w = pl iff o', 7", ¢ ,w = pl where

— dom(c) C dom(d’),

— o(0) =d'(0), for any o € dom(o) \ &,

— ¢ C ¢, ¢ Ndom(o) C ¢, and dom(c’)\ dom(c) C ¢,
— 7(x) = 7'(x), for any variable x occurring free in p.

Note that any assertion p(z) which contains free occurrences of the variable
x is logically equivalent to Jy(y = x A p(y)), where p(y) results from replacing
the free occurrences of x by y. The first three conditions of this theorem describe
general properties of the semantics Mg (S)(o,7,¢) = (¢/,7/,¢’). The last con-
dition is true whenever the variables x that occur free in p do not occur in the
statement S nor in any of the method bodies of the (indirectly) called methods.

Proof. We prove this theorem for assertions p which may contain free occurrences
of dereferenced variables, requiring that 7(z) € ¢, for any such variable. We
proceed by induction on the assertion p. We highlight the main case of Jz(p).

o,7,¢,w = (z(p)) | iff (definition (Fz(p)) )
o7 6w b= Ja(Fo(2) A (1) iff (0 € dom(a) \ 9)
o, T, d,wl[r := o] = pl iff (induction hypothesis)
o7 & wlz = o] [ p . iff (o € dom(o) \ &)
o' 7w | Fe(Fo(x) A (p) iff (defimition (3z(p)) 1)
o', 7' ¢w = (x(p) L
Note that o € dom(c) \ ¢ implies that o € dom(o’)\ ¢’, since dom (o) C dom(c’)

and ¢'Ndom (o) C ¢. On the other hand, o € dom(c”)\ ¢’ implies 0 € dom(c)\ ¢,
because dom(o’)\ dom(c) C ¢’ and ¢ C ¢'. O

Given the above we can now introduce the following rule for reasoning about
invariance.

Rule 4 (SEMANTIC INVARIANCE).

Fr {p} S {q}
Fr{pATl) S{gnrl}

where the assertion r does not contain free occurrences of dereferenced variables
and its program variables do not occur in the implicitly given set of method
definitions and the statement S.

Soundness of the above semantic invariance rule follows directly from Theo-
rem [I We conclude with the following meta-rule for eliminating footprints.



Rule 5 (FOOTPRINT ELIMINATION).

Fr {p} S {q}
'_null {HF(p)} S {q}

where the monadic predicate F' does not occur in the postcondition gq.

Note that this rule allows a modular reasoning about footprints, that is, it
caters for the introduction and elimination of footprints at the level of individual
statements. Soundness of this rule follows from the main observation that, since
F does not appear in the postcondition g, we have that =g {p} S {¢} implies

Fnun {P} S {q}.

5 A Comparison Between Related Approaches

The two other main approaches to reasoning about invariant properties of un-
bounded heaps are that of separation logic [15] and dynamic frames [12]. In this
section we illustrate the main differences between our approach and that of sep-
aration logic and dynamic frames by means of respective correctness proofs of a
stack data structure where items can be added at the top.

To illustrate our approach, we model the stack structure by the two classes
LinkedList and Node. In our framework, classes can be introduced by parti-
tioning the type object into disjoint classes of objects. An instance of the
class LinkedList holds a pointer, stored in field first, to the first node of the
linked list. Each instance of class Node stores a value in field val and a pointer
stored in field next to the next node. The implementation of the push method of
the class LinkedList is shown in Listing It uses as constructor the method
setAttributes, which stores the pointer to the next node and the desired value.
This refactoring of first := new Node(first,v) enables the separation of concerns
between the creation of an object and calling its constructor in the proof theory.

push(v) ::

u := new Node; u.setAttributes(first, v); first := u
setAttributes(node, v) ::

next := node; val := v

Listing 1.1. Stack implementation for pushing items

We will focus on proving a natural global reachability property about the
nodes in the stack. In particular, we will apply our approach and that of sep-
aration logic and dynamic frames to proving that all nodes in the stack that
were reachable (starting from the first node, by repeatedly following next links)
before a call to push, are still reachable after the call to push. It should be noted
that this classic example serves primarily as an illustration of the different ap-
proaches. As such it provides a typical example of reasoning about invariant
properties of unbounded heaps, and lends itself well for this purpose.




5.1 Footprints

Since we assume an implicit strongly typed assertion language, we introduce
for the LinkedList and Node classes the distinct footprint predicates Fj, and
Fn which apply to LinkedList objects and Node objects, respectively. We omit
the straightforward details of refining the definition of the proof system to a
class-based programming language and an assertion language which features for
each class a corresponding footprint predicate. Note that the restriction operator
introduces bounded quantification over Fj, and Fly, respectively.
We denote by (Y, e, e’) the assertion

[Y(e) A\Vz(Y (z) = Y (z.neat))] — Y(€')

and by r(e, e’) the assertion VY (' (Y, e, e')) which formalizes reachability of the
Node object denoted by e’ from the one denoted by e via a chain of nezt fields
(the predicate Y thus is assumed to range over Node objects).

We first show how to derive the global reachability specification

Foun {7 (first, y)} this.push(v) {r(first,y)} (1)

from the local specification

{Fr = {this} A Fy =0 A first = z}
Fg this.push(v) (2)
{Fn = {first} A first # z A first.next = z AVx(z.next # first)}

and, consequently, we prove the correctness specification |2} Recall that this.first
and first denote the same value, and we use basic set-theoretic notations to
abbreviate assertions about monadic predicates, e.g. F;, = {this} abbreviates
the assertion Fp,(this) A Vx(FL(x) — x = this). The variables y and z in the
correctness specifications and are assumed to be logical variables which
do not appear in the definitions of the ‘push’ and the ‘setAttributes’ methods,
and as such are not affected by the execution of the ‘push’ method. The variable
z is used to ‘freeze’ the initial value of the field first. Note that the correctness
specification only describes the local changes affected by execution of the
‘push’ method in terms of its footprint.

Since the only variable that is dereferenced in the assertion r(z,y) is the
bound variable z, and r(z,y) does not refer to program variables, we can apply
the semantic invariance rule (Rule [4) to the correctness specification 7 and

Fe {p Ar(z,y) 1} this.push(v) {g Ar(z,y) I}

where p denotes the precondition and ¢ denotes the postcondition of the correct-
ness specification . By extending its definition to deal with classes, r(z,y) |
reduces to VY (Y C F§ — r'(Y,2,y) ) where Y C F¥, abbreviates V(Y (z) —
F5(z)) and F§ denotes the complement of Fi, and (Y, z,y) | reduces to
Y (2) AVz(F5(z) = (Y(z) = Y(z.next)))] = Y(y)).

10



First we observe that Fy = () implies Vz(F§ (z)) (all existing objects belong
to the complement of the footprint), and so the restriction operator has no effect,
that is, r(z,y) | is equivalent to r(z,y).

Furthermore, we show that the assertion r(z,y)| implies r(z,y), assuming
that Fy = {first} and first # z AVx(x.next # first). The argument is a straight-
forward argument in second-order logic: Under the assumption Fn = {first},
r(z,y) | is equivalent to

VY (Y¢(first) — ' (Y, z,y) )
where (Y, z,y) | reduces to
[Y(2) AVa(z # first — (Y(x) = Y(x.next)))] = Y(y).

As above, Y¢ denotes the complement of Y: Y¢(first) if and only if =Y (first).
Let Y be such that Y (2) AVx(Y () — Y (z.next)). We show that Y (y). Let Y’ =
Y \{first}. Since first # zAVz(x.next # first), it follows that Y’ (2) AVx(Y'(z) —
Y/(z.next)). From r(z,y){ it follows that r/(Y’, z,y) |, which is equivalent to
(Y, z,y) (note that the bounded quantification here has no effect). So we have
Y’(y), and by definition of Y’, we conclude that Y (y).

By the consequence rule the correctness formula for push then reduces to

Fg {Fp = {this}AFn = OAfirst = 2Ar(z,y)} this.push(v) {first.next = zAr(z,y)}.

We next observe that first.next = z Ar(z,y) implies r(first,y): Let Y (first) and
Vz(Y(x) = Y(z.next)). From first.next = z it then follows that Y (z). From
r(z,y) we then conclude that Y (y).

Thus, we obtain

Fr {FL = {this} A Fiy = 0 A first = z Ar(z,y)} this.push(v) {r(first,y)}

by another application of the consequence rule. Finally, substituting first for
the variable z in the precondition and subsequently eliminating the footprints
predicates Fy, and Fy, we obtain by a trivial application of the consequence rule
the global correctness specification .

We now have to give a proof of the local correctness specification , and let
p denote the precondition

F,={this} AF, =0 A first =z
and ¢ denote the postcondition
F, = {first} A first # z A first.next = z AVa(x.next # first).

In this proof we omit the prefix Fp. By the standard axiom for assignments to
variables we have

{F, = {u} Nu# 2z ANunext = z A\Vz(x.next # u)}
first :=u

{a}
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Next we observe that

{Fpo={u}ANu#zA
if v = this then node else u.next fi = z A
Vz(if x = this then node else z.next fi # u)}
next := node
{F, ={u} ANu # z Nunext = z AVx(z.next # u)}

by Axiom [I] for field assignments. Towards deriving the correctness formula for
the method call, we work with the assignment of actual parameters to formal
parameters. By the standard axiom for assignments to variables again, we then
derive
{Fo={u}ANu##zA
if u = this then first else u.next fi=z A
Va(if © = this then first else x.next fi # u)}
node = first
{Fo={u}ANu#zA
if u = this then node else u.next fi = z A
Vz(if = this then node else z.next fi # u)}.

Substituting this by v and a trivial application of the consequence rule we obtain

{Fpo={u}Nu#zAfirst=2z A
Vz(if © = u then first else x.next fi # u)}
this :=u
{Fpo={u}ANu##zA
if u = this then first else u.next fi=z A
Va(if = this then first else x.next fi # u)}.

Putting the above together using the rule for sequential composition and Rule
for method calls, we derive

{Fo={u}ANu#zAfirst=zA
Vz(if © = u then first else x.next fi # u)}
u.setAttributes(first,v)

{a}

Applying Axiom [2| we have next have to prove

{F, =0 A first = z}
u = new Node
{Fp ={u} ANu# z A first = zA
Va(if © = u then first else z.next fi # u)}.

The calculation of (F,, = {u})[x := new, {F},}] follows the same steps as that of
(Vy(F(y) <> y = z))[x := new, {F'}], already shown above as an example. We
then calculate

(Vz(if z = u then first else z.next fi # u))[u := new, {F,}],

12



and skip the straightforward details of the application of the substitution to the
remaining conjuncts. Before applying the substitution we first have to remove
the conditional expression from the inequality. Here we go:

(Vz(if z = u then first # u else z.next # u fi))[u := new, {F,,}]

if u = u then first # u else u.next # u fiju :== new, {F,,}] A
Va(if = u then first # u else z.next # u fiju := new, {F, }|)
if (u=wu)[u :=new, {F,}]
then (first # u)[u := new, {F},}]
else (u.next # u)[u := new, {F,}] fi A
Va(if (z = u)[u := new, {F,}]
then (first # u)[u := new, {F,}]
else (z.next # u)[u := new, {F,}] fi)
if true then true else true fi A
Vz(if false then true else true fi)

The resulting assertion is clearly logically equivalent to true.
Putting the above together using the rule for sequential composition and
Rule [3| for method calls, we finally derive the above correctness specification.

5.2 Dynamic Frames

In this section we discuss a proof of the push operation on our stack-like data
structure using the approach of dynamic frames [I2] as it is implemented in the
KeY tool [16]. The KeY proof of our case study can be found in the artifact [4]
accompanying this paper, which includes user-defined taclets (describing infer-
ence rules in the KeY system) that we used to define the reachability predicate.
Also, a video recording [3] shows the steps for reproducing the proof of invari-
ance of reachability over the push method using KeY. This section describes on a
more abstract level the basic ideas underlying dynamic frames, in an extension of
Hoare logic (instead of dynamic logic) which allows for a better comparison with
our footprints approach. As such, we restrict to coarse-grained dynamic frames,
similar to our footprints (KeY supports dynamic frames on the finer granular-
ity of fields, see Section [7] for a brief discussion on extending the granularity of
footprints in our approach).

In the dynamic frames approach footprints are introduced by extending con-
tracts with an assignable clause. For example, the clause assignable {this}
states that only the fields of the object this can be modified. The corresponding
proof obligation then requires to prove that the initial and final heap (of an ex-
ecution of this.push(v)) differ at most with respect the values of field first. To
formally express this proof obligation in our assertion language (introduced in
Section , we take a snapshot of the entire initial heap and store it in a logical
variable: this allows one to refer in the postcondition to the initial heap and
express its relation with the final heap.
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Thus, we extend the assertion language with heap variables, with typical
element h. Given a current heap ¢ and environment w, for any heap variable h,
w(h) denotes a heap (as defined in Section [2)) such that its domain is included
in that of o, i.e. dom(w(h)) C dom(c). Given a heap variable h the expression
h(z.f) denotes the result of the lookup of field f of object x in heap h, and
h(f) abbreviates h(this.f). Furthermore, we introduce the binary predicate = €
dom(h) which means that the object denoted by « is in the domain of the heap
denoted by h. If the object denoted by x is not in the domain of the heap denoted
by h, then h(z.f) refers to the value of f in the current heap, denoted by z.f.

Given the above, we define the assertion init(h) as Vz(z € dom(h) AN, 2. f =
h(z.f)) which expresses that heap variable h stores the current heap, that is,
0,7, ¢,w = init(h) if and only if w(h) = 0. We note that A ; ranges over finitely
many field names. We can now present a high-level proof in Hoare logic of our
case study, using the above extension of the assertion language with heap vari-
ables. We again denote by (e, e’) the reachability assertion defined above. Our
goal is

{r(first,y)} this.push(v) {r(first,y)}.

To derive our goal, we first derive the local specification

this.push(v) : assignable {this} (3)
{first.next = h(this.first) A first ¢ dom(h)}.

This specification makes use of an assignable clause which requires a proof of

{init(h)} this.push(v) {g A Va(x # this — /\ch = h(z.f))}
f

where ¢ denotes the postcondition of the specification . The proof of the latter
specification is easily derived by inlining the method bodies (in KeY, this proof
obligation can even be done automatically).

Next we apply a new invariance rule for heap variables which states the in-
variance of assertions which are independent of the current heap. Let rp (first,y)
denote the reachability assertion

VY ([Y (h(first)) AVz(z € dom(h) — (Y (z) — Y (h(z.next))))] = Y (y))

This assertion does not depend on the current heap and thus is invariant. By
the conjunction rule, we then obtain

{rn(first,y) A init(h)}
this.push(v) (4)

{rn(first,y) A g AVz(x # this = A, z.f = h(z.f))}

That the postcondition of implies r(first,y) can be established as in the pre-
vious proof, and similarly that r(first,y) implies the precondition of (4} with the
heap variable h existentially quantified. Thus an application of the consequence
rule, and the existential elimination rule of variable h, concludes the proof.
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Let us remark one difference with the presentation in this section and the one
in the KeY system. Instead of the conjunction over all fields, KeY uses heap up-
dates in the formalization of the assignable clause by so-called ‘anonymizing up-
dates’ [1}, Sect. 9.4.1]. For example, consider a method with an assignable clause
{this} and let heap be the heap before the method executes. In KeY’s logic, the
heap resulting after the method call is expressed as heap[anon(self.x, anon_heap)].
When evaluating a field access x.f in the heap heap[anon(self.x, anon_heap)],
the evaluation rules for heaps in KeY require to perform what is essentially an
aliasing analysis, e.g. checking whether = this. As a program (fragment) is
symbolically executed in KeY, updates to the heap are accumulated, resulting
in new, larger heap terms. For real-world programs, the heap terms tend to get
large (in our case study, see e.g. [3} 0:41]). Consequently, it may require many
proof steps to reason about the value of fields in such heaps.

5.3 Separation Logic

In this section we present a proof in separation logic of the push operation of
our stack data structure. For various classes of programs, there are different
corresponding separation logics. We shall use the proof system as presented by
Reynolds in [I4]. It contains a basic programming language with the core rules
of separation logic that are shared by many of the separation logic ‘versions’ that
have extended language features, e.g. separation logic suitable for Java [9], and
tools for verifying (Java) programs using separation logic such as VeriFast [11]
and VerCors [B]. For example, VerCors can be used to prove the correctness
of a (concurrent wait-free) push explicitly using permissionsﬂ However, for the
purposes of this case study we keep the discussion on a more abstract level to
focus on the basic ideas underlying separation logic which allows for a better
comparison with our footprints approach.

Instead of object orientation, Reynolds’ uses a fairly low-level programming
language with allocation, de-allocation and several pointer operations, such as
reading or writing to a location that a pointer variable references. In this setting,
object creation can be modeled by allocation, and accessing a field of an object
corresponds to accessing a location referenced by a pointer.

Before we perform the proof, we therefore first write the push operation in
Reynolds’ language, as follows. Note that in our approach we have separated
the concerns for object creation and calling its constructor, but here these two
happen at the same time by one assignment.

push(v) ::
first := cons(v, first)

Listing 1.2. Stack implementation for pushing items in separation logic

The cons operation allocates a new cell in memory where two values are stored:
the first component is the value of the item to push (denoted by the formal

*https://vercors.ewi.utwente.nl/try_online/example/82
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parameter v), and the second component is a pointer to the ‘node’ storing the
next value. Following Reynolds, reachability can then be expressed in separation
logic by the following recursively defined predicates:

reach(begin, other) = In(n > 0 A reachy, (begin, other))
reachg(begin, other) = begin = other

reachy1(begin, other) = Jv, next[(begin — (v, next)) x reach, (next, other)]

The * operation is the so-called separating conjunction: informally it means
that the left and right sub-formulas should be satisfied in disjoint heaps. A heap
in this context is a partial function from addresses to values. Two heaps are
disjoint if their domains are disjoint. Furthermore, the formula begin — (v, next)
asserts that the heap contains precisely one cell (namely, the one at the address
stored in the variable begin), and that this cell contains the values v and next.

The above global correctness specification (/1)) translates to the following main
global correctness property in separation logic

{reach(first,y)} push(v) {reach(first,y)}. (5)

Furthermore, we have the following local specification in separation logic

{first = z A emp} push(v) {first = (v,2)} (6)

of the push method corresponding to the above local specification which uses
footprints. Here emp denotes the empty heap. In fact, at a deeper level, it can
be shown that this information corresponds to the assertion Fy = @ (this is
further discussed in Section .

Applying the frame rule of separation logic with the ‘invariance’ formula
reach(z,y) to the local specification then yields:

{first = z A emp * reach(z,y)} push(v) {first — (v, z) x reach(z,y)}.
Using the rule for Auxiliary Variable Elimination of separation logic, we infer:
{3z(first = z A emp x reach(z,y))} push(v) {3z(first — (v, z) * reach(z,y))}.

We show that the global correctness formula follows from an application
of the consequence rule to the following correctness formulas:

{3z(first = z A emp * reach(z,y))} push(v) {3z(first — (v, z) * reach(z,y))}.

— First we show that reach(first,y) (the desired precondition) implies the pre-
condition above. In the precondition above, substituting z for first (equals
for equals) the existential quantifier in the precondition can be eliminated so
the precondition above is equivalent to emp xreach(first,y). Further, by the
equivalence emp * p <> p and commutativity of the separating conjunction,
the clause with the empty heap can be eliminated. Hence, reach(first,y)
implies the precondition above (they are equivalent).

16



— Next we show that the postcondition implies the assertion reach(first,y).
Observe that the postcondition and the definition of reach(z,y) imply that
for some zg and ng: (first — (v, z9)) * reachn, (20, y). So, by the definition of
reach,, we have reach,,,1(first,y), which by definition of the reach predicate
implies the desired postcondition reach(first,y).

We conclude this case study of separation logic with the observation that the
above local specification of the push method @ follows from the Allocation
(local) axiom of separation logic:

{first = z A emp} first := cons(v, first) {first — (v,z)}.

6 Discussion

All above three correctness proofs are based on the application of some form of
frame rule to derive the invariance of the global reachability property from a local
specification of the push method. In our approach we express such properties by
restricting quantification to objects which do not belong to the footprint which
includes all objects that can be affected by the execution. In the approach based
on dynamic frames such footprints are used in a general semantic definition of a
relation between the initial and final heap, where to prove an invariant property
one has to show that it is preserved by this relation. Invariance in separation
logic is expressed by a separating conjunction which allows to express invariant
properties of disjoint heaps.

Summarizing, in both our approach and that of separation logic, invariant
properties are so by definition: in separation logic by the use of the separating
conjunction, in our approach by bounded quantification. The general semantics
of the separating conjunction and bounded quantification ensures invariance,
which thus does not need to be established for each application of the frame
rule separately. In contrast, the approach of dynamic frames requires for each
property an ad-hoc proof of its invariance.

In separation logic [I5] invariant properties are specified and verified with
the frame rule which uses the separating conjunction to split the heap into two
disjoint parts. As a consequence, the assertion language of separation logic by
its very nature supports reference to locations that are not allocated (or objects
that do not exist). Furthermore, because of the restriction to finite heaps, the
validity of the first-order language restricted to the so-called ‘points to’ predicate
is non-compact, and as such not recursively enumerable (see [0]).

In contrast, our approach is based on standard (second-order monadic) pred-
icate logic which allows for the use of established theorem proving techniques
(e.g. Isabelle/HOL). Furthermore, as discussed above, our approach allows for
reasoning at an abstraction level which coincides with the programming lan-
guage, i.e., it does not require special predicates like the ‘points to’ predicate
or ‘dangling pointers’ which are fundamental in the definition of the separating
conjunction and implication.

Dynamic frames [I2] were introduced as an extension of Hoare logic where
an explicit heap representation as a function in the assertion language is used to
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describe the parts of the heap that are modified. As footprints in our approach,
a dynamic frame is a specification of a set of objects that can be modified. This
specification itself may, in general, involve dynamic properties of the heap. Since
it is impossible to capture an entire heap structure in a fixed, finite number of
first-order freeze variables, heap variables are introduced. Such variables allow to
store the entire initial heap in a single freeze variable (which does not occur in the
program), and thus describe the modifications as a relation between the initial
and the final heap. In this bottom-up approach invariant properties then are ver-
ified directly in terms of this relation between the initial and the final heap. This
low-level relation, which itself is not part of the program specification, in general
complicates reasoning. In contrast, in our approach we incorporate footprints in
the Hoare logic of strong partial correctness: a footprint simply constraints the
program execution. This allows the formal verification of invariant properties in
a compositional, top-down manner by an extension of the standard invariance
rule. As such this rule abstracts from the relation between the initial and the
final heap as specified by a footprint: it is only used in proving its soundness,
and mot in program verification itself.

7 Conclusion

In this paper, we introduced a program logic extended with footprints and a novel
invariance rule for reasoning about invariant properties of unbounded heaps. This
invariance rule allows to adapt correctness specifications (contracts), abstracting
from the internal implementation details.

We kept the programming language small but expressive, to focus on sev-
eral core challenges: developing a logic that (1) avoids explicit heaps, (2) uses
abstract object creation (informally this means: objects that do not yet exist
cannot be referred to in the assertion language), (3) interprets assertions using
(the standard) Tarski’s truth definition, and (4) features a frame rule to reason
about invariance. Our logic satisfies all four of the above features, as opposed
to the main existing approaches of separation logic and dynamic frames. More-
over, our hybrid program logic combines two different forms of strong partial
correctness specifications. This combination allows for modular/compositional
reasoning about footprints, which can be introduced and eliminated on the level
of individual statements. We further discussed the differences between our ap-
proach and that of separation logic and dynamic frames in terms of the under-
lying assertion languages.

Using results from the paper [8], on the verification of object-oriented pro-
grams with classes and abstract object creation (but without footprints), the
logic in this paper can be further extended in a straightforward manner to cover
nearly the entire sequential subset of Java, including other failures and exceptions
generated by other language features. That paper also showed how to mechanize
proof rules for abstract object creation in the KeY system. Along the same lines,
as future work, we aim to extend the KeY system with a mechanized version of
the logic in this paper.
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