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Preface

This volume contains the proceedings of the 18th International Conference on Software
Engineering and Formal Methods (SEFM 2020), which was originally planned to take
place during September 14-18, 2020, in Amsterdam, The Netherlands (hosted by the
Centrum Wiskunde & Informatica — CWI). Because of the COVID-19 pandemic,
SEFM 2020 could not take place physically but had to be replaced by a virtual event
(still held during September 14—18, 2020).

The general aim of the conference is to bring together leading researchers and
practitioners from academia, industry, and government to advance the state of the art in
formal methods, to facilitate their uptake in the software industry, and to encourage
their integration within practical software engineering methods and tools.

There were 58 full paper submissions, which were reviewed for quality, correctness,
originality, and relevance. Each submission was reviewed by four Program Committee
Members and an online post-reviewing discussion, open to the entire Program
Committee, was held to make the final decisions. The committee decided to accept 16
papers (27.6% acceptance rate). This volume contains the revised versions of those 16
papers, which cover a wide variety of topics, including testing, formal verification,
program analysis, runtime verification, meta-programming, and software development
and evolution. The papers address a wide range of systems, such as IoT systems,
human-robot interaction in healthcare scenarios, navigation of maritime autonomous
systems, and operating systems.

The conference program also featured three keynote talks by Paola Inverardi
(University of L’ Aquila, Italy), Roberto Di Cosmo (Paris Diderot University, France),
and Eelco Visser (Delft University of Technology, The Netherlands). This volume
includes an extended abstract of Paola Inverardi’s talk titled “A Software Exoskeleton
to Protect Ethics and Privacy of Users in the Digital World” and a full paper of Eelco
Visser’s talk titled “Multi-Purpose Syntax Definition with SDF3” — co-authored by
Luis Eduardo de Souza Amorim.

We would like to thank Paola Inverardi, Roberto Di Cosmo, and Eelco Visser for
accepting our invitations to give keynote talks, and the authors who submitted their
work to SEFM 2020. We are grateful to the members of the Program Committee and
the external reviewers for providing timely and insightful reviews, as well as for their
involvement in the post-reviewing discussions. We would also like to thank the SEFM
Steering Committee for their advices and support, the workshop co-chairs Loek
Cleophas (TU/e, The Netherlands) and Mieke Massink (ISTI, Italy), Jacopo Mauro
(SDU, Denmark) for taking care of the publicity, and Hans-Dieter Hiep and Benjamin
Lion (CWI, The Netherlands) for setting up and maintaining the conference web pages.
We would like to thank all people involved in SEFM 2020 for their contributions in
these exceptional circumstances of the COVID-19 pandemic.
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We greatly appreciated the convenience of the EasyChair system for handling the
submission and review processes, and for preparing these proceedings. Finally, we
gratefully acknowledge the technical support from CWIL

July 2020 Frank de Boer
Antonio Cerone
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A Software Exoskeleton to Protect Ethics
and Privacy of Users in the Digital World
(Abstract of a Keynote Talk)

Paola Inverardi

Universita dell’Aquila, L’Aquila, Italy

Abstract. In recent years there has been an increasingly amount of interest on
the impact that the digital society can have on the fundamental rights of indi-
vidual, citizens and societies. Starting from the raising of the economy of data to
the appearance of the present and future Al fueled autonomous systems the level
of attention has lifted from privacy concerns to more general ethical ones [6, 7].
Although there is a general consensus on the vulnerability of users and societies
this perspective has been only followed by the regulatory approach that by
putting at work new regulations, notably GDPR has effectively enhanced the
protection of users. Differently, in research the approach is mainly focusing on
Al and concerns the systems/software developers and companies by proposing
code of ethics and guidelines for the development of trustworthy systems in
order to achieve transparency, accountability and explainability of decisions
[1, 5].

Therefore, despite the claim for a human centric Al and the recommendation
to empower the user, the user is left unpaired in her interactions with digital
systems beyond the basic choice of accepting or not accepting the interaction
with a system with all the consequences this might imply. From the case of
privacy preferences in the app domain [12] to the more complex case of
autonomous driving cars [4] the average user is unprotected and inadeguate in
her interaction with the digital world. In the talk I will present the approach and
preliminary results undertaken in the project EXOSOUL [2, 8-11] that stands on
the side of users. EXOSOUL aims at equipping humans with an automatically
generated exoskeleton, a software shield that protects and empowers them and
their personal data in all interactions with the digital world by mediating or
discarding those ones that would result in unacceptable or morally wrong
behaviors according to the user’s ethical and privacy preferences [3].

Keywords: Ethics - Privacy - Software exoskeleton

Supported by organization Universita dell’Aquila.
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