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knows some information. For instance, this could
or the prime factonzation of a large integer.
Peggy’s information 1s verifiable, in the sense that there
mem -- ure capable of certifying its vahdity. In order to con-
h - imply mveal the information

Maximum dzsclosure proof since 1t resuhs VEC learns
- erefore later show it to someone dse and even claim 1

WEC

protocol for obtaining
minimum disclosure Droofs.

[h Peggy to convince Vic, beyond
any reasonable doubt, that she has inf d pass the certifying

in a way that does not heﬁ p him determine this information.
information is the pI‘OOf of a theorem, Vic 1s left with
- - ’ d hence zhm ﬁheorem

_, with Peggy need not (and 1
cases will not) enabﬁe Vm to - -z convince someone else.
At the heart OE our - is the notion of bit commitment, which al
nit hersel he value of some bits in a way Ehat prevents Vic
mitive, which for convenience the ‘blob’. As this paper

- b is a universal primitive for miimum disclosure. Each blob 1s
mmitment to either 0 or 1. For the sake of generality,




we do not impose any restriction on the nature of blobs - they could be made

airy dust if this were useful. By ‘P nean
to thius blob 1n the future. If the blob itself can be represented as a bit
string - as in most practical cases - committing to a blob can be as simple as
showing it in the clear. The abstract defining properties of blobs are as fol-

mmit to blobs: by committing to a blob, she is in

itted to: she can convince Vic of

Peggy can open any blob she has comm
the value of the bit she in effect committed to when she committed to the
blob. Thus, there is no blob she is able to ‘open’ both as 0 and as 1.

m) Vic cannot learn anything about which way Peggy is able to open any
unopened blob she has committed to. This remains true even after other
blobs have been opened by Peggy.

iv) Blobs do not carry ‘side information’: the blobs themselves as well as the
processes by which Peggy commits to and opens them are uncorrelated
with any secret she wishes to keep from Vic.

Consider the following illustrative implementation of a blob. When Peggy
wishes to commit to a bit (property (i)), she writes it on the floor and, before
allowing Vic to look, she covers it with opaque tape. Although Vic cannot tell
which bit is hidden under the tape (property (iii)), Peggy can no longer change
it. To ‘open the blob’ (property (ii)), Peggy allows Vic to strip off the tape and
look at the bit. Property (iv) is satisfied provided the way in which the bit is
written on the floor, the tape and its placement are all uncorrelated with any
secret Peggy wishes to keep from Vic.

In Section 2, we assume that blobs are available and show how to use them
to obtain general minimum disclosure proofs. A discussion of this protocol
follows in Section 3. In Section 4, we describe one specific implementation for
blobs, which protects Peggy’s information unconditionally but would allow her
to lie to Vic by breaking some cryptographic assumption while the protocol is
taking place. Once the protocol is over, it is too late for either party to
attempt any kind of cheating, regardless of their computing power. Other pos-
sible implementations of blobs are given in 13}, including dual implementations
that are unconditionally secure for Vic, but could allow him to recover Peggy’s
information after some long (perhaps infeasible) off-line computation. Yet
other implementations, also mentioned in [3], show neither weakness. Section

5 surveys the history of minimum disclosure. Fmally, Section 6 compares the
various implementations discussed in [3]

2. THE PROTOCOL

Assume Peggy knows a satisfying assignment of truth values for some Boolean
fO@Ma. Our protocol allows Peggy to convince Vic that she knows such an
assignment without revealing any information about it. Because satisfiability
of Boolean expressions is NP-complete [12,15], our protocol can be used to
supply minimum disclosure proofs of knowledge for any positive statement
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FIGURE 3. A circuit with randomly permuted and complemented truth tables
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Boolean

allows Vic to that the 1n _
utations and complementations of the

corresponds to valid pern
circuit’s truth tables.
® |f the challenge is ‘B’, |
row 1n each truth table.
lined 1n Figure 1 in their (probably) new location determis
the row permutations. Still continuing our image, Peggy selectively strips
off pieces of tape in order to show Vic the equivalent of Figure 4. This
allows Vic to verify the consistency of each wire and the fact that the final
output of the circuit is a 1 bit.

'he rows to be opened are precisely those that
Ined by

3. SECURITY OF THE PROTOCOL

cquirements must be satisfied in order to prove the correctness of this

ming only the four defining properties of blobs, it is proved in

[3] that the following holds except perhaps with an exponentially small proba-

bility:

) Peggy can carry out her share of the protocol, provided she knows a satis-
fying assignment for ¥. (Of course, no protocol could possibly force Vic
to be convinced, even giving him the satisfying assignment in the clear,
because he can always refuse to listen.)

2) If Peggy does not know a satisfying assignment for ¥, no matter how she
pretends to follow the protocol, Vic will catch her cheating.

3) If Peggy knows a satisfying assignment for ¥ and if she faithfully follows
her share of the protocol, she does not reveal anything to Vic that could
help him determine her satisfying assignment (or even find partial infor-
mation about it) - this remains true even if Vic deviates arbitrarily from
his stipulated behaviour in the protocol.

Even though the third requirement is satisfied by our protocol, this does not
in general imply that Vic cannot obtain anything beyond the fact that Peggy
genuinely knows a satisfying assignment for ¥. For instance, it is possible
that only Peggy has the technology or knowledge necessary to commit to these
blobs, in which case Vic might obtain something he could not have produced
himself - although not the satisfying assignment. In other words, our protocol
1s minimum disclosure, but it may not be ‘zero-knowledge’ in the terminology
of [18].

Intuitively, a protocol is zero-knowledge if the third requirement is
strengthened to the effect that Vic cannot obtain anything at all beyond learn-
ng that Peggy knows a satisfying assignment. More precisely, Vic must be
able to simulate his entire conversation with Peggy without in reality ever talk-
ing to her. Refer to [18] for a formal definition. Nevertheless, our protocol is
zero-knowledge provided blob defining property (iv) is strengthened to make
sure that Vic does not gain anyrhing from the process by which Peggy commits
to blobs and that he obtains only the intended bits from the process by which
Peggy opens some of them. Following the proof techniques of [18], we say

that the blobs are simulatable if, in addition to properties (1), (ii) and (iii), they
satisfy
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wing strategy for Vic: after receiving from Peggy
all k& circuits with randoml] Y p ermuted and con ple—-—
wncaaenams these blobs toget er and uses the msuh as

Scnp% a.y aMe him to convince someone ehe of
, because Vic could almost certainly not have p
d the transcrij herwise (even if the blobs are simulatable). This leads
to a curious nenon: the transcript of a parallel version of the protocal
may contain nformation on Peggy’s secret (m the sense of Shannon’s infor-
mation theory 520}) yet it can be used to cony
existence!

If 1t 1s 1im ..
reasons of eflicien main - ge p rovided
(1v) 1s stren -. further. We say that the blobs are chameleon if, in addi-
tion to properties (1), (i1) and (1), they satisty:

iv”’) Vic can simulate what he would have seen in the process by which Peggy

mmits to blobs. Moreover, for each of these blobs, Vic can simulate

both the process by which Peggy would open it as a 0 and the process by
which she would open it as a 1.

In other words, chameleon blobs allow Vic to do just what property (1)

prevents Peggy from doing. Even if Peggy and Vic have similar computing

abilities, this property can sometimes be achieved if Vic has additional mfor-

mation. The advan tage of chameleon blobs is that they allow Vic to simulate

; is entire conversation with Peggy. This remains true

his stipulated behaviour. Consult [3] for

ince someone else of the secret’s

» Al MENTATIONS

We have taken the existence of blobs for gra:
us now see how they can be implemented 1in pmcuce This can be done in
several ways. None of these implementations is 1deal, however. 1he choice of
implementation should be based on the particular requirements of the applica-
tion. Here, we present only one of the several implementations described 1n
[3]. The safety of most of these implementations depends on unproved

ited 1n the prekus sections. Let
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[17]), [16] showed angu NP has a zer(:‘»-
nteractive proof system 1 iIch the prover is a probabilistic
a stronger assumption, the same result was obtained independently but sub Se-
quently in [4]. A similar result was also obtained independently by [9], but in
a very different model, which emphasizes the unconditional privacy of the
prover’s secret information, even if the verifier has unlimited computin
resources. lhis model was set forward m [7] and the result of [9] is a special
case of a protocol previously presented in [6], whose properties are described
in 7, page 1039]. (The results of [9] (then [8]) and [16] were first presented
explicitly in March 1986 at the Marseille conference on Algorithms, Random-
ness and Complexity.) Finally, [5] considered a model in which all parties
involved are assumed to have ‘reasonable’ computing power (this model is also
compatible with the setting of [9]). All these approaches are unified in [3].

The difference between these models can be illustrated by an example. Con-
sider the statement by which Peggy claims to know the prime factorization of
some public integer n. In the [18] model, there would be no point in her
spending time convincing Vic of this, because Vic knows that it is an immedi-
ate consequence of her unlimited computing power. In the setting of [9], her
secret factorization cannot possibly be unconditionally secure once the integer
n 1s made public; she may therefore just as well convince Vic that she knows
the factors by giving them explicitly to Vic. (But if Peggy’s statement had
merely been that she knows non-trivial divisors of 7, and if » is the product of
several primes, the setting of [9] would allow Peggy to convince Vic of her
knowledge without disclosing any information as to which divisors she knows,
even 1if Vic has unlimited computing power.) In the context of [5], on the
other hand, it makes perfect sense for Peggy to wish to convince Vic of her
knowledge via a protocol that does not disclose anything that could help Vic

compute the factors of n. In other words, the protocol 1s designed to make
Vic’s factoring task just as difficult after the protocol as it was before.

“Cheating’ takes on a different meaning, depending on whether one is talking
about Peggy or Vic. For Vic to cheat means that he learns something beyond
the fact that Peggy has access to the information she claims to have. Perhaps
he did not quite obtain the Hamiltonian circuit he is desperately seeking, for
Instance, but he learned enough to drastically reduce his search. On the other
hand, for Peggy to cheat means that she succeeds in convincing Vic that she
has information that would pass the certifying procedure, when in fact she
does not.

It 1s also interesting to distinguish between lucky and daring successful
cheating. The former refers to Peggy or Vic figuring out - against all odds - a
piece of information that will enable him/her to quietly go about his/her
cheating with the certainty of being successful and undetected. The latter

14



llegal move that 1s almost certainly going to
. detected at some point in the future, but that
with an expon ent:lally small probability, allow him/her to
heating n d retroactive (or oﬂ line) if 1t can take
-- by looking back at 1ts tran-
mpleted while the protocol 1s taking place.
If bﬁobs uncondition ] - (co espondmg to Ehe proto-
coEs prewously gwen by Hﬁ 4}) '

mind: an nn IOW Vm to cheaE retroacuvely, even
the new algorl Eh oh | ne response while the pro-
tocol is taking place. Even if the cryptogmp assumption turns out to be
l-founded, Vic still has a (very shght) probab: ty of lucky (hence undetect-
able) cheating. On the other hand, regardless of any assumptions, the only
cheating Peggy could attempt would be of the daring

By contrast, if blobs unconditionally secure for Peggy are used (correspond-
ing to the protocols previously given in [9,5]), Vic’s beliet that Peggy cannot
cheat depends on his belief in the appropriate cryptographic assumption.
With the implementation of blobs described in the previous section, for
instance, Peggy could ‘open’ any blob as either O or 1, whichever suits her best,
if she could only obtain the discrete logarithm of s before the end of the first
round in which she is asked a challenge she is not otherwise prepared to
answer. (Obtaining this logarithm at any later time would be of no use to
her.) Moreover, even if the cryptographic assumption is well-founded, Peggy
still has a (very slight) possibility of breaking it by luck, but she must be dar-
ing to suggest conducting the protocol in the hope that she will be so lucky.
With the discrete logarithm blobs, Vic has no possibility of cheating whatso-
ever, regardless of his luck and computing power. Finally, retroactive cheating
is meaningless for either party in this context.

If blobs unconditionally secure for Peggy are used, additional security for
Vic is obtained by asking Peggy to repeat the entire protocol with a different
type of blob each time (as pointed out ongmally in [9]). In order to cheat, this
would force Peggy to be capable of breaking several different cryptographic
assumptions. For instance, using also the blob implementation of [5], she
would need efficient on-line algorithms both for factoring and for extracting
discrete logarithms. Curiously, the opposite effect is obtained with the blobs
that are unconditionally secure for Vic: repeating the protocol with difterent
types of blobs would only make it easier for Vic to cheat since he can do so by
breaking (possibly off-line) any one of the underlying cryptographic assump-
tions. Nonetheless, increased security can be obtained 1if several types of blobs
unconditionally secure for Vic are combined in a different way: each time
Peggy wishes to commit to some bit b, she commits to one blob of each type at
random except that b is the exclusive-or of the corresponding bits. Naturally,
using this strategy with blobs unconditionally secure for Peggy would only
make 1t easier for her to cheat.

Is it preferable to trust Vic or Peggy? We do not know, but it sure 1s nice to

have the choice! Finally, consider the following provocative situation: suppose
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m T and she uses the discrete loga-
his. At the end of the protocol,

regardless of any unproved assumj
either a proof of T or hot results
lar, no assumptions are needed if
the discrete lo ithm problem’..
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