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1. B.A.CKGROliND 

Tl1e last. qua1·te1· C'.e11t,u1·y l1as wit11essecl ex1)losive g1·()wt.h i11 t11e tec'.111101-
ogy for· auto111ated l1a11dli11g of i11fo1·111at.io11. Tl1is l1as 1·(~s11lt.e(l ir1 111a11y 
co11ve11ie11ces, l)u t l1as also ir1t1·ocl 11c:ed 11ew cla11ge1·s, s11cl1 cls i11c~reasi11g op
po1·tu11it.ies f'or· u11autl101·izt:cl ac'.cess to se11sit.ive <)1· 1)erso11c1,l data, a11c1 f'or· 
t,a1111)e1·i11g wit,11 s11c·l1 cl,1t.a. \Vitl1 t.l1e c1.dve11t. of elec_-.t1·011ic C'.0111111e1·c:e l1as 
cor11e tl1e 11eed for· electr·or1ic: 111011ey, i.e., a digital r·e1)r·c~se11tatio11 of c:asl1. 
Elec:tro11ic 111011ey i11tr·oduces adclitio11al assoc'.i,1t.ed secu1·ity 1)1·olJle111s, st1c:l1 
c1S for·gery of 111011ey, 1·espe11di11g tl1e sar11e 111oney, c111ci i11vasio11 of pr·ivac.-.y 
of people's spe11di11g l1alJits. The fielcl of c:1·y1)t,og1 .. apl1y l1c1s addr·essed tl1e 
prol)le111s of at1tl1ent,ic'.at.io11 a11d dat,a sec'.111·it,y i11 ge11erc:1l ,1r1cl of· tl1e sec'.ur·ity 
of electro11ic: 111011ey i11 1)a1·t,ic11la1·. 

CWI l1as beer1 c:or1duct.i11g r·esea1·t-:l1 i11 cr·y1)togr·a1)l1y fc)1· over· ter1 years, 
arid is ar1 i11te1·11atior1ally rec.:og11ized leader· i11 t,l1e a1·ec1s of digital sig11at,t1res 
arid pul)lic-key c1·ypt,og1·a1)l1ic: IJr·otoc~ols. E;:1r·ly e1111Jl1asis w,1,s plc:1,c~ecl 011 tl1e 
sec'.urity of 01·di11ar·y t1se1·s of· aut,0111atecl syst,e111s, ar1cl J)artic11lc:1rly 011 tl1e 
prot,ec'.tio11 of ir1clivid11al p1·ivac:y. C\v~I c·oor·cli11ated t,l1e Et11·c)J)ear1 RACE 
projec:t RIPE, wl1ic:l1 develor)ecl a11cl evaluat,ed a collec~tio11 of c:r))'ptogra1)l1ic 
pri111it,ives. Tl1e co1111)any DigiCasl1, four1ded rJy D. Cl1c111111 (111d s1Jec:ic1lizi11g 
ir1 syste111s f'or· c:011s11111e1· l)cly111ents, l1as its root.s i11 tl1e CWI c~ry1)t.() gro11J). 
I11 rec:e11t yecirs, 1·esearcl1 has foc~11sed l>ot,11 011 l)fC)ofs of sec:111·it,y of' c:r·y1)to-
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Figure 1. The CAFE Consortium. 

grapl1ic protocols c111d 011 tec:l111ic1ues for ac~l1ievi11g sec~l11·e l)I'otoc'.ols tl1at ca11 
l)e efficie11tly i111ple111e11ted c:111d pr·act,ically realizecl. 

Tl1e pr·o_jec:t CAFE, w l1ic:l1 is carr·ied out by a co11s01·tit1111 of tl1irtee11 Eu-
350 ropecln ir1st,itt1tio11s (see figl1re 1) a11d is fu11cled by t,l1e El1ropear1 Co111111is

sion ,s ESPRIT p1·og1·c1111111e, l1as applied r11oclern c1·ypt,ogra1)l1ic~ t,ecl111ic1ues 
to produce a l1igl1ly secur·e bl1t also ope11 a11d flexil)le syste111 for· c~or1su111er 
pay111e11ts t1si11g electronic 111oney. As a leade1· i11 t,l1eo1~et,ic'.al resear·cl1 011 

electro11ic: 111011ey a11d as coordi11ator of t.l1e CAFE l)roject, CvVI l1as played 
a 111ajor r·ole in t,l1e developn1e11t, of t,l1e protoc:ols t1sed l))T tl1e syste111. 

2. ELECTRONIC PAY1\r1EN'I'S 

2.1. Iritr·od·uction 
Europe leads tl1e wor·ld i11 tl1e introduction of s11-1art cards, wallet-size cards 
witl1 e111bedded c~o111puter cl1ips. Frer1c:l1 ba11kcards a11d t1l1e telepl1one cards 
of several col1r1tries are cl1ip-based. These early C'.l1ip C'.ards do 11ot r·eally 



11·1erit, tl1e 11a111e "s111,1rt " - ·t,l1E\Y c.·()11t.,,i11 111(1 111()1·y c·l1i1>s ,111<1 wc)1·k i11 esse11-
tiall.}' t. l1e Sc1111e wc1y cts 111c1g11<•t, i(· st r·i IJ (' c· <t1·cls t·xc·c· IJ t, t. l1r1t. t. l1(~y ,1.1·c~ 111c)1·e 
diffic11l t f'o1· cl c:01111ter·f ei ter· t.o C>\'E·r·\vt·i t.<~. J\I <>I"(• r·c,c·c· 11t sys t c:i111s i 11c'.c11·1)<)1·,1 t,E:l 

111ic'.1·01)1·oc'.essc)1· c:l1ips, so tl1ctt, t.l1c1 <·c=tr·(l (',tll J)ct1·t ic·iJ)clt.c' ,l.<'t.ivc·l)' i11 t·.1·,111sct('.t,ic)11 
protoc:ols. Tl1is allo\vs t.11(~ i1t1J)lE1111c·11t,1t ic)11 c>f. cligitc1l sig11c1.t,111·e tc·c·l111ic111es, 
111)011 wl1ic:l1 elec·tro11ic· 111c)11ey' is l)asc'cl. 

A11 ap1)licatio11 st1c~l1 c1S a telc:11)l1011c~ c·,1.r·c·l, i11 wl1ic·l1 t.l1c~ <·,1rcl iss11e1· is tl1c~ 

sc1111e as tl·1e servic:e 1)1·ovicie1· ( so 110 c:lea.r·i11g is 11ec~essa1·y), a11cl ctll poi11t.s 
of payr11ent a1·e onli11e, does 11c)t. f(\c1lly r·ec111i1·e fl sc)1)l1istic·c1t,ecl 111ic:ro1)r·o

cessor on the c:a1·d. Bt1t tl1e clV<tilc1bilitv of' s111c11·t.er· cc1rcls l1c1s lecl to tl1e 
V 

i11troductior1 of p11 epaid elec'.t1·011ic'. p111·se syst.e111s, i11 \\rl1ic~l1 vc1l11e is st,ored 
011 a card arid ca1·1 be t1sed for l)c1y111e11t clt cl var·iet.:;,' c)f sl1c)J)S a11d otl1e1· 
service providers. Bec·ause t,l1{•se t.1·c111sa.c'.tio11s C'.a11 l)e c·o1111)let,E:•cl offli11e, t.l1ey 
are suital)le f'or· s111all value pc1y111e11t.s for· wl1ic'.l1 C'.ctsl·1 is t,rc1clitior1c1lly 11secl; 
C'.r·edit a11d debit. C'.ar·cls rec1l1i1·e c:ostly 011li11e c111t,l1or·izat.ior1, ,vl1ic·l1 is i11f·easible 
f'or· low-val 11e pay111e11ts. Elt:c:t,1·011ic: l)trrse systE\111s ar·e 1111cle1·goir1g t.r·ials i11 
several E1.1ropea11 c:01111t1·ies~ t.l1e D11tc·l1 lJc111ks l1avE:· 1·ece11t.ly i11trocl11c:ed 011e 
in The N etl1er·la11ds l)cl.sed 011 cl syst.e111 cle\relo1)ed a11d c:111·1·e11t,ly 1111cler trial 
in Belgi u111. 

2.2. Sec'ttrity 
Tl1e security of elec~t.1·011ic'. 1)u1·se syste111s is l)asecl 011 digital sig11atures, a 
cr·yptog1·apl1ic'. rr1etl·1od of C'.e1·t,ifyi11g t.lre 01·igir1 of a cligit.ctl 111essc1ge. ~1es
sages ( vvl1icl1 car1 represe11t. ba11kr1ot,es or c:ar·cl bc1l,1,11ces) ar·e sig11ed by a11 
algoritl1111 tl1at, t1ses cl secret, key l)roviclecl lJy tl1e sig11e1·, cl11cl ,1t1t,l1e11tic'.cttior1 
is pe1·for111ed l)y c111otl1e1· algor·it.11111 tl1<1t also uses a key. Ir1 111ost of tl1e 
electronic pt1r·se syster11s 11r1cle1·way, tl1e sig11ir1g key arid t,lre a11tl1e11t,icatir1g 
key are the sa111e. Bec·a11se t.l1e aut.l1e11ticatir1g key pr·esent at tl1e point of 
sale c:ot1ld also be 11sed to sig11 111essc1,ges (i.e., c~r·eate 111or1ey), it is pr·otected 
against discover•yT arid possible 1r1isuse by stori11g it, in a ta1npe1·-1·esista11t 
l1a1·dwa1·e 1r1odt1le. Tl1is recluc'.es tl1e flexil)ilit,y of tl1e syste111; it is ciifficult 351 
to con1bi11e n1ultiple iss11e1·s of' elect1·011ic 111011ey i11to tl1e sarrre syste111, arid 
security 111odt1les car1r1ot, be give11 out ir1clisc'.1·i111ir1ately, bt1t 011ly to service 
providers wl10 C'.cln l)e tr11sted 11ot. to try t.o c:0111p1·0111ise tl1e111. 

Ar1 alter11ative t,o sy111111et.1·ic: syste111s tl1c:it 11se tl1e Sc-t111e key t,o cr·eate 
a11d to verify a sig11at.u1·e is ptrblic-key cligit,11 sig11at.ures. I11 a public-key 
syste1n, tl1e sig11ir1g c-111d autl1e11t.icatir1g ke,r'"S ar·e differer1t, ar1d 110 k11owledge 
of t.he sig11i11g key ca11 be obtai11ed f1·on1 tl1e autl1e11tic:ati11g keyT. Sl1cl1 an 
asy111111et,1·ic~ syste1r1 is ideal fo1· a11 ope11 a11cl ir1t,e1·01)e1·able elec·t1~011ic-, l)ur·se 
e11viro11111er1t, bec:ause tl1e signi11g key need be knowr1 011ly to tl1e iss1.1e1·, and 
t,he authentic~c1tio11 key can be 111acle p11blic· arid 11eed not l)e pr·otected ir1 
a11y way. 

Despit,e tl1ei1· adva11tages, public~-key sigrratures ar·e 11ot. yet. widely usecl ir1 
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One of t,he fl111dan1ental 11otio11s of 111ode1·11 c1·)rpt,og1·c:11Jl1y is tl1at <)f et or1e-,\r·ay 
fl111ction-a fur1ction tl1at is efficier1t, to c~orr1pl1t.e but i1111)1·ac"'.t.ic'.al to i11,re1·t. 
For· example, it is ec1S)r t,o 111l.1ltiI)ly~ la1·ge integer·s, l)ut is thc)t1gl1t to l)e diffic'.t.1lt 
to factor· a lar·ge int,ege1· p1·oduct i11to its c:011st.itue11t p1·i111e t·act.01·s. Si1·11ila1·ly, 
111odula1· expor1ent.iatior1 is r·elativel}r effic:ie11t, b11t its i11,le1·se, t,l1e clisc1·ete 
logar·ithrr1~ rerrrains int1·act,al.)le. Altl1011gl1 110 I)r·oot· of tlre diffict1lt.J· of eitl1er 
of' t.hese 11t1111ber-tl1eoretic p1·oblerr1s is k11ovv11, tl1e:;.r l1c:tve tl1us f'ar r·esisted all 
atte111pts at efficient solt1tior1s. J\1arry c~r·yptog1·aphic pr·otocols a1·e l)asecl 11pon 
ass1..1n1ptio11s of tl1ei1· i11t,1·ac:tcibili t,:;r. 

A relat.ed notion is tl1at. of a 
011e-v.ra)' t.1~apdoo1· fu11ctio11, \\rl1icl1 
is 11orn1ally difficl1lt to invert., but 
wl1icl1 beco111es easv to i1·1vert if .., 

s0111e aciclitio11al i11for111ation is 
k11ow11 ( this is the trap door). 
This additio11al i11formatio11 ca11 
forr11 tl1e secr·et key (or· 1><:11·t of 
the key) i11 a cryptosyste111. A11 

exa111ple is tl1e wt:ll-know11 RSA 
c1·y1)tosystem (11an1ed after it,s in
\rer1tors: R.L. Rivest, A. Sl1amir, 
a11d L. Adlen1an, see figt11·e 2), 
,v hich is based 011 the o bse1·vatio11 
tl1at if ·n. = pq, t,l1e prodt1ct of two 
large p1·i1r1es, tl1e11 con1puti11g po

·_--/'.'!~-
. . 

. . 

; 
\ ;_ 

' 

tesy RSA Data Security Inc. 

wers n1od n is easy l)t1t corr11)ut.ing 1·oots 1110d 'n. seems difficult unless the 
factor·s p a11d q ar~e k11ovvn, in wl1icl1 case it, is easy. C1·yptosyste111s vve1·e 01·ig
inc1ll:;r develope(1 for e11c1·ypt,ion 1·ather t,ha11 sig11ing of rrressages. 111 ge11eral, 
a public-key crypt,osyste1n consists of a public encr·ypt.io11 algorit.hm E arid 
::1 secret decryptior1 algoritl1n1 D witl1 t,l1e pr·opert)r tl1at fo1· a 111essage m, 
D ( E ( 'rn)) == 'n?.,. Eacl1 pe1·son has their ow11 pair of encryption and dec1·yp
tio11 algo1·itl11ns. To send a secr·et rnessage, tl1e se11der enc1·ypts it l1si11g tl1e 
r·ecipient 's E ( which is p11blicly available), ancl tl1e11 or1l}r tl1e 1·ecipie11t can 
decryJ.Jt it, l1sir1g l1is ow11 secret D. 
Digital sig11at11res tu1·11 tl1is situation a1·ot111d. The sec1·et algo1·itl1m D is 
t1sed to sign n1essages, a11d tl1e 1)111)lic algorith111 E is used to authenticate 
the111. Tl1e property 1·eql1i1·ed is tl1at E(D(rri)) = ,11 .• To sig11- a. n1essage, 
the sig11er applies l1e1· own secr·et c1lgorit.l1111 D, a11d the11 a11),rbod)' ca11 verify 
it. l_1sir1g l1e1· l)11blicly c1vailable E. The R.SA c1·;yTptosysten1 ca11 be usecl for 
botl1 e11c1·yptio11 a11d £01· cligital sig11atl11·es because it l1as tl1e pr·oper·tJr that 
D(E(11i)) = 'n1. == E(D(rrz.)), si11ce e11c1·ypt.io11 arid dec:ryptio11 c1re tl1e inver·se 
operatio11s of raisi11g to cl po,,rer· and extr·actir1g a 1·oot. 
Con1n1e1·ciall)1, tl1e n1ost, \videly-11secl cryptosyst,e111 is the Dat,a E11cryptio11 
Standard (DES). Tl1is is a syn1111et1·ic algoritl11n a11d is t111suited for pl1blic-key 
11se, b11t l1as tl1e adv;;1,11t,age that it does not rel;y· 011 t,in1e-cons11111ing rnodular· 
a1·it,l1111etic. As l1c1rdware support for tl1ese operations 1)ecomes more widel)7 

available and inexpensive, l1owever, this is becoming less of a consideration. 
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Figure 3. The CAFE infrared wallet (left) and card (right). 
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c~o111111e1·c-'.ic1l svst,e111s. Tl1is is 1)cc·clllSE: tl1e\T 1·ec.1l1i1·c 1t1c)1·e elc1l)o1·at.E} c·o1111)11t,c1.-.., ., 

t.io11, c111cl L111til r·ec:·t~11t.ly pc•1·f'c)1·1t1i11g t.l1is c·c)1111J11t.ctt.io11 cJ11 c:t s111a1·t c·c11·cl C'.l1i1) 
l1as l)eE111 t.c)<) slc)v\1 01· t,c)<> e:·x1)c~11si\T(•. B11t. vvitl1 t,l1c: clt·Vt:lo1)111c\11t. c)f' SI)E1c·ict.l
izecl C'.1·y1)t.og1·ap 11 ic'. s111ct1·t. c-· a1·ci c·l1i l)S, vv l1ic:l1 i111 J) le111t:11t, C'.O 111 I) lex OJ)t~r·ctt·, ic) 11s 
11eeclecl f CJI' pu 1)lic·-kE\y' sig11ctt. 111·E:·s i11 l1c11·cl war·e, IJ tl l)lic·-ke.)r elec·t,1·011ic· 1)111·ses 
a1·e 110\\T f'easil)le. rl,l1e (;.A.f~E J)l'C)jec·t l1c1s cle,relopecl cl. l)lll)lic:-l~t;y S)'St.c~111 f'or· 

elec:t1·011ic· 1)111·sc"'s, c1.11cl, 11101·e ge11e1·ally, fo1· elec'.t1·c)11ic'. \\rc1.,llt·\t,s, \\1l1ic:l1 c·o111-
lJi11e a11 E:·lt)c•t;1·011ic· l)t11·se witl1 C)tl1e1· c1p1)licat,io11s, s11cl1 ,ts c:ligit.c1l 1)ass1)01·t,s, 
clr·ive1·'s lic'.e11ses. l1ot1se ke,·s, et.c·. 

·' ~' ,-

I 11 c1clclitio11 t,o c:1 s111cir·t. C'.c1.1·d, C.i\FI:--: l1c1s cle,rE~lo1)ecl i:1 l1ct11cl-l1elcl vvc1llE-~t tl1at 
c·or11111 l111ic:ct,t.es wi tl1 l)c1y111e11 t. te1·111 i 11c1l v7 ict i11f'1·,11·ecl ( 11111cl1 lik<:~ c1 t,("'l<:~visio11 

1·e11·1ot,(\ C'.011t,rol ( set~ fig111·e 3), exc·e1)t, l)itiir·ec·t i<.)llctl) ct11cl c1llo,vs c:c)11s11111e1·s 
t,o c:011fi1·111 1)fLYlllE'llt,s wi t.11 t,l1ei1· O\\Tll clt'\ric•E) a11cl t,() ('0111 l) lE~t.(: t.11(~ J)ct}TillCllt, 

wi t.l1c)t1t. t,l1e ,,rallet, E~\,re1· lE:'ctvi11g t,l1ei1· l1a11cls. 

3 ( '1 \1.. 1 I ' ··, }3 0 I E, 
• j '\ s :l.., .J--1 

C\VI \VclS t.l1e c·c)c)1·cli11c1ti11g J)c1r·t.11e1· of' t.l1e C:AFE J)l'C)_jE~ct., a11cl clS s11c·l1 \Vas 
1·es1)011si l) lE:" f'o1· t,l1e C)\re1·c1ll 111c11121ge111 e11t of· t lit• I)l'C) j e( '.t.. 111 t1.clcli t, i{)ll, (;\\rI 
plc:1yeci c:l 111ct,jc)1· 1·ole i11 t,llt; desig11 <)f. t.l1e l)I'(Jt,oc'.ols usecl i11 t,l1e sy·st,E\111, d1·avvi11g 
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()11 i t,s lt lclll)r .\!ea1·s ot· c1c·t i \rfl l'E?S()cll'C•l1 E:. Xl)('1· ic11 l('(:1 i11 cl igi t,cl l S ig1 lcl.t.111·es c11·1cl 
c lcc·t,1·c)11ic· 111011e\'. 

•-

I 11 c·olla1Jc)1·cl.t,io11 \\rit.11 tl1c::, <)t l1c·1· 1)1·c)t(>C'()l J);11·t11(·\1·s. ( 1
\\7.I \\T()l'kf_:ic_l C)ll c1ll 

,lSl) c'C'.t,s Of' t, lie~ ('.l'.\'l) t,() g1· ct l) 11 i (. I) l'('.) t,()( '()Is ( l (,' \'( \ 1 c) J) (1 (l f'() 1· c· 11\ 1~"\ J~. ill c · l l 1cl i l 1g l l(} t 

c) 111 y t. l1c~ f'1111clc1.111 (\ 11 t, cl 1 I> 1·c> t· () c· <) ls f'c)1· s<:ic· l11·c· t 1· ,1.11s c.1< ·tic> 1 ls ( \\. i t.11 < l 1· c1.\ \' (tl . r>,1.\' -
lllC-:'llt-~ clt;I>C)Sit., E1t,c·.). l)11t ctlS() c·1i1·1·c1 11c·.\' £1xc·l1,t.11g<'. tc>lc·1·,t11c·(' c,t· l<•ss ttlt(l f'c1t1lts. 
k(1

)· 111 c:lll ,1.gt3 l ll t·11 t., ,1.11 cl c~) t 11 E' 1· 1·( 1 l ,l t ('< 1 it c~ 111s. 

C.~\\'I l1ctS cllsc) c:lJ)l)lif'cl it.s s1)<•c·i<tl (•x1>c·1·tis(• C)ll 1>1-i\Ycl(')-r l)l'C)tE1 c·t ic->11 ,t11(l t1S(-\1·-

111 c, cl er· :::1 t E\cl t. r· cl11s Et.c: t, i o 11s i 11 t. l 1 c• < l ('Si g11 C) 1· t.11 (\ ,,, ,tll ("' t 1> 1·<) t <=> <· c> ls .cl 11 cl t.11 c1 J) 1·()\. i
s i 011 c)f t111t,1·cl.<'.ec1l)ilit.:v· c1.s c:1. s.)'St.t:111 01)ti(_)11. 

4. F"t_;·rl-,lJI-l~~ PI.,1\NS 

111 1995, t·.l1e C ... t\FE sy·ste111 l)('g,111 c:t t,1·i,ll c)11 tl1c: 1>1·t~111ist·s c>f. tl1<-:' Et11·01)e;:1.11 
c~()llllllissio11 i 11 B1·11SS(: ls. If' s11c·c·essf1_1l, t.l1is \v•i 11 (:\Xl)cl.11(1 t () i 11(' ll lCi(:-. ot.l1e1· 
E lT i11sti t.11 t ic>11s i 11 c:)t l1t:'r· c·i t. it~s ,l11cl 1)e1· 11,lJ)S t 11 (' s 111·1·c>1111c l i11g c·c)1111111111i ties . 
.LL\l t.11011gl1 t l1c c·111·1·t:·11c·j,' c·xc· l1c111gt· 111c:-.c•l1c111is111 clc'\r{.:i lo 1>(1cl l)_\' t.l1f\ 1> 1·c> j ec·t, is 
v·er·y gE· 11 (~1· cl,l, t 11(:-. t. 1· ictl \\' il I f"c) ('llS () 11 t.11 e i11 t l'( )( l 11 ('t ic) 11 () f' cl,ll (\ l (~c·t 1'(_) 11i c· E: c:1 lT. 
lTsc·1·s vvill lcJctcl t.l1E\i1· c·ct1·cls \\'it.11 2111\' c·c)111l)i11c:1t.i(>11 c)f. t.l1c1 i1· l1c>111{-• c·i11·1·c-:>11c·v ,1.11cl 

'·" 1 . 

EC': (J, c1..11c·l ( i 11 t.l1e t.1·ictl) t l1t\y \\·ill l>e c11Jl(• t.<) s1> e 11cl t 11 f' i1· lie> 111 <:-' c· 111·1·t: 11c:y· 011lJ· 
i11 tl1eir· l1c)111e c:ot111t,1·j,·, l)t1t. tl1c1 elec·t1·011i(· E:C1lJ c1t. c1 C,1\ FE t<:·1·111i11c1.l i11 <111y 
C'.C>t111t r·y·. Tl1e r·es 11.l ts ct11t ic~i J)ft t,eci i11c· 111 cle ,1.11 f'v'<:ll 11c1til) 11 <1f· t,l1c· t.<: .. c· l111c) log:v·, 
sur·\,e}~s of llSt~r· 01Ji11io11s, c111<l cl ('C)st. clssess111E'11t clil(l l_>11si11c:ss c·2tse c111al)1sis 
of t.l1c svst.E'111. . , 

Af't,e1· tl1e <~11cl C)f' t.l1c} (;AFE 1>1·c>.iE:c·t., t.l1c·, t.r·iftl \\·ill lJe E\Xl)ctr1clEicl clS l)ctr·t. 
<)f et SE~J)c1.1·c1,t.e 1J1·0.jE~'c·t t.c) t lie~ 1)1·e111ises c)t· S<JlllE' c)f. tl1e SJ)CJ11sor·i11g fi.11ct11c·ic1.l 
i11stit,l1t,ic)11s, i11 cliff'e1·c1:11t. c.:()ll11t1·ies. Tl1is \\:'ill 1>1·c)\,'icle et 1·(:c1l 1-.c)st ()f. tl1E~ i11-

t.e1·11cl.t,io11<1l c'.a 1.>c1 l)ili t. ies () f' t. l1e S)'St c111. 1\ f'ol l C>\\T- ll l) 1.) 1·c)_j ec·t ,v it, 11 lct1·ge-sc·c1l <: 
{)ilot,s c)f' l)otl1 t.l1E~ elE~c:t,1·c>11ic· 1.)t11·sc ct11c:l otl1E~1· clpf)lic··c1tic)11s is i11 t.l1e J)l'C)J)<)Scll 
st,c1ge. 

Cv\1I is cllSC) l)a1·t ic·i l)clt, i11g i11 cl 11(~\\r Elll'()J)t=>ctll I)I'().i E~c·t c· ,1,llecl S Ervf P EI-l, 
354 wl1ic'.l1 is clE\\relo1)i11g sec·111·E1, 111ec·l1c111is111s f'c)1· 1>cl,j'll1e11t.s cl11cl ot.l1E~1· 111cl.1·ket:plcic·e 

clC'.t,iv'it.ies 011 c:0111J)t1te1· 11E1 t.\\to1·l<s. t)()t,11 t.l1e I11t.e1·11et. c1.11cl clclv'clllC'.ecl l1igl1-speecl 
11et,\vor·ks. Tl1is p1·0.jec·t, \\iill i11c:l11cl<1 t.1·ic1ls f'oc:t1se{l C)ll 111t1lti111eclic1 c:lIJJ)lic:c:1,
tio11s. 

By c·o11ti11t1ecl i11v'olve111E'11t. i1·1 cic,rcl{)l)Illc~11t, 1)1·c)jec:·t.s, tl1E~ (;\\1I c·r·>'·l)tc) g1·olll) 
e111·icl1t·s it.s rE:sectrc:11 sc:c.>J)E'. r\t, tl1c sc1.111c t,i111e. 1·E~St;c11·c·l1 c:or1t.i11t1es i11t,o 
t.l1E~ t,l1eor·etic·al llllCiE:~1·pi1111i11gs ()f' t.l1csc fl,J)J)li(-\(l S.)rst,E'lllS, \Vl1ic'.ll is 1·eall}r tl1e 
gr·o11 p 's f 1111clct111e11t,al c:or·c~. 


