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MoCha, a model for distributed mobile channels

ABSTRACT

A mobile channel is a link that provides an asynchronous and anonymous means of
communication between components in a distributed system. A channel is called mobile if either
of its (channel-)ends can be moved from one component to another without the knowledge of
the component at its other end. Such mobility allows dynamic reconfiguration of channel
connections among the components in a system, a property that is very useful and even crucial
in systems where the components themselves are mobile. In this thesis we present MoCha, a
model for distributed Mobile Channels. MoCha describes an efficient and non-trivial
implementation of an asynchronous mobile channel in a distributed environment. After
presenting an intuitive explanation of MoCha using text and figures, and a simplified version
first, we present the full version. Finally, we discuss MoCha, show that it is indeed an efficient
and non-trivial implementation, and discuss future work.
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Abstract

A mobile channel is a link that provides an asynchronous and anonymous
means of communication between components in a distributed system. A
channel is called mobile if either of its (channel-)ends can be moved from one
component to another without the knowledge of the component at its other
end. Such mobility allows dynamic reconfiguration of channel connections
among the components in a system, a property that is very useful and even
crucial in systems where the components themselves are mobile.

In this thesis we present MoCha, a model for distributed Mobile Channels.
MoCha describes an efficient and non-trivial implementation of an asyn-
chronous mobile channel in a distributed environment.

After presenting an intuitive explanation of MoCha using text and figures,
and a simplified version first, we present the full version. Finally, we discuss
MoCha, show that it is indeed an efficient and non-trivial implementation,
and discuss future work.
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Chapter 1

Introduction

A mobile channel is a link that provides an asynchronous and anonymous
means of communication between components in a distributed system. The
mobility of a channel allows dynamic reconfiguration of channel connections
among the components in a system, a property that is very useful and even
crucial in systems where the components themselves are mobile. Examples
include software for mobile telephones and wearable computers, as well as
for smart-card-based electronic commerce.

To our knowledge, no efficient implementation for a general mobile channel
has been presented in the literature. In this thesis, we present and discuss
MoCha: a model for distributed Mobile Channels.

1.1 Outline of this Thesis

In this chapter we give an introduction to component-based software, chan-
nels, mobile channels and their importance. After that we present MoCha
and give the motivation for its development. At the end, we discuss related
work.

Chapter 2 gives an (intuitive) explanation of MoCha using figures and text,
for a better understanding.

Chapter 3 presents a simplified version of MoCha. In this simplified version
we do not take the movement of the channel-ends into account.

Chapter 4 gives the full version of MoCha.
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In chapter 5 we discuss MoCha, give conclusions, and discuss future work.

1.2 Component-Based Software

Component Component

e B

ry

—

Component Component

— D

I O

Figure 1.1: A Component-Based System.

In Component-Based Software systems are built out of components and
connections among them. In figure 1.1 an example of such a system is given,
which consists of four components and six (one-way) connections among them
(arrows). This simple system allows users to obtain data from a database.

Component A collects user-requests, which is then sent to the control-
component, which, in turn, checks whether the user can have access to

it. If access is denied, the component sends an error message to the user
interface-component, otherwise it sends the request to the database-component.
This last component sends its data to the user interface-component. If
necessary, the data is sent first through the translation-component. Com-
ponent D must then somehow know which connection to use. A nice solution
here is to use a mobile channel (see section 1.3.2). Another solution is letting
component C'tell the database-component which connection to use.
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Components

A component is an abstraction of an entity or group of entities. It is a black
box, no details of the inside of the component are visible to the external
world. For interaction with the external world, components have an inter-
face. This interface describes the input, output, and the observable behavior
of the component [1].

For example, an interface of a component may tell us that, given a specific
input, a window with a message will appear on the screen. However, how
this is implemented in the component is hidden for the outside world.

Usually people define a component as an abstraction of a software entity.
However, it is better not to restrict the implementation of components to just
software. For example, a component can be a mixture of software and hard-
ware. It can also consist of another component-based system itself. Therefore
leaving the definition of a component as abstract as possible is a good thing
to do.

For simplicity, in this thesis we assume that components consist of just one
entity. This allows us to say that a component writes, reads, waits, etc,
instead of saying that one of the entities in the component performs these
actions. For example, when we say that a component waits we mean that
the entity performing the operation waits, if the component consist of more
entities, the others need not wait.

Connections

Besides components, a system needs also connections among them. Ex-
amples of connections are message passing, shared data spaces, and
channels[4]. The last one is the type of connection used in this thesis.

Message passing. Message passing is used in the object oriented world.
With this type of connection, components send messages to each other. These
messages need not be explicitly targeted; a component can send a message
meant for any component having some kind of specific service, instead of
sending it to a particular component. Nevertheless, this method has the
disadvantage of a component having to know something about the structure
of the system, even if it is implicit, in the sense that it has to know which
services are provided by the other components.
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Shared data spaces. In a shared data space, all components read and write
values, usually tuples, from and to a shared space. The tuples contain data,
together with some conditions. Any component satisfying these conditions
can read a tuple; tuples are not explicitly targeted. This type of connection
allows truly anonymous communication between components. However, the
shared data space has some disadvantages. For example, it is not a primitive
connection. A shared data space must be build using another primitives like
message passing, and/or channels. Another disadvantage, is that in a dis-
tributed environment it may not be really efficient.

Channel. The last type of connection, and the one used in this thesis, is a
channel. A channel is less restrictive than message passing, and it is really
a primitive connection (unlike the shared data space). A channel consists of
two ends, available to the components, the source and the sink. A component
can write by inserting values to the source-end, and read by taking values
from the sink-end of a channel. The communication is anonymous: the
components do not know each other, just the channel-ends they have access
to. Channels can be synchronous, asynchronous, mobile, with conditions.
More about channels is explained in the next section (1.3).

Advantages

Why use component-based software? There are several advantages, all due to
the fact that the implementation of a component is not relevant for the func-
tionality of the system; only its interface is. The most important advantages
are:

e Easy building. To build a system, it is enough to specify the inter-
faces of the components and the connections among them. Then, the
components can be implemented, and/or reused from other systems,
and/or bought from vendors.

— Reuse. Components created for other systems can be reused,
without trouble, for a new system when they have the same re-
quired interface. There is no need to implement them again.

— Buying components. Components can be bought from vendors
to save time. Many standard components can be bought these
days. Also buying tailor made components can be a good idea
when creating them is more costly.
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e Adaptability. Components with new features can easily replace exist-
ing ones, making the system easy to adapt. For example, in the system
of figure 1.1, component A could be replaced by a new component E
that provides a better user interface with new features, without having
to change major parts of the system.

e Fast time-to-market. Because of the advantages above, systems (and
improved versions of the system) can be developed more rapidly. This is
perhaps, the most important reason for companies to use components.

1.3 Mobile Channels

A channel, as described in section 1.2, is an important type of connection
between components. In this section we explain more about channels. First,
we give a general explanation, and after that we introduce mobile channels.

1.3.1 Channels

Component Channel Component

Writes Reads
A sl | Source Sink | el B

Figure 1.2: A Channel.

A channel consists of two ends, available to the components, the source and
the sink (see figure 1.2). A component can write by inserting values to the
source-end, and read by taking values from the sink-end. The communication
is anonymous, the components do not know each other, just the channel-ends
they have access to.

The typical actions that components can do on a channel are write and read
values. If desired, a distinction between source and sink can be made like in
[1], where if ¢ € Channel then ¢ denotes the source-end and ¢ the sink-end.
The operation for writing becomes ¢lv, and for reading ¢?v, where v € Value.
Values can be of any type, any data-structure can be send with a mobile
channel.
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In this thesis the channels are asynchronous and mobile. The first property
allows a component to write without waiting for an acknowledgement. Be-
cause values are not read immediately, a unbounded buffer is needed to store
data until read. The mobile aspect of the channel is explained in section
1.3.2.

1.3.2 Mobile Channels

Assuming that the connections of figure 1.1 are all channels, it would be nice
to have a channel with the source-end at component D (database) and the
sink-end moving between component A (user interface) and component B
(translation). At this moment, component D has to know which channel-end
it needs to use. It is better for the component to just have one channel(-end)
and that a control-layer moves the sink-end of the channel to the right com-
ponent each time. Such a channel is called mobile.

Channels are called mobile, when the channel-ends can be moved on to other
components in the system. This allows dynamic reconfiguration of channel
connections among the components of a system. Because the communication
via a channel between two components is anonymous, when a channel-end
moves, the component at the other channel-end does not notice anything.

Mobile Components

When components are in a distributed environment, they can be mobile;
they can move from one location to another. This means that the structure
of such a system changes dynamically during its lifetime. Laptops and mobile
phones are examples of mobile components.

Importance of Mobile Channels

The mobility aspect of a channel is a property that is very useful, as seen in
the example of figure 1.1. The ability to dynamically change the connections
among the components yields great benefits.

In systems where components themselves are mobile, mobile channels be-
come crucial. A system that changes dynamically needs channels that allow
dynamic reconfiguration of connections among the components. Examples of
such systems include software for mobile telephones and wearable computers,
as well as for smart-card-based electronic commerce.
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1.4 MoCha

Despite the importance of mobile channels (see section 1.3.2), up to now no
(efficient) implementation for a general mobile channel has been presented
in the literature (see section 1.5). Such an implementation is far from trivial
if efficiency is required; it is difficult to develope an efficient implementation
that minimizes the amount of non-local data-transfer.

In this thesis we present MoCha, a model for distributed Mobile Channels.
MoCha describes an efficient and non-trivial implementation of an asyn-
chronous mobile channel in a distributed environment by giving a set of func-

tions. These functions are abstract algorithms covering all major operations

on a channel: Create_Channel, Write, Read, Move, and Destroy_Channel.
MoCha can easily be implemented in any modern language like Java and

C++, that support data-structures, instances of data-structures, pointers/references,
distributed networking, and threads.

I developed the MoCha model at CWI (centrum voor Wiskunde en Informat-
ica) in a joint-work with: Farhad Arbab, Marcello Bonsangue, and Frank de
Boer.

1.5 Literature

In this section we present previous work related to MoCha. Up to now
no implementation of a mobile channel is given in the literature. However,
there is some related work on channels and other types of connections among
components (see section 1.2).

We discuss:

e Java Message Queue, a message passing type of connection for Java.
e JavaSpaces, a shared data space type of connection for Java.

o Communicating Threads for Java, a CSP-based model for Java. There
is also a C and C++ version.

CSP for Java, another CSP-based model for Java.

Pict, a concurrent programming language based on the m-calculus.
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For other interesting literature concerning languages for components using
mobile channels, see the papers of some of the MoCha-team members, e.g.,

[1] [2].

1.5.1 JMQ

Java Message Queue (JM() enables the transmission of messages between
application processes in a distributed environment. With JMQ processes
running in different architectures and operating systems simply connect to
the same virtual network (explained below) to send and receive information
[6]. JMQ also handles all data translation between application processes.
JMQ implements the Java Message Service (JMS) [5] open standard.

JMQ implements a virtual fully connected network, as oppose to a fully con-
nected network. In the latter type of network, all processes are directly
connected to all other processes in a system. Therefore, each process must
have a list of all other processes and keep track of its connections with them.
In a wvirtual fully connected network a separate process, called the router, is
responsible for maintaining the connections and delivering the messages. All
other processes have only a single connection each - each with its local Java
Message Queue router.

JMQ supports two communication models: The point-to-point model, and
the publish-and-subscribe model. In the first model, a sending process ad-
dresses the message to the queue that holds the messages for the intended
receiving process. In the second model, a sending process addresses (pub-
lishes) the message to a topic to which multiple processes can be subscribed.

The communication in JM(@Q can be either asynchronous or synchronous.
This is determined by the operation performed by the sending process.

Although JMQ provides a mean of communication among application pro-
cesses instead of components, it can be said that it implements the mes-
sage passing type of connection as explained in section 1.2. This type of
connection is different than the channels of MoCha. The most important
differences are:

e The communication of JMQ is not anonymous when using the point to
point model.
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e When using the publish-and-subscribe communication, a process still
has to know something about the structure of the system in a indirect
way; it needs to know what kind of topics are available.

e Whether the communication among processes is synchronous or asyn-
chronous, is determined by the operation performed by a process - this
operation is synchronous or asynchronous. With channels this is dif-
ferent; channels themselves are synchronous or asynchronous, not the
operations performed on them - components do not even know what
type of channel they are using.

More information about JMQ can be found in [6], and on its home page [7].

1.5.2 JavaSpaces

JavaSpaces technology is a powerful Jini service from Sun Microsystems. The
JavaSpaces model involves persistent object exchange spaces in which re-
mote processes can coordinate their actions and exchange data. JavaSpaces
provides a simple unified mechanism for dynamic communication, coordina-
tion, and sharing of objects among Java technology-based network resources
like clients and servers.

A space is a shared, network-accessible repository for objects. Processes
use the repository as a persistent object storage and exchange mechanism,;
instead of communicating directly, they coordinate by exchanging objects
through spaces. Processes perform simple operations to write new objects
into a space, take objects from a space, or read (make a copy of) objects
in a space. The persistent property of the space means that a collection of
data remains intact even if its source is no longer attached to (or temporarily
disconnected from) the network.

The JavaSpaces technology is a good step in the direction of component
based-software. JavaSpaces provides the Shared data space type of con-
nection as explained in section 1.2. This type of connection is useful in some
component-based systems, for example; a blackboard system. However, in
other systems the point-to-point connection provided by channels is more
efficient. Therefore, a technology as JavaSpaces does not make the necessity
of channels obsolete.

More information about JavaSpaces can be found in [8], and through its
home page [9].
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1.5.3 CTJ, CTC, CTC++

Communicating Threads for Java (CTVJ) is based on the CSP paradigm [10].
In CSP, Communicating Sequential Processes, a system is described as a num-
ber of processes and channel connections among them. These processes op-
erate independently (parallel) and communicate with each other using chan-
nels.

The CTJ package is an implementation of processes and channels in the Java
language. There is also a C (CTC) and a C++ (CTC++) version by the
same author!. The packages/libraries are developed to make parallel pro-
gramming easier in these programming languages.

The channels of CTJ, (CTC, and CTC++), provide anonymous commu-
nication (between processes) and can be used in a distributed environment.
These are the similarities with the channels described in this thesis. However,
there are quite some differences:

e Channels are synchronous?.
e Channels are not mobile.

e Channel use in distributed environments is indirectly supported. Chan-
nels are not primarily developed to work in a distributed environment.

More information about CTJ can be found in [11], and on its home page [12].

1.5.4 JCSP

CSP for Java (JCSP) is also based on the CSP paradigm [10], like CTJ (see
section 1.5.3). The authors of JCSP argue that the monitor-threads model
provided by Java, while easy to understand, proves very difficult to apply
safely in any system above a modest level of complexity [14]. This makes
parallel programming in Java very hard. However, parallel composition of
CSP processes is easier to apply, is mathematically clean, yields no engineer-
ing surprises and scales well with system complexity.

JCSP is a Java class library providing a base range of CSP primitives plus
a rich set of extensions; It provides processes and channels in Java. The

!'The CTC and CTC++ versions run 100 times faster than the CTJ version.

2 According to the paper [11], CTJ also provides buffered channels. However, we found
no trace of asynchronous channels in the package. Therefore, we regard all channels in
CTJ as synchronous.
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channels provide anonymous communication (among processes) and can be
used in a distributed environment. The differences with the channels in this
thesis are actually the same as with the channels of CTJ (see section 1.5.3):

e Channels are synchronous?.
e Channels are not mobile.

e Channel use in distributed environments is indirectly supported. Chan-
nels are not primarily developed to work in a distributed environment.

More information about CTJ can be found in [13], and through its home
page [14].

1.5.5 Pict

Pict is a concurrent programming language based on the m-calculus. The
m-calculus is a model for describing concurrent computation as systems of
communicating agents (processes). In the computational world modeled by
the m-calculus there are two entities: processes and mobile channels. Pro-
cesses, sometimes called agents (as above), are the active components of a
system; they interact by synchronous rendezvous on mobile channels, also
called names or ports [15]. Pict includes a Pict-to-C compiler, reference
manual, language tutorial, numerous libraries, and example programs.

The channels of Pict are quite different than the ones defined in this thesis.
Both allow anonymous communication, but there are many differences:

e Channels are synchronous. Some form of asynchronous output is al-
lowed, but the receiver must always send an explicit acknowledgement
back to the sender.

e Channels are not mobile as described in this thesis. Conceptually, the
mobility of channels in the 7-calculus and MoCha is the same. However,
the implementation in Pict is different. In Pict channels are mobile,
because channels identities can be send through a channel to other
processes. A process that receives a channel identity can connect to it.
This is different from the mobile channel of MoCha, where a channel
has channel-ends that really move from one location to another.

3JCSP also provides buffered channels. However, we found no trace of asynchronous
channels in the package. Therefore, we regard all channels in JCSP as synchronous.
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e Pict does not support distributed environments.

More information about Pict can be found in [15] [16], and through its home
page [17].



Chapter 2

MoCha, An Explanation

Before presenting MoCha (see chapter 4), in this chapter we first present
an (intuitive) explanation using text and figures instead of algorithms. This
explanation gives a better understanding of the MoCha model. The expla-
nation uses several figures, figure 2.1 shows the legend.

— Dataflow

> Reference
— Action (read/write/...)
Location

Figure 2.1: Legend.

In the next section the general properties and some assumptions about the
mobile channels are given. After that the explanation of MoCha operations
begins, starting with the creation of a channel, then writing and reading
without mobility, mobility, and ending with more explanation about reading.

2.1 Properties and Assumptions

In this section the general properties and assumptions concerning the mobile
channels are given.

17
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Figure 2.2: A channel.

As mentioned in the last chapter, the components are in a distributed en-
vironment and they communicate through mobile channels. In figure 2.2 a
general view of a channel is given. The components write and read values
to/from the channel. Values can be of any type. Any data-structure can be
send with a mobile channel.

The figure (2.2) shows that the data-flow of the channels is just one way, one
end is always for reading and the other end for writing.

Another property of a channel in MoCha is that it has a loosely FIFO-
structure. We assume that data can get lost or deleted due to working with
values with expiring dates. However, for simplicity, in this chapter we assume
that a channel has a normal FIFO-structure.

Component Source 3 | Sink Component
Channel End >< Channel End
A / sink_rf @ i 3 @ source_rf \ B
o | | . e
Buffer

Figure 2.3: A channel (refined).

Figure 2.3 gives a refined view of a mobile channel. For the components the
channel consists of two ends (which are available to them), the source and
the sink (see figure 2.3). A component writes values into the channel by
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accessing its source-end and reads from it by accessing its sink-end.

The communication by a mobile channel is anonymous. The components
do not have to know each other, just the channel-ends. Therefore, a channel-
end can be moved from one component to another without the knowledge
of the component at the other side of the channel. However, the channel-
ends (of a channel) do have to know each other for keeping the identity of
the channel, and control communication. For this purpose, the channel-ends
have a reference to each other (the sink_rf- and source_rf-fields in figure 2.3).

The communication, besides being anonymous, is also asynchronous. This
allows the writer to write without waiting for an acknowledgement of the
reader, and the reader to read when values are available and it desires. Be-
cause reading is on demand a (unbounded) buffer is needed to store data
until read. That is why in figure 2.3 the channel-ends refer to a buffer. The
implementation of this buffer consists of local buffers that are distributed
over the system, this is made clear and explained later on.

Flag Address

L/R *

Figure 2.4: A reference.

The references used by MoCha either point to a local or to a remote entity.
In figure 2.3, examples of both cases are given. A reference has a structure
given in figure 2.4. It is a pointer with a flag that indicates whether it is local
(L) or remote (R), so that the algorithms can test on this flag. The address-
part of a reference not only specifies the memory-address of the entity but
also its location. For the definition of location in this model, it is sufficient
to say that it is a logical address space where components and other entities
run. The mapping of locations to physical implementations is irrelevant at
this level of abstraction!.

We restrict components having a reference to a channel-end, by not being
able to access the fields of that particular channel-end, only perform pre-

In JAVA [18], for example, a location is a virtual machine.
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defined operations on it. Therefore, components can not access any other
data-structures of the channel than channel-ends.

For simplicity, we assume that components read and write only single values.
It is easy to expand this to more values if needed.

Also to simplify our explanation in this chapter, we assume that only one
component can have access to a particular channel-end at a given time (as
in figure 2.3), and that this channel-end must be local to that component.
MoCha itself is more general, leaving this one-to-one restriction to an upper
level to enforce, if necessary (see chapter 3).

2.2 Creation of Channels

Component Source 3 | Sink Component
Channel End >< Channel End
A / sink_rf @ : —@ source_rf \ B
buffer_if @ ! | @ buffer_rf
] L)

Figure 2.5: Channel Creation

Upon creation of a new channel, its channel-ends (its sink and its source) are
created at two given locations, which need not to be distinct. A reference to
each channel-end is then given to the component that, at creation, must have
access to it?. From now on having access to a channel-end is, sometimes, also
referred to as holding it (a component holds the channel-end).

An example of creation is given in figure 2.5. In this figure, components
A and B need not be distinct, because the same component can hold both
channel-ends. At creation, the channel-end fields sink_rf and source_rf are
set in the proper way (pointing to the other channel-end), and the buffer_rf-
fields, a field that points to a buffer, are set to NULL. The reason for doing
this is that there is no guarantee that the component, at which the channel-
end is placed, really starts to write or to read. The channel-end can be

2MoCha just gives the references to the creator of the channel, leaving it with the
responsibility of distributing the references to the channel-ends.
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moved to another component, without the component holding it now having
actually read or written any data. Therefore creating a buffer is only done
when really needed, which is more efficient (examples will follow later on).

2.3 Writing and Reading (without Mobility)

After creating a channel, the components holding the channel-ends can use
them. In this section, we explain writing and reading under the assumption
that the channel-ends do not move. Writing and reading with mobility is
explained in the next section, where at the end a general summary of these
actions is given (see 2.4.3).

There is an tnvartant on the buffer_rf-fields of the channel-ends: They must
be both NULL or both non-NULL. In figure 2.5 the channel is just created,
the buffer_rf-fields are, initially, NULL. Therefore, after the creation of the
first buffer of the channel, they must be both non-NULL (example follows).

Writing
Component Source 3 1 Sink Component
/ Channel End >< Channel End
o ‘ ‘
A . sink_rf @ ! i @ source_rf B
Writes I !
buffer_rf @ ! ' @ buffer_rf
| ! e
" [link_f @
O

Buffer

Figure 2.6: First Write Action.

In figure 2.6, component A starts to write for the first time. Because its
buffer_rf-field is NULL the source creates a local buffer. This is an un-
bounded FIFO buffer that has more functionality than a normal FIFO buffer
(this is explained later on, see section 2.5). The buffer has a field called
link_rf, this is a reference to another buffer. There is just one buffer now,
therefore the field is set to NULL. Because the buffer_rf-field of the source
was NULL, the source notifies the sink about the new buffer. The sink
updates its buffer_rf-field to point to this new buffer in order to satisfy the
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mnvariant.

The first buffer of a channel is always created by its source-end. After the first
write, there is always a local buffer. Future writes will insert their elements
into the existing buffer?.

Reading

In figure 2.5 both buffer_rf-fields are NULL. If component B wants to read,
the sink-end will notice its buffer_rf-field is NULL and conclude that there
are no elements in the channel. It then waits for the first write.

Component Source 3 | Sink \ Component
Channel End T Channel End
. T .
A sink_rf @ : ‘ —@ source_rf B
| ! Reads
buffer_rf @ | ! @ buffer_rf
¢
- link_rf @ 3 | Buffer
O ! |
Buffer link_ 1f@

Figure 2.7: First Read Action.

In figure 2.6 the buffer_rf-field of the sink is not NULL anymore, but it is
pointing to a non-local buffer. If component B attempts to read now the sink
creates a new local buffer. The link_rf-field of this buffer is set to point to
the old buffer (where the buffer_rf-field of the sink is pointing to), and the
buffer_rf-field is updated to point to the new local buffer. The result is figure
2.7. If components A and B are equal, then no new local buffer is made,
because the buffer_rf-field is already pointing to a local one.

The actual reading of the elements can now begin (this is explained in section
2.5). After the first read there is always a local buffer. Future reads will read
elements from this buffer?.

3 Assuming that the source does not move.
4Assuming that the sink does not move.
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2.4 Mobility

Channel-ends are mobile, they can be passed on to other components in the
system®. This allows dynamic reconfiguration of channel connections among
the components of a system. Because the communication via a channel be-
tween components is anonymous, when a channel-end moves, the component
at the other channel-end does not notice anything.

In this section mobility and mobility in combination with writing and reading
are explained. Next, we give a summary, and finally we explain the chain
of buffers, that can result from mobility in combination with reading and
writing.

2.4.1 Source and Writing

Component 3 3 Component Source 3
| | Channel End |
B ; 3 B sink_rf @— — —i—>
; f buffer_rf @ ;
| | ] |
Component Source 3 3 Component
Channel End | | p— link_rf
A sink_rf @— — —1—» A h 0o o
buffer_rf @ | | '
(] l | | Buffer |
= |link_if @ : !
I
OO0 Do ]
Buffer
|
I
I
I
(a) (b)

Figure 2.8: Mobility of Source Channel-End.

®MoCha allows any component that has a correct reference to the channel-end, to move
this channel-end.
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We explain the mobility of a source channel-end and writing using two figures
(figures 2.8, and 2.9). In figure 2.8, component A holds the source (a) %. At
some point in time the channel-end is given to component B (b) (component
B does not write yet). The buffer with elements stays at component A,
and does not move with the channel-end. The only thing that changes is
the buffer_rf-reference of the source, from local to non-local. Also, no new
buffer is created at the location of component B (until it actually starts to
write), because the channel-end can move again without component B having
written anything. After the source moves, it notifies the sink about its new
location.

Component Source | | Component Source
/ Channel End | | / Channel End
B ¢ Writes sink_1f @— — —1—> ! B ¢ Writes sink_rf @— — —1—>
— | buffer_rf @ 3 | —> | buffer.tif @ ‘
= |link_rf } 3 3 = |link_rf i
| | o
Buffer 3 3 Buffer

1 Component q i 1 Component i
! - link_rf ! ! !

(a) (b)

Figure 2.9: Adding a new Buffer to the Chain at the Source-end.

Instead of the source moving to another component, component B starts
to write in figure 2.9(a). The buffer_rfreference of the source is non-local,
therefore a new local buffer is created. Both the buffer_rf-field, and the

50ne dashed reference arrow expresses that something is pointing to the buffer; this is
either another buffer or the sink channel-end. The other one expresses that the sink_rf-field
is pointing to the sink channel-end.
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link_rf-field of the old buffer (the buffer where the buffer_rf-field is pointing
to) are changed by setting them to point to the new buffer. The result is
figure 2.9(b). The elements can now be inserted into this new local buffer.

2.4.2 Sink and Reading

Sink
Channel End

+ —@ source_rf

buffer_rf

Buffer

O oo
O

Component

B

link_1f @
I

Component

- — —
;

Sink
Channel End

+ —@ source_rf

@ buffer_rf

Buffer

O o o
O

link_rf @
I

(b)

Figure 2.10: Mobility of Sink Channel-end

We explain the mobility of the sink channel-end and reading by using figures
2.10 and 2.11. In figure 2.10(a) component B holds the sink and it has never
read anything (there is no local buffer). At some point in time, this sink

channel-end is given to component C (b).

Nothing changes, the buffer_rf-

field still points to a non-local buffer and no local buffer is created until
component C actually starts to read. After the sink moves, it notifies the
source about its new location.

In figure 2.11(a) component C starts to read. The buffer_rf-reference of the
sink is non-local, therefore a new local buffer is created. The link_rf-field of



CHAPTER 2. MOCHA, AN EXPLANATION 26

Sink Component ! 3 Sink Component
Channel End \ i ' Channel End \
-+ — — + —@ source_rf ® C | -+ — — + -@ source_rf o C
! ——————— Reads ! ! Reads
T buffer_rf |— ' ! ® buffer_rf | —
Buffer 3 3 Buffer
O
link_rf %
3 S Component I | S — Component
| Buffer | ! Buffer
O oo A | ! o oo A
o : :
link_rf @ ! ! link_rf @
b Lo b :
I I
I I
(a) (b)

Figure 2.11: Adding a new Buffer to the Chain at the Sink-end.

the new buffer is changed by setting it to point to the old buffer (the buffer
where the buffer_rf-field is pointing to), and the buffer_rf-field is changed by
setting it to point to the new buffer. The result is figure 2.11(b)". The
reading can now begin (more details on reading is given in section 2.5).

2.4.3 Summary

Before continuing with our explanation, we give a summary of the movement
of the channel-ends and the actions write and read, in general.

About the movement of the channel-ends:

e The buffer_rf-field reference of a channel-end can change from local to
non-local. This is the case when the channel-end moves to another loca-

"This figure is just an example, if the old buffer is empty, then the end result is different.
The destructive aspect of reading is explained in section 2.5.3.
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tion. When moving to a component in the same location the reference
remains local.

e After moving, the channel-end notifies the other end about its new
location.

e Only the channel-ends move, the buffers do not.
e Buffers are only created when really needed (for reading or writing).
About writing and reading:

e When writing, a local buffer is created at the location of the source
if its buffer_rf-field is either NULL or pointing to a non-local buffer.
If the buffer_rf-field is NULL, the source notifies the sink about the
newly created local buffer.

e When reading, a local buffer is created at the location of the sink if its
buffer_rf-field is pointing to a non-local buffer. If the buffer_rf-field is
pointing to a local buffer, then reading can proceed. If it is NULL,
then no elements exist in the channel and the sink waits.

2.4.4 Chain of Buffers

The mobility of channel-ends in combination with the actions write and read
can lead to a chain of buffers that is distributed over many locations. Figure
2.12 shows a general case. The components need not be distinct (although
they have different labels), and the buffer_rf-field references need not be lo-
cal. The first buffer of the chain is the one where the buffer_rf-field of the
sink points to, it contains the first elements inserted in the channel. The last
buffer is the one where the buffer_rf-field of the source points to, it contains
the last elements inserted in the channel. In this way the FIFO structure of
the channel is preserved (the buffers have a FIFO structure).

Figure 2.13 shows an instance of the general case (figure 2.12). There are two
buffers at the location of component B, the source moved twice between the
locations of components B and A. Component B has no access or knowledge
of the buffers (only channel-ends can access the buffers). At the location of
component F, there are also two buffers. This situation can exist only if a
buffer, between the two now present, has been deleted (see section 2.5.3 for
an explanation about destruction of buffers).
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Component Source 3 3 Sink Component
Channel End >< Channel End
Cl1 sink_rf @] ! 3 —@ source_rf Ccr’
buffer_rf @ | f @ buffer_rf
) ¢ 3 | ¢
= linkfrf} 3 1 Buffer
Buffer
Component Component
! i Buffer
c2 | | c
Buffer
®
®
®
Component
Buffer
Cm’
link_rf @

Figure 2.12: Chain of Buffers.

2.5 Reading

Up to now it is clear how buffers are created both by reading and writing
in combination with (and without) the mobility of the channel-ends. For
writing this is sufficient because this action just creates local buffers, sets
ups the references, and fills them with elements. Reading, however, needs
more explanation.

When reading, elements move through the chain of buffers. Reading is also
destructive; meaning that the read values/elements are eliminated from the
channel. Therefore, buffers get empty and get destroyed. In this section we
explain: the extra functionality of the FIFO buffers, reading heuristics used
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Component Source 3 3 Sink Component
Channel End >—< Channel End
A sink_rf @] ; 3 —@ source_rf D
buffer_rf @ 3 3 @ buffer_rf
./ | I ¢
L_ : : % ~ Buffer
- link_rf link_rf : ;
Buffer Buffer
| Component ! i S Component
| Buffer link_rf & ! ' Buffer
3 B ! ! F
! link_rf @ Buffer | b link_if @
3 Buffer
Component link_rf @
C

Figure 2.13: An instance of the General Case.
for moving the elements, and the destruction of empty buffers.

2.5.1 Smart Buffers

The buffers are smart FIFO buffers because they have more functionality
than a normal one. The functionality of the buffers can be divided into two
groups: a buffer is either the sink-buffer, or it is not. The sink-buffer is the
local buffer where the buffer_rf-field of the sink is pointing to. For each
channel, only one buffer can be the sink-buffer at a given time, but it can
change; Any buffer can become the sink-buffer (depending on the behavior
of the system). There does not have to be a sink-buffer all time. This is
important in combination with reading.
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When reading, the sink asks the sink-buffer for an element. If the sink-
buffer contains at least one element, it gives an element to the sink (normal
FIFO behavior). If it is empty, it asks the next buffer in the chain (if any)
for a certain amount of elements. This amount is determined by a reading
heuristic explained in the next subsection. The sink-buffer receives from this
next buffer either:

e The requested number, less, or zero elements together with a reference
to the next buffer in the chain. This indicates that the buffer is now (or
was) empty. The sink-buffer changes its link_rf-field to this new buffer.

e The requested number, less, or zero elements together with a reference
that is NULL. This indicates that the buffer is not empty after giving
the elements, or it is the last buffer of the chain. The sink-buffer does
not change its link_rf-field.

Examples of the behavior of the buffers appear in the next subsections.

2.5.2 Reading Heuristics

For efficiency, the sink-buffer uses heuristics for the number of elements it
requests from the next buffer in the chain. For one of the heuristic, the sink
channel-end has an extra field called consumed, it is a variable that keeps
track of how many elements the current component holding the sink has
already consumed. Initially, and every time the channel-end moves, the vari-
able is set to zero.

Knowing nothing of the behavior of the system in general, it seems reason-
able to base a reading heuristic on the amount of elements, the component
holding the sink, already has consumed. A good heuristic, that is also used in
memory management, is to assume that the component is going to consume
(in total) twice the amount it already has consumed. Therefore the amount
of elements to be requested should be consumed, but to make MoCha simpler
the sink-buffer requests consumed + 1 elements.

Figure 2.14 shows an example. Component C is holding the sink channel-end
and has already consumed 3 elements. It then asks for another element. The
sink-buffer is empty, therefore it requests elements from the next buffer in
the chain. We assume that the component is going to consume a total of 7
elements (twice 4 1), therefore the sink-buffer requests 4 elements (consumed
+ 1). In figure 2.14(b) the 4 elements of the non-local buffer are transfered
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Sink Component | | Sink Component
Channel End \ | ) Channel End \
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Figure 2.14: Heuristic of Sink Buffer.

to the sink-buffer. An element is then given to the component (by the sink),
this is not shown in the figure.

Why use this heuristic instead of letting the sink-buffer request all the ele-
ments from the next buffer? The answer is that because the sink channel-end
can move anytime, there is no point in moving extra unnecessary elements;
this can be very costly due to the fact that nothing is known about the future
behaviour of the system.

For the same reason, consumed + 1is an upper bound for the elements to
be supplied. The sink-buffer settles for less (but more than zero). In figure
2.15, component C already consumed the 4 elements from the last figure
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Sink Component 3 3 Sink Component
Channel End \ | ) Channel End \
Consumed ® C i i Consumed ® C

7 Reads | 1 7 Reads
1 —_— i i
—<-|- - - -|- @ source_rf | — |- - - -|- -@ source_rf

@ buffer_rf 3 3 @ buffer_rf

Buffer i i Buffer

O

Component Component

Buffer 3 3 Buffer

Bufter Component Butfer Component

m A o o A

(a) (b)

Figure 2.15: Heuristic of Sink Buffer, Upper Bound.

(2.14) making it a total of 7 elements, and leaving the sink-buffer empty
again. It then asks for a new element and the sink-buffer requests 8 elements
(consumed + 1). Unfortunately the next buffer has just one element, but the
sink-buffer settles for this one, it does not try to get the remaining elements
from another buffer.

There is another upper bound concerning the amount of elements that is
given to the sink-buffer. When transporting one element during a remote
call, there is usually space left on the message/frame for transporting more
elements for the same cost. Naturally, there is also a limit on the number
of elements that can be transported during a remote call for the same cost.
This number is also an upper bound, making sure that the cost of requesting
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X elements is the same as requesting one.

2.5.3 Destruction of Buffers

Sink Component | 1 | Sink Component
Channel End \ | | Channel End \
Consumed ® C | 3 Consumed ® C
7 Reads | : 7 Reads
| | — | ! N
—~<-- - - -|- -@ source_rf | —~<-- - - -|- -@ source_rf
@ buffer_rf | 3 @ buffer_rf
Buffer 3 3 Buffer
O O
link_1f @ link_rf @
Component Component
B B
SR Component 3 3 — Buffer Component
oo A | | oo A
link_rf

- - - -

(a) (b)

Figure 2.16: Destruction of Buffers.

A buffer can get empty when elements are read out of it®. An empty buffer is
no longer of use, unless it is the first or last buffer of the chain. Therefore an
empty buffer destroys itself when it gives its link_rf-reference (the reference
to the next buffer in the chain) to the sink-buffer, unless it is the last buffer

8Moreover, a buffer can also get empty when working with data with expiration dates,
when data gets lost, or a combination of the three. We give more details about this in
chapter 4.
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of the channel (in which case its link_rf-reference is NULL). The behavior
of the buffers is described in section 2.5.1.

In figure 2.15 a buffer got empty due to reading. Its destruction is described
in figure 2.16. The buffer, being empty (due to the request), gives the sink-
buffer not only the element but also a reference to the next buffer in the chain.
The sink-buffer updates its link_rf-field to this next buffer. The empty buffer,
after giving a valid reference to the sink-buffer, then concludes that it can
safely destroy itself because it is no longer part of the chain.



Chapter 3

MoCha, Simplified Version

After the intuitive explanation of how MoCha works in the previous chapter,
it is time to present MoCha. However, due to its complexity, and for better
understanding, in this chapter we first present a simplified version of MoCha.

In the simplified version, the movement of the channel-ends is not taken into
account. Although a chain of buffers can exist due the movement of the
channel-ends, the functions do not take into account that the channel-ends
actually can move. MoCha is simplified by not having extra semaphores
for the movement of the channel-ends, error-handling, and other operations
where movement must be considered. The full version is presented in the
next chapter. It is worthwhile to read this chapter first as the next chapter
refers to this one many times.

3.1 Data-structures

MoCha uses three data-structures: Source_Channel_End, Sink_Channel_End,
and Buffer. In the complete version, (see next chapter), the source and sink
channel-ends have more fields than described here.

Source_Channel End = <Buffer_rf, Sink_rf, CE_Lock>
e Buffer_rf = A reference to a Buffer data-structure.
e Sink_rf = A reference to the Sink_Channel End of the same channel.

e CE_Lock = A binary semaphore. It is used for mutual exclusion of the
Channel-End.

35
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Sink_Channel _ End = <Buffer_rf, Source_rf, Consumed, CE_Lock>
e Buffer_rf = A reference to a Buffer data-structure.

e Source_rf = A reference to the Source_Channel_End of the same chan-
nel.

e Consumed = An integer that keeps track of the number of values con-
sumed by the component(s) since the last move.

e CE_Lock = A binary semaphore. It is used for mutual exclusion of the
Channel-End.

Buffer = <Vals, Link_rf, Buffer_Lock>
e Vals = A sequence of Value, initially empty.
e Link_rf = A reference to a Buffer data-structure, initially NULL.

e Buffer_Lock = A binary semaphore. It is used for mutual exclusion of
the buffer.

The binary semaphores, (CE_Lock and Buffer_Lock), have two operations:
Lock and Unlock. Initially all semaphores are unlocked. We assume that
the waiting-queue of a semaphore, where the blocked processes wait, has a
FIFO-structure®.

3.2 Mutual Exclusion

In the explanation of chapter 2, only one component was assumed to have
access to a particular channel-end at a time. MoCha is more general, be-
cause every component having a valid reference to the channel-end can use
it?, leaving the one-to-one restriction to an upper level to impose if nec-
essary. For this reason, a general lock is needed on each channel-end, to
ensure that only one action (read, write, or move) is being carried out at a
time on the same channel-end. This general lock is the CE_Lock semaphore.

!This is not necessary for the protocol, but it is assumed for fairness of the system.
2The case where a component has an invalid reference to a channel-end and tries to
use it, is explained in the next chapter. See section 4.3.
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3.3 Data-structures and References

We use of a — notation, in the algorithms of MoCha, to express that some-

thing is a reference to a particular data-structure type. Thus, —data-structure

is the set of all references to this data-structure type. For example; Next_rf
€ —Buffer, Next_rf is a reference to a Buffer data-structure type3.

Another notation is used for expressing the operation that takes a reference
and gives the instance of the data-structure it refers to. For this operation we
use the symbol 7. For example; Next_rf{.Vals := < >, assigns the empty
sequence to the Vals-field of the Buffer data-structure, that Next_rf refers

to?.

3.4 Functions, an Overview

A channel can be accessed using five functions that operate on the Channel-

end data-structures: Create_Channel, Write, Read, Move, and Destroy_Channel.

In this simplified version of MoCha, we discuss only the three first, and leave
the other two for chapter 4.

e Create_Channel (Loc! € Location, Loc2 € Location)

returns <Source_rf € —+Source_Channel_End, Sink_rf € —Sink_Channel End>

e Write (Source_rf € —Source_Channel End, X € Value)

e Read (Sink_rf € —Sink_Channel End)
returns <X € Value>

These three functions use the following functions to operate on the buffer
data-structure:

e Write (Buffer-rf € —Buffer, X € Value)

e Sink Read (Buffer_rf € —Buffer, ToBeAsked € Integer)
returns <X € Value, Success € {©, @} >

e Buffer Read (Buffer_rf € —Buffer, Amount € Integer)
returns <V € Value*, Next_Buffer_rf € —Buffer>

3The reference needs not be valid, i.e., refer to an existing instance of the data-structure.
4The Algorithms of MoCha must ensure that the reference is valid before executing
this operation.
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3.5 Creation of a Channel
To create a channel the following function is used:

Create_Channel (Locl , Loc2)

//

// Locl = The location where to create the Source_Channel_End.
// Loc2 = The location where to create the Sink_Channel_End.
//

// returns <Source_rf € —Source_Channel_End,
// Sink_rf € —Sink_Channel_End>
//
begin
Source_rf := new Source_Channel_End @ Locli;
Sink rf := new Sink_Channel End @ Loc2;

Source_rf?.Buffer rf NULL;
Source_rff.Wait_Read := FALSE;
Sink_rf{.Buffer_rf := NULL;
Sink_rf{.Consumed := 0;

// Knowing each other.

//
Source_rff.Sink rf
Sink_rff{.Source_rf

Sink_rf;
Source_rf;

return <Source_rf, Sink rf>;
end

This function creates the channel-ends at the given locations, initializes their
fields, and returns to the creator of the channel a reference to each channel-
end.
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3.6 Writing

A component that has a valid reference to a source channel-end can write to
it using the following function:

Write (Source_rf, X)
//
// Source_rf € —Source_Channel End, X € Value.
//
begin
Lock(Source_rf?1.CE_Lock) ;

if ( Source_rff.Buffer rf = NULL ) then
// Create first buffer of channel.
//
Source_rf{.Buffer_rf := new Buffer;
Source_rf{.Buffer rf{.Link rf := NULL;

// Tell the other side.
//
Source_rf?1.Sink rf{.Buffer_rf := Source_rf?.Buffer_rf;
else
if ( —Local(Source_rf{.Buffer rf) ) then
// Create new local buffer
//
TempBuffer rf := new Buffer;
TempBuffer_rf{.Link rf := NULL;
Source_rf{.Buffer rf{.Link rf := TempBuffer rf;
Source_rf{.Buffer_rf := TempBuffer_ rf;
fi
fi

// At this point there is always a local buffer.
//
Write(Source_rf?.Buffer_rf, X);

Unlock(Source_rff.CE_Lock) ;
end

This function creates a local buffer (at the location of the source) if the
buffer_rf-field of the source is either NULL or pointing to a non-local buffer.
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If the buffer_rf-field is NULL, by the tnvartant that the buffer_rf fields of
the channel-ends of a channel must either both be NULL or both be non-
NULL, it concludes that the buffer_rf-field of the sink is also NULL, and
sets it to point to this new buffer. Because the simplified version does not
take into account the moving of the channel-ends, no locking is needed when
setting this field of the sink.

To write the value in the local buffer the following function is used:

Write (Buffer_rf, X)
//
// Buffer_rf € —Buffer, X € Value.
//
// This function operates on the Buffer data-structure.
//
begin
Lock (Buffer_rf{.Buffer_Lock) ;

Buffer rf{.Vals := Buffer rff.Vals o X;

Unlock (Buffer_rf{.Buffer_Lock);
end

More explanation about writing can be found in chapter 2 (sections 2.3, and
2.4.3).

3.7 Reading

A component that has a valid reference to a sink channel-end can read using
the function Read. This function, which operates on the Sink_Channel End
data-structure, then calls the function Sink_Read, which operates on the
Buffer data-structure. This last function may call the function Buffer_Read
(if necessary), which also operates on the Buffer data-structure, if the sink-
buffer is empty; See chapter 2 (section 2.5). In figure 3.1, a scheme of the
functions is given®; to avoid confusion, no references are given.

This section is divided in subsections to cover each function. At the end,
there is a subsection about the creation of empty buffers by writing and
reading in combination with mobility. More explanation about reading can

>The second buffer can be local in some situations; see figure 2.13.
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Figure 3.1: Read Functions Scheme.

be found in chapter 2 (sections 2.3, 2.4.3, and 2.5).

3.7.1 Read

A component that has a valid reference to a sink channel-end can read using
the following function:

Read (Sink rf)

//
// Sink _rf € —Sink Channel End.

//
// returns <X € Value>

//
begin
Lock(Sink_rff.CE_Lock) ;

Success € {©,®} := @;
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while ( Success # @ ) do
if ( Sink._rff.Buffer rf # NULL ) then
if ( —Local(Sink_rff.Buffer_rf) ) then
// New local Buffer.
//
TempBuffer rf := new Buffer;
TempBuffer rff.Link rf := Sink rf{.Buffer_ rf;
Sink rff.Buffer rf := TempBuffer rf;
fi
// At this point there is always a local buffer.
//
// Success indicates whether there is an element
// to read in the channel.
//
<X, Success> :=
Sink Read(Sink_rf?1.Buffer_rf, Sink rff.Consumed + 1);
fi

if ( Success # © ) then
// Wait for the source-end to insert elements
// in the channel.
// Is worked out in the full version.
fi
fi
done

Sink_rf{.Consumed := Sink rff.Consumed + 1;
Unlock(Sink _rff.CE_Lock);
return <X>;

end

This function creates a local buffer at the location of the sink, if the buffer_rf-
field of the sink is pointing to a non-local buffer. If the buffer_rf-field is point-
ing to a local buffer then the reading can proceed. If it is NULL then there
are no elements in the channel and the sink waits. This waiting is worked
out in the full version of this algorithm, see chapter 4 (section 4.7).

Under normal circumstances, the while-loop executes no more than two
times, and it can be replaced by a couple of if statements. However, in order
to make MoCha as general as possible, we take into account the possibility
that data can get lost and/or that the elements can have expiration dates. In
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such cases, if the source inserts elements into the channel and the sink tries
to read them (after waiting), there is no guarantee that the sink actually
reads them (and may have to wait again). Therefore, a while-loop is needed
in this function.

3.7.2 Sink Read

The function Read calls the function Sink_Read which operates on the Buffer
data-structure, see figure 3.1.

Sink Read (Buffer_rf, ToBeAsked)
//
// Buffer rf € —Buffer
//
// ToBeAsked € Integer, number of values to be asked
// to the next buffer in case Buffer rff{ is empty.
//
// returns <X € Value, Success € {®,&} >
//
// This function operates on the Buffer data-structure.
//
begin
Lock (Buffer_rf{.Buffer_Lock) ;

V := < >; // a sequence of Value.
Reference := Buffer_rff.Link_rf;

// Execute loop while buffer is empty and
// there is (still) a reference to another buffer.
//
while ( (|Buffer rff.Vals| = 0) A (Reference # NULL) ) do
// Buffer Read returns, besides V, a reference to a
// next buffer in the chain (if any exists) or NULL (if not).
//
<V, Reference> := Buffer Read(Buffer_rff.Link rf, ToBeAsked);
if ( Reference #* NULL ) then
Buffer_rf{.Link_rf := Reference;
fi
Buffer rf{.Vals := V;
done
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if (|Buffer rff.Vals| > 0 ) then
X := Head(Buffer_rff{.Vals);
Buffer_rf{.Vals := Tail(Buffer_rff.Vals);

Success = @;
else
// No elements found in channel.
//
X := UNDEFINED;
Success = @;

fi
Unlock (Buffer_rf{.Buffer_Lock);

return <X, Success>;
end

The Buffer_rff buffer is the sink-buffer, the local buffer where the sink’s
buffer_rf-field points to. As explained in chapter 2 (section 2.5), when the
sink-buffer is empty, it requests a certain amount of elements (according
to the heuristic consumed + 1, explained in section 2.5.2) from the next
buffer in the chain. This is the call to the function Buffer_Read. This function
returns:

e The requested number, less, or zero elements together with a reference
to a next buffer in the chain. This indicates that the asked buffer is
now (or was) empty. The sink-buffer changes its link_rf-field to this
new buffer.

e The requested number, less, or zero elements together with a reference
that is NULL. This indicates that the buffer is not empty after giving
the elements, or it is the last buffer of the chain. The sink-buffer does
not change its link_rf-field.

Unfortunately, due to the behavior of writing and reading in combination
with the mobility of the channel-ends a (sub)chain of empty buffers can ex-
ist in the chain of buffers. This is explained in section 3.7.4. Therefore, a
while-loop is needed in the function Sink_Read to handle the case where the
sink-buffer requests elements from an empty buffer and gets a reference to
the next buffer in the chain and has to try again.

Under normal circumstances, this while-loop executes no more than three
times, because there cannot be more than two empty buffers in a chain,
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excluding the sink-buffer (see section 3.7.4). Again (as in the previous sub-
section), in order to make the algorithm as general as possible, we take into
account that data can get lost and/or that the elements can have expiration

dates. Therefore, more than two empty buffers may exist in the chain of
buffers.

This function returns a sad face if there are no elements in the channel.

3.7.3 Buffer Read

The function Sink_Read calls the function Buffer_Read (see figure 3.1), which
operates on the Buffer data-structure, if the sink-buffer is empty (see the
previous subsection).

Buffer Read (Buffer_rf, Amount)

//

// Buffer_rf € —Buffer

//

// Amount € Integer, number of values requested.
//

// returns <V € Value*, Next_Buffer_rf € —Buffer>
//
// This function operates on the Buffer data-structure.
//
begin
Lock (Buffer_rff.Buffer_Lock);

V := < >;
Destroy := FALSE;

if ( |Buffer_rf{.Vals| < Amount ) then
V := Buffer_rff.Vals;
Buffer rff{.Vals := < >;
Next Buffer rf := Buffer rff{.Link rf;
if ( Buffer_rff.Link rf # NULL ) then Destroy := TRUE; fi
else
for 1 to Amount do
V := V o Head(Buffer_rf?.Vals);
Buffer rf{.Vals := Tail(Buffer_rff.Vals);
od
Next_Buffer_rf := NULL;
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fi

// Unlocking before destroying would make
// the algorithm unstable.
//
if ( Destroy ) then
Delete (Buffer_rf);
else
Unlock (Buffer_rf{.Buffer_Lock);
fi

return <V, Next_Buffer_rf>;
end

For an explanation of what this function returns, please see the previous
subsection.

The variable Amount is not the only upper bound for the amount of elements
to be returned. There is another upper bound, set by the number of elements
that can be transported during a remote call for the same cost. The amount
of data that fits in a message/frame determines this upper bound. Unfortu-
nately, this amount varies for each system and situation, therefore this upper
bound is not expressed in the abstract function, but it is given as a comment
here.

According to the explanation in chapter 2 (section 2.5.3) a buffer that be-
comes (or was) empty while reading gets destroyed, unless it is the last buffer
of the chain (in which case, its link_rf is NULL). If the current buffer is (or
was) empty after the read and it returns to the sink-buffer a valid reference
pointing to its next buffer, then it concludes that it is not longer part of the
chain and destroys itself.

At the end of the function, the buffer gets deleted or the Buffer_Lock-field
is Unlocked. This is done this way because unlocking before destroying the
buffer makes the algorithm unstable, somebody else may access the buffer
between the times of unlocking and deleting.

3.7.4 Subchain of Empty Buffers

The behavior of writing and reading in combination with the movement of
the channel-ends, can lead to a (sub)chain of empty buffers in the chain of
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buffers of a channel. Although in this simplified version, the movement of
the channel-ends is not taken into account by the functions, it is assumed
that a chain of buffers can exist due to the movement of the channel-ends.
The issue of empty buffers is important for the function Sink_Read.

When a channel-end moves from one location to another, its buffer_rf-field
changes from local to non-local. No new local buffer is created until the
component(s) having access to the channel-end actually read from or write
to the channel. More about the movement of the channels-ends is explained
in chapter 2 (section 2.4). Buffers get destroyed only when reading elements
out of them (or trying to read if the buffer was already empty), as explained
in section 3.7.3. This behavior of the channel allows a subchain of empty
buffers to exist in the chain of buffers, but there is a limit of at most two
empty buffers for the whole channel.

Component Component
C D
Component Source 3 | Sink Component
Channel End >< Channel End
A sink if @7 ! @ source_rf B
buffer_rf @ | : @ buffer_rf
(] i | | i L)

"~ [link_sf l : Buffer
Buffer } ! link_rf @

Figure 3.2: Subchain of Empty Buffers, 1.

The worst case, where there is a (sub)chain of two empty buffers, is shown
in figure 3.2. Component A has access to the source-end and component B
to the sink-end. Both channel-ends have a reference to a local buffer. These
buffers are empty. The buffer at the location of the source contained elements
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in the past but they are all read now. It does not get destroyed because it is
the last buffer of the chain.

Two buffers is the limit. If at some point in time the sink channel-end is
moved to another location and a component having access to it starts to
read, (in figure 3.2, for example, component D), then the buffer at the lo-
cation of component B gets destroyed and there are still two empty buffers.
If, on the other hand, the source channel-end moves to another location and
a component having access to it starts to write, (in figure 3.2, for example,
component C), then a new local buffer is created but it will not be empty.
Again, there are only two empty buffers in the channel.

Source 3 : Sink

Component ! I Component
Channel End T Channel End
C sink_rf @] | ! @ source_1f | Reads D
buffer_1f @ ! 3 @ buffer_rf e
] 1 ‘
link_rf @ ! | Buffer
O
Buffer
Component Component
link_rf Buffer
A B

Buffer | D link of @

Figure 3.3: Subchain of Empty Buffers, 2.

This limit of two buffers does not apply while executing the actions read
and/or write, it applies when observing the channel before and after these
actions. Otherwise the limit is four empty buffers, because when a new local
buffer is created, it is initially empty. In figure 3.3, both channel-ends have
moved to another location. Component C has written into the channel, and
component D is still in the process of reading an element. A local (empty)
sink-buffer is created, and in this situation, there are three empty buffers.
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If component C is also still in the process of writing the first element, then
there are four empty buffers. After the action read, the situation is the same
as in figure 3.2.

The limit of two buffers is important for the function Sink_Read, as explained
in section 3.7.2. Due to empty buffers, a while-loop is needed in the func-
tion to handle the case that the sink-buffer requests elements from an empty
buffer but gets a reference to the next buffer in the chain and has to try
again. Because of the limit on the number of empty buffers this while-loop
executes at most three times. In figure 3.3, component D is reading and a
local sink-buffer is created. Because this buffer is empty, it requests elements
from the next buffer. Due to the empty subchain of buffers it must request
three times for elements before getting any.

The algorithm can be changed in such a way that the sink-buffer has to
request elements only from one buffer in order to get any, or none if this
buffer is the last one of the channel:

e The sink channel-end can check before it moves whether the local buffer,
(where the buffer_rf-field points to), is empty and not the last one in
the chain. In that case, it can destroy it, set up its buffer_rf to the next
buffer in the chain, and then move.

e The source channel-end can check, after it moves and does the first
write, but before it creates a new local buffer, whether the buffer that
it’s buffer_rf-field points to, is empty. In that case it can destroy it,
and fix the references in the chain of buffers. To do this, the source
channel-end needs a reference to the last-but-one buffer of the chain®.

Changing the algorithm in the way just described, alleviates the need for
a while-loop in the function: two if’s are enough. However, in order to
make the algorithm as general as possible, we take into account that data
can get lost and/or that the elements can have expiration dates. Therefore,
empty buffers can still exist and the while-loop is needed anyway. It is
then not worthwhile to apply this change to the algorithm, the gain of less
empty buffers does not compensate for the extra complexity of the changed
algorithm.

6The algorithm gets more complicated here because it must make sure this reference
remains valid. The buffer can get destroyed by a read action.



Chapter 4

MoCha

Due to the complexity of MoCha, a simplified version was presented in the
previous chapter. This version was simplified by excluding extra semaphores
for the movement of the channel-ends, error-handling, and other operations
where movement has to be considered. In this chapter, we present the full
version of MoCha.

First, we present the updated data-structures. In section 4.2, we describe
semaphores and their use. In section 4.3, we describe errors and error-
handling. Finally, we give an overview of the functions that implement
MoCha.

4.1 Data-structures

The algorithm uses three data-structures: Source_Channel_End, Sink_Channel_End,
and Buffer. These are the same as in the simplified version, described in
chapter 3 (section 3.1), with some new added semaphores and a boolean:
Mowve_Lock, Read_Lock, and Wait_Read.

Source_Channel _End = <Buffer_rf, Sink_rf, CE_Lock, Move_Lock, Wait_Read>

e Buffer_rf = A reference to a Buffer data-structure.

Sink_rf = A reference to the Sink_Channel_End of the same channel.

CE_Lock = A binary semaphore.

Move_Lock = A binary semaphore.

Wait_Read = A boolean used to express that the Sink_Channel _End is
waiting for values.

50
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Sink_Channel _End = <Buffer_rf, Source_rf, Consumed, CE_Lock, Move_Lock,
Read_Lock>

e Buffer_rf = A reference to a Buffer data-structure.

e Source_rf = A reference to the Source_Channel _End of the same chan-
nel.

e Consumed = An integer that keeps track of the number of values con-
sumed by the component(s) since the last move.

e CE_Lock = A binary semaphore.
e Move_Lock = A binary semaphore.

e Read_Lock = A binary semaphore used to block the sink when waiting
for values to be written into the channel (in case it was empty), initially
locked.

Buffer = <Vals, Link_rf, Buffer_Lock>
e Vals is a sequence of Value.
e Link_rf = A reference to a Buffer data-structure.

e Buffer_Lock = A binary semaphore. It is used for mutual exclusion of
the buffer.

The binary semaphores have two operations: Lock and Unlock. Initially
all semaphores are unlocked, except for the Read_Lock semaphore, which is
initialized to be locked. We assume that the waiting-queue of a semaphore,
where the blocked processes are waiting, has a FIFO-structure!.

4.2 Semaphores

In this section we explain the use of the semaphores in MoCha. This ex-
planation makes the reading of the code, later on, easier to understand.
The semaphores we discusse are: CE_Lock, Move_Lock, and Read_Lock. The

! This is not necessary for the protocol, but it is assumed for fairness of the system.
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semaphore Buffer_Lock is not discussed because its use for the mutual exclu-
sion of its buffer data-structure is trivial.

From an abstract point of view the semaphores we discusse non-exclusively
serve two different purposes. They are used either for interaction between
components and channel-ends, or for interactions between the channel-ends.
The semaphore CE_Lock is used for the first purpose. The semaphores
CE_Lock, Move_Lock, and Read_Lock are used for the second purpose.

4.2.1 CE _Lock

The CE_Lock semaphore is used for both interactions between components
and channel-ends, as well for interactions between the source- and the sink-
ends of a channel.

Component +— Channel-end Interaction

[N N
Action
Component
Component
Action
= Channel End
c
S
. < Lock (CE_Lock)
b Action ! S ‘
Unlock (CE Lock)
Component

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 4.1: CE_Lock Semaphore.

For the interaction between components and a channel-end, a general lock
is needed for mutual exclusion. In the explanation of chapter 2, only one
component can have access to a particular channel-end at a time (see chapter
2, section 2.1). However, MoCha is more general because every component
that has a valid reference to a channel-end can use it, leaving the enforcement
of a one-to one restriction to an upper level , if necessary. For this reason,
there is a semaphore on each channel-end used for mutual exclusion. The
CE_Lock semaphore makes sure that only one action (read, write, move, or
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destroy) is being carried out at the same time on the same channel-end (see
figure 4.1).

Source +— Sink Interaction

The CE_Lock is also used for some interactions between the two ends of
the same channel. It is used for this purpose in the functions Read and
Destroy_Channel. In both cases, the sink channel-end needs to lock the
source. More explanation about the first case is given in sections 4.2.3, and
4.7. More explanation of the second case is given in section 4.9.

4.2.2 Move _Lock

The Mowve_Lock semaphore is used for movement synchronization between
the channel-ends. Channel-ends can move from one location to another.
However, the source and the sink cannot move at the same time, because
this causes problems with the references they have for each other (source_rf,
sink_rf), leading to the possibility that they would "lose” each other. There-
fore, when one channel-end is moving the other one must wait until the move
is complete, and its reference to this channel-end is updated.

One implementation of this restriction is to let the channel-end that wants to
move lock the CE_Lock of the other channel-end first, then move, then update
the reference of the other channel-end, and then unlock it. While this is a
valid solution, it has some disadvantages. For example, locking the CE_Lock
of the other channel-end not only blocks it to prevent move actions, but
also blocks the actions read and write as well. However, it is okay to read
from or write to one end of a channel while its other end is moving. Another
disadvantage is that this solution leads to a considerably more complicated
implementation than a version using an extra semaphore for moving. This
extra complication arises, for example, in the Read function in the situation
where the sink channel-end has to wait for elements, when the channel is
empty (see section 4.7).

For the reasons just described, an extra semaphore is added to the channel-
ends for movement synchronization, the Move_Lock. A channel-end has to
lock both its own Mowve_Lock and that of the other channel-end before it can
move itself. To avoid deadlocks, the locking of the semaphores is always done
in the same order: first lock the Move_Lock of the sink, and then the one of
the source.
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Figure 4.2: Move_Lock Semaphore, Moving of Source.

Figure 4.2 shows an example of the movement of the source channel-end.
After acquiring the general lock (CE_Lock) a move action on the source then
locks the Mowve_Lock of the sink, then the Mowve_Lock of the source. Now
the source can move to another location, and after updating the source_rf-
field of the sink, the move action is complete and it unlocks the sink. The
moved source, which is actually a new source channel end (the old one gets
destroyed), does not need to unlock itself; it is already initialized unlocked.
More explanation about moving is given in section 4.8.
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4.2.3 Read_Lock

The Read_Lock is used for blocking the sink channel-end when it must wait
for elements because the channel is empty. While executing the action read,
the channel can be empty, in which case the sink must wait for new elements
to be inserted by the source. The sink can either wait for a period of time and
try reading again (polling), or ask the source to notify it when it writes new
elements. The first solution is not desirable because looking periodically at
the channel to see if there are elements can be quite costly (for the system) if
none is written to it for a long time; costs include, for example, unnecessary
traffic in the network, and unnecessary use of resources. The second solution
is much nicer and costs less, because the sink looks again only when it is
sure? that there are elements in the channel?.

To implement the solution where the source notifies the sink when it writes
elements into the channel, the semaphore Read_Lock is used in combination
with a boolean called Wait_Read. The semaphore is part of the Sink_Channel_End
data-structure and the boolean is in the Source_Channel_End data-structure.
Figure 4.3 shows the use of both fields. In 4.3(a) the sink attempts to read
but there are no elements in the channel. It, therefore, locks the source
and sets its Wait_read boolean to TRUE. After unlocking the source, the
sink blocks itself on the Read_Lock (initially this semaphore is locked) and
waits. In 4.3(b) the source writes an element into the channel, notices that
its Wait_read is TRUE, and therefore it unlocks the Read_Lock of the sink,
after which it resets its Wait_Read boolean to FALSE. Both sink and source
continue with their execution; the source unlocks its CE_Lock, the sink at-
tempts to read again, succeeds, and then unlocks its CE_Lock.

Figure 4.3 shows an example of the case where the elements do not have an
expiration date and/or data does not get lost in the chain of buffers. Also
the situation when the sink has access to the source while it wrote elements
when the sink tried to lock it, is not discussed here. More explanation about
this is given, together with the function Read, in section 4.7.

2When working with data elements with expiration-dates and/or assuming that data
can get lost, the sink cannot be sure, but chances are considerably higher that elements
are read than in the first solution

3The polling solution is cheaper than the second one only in systems where there is a
lot of writing all the time. However, if this is the case, then the chances of not finding
elements in the channel in the first place are low, making the costs of both solutions almost
equal in this case.
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Figure 4.3: Read_Lock Semaphore.

4.3 Error-handling

In our abstract algorithms we do not take into account the typical errors
that can occur during the execution of an implementation. However, there
are three kinds of errors our algorithms must take into account, due to their
structure: the errors caused by invalid references (dangling references), the
errors caused by destruction of channel-ends, and the errors caused by non-
existing or non-reachable locations. To cope with these errors, the operations
Lock and new have a special property; they can detect these cases and return
an error, which the algorithms can detect. Due to this errors, all functions
available to the components, return whether the action/function succeeded
or failed®.

“In programming languages that support exceptions this will be the mechanism of
choice to deal with this type of the errors.
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4.3.1 Dangling References and the Operation Lock

The movement and destruction of channel-ends lead to dangling references.
This can happen at two levels: at the level of components and channel-ends
interactions, and at the level of sink and source interactions. The operation
Lock returns an error if it is passed an invalid reference.

Components <— Channel-ends Interaction

Several components can have access to the same channel-end at the same
time when each has a valid reference to it. However, if the channel-end
moves or gets destroyed, these references are not valid anymore unless they
are updated. Our algorithms do not keep track of the components that ref-
erence a particular channel-end, and thus cannot update such references®.
Therefore, dangling references may exist in the system, and the algorithms

must take this into account.

To cope with this situation the operation Lock returns an error if it is passed
a dangling reference. This is expressed in the code in the following way:

ERROR := Lock(Channel End rf{.CE_Lock);
if ( ERROR ) then return FAILURE;

When the channel-end reference is invalid, the function returns FAILURE.
The component that receives it then realizes, after looking at the type of the
error, that its reference to this particular channel-end is invalid and discards
it.

Another solution for the dangling references problem, is to use virtual channel-
ends. If a channel-end moves, a virtual channel-end, which refers to the
new location, is left at the old location. A component trying to access the
channel-end is then redirected to the new location. If a channel-end gets
destroyed, a virtual channel-end is created to let components know that the
channel-end does not exist anymore. With this solution, components can not
have dangling references to channel-ends caused by channel-end movement
or destruction. However, this solution has two disadvantages: the extra ad-
ministration of updating the virtual channel-ends when a channel-end moves,
and the extra space needed for the virtual channel-ends. Therefore, MoCha
does not implement this solution.

5This can be left to a third party, e.g. , the instance that moves a channel-end.
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Sink +— Source Interaction

When either the sink or the source is moving, the other end has a dangling
reference to it for a short period of time. This is the period between the
destruction of the old channel-end and the updating of the reference to the
new one. During this period the non-moving channel-end can try to access
the moving channel-end and receive an error (given by Lock). It then tries
accessing again because it knows that the reference will be updated shortly.
In the code it is expressed in the following way:

do
ERROR := Lock(Channel _End_rff.Any_Lock);
until ( —ERROR )

4.3.2 Destruction of Channel-ends and the Operation
Lock

A channel-end gets destroyed either when it moves, (the old channel-end
gets destroyed and a new one is created), or when the whole channel is
destroyed (by the function Destroy_Channel). If a component/channel-end
is blocked at the semaphore of a channel-end, and this channel-end gets
destroyed (therefore destroying the semaphore as well), then the operation
Lock returns an error. This error is related to the error produced by the
dangling references explained in the previous section (4.3.1), the code to
handle with this error is the same as in that section.

4.3.3 New

When trying to create a new instance of a channel-end, the given location(s)
may be non-existing or unreachable. To cope with this case, the operation
new returns an error when it fails to create a channel-end at a non-existing
or unreachable location. Otherwise it creates the channel-end and returns a
valid reference to it. This is expressed in the code in the following way:

Channel End_rf := new Channel_End @ Location;
if ( Channel End rf — ERROR ) then return FAILURE;

Because the location where a new buffer is created, is always local to the
channel-end that creates it, a possible error is not checked in our algorithms;
this location always exists and is reachable. Our algorithms check a possible
error given by the operation new only when creating a new channel-end.
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4.4 Functions, an Overview

After the intuitive explanation of chapter 2, the presentation of a simplified
version of MoCha in chapter 3, an overview of the semaphores in section 4.2,
and an overview of error-handling in section 4.3, we now present the func-
tions of MoCha.

A channel can be accessed through five functions, which operate on the
Channel-end data-structures: Create_Channel, Write, Read, Move, and De-
stroy_Channel. For an explanation of the — and 1 notation, see chapter 3
(section 3.3).

e Create_Channel (Loc! € Location, Loc2 € Location)
returns <Source_rf € —+Source_Channel End, Sink_rf € —Sink Channel End,
Action_Status € {SUCCESS, FAILURE}>

e Write (Source_rf € —Source_Channel End, X € Value)
returns <Action_Status € {SUCCESS, FAILURE}>

e Read (Sink_rf € —Sink_Channel End)
returns <X € Value, Action_Status € {SUCCESS, FAILURE}>

e Move (Channel_End_rf € {—Source_Channel_End, —Sink_Channel End},
Target € Location)
returns < New_Channel_End_rf € {—Source_Channel End, —Sink_Channel End},
Action_Status € {SUCCESS, FAILURE}>

e Destroy_Channel (Channel_End_rf € {—Source_Channel End, —Sink_Channel End})
returns <Action_Status € {SUCCESS, FAILURE}>

These five functions use three functions that operate on the buffer data-
structure. They are listed in chapter 3 (sections 3.6, 3.7.2, and 3.7.3). Be-
cause they are the same in this full version of MoCha, they are only mentioned
here:

e Write (Buffer_rf € —Buffer, X € Value)

e Sink Read (Buffer_rf € —Buffer, ToBeAsked € Integer)
returns <X € Value, Success € {©, @} >

e Buffer_Read (Buffer-rf € —Buffer, Amount € Integer)
returns <V € Value*, Next_Buffer_rf € —Buffer>
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4.5 Creation of a Channel

To create a channel the following function is used:

Create_Channel (Locl , Loc2)

//
// Locl = The location where to create the Source_Channel_End.
// Loc2 = The location where to create the Sink_Channel_End.
//
// returns <Source_rf € —Source_Channel_End,
// Sink_rf € —Sink_Channel_End,
// Action_Status € {SUCCESS, FAILURE}>.
//
begin
Source_rf := new Source_Channel_End @ Locli;

if ( Source_rf = ERROR ) then
return <UNDEFINED, UNDEFINED, FAILURE>;
fi

Sink rf := new Sink_Channel End @ Loc2;
if ( Sink_rf = ERROR ) then
Delete(Source_rf) ;
return <UNDEFINED, UNDEFINED, FAILURE>;
fi

Source_rf?f.Buffer_rf NULL;
Source_rff.Wait_Read := FALSE;
Sink rf{.Buffer_rf := NULL;
Sink_rff.Consumed := 0;

// Knowing each other.
//

Source_rff.Sink rf
Sink_rff.Source_rf

Sink_rf;
Source_rf;

return <Source_rf, Sink rf, SUCCESS>;

end

This function is an updated version of the one presented in chapter 3 (section
3.5), which returns FAILURE when one or both of the given locations are
non-existent or unreachable (see section 4.3.3). If the locations are valid
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then the function returns references to the created channel-ends, plus the
Action_Status SUCCESS.

4.6 Writing

A component that has a valid reference to a source channel-end can write
using the following function:

Write (Source._rf, X)
//
// Source_rf € —Source_Channel End, X € Value.
//
// returns Action_Status € {SUCCESS, FAILURE}
//
begin
ERROR := Lock(Source_rf{.CE_Lock);
if ( ERROR ) then return FAILURE;

if ( Source_rf{.Buffer_rf = NULL ) then
// Create first buffer of channel.
//
Source_rf{.Buffer rf := new Buffer;
Source_rf{.Buffer rf{.Link rf := NULL;

// Sink can not change its buffer field while it is NULL
// and by locking the move of the source
// the sink can not move either.
//
Lock(Source_rf?1.Move_Lock) ;
// Tell the other side.
//
Source_rf{.Sink rff{.Buffer rf := Source_rff{.Buffer_rf;
Unlock (Source_rf{.Move_Lock);
else
if ( —Local(Source_rff.Buffer_rf) ) then
// Create new local buffer
//
TempBuffer rf := new Buffer;
TempBuffer_rf{.Link rf := NULL;
Source rf{.Buffer rf{.Link rf := TempBuffer rf;
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Source_rf{.Buffer_rf := TempBuffer_ rf;
fi
fi

// At this point there is always a local buffer.
//
Write(Source_rf?.Buffer rf, X);
if ( Source_rff.Wait_Read ) then
// Sink is waiting for values
//
Unlock(Source_rff.Sink rf{.Read Lock);
Source_rf{.Wait_Read := FALSE;
fi

Unlock(Source_rff.CE_Lock) ;
return SUCCESS;
end

The main functionality of this function is explained in chapter 3 (section 3.6).
The new added features are: the implementation of error-handling features
of the Lock operation, locking of the Move_Lock semaphore when setting up
the Buffer_rf-field of the sink, and notification to the waiting sink when writ-
ing an element.

The error-handling features of the Lock operation are explained in section
4.3. It is applied to all Locks except when trying to lock the Mowve_Lock.
When trying to lock this semaphore, no error is possible; the source_rf is a
valid reference, and the source cannot move or get destroyed. Therefore, no
error-checking is needed.

When setting up the Buffer_rf-field of the sink, the sink must not move.
Therefore, the function should lock the Move_Lock of the sink. However, by
locking the Move_Lock of the source, the sink cannot move either. This op-
eration is much cheaper due to the fact that it is always a local lock, instead
of a non-local one.

After writing an element, the source checks if the sink is waiting for an
element and notifies it when needed. The sink is waiting if the boolean
Wait_Read is TRUE. In that case, the source notifies the sink by unlocking its
Read_Lock. More explanation is given in section 4.2.3, and in the description
of the function Read (section 4.7).
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4.7 Reading

A component that has a valid reference to a sink channel-end can read from
it using the following function:

Read (Sink.rf)
//
// Sink rf € —Sink Channel End.
//
// returns <X € Value, Action Status € {SUCCESS, FAILURE}>
//
begin
ERROR := Lock(Sink rf{.CE_Lock);
if ( ERROR ) then return <UNDEFINED,FAILURE>;

Success € {©,®} := &@;

while ( Success # @ ) do
if ( Sink_rff.Buffer_ rf # NULL ) then
if ( —Local(Sink_rff.Buffer_rf) ) then
// New local Buffer.
//
TempBuffer rf := new Buffer;
TempBuffer rff.Link rf := Sink rf{.Buffer_ rf;
Sink rff.Buffer rf := TempBuffer rf;
fi
// At this point there is always a local buffer.
//
// Success indicates whether there is an element
// to read in the channel.
//
<X, Success> :=
Sink Read(Sink_rf?.Buffer_rf, Sink rff.Consumed + 1);
fi

// In case that there is no element in
// the channel "consult" the source
//
if ( Success # ©® ) then
do
ERROR := Lock(Sink_rft.Source_rf?1.CE_Lock);
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until (—ERROR)

if ( Sink rff.Source_rff.Buffer rf # NULL ) A
|Sink_rff.Source_rff.Buffer rf{.Vals| # 0 ) then
Unlock (Sink_rf{.Source_rff.CE_Lock);

else
Sink rff.Source_rff.Wait_Read := TRUE;
Unlock(Sink_rff.Source_rf?1.CE_Lock);
// Read Lock is initially locked!
//
Lock(Sink_rf?.Read_Lock) ;

fi

fi
done

Sink_rf{.Consumed := Sink rff.Consumed + 1;
Unlock(Sink _rff.CE_Lock);
return <X, SUCCESS>;

end

The main functionality of this function is explained in chapter 3 (section
3.7). The most important new added feature is the implementation of the
waiting for elements by the sink.

The function Sink_Read, (see chapter 3, section 3.7.2), can return a sad
Success, in which case the channel is empty and the sink must wait for
an element to be written by the source. It locks the source, (the until-do
loop is explained in section 4.3), sets the Wait_Read boolean to TRUE, un-
locks the source, and blocks itself by trying to lock the Read_Lock (this lock is
initially locked). This procedure is explained in section 4.2.3, and illustrated
in figure 4.3.

However, it is possible for the source to write elements before the sink suc-
cessfully locks it. Therefore after locking the source, the sink looks at the
buffer that the Buffer_rf of the source refers to. If this buffer is non-empty,
then the source wrote elements during this period; it does not matter if it
moved and (even) perhaps created new buffers, if this buffer is non-empty
it wrote elements. If the buffer is empty or non-existent®, then the source
did not write any elements; the source creates new buffers only when it must
write elements to it. In the first case, the sink just unlocks the source and

5When no elements are written to the channel since its creation, there exist no buffers
in the channel.
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reads again. In the second case, the sink sets up everything in order to wait
for an element.

4.8 Move

A component that has a valid reference to a channel-end can move it using
the following function:

Move (Channel End rf, Target)
//
// Channel End rf € {—Source _Channel End, —Sink Channel End}
//
// Target = The location target.
//
// returns <New_Channel End rf € {—Source_Channel End, —Sink_Channel End},
// Action_Status € {SUCCESS, FAILURE}>.
//
begin
ERROR := Lock(Channel End rf?.CE_Lock);
if ( ERROR ) then return <UNDEFINED,FAILURE>;

if ( Channel End rf{ € Sink Channel End ) then
// Lock Sink first, then Source.
// There is no Unlock for the following Lock.
//
Lock(Channel_End_rf?1.Move_Lock) ;
Lock(Channel End rf?.Source_rf?f.Move_Lock);

New_Channel End_rf := new Sink_Channel End @ Target;

if ( New_Channel_End_rf = ERROR ) then
Unlock(Channel _End_rf?.Source_rf{.Move_Lock) ;
Unlock(Channel _End_rff.Move_Lock) ;
Unlock(Channel End rf?.CE_Lock);
return <UNDEFINED, FAILURE>;

fi

Copy_Information(Channel End rf, New_Channel End rf);
New_Channel End_rf{.Consumed := 0;

Channel End rff.Source_rff.Sink rf := New_Channel End rf;
Delete(Channel _End_rf) ;
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Unlock(New_Channel End rf{.Source_rf{.Move_Lock);
else

// Lock Sink first, then Source.
//
do
ERROR := Lock(Channel_End rff.Sink_rf{.Move_Lock);
until ( —ERROR )

// There is no Unlock for the following Lock.

//
Lock(Channel_End_rf?1.Move_Lock);
New_Channel_End_rf := new Source_Channel End @ Target;

if ( New_Channel End_rf = ERROR ) then
Unlock (Channel _End_rff.Move_Lock) ;
Unlock(Channel End rff.Sink rf{.Move_Lock);
Unlock(Channel _End_rf?.CE_Lock) ;
return <UNDEFINED, FAILURE>;
fi
Copy_-Information(Channel End rf, New_Channel End rf);
Channel End rff.Sink rff.Source := New_Channel End rf;
Delete(Channel _End_rf) ;

Unlock (New_Channel_End_rf?.Sink_rf{.Move_Lock) ;
fi
return <New_Channel End rf, SUCCESS>;
end

This function locks the CE_Lock of the given channel-end, then checks whether
it is a sink- or a source channel-end. If it is a sink channel-end it first tries to
lock its Mowve_Lock and then the one of the source. After that, it creates a new
sink channel-end in the given location (if the location is unreachable or non-
existent, then the function returns FAILURE and unlocks all locks). Then
it copies the information of the old channel-end to the new one and destroys
the former. Finally, it unlocks the source’. If the channel-end is a source,
the procedure is symmetrical, except that it tries to lock the Mowve_Lock of

"There is no need to unlock the sink. The old sink is destroyed and the semaphores of
the new sink are initialized properly.
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the sink first and then its own. More information about moving is given in
chapter 2 (section 2.4), and in section 4.2.2 more information is given about

the Mowve_Lock.

Source Channel End >< Sink Channel End 4& :
sink_rf [ g | | ® source_rf w
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Figure 4.4: Moving of Sink Channel-end.

Figure 4.2 illustrates the moving of a source channel-end. For completeness,
figure 4.4, shows the movement of the sink channel-end.
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4.9 Destruction of a Channel

A component that has a valid reference to any of the two ends of a channel,
can destroy the entire channel using the following function:

Destroy_Channel (Channel End_rf)

//

// Channel End rf € {—Source_Channel End, —Sink Channel End}
//

// returns Action Status € {SUCCESS, FAILURE}

//

// There is no Unlock in this function

//

begin

if ( Channel End rf{ € Sink Channel End ) then
Sink_rf := Channel_End_rf;
else
// Check for dangling reference
//
ERROR := Lock(Channel_End_rff{.CE_Lock);
if ( ERROR ) then return FAILURE;
Sink_rf := Channel End rff.Sink rf;
Unlock(Channel End rf?.CE_Lock);
fi

// At this point Sink rf € Sink Channel End,
// but needs not be valid anymore due to possible
// movement of sink channel-end.

// Lock Sink first, then Source.
//

ERROR := Lock(Sink rf{.CE_Lock);
if ( ERROR ) then return FAILURE;

do
ERROR := Lock(Sink_rft.Source_rf?1.CE_Lock);
until ( —ERROR )

Source_rf := Sink rff.Source_rf;
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// Delete chain of buffers.
//
i := Sink rft.Buffer_rf;
While ( i # NULL ) do

j := if.Link ref;

Delete(i);
i:=7;
done

Delete(Source_rf);

Delete(Sink_rf);

return SUCCESS;
end

This function receives a reference to a channel-end and instead of trying to
lock it immediately, it searches for a reference to the sink channel-end of the
channel. If the channel-end itself is the sink-end then it already has the ref-
erence, otherwise it has to lock the source, get the reference to the sink, and
then unlock the source. After acquiring a reference to the sink channel-end,
the function locks the sink and then the source. It then deletes the buffers
of the channel (if any) and at the end the two channel-ends.

After acquiring a reference to the sink channel-end, it can be (or become)
invalid due to movement of the sink. Therefore, when trying to lock the sink
this can give an error. That is why the function checks for a possible error.

The order of locking the channel-ends is sink first and then the source. This
order is chosen to avoid deadlock. Reversing this order gives a deadlock in
combination with the function Read (section 4.7). This is the case when the
sink just read but got no element, and therefore tries to lock the source to
setup the boolean (if needed). At the same time, the channel is being de-
stroyed and the source is already blocked by the function Destroy_Channel
(with the reversed order). Then, this last function wants to lock the sink
but has to wait, and the Read function is also waiting to access the source
channel-end: the result is deadlock.

The function just needs one of the two channel-ends to be able to destroy the
entire channel, and it can be either the source or the sink. The function could
also have demanded both channel-ends before destroying the entire channel,
but this is left to an upper level to enforce (if needed). In practice, it is really
hard, for a component instance that wants to destroy a channel, to have a
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reference to both channel-ends. That is the reason why the function settles
for one.



Chapter 5

Discussion, Conclusions, and
Future Work

In this thesis we presented MoCha, a model for distributed Mobile Channels.
MoCha describes an implementation of an asynchronous mobile channel in a
distributed environment by giving a set of functions. These functions are ab-
stract algorithms covering all major operations of a channel: Create_Channel,
Write, Read, Move, and Destroy_Channel.

Due to the assumptions we made for the environment, and given our data-
structures, and the structure of our algorithms, we can conclude that MoCha
can easily be implemented in any modern language like Java or C++, that
support: data-structures, instances of data-structures, pointers/references,
distributed networking, and threads.

In the introduction of this thesis (see chapter 1, section 1.4), we claimed that
MoCha describes an efficient and non-trivial implementation of a mobile
channel. In this chapter we show and conclude that this is the case. At the
end of the chapter we discuss future work.

5.1 An Efficient Implementation

We claim that MoCha describes an efficient implementation of a mobile
channel. The efficiency of MoCha lies in the fact that it minimizes the
amount of non-local data-transfers.

In order to minimize the amount of non-local data-transfer, MoCha uses
local buffers for the operations read and write. Due to the movement of the
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ends of a channel, these buffers are distributed all over the system, and are
linked up to each other forming a chain of buffers, (see chapter 2, section
2.4.4).

A local® buffer is created, and added to the chain, only when a component
really starts to read or to write. Therefore, there are no buffers that are
never used in MoCha. This is important for the amount of empty buffers in
the chain, and therefore important for the amount of non-local calls while
reading. More on this is explained in chapter 3, section 3.7.

When a channel-end moves, its local buffer does not move with it. The
buffers do not move in MoCha. A channel-end can be passed on to many
components before one of them actually starts reading from or writing to it.
Therefore, by not moving the buffers, there is no unnecessary movement of
elements.

However, while reading, non-local transfer of elements may be necessary.
This is the case when the local buffer of the sink channel-end is empty,
but there are elements in other buffers (see chapter 2, section 2.5). MoCha
reduces the amount of non-local transfers by using two heuristics for the
amount of elements to be transfered. One is based on the number of ele-
ments that, the component holding the sink, already has consumed. The
other one is based on the number of elements that can be transported during
a remote call for the same cost. Both heuristics are explained in chapter 2,
section 2.5.2.

Because of the features given above, In MoCha:
e BEvery write is always a local operation.

e A read is either a local or non-local operation. However, MoCha reduces
the amount of non-local read operations.

e The moving of channel-ends does not involve any data-transfer of ele-
ments at all.

MoCha versus Centralized Buffer

MoCha is more efficient than, for example, a centralized buffer implemen-
tation. Figure 5.1 shows such an implementation, with the thick arrow ex-
pressing data-flow. In a centralized buffer, every read or write is a non-local

! Creation of buffers in MoCha is always local.
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Component Sowce | | : Sink Component | |
Channel End ' : Channel End

A | — >
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Figure 5.1: A Centralized Buffer Implementation.

operation, making it a costly implementation with respect to the amount of
non-local data-transfer. The moving of channel-ends does not involve any
data-transfer of elements.

MoCha versus Mailbox Implementation

Component Source i 1 Sink Component
Channel End ! 1 Channel End
A q i i q B
Buffer i i Buffer

Figure 5.2: A Mailbox Buffer Implementation.

MoCha is also more efficient than a mailbox implementation. Figure 5.2
shows such an implementation. In this implementation, there are always
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only two local buffers in a channel; one at the side of the source, and one at
the side of the sink. When a channel-end moves, its local buffer moves with it.

In this implementation, a write is a local operation, a read is a local or non-
local operation, and moving is quite costly because the elements of the buffer
are transfered to a new location; they are all non-local operations.

MoCha versus improved Mailbox Implementation

Component Source ; ! Sink Component
Channel End ' : Channel End

BUFFER

Figure 5.3: An improved Mailbox Buffer Implementation.

An improvement of the mailbox implementation is to combine the two local
buffers with a centralized buffer, as shown in figure 5.3. When a channel-end
moves, the contents of a local buffer (if any) are transfered to the centralized
buffer. This way, not all movements are costly. However, in MoCha all
movements are free of data-transfer of elements.

Conclusion

Table 5.1 gives a summary of the comparisons between MoCha and the other
models. MoCha is the most efficient model. Without knowing anything of
the system structure, it is not possible to do better than MoCha. Therefore,
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| Model | write | read | move |
MoCha local local or non-local | free
Cent. Buffer non-local | non-local free
Mailbox local local or non-local | costly
Impr. Mailbox | local local or non-local | less costly

Table 5.1: Comparing MoCha with other Implementations

we can conclude that MoCha is an efficient general implementation of an
asynchronous mobile FIFO channel?.

5.2 An Non-trivial Implementation

After reading the previous section, the reader probably agrees that MoCha
describes a non-trivial implementation. Nevertheless, we point out two things
that make MoCha complex and really non-trivial: the synchronization of the
channel-ends of a channel, and the problem of dangling references. Both
issues arise due to the movement of the ends of a channel. They are explained
in chapter 4, sections 4.2 and 4.3. Therefore, we can safely conclude that
MoCha, besides describing an efficient implementation, is also non-trivial.

5.3 Non-distributed systems

Without changes MoCha can also be used for non-distributed systems. In
that case, each channel has only one buffer, which the source and the sink use
for both reading and writing. No chain of buffers exist, and none is needed.

5.4 Persistence of Channels

Channels in MoCha are not persistent. By persistence we mean, that a col-
lection of data remains intact even if its source is no longer attached to the
network. For example, the objects in JavaSpaces [8] (see chapter 1, section
1.5.2) remain available to other users even if their sources are disconnected
from the network.

2Non-FIFO channels may have more efficient implementations. For instance, if we want
to implement a set, then a centralized model has some clear advantages.
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In distributed systems locations can become (temporarily) unreachable or
non-existent, due to, for example, machine crashes or network problems.
MoCha does not have a recovery mechanism in case this happens. There-
fore, when a location, containing buffers of a channel, gets disconnected from
the network, data gets lost in MoCha.

The solution to this problem, is to implement some efficient backup mech-
anism in MoCha. However, this backup mechanism does not affect the
efficiency of MoCha in comparison with other models, due to the fact that
any other implementation of a distributed mobile channel must also imple-
ment a backup mechanism, in order to provide persistent mobile channels.

5.5 Future Work

Implementation in Java

Currently, we are working on an implementation of MoCha in Java. MoCha
can easily be implemented in any modern language supporting data-structures,
instances of data-structures, pointers/references, distributed networking, and
threads.

The Java implementation uses the Remote Method Invocation mechanism
for working in a distributed environment. For synchronization, we use the
multi-threading mechanism. Although Java does not support semaphores,
it does supports monitors. A monitor can be converted into a semaphore if
desired.

Up to now, we have encountered no problems with the implementation.

Extensions of MoCha and Rho

Farhad Arbab is developing a programming model and language for coor-
dination of components at CWI (Centrum for Wiskunde en Informatica),
called Rho[19]. The primitive operations of Rho can extend a programming
language analogous to Linda [20], with the difference that it is based on mo-
bile channels and not on tuple spaces.

MoCha will be extended in order to support all types of channels described
by Rho. A few examples of other types of channels:
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e Synchronized channels. This is easy to implement in MoCha, we
can use the same algorithms but without creating any buffers.

e Bag channels.

e Set channels.

We are also going to put conditions on channels, and filters on each
channel-end. A filter, in Rho, makes sure that only a specified type of data
enters or leaves the channel. For example, a filter can be placed at the source
that only allows integers to enter the channel and filters all other types of
data.



Appendix A

Listing of MoCha Functions

Create_Channel (Locl , Loc2)

//

// Locl = The location where to create the Source_Channel _End.
// Loc2 = The location where to create the Sink_Channel_End.
//

// returns <Sourcerf € —Source_Channel End,
// Sink_rf € —Sink Channel _End,
// Action_Status € {SUCCESS, FAILURE}>.
//
begin
Source_rf := new Source_Channel End @ Locl;
if ( Sourcerf = ERROR ) then
return <UNDEFINED, UNDEFINED, FAILURE>;
fi

Sink rf := new Sink_Channel End @ Loc2;
if ( Sink.rf = ERROR ) then
Delete(Source.rf);
return <UNDEFINED, UNDEFINED, FAILURE>;
fi

Source rff.Buffer rf NULL;
Source rff.Wait Read := FALSE;
Sink rf?.Buffer rf := NULL;
Sink rf1.Consumed := 0;

// Knowing each other.

//
Source rff.Sink rf := Sink rf;
Sink rff.Sourcerf := Source.rf;

return <Source_rf, Sink rf, SUCCESS>;
end
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Write (Source._rf, X)
//
// Sourcerf € —Source_Channel End, X € Value.
//
// returns Action Status € {SUCCESS, FAILURE}
//
begin
ERROR := Lock(Sourcerf?.CE_Lock);
if ( ERROR ) then return FAILURE;

if ( Sourcerff.Bufferrf = NULL ) then
// Create first buffer of channel.
//
Source rff.Buffer rf := new Buffer;
Source rff.Buffer rff.Link rf := NULL;

// Sink can not change its buffer field while it is NULL and
// by locking the move of the source the sink can not move either.

//
Lock(Source rff.Move Lock) ;
// Tell the other side.
//
Source rff.Sink rft.Buffer rf := Sourcerf?.Buffer rf;
Unlock(Source rft.Move Lock) ;
else
if ( —Local(Sourcerf{.Buffer rf) ) then
// Create new local buffer
//
TempBuffer rf := new Buffer;
TempBuffer rff.Link rf := NULL;
Source rff{.Buffer rf{.Link rf := TempBuffer rf;
Source rff.Buffer rf := TempBuffer rf;
fi
fi

// At this point there is always a local buffer.
//
Write(Source rf?.Buffer rf, X);
if ( Sourcerff.Wait_Read ) then
// Sink is waiting for values
//
Unlock(Source rff.Sink rf{.Read Lock);
Source rff.Wait Read := FALSE;
fi

Unlock(Source rf?1.CE Lock) ;
return SUCCESS;
end
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Write (Buffer_rf, X)

//

// Buffer rf € —Buffer, X € Value.
//

// This function operates on the Buffer data-structure.

//
begin
Lock(Buffer rff.Buffer Lock);

Buffer rff.Vals := Buffer rf?.Vals o X;

Unlock(Buffer rff.Buffer Lock);
end
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Read (Sink._rf)

//

// Sink_rf € —Sink_Channel_End.

//

// returns <X € Value, Action_Status € {SUCCESS, FAILURE}>

//

begin

end

ERROR

:= Lock(Sink rf?1.CE Lock);

if ( ERROR ) then return <UNDEFINED,FAILURE>;
Success € {®,®} := @;
while ( Success # ) do

if ( Sink.rff.Bufferrf # NULL ) then

fi

//
//
if

fi
done

if ( —Local(Sink rff.Buffer rf) ) then
// New local Buffer.
//
TempBuffer rf := new Buffer;
TempBuffer rf{.Link rf := Sink rff{.Buffer rf;
Sink rff.Buffer rf := TempBuffer. rf;
fi
// At this point there is always a local buffer.
//
// Success indicates whether there is an element to read in the channel.
//
<X, Success> := Sink Read(Sink rff.Buffer rf, Sink rf?.Consumed + 1);

In case that there is no element in the channel "consult" the source

( Success # ) then
do
ERROR := Lock(Sink rff.Sourcerft.CE Lock);
until (—=ERROR)
if ( Sink rff.Source rff.Buffer rf # NULL ) A
|Sink rff.Source rff.Buffer rf{.Vals| # 0 ) then
Unlock(Sink rf?.Source rf?1.CE Lock);
else
Sink rf?t.Sourcerff.Wait Read := TRUE;
Unlock(Sink rff.Source rf?1.CE Lock);
// Read Lock is initially locked!
//
Lock(Sink rf1.Read Lock) ;
fi

Sink rf1.Consumed := Sink rff.Consumed + 1;
Unlock(Sink rf1.CE_Lock);
return <X, SUCCESS>;
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Sin
//
//
//
/7
/7
/7
//
//
/7
/7
beg

end

k_ Read (Buffer_rf, ToBeAsked)
Buffer rf € —Buffer

ToBeAsked € Integer, number of values to be asked
to the next buffer in case Buffer rff is empty.

returns <X € Value, Success € {®, @} >
This function operates on the Buffer data-structure.

in
Lock(Buffer rff{.Buffer Lock);

V := < >; // a sequence of Value.
Reference := Buffer rff.Link rf;

// Execute loop while buffer is empty and

// there is (still) a reference to another buffer.

//

while ( (|Bufferrff.Vals| = 0) A (Reference # NULL) ) do
// Buffer Read returns, besides V, a reference to a
// next buffer in the chain (if any exists) or NULL (if not).
//
<V, Reference> := Buffer Read(Buffer rf1.Link rf, ToBeAsked);
if ( Reference # NULL ) then

Buffer rff.Link rf := Reference;
fi
Buffer rff.Vals := V;
done

if (|Bufferrff.Vals| > O ) then
X := Head(Buffer rff.Vals);
Buffer rff.Vals := Tail(Buffer rff.Vals);
Success := ©@;
else
// No elements found in channel.
//
X := UNDEFINED;
Success := @;
fi

Unlock(Buffer rff.Buffer Lock);

return <X, Success>;
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Buffer Read (Buffer_rf, Amount)
//
// Buffer rf € —Buffer
//
// Amount € Integer, number of values requested.
//
// returns <V € Value*, Next Buffer rf € —Buffer>
//
// This function operates on the Buffer data-structure.
//
begin
Lock (Buffer _rff.Buffer Lock);

V = < >;
Destroy := FALSE;

if ( |Bufferrf?t.Vals| < Amount ) then
V := Buffer rff.Vals;
Buffer rft.Vals := < >;
Next Buffer rf := Buffer rff.Link rf;

if ( Buffer rff.Linkrf # NULL ) then Destroy := TRUE; fi

else
for 1 to Amount do
V := V o Head(Buffer rff.Vals);
Buffer rf1.Vals := Tail(Buffer rff.Vals);
od
Next Buffer rf := NULL;
fi

// Unlocking before destroying would make
// the algorithm unstable.
//
if ( Destroy ) then
Delete(Buffer.rf);
else
Unlock(Buffer rff.Buffer Lock);
fi

return <V, Next Buffer rf>;
end
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Move (Channel End rf, Target)
//
// Channel End rf € {—Source Channel End, —Sink Channel End}
//
// Target = The location target.
//
// returns <New_Channel End_rf € {—)Source_Channel_End, —>Sink_Channel_End},
// Action_Status € {SUCCESS, FAILURE}>.
//
begin
ERROR := Lock(Channel End rf?.CE Lock);
if ( ERROR ) then return <UNDEFINED,FAILURE>;

if ( Channel End rff € Sink Channel End ) then
// Lock Sink first, then Source.
// There is no Unlock for the following Lock.
//
Lock(Channel End rft.Move Lock) ;
Lock(Channel End rf?.Source rf1.Move Lock) ;

New_Channel End rf := new Sink _Channel End @ Target;

if ( New_Channel End rf = ERROR ) then
Unlock(Channel End rff.Source rff.Move Lock) ;
Unlock(Channel End rf?1.Move _Lock) ;
Unlock(Channel End rf1.CE_Lock);
return <UNDEFINED, FAILURE>;

fi

Copy-Information(Channel End rf, New_Channel End rf);
New_Channel End rf?.Consumed := 0;

Channel End rf?1.Source rf1.Sink rf := New_Channel End rf;
Delete(Channel End_rf);

Unlock(New _Channel End rft.Source rf{.Move Lock);

else
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// Lock Sink first, then Source.
//
do
ERROR := Lock(Channel End rff.Sink rf{.Move Lock);
until ( —ERROR )

// There is no Unlock for the following Lock.

//

Lock(Channel End rft.Move Lock);

New_Channel End rf := new Source_Channel End @ Target;

if ( New_Channel End rf = ERROR ) then
Unlock(Channel End rf1.Move _Lock) ;
Unlock(Channel End rf1.Sink rff.Move Lock);
Unlock(Channel End rf?1.CE_Lock);
return <UNDEFINED, FAILURE>;

fi

Copy-Information(Channel End rf, New_Channel End rf);

Channel End rf?1.Sink rf{.Source := New_Channel End rf;

Delete(Channel End_rf);

Unlock(New _Channel End rft.Sink rf?.Move Lock) ;
fi
return <New_Channel End rf, SUCCESS>;
end
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Destroy_Channel (Channel End rf)

//

// Channel End rf € {—Source Channel End, —Sink Channel End}
//

// returns Action Status € {SUCCESS, FAILURE}

//

// There is no Unlock in this function

//

begin

if ( Channel End rff € Sink Channel End ) then
Sink rf := Channel End rf;
else
// Check for dangling reference
//
ERROR := Lock(Channel End rf?.CE Lock);
if ( ERROR ) then return FAILURE;
Sink rf := Channel End rff.Sink.rf;
Unlock(Channel End rf?1.CE_Lock);
fi

// At this point Sink.rf € Sink Channel End,
// but needs not be valid anymore due to possible
// movement of sink channel-end.

// Lock Sink first, then Source.
//

ERROR := Lock(Sink rf?t.CE_Lock);
if ( ERROR ) then return FAILURE;

do
ERROR := Lock(Sink rf?.Sourcerft.CE_Lock);
until ( —ERROR )

Sourcerf := Sink rf?.Source.rf;

// Delete chain of buffers.
//
i := Sink rff.Buffer rf;
While ( i # NULL ) do
j := iT.Link ref;
Delete(i);
i=j;
done

Delete(Source.rf);

Delete(Sink.rf);

return SUCCESS;
end
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